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(57) ABSTRACT

A technology/operating system-agnostic and protocol-ag-
nostic modular-based service delivery system that includes a
management of enterprise-wide deployment of services and
updates to services delivered by the modules of the system.
Management includes determination and automatic imple-
mentation of an optimal schedule for service deployment,
service version updates and service version roll-backs based
on (i) predetermined lifecycle levels assigned to networked
devices in the enterprise executing the service delivery appli-
cation, and/or (ii) segments within the enterprise.
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MODULAR SYSTEM INCLUDING
MANAGEMENT AND DEPLOYMENT OF
SOFTWARE UPDATES AND REVISIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of U.S. patent
application Ser. No. 14/603,144, filed Jan. 22, 2015; the con-
tents of which are hereby incorporated by reference.

FIELD

[0002] In general, embodiments of the invention relate to
network data communication and, more particularly, a tech-
nology-agnostic and protocol-agnostic data modular-based
system that includes enterprise-wide, centralized, manage-
ment over the deployment and updating of services delivered
by the modules of the system.

BACKGROUND

[0003] In large enterprise businesses, different software
systems (otherwise referred to as applications, modules and
the like) are deployed for the purpose of carrying out pre-
scribed actions. For example, an enterprise may deploy one or
more software systems to monitor the health of the computing
system, one or more other software systems to move data
throughout the enterprise and one or more other software
systems for messaging. All of these software systems are
stacked on the servers within the enterprise to carry out the
request functionality. Each of these software systems are
generally independent of each other; i.e., different commer-
cial manufacturers and/or execute under different operating
systems. As such, these diverse software systems require a
high degree Information Technology (IT) support and main-
tenance to ensure that the systems are capable of working in
unison. Additionally, each of these independent software sys-
tems implement distinct tracking controls and governance,
which further increase maintenance costs.

[0004] Further, in many large enterprises, computing serv-
ers or other networked devices are distributed globally across
adiverse computing network infrastructure. The various serv-
ers deployed in the network implement many different oper-
ating systems that execute a myriad of different software
packages, applications, tools and the like. In many instances
a single server may host many different software packages,
applications or the like.

[0005] Further, in large enterprises, with many different
computing environments and business units/lines-of-busi-
ness (LOBs), timely deployment of services and/or the updat-
ing/patching of such services is highly problematic. This is
because the data associated with servers, business units/
LOBs and other data relevant to deploying the updates is
spread across many different data sources and the like.
[0006] Therefore, a need exists to develop systems, appa-
ratus, computer program products, methods and the like that
for a unified and comprehensive service delivery system that
is extensible and provides one methodology for accessing
Operating Systems (OSs) and all of the servers deployed
throughout an enterprise. Further, a need exists to manage
deployment of services and updates to such services and,
specifically, automate the process of deploying the services
and providing updated versions of the services, such that the
deployment of critical updates/patches across all computing
servers requiring such is ensured and occurs within pre-
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scribed time limits. Moreover, a need exists to automatically
determine optimal schedule for deploying the software and/or
update/patch to each of the network devices requiring such.

SUMMARY OF THE INVENTION

[0007] The following presents a simplified summary of one
or more embodiments in order to provide a basic understand-
ing of such embodiments. This summary is not an extensive
overview of all contemplated embodiments, and is intended
to neither identify key or critical elements of all embodi-
ments, nor delineate the scope of any or all embodiments. Its
sole purpose is to present some concepts of one or more
embodiments in a simplified form as a prelude to the more
detailed description that is presented later.

[0008] Embodiments of the present invention address the
above needs and/or achieve other advantages by providing
apparatus, systems, computer program products, methods or
the like for a technology-agnostic and protocol-agnostic
modular-based system for delivering services including man-
agement over the provisioning of such services (i.e., deploy-
ment of services and updating such services with new ver-
sions and/or features). In this regard, present embodiments of
the invention provide for a singular, shared approach to man-
agement of provisioning of all services provided by the ser-
vice delivery system, thereby providing a more efficient
approach that is easier to support and reduces overhead.
[0009] Management of the provisioning includes determin-
ing and automatically implementing optimal schedules for
deploying services, updating versions of the services and
rolling back versions of the services the based on one or more
of (i) predetermined lifecycle levels (e.g., development, test,
pre-production, production and the like) assigned to net-
worked devices in the enterprise executing the service deliv-
ery application, and (ii) segments within the enterprise (e.g.,
divisions, lines of business (LOBs) and the like).

[0010] In addition, management of the provisioning
includes denying/blocking execution of non-permitted ser-
vice versions. Such denial/blocking of non-permitted ver-
sions may be accomplished by requiring networked devices
in the enterprise that execute the service delivery application
to verify a version being launched prior to executing the
version.

[0011] In still further embodiments of the invention, man-
agement of the provisioning includes schedule and imple-
menting deactivation of a declining service version, including
alerting service delivery application users of a pending deac-
tivation of a declining service version (e.g., an outdated ver-
sion) and a need to download an emerging version (e.g., a new
version). Moreover, in other embodiments herein described
management of provisioning includes implementing side-
loading of version updates to allow a user to simultaneously
execute a current version while the version update is occur-
ring.

[0012] A system for managing deployment and update of
services within an enterprise, defines first embodiments of the
invention. The system includes a distributed network of serv-
ers, wherein each server has an assigned/registered lifecycle
level. The system further includes an operating system-ag-
nostic, modular-based, service delivery application that is
stored in network memory and executable by a processor. The
application includes a plurality of modules, each module
configured to deliver a service to the enterprise. The modules
include a provisioning module configured to provide man-
agement over deployment of the services delivered by the
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modules and version updates to the services delivered by the
modules, including determine and automatically implement
an optimal schedule for service deployment and service ver-
sion updates based on one or more of (i) predetermined life-
cycle levels (e.g., development, test, pre-production, produc-
tion and the like) assigned to networked devices in the
enterprise executing the service delivery application, and (ii)
segments within the enterprise (e.g., divisions, lines-of-busi-
ness (LOBs) and the like).

[0013] In specific embodiments of the system, the provi-
sioning module is further configured to determine and auto-
matically implement the optimal schedule which provides for
staging service deployment and service version updates over
apredetermined period of time based on one or more of (i) the
predetermined lifecycle levels assigned to the networked
devices and (ii) the segments within the enterprise.

[0014] In other specific embodiments of the system, the
provisioning module is further configured to automatically
implement service version rollbacks. In specific embodi-
ments of the invention, the provisioning module is further
configured to determine and automatically implement an
optimal schedule for the service version rollbacks based on
one or more of (i) predetermined lifecycle levels assigned to
networked devices in the enterprise that execute the service
delivery application and (ii) segments within the enterprise.
[0015] In further specific embodiments of the system, the
provisioning module is further configured deny execution of
non-permitted service versions. In such embodiments of the
system, the provisioning module may be further configured to
deny execution of non-permitted service versions by requir-
ing networked devices in the enterprise that execute the ser-
vice delivery application to verify a version being launched
prior to executing the version.

[0016] Moreover, in further specific embodiments of the
system, the provisioning module is further configured to
schedule deactivation of a declining service version. In this
regard, the provisioning module may be further configured
alert service delivery application users of a pending deacti-
vation of a declining service version and a need to download
an emerging version.

[0017] Instill further embodiments of the system, the pro-
visioning module is further configured to implement side-
loading of version updates to allow a user to simultaneously
execute a current version while the version update is occur-
ring.

[0018] An apparatus for managing deployment and update
of services within an enterprise defines second embodiments
of the invention. The apparatus includes a computing plat-
form having a memory and at least one processor in commu-
nication with the memory. The apparatus further includes an
operating system-agnostic, modular-based, service delivery
application that is stored in the memory and executable by the
processor. The service delivery application includes a plural-
ity of modules, each module configured to deliver a service to
the enterprise. The modules include a provisioning module
configured to provide management over deployment of the
services delivered by the modules and version updates to the
services delivered by the modules. The management over
deployment and version updates includes determining and
automatically implementing an optimal schedule for service
deployment and service version updates based on one or more
of (i) predetermined lifecycle levels (e.g., development, test,
pre-production, production and the like) assigned to net-
worked devices in the enterprise executing the service deliv-
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ery application, and (ii) segments within the enterprise (divi-
sions, departments, lines-of-business (LOBs) and the like).
[0019] In specific embodiments of the apparatus, the pro-
visioning module is further configured to determine and auto-
matically implement the optimal schedule which provides for
staging service deployment and service version updates over
apredetermined period of time based on one or more of () the
predetermined lifecycle levels assigned to the networked
devices and (ii) the segments within the enterprise.

[0020] In other specific embodiments of the apparatus, the
provisioning module is further configured to determine and
automatically implement an optimal schedule for service ver-
sion rollbacks based on one or more of (i) predetermined
lifecycle levels assigned to networked devices in the enter-
prise that execute the service delivery application and (ii)
segments within the enterprise.

[0021] Moreover, in other specific embodiments of the
apparatus, the provisioning module is configured to deny/
block execution of non-permitted service versions. In such
embodiments of the apparatus, the provisioning module may
be configured to deny/block execution of non-permitted ser-
vice versions by requiring networked devices in the enterprise
that execute the service delivery application to verify a ver-
sion being launched prior to executing the version.

[0022] In still further specific embodiments of the appara-
tus, the provisioning module is configured to schedule deac-
tivation of a declining service version and/or alert service
delivery application users of a pending deactivation of a
declining service version and a need to download an emerg-
ing version. In still further specific embodiments of the appa-
ratus, the provisioning module configured to implement side-
loading of version updates to allow a user to simultaneously
execute a current version while the version update is occur-
ring.

[0023] A computer program product including a non-tran-
sitory computer-readable medium defines third embodiments
of the invention. The computer-readable medium includes a
first set of codes for causing a computer to a determine and
automatically implement an optimal schedule for service
deployment and service version updates based on one or more
of (i) predetermined lifecycle levels assigned to networked
devices in the enterprise executing the service delivery appli-
cation and (i) segments within the enterprise. The computer-
readable medium additionally includes a second set of codes
for causing a computer to determine and automatically imple-
ment an optimal schedule for service version rollbacks based
on one or more of (i) predetermined lifecycle levels assigned
to networked devices in the enterprise that execute the service
delivery application, and (ii) segments within the enterprise.
[0024] Thus, systems, apparatus, methods, and computer
program products herein described in detail below provide for
a technology-agnostic and protocol-agnostic means for pro-
viding services within an enterprise including management
over provisioning of the services (e.g., deploying new ser-
vices and updating existing services). Specifically, embodi-
ments herein described provide for managing provisioning by
determination and automatic implementation of an optimal
schedule for service deployment, service version updates and
service version roll-backs. Such determination of the optimal
schedule is based on (i) predetermined lifecycle levels
assigned to networked devices in the enterprise executing the
service delivery application, and/or (ii) segments within the
enterprise. In further embodiments herein described, manag-
ing provisioning includes providing the ability to deny/block
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execution of non-permitted versions and alert users of declin-
ing/outdated versions and/or emerging new versions. Addi-
tionally, embodiments herein described provide for manag-
ing provisioning such that updates to revision occur by side-
loading updated versions to allow for users to simultaneously
use a declining version of a service while the emerging ver-
sion is loaded.

[0025] To the accomplishment of the foregoing and related
ends, the one or more embodiments comprise the features
hereinafter fully described and particularly pointed out in the
claims. The following description and the annexed drawings
set forth in detail certain illustrative features of the one or
more embodiments. These features are indicative, however,
of but a few of the various ways in which the principles of
various embodiments may be employed, and this description
is intended to include all such embodiments and their equiva-
lents.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] Having thus described embodiments of the inven-
tion in general terms, reference will now be made to the
accompanying drawings, which are not necessarily drawn to
scale, and wherein:

[0027] FIG.1 provides a schematic diagram of a system for
enterprise-wide service delivery including data movement/
transfer and related management, in accordance with
embodiments of the present invention;

[0028] FIG. 2 provides a block diagram of a system for
enterprise-wide service delivery including data movement/
transfer and related management, in accordance with
embodiments of the present invention;

[0029] FIG. 3 provides a block diagram of the apparatus
configured for an extensible module system including tech-
nology/OS-agnostic and protocol-agnostic data movement,
in accordance with embodiments of the present invention;
and

[0030] FIG. 4 provides a block diagram of an apparatus
configured for managing the provisioning of services in an
enterprise-wide modular-based service delivery system, in
accordance with embodiments of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0031] Embodiments of the present invention will now be
described more fully hereinafter with reference to the accom-
panying drawings, in which some, but not all, embodiments
of the invention are shown. Indeed, the invention may be
embodied in many different forms and should not be con-
strued as limited to the embodiments set forth herein; rather,
these embodiments are provided so that this disclosure will
satisfy applicable legal requirements. Like numbers refer to
like elements throughout. Although some embodiments of
the invention described herein are generally described as
involving a “financial institution,” one of ordinary skill in the
art will appreciate that the invention may be utilized by other
businesses that take the place of or work in conjunction with
financial institutions to perform one or more of the processes
or steps described herein as being performed by a financial
institution.

[0032] As will be appreciated by one of skill in the art in
view of this disclosure, the present invention may be embod-
ied as an apparatus (e.g., a system, computer program prod-
uct, and/or other device), a method, or a combination of the
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foregoing. Accordingly, embodiments of the present inven-
tion may take the form of an entirely hardware embodiment,
an entirely software embodiment (including firmware, resi-
dent software, micro-code, etc.), or an embodiment combin-
ing software and hardware aspects that may generally be
referred to herein as a “system.” Furthermore, embodiments
of the present invention may take the form of a computer
program product comprising a computer-usable storage
medium having computer-usable program code/computer-
readable instructions embodied in the medium.

[0033] Any suitable computer-usable or computer-read-
able medium may be utilized. The computer usable or com-
puter readable medium may be, for example but not limited
to, an electronic, magnetic, optical, electromagnetic, infrared,
or semiconductor system, apparatus, or device. More specific
examples (e.g., a non-exhaustive list) of the computer-read-
able medium would include the following: an electrical con-
nection having one or more wires; a tangible medium such as
a portable computer diskette, a hard disk, a time-dependent
access memory (RAM), aread-only memory (ROM), an eras-
able programmable read-only memory (EPROM or Flash
memory), a compact disc read-only memory (CD-ROM), or
other tangible optical or magnetic storage device.

[0034] Computer program  code/computer-readable
instructions for carrying out operations of embodiments of
the present invention may be written in an object oriented,
scripted or unscripted programming language such as Java,
Perl, Smalltalk, C++ or the like. However, the computer pro-
gram code/computer-readable instructions for carrying out
operations of the invention may also be written in conven-
tional procedural programming languages, such as the “C”
programming language or similar programming languages.
[0035] Embodiments of the present invention are described
below with reference to flowchart illustrations and/or block
diagrams of methods or apparatuses (the term “apparatus”
including systems and computer program products). [t will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a par-
ticular machine, such that the instructions, which execute by
the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing
the functions/acts specified in the flowchart and/or block
diagram block or blocks.

[0036] These computer program instructions may also be
stored in a computer-readable memory that can direct a com-
puter or other programmable data processing apparatus to
function in a particular manner, such that the instructions
stored in the computer readable memory produce an article of
manufacture including instructions, which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

[0037] The computer program instructions may also be
loaded onto a computer or other programmable data process-
ing apparatus to cause a series of operational steps to be
performed on the computer or other programmable apparatus
to produce a computer implemented process such that the
instructions, which execute on the computer or other pro-
grammable apparatus, provide steps for implementing the
functions/acts specified in the flowchart and/or block diagram
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block or blocks. Alternatively, computer program imple-
mented steps or acts may be combined with operator or
human implemented steps or acts in order to carry out an
embodiment of the invention.

[0038] According to embodiments of the invention
described herein, various systems, apparatus, methods, and
computer program products are herein described for a tech-
nology-agnostic and protocol-agnostic system for delivering
services, including management over the provisioning of
such services (i.e., deployment of services and updating such
services with new versions and/or features). In this regard,
present embodiments of the invention provide for a singular,
shared, common-stack approach to management of provi-
sioning of all services provided by the service delivery sys-
tem, thereby providing a more efficient approach that is easier
to support and reduces overhead.

[0039] Management of the provisioning includes determin-
ing and automatically implementing optimal schedules (i.e.,
staging rollout) for deploying services, updating versions
(otherwise referred to as revisions, patches, fixes and the like)
of the services and rolling back versions of the services the
based on one or more of (i) predetermined lifecycle levels
(e.g., development, test, pre-production, production and the
like) assigned to networked devices in the enterprise execut-
ing the service delivery application, and (ii) rules associated
with segments within the enterprise (e.g., divisions, lines of
business (LOBs) and the like).

[0040] In addition, management of the provisioning
includes denying/blocking execution of non-permitted ser-
vice versions. Such denial/blocking of non-permitted ver-
sions may be accomplished by requiring networked devices
in the enterprise that execute the service delivery application
to verify a version being launched prior to executing the
version.

[0041] In still further embodiments of the invention, man-
agement of the provisioning includes schedule and imple-
menting deactivation of a declining/outdated service version,
including alerting service delivery application—users of a
pending deactivation of a declining service version (e.g., an
outdated version) and a need to activate or download an
emerging version (e.g., a new version). Moreover, in other
embodiments herein described management of provisioning
includes implementing side-loading of version updates or
new service modules to allow a user to simultaneously
execute other modules or a current version while the version
update is occurring.

[0042] Referring to FIG. 1, a schematic diagram is pro-
vided of a system 100 for providing technology/OS-agnostic
and protocol-agnostic delivery of services within an enter-
prise. The system 100 is configured as a hub-and-spoke
model, in which the hub server 10 provides for management
of the service delivery system via service delivery manage-
ment framework 200 and the spoke servers 20, implemented
throughout the enterprise, are deployed with a modular ser-
vice delivery application 400. The service delivery applica-
tion 400 is an open source-based web-services application
and, as such, can be deployed and/or executed on any type of
server (technology-agnostic) executing any type of operating
system (OS-agnostic). The modular nature of the application
means that the service delivery system is extensible; as addi-
tional services are added new modules within the application
400 may be added/plugged-in into the application 400. As
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such, the present invention provides a holistic approach to
service delivery that results in an enterprise-wide solution for
service delivery.

[0043] Service delivery application 400 provides uniform
management for all of the services delivered by service deliv-
ery application 400. In this regard, service delivery applica-
tion 400 includes core services that act as a unifier to provide
umbrella-like management over security, governance (ap-
provals and exceptions), provisioning (new modules and revi-
sions to modules), auditing, tracking, reporting and the like.
Such uniformity in management provides efficiency and
eliminates the need to resolve conflicts that arise in disparate
applications having distinct security, governance, provision-
ing protocols, rules and regulations. For example, from a
security perspective when individual protocol-specific data
transfer applications are executed by an enterprise, each
application will typically require a separate SSL. (Secure
Socket Layer) certificate to exist on each server; however, the
present invention is configured such that only a single SSL
certificate per server and the single SSL certificate can be
used to authenticate all of the services delivered by the appli-
cation 400. It should be noted that while the system only
requires a single SSL. certificate per server, the application
400 is configured to accommodate multiple SSL certificates if
the application or a module within the application warrants
such.

[0044] As previous noted, the service delivery application
400 includes a provisioning module (shown and described in
FIGS. 2-4) that is configured to provide management over the
deployment of new service modules within the service deliv-
ery application 400, as well as, version updates (or in some
instance version rollbacks) to currently implemented service
modules. In this regard, the provisioning module provides
uniform management and control over all of the services
delivered by the various modules included within the service
delivery application 400. Management includes automati-
cally determining and scheduling deployment updates/revi-
sion and/or new modules so as to limit the impact of the
deployment on production use of the server and/or other
associated resources.

[0045] In specific embodiments of the invention, the pro-
visioning module is configured to determine and automati-
cally implement an optimal schedule (i.e., staging) for
deployment of new services or service modules, service revi-
sion updates and/or service revision rollbacks. The determi-
nation of the optimal schedule/staging may be based onone or
more of (i) predetermined lifecycle levels assigned to net-
worked devices 20 in the enterprise that execute the service
delivery application 400 and/or (ii) rules associated with dif-
ferent segments of the enterprise.

[0046] For example, lifecycle levels may include, but are
not limited to, development, system integration testing (SIT),
user acceptance testing (UAT), pre-production and produc-
tion. In this regard, a new service module may first be
deployed/rolled-out to development-level networked
devices/servers, followed by testing (SIT or UAT)-level net-
worked devices/servers, followed by pre-production-level
and production-level networked devices. Other factors, such
as the features implemented in the new service module, the
security risks posed by the new service module or the like may
dictate how long implementation is limited to a specified level
(e.g.,how long the rollout is limited to being deployed only on
development-level and/or test-level devices before rolling out
the service module or pre-production-level devices and, sub-
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sequently, production-level devices). Further, an update to a
version of a service may first be deployed/rolled-out to test-
level networked devices, followed by pre-production-level
and production-level networked devices (i.e., the nature of the
version update may dictate that implementation at the devel-
opment level is not warranted). Other factors, such as the
features implemented in the updated version module, the
security risks posed by the version being replaced or the like
may dictate how long implementation is limited to a specified
level.

[0047] Rules associated with segments within the enter-
prise may include rules associated with divisions, lines-of-
business (LOBs) or other environments within the enterprise
(i.e., any portion of the enterprise that requires service
deployment rules). The rules, which may or may not be
implemented in conjunction with lifecycle level deployment/
updates, may dictate the order and the timing for new service/
module deployment, as well as, updates to existing services/
modules. Timing rules may ensure that deployment of new
services and/or revisions occur so as to minimize the impact
on other functions being performed by the networked device
and/or service delivery application (i.e., during times when
the application and/or device is undergoing minimal use).
[0048] Referring to FIG. 2, a block diagram is presented of
a system 100 configured for providing technology/OS-agnos-
tic and protocol-agnostic delivery of services within an enter-
prise, in accordance with an embodiment of the present inven-
tion. The system 100 includes modular service delivery
application 400 that includes common core modular services
402 and modular services 404. The core services 402 are
common to all of the modular services 404 in the application
and provide for unified umbrella-like management of the
modular services. The core services may include, but are not
necessarily limited to, provisioning module 406, security
module 408, reporting module 408 and governance/auditing
module 410.

[0049] As previously noted, in accordance with embodi-
ments of the present invention, the provisioning module ser-
vice 406 is configured to provide for uniform management
over the deployment of new modular services 404 and
deployment of revisions/updates (i.e., new version) to exist-
ing modular services 404. In specific embodiments of the
invention, as discussed in relation to FIG. 1, provisioning
module service 406 is configured to provide hierarchical
ordering of deployment based on criticality (i.e., lifecycle
level of the), compliance and the like. Additionally, provi-
sioning module service 406 is configured to automatically
schedule deployment updates/revision and/or new modules
s0 as to limit the impact of the deployment on production use
of the server and/or other associated resources. Additionally,
provisioning service 406 is configured to allow for non-com-
pliant versions to be deployed with proper recordation/log-
ging in place and for execution of non-permitted versions to
be denied/blocked from executing.

[0050] The security service 408 provides uniform control
over the security features applicable to the modular services
404. In this regard, the security service 408 provides uniform
rules, regulations and procedures for security. For example,
uniform rules related to authenticating a protocol/module,
uniform rules associated with encryption, uniform rules for
resolving a security conflict or the like.

[0051] The reporting service 410 provides uniform control
over reporting functions associated with the modular ser-
vices. For example, uniform control over what reporting is
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required, the contents of reports, parties receiving reports,
actions that may result in alerts/notifications, parties receiv-
ing notification/alerts and the like.

[0052] The governance service 412 and audit service 413
provides uniform control over governance and auditing fea-
tures applicable to the modular services. In this regard, the
governance service 412 and audit service 413 provides uni-
form rules, regulations and procedures for rules exceptions,
approval chains for granting exceptions, auditing procedures,
auditing schedules and the like.

[0053] Themodularservices 404 provided by service deliv-
ery application 400 may include, but are not limited to, file
transfer/movement module 414, messaging module 416, web
services module 418, data archiving module 420 and any
other service module 422.

[0054] File transfer/movement module 414 provides a uni-
fied open-source approach to moving data (e.g., file transfers,
conducting transactions and the like) to and from devices
(e.g., servers) deployed in the enterprise. The file transfer/
data movement module 414 is configured to provide one
consolidated methodology for accessing different operating
systems and networked devices to move data to and from
networked devices. As such, the file transfer/data movement
module 414 provides a full-service, holistic approach that can
be implemented enterprise-wide; obviating the need to
deploy and maintain numerous disparate protocol and oper-
ating system-specific file transfer applications. In specific
embodiments of the invention, the file transfer/movement
module 414 is configured to provide a web-accessible view to
manage file transfer/data movement, as well as track/monitor
the movement of data within the enterprise in real-time or
near real-time.

[0055] In specific embodiments of the invention, the file
transfer/movement module 414 is configured to provide for
data movement/file transfer at the device-level and/or at the
application-level, such that data can be moved from one net-
worked device to another, from one networked device to an
application, or from one application to another application. In
further specific embodiments of the invention, the file trans-
fer/data movement module 414 relies on the request manage-
ment 202 function of the service delivery management frame-
work 200 to provide a requisite protocol for file transfer, thus,
eliminating the need to locate and implement a secondary
network device to perform protocol-agnostic data movement/
file transfer. As a result complexity and overhead are signifi-
cantly reduced.

[0056] Moreover, in additional embodiments of the inven-
tion, the file transfer/movement module 414 is configured to
provide entitlements at the server-level or at the data-level, as
opposed to granting entitlements at the user-level. In this
regard, the file transfer/module 414 looks at whether move-
ment of data is permissible from device-to-device and/or
application-to-application. A user is granted access to the file
transfer/movement module 414 and may be pre-configured to
perform certain actions within the file transfer/movement
module 414 (i.e., the user has access at the application/mod-
ule-level and may be provided granular access to perform
specific actions only). If two network devices and/or two
applications are configured so to be entitled for data transfer
(i.e., entitled for a data connection/file transfer) any module
user, pre-configured to use the module and perform the req-
uisite function, can request data movement/file transfer
between the devices and/or applications. In this regard, unlike
conventional, file transfer applications, the user is not



US 2016/0216958 Al

required to have nor are they provided physical access to the
devices from which data is communicated and/or received. As
aresult, the devices from which the data is communicated and
received remain secure throughout the data movement/file
transfer/transaction process, since the user does not have
physical access to the devices and, therefore, does have access
to other files/data stored on those devices (e.g., exploit vul-
nerabilities associated with having to log-on to the servers/
devices).

[0057] In additional embodiments of the invention, the file
transfer/movement module 414 is configured to implement a
device/server rating system as a means of determining
whether the devices are entitled for a data connection (e.g.,
whether the devices can exchange data/conduct transactions
or the like). In specific embodiments of the invention, the
rating system may be based on the type of data that a device
is configured to send or receive (e.g., confidential data, pro-
prietary data, public data and the like). In other specific
embodiments of the invention, a secondary rating may be
provided to account for the geographic location of the device
within the enterprise (taking into account that certain geo-
graphic locations/countries may have rules/laws in place
restricting the type of data that may be communicated/re-
ceived within the countries geographic locale/boundaries).
[0058] Messaging module 416 provides a unified open-
source approach to message brokering/queuing. The messag-
ing module may comprise message-oriented middleware that
supports sending and receiving messages between distributed
systems. The messaging module allows application modules
to be distributed over heterogeneous platforms and reduces
the complexity of developing applications that span multiple
operating systems and network protocols. The module 416
creates a distributed communications layer that insulates the
module from specifics of operating systems and network
interfaces. As such, the messaging module 414 provides a
full-service, holistic approach that can be implemented enter-
prise-wide; obviating the need to deploy and maintain numer-
ous disparate protocol and operating system-specific messag-
ing applications.

[0059] Web services module 418 is configured to provide a
unified open-source approach to enabling legacy applications
that do not include web services with web services capabili-
ties. In this regard, the web service module 418 communi-
cates with the legacy application to create a web services
interface and/or provide a web browser. The web services
module 418 is configured to provide one consolidated meth-
odology for accessing different operating systems and net-
worked devices enable legacy applications with web services
capabilities. As such, the web services module 418 provides a
full-service, holistic approach that can be implemented enter-
prise-wide; obviating the need to deploy and maintain numer-
ous disparate protocols and operating system-specific web
services applications.

[0060] Data archiving module 420 is configured to provide
a unified open-source approach to data archiving. The data
archiving module 420 is configured to provide one consoli-
dated methodology for accessing different operating systems
and networked devices to archive data. As such, the data
archiving module 420 provides a full-service, holistic
approach that can be implemented enterprise-wide; obviating
the need to deploy and maintain numerous disparate protocol
and operating system-specific data archiving applications.
[0061] Additionally, service delivery application 404 may
include other known or future-known service modules 422,
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which can be configured to provide a consolidated method-
ology foraccessing operating systems and network devices to
perform the desired service.

[0062] Service delivery management framework 200 is a
web services framework which serves to integrate and con-
nect the services provided by the service delivery application
400. Service delivery management framework 200 is exten-
sible and may be configured, in specific embodiments to
include, request management 202, inventory management
204, billing management 206, provisioning management 208
and operational status management 210. As previously dis-
cussed, request management 202 is configured to manage a
request to deliver a service provided by service delivery appli-
cation 400, include a request to move data/transfer a file or the
like. Request management 202 may include configuring the
service, veritying security and compliance, verifying/receiv-
ing requisite approval chain and the like. Billing management
206 is configured to automatically determine the volume of
data being moved/transferred, apply a billing rate to the data
being moved/transferred, determine a billing entity associ-
ated with the data and communicate billing data (e.g.,
invoice) to the billing entity. Provisioning management 208 is
configured to work in unison with the provisioning service
406 in the common core services 402 of the delivery service
application 400 to provide a unified approach to provisioning
new modules and updates/revisions to existing modules.
Such provisioning management includes determining
deployment times and schedules and the like. Operational
status management 210 includes providing a user interface
that is configured to provide real-time access to tracking data
and performance metrics, such as real-time tracking of data
movement/file transfer within the enterprise.

[0063] Referring to FIG. 3 a block diagram is presented of
the apparatus 500, which is configured for providing technol-
ogy/OS-agnostic and protocol-agnostic delivery of services
within an enterprise, in accordance with embodiments of the
present invention. In addition to providing greater detail, F1G.
3 highlights various alternate embodiments of the invention.
The apparatus 500 may include one or more of any type of
computing device, such as a server or the like. The present
apparatus and methods can accordingly be performed on any
form of one or more computing devices.

[0064] The apparatus 500 includes computing platform
502 that can receive and execute algorithms, such as routines,
and applications. Computing platform 502 includes memory
504, which may comprise volatile and non-volatile memory,
such as read-only and/or random-access memory (RAM and
ROM), EPROM, EEPROM, flash cards, or any memory com-
mon to computer platforms. Further, memory 504 may
include one or more flash memory cells, or may be any
secondary or tertiary storage device, such as magnetic media,
optical media, tape, or soft or hard disk. Moreover, memory
504 may comprise cloud storage, such as provided by a cloud
storage service and/or a cloud connection service.

[0065] Further, computing platform 502 also includes pro-
cessor 506, which may be an application-specific integrated
circuit (“ASIC”), or other chipset, processor, logic circuit, or
other data processing device. Processor 506 or other proces-
sor such as ASIC may execute an application programming
interface (“API”) (not shown in FIG. 3) that interfaces with
any resident programs, such as service delivery application
400 and routines, sub-modules associated therewith or the
like stored in the memory 504 of the apparatus 500.
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[0066] Processor 506 includes various processing sub-
systems (not shown in FIG. 3) embodied in hardware, firm-
ware, software, and combinations thereof, that enable the
functionality of apparatus 500 and the operability of the appa-
ratus on a network. For example, processing subsystems
allow for initiating and maintaining communications and
exchanging data with other networked devices, such as hub
server (10 of FIG. 1). For the disclosed aspects, processing
subsystems of processor 506 may include any subsystem
used in conjunction with service delivery application 400 and
related algorithms, sub-algorithms, modules, sub-modules
thereof.

[0067] Computer platform 502 may additionally include
communications module (not shown in FIG. 3) embodied in
hardware, firmware, software, and combinations thereof, that
enables communications among the various components of
the apparatus 500, as well as between the other networked
devices. Thus, communication module may include the req-
uisite hardware, firmware, software and/or combinations
thereof for establishing and maintaining a network commu-
nication connection.

[0068] The memory 504 of apparatus 500 stores service
delivery application 400 that is a modular-based, operating-
system agnostic and protocol-agnostic means for providing
services throughout an enterprise. In this regard, since the
services that are provided are not tied to any one operating
system or any one protocol, the service delivery application
eliminates the need for the enterprise to execute and maintain
a multitude of operating system-specific and protocol-spe-
cific service applications. As such, the service delivery appli-
cation is instrumental in decreasing overhead costs associated
with maintaining the multitude of diverse service applica-
tions. For example, the data transfer module 414 included in
the service delivery application 400 eliminates the need for
the enterprise to execute, maintain and ensure compatibility
numerous different file transfer applications that may be spe-
cific to operating systems/hardware and operating using spe-
cific file transfer protocols.

[0069] In addition, the modular-based service delivery
application 400 provides for comprehensive and unified man-
agement over the services delivered by the application 400.
Such unified and comprehensive management of the services
is accomplished by the common core services 402 included in
the application 400. The common core modular services 402
are common to all of the modular services 404 in the appli-
cation 400. The core modular services may include, but are
not necessarily limited to, provisioning module 406, security
module 408, reporting module 408, governance module 410,
tracking module 411 and auditing module 412. These core
modular services may be applied to any of the modular ser-
vices to which the core service is applicable. The application
may be configured such that a user has access to one or more
user-interfaces/dashboards that allow for the user to manage
and/or view the common core services. The user-interface/
dashboard may be configured to be specific to acommon core
service (e.g., such that each common core service Ul/dash-
board provides access to and control over each of the modular
services 404) and/or specific to a modular service (e.g., such
that each modular service Ul/dashboard provides access to
and control over each of the common core services for the
specified modular service).

[0070] The provisioning module service 406 is configured
to provide for uniform deployment of new modular services
404 and deployment of revisions/updates to existing modular
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services 404. In specific embodiments of the invention, as
discussed previously in relation to FIG. 1 and infra. In relation
to FIG. 4, the provisioning module service 406 is configured
to determine and automatically implement an optimal sched-
ule (i.e., staging) for deployment of new services or service
modules, service revision updates and/or service revision
rollbacks. The determination of the optimal schedule/staging
may be based on one or more of (i) predetermined lifecycle
levels assigned to networked devices 20 in the enterprise that
execute the service delivery application 400 and/or (ii) rules
associated with different segments of the enterprise.

[0071] The security module service 408 is configured to
provide uniform control over the security features applicable
to the modular services 404. In this regard, the security mod-
ule service 408 provides uniform rules, regulations and pro-
cedures for security. For example, the security module service
408 provides uniform rules related to authenticating a proto-
col/module, uniform rules associated with encryption, uni-
form rules for resolving a security conflict or the like. The
reporting module service 410 provides uniform control over
reporting functions associated with the modular services. For
example, the reporting module service 410 provides uniform
control over what reporting is required, the contents of
reports, parties receiving reports, and the like.

[0072] The governance module service 412 is configured to
provide uniform control over governance including, but not
limited to, rules, regulations and procedures for rule excep-
tions, approval chains for granting exceptions and the like.
The tracking service 411 is configured to provide uniform
control and management over tracking functions associated
with the modular services; such as, but not limited, tracking
file transfer/data movement throughout the enterprise. The
auditing service 413 is configured to provide uniform control
auditing requirements, such as, but not limited to, auditing
procedures, auditing schedules and the like.

[0073] Themodularservices 404 provided by service deliv-
ery application 400 are dictated by the needs of the enterprise
and, therefore, will vary from enterprise-to-enterprise. In
addition, since the system is modular-based additional mod-
ules can be inserted into the application 400 on an as needed
basis. In specific embodiments of the invention, the modular
services 404 included in the application 400 include file trans-
fer/movement module 414 that is configured to provides a
unified open-source approach to moving data (e.g., file trans-
fers, conducting transactions and the like) to and from devices
(e.g., servers) and/or applications deployed in the enterprise.
In this regard, the file transfer/movement module 414 is con-
figured to establish protocol-agnostic data connections 508
between networked devices (e.g., services) or applications
residing in networked devices and to initiate data movement,
file transfers, transactions via the established data connec-
tions.

[0074] As previously noted the file transfer/data movement
module 414 is configured to provide one consolidated meth-
odology for accessing different operating systems and net-
worked devices to move data to and from networked devices.
As such, the file transfer/data movement module 414 pro-
vides a full-service, holistic approach that can be imple-
mented enterprise-wide; obviating the need to deploy and
maintain numerous disparate protocol and operating system-
specific file transfer applications.

[0075] Moreover, in additional embodiments of the inven-
tion, the file transfer/movement module 414 is configured to
provide server-level entitlements 510, as opposed to granting
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entitlements at the user-level. In this regard, the file transfer/
module 414 looks at whether movement of data is permissible
from device-to-device and/or application-to-application. A
user is granted access to the file transfer/movement module
414 and may be pre-configured to perform certain actions
within the file transfer/movement module 414 (i.e., the user
has access at the application/module-level and may be pro-
vided granular access to perform specific actions only). If two
network devices and/or two applications are configured so to
be entitled for data transfer (i.e., entitled for a data connec-
tion/file transfer) any module user, pre-configured to use the
module and perform the requisite function, can request data
movement/file transfer between the devices and/or applica-
tions. In this regard, unlike conventional, file transfer appli-
cations, the user is not required to have nor are they provided
physical access to the devices from which data is communi-
cated and/or received.

[0076] In additional embodiments of the invention, the file
transfer/movement module 414 is configured to implement a
device/server rating system 512 as a means of determining
whether the devices are entitled for a data connection (e.g.,
whether the devices can exchange data/conduct transactions
or the like). In specific embodiments of the invention, the
rating system may be based on the type of data that a device
is configured to send or receive (e.g., confidential data, pro-
prietary data, public data and the like). In other specific
embodiments of the invention, a secondary rating may be
provided to account for the geographic location of the device
within the enterprise (taking into account that certain geo-
graphic locations/countries may have rules/laws in place
restricting the type of data that may be communicated/re-
ceived within the countries geographic locale/boundaries).

[0077] Inaccordance with other embodiments of the inven-
tion, additional optional modular services 404 may include
web services module 418, messaging module 416, data
archiving module 420 and any other service module 422. Web
services module 418 is configured to provide a unified open-
source approach to enabling legacy applications that do not
include web services with web services capabilities. In this
regard, the web service module 418 communicates with the
legacy application to create a web services interface and/or
provide a web browser. The web services module 418 is
configured to provide one consolidated methodology for
accessing different operating systems and networked devices
enable legacy applications with web services capabilities.
Messaging Module 416 provides a unified open-source
approach to message brokering/queuing. The messaging
module 416 may comprise message-oriented middleware that
supports sending and receiving messages between distributed
systems. The messaging module allows application modules
to be distributed over heterogeneous platforms and reduces
the complexity of developing applications that span multiple
operating systems and network protocols. The module 416
creates a distributed communications layer that insulates the
module from specifics of operating systems and network
interfaces. Data archiving module 420 is configured to pro-
vide a unified open-source approach to data archiving. The
data archiving module 420 is configured to provide one con-
solidated methodology for accessing different operating sys-
tems and networked devices to archive data.

[0078] Referring to FIG. 4 a block diagram is presented of
the apparatus 500, which is configured for providing technol-
ogy/OS-agnostic and protocol-agnostic delivery of services
within an enterprise including a provisioning module for

Jul. 28, 2016

managing deployment of new services/modules and updates
to existing services/modules, in accordance with embodi-
ments of the present invention. In addition to providing
greater detail, FIG. 4 highlights various alternate embodi-
ments of the invention. The apparatus 500 may include one or
more of any type of computing device, such as a server or the
like. The present apparatus and methods can accordingly be
performed on any form of one or more computing devices.
[0079] The apparatus 500 includes computing platform
502 that can receive and execute algorithms, such as routines,
and applications. Computing platform 502 includes memory
504, which may comprise volatile and non-volatile memory,
such as read-only and/or random-access memory (RAM and
ROM), EPROM, EEPROM, flash cards, or any memory com-
mon to computer platforms. Further, memory 504 may
include one or more flash memory cells, or may be any
secondary or tertiary storage device, such as magnetic media,
optical media, tape, or soft or hard disk. Moreover, memory
504 may comprise cloud storage, such as provided by a cloud
storage service and/or a cloud connection service.

[0080] Further, computing platform 502 also includes pro-
cessor 506, which may be an application-specific integrated
circuit (“ASIC”), or other chipset, processor, logic circuit, or
other data processing device. Processor 506 or other proces-
sor such as ASIC may execute an application programming
interface (“API”) (not shown in FIG. 4) that interfaces with
any resident programs, such as service delivery application
400 and routines, sub-modules associated therewith or the
like stored in the memory 504 of the apparatus 500.

[0081] Processor 506 includes various processing sub-
systems (not shown in FIG. 4) embodied in hardware, firm-
ware, software, and combinations thereof, that enable the
functionality of apparatus 500 and the operability of the appa-
ratus on a network. For example, processing subsystems
allow for initiating and maintaining communications and
exchanging data with other networked devices, such as hub
server (10 of FIG. 1). For the disclosed aspects, processing
subsystems of processor 506 may include any subsystem
used in conjunction with service delivery application 400 and
related algorithms, sub-algorithms, modules, sub-modules
thereof.

[0082] Computer platform 502 may additionally include
communications module (not shown in FIG. 4) embodied in
hardware, firmware, software, and combinations thereof, that
enables communications among the various components of
the apparatus 500, as well as between the other networked
devices. Thus, communication module may include the req-
uisite hardware, firmware, software and/or combinations
thereof for establishing and maintaining a network commu-
nication connection.

[0083] The memory 504 of apparatus 500 stores service
delivery application 400 that is configured to provide operat-
ing system-agnostic, modular-based delivery of services
throughout an enterprise, in accordance with embodiments of
the present invention. The service delivery application 400
includes a plurality of modules, such that each module deliv-
ers one or more services to the enterprise and are interchange-
able, such that new modules can added to (or removed from)
the service delivery application.

[0084] Included amongst the plurality of modules is provi-
sioning module 406 that is configured to provide manage-
ment 600 over services delivered by the modules, and version
updates to the services delivered by the modules. In additional
embodiments, provisioning module 406 is further configured
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to provide management over version rollbacks (e.g., pro-
gressing from a higher revision to a lower revision, typically
due to a version update being implemented that has errors or
is otherwise subsequently found to be defective).

[0085] In specific embodiments of the invention, the pro-
visioning module 406 is configured to determine and auto-
matically implement an optimal schedule 602 (i.e., staging)
for deployment of new services or service modules, service
revision updates and/or service revision rollbacks. The deter-
mination of the optimal schedule/staging may be based on
one or more of (i) predetermined lifecycle levels 604 assigned
to networked devices in the enterprise that execute the service
delivery application 400 and/or (ii) rules associated with dif-
ferent segments of the enterprise 606.

[0086] For example, lifecycle levels may include, but are
not limited to, development, system integration testing (SIT),
user acceptance testing (UAT), pre-production and produc-
tion. In this regard, a new service module may first be
deployed/rolled-out to development-level networked
devices/servers, followed by testing (SIT or UAT)-level net-
worked devices/servers, followed by pre-production-level
and production-level networked devices. Other factors, such
as the features implemented in the new service module, the
security risks posed by the new service module or the like may
dictate how long (e.g., 30 days, 90 days or the like) imple-
mentation is limited to or required at a specified level (e.g.,
how long the rollout is limited to being deployed only on
development-level and/or test-level devices before rolling out
the service module or pre-production-level devices and, sub-
sequently, production-level devices). Further, an update to a
version of a service may first be deployed/rolled-out to test-
level networked devices, followed by pre-production-level
and production-level networked devices (i.e., the nature of the
version update may dictate that implementation at the devel-
opment level is not warranted). Other factors, such as the
features implemented in the updated version module, the
security risks posed by the version being replaced or the like
may dictate how long implementation is limited to a specified
level.

[0087] Rules associated with segments within the enter-
prise 606 may include rules associated with divisions, lines-
of-business (LOBs) or other environments within the enter-
prise (i.e., any portion of the enterprise that requires service
deployment rules). The rules, which may or may not be
implemented in conjunction with lifecycle level deployment/
updates, may dictate the order and the timing for new service/
module deployment, as well as, updates to existing services/
modules. Timing rules may ensure that deployment of new
services and/or revisions occur so as to minimize the impact
on other functions being performed by the networked device
and/or service delivery application (i.e., during times when
the application and/or device is undergoing minimal use).

[0088] Additionally, inthe event that service deployment or
revision update of a service results in predetermined errors at
any level of the deployment, the provisioning module 406
may be configured to recognize such errors and, based on the
nature and/or type of error, automatically re-determine
updated optimal schedules for deployment and/or update of
services. For example, if the provisioning module 406 iden-
tifies a serious error at the development-level of deployment
of a new service module, further deployment may be sus-
pended until the error is deemed corrected and future optimal
staging of the deployment may be adjusted to account for the
error (i.e., the revised version may remain in the develop-
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ment-level for alonger period of time to ensure that the reason
behind the previous error has been properly addressed and is
no longer prevalent).

[0089] Inadditional embodiments ofthe invention, the pro-
visioning module 400 is further configured to deny/block
execution 608 of non-permitted/outdated service versions. In
specific embodiments, the service modules are configured
such that upon user request to implement a service (i.e.,
launch, prior to execution, the service module will send a
communication (referred to as “call-home”) to the provision-
ing module to verify 610 that the version that they are running
is a valid, permitted version of the service. If the user is
denied/blocked from executing the non-permitted or outdated
version of the service, the provisioning module 406 may be
configured to deploy an update, schedule an update and
notify/alert the user of the scheduled update and/or alert the
user that an update is required prior to executing the service.
[0090] Infurther specific embodiments of the invention, the
provisioning module 400 is configured to determine sched-
uling and automatically implement deactivation of a declin-
ing/outdated version 612. In certain embodiments of the
invention, a declining/outdated version can still be executed
during the period in which the emerging/updated version is
being deployed. In such instances, the declining/outdated
version will be scheduled for deactivation, either simulta-
neously across all networked devices implementing the ser-
vices or on a device-to-device basis, and deactivation will
automatically occurred according to an optimally determined
schedule or staging for the deactivation.

[0091] Moreover, in additional embodiments of the inven-
tion, the provisioning module 406 is configured to commu-
nicate alerts 614 to users of the service delivery application
400. In specific embodiments of the invention, the alerts 614
may be configured to notify the users of a pending deactiva-
tion 616 of a declining/outdated service version including a
stated time for deactivation. In other specific embodiments of
the invention, the alert 614 may be configured to notify the
user (individual, group or system) of a need to activate/down-
load or otherwise acquire (e.g., schedule) an emerging/new
version of a service 618. In certain embodiments of the inven-
tion that alert 614 that is configured to notity the user of a
declining/outdated version 616 may be additionally config-
ured to notify the user of the need to activate/acquire the
emerging/new version 618 of the service.

[0092] Additionally, the provisioning module 400 may be
configured to provide for side-loading 620 of new services,
version updates, patches, fixes or the like. Side-loading
allows for an update/new version of a service to be loaded on
a device/server while the existing/current version of the ser-
vice is simultaneously executing 622 on the device/server.
Additionally, side-loading allows for new services/modules
to be implemented/loaded into the service delivery applica-
tion without affecting the ability of other services to simulta-
neously execute on the device/server.

[0093] Thus, systems, apparatus, methods, and computer
program products described above provide for a technology-
agnostic and protocol-agnostic means for delivering services
within an enterprise, including management over provision-
ing of the services (e.g., deploying new services and updating
existing services). Specifically, embodiments herein
described provide for managing provisioning by determina-
tion and automatic implementation of an optimal schedule for
service deployment, service version updates and service ver-
sion roll-backs. Such determination of the optimal schedule is
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based on (i) predetermined lifecycle levels assigned to net-
worked devices in the enterprise executing the service deliv-
ery application, and/or (ii) segments within the enterprise. In
further embodiments herein described, managing provision-
ing includes providing the ability to deny/block execution of
non-permitted versions and alert users of declining/outdated
versions and/or emerging new versions. Additionally,
embodiments herein described provide for managing provi-
sioning such that updates to revision occur by side-loading
updated versions to allow for users to simultaneously use a
declining version of a service while the emerging version is
loaded.
[0094] While certain exemplary embodiments have been
described and shown in the accompanying drawings, it is to
be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this
invention not be limited to the specific constructions and
arrangements shown and described, since various other
changes, combinations, omissions, modifications and substi-
tutions, in addition to those set forth in the above paragraphs,
are possible.
[0095] Those skilled in the art may appreciate that various
adaptations and modifications of the just described embodi-
ments can be configured without departing from the scope
and spirit of the invention. Therefore, it is to be understood
that, within the scope of the appended claims, the invention
may be practiced other than as specifically described herein.
What is claimed is:
1. A system for managing deployment and update of ser-
vices within an enterprise, the system comprising:
adistributed network of servers, wherein each server has an
assigned lifecycle level;
a computing platform including network memory and a
processor in communication with the memory; and
an operating system-agnostic, modular-based, service
delivery application stored in the network memory,
executable by the processor and including a plurality of
modules, each module configured to deliver a service to
the enterprise, wherein the modules include:

a provisioning module configured to provide manage-
ment over deployment of the services delivered by the
modules and version updates to the services delivered
by the modules, including:
determine and automatically implement an optimal

schedule for service deployment and service ver-
sion updates based at least on predetermined life-
cycle levels assigned to networked devices in the
enterprise executing the service delivery applica-

tion and (ii) segments within the enterprise;
deny execution of non-permitted service versions by
requiring networked devices in the enterprise that
execute the service delivery application to verify a
version being launched prior to executing the ver-

sion; and

schedule deactivation of a declining service version
and alert service delivery application users of the
scheduled deactivation of the declining service ver-
sion and a need to download an emerging version.
2. The system of claim 1, wherein the provisioning module
is further configured to determine and automatically imple-
ment the optimal schedule for service deployment and service
version updates, wherein the optimal schedule comprises
staging service deployment and service version updates over
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a predetermined period of time based at least upon the pre-
determined lifecycle levels assigned to the networked
devices.

3. The system of claim 1, wherein the provisioning module
is further configured to determine and automatically imple-
ment the optimal schedule for service deployment and service
version updates based on predetermined lifecycle level,
wherein the predetermined lifecycle levels include (1) devel-
opment, (2) System Integration Testing (SIT), (3) User
Acceptance Testing (UAT), (4) pre-production and (5) pro-
duction.

4. The system of claim 1, wherein the provisioning module
is further configured to automatically implement service ver-
sion rollbacks.

5. The system of claim 4, wherein the provisioning module
is further configured to determine and automatically imple-
ment an optimal schedule for the service version rollbacks
based on the predetermined lifecycle levels assigned to net-
worked devices in the enterprise that execute the service
delivery application.

6. The system of claim 1, wherein the provisioning module
is further configured to provide management over deploy-
ment of the services delivered by the modules and version
updates to the services delivered by the modules, including
implement side-loading of version updates to allow a user to
simultaneously execute a current version while the version
update is occurring.

7. An apparatus for managing deployment and update of
services within an enterprise, the apparatus comprising:

a computing platform having a memory and at least one

processor in communication with the memory; and

an operating system-agnostic, modular-based, service

delivery application stored in the memory, executable by

the processor and including:
a plurality of modules, each module configured to
deliver a service to the enterprise, wherein the mod-
ules include,
a provisioning module configured to provide manage-
ment over deployment of the services delivered by the
modules and version updates to the services delivered
by the modules, including:
determine and automatically implement an optimal
schedule for service deployment and service ver-
sion updates based on (i) predetermined lifecycle
levels assigned to networked devices in the enter-
prise executing the service delivery application and
(ii) segments within the enterprise;

deny execution of non-permitted service versions by
requiring networked devices in the enterprise that
execute the service delivery application to verify a
version being launched prior to executing the ver-
sion, and

schedule deactivation of a declining service version
and alert service delivery application users of the
scheduled deactivation of the declining service ver-
sion and a need to download an emerging version.

8. The apparatus of claim 7, wherein the provisioning
module is further configured to determine and automatically
implement the optimal schedule for service deployment and
service version updates, wherein the optimal schedule com-
prises staging service deployment and service version
updates over a predetermined period of time based at least
upon the predetermined lifecycle levels assigned to the net-
worked devices.
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9. The apparatus of claim 7, wherein the provisioning
module is further configured to determine and automatically
implement an optimal schedule for service version rollbacks
based on the predetermined lifecycle levels assigned to net-
worked devices in the enterprise that execute the service
delivery application.

10. The apparatus of claim 7, wherein the provisioning
module configured to provide management over deployment
of'the services delivered by the modules and version updates
to the services delivered by the modules, including imple-
ment side-loading of version updates to allow a user to simul-
taneously execute a current version while the version update
is occurring.



