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(57) ABSTRACT

The present disclosure relates to protocols for efficiently
retransmitting lost data in a communication network. To this
end, the disclosure proposes a first network device including
processing circuitry configured to transmit a sequence of
data packets to a second network device, receive at least one
notification message from the second network device, and
retransmit missing data packets as a next step after receiving
the at least one notification message. The at least one
notification message is indicative of both (i) a largest
sequence number L. of a data packet received at the second
network device and (ii) one or more data packets that are
missing from the sequence up to L at the second network
device. Each missing data packet is indicated as a missing
data packet after its first transmission, and a sequence
number X of each missing data packet is less than L.-K.
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DEVICE AND METHOD FOR SELECTIVE
RETRANSMISSION OF LOST PACKETS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of International
Application No. PCT/EP2020/086128, filed on Dec. 15,
2020, the disclosure of which is hereby incorporated by
reference in its entirety.

TECHNICAL FIELD

[0002] The present disclosure relates to communication
networks, and more particularly to data reliability in data
transmission of communication networks. The disclosure
proposes a device and method for selective retransmission of
lost packets.

BACKGROUND

[0003] In data networks, when two computers communi-
cate with each other, it is often necessary to ensure data
reliability. To this end, the sender attaches a sequence
number to each data packet and the receiver informs the
sender which data packets have been received and which
data packets are missing. The sender must retransmit the
missing data packets until the receiver receives all data
packets.

[0004] Protocols for ensuring data reliability can be clas-
sified into three main categories: Stop-and-Wait, go-back-N
and Selective-Repeat.

[0005] In Stop-and-Wait the sender sends the packet and
waits for the acknowledgement (ACK) of the packet. Once
the ACK reaches the sender, it transmits the next data packet.
If the ACK is not received, it re-transmits the previous data
packet again.

[0006] In go-back-N, a receiver that has received all data
packets up to packet number N is willing to accept only
packet number N+1. If packet N+1 is not received, but a
packet with a higher sequence number is received, e.g., N+2
or higher, the receiver drops this out-of-order packet. When
the sender is informed that data packet N+1 was lost, it
knows that it must retransmit not only this data packet, but
also all succeeding packets.

[0007] In Selective-Repeat, the receiver is willing to
accept packets that are received out of order. The receiver
places these packets in a reordering buffer, or directly places
them if direct data placement (DDP) headers exist. It then
informs the sender only about missing packets, and the
sender retransmits only the missing packets.

[0008] However, the existing solutions of missing packet
retransmission suffer from one or more of the following
problems. In some solutions, the sender is informed multiple
times about a missing packet, and may retransmit a missing
packet more than necessary. Some solutions require many
logical timers, and the operation is difficult. Adjusting the
time-out is a very difficult task, especially because a round-
trip-time (RTT), i.e., the time between sending a packet and
receiving an ACK for it, may vary very often. Wrong
estimation of the RTT may result either in an unnecessary
retransmission (if the time-Out is too short), or an extra
delay (if the time-Out is too long).
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SUMMARY

[0009] In view of the above-mentioned limitations,
embodiments of the present disclosure aim to introduce a
new protocol for efficiently retransmission of lost packets,
particularly for selective retransmission of lost packets. An
objective is to allow the sender to retransmit only lost
packets, without relying on a per-packet timer and without
waiting for a long time-out if the first retransmission does
not succeed.

[0010] The objective is achieved by embodiments as pro-
vided in the enclosed independent claims. Advantageous
implementations of the embodiments are further defined in
the dependent claims.

[0011] A first aspect of the disclosure provides a first
network device, configured to: transmit a sequence of data
packets to a second network device; receive at least one
notification message, from the second network device,
wherein the at least one notification message is indicative of
a largest sequence number I, of a data packet among
sequence numbers of data packets that have been received at
the second network device and one or more data packets of
the sequence of data packets that are missing at the second
network device up to the largest sequence number L; and
retransmit one or more data packets as the next step after
receiving the at least one notification message, wherein each
of the one or more missing data packet is indicated as a
missing data packet after its first transmission by the at least
one notification message, and a sequence number X of the
each missing data packet is less than [-K, where K is a
parameter that is a non-negative integer.

[0012] The first network device (sender), by being con-
figured to immediately retransmit a data packet, if a data
packet is indicated as missing packet for the first time, is able
to selectively and efficiently retransmit missing packets.
That is, a packet indicated by the receiver as missing after
its first transmission is immediately retransmitted by the
sender. The at least one notification message may comprise
at least one of an ACK, a negative-acknowledgment
(NACK), or a selective acknowledgment (SACK).

[0013] In particular, in an in-order packet routing case,
when the first network device is informed that a packet L has
been received by the second network device (receiver), but
a packet X (where X<L) is not, the first network device
knows that the packet X is missing. In some cases, the
network does not necessarily ensure in-order packet routing.
In this implementation, the proposed protocol may be modi-
fied accordingly, by introducing the parameter K.

[0014] In particular, the first network device may maintain
the parameter K, which indicates how many packets can
bypass a certain packet when they are all sent from the first
network device to the second network device. For address-
ing a scenario that data packets are not routed in order, the
parameter K is a positive integer. For instance, if K=3, only
when X <L-3, the first network device can determine that
packet number X is missing after receiving packet number
L. It should be noted that in the case of K=0, the solution is
for addressing an in-order packet routing; namely, packets
do not bypass each other in the network.

[0015] In an implementation form of the first aspect, the
first network device is configured to maintain a first data
structure that is indicative of the missing data packets that
are indicated by the at least one notification message; and
update the first data structure in response to the at least one
notification message.
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[0016] Optionally, the first data structure may be a bitmap
that indicates a status of every outstanding packet (i.e., every
transmitted packet that was not confirmed by the second
network device). This is to remember which packet has been
accepted by the receiver and which is not.

[0017] In an implementation form of the first aspect, the
first network device is configured to maintain a second data
structure that is indicative of to-be-retransmitted data pack-
ets; and remove a to-be-retransmitted data packet from the
second data structure after retransmitting the to-be-retrans-
mitted data packet.

[0018] Optionally, the first network device may maintain
another data structure other than the first data structure. In
particular, the second one is to remember which packet has
to be retransmitted (the to-be-retransmitted set). Notably,
when a packet is retransmitted, it will be removed from the
to-be-retransmitted set (i.e., not in the second data structure
anymore); but before it is acknowledged as received by the
receiver, it is still marked as missing (i.e., still in the first
data structure).

[0019] In an implementation form of the first aspect, the
first network device is further configured to add the one or
more data packets into the second data structure, if the one
or more data packets are indicated as missing data packets
after its first transmission by the at least one notification
message, and the sequence number X of the each missing
data packet is less than L.-K.

[0020] Notably, if the first network device determines that
the first transmission of a data packet fails, the data packet
will be put in the second data structure. To determine the
data packet is missing, the sequence number of the data
packet should meet the condition as previously discussed.
[0021] In an implementation form of the first aspect, the
first network device is further configured to add the one or
more data packets into the second data structure, if the
following conditions are fulfilled:

[0022] the one or more data packets have been retrans-
mitted,

[0023] a further notification message is received by the
first network device, wherein the further notification
message is indicative of the one or more data packets
still being missing at the second network device,

[0024] the further notification message is also indicative
of a further data packet that has been received at the
second network device, wherein the further data packet
was sent for the first time after the last retransmission
of the one or more data packets, and

[0025] the further data packet indicated by the further
notification message has a sequence number that is not
less than Y+K, wherein Y is a sequence number of a
first data packet that is sent for the first time after the
last retransmission of the one or more data packets.

[0026] Notably, for packets that have been retransmitted
by the first network device, the second network device may
still report that they are missing before they are arrived at the
second network device. To avoid unnecessary redundant
retransmission, the first network device checks for other
conditions, i.e., as described in the previous paragraph, and
may only retransmit them again if these conditions are met.
[0027] In an implementation form of the first aspect, the
first network device is configured to operate in a first state
and in a second state, wherein in the first state, the first
network device is configured to transmit new data packets;
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wherein in the second state, the first network device is
configured to retransmit the missing data packets according
to the second data structure.

[0028] According to embodiments of the protocol, at the
sender side, i.e., at the first network device, the timeline can
be divided into rounds. Each round is either a “regular
round” where new packets are transmitted, or a “retrans-
mission round” where lost packets are retransmitted accord-
ing to the second data structure.

[0029] In an implementation form of the first aspect,
wherein in the first state, the first network device is config-
ured to: enter the second state, if the second data structure
is not empty; and/or stay in the first state, if the second data
structure is empty.

[0030] That is, in a “regular round”, when the second
network device informs the first network device for the first
time that a packet is lost, this packet will be added into the
second data structure immediately. Then, the first network
device will immediately retransmit this packet, since the
second data structure is not empty. There is no risk that this
retransmission is spurious because there are no outstanding
copies of this packet in the way to the receiver.

[0031] Inanimplementation form of the first aspect, in the
second state, the first network device is configured to enter
the first state if the second data structure is empty, and/or
stay in the second state, if the second data structure is not
empty.

[0032] That is, after the first network device retransmits all
data packets that are known to be missing, the first network
device will continue to transmit new data packets.

[0033] In an implementation form of the first aspect, the
first network device is further configured to: use a timer, and
set the timer when transmitting a data packet and/or when
retransmitting a missing data packet; and add all data
packets for which an ACK was not received to the second
data structure, when the timer expires.

[0034] Optionally, the first network device may decide
that a new retransmission round may be started by using a
time-out. When the timer expires, the first network device
retransmits all the data packets for which an ACK has not
been received so far. In particular, as previously described,
the notification message may contain ACKs and NACKs.
Notably, an ACK indicates that a packet has been received,
while a NACK indicates that a packet is missing at the
receiver.

[0035] In an implementation form of the first aspect, the
first network device is further configured to set the timer
with a value greater than an RTT.

[0036] Notably, RTT refers to a time between sending a
packet and receiving an ACK for that packet.

[0037] A second aspect of the disclosure provides a second
network device, being configured to receive a sequence of
data packets from a first network device; and transmit at
least one notification message, to the first network device,
wherein the at least one notification message is indicative of
the largest sequence number L of a data packet among
sequence numbers of data packets that have been received at
the second network device and one or more data packets of
the sequence of data packets that are missing at the second
network device up to the largest sequence number L.

[0038] The second network device (receiver) receives data
packets and transmits notification messages (e.g., ACK(s)
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and/or NACK(s)) accordingly, to allow the first network
device (sender) to retransmit missing packets in an effi-
ciently manner.

[0039] In an implementation form of the second aspect,
the second network device is further configured to transmit
the at least one notification message to the first network
device, when a timer expires.

[0040] Notably, the receiver may also have a timer, which
triggers the transmission of a notification message if a
certain number of packets are not received within a time-out
period.

[0041] A third aspect of the disclosure provides a method
performed by a first network device, wherein the method
comprises: transmitting a sequence of data packets to a
second network device; receiving at least one notification
message, from the second network device, wherein the at
least one notification message is indicative of a largest
sequence number [, of a data packet among sequence
numbers of data packets that have been received at the
second network device and one or more data packets of the
sequence of data packets that are missing at the second
network device up to the largest sequence number L; and
retransmitting one or more missing data packets as the next
step after receiving the at least one notification message,
wherein each of the one or more missing data packet is
indicated as a missing data packet after its first transmission
by the at least one notification message, and a sequence
number X of the each missing data packet is less than L.-K,
where K is a parameter that is a non-negative integer.
[0042] Implementation forms of the method of the third
aspect may correspond to the implementation forms of the
first network device of the first aspect described above. The
method of the third aspect and its implementation forms
achieve the same advantages and effects as described above
for the first network device of the first aspect and its
implementation forms.

[0043] A fourth aspect of the disclosure provides a method
performed by a second network device, wherein the method
comprises: receiving a sequence of data packets from a first
network device; and transmitting at least one notification
message, to the first network device, wherein the at least one
notification message is indicative of the largest sequence
number L. of a data packet among sequence numbers of data
packets that have been received at the second network
device and one or more data packets of the sequence of data
packets that are missing at the second network device up to
the largest sequence number L.

[0044] Implementation forms of the method of the fourth
aspect may correspond to the implementation forms of the
second network device of the second aspect described
above. The method of the fourth aspect and its implemen-
tation forms achieve the same advantages and effects as
described above for the second network device of the second
aspect and its implementation forms.

[0045] A fifth aspect of the disclosure provides a computer
program product comprising a program code for carrying
out, when implemented on a processor, the method accord-
ing to the third aspect and any implementation forms of the
third aspect, or the fourth aspect and any implementation
forms of the fourth aspect.

[0046] It has to be noted that all devices, elements, units
and means described in the present application could be
implemented in the software or hardware elements or any
kind of combination thereof. All steps which are performed
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by the various entities described in the present application as
well as the functionalities described to be performed by the
various entities are intended to mean that the respective
entity is adapted to or configured to perform the respective
steps and functionalities. Even if, in the following descrip-
tion of specific embodiments, a specific functionality or step
to be performed by external entities is not reflected in the
description of a specific detailed element of that entity which
performs that specific step or functionality, it should be clear
for a skilled person that these methods and functionalities
can be implemented in respective software or hardware
elements, or any kind of combination thereof.

BRIEF DESCRIPTION OF DRAWINGS

[0047] The above described aspects and implementation
forms of the present disclosure will be explained in the
following description of specific embodiments in relation to
the enclosed drawings, in which

[0048] FIG. 1 shows an example of go-back-N approach.
[0049] FIG. 2 shows an example of Selective-Repeat
approach.

[0050] FIG. 3 shows an ambiguity problem of Selective-

Repeat approach.

[0051] FIG. 4 shows an example of Selective-Repeat
approach.

[0052] FIG. 5 shows an example of Selective-Repeat
approach.

[0053] FIG. 6 shows a first network device according to an
embodiment of the disclosure.

[0054] FIG. 7 shows an example of Light Efficient
Retransmission Protocol (LERP) according to an embodi-
ment of the disclosure.

[0055] FIG. 8 shows an example of LERP according to an
embodiment of the disclosure.

[0056] FIG. 9 shows an example of LERP according to an
embodiment of the disclosure.

[0057] FIG. 10 shows an example of LERP according to
an embodiment of the disclosure.

[0058] FIG. 11 shows a second network device according
to an embodiment of the disclosure.

[0059] FIG. 12 shows an example where in-order delivery
is not guaranteed.

[0060] FIG. 13 shows a method according to an embodi-
ment of the disclosure.

[0061] FIG. 14 shows a method according to an embodi-
ment of the disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

[0062] Illustrative embodiments of methods, devices, and
program product for efficient packet retransmission in a
communication system are described with reference to the
figures. Although this description provides a detailed
example of possible implementations, it should be noted that
the details are intended to be exemplary and in no way limit
the scope of the application.

[0063] Moreover, an embodiment/example may refer to
other embodiments/examples. For example, any description
including but not limited to terminology, element, process,
explanation and/or technical advantage mentioned in one
embodiment/example is applicative to the other embodi-
ments/examples.
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[0064] As previously discussed, protocols for ensuring
data reliability can be classified into three main categories:
Stop-and-Wait, go-back-N and Selective-Repeat.

[0065] For example, a sender sends packets 1-5, and only
packet number 3 is lost. In a go-back-N scenario, the sender
will retransmit packets 3-5, while in a Selective-Repeat
scenario, the sender will retransmit only packet number 3.
[0066] FIG. 1 shows a case where in go-back-N, the
sender sends 103 packets before it is informed by a negative
ACK (NACK) that packet 2 is missing. The sender therefore
may retransmit not only packet 2, but also packets 3-103.
Only after that, the sender can continue transmitting new
packets (from 104 and up).

[0067] An example depicted in FIG. 2 shows a similar
situation, but with Selective-Repeat. Here, when the sender
is informed that packet number 2 is missing, it retransmits
only this packet (i.e., packet number 2), and then it can
continue transmitting new packets.

[0068] Notably, Selective-Repeat is a more efficient pro-
tocol, since only packets that fail to reach the receiver are
retransmitted. However, the implementation of Selective-
Repeat is more difficult than that of go-back-N, for two main
reasons. The first is that Selective-Repeat requires the
receiver to store out-of-order packets, or on other cases ask
for additional DDP header. The second is that informing the
sender, which packets have been received and which are
missing, is a difficult task in an asynchronous and unreliable
network. In particular, it is possible that the receiver informs
the sender that a packet is missing, while a (re)transmission
of this packet is on its way and will reach the receiver quite
soon. Thus, a Selective-Repeat sender always has the diffi-
culty of deciding whether or not to obey a retransmission
request.

[0069] For example, a situation is as shown in FIG. 3. In
particular, after receiving packet 4, the receiver understands
that packet 3 is lost, because if it was not lost it should have
been received before packet 4. The receiver may inform the
sender of'this. It could send a NACK, optionally the receiver
may inform the sender about all the packets it has received
and the packet it has not received in one notification mes-
sage.

[0070] When the sender receives this notification message,
it retransmits packet number 3. But sometime later it
receives another notification message, which indicates that
packets 5-6 are also lost. This further notification message
also informs that packet 3 is (still) missing. When the sender
receives this further notification message, it does not know
what the status of the retransmitted copy of packet 3 is. On
one hand, if it ignores the fact that this further notification
message indicates that packet 3 is (still) missing, then it
would never be able to know that the retransmitted copy of
packet 3 is lost. On the other hand, if it retransmits packet
3 once again, but the previous retransmission was received
by the receiver, then this second retransmission is a waste of
resources.

[0071] One way to address the above problem is that each
the sender always obey the first retransmission request for
any packet. But once the sender retransmits a packet, it starts
a timer and if this timer expires before an ACK is received
for this packet, the packet is retransmitted again.

[0072] In this case, the sender will always retransmit a
packet as a response to a NACK. But if the retransmission
is lost, the only way for the sender to know about the loss
is to associate a timer with each retransmission. If this
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retransmission is not ACKed within a timeout period, it is
retransmitted again. This is shown in FIG. 5. It should be
note that FIG. 5 does not show all notification messages that
are sent or can be sent. In this figure, the second retrans-
mission of packet 3 is done following a timeout.

[0073] However, there are two problems with the above
approach. First, it requires many logical timers. The opera-
tion of these timers is difficult, especially when implement-
ing the protocol on hardware. Second, the protocol needs to
adjust the time-out, which is a very difficult task. This is
especially because an RTT may vary very often in practice.
Wrong estimation of the RTT may result either in an
unnecessary retransmission (in case the time-out is too
short), or in extra delay (in case the time-out is too long).
[0074] To address the aforementioned limitations and
deficiencies, embodiments of this disclosure propose a new
protocol for selective retransmission of lost packets. This
protocol is called Light Efficient Retransmission Protocol
(LERP). One of the most important property of LERP is that
it allows the sender to retransmit only lost packets, without
relying on a per-packet timer and without waiting for a long
time-out if the first retransmission does not succeed.
[0075] FIG. 6 shows a first network device 600 according
to an embodiment of the disclosure. The first network device
600 may comprise processing circuitry (not shown) config-
ured to perform, conduct or initiate the various operations of
the first network device 600 described herein. The process-
ing circuitry may comprise hardware and software. The
hardware may comprise analog circuitry or digital circuitry,
or both analog and digital circuitry. The digital circuitry may
comprise components such as application-specific integrated
circuits (ASICs), field-programmable arrays (FPGAs), digi-
tal signal processors (DSPs), or multi-purpose processors.
The first network device 600 may further comprise memory
circuitry, which stores one or more instruction(s) that can be
executed by the processor or by the processing circuitry, in
particular under control of the software. For instance, the
memory circuitry may comprise a non-transitory storage
medium storing executable software code which, when
executed by the processor or the processing circuitry, causes
the various operations of the first network device 600 to be
performed. In one embodiment, the processing circuitry
comprises one or more processors and a non-transitory
memory connected to the one or more processors. The
non-transitory memory may carry executable program code
which, when executed by the one or more processors, causes
the first network device 600 to perform, conduct or initiate
the operations or methods described herein.

[0076] In particular, the first network device 600 is con-
figured to transmit a sequence of data packets 601 to a
second network device 610. Thus, the first network device
600 may be referred to as “sender” and the second network
device 610 as “receiver”, particularly in comparison with the
sender and receiver shown in the previous figures. The first
network device 600 is further configured to receive at least
one notification message 602 from the second network
device 610. In particular, the at least one notification mes-
sage 602 is indicative of a largest sequence number L of a
data packet among sequence numbers of data packets that
have been received at the second network device 610 and
one or more data packets 603 of the sequence of data packets
that are missing at the second network device 610 up to the
largest sequence number L. Then, the first network device
600 is particularly configured to retransmit one or more data
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packets 603 as the next step after receiving the at least one
notification message 602, wherein each of the one or more
missing data packet 603 is indicated as a missing data packet
after its first transmission by the at least one notification
message 602, and a sequence number X of the each missing
data packet 603 is less than L.-K, where K is a parameter that
is a non-negative integer.

[0077] That is, when the receiver, i.e., the second network
device 610, informs the sender, i.e., the first network device
600, for the first time that a packet is lost (by using the at
least one notification message 602), the first network device
600 can immediately retransmit this packet, if a sequence
number X of the each missing data packet 603 is less than
L-K. There is no risk that this retransmission is spurious
because there are no outstanding copies of this packet in the
way to the second network device 610. Notably, as previ-
ously discussed, a packet is missing at the receiver may be
indicated by a NACK. The at least one notification message
602 may comprise ACKs, and/or NACKs. An ACK may
indicate that a certain packet has been received by the
second network device 610, and a NACK may indicate that
a certain packet is missing at the second network device 610.
Thus, the problem of deciding when to obey to a NACK and
when not is relevant only after a packet is retransmitted, and
the first network device 600 keeps receiving NACKs for this
packet, as is the case for packet 3 as shown in FIG. 3.
[0078] An idea of the proposed protocol is, that when the
sender, i.e., the first network device 600, retransmits a
packet, e.g., packet X, X being a sequence number of the
packet, it remembers a sequence number of the last packet
(e.g., packet Y) transmitted for the first time, i.e., Y. Taking
a scenario in which K=1 as an example, when the first
network device 600 receives an ACK for a packet whose
sequence number is larger than Y, it knows that by that time
it should have received an ACK for the retransmitted copy
of packet X. If such ACK was not received, the retransmitted
copy of packet X must have been lost, and packet X may be
retransmitted again.

[0079] Notably, the at least one notification message 602
may comprise at least one of an ACK, a NACK, or a SACK.
Notably, the SACK may indicate which packets in a set of
packets are acknowledged (either negatively or positively).
[0080] In particular, in an in-order packet routing case,
when the first network device 600 is informed that a packet
L has been received by the second network device 610
(receiver), but a packet X (where X<L) is not, the first
network device 600 knows that the packet X is missing.
However, the network does not necessarily ensure in-order
packet routing, thus the proposed protocol introduces the
parameter K, which indicates how many packets can bypass
a certain packet when they are all sent from the first network
device to the second network device.

[0081] Notably, in the case of K=0, the solution is for
addressing the in-order packet routing. For addressing a
scenario that data packets are not routed in order, the
parameter K is a positive integer. For instance, if K=3, only
when X<I[-3, the first network device can determine that
packet X is missing.

[0082] The protocol at the sender side, i.e., the first
network device 600, may divide the timeline into rounds.
Each round is either a “regular round” where new packets
are transmitted, or a “retransmission round” where lost
packets are retransmitted. This is demonstrated by FIG. 7. A
variable StampedMaxDataTx is defined. This variable may
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be used for remembering the last regular (not retransmitted)
transmitted packet before entering a retransmission round.
[0083] FIG. 7 shows an example of the proposed protocol,
according to an embodiment of the disclosure. It should be
note that in this specific embodiment, it is assumed that K=0.
In particular, in last regular round, a new packet 100 is
transmitted by a sender to a receiver. The sender may be the
first network device 600 as shown in FIG. 6, and the receiver
may be the second network device 610 as shown in FIG. 6.
In a retransmission round, only lost packets are transmitted.
Further, the variable StampedMaxDataTx is set to 100, since
the packet 100 is the last regular (not retransmitted) trans-
mitted packet. After retransmitting lost packets, a regular
round starts, in which new packets are transmitted. New
losses will be fast-retransmitted. That is, when the first
network device 600 knows that a packet is reported as
missing packet for the first time, the first network device 600
will retransmit that packet immediately. In this case, when
receiving a NACK for packet 101, or not receiving an ACK
for 101, or receiving a notification message notifying that
packet 101 is lost, the first network device 600 enters a
“retransmission round”. Following the fast retransmission,
StampedMaxDataTx will be updated. As shown in this
example, at next retransmission round, only lost packets are
transmitted, and the variable StampedMaxDataTx is set to
195.

[0084] FIG. 8 shows a LERP execution example according
to an embodiment of the disclosure. It is assumed that K=0
in this embodiment. The sender shown in FIG. 8 may be the
first network device 600 as shown in FIG. 6, and the receiver
may be the second network device 610 as shown in FIG. 6.
[0085] In this example, packet(0) is correctly received and
an ACK(0) is sent back by the receiver. Then, packet(1) and
packet(2) are lost. When packet(3) is received, the receiver
understands that packet(1) and packet(2) were lost. It may
send a notification message saying that all the packets have
been correctly received till packet number 3, but without
packet(l) and packet(2). It is worth mentioning that a
“SACK?” is used in this figure (and FIG. 9, FIG. 10) merely
as an example to represent a notification message. The
receiver, i.e., the second network device 610, may send other
notification messages such as ACKs or NACKs as well.
[0086] This SACK is the first SACK sent by the receiver.
When the sender receives this SACK, it may build a
retransmission dataset (a bitmap in this example), which
indicates what packets are missing. It also starts the first
retransmission round: StampedMaxDataTx is set to 12 (the
last packet sent in order) and another variable LastRetx
indicates which missing packet is the next to be retransmit-
ted. In this case, packet(1) and packet(2) are retransmitted.
Then, the first retransmission round ends, and the sender
continues transmitting regular packets.

[0087] Only regular packet(13) is transmitted when a
SACK reporting the loss of packet(5) is received. The sender
enters a new retransmission round, but in this round not all
the lost packets are retransmitted, because the sender does
not know if the retransmission of packet(1) and packet(2)
was successful. The sender sets StampedMaxDataTx to 13
and retransmit packet(5). Then the sender exits the retrans-
mission round and continues transmitting regular packets,
the first of which is packet(14). When the SACK for this
packet is received, it tells the sender that packet(14) is OK,
and that packet(2) and packet(5) are still missing. Since
StampedMaxDataTx=13 and 14>13, the sender knows that
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by this all the retransmissions should have been received.
Since packet(2) and packet(5) are still reported missing, this
means that a new retransmission round can start and these
packets should be retransmitted for the second time (i.e.,
transmitted in the third round). The sender sets Stamped-
MaxDataTx=16 and retransmit packet(2) and packet(5). The
sender then wants to switch to transmitting regular packets,
but it is reported for the first time that packet(15) is missing.
It thus stays in the retransmission round and retransmits
packet(15).

[0088] FIG. 9 continues the above example shown in FIG.
8. The first three shown packets (i.e., packet(2), packet(5),
and packet(15)) are the last ones from FIG. 8. In this
example, after packet(21) is sent, there are no more new
packets to send. The SACK for packet 18 is received, and
this SACK says that packet(18) have been correctly
received. Since StampedMaxDataTx=16 and 18>16, the
sender enters a new retransmission round. The sender is also
notified, for the first time, about a loss of packet(17). The
sender enters a new retransmission round, and retransmits
packet(5), then packet(15) and finally packet(17). All these
packets are successfully received, the receiver responds with
an ACK(21) and the protocol can stop.

[0089] FIG. 10 shows a different way to continue the
example from FIG. 8. The first three shown packets (i.e.,
packet(2), packet(5), and packet(15)) are the last ones from
FIG. 8. Here it is assumed that packet(17) is the last to be
sent. That is, in this example, after packet(17) is sent, there
are no more new packets to send. This creates a problem for
the sender, because it is not informed that a packet whose
sequence number is greater than StampedMaxDataTx=16
has been accepted. A way for the sender to decide that a new
retransmission round should be started is using a time-out.
Whenever it transmits a packet, old or new, the sender
restarts the timer. This timer expires after a retransmission
time out (RTO). The RTO is set to a value greater than RTT.
There are many algorithms for estimating RTT, it is not
limited here in this disclosure. When the timer expires, the
sender retransmits all the packets for which an ACK has not
been received so far, namely, packet(16) and packet(17).

[0090] Optionally, the setting of the RTO can be prevented
by sending an empty packet, with a new sequence number
after retransmissions, if no new data exist.

[0091] It should be noted that the sender and the receiver
shown in one of the FIG. 7 to FIG. 10 may be the first
network device 600 and the second network device 610 as
shown in FIG. 6, respectively.

[0092] To simplify the description, it may be assumed that
the sender has a bitmap that indicates the status of every
outstanding packet (i.e., every transmitted packet that was
not confirmed by the receiver). In practice, when the sender
is in NORMAL state, i.e., “a regular round” where new
packets are transmitted, there is no need to hold a bitmap
until the receiver reports about a new detected gap. Notably,
a gap occurs when the packets are not contiguous, i.e., when
there is a missing packet.

[0093] According to an embodiment of the disclosure, the
first network device 600 may be configured to maintain a
first data structure that is indicative of the missing data
packets that are indicated by the at least one notification
message 602. Accordingly, the first network device 600 may
be further configured to update the first data structure in
response to the at least one notification message 602.
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[0094] Further, the first network device 600 may be con-
figured to maintain a second data structure that is indicative
of to-be-retransmitted data packets; and remove a to-be-
retransmitted data packet from the second data structure
after retransmitting the to-be-retransmitted data packet.
[0095] Optionally, the first network device 600 may be
further configured to add the one or more data packets into
the second data structure, if the one or more data packets are
indicated as missing data packets after its first transmission
by the at least one notification message 602, and the
sequence number X of the each missing data packet 603 is
less than L-K.

[0096] Possibly, the first network device 600 may be
further configured to add the one or more data packets into
the second data structure, if the following conditions are
fulfilled:

[0097] the one or more data packets 603 have been
retransmitted,

[0098] a further notification message is received by the
first network device 600, wherein the further notifica-
tion message is indicative of the one or more data
packets 603 still being missing at the second network
device 610,

[0099] the further notification message is also indicative
of a further data packet that has been received at the
second network device 610, wherein the further data
packet was sent for the first time after the last retrans-
mission of the one or more data packets 603, and

[0100] the further data packet indicated by the further
notification message has a sequence number that is not
less than Y+K, wherein Y is a sequence number of a
first data packet that is sent for the first time after the
last retransmission of the one or more data packets 603.

[0101] According to embodiments of this disclosure, at the
sender side, the first network device 600 transmits data
packets and receive ACK/NACK and/or SACK messages.
The first network device 600 has two states: NORMAL and
RECOVERY. NORMAL state is when the bitmap does not
have any indication for lost packets. RECOVERY state is
when reassembly bitmap has at least one reported lost
packet.
[0102] In particular, the first network device 600 may be
configured with five variables: State, Maximum In-Order
Received (MaxIORx), Last Retransmitted (LastRetx),
Stamped Maximum Data Tx (StampedMaxDataTx) and the
parameter K. MaxIORx holds the largest PSN of the con-
firmed packets received in-order by the receiver, i.e., the
second network device 610. This is the PSN of the packet
right before the earliest reported lost one. LastRetx holds the
PSN of the last retransmitted packet. StampedMaxDataTx
holds the largest PSN of transmitted packets when a retrans-
mit is performed. Notably, LastRetx and StampedMax-
DataTx are updated at the same time, when the first network
device 600 retransmits a packet.
[0103] In a particular embodiment, the first network
device 600 transmits packets with PSN=498/499/500, then
retransmits a packet with PSN=20, and then transmits pack-
ets with PSN=501/502. In this case, LastRetx=20, and
StampedMaxDataTx=500.
[0104] At the sender side, an algorithm according to
embodiments of this disclosure is as following:
1. When RTO expires:

[0105] a. Set LastRetx<—MaxIORx

[0106] ©b. Set states~RECOVERY
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2. When a packet can be transmitted:

[0107] a. If state=NORMAL, then transmit next in-
order packet.

[0108] b. Else (that is, state is RECOVERY), if there is
a lost packet with PSN>LastRetx, then:

[0109] 1i. Retransmit this packet.

[0110] ii. Update LastRetx to the PSN of the retrans-
mitted packet.

[0111] iii. If needed, update StampedMaxDataTx to
the PSN of currently largest PSN that was transmit-
ted.

[0112] c. Else (that is, state is RECOVERY but all
known lost packets have been retransmitted in the last
retransmission round, so there is no lost packet with
PSN>LastRetx), transmit next in-order packet (as done
in NORMAL state).

3. When an ACK is received (this happens when the receiver
has no gap in the sequence numbers), which indicates that all
the packets up to ACK.PSN have been received.

[0113] a. Set states~NORMAL (an ACK indicates that
there is no missing packet)

[0114] b. Update bitmap

[0115] c. Update MaxIORx

4. When a SACK is received (SACK may contain ACKs and
NACKs):

[0116] a. state<—RECOVERY.

[0117] b. Update bitmap. If the SACK reports about
missing packets that are currently not in the sender’s
bitmap, add to the bitmap only packets whose PSN
fulfils: PSN SACK .MaxDataRx

[0118] c. If (StampedMaxDataTx)<SACK.MaxDataRx,
then reset LastRetx=MaxIORx.

[0119] According to embodiments of this disclosure, at the
receiver side, the second network device 610 receives data
packets and transmits ACK/NACK and/or SACK messages.
The first network device 600 may be configured with two
variables: ExpectedPSN, and MaxDataRx. In particular,
ExpectedPSN holds the PSN of the next In-Order packet. It
is also the minimum (first) PSN out of all lost packets.
MaxDataRx: holds the largest PSN ever received by the
receiver.

[0120] FIG. 11 shows a second network device 610
according to an embodiment of the disclosure. The second
network device 610 may comprise processing circuitry (not
shown) configured to perform, conduct or initiate the vari-
ous operations of the second network device 610 described
herein. The processing circuitry may comprise hardware and
software. The hardware may comprise analog circuitry or
digital circuitry, or both analog and digital circuitry. The
digital circuitry may comprise components such as applica-
tion-specific integrated circuits (ASICs), field-program-
mable arrays (FPGAs), digital signal processors (DSPs), or
multi-purpose processors. The second network device 610
may further comprise memory circuitry, which stores one or
more instruction(s) that can be executed by the processor or
by the processing circuitry, in particular under control of the
software. For instance, the memory circuitry may comprise
anon-transitory storage medium storing executable software
code which, when executed by the processor or the process-
ing circuitry, causes the various operations of the second
network device 610 to be performed. In one embodiment,
the processing circuitry comprises one or more processors
and a non-transitory memory connected to the one or more
processors. The non-transitory memory may carry execut-
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able program code which, when executed by the one or more
processors, causes the second network device 610 to per-
form, conduct or initiate the operations or methods
described herein.

[0121] In particular, the second network device 610 is
configured to receive a sequence of data packets 601 from a
first network device 600. Then, the second network device
610 is further configured to transmit at least one notification
message 602, to the first network device 600, wherein the at
least one notification message 602 is indicative of the largest
sequence number [, of a data packet among sequence
numbers of data packets that have been received at the
second network device 610 and one or more data packets
603 of the sequence of data packets that are missing at the
second network device 610 up to the largest sequence
number L.

[0122] In a particular embodiment, upon receiving a new
packet whose number is PSN, which was never received, the
second network device 610 may update a bitmap at the
receiver sider. In particular, if PSN>MaxDataRx, the second
network device 610 may set MaxDataRx with the value of
PSN. If PSN=ExpectedPSN, the second network device 610
may update ExpectedPSN. If MaxDataRx>ExpectedPSN-1
(there is a missing packet), the second network device 610
may send a SACK, otherwise it may send an ACK.

[0123] It is worth mentioning that to save bandwidth, it is
possible for the second network device 610 not to send an
ACK or a SACK for every received packet. For example, the
receiver can maintain a counter and send an ACK or a SACK
after receiving N packets, where Nz1. In such a case, the
receiver should also have a timer, which triggers the trans-
mission of an ACK/SACK if N packets are not received
within a time-out period.

[0124] Optionally, the second network device 610 may be
further configured to transmit the at least one notification
message 602 to the first network device 600, when a timer
expires.

[0125] Notably, traffic is bidirectional, and thus each end-
point is both a sender and a receiver. Possibly, the first
network device 600 shown in FIG. 6 may be the second
network device 610 shown in FIG. 11 in a specific imple-
mentation.

[0126] Further, it should be noted that the algorithm as
described in the previous embodiments makes a hidden
assumption that packets are routed in order. For example, as
shown in FIG. 8, when packet(4) is received after packet(1),
the receiver assumes that packet(2) and packet(3) are lost.
This is because that if these packets are not lost, they should
have been received before packet(4). But if packets are not
necessarily routed over the same path, it is possible that
packet(2) and/or packet(3) will be received after packet(4).

[0127] Another example is when the sender receives an
ACK for packet number StampedMaxDataTx, and assumes
that all retransmitted packets should have been received
before this packet. This assumption holds only if the net-
work guarantees in-order packet routing.

[0128] However, in some cases, the network does not
necessarily ensure in-order packet routing. The LERP as
proposed in this disclosure can also apply for such cases. For
a modified version of LERP, the sender maintains a variable
K, which indicates an out-of-order distance, i.e., how many
packets can bypass a certain packet when they are all sent
from the sender to the receiver.
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[0129] For instance, there are two packet: packet(i) and
packet(j), where 1 >j. That is, the sender sends packet(j)
before packet(i), however, the receiver receives packet(i)
before packet(j). It is defined that the out-of-order distance
as i-j. For example, if packet(6) is received before packet
(4), then the out-of-order distance is 2. This means that a
packet has bypassed two previously sent packets.

[0130] It should be noted that, it is assumed that data
packets can be received out-of-order, but there is a maxi-
mum distance between every two out-of-order received
packets. The value of the maximum distance is the variable
K, where K=0. K=0 is the special case where packets are
always received in order. In a case that a receiver receives
packet(2) and then packet(6), if K=2, it is possible for
packet(6) to be received before packet(4) and packet(5), but
not before packet(3). Therefore, the receiver can determine
that packet(3) has been lost. However, if K=3, when receiv-
ing packet(6), the receiver cannot decide yet whether packet
(3) or packet(4) or packet(5) is lost.

[0131] In all the examples discussed in FIG. 8 to FIG. 10,
the variable K was equal to 0. But as shown in FIG. 12, we
see that the second packet is received after the third one
(K=1) and that the 5th packet is received after the 8th one
(K=3). Thus, in this example K=3 holds.

[0132] With respect to the above discussed embodiments
shown in FIG. 8 to FIG. 10, in order to address the
out-of-order cases where K >0, two changes may be needed
in the sender’s algorithm, and no change is required in the
receiver’s algorithm. Changes may be done in step 4 of the
sender’s algorithm, which may be modified as follows:

4. When a SACK is received (SACK reports about missing

packets):
[0133] d. state<~RECOVERY.
[0134] e. Update bitmap. If the SACK reports about

missing packets that are currently not in the sender’s
bitmap, add to the bitmap only packets whose PSN
fulfils: (PSN=SACK .MaxDataRx-K)
[0135] f If (StampedMaxDataTx+K)<SACK.MaxDa-
taRx, then reset LastRetx=MaxIORx.
[0136] Optionally, the parameter K may be negotiated
during a connection setup. For instance, K may be negoti-
ated during the connection setup between the first network
device 600 and the second network device 610. Alterna-
tively, the parameter K may also be negotiated during a
connection setup between the first network device 600/the
second network device 610 and another network device such
as a network controller. The parameter K may be a static
parameter, or a dynamic parameter. Notably, the parameter
K may be a fixed number. Alternatively, the parameter K
may be a dynamically updated number, which may be
notified to both of the sender and receiver upon change.
[0137] The algorithm as previously described in embodi-
ments of this disclosure uses both ACK and SACK mes-
sages. But it can also be implemented without using ACKs,
because SACK is a generalization of ACK. The algorithm
decouples between transmission control and flow control.
For simplicity, it assumes that a receiver’s bitmap is main-
tained to cover all outstanding packets. However, the algo-
rithm can be extended to also implement a flow control
mechanism in order to ensure that the sender does not send
packets for which bitmap resources (or other resources) are
not available at the receiver. The algorithm decouples
between congestion control and flow control. Thus, it can be
implemented together with almost every congestion control
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algorithm. In particular, congestion control information can
be carried in the SACK and ACK messages. The algorithm
relies on an RTO mechanism. An RTO mechanism may
include estimating the RTT. Information for RTT estimation
can be integrated into the data packets, SACKs and ACKs.
[0138] FIG. 13 shows a method 1300 according to an
embodiment of the disclosure. In a particular embodiment of
the disclosure, the method 1300 is performed by a first
network device 600 shown in FIG. 6. The method 1300
comprises: a step 1301 of transmitting a sequence of data
packets 601 to a second network device 610; a step 1302 of
receiving at least one notification message 602, from the
second network device 610, wherein the at least one noti-
fication message 602 is indicative of a largest sequence
number L. of a data packet among sequence numbers of data
packets that have been received at the second network
device 610 and one or more data packets 603 of the sequence
of data packets that are missing at the second network device
610 up to the largest sequence number L; and a step 1303 of
retransmitting the missing one or more data packets 603 as
the next step after receiving the at least one notification
message 602, wherein each of the one or more missing data
packet 603 is indicated as a missing data packet after its first
transmission by the at least one notification message 602,
and a sequence number X of the each missing data packet
603 is less than L-K, where K is a parameter that is a
non-negative integer. Possibly, the second network device
610 is the second network device shown in FIG. 6 or FIG.
11.

[0139] FIG. 14 shows a method 1400 according to an
embodiment of the disclosure. In a particular embodiment of
the disclosure, the method 1400 is performed by a second
network device 610 shown in FIG. 11. The method 1400
comprises: a step 1401 of receiving a sequence of data
packets 601 from a first network device 600; and a step 1402
of transmitting at least one notification message 602 to the
first network device 600, wherein the at least one notification
message 602 is indicative of the largest sequence number L
of a data packet among sequence numbers of data packets
that have been received at the second network device 610
and one or more data packets 603 of the sequence of data
packets that are missing at the second network device 610 up
to the largest sequence number L. Possibly, the first network
device 600 is the first network device shown in FIG. 6 or
FIG. 11.

[0140] The present disclosure has been described in con-
junction with various embodiments as examples as well as
implementations. However, other variations can be under-
stood and effected by those persons skilled in the art and
practicing the claimed disclosure, from the studies of the
drawings, this disclosure and the independent claims. In the
claims as well as in the description the word “comprising”
does not exclude other elements or steps and the indefinite
article “a” or “an” does not exclude a plurality. A single
element or other unit may fulfill the functions of several
entities or items recited in the claims. The mere fact that
certain measures are recited in the mutual different depen-
dent claims does not indicate that a combination of these
measures cannot be used in an advantageous implementa-
tion.

[0141] Furthermore, any method according to embodi-
ments of the disclosure may be implemented in a computer
program, having code means, which when run by processing
means causes the processing means to execute the steps of
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the method. The computer program is included in a com-
puter readable medium of a computer program product. The
computer readable medium may comprise essentially any
memory, such as a ROM (Read-Only Memory), a PROM
(Programmable Read-Only Memory), an EPROM (Erasable
PROM), a Flash memory, an EEPROM (Electrically Eras-
able PROM), or a hard disk drive.

[0142] Moreover, it is realized by the skilled person that
embodiments of the first network device 600 and the second
network device 610, respectively, comprises the necessary
communication capabilities in the form of e.g., functions,
means, units, elements, etc., for performing the solution.
Examples of other such means, units, elements and functions
are: processors, memory, buffers, control logic, encoders,
decoders, rate matchers, de-rate matchers, mapping units,
multipliers, decision units, selecting units, switches, inter-
leavers, de-interleavers, modulators, demodulators, inputs,
outputs, antennas, amplifiers, receiver units, transmitter
units, DSPs, trellis-coded modulation (TCM) encoder, TCM
decoder, power supply units, power feeders, communication
interfaces, communication protocols, etc. which are suitably
arranged together for performing the solution.

[0143] Especially, the processor(s) of the first network
device 600 and the second network device 610, respectively,
may comprise, e.g., one or more instances of a Central
Processing Unit (CPU), a processing unit, a processing
circuit, a processor, an Application Specific Integrated Cir-
cuit (ASIC), a microprocessor, or other processing logic that
may interpret and execute instructions. The expression “pro-
cessor” may thus represent a processing circuitry comprising
a plurality of processing circuits, such as, e.g., any, some or
all of the ones mentioned above. The processing circuitry
may further perform data processing functions for inputting,
outputting, and processing of data comprising data buffering
and device control functions, such as call processing control,
user interface control, or the like.

What is claimed is:
1. A first network device, comprising:
processing circuitry configured to:
transmit a sequence of data packets to a second network
device;
receive, from the second network device, at least one
notification message indicative of:

a largest sequence number L of a data packet among
sequence numbers of data packets that have been
received at the second network device, and

one or more missing data packets that are missing
from the sequence of data packets at the second
network device up to the largest sequence number
L; and
retransmit the one or more missing data packets as a
next step after receiving the at least one notification
message, wherein each respective missing data
packet of the one or more missing data packets is
indicated as a missing data packet after its first
transmission by the at least one notification message,
and wherein a sequence number X of each respective
missing data packet of the one or more missing data
packets is less than [.-K, wherein K is a parameter
that is a non-negative integer.

2. The first network device according to claim 1, wherein
the processing circuitry is further configured to:
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maintain a first data structure indicative of the one or more
missing data packets that are indicated by the at least
one notification message; and
update the first data structure in response to the at least
one notification message.
3. The first network device according to claim 2, wherein
the processing circuitry is further configured to:
maintain a second data structure that is indicative of
to-be-retransmitted data packets; and
remove a to-be-retransmitted data packet from the second
data structure after retransmitting the to-be-retransmit-
ted data packet.
4. The first network device according to claim 3, wherein
the processing circuitry is further configured to:
add the one or more missing data packets into the second
data structure.
5. The first network device according to claim 4, wherein
the processing circuitry is further configured to:
add one or more respective missing data packets of the
one or more missing data packets again into the second
data structure, in response to the following conditions
being fulfilled:
the one or more respective missing data packets have
been retransmitted,
a further notification message is received by the first
network device, wherein the further notification mes-
sage indicates that the one or more respective miss-
ing data packets are still missing at the second
network device,
the further notification message indicates a further data
packet that has been received at the second network
device, wherein the further data packet was sent for
the first time after the last retransmission of the one
or more missing data packets, and
the further data packet indicated by the further notifi-
cation message has a sequence number that is not
less than Y+K, wherein Y is a sequence number of a
first data packet that is sent for the first time after the
last retransmission of the one or more data packets.
6. The first network device according to claim 3, wherein
the processing circuitry is configured to operate in a first
state and in a second state,
wherein in the first state, the processing circuitry is
configured to transmit new data packets; and

wherein in the second state, the processing circuitry is
configured to retransmit to-be-retransmitted data pack-
ets according to the second data structure.

7. The first network device according to claim 6, wherein
in the first state, the processing circuitry is configured to:

enter the second state based on the second data structure
being not empty; and/or

stay in the first state based on the second data structure

being empty.

8. The first network device according to claim 6, wherein
in the second state, the processing circuitry is configured to:

enter the first state based on the second data structure
being empty, and/or stay in the second state based on
the second data structure being not empty.

9. The first network device according to claim 3, wherein
the processing circuitry is further configured to:

use a timer and set the timer when transmitting a new data

packet and/or when retransmitting a missing data
packet; and
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add, when the time expires, all data packets for which an
acknowledgment was not received to the second data
structure.

10. The first network device according to claim 9, wherein
the processing circuitry is further configured to set the timer
with a value greater than a round trip time.

11. A second network device, comprising:

processing circuitry configured to:

receive a sequence of data packets from a first network

device;

transmit, to the first network device, at least one notifi-

cation message indicative of the largest sequence num-
ber L of a data packet among sequence numbers of data
packets that have been received at the second network
device and one or more missing data packets of the
sequence of data packets up to the largest sequence
number [ that are missing at the second network
device.

12. The second network device according to claim 11,
wherein the processing circuitry is further configured to:

transmit, when a timer expires, the at least one notification

message for each of the one or more missing data
packets to the first network device.

13. A method, performed by a first network device, the
method comprising:

transmitting a sequence of data packets to a second

network device;

receiving, from the second network device, at least one

notification message indicative of:

a largest sequence number L. of a data packet among
sequence numbers of data packets that have been
received at the second network device, and
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one or more missing data packets that are missing from
the sequence of data packets at the second network
device up to the largest sequence number L; and
retransmitting one or more missing data packets as the
next step after receiving the at least one notification
message, wherein each of the one or more missing data
packets is indicated as a missing data packet after its
first transmission by the at least one notification mes-
sage, and a sequence number X of the each respective
missing data packet of the one or more missing data
packets is less than [.-K, wherein K is a parameter that
is a non-negative integer.

14. A method, performed by a second network device, the
method comprising:

receiving a sequence of data packets from a first network

device; and

transmitting, to the first network device, at least one

notification message indicative of the largest sequence
number L of a data packet among sequence numbers of
data packets that have been received at the second
network device and one or more missing data packets
of the sequence of data packets up to the largest
sequence number [ that are missing at the second
network device.

15. A non-transitory processor readable medium having
stored thereon program code comprising instructions that,
when executed by a processor, cause the processor to carry
out the method according to claim 13.

16. A non-transitory processor readable medium having
stored thereon program code comprising instructions that,
when executed by a processor, cause the processor to carry
out the method according to claim 14.
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