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(57) ABSTRACT

Method for detecting interactions on a forwarding element in
a network, the element adapted to forward data according to
rules, a rule set installed on the element, and including a
match set and corresponding action set, the match set includ-
ing at least one match field and the action set including one or
more actions wherein action set to be performed when match-
ing a match set and a priority assigned to each rule, includes:
determining one or more relations between match sets based
on match field relations; determining one or more relations
between action sets; determining one or more interactions
between rules based on determined relations between match
sets and action sets, each rule being tested against another rule
for determining the interaction; and reducing the rule setto an
actual rule set according to determined interactions so that the
actual rule set includes only rules with no interactions among
them.
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METHOD AND SYSTEM FOR DETERMINING
NETWORK-WIDE INTERACTIONS
BETWEEN FORWARDING ELEMENTS IN A
NETWORK

[0001] The present invention relates to a method for detect-
ing interactions on a forwarding element in a network,
wherein the forwarding element is operable to forward data
according to rules installable on the forwarding element, and
wherein a rule set is installed on the forwarding element, and
wherein the rule set comprises rules, and wherein a rule
comprises a match set and at least a corresponding action set,
wherein the match set comprises at least one match field and
wherein the action set comprises one or more actions wherein
an action set is performed when matching a match set and
wherein a rule priority is assigned to each rule.

[0002] The present invention relates also to a method for
detecting neighbor interactions between neighboring for-
warding elements in a network.

[0003] The present invention further relates to a method for
determining network-wide interactions between forwarding
elements in a network.

[0004] Even further the present invention relates to a sys-
tem for determining network-wide interactions between for-
warding elements in a network.

[0005] Although applicable to forwarding elements and
networks in general, the present invention will be described
with regard to OpenFlow based networks comprising Open-
Flow-enabled switches as forwarding elements.

[0006] In OpenFlow based networks each OpenFlow-en-
abled switch is configured to act according to so called Open-
Flow rules OFR, installed by means of a OpenFlow protocol.
Such an OpenFlow rule is defined by a match set, an action set
and a rule priority. The match set defines to which network
flows the action set is applied. The action set defines elabo-
rations and forwarding decisions for incoming flows match-
ing all the conditions in the match set. The rule priority is used
to order a rule relatively to other rules installed in the Open-
Flow switch. The network behavior is then defined by the
combination of all rules installed at all OpenFlow-enabled
switches and the topology of the network, i.e. the shape of the
OpenFlow switches physical interconnections.

[0007] For example when an OpenFlow rule in a given
OpenFlow switch is installed it may interact with a number of
other rules installed in other OpenFlow switches depending
on the network topology. A rule installed in an OpenFlow
switch can make useless other rules installed in other Open-
Flow switches along a certain network path. The presence or
absence of such interactions between rules on different Open-
Flow switches influences the behavior of the network in gen-
eral. For example interactions may generate wrong behavior
in the network. Such rule interactions are very difficult to
detect since the total number of rules involved in an Open-
Flow network, in particular in a big network, and the number
of resulting possibilities of combining them according to the
network topology is huge.

[0008] To help to define or program OpenFlow rules the
language, called “Frenetic” may be used, which is a high level
language based on functional programming paradigm. After
programming the OpenFlow rules on the high level the rules
are translated into a set of lower level packet processing rules,
however, they are limited to a single OpenFlow switch. Inter-
actions among the rules are solved on the high language level.
[0009] However, this has the disadvantage that once an
OpenFlow switch has been provided with rules any amend-
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ment of the rules like port changing of forwarding rules, etc.
may result in further interactions which cannot be solved
anymore, if for example a decompiler is not present or another
user does not have any tool for decompiling the installed rules
in the Frenetic language.

[0010] Itis therefore an objective ofthe present invention to
provide methods and systems for determining network-wide
interactions between forwarding elements.

[0011] It is a further objective of the present invention to
provide a method and a system for detecting interactions on a
single forwarding element

[0012] It is an even further objective of the present inven-
tion to provide a method and a system for detecting interac-
tions in a network which are more flexible.

[0013] It is a further objective of the present invention to
provide methods and a system for detecting network-wide
interactions between forwarding elements in a network which
are easy to implement while being reliable.

[0014] It is an even further objective of the present inven-
tion to provide methods and a system which reduce network
resource consumption, in particular memory in the forward-
ing elements as well as processing load on the forwarding
elements.

[0015] It is an even further objective of the present inven-
tion to enable analyzing of network-wide interactions.
[0016] It is an even further objective of the present inven-
tion to classify interacting rules.

[0017] Theaforementioned objectives are accomplished by
a method of claim 1, a method of claim 7, a method of claim
11 and a system of claim 17.

[0018] In claim 1 a method for detecting interaction on a
forwarding element in a network is defined, wherein the for-
warding element is operable to forward data according to
rules installable on the forwarding element, and wherein a
rule set is installed on the forwarding element, and wherein
the rule set comprises rules, and wherein a rule comprises a
match set and at least a corresponding action set, wherein the
match set comprises at least one match field and wherein the
action set comprises one or more actions wherein an action is
to be performed when matching a match set and wherein a
rule priority is assigned to each rule.

[0019] According to claim 1 the method is characterized by
the steps of

[0020] a)Determining one or more relations between the
match sets,

[0021] D) Determining one or more relations between the
action sets,

[0022] c) Determining one or more interactions between
the rules based on the determined relations between the
match sets and the action sets, wherein each rule is tested
against another rule for determining the interaction,

[0023] d) Reducing the rule set to an actual rule set
according to the determined interactions so that the
actual rule set comprises only rules with no interactions
among them.

[0024] Inclaim 7 a method for detecting neighbor interac-
tions between neighboring forwarding elements in a network
is defined.

[0025] According to claim 7 the method is characterized by
the steps of

[0026] al) Selecting one of the forwarding elements as
reference for determining neighbor forwarding ele-
ments,
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[0027] b1) Determining a neighbor list based on the for-
warding elements directly connected to the selected for-
warding element,

[0028] cl) Performing the method according to one of
the claim 1-6 for each of the forwarding elements in the
neighbor list for obtaining an actual rule set for each of
the forwarding elements,

[0029] dl1) Determining one or more interactions
between the actual rule sets of two neighboring forward-
ing elements,

[0030] el)Reducingthe actual rules sets according to the
determined interactions so that the actual rules sets com-
prise only rules with no interactions to a rule of the
respective other actual rule set.

[0031] Inclaim 11 a method for determining network-wide
interactions between forwarding elements in a network is
defined.

[0032] According to claim 11 the method is characterized
by the steps of

[0033] a2) Performing for each forwarding element in
the network the method according to one of the claims
1-6,

[0034] b2) Selecting one of the forwarding elements,

[0035] c¢2)Determining a neighbor list of next neighbors
with regard to the selected forwarding element,

[0036] d2) Performing the steps c1)-el) of the method
according to one of the claims 7-10,

[0037] e2) Merging the disjoint actual rule sets to one
new actual rule set representing both the neighbor for-
warding element and the selected forwarding element,

[0038] {2) Defining a merged forwarding element with
the new actual rule set as new selected forwarding ele-
ment,

[0039] g2)Performingthe steps c2)-f2) iteratively until a
predetermined number, preferably all forwarding ele-
ments in the network have been merged to two forward-
ing elements.

[0040] Inclaim 17 a system for determining network-wide
interactions between forwarding elements in a network is
defined.
[0041]
by

[0042] reducing means, preferably the forwarding ele-
ment itself and/or a centralized controller in the network,
is operable to perform the method according to one of
the claims 1-6 on the forwarding element,

[0043] determining means operable to select one of the
forwarding elements and to determine a neighbor list of
next neighbors with regard to the selected forwarding
element,

[0044] reducing means operable to perform the steps
cl)-el) of the method according to one of the claims
7-10,

[0045] merging means operable to merge the disjoint
actual rule sets to one new actual rule set representing
both the neighbor forwarding element and the selected
forwarding element and to define a merged forwarding
element with the new actual rule set as new selected
forwarding element,

[0046] iteration means operable to perform the steps c2)-
g2) of the method according to one of the claims 11-16
iteratively until a predetermined number, preferably all
forwarding elements in the network have been merged to
two forwarding elements.

According to claim 17 the system is characterized
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[0047] According to the invention it has been recognized
that interacting of rules can be detected from a network-wide
perspective.

[0048] According to the invention it has been further rec-
ognized that a simplification of a network analysis is pro-
vided, in particular due to the network transformations in
form of merging and/or reducing of forwarding elements
[0049] According to the invention it has been further rec-
ognized that due to the network transformations run time
operation optimizations are enabled.

[0050] According to the invention it has been further rec-
ognized that network resource consumption is optimized, for
example saving forwarding bandwidth on links, flow table
space and CPU load on forwarding elements, preferably
switches.

[0051] According to the invention it has been further rec-
ognized that interactions can be made visible in the forward-
ing elements, for example in the flow tables in order to enable
a check of competing controller functions or the controller
implementation.

[0052] According to the invention it has been further rec-
ognized that in a very flexible way interactions respectively
interacting rules can be determined automatically and con-
tinuously and may be applied at different operational
domains without involving any modification to the respective
controllers of such domains.

[0053] Further features, advantages and preferred embodi-
ments are described in the following subclaims.

[0054] According to a preferred embodiment duplication,
redundancy, generalization, shadowing, correlation, inclu-
sion and/or extension as rule interactions are determined.
This enables a complete and reliable definition of interactions
between two rules. For example a rule Rx with a match set Mx
and action set Ax and a rule Ry with match set My and action
set Ay and assuming that the priority of the rule Rx is always
lower then the priority of rule Ry then Rx can be involved in
the following interactions:

Duplication: Assuming that the priorities of two rules are the
same, they are duplicated if they are exactly equal also in any
other part of the rule, i.e., match set and action set.
Redundancy: Redundant rules have the same effects on the
subset of flows matched by both rules, hence, in some condi-
tions (e.g., no interactions with third rules), depending on the
rules priorities, one of the rules could be deleted without
affecting the data-path behavior.

Generalization: Rules have different actions, but Rx matches
a superset of the flows matched by Ry. So, action set Ay will
be applied to flows matched by the intersection of Mx with
My, while to the flows matched by the difference between Mx
and My, the action set Ax will be applied.

Shadowing: If Rx is shadowed by Ry, then Rx is never
applied, since all the flows are matched by Ry before that Rx
is examined.

Correlation: The two rules have different match sets, but the
intersection of these match sets is not void, so, to flows that
are in the intersection only the higher priority rule’s action set
will be applied. Note that this interaction is different from the
shadowing interactions, since for some flows the rule is still
applied.

Inclusion: Inclusion interaction is similar to shadowing. This
interaction is raised up in the case a rule is never applied “as
is”, but its actions are still applied in combination with the
actions of another rule (of higher priority). E.g., Rx is never
applied, but, since the action set of Rx is a subset of the action
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set of Ry, the actions of Rx are still applied, but only in
combination with the actions of Ry.

Extension: Extension interaction is similar to generalization.
A rule with lower priority is extending the action set applied
by another rule, adding more actions. Only to the flows
matched by the difference between Mx and My the extended
actions are applied.

[0055] According to a further preferred embodiment match
field relations are classified into disjoint, equal, subset, super-
set and/or correlated relation. This enables even in the pres-
ence of wildcards a complete description of relations between
different match fields. The relation between a match field fO
and a match field f1 can be one of the following:

disjoint: match fields have different values;

equal: f, value is the same as f|;

subset: f, value is a subset of the value of f; (E.g, f, has a
defined value, while f; value is a wildcard).

superset: f;, value is a superset of the value of f, (E.g., f, value
is an IP-address in the form 192.168.0.0/16, while {; value is
192.168.1.0/24.

Overlapping: f, and f, overlap, but do not fall into the super-
set/subset categories (E.g., f;, contains all IP addresses 128.0.
0.0/1, while f; contains all IP addresses with the least signifi-
cant bit==1).

[0056] According to a further preferred embodiment match
set relations are classified into a disjoint, exactly matching,
subset, superset and/or correlated relation. This enables a
complete description of relations between two different
match sets. For example the relation between a match M, and
a match set M, can be then one of the following:

Disjoint: M, and M, are disjoint, if every field in M, is disjoint
with the correspondent field in M, ;

Exactly matching: M, and M, are exactly matching if every
field in M, is equal to the correspondent field in M ;

Subset: M, is a subset of M, if at least one field of M, is a
subset of the correspondent field of M, and the other fields in
M, are equal to the correspondent fields in M;;

Superset: M, is a superset of M, if at least one field of M, is
superset of the correspondent field of M, and the other fields
in M, are equal to the correspondent fields in M, ;
Correlated: At is correlated with M, if one or more fields of
M, are superset of the correspondent fields of M, and the
other fields in M, are equal or subset of the correspondent
fields in M;.

[0057] According to a further preferred embodiment action
set relations are classified into a disjoint, related, subset,
superset and/or equal relation. This enables a complete
description of interactions between two action sets. Therefore
the relation of the action set A0 and action set Al can be one
of the following:

Disjoint: A0 is disjoint from A1 if for any action in A0, there
is no correspondent action in Al;

Related: A0 is related to A1 if there is at least one action from
AQ that is related to an action of Al;

Subset: A0 is a subset of A1 if all the actions contained in AO
are equal to actions contained in Al, and the number of
actions in A1 is greater than the number of actions in A0;
Superset: A0 is a superset of Al if all the actions contained in
AQ are equal to actions contained in Al, and the number of
actions in A0 is greater than the number of actions in Al;
Equal: AOis equal to Al if all the actions contained in A0 are
equal to actions contained in A1, and the number of actions in
AQ is equal to the number of actions in Al.
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[0058] An action set may contain zero or more actions.
Typical actions are for example “forward to port X, “rewrite
network source/destination address”, “pop/push VLAN tag”
or the like. An action set may contain only one occurrence of
a given action, for example an action set may not contain two
times a “forward to the same port” action. An action a0 may
be equal to an action al only if they are of the same type and
have the same values. If the type is the same but values are
different then the actions a0, al are related. An action a0 is
different from an action al if their types are different.
[0059] According to afurther preferred embodiment step d)
is performed by performing the substeps of

[0060] da) Deleting all rules classified as duplication, shad-
owed and inclusion,

[0061] db) Iteratively build the actual rule set wherein the
number of iterations is the number of rules in the rule set to
be reduced and wherein match fields are reduced depend-
ing on the relation between a match field of a rule with a
higher priority and a match field of another rule.

[0062] This enables a fast and reliable as well as easy-to-

implement reduction of a rule set to an actual rule set. For

example an actual rule set ARS is a rule set for which the
following property is valid:

Vij M#=M,; MeR,: MeR;: R,ReARS

[0063] Inan actual rule set there are no interactions among
different rules R and it is possible to look at one rule to
understand the behavior of the corresponding network flow.
For example the steps da) and db) are performed in the fol-
lowing way: First a rule set reduction according to step da) is
performed by deleting from the rule set any duplicated, shad-
owed or included rule. Then iteratively a rule set RS, is
built: First the higher priority rule R, in RS, is selected and
then for each R, in RS, the following action 1s performed:

RS,

j+l

RS ~(P)-(R)+(R))
ARS=ARS+(R,)

M, © Mi—R{-(M~My): 4,

M, > M,—R{: deleted
M,=M—R{: deleted
My~M—RI (M~ (M,M): 4,

M=M;—R/: R,

[0064] The actual rule set ARS is built after N iterations of
the step db) where N is the number of rules in the rule set RS.
Preferably a negation in match set definitions may be enabled
in order to describe in detail the subset of matched flows.
[0065] According to a preferred embodiment of the method
according to claim 7 rules of an actual rule set are splitted with
respect to an ingress port of a forwarding element. This
enables a fast processing of the rules for determining the one
or more interactions respectively reduction of the actual rule
set according to step el).

[0066] According to a further preferred embodiment the
actual rule set of the selected forwarding element comprises
all forwarding rules to a neighbor forwarding element, inter-
actions are determined between the actual rule set and the
actual rule set of the neighbor forwarding element and then
interactions within the actual rule set of the selected forward-
ing element are checked with regard to ports, preferably
wherein for shadowing interactions a separate potential
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shadow list is determined and the potential shadow list is
separately reduced by removing all rules which are not shad-
owed. This enables in a fast and reliable way to perform the
steps c1)-el).

[0067] According to a further preferred embodiment in step
d1) match set transformations are checked. This enables that
packet transformations, in particular header rewriting func-
tions may be taken into account, thus enhancing the flexibil-
ity.

[0068] According to a further preferred embodiment rules
are installed in a forwarding element by a centralized control-
ler, preferably wherein the controller performs caching of the
rules installed on the forwarding elements. In particular by
caching rules consistency of the snapshot of the rules installed
at the forwarding elements is ensured by the centralized con-
troller, i.e. the controller has the knowledge of rules installed
at all forwarding elements in the network.

[0069] According to a further preferred embodiment for
merging ports of the forwarding elements forwarding element
identification information are added. This enables in an easy-
to-implement way to distinguish between different ports on
different switches therefore allowing a fast merging of actual
rule sets.

[0070] According to a further preferred embodiment for
merging actions at least two actions are combined to a single
action set based on a network topology. This enables to com-
bine actions with respect to the network topology, thus
enabling a reliable combing of the two action sets.

[0071] According to a further preferred embodiment com-
bining performed by putting the actions into a appearance
order in the network. This enables for example that actions of
a rule coming from a first forwarding element are applied
before rules of a second forwarding element. In case of con-
flict it may be resolved based on the conflicting actions: it is
always applied the “last” set action. For example in the direc-
tion from a first forwarding element to a second forwarding
element the action of a rule coming from the second forward-
ing element is applied. Further in case of a drop action and a
forwarding action the drop action has always the precedence
and in case of forwarding actions the “last” set action is
always applied. For example in the direction of first forward-
ing element to a second forwarding element the action of the
rule coming from the second forwarding element is applied
first. Of course more than one link (from a first forwarding
element to a second forwarding element) is possible.

[0072] According to a further preferred embodiment deter-
mined interactions are announced in at least a part of the
network, preferable to a centralized controller.

[0073] This enables for example a network administrator to
analyze if the network behavior is the expected one. Further
an interaction may be highlighted after the interactions have
been detected after a predefined number of runs. Even further
assuming a plurality of controllers for different administra-
tive domains, interactions for each domain may be deter-
mined by each controller and further the methods can also be
used to detect interactions among independently working
controllers.

[0074] There are several ways how to design and further
develop the teaching of the present invention in an advanta-
geous way. To this end it is to be referred to the patent claims
subordinate to patent claim 1, patent claim 7, patent claim 11
and patent claim 17 on the one hand and to the following
explanation of preferred embodiments of the invention by
way of example, illustrated by the figure on the other hand. In
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connection with the explanation of the preferred embodi-
ments of the invention by the aid of the figure, generally
preferred embodiments and further developments of the
teaching will be explained. In the drawings

[0075] FIG. 1 shows a flow diagram for a method according
to a first embodiment of the present invention;

[0076] FIG. 2 shows a flow diagram of the method accord-
ing to a second embodiment of the present invention;

[0077] FIG. 3 shows a flow diagram according to a third
embodiment of the present invention;

[0078] FIG. 4 shows part of a method according to a fourth
embodiment of the present invention and

[0079] FIG. 5 shows part of a method according to a fifth
embodiment of the present invention.

[0080] FIG. 1 shows aflow diagram for a method according
to a first embodiment of the present invention

[0081] In FIG. 1 a flow chart for method for detecting
interactions on the forwarding element in the network is
shown, wherein the forwarding element is operable to for-
ward data according to rules, installable on the forwarding
element and wherein the rule set comprises a match set and at
least corresponding action set, wherein the match set com-
prises at least one match field and wherein the action set
comprises one or more actions wherein action set to be per-
formed when matching a match field and a priority assigned
to each rule.

[0082] In afirst step S1 one or more relations between the
match sets based on match field relations are determined.

[0083] In a second step S2 one or more relations between
the actions sets are determined.

[0084] In a third steps S3 one or more interactions are
determined between rules based on the determined relation
between the match sets and the action sets, wherein each rule
is tested against another rule for determining the interaction.

[0085] Inafourth step S4 the rule set is reduced to an actual
rule set according to the determined interactions so that the
actual rule set comprise only rules with no interactions among
them.

[0086] To detect interactions on a single forwarding ele-
ment two auxiliary procedures defined the match set relations
and actions that relations are performed. If for example two
rules R, and R, and assuming that the priority of the rule R, is
smaller or equal than the priority of Rule R , i.e. priority(R,)
=priority(R,) then first the procedure matchset_relation (R;
R)) is performed and then the procedure actionset_relation
(R;; R)). To detect the interaction between the two rules R,
and R, the above described procedures are performed: the
matchset relation procedure is performed for example in the
following way:

Algorithm 1 matchset_relation (R, R))

relation <= undetermined
field__relations <= compare_ fields(R,, R,)
for field in match_ fields do
if field_ relations [field] = equal then
if relation = undetermined then
relation < exact
end if
else if field__relations [field] = superset then
if relation = subset or relation = correlated then
relation <= correlated
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-continued

Algorithm 1 matchset_relation (R, R))

else if relation = disjoint then
relation < superset
end if
else if field__relations [field] = subset then
if relation = superset or relation = correlated
then
relation < correlated
else if relation = disjoint then
relation < subset
end if
else
relation < disjoint
end if
end for
return relation

[0087] To find the interaction the following procedure may
be performed:

Algorithm 2 anomaly_ detection (R,, R;)

anomaly <— None
ms__relation < matchset__relation (R,, R,)
as_relation <— actionset_relation(R,, R,)
if priority(R,) = priority(R,) and ms_ relation =
exact and as__relation = equal then
anomaly < duplication
else if ms__relation = disjoint then
if ms_ relation = correlated then
if as_ relation = equal then
anomaly < redundancy
else
anomaly < correlation
end if
else if ms__relation = superset then
if as_ relation = equal then
anomaly < redundancy
else if as_ relation = superset then
anomaly < extension
else
anomaly < generalization
end if
else if ms__relation = exact then
if as_ relation = equal then
anomaly < redundancy
else if as__relation = subset then
anomaly < inclusion
else
anomaly < shadowing
end if
else if ms__relation = subset then
if as_ relation = equal then
anomaly < redundancy
else if as__relation = subset then
anomaly < inclusion
else
anomaly < shadowing
end if
end if
end if
return anomaly

wherein anomaly is the type of interaction.

[0088] FIG. 2 shows a flow diagram of the method accord-
ing to a second embodiment of the present invention.

[0089] In FIG. 2 a method for detecting neighbor interac-
tions between neighboring forwarding elements in a network
are shown in form of a flow diagram.
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[0090] In a first step T1 one of the forwarding elements
selected as reference for determining neighbor forwarding
elements.

[0091] In a second step T2 a neighbor list is determined
based on the forwarding elements directly connected to the
selected forwarding element.

[0092] Ina thirdstep T3 the method according to one of the
claims 1to 6 is performed for each of the forwarding elements
in the neighbor list for obtaining an actual rule set for each of
the forwarding element.

[0093] In a fourth step T4 one or more interactions are
determined between the actual rule sets of two neighboring
forwarding elements and in a fifth step T5 the actual rule sets
are reduced according to the determined interactions so that
the actual rule sets comprise only rules with no interactions of
the respective other actual rule set.

[0094] When two forwarding elements a., o are considered
to be directly connected by a link then the interactions among
the forwarding elements «, o are defined by looking at the
actual rule set ARS® against ARS®. In particular the following
interactions are defined in the o—cq. direction, hence the
subset of rules from ARS® containing an action that forwards
packets to the forwarding element o is determined. Further in
the following subset ARS®" is defined since the packets are
directed to the forwarding element a if they are forwarded by
the port x of the forwarding element o. Further a subset of the
actual rule set of the forwarding element a ARS®  is meant to
be a subset of rules from ARS® that is applied to the only port
y of the forwarding element .. Then the following interac-
tions are possible:

Procrastination

M7 =M [drop] € A
Miz c sz [drop] EA’Z
M7 = My [drop] € A;
M~M [drop] EA~
Shadowing

M = M,7; Vi no conditions

M;* 2 M,% and {M,* - no conditions
M7} = M, Vko= i
M,%~M, and {M,* -

M N M} =M% Vk= i

no conditions

Knotting

M, = M 3 port z € @, connected to o:
[forward to z] € A;*

M © M~ I port z € a, connected to o:
[forward to z] € A;*

M, 2 M~ I port z € a, connected to o:
[forward to z] € A;*

M"~M* 3 port z € @, connected to o:
[forward to z] € A;*

[0095] It has to be noted that the same rule can actually

generate more than one interaction with other rules of for-
warding elements.

[0096] FIG. 3 shows a flow diagram according to a third
embodiment of the present invention.

[0097] InFIG. 3 a flow chart for a method for determining
network-wide interactions between forwarding elements in a
network is shown.

[0098] Ina first step V1 for each forwarding element in the
network the method is performed according to one of the
claims 1 to 6.
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[0099] Ina second step V2 one of the forwarding elements
is selected.
[0100] In a third step V3 a neighbor list of next neighbors

with regard to the selected forwarding element is determined.
[0101] Ina fourthstep V4 the steps cl)to el) of the method
according to one of the claims 7 to 10 is performed.

[0102] In a fifth step V5 the disjoint actual rule sets are
merged to one new actual rule set representing both the neigh-
bor forwarding element and the selected forwarding element.
[0103] In a sixth step V6 a merged forwarding element is
defined with a new actual rule set as new selected forwarding
element and in a seventh step V7 the steps c2) to f2) are
performed iteratively until a predetermined number, prefer-
ably all forwarding elements in the network, have been
merged to two forwarding elements.

[0104] In a eighth step V8 the iteration is stopped and the
iterations may be announced to a controller in the network.
[0105] FIG. 4 shows part of a method according to a fourth
embodiment of the present invention

[0106] In FIG. 4 different steps of merging forwarding
elements comprising rule sets are shown. In FIG. 4 a network
Nhas anumber of forwarding elements FE. Further the dotted
ellipse M1 shows—beginning from the top of FIG. 4—two
forwarding elements to be merged by a merging procedure M.
This results in a merged forwarding element MFE. This
merged forwarding element MFE comprises rule sets of the
two merged forwarding elements FE. The merged forwarding
element MFE is then combined (denoted with reference sign
M2) with a further forwarding element FE in a further merg-
ing operation M. This is performed as long as only two for-
warding elements remain. The merge procedure M is used to
transform two directly connected forwarding elements into
one forwarding element. After a merging step the new net-
work topology has one node/forwarding element FE less than
the original network topology and the number of edges is
reduced by the number of edges connected to the merged
forwarding element. By applying the merging procedure M
n-times this corresponds to an n-hop interaction.

[0107] The merging procedure M performs two directly
connected forwarding elements preferably OpenFlow
switches into a single forwarding element, preferably a single
OpenFlow switch. The merging procedure M is performed
both from the network topology and rule set perspective: in
the following two OpenFlow switches, denoted with o and o
are assumed to be directly connected by a link. The corre-
sponding ports with which they are connected are denoted
with x and y. To apply a merging of the two OpenFlow
switches the following steps are performed:

[0108] Actualize rule sets RS by reducing them to actual
rule sets ARS: apply RS*—=ARS® and RS*—=ARS%;

[0109] ARS:s reduction: detect neighbor interactions for
ARS% and ARS® and delete all shadowed rules;

[0110] Switches ports renaming: rename switches port
from <port_id>to <switch_id>.<port_id>in both ARS®
and ARS®;

[0111] Unchanged rules adding: Build ARS™={ ARS*~
ARS* Y} U{ARS*-ARS™ "}

[0112] For each rule R,e ARS*":

[0113] For each rule R €[ARS ,; ;% ARS *:
[0114] do:
[0115] If M,-M,=M then do nothing;
[0116] else ARS™=|ARS**|AR’ where it R":
{M,-M,}. select (A, Ap); M=M,-M;
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[0117] while M, is not ¢ or no more rules in
[ARS,;;%, ARS]:
[0118] For each rule R,e ARS*":
[0119] For each rule R,e[ARS ,;,;°, ARS “]:
[0120] do:
[0121] If M,-M,=M then do nothing;
[0122] else ARS“°={ARS*°}UR’ where R"
[M,-M,], select (A, Ap); M=M,-M,;
[0123] while M, is not ¢ or no more rules in
{ARS,;,;* ARS,°}:
[0124] Further, “ALL” with regard to port is used as a port
meaning that the rule is applied to all the corresponding ports
of a forwarding element
[0125] The procedure select (A,, A,) is used in order to set
the action for the rules generated for ARS*°. The select-
procedure combines the action of the two actions sets, build-
ing an action set that is the combination of such actions.
Actions are combined by putting them in the order in which
they appear based on the network topology, for example if the
o—>a. direction actions of the rule coming from o are applied
before. In case of conflict, it is resolved based on the conflict-
ing actions:

[0126] set actions—>always apply the “last™ set action,
e.g., in the o—a direction, apply the action of the rule
coming from a

[0127] drop action and forward action—drop has always
the precedence

[0128] forward actions—always apply the “last” set
action, e.g., in the o—adirection, apply the action of the
rule coming from o

[0129] The presented algorithm can be easily extended to a
more general case where more than one link is in place among
the forwarding elements.

[0130] FIG. 5 shows part of a method according to a fifth
embodiment of the present invention.

[0131] In FIG. 5 steps are shown for detecting network-
wide interactions. First in a network N1 comprising forward-
ing elements FE, a forwarding element is selected denoted
with reference sign SFE. Then with regard to the selected
forwarding element SFE the neighbors, i.e. the next neighbor
forwarding elements NNFE are determined. Then interac-
tions between the next neighbor forwarding elements NNFE
are detected (reference sign NID) and preferably randomly
one of these next neighbor forwarding elements NNFE is
selected to be merged with the previously selected forwarding
element SFE. The merging procedure M is applied and the
forwarding elements FE in the ellipse M1 are merged. Then
beginning from the merged forwarding element MFE the
interactions to the next neighbor forwarding elements NNFE
are detected (reference sign NID) and randomly a next neigh-
bor forwarding element NNFE is selected for merging. Then
the merging procedure M is applied again to the two forward-
ing elements FE in the ellipse M2. This is performed itera-
tively until only two forwarding elements remain (see on the
bottom on the right of FIG. 5)

[0132] Therefore, network-wide interactions can be
detected by combining the inter-actions between the next
neighbors and a merge procedure. The procedure starts from
the forwarding element for which rule interactions are
detected and then interaction to the neighbors are detected.
Then one of the neighbor forwarding elements is selected,
preferably randomly and merged with the previous forward-
ing element. Then with respect to the merged forwarding
element the forwarding element interactions to next neigh-
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bors are determined again for detecting the interactions and so
on. This provides a network which is transformed into a
network with a two forwarding element topology

[0133] The present invention can be particularly used for
OpenFlow network programming and analysis and manage-
ment of forwarding elements, preferably OpenFlow switches
and their optimization. Further the present invention may be
used as a debug tool: when developing an application, pref-
erably an OpenFlow application, algorithms can be used to
verify the interaction among rules which are installed in the
corresponding OpenFlow switches. For example it can point
any overhead in the developed application or unexpected rule
interaction may be detected that predict a wrong handling of
some traffic flows, for example loops or the like.

[0134] The present invention may be used with a so-called
advance controller: the present invention may be integrated in
an advanced controller as a mean to analyze rules in order to
provide some forms of automation in rules management, for
example rejecting duplicated rules, reordering rule priorities
to avoid shadowing, rule splitting to avoid redundancy and
correlation, rules modification to avoid procrastination, etc.
In particular the present invention may be used in a network
operating system. Since for example the network operating
system may include a runtime environment being able to
translate high level inputs coming from several applications
into lower level flow table entries the present invention may
be applied to perform different optimizations. In particular,
optimizations can be used to reduce resource consumption in
the network, for example forwarding bandwidth on links,
flow table space, CPU load on the corresponding switches or
the like.

[0135] Further, the present invention may be used when the
network is controlled by several controllers operated by dif-
ferent administrative domains. For example OpenFlow con-
trollers are developed separately and their interactions cannot
be planned in advance. Assuming that according to some
policies the administrative domains accept to share part of
their knowledge of their networks, the present invention may
be used to detect interactions among the independently work-
ing controllers. The automation of the interaction detection
enable the administrative operators the fast react to any
update of the controllers out of their network in case such
updates are modifying the behavior of their network with
potentially conflicting rules. Even further, the present inven-
tion may be used to determine cross-domain network inter-
actions since being able to highlight the interactions of two
independently managed networks, preferably OpenFlow net-
works.

[0136] In summary the present invention enables the defi-
nition of network transformation and analysis procedures to
provide runtime operation optimizations. The present inven-
tions further enables the detection of interacting rules, pref-
erably OpenFlow rules from a network-wide perspective and
enables the definition of network transformation procedures
for simplifying network analysis.

[0137] The present invention further enables an optimiza-
tion of network resource consumption, for example by saving
forwarding bandwidth on links, flow table space and CPU
load on the forwarding elements. The present invention
allows interactions to be made visible in the forwarding ele-
ments, preferably in the network switches flow tables in order
to allow the check a controller implementation or competing
controller functions. Even further the present invention
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allows a classification of interacting rules to see the degree of
severity. For example a procrastination interaction can point
out a waste of bandwidth.

[0138] Further the present invention enables an automated
discovery of interacting rules thereby letting a user to focus
on potential problems only and not waste time on non-prob-
lematic rules. The present invention enables to detect poten-
tial rule problems continuously even before an error becomes
noticeable. The present invention is easy to implement, for
example may be applied for different operational domains
without involving any modification to controllers of such
domains.

[0139] Many modifications and other embodiments of the
invention set forth herein will come to mind the one skilled in
the art to which the invention pertains having the benefit of the
teachings presented in the foregoing description and the asso-
ciated drawings. Therefore, it is to be understood that the
invention is not to be limited to the specific embodiments
disclosed and that modifications and other embodiments are
intended to be included within the scope of the appended
claims. Although specific terms are employed herein, they are
used in a generic and descriptive sense only and not for
purposes of limitation.

1-17. (canceled)

18. A method for detecting interactions on a forwarding
element in a network (N), wherein the forwarding element
(FE) is operable to forward data according to rules, installable
on the forwarding element (FE), and wherein a rule set (RS)
is installed on the forwarding element (FE), and wherein the
rule set (RS) comprises rules (R), and wherein a rule com-
prises a match set (M) and at least corresponding action set
(A), wherein the match set (M) comprises at least one match
field () and wherein the action set (A) comprises one or more
actions (a) wherein action set (A) to be performed when
matching a match set (M) and a priority (priority (R))
assigned to each rule (R),

characterized by the steps of

a) Determining (S1) one or more relations between the
match sets (M) based on match field relations (f)

b) Determining (S2) one or more relations between the
action sets (A)

¢) Determining (S3) one or more interactions between
the rules (R) based on the determined relations
between the match sets (M) and the action sets (A),
wherein each rule (R,) is tested against another rule
(R,) for determining the interaction

d) Reducing (S4) the rule set (RS) to an actual rule set
(ARS) according to the determined interactions so
that the actual rule set (ARS) comprises only rules (R)
with no interactions among them.

19. The method according to claim 18, characterized in that
duplication, redundancy, generalization, shadowing, correla-
tion, inclusion and/or extension as rule interactions are deter-
mined.

20. The method according to claim 18, characterized in that
match field relations are classified into a disjoint, equal, sub-
set, superset and/or overlapping relation.

21. The method according to claim 18, characterized in that
match set relations are classified into a disjoint, exactly
matching, subset, superset and/or correlated relation.

22. The method according to claim 18, characterized in that
action set relations are classified into a disjoint, related, sub-
set, superset and/or equal relation.
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23. The method according to claim 18, characterized in that
step d) is performed by performing the substeps

da) deleting all rules (R) classified as duplication, shad-

owed and inclusion.

db) iteratively build the actual rule set (ARS) wherein the

number of iterations is the number of rules (R) in the rule
set (RS) to be reduced and wherein match fields (f) are
reduced depending on the relation between a match field
(f) of arule (R,) with a higher priority and a match field
(D) of another rule (R ).

24. A method for detecting neighbor interactions between
neighboring forwarding elements in a network (FE, NNFE),
characterized by the steps of

al) selecting (T1) one of the forwarding elements (SFE) as

reference for determining neighbor forwarding ele-
ments (NNFE),

b1) determining (12) a neighbor list based on the forward-

ing elements (NNFE) directly connected to the selected
forwarding element (SFE)

cl) performing (T3) the method according to claim 18 for

each of the forwarding elements (NNFE) in the neighbor
list for obtaining an actual rule set (ARS) for each of the
forwarding elements (NNFE),

d1) determining (T4) one or more interactions between the

actual rule sets (ARS) of two neighboring forwarding
elements (FE, NNFE)

el) reducing (T5) the actual rules sets (ARS) according to

the determined interactions so that the actual rules sets
(ARS) comprise only rules with no interactions to a rule
(R) of the respective other actual rule set (ARS).

25. The method according to claim 24, characterized in that
rules of an actual rule set (ARS) are splitted with respect to an
ingress port of a forwarding element (FE).

26. The method according to claim 24, characterized in that
the actual rule set (ARS) of the selected forwarding element
(SFE) comprises all forwarding rules forwarding to a neigh-
bor forwarding element (NNFE), that interactions are deter-
mined between the actual rule set (ARS) and the actual rule
set of the neighbor forwarding element (NNFE) and then
interactions within the actual rule set (ARS) of the selected
forwarding element (SFE) are checked with regard to ports,
preferably wherein for shadowing interactions a separate
potential shadow list is determined and the potential shadow
list is separately reduced by removing all rules (R) which are
not shadowed.

27. The method according to claim 24, characterized in that
in step d1) match set transformations are checked.

28. A method for determining network-wide interactions
between forwarding elements (FE) in a network (N), charac-
terized by the steps of

a2) performing (V1) for each forwarding element (FE) in

the network (N) the method according to claim 18,
b2) selecting (V2) one of the forwarding elements (FE),
¢2) determining (V3) a neighbor list of next neighbors
(NNFE) with regard to the selected forwarding element
(SFE),
d2) performing (V4) steps c1) to el) as follows:
cl) performing (T3) the method for each of the forward-
ing elements (NNFE) in the neighbor list for obtain-
ing an actual rule set (ARS) for each of the forwarding
elements (NNFE),
dl) determining (T4) one or more interactions between
the actual rule sets (ARS) of two neighboring for-
warding elements (FE, NNFE),
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el) reducing (T5) the actual rules sets (ARS) according

to the determined interactions so that the actual rules

sets (ARS) comprise only rules with no interactions to

arule (R) of therespective other actual rule set (ARS),

e2) merging (V5) the disjoint actual rule sets to one new

actual rule set (ARS) representing both the neighbor

forwarding element (NNFE) and the selected forward-
ing element (SFE),

f2) defining (V6) a merged forwarding element (MFE)

with the new actual rule set (ARS) as new selected
forwarding element (SFE),

g2) performing (V7) the steps c2) to f2) iteratively until a

predetermined number, preferably all forwarding ele-
ments (FE) in the network (N) have been merged to two
forwarding elements (FE).

29. The method according to claim 28, characterized in that
rules (R) are installed on a forwarding element (FE) by a
centralized controller, preferably wherein the controller per-
forms caching of the rules (R) installed on the forwarding
elements (FE).

30. The method according to claim 28, characterized in that
for merging ports of the forwarding elements (FE) are added
with forwarding element identification information.

31. The method according to claim 28, characterized in that
for merging actions of at least two action sets (A, A,) are
combined to a single action set (A) based on the network
topology.

32. The method according to claim 31, characterized in that
combining is performed by putting the actions (a) into appear-
ance order in the network (N).

33. The method according to claim 28, characterized in that
determined interactions are announced in at least a part of the
network (N), preferably to a centralized controller.

34. A system for determining network-wide interactions
between forwarding elements (FE) in a network (N), charac-
terized by

reducing means, preferably the forwarding element (FE)

itself and/or a centralized controller (C) in the network
(N), is operable to perform the method according to
claim 18 on the forwarding element

determining means operable to select one of the forward-

ing elements (FE) and to determine a neighbor list of
next neighbors (NNFE) with regard to the selected for-
warding element (SFE),

reducing means operable to perform steps cl) to el) as

follows:

cl) performing (T3) the method for each of the forward-
ing elements (NNFE) in the neighbor list for obtain-
ing an actual rule set (ARS) for each ofthe forwarding
elements (NNFE),

dl1) determining (T4) one or more interactions between
the actual rule sets (ARS) of two neighboring for-
warding elements (FE, NNFE),

el) reducing (T5) the actual rules sets (ARS) according
to the determined interactions so that the actual rules
sets (ARS) comprise only rules with no interactions to
arule (R) of therespective other actual rule set (ARS),

merging means operable to merge the disjoint actual rule

sets (ARS) to one new actual rule set (ARS) representing

both the neighbor forwarding element (NNFE) and the

selected forwarding element (SFE) and to define a

merged forwarding element (MFE) with the new actual

rule set (ARS) as new selected forwarding element

(SFE)
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iteration means operable to perform steps c2) to g2) itera-
tively as follows:
c2) determining (V3) a neighbor list of next neighbors
(NNFE) with regard to the selected forwarding ele-
ment (SFE),
d2) performing (V4) steps c1) to el) as follows:

cl) performing (T3) the method for each of the for-
warding elements (NNFE) in the neighbor list for
obtaining an actual rule set (ARS) for each of the
forwarding elements (NNFE),

dl) determining (T4) one or more interactions
between the actual rule sets (ARS) of two neigh-
boring forwarding elements (FE, NNFE),

el) reducing (T5) the actual rules sets (ARS) accord-
ing to the determined interactions so that the actual
rules sets (ARS) comprise only rules with no inter-
actions to a rule (R) of the respective other actual
rule set (ARS),

e2) merging (V5) the disjoint actual rule sets to one new
actual rule set (ARS) representing both the neighbor
forwarding element (NNFE) and the selected for-
warding element (SFE),

2) defining (V6) a merged forwarding element (MFE)
with the new actual rule set (ARS) as new selected
forwarding element (SFE),
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g2) performing (V7) the steps c2) to f2) iteratively until a
predetermined number, preferably all forwarding ele-
ments (FE) in the network (N) have been merged to two
forwarding elements (FE),

until a predetermined number, preferably all forwarding
elements (FE) in the network (N) have been merged to
two forwarding elements (FE).

35. The method according to claim 18, characterized in that
rules (R) are installed on a forwarding element (FE) by a
centralized controller, preferably wherein the controller per-
forms caching of the rules (R) installed on the forwarding
elements (FE).

36. The method according to claim 18, characterized in that
determined interactions are announced in at least a part of the
network (N), preferably to a centralized controller.

37. The method according to claim 24, characterized in that
rules (R) are installed on a forwarding element (FE) by a
centralized controller, preferably wherein the controller per-
forms caching of the rules (R) installed on the forwarding
elements (FE).

38. The method according to claim 24, characterized in that
determined interactions are announced in at least a part of the
network (N), preferably to a centralized controller.
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