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(57) ABSTRACT 

A model-based industrial security policy configuration sys 
tem implements a plant-wide industrial asset security policy 
in accordance with security policy definitions provided by a 
user. The configuration system models the collection of 
industrial assets for which diverse security policies are to be 
implemented. An interface allows the user to define security 
policies for a plant environment at a high-level by grouping 
the industrial assets into security Zones, and defining any 
additional communication permissions in terms of asset-to 
asset, asset-to-Zone, or Zone-to-Zone conduits. Based on the 
model and these policy definitions, the system generates 
asset-level security setting instructions configured to set 
appropriate security settings on one or more of the industrial 
assets, and deploys these instructions to the appropriate 
assets in order to implement the defined security policy. 
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MODEL-BASED SECURITY POLICY 
CONFIGURATION AND ENFORCEMENT IN 
AN INDUSTRIAL AUTOMATION SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority to U.S. Provisional 
Application Ser. No. 62/286,072, filed on Jan. 22, 2016, and 
entitled “MODEL-BASED SECURITY POLICY CON 
FIGURATION AND ENFORCEMENT IN AN INDUS 
TRIAL AUTOMATION SYSTEM, the entirety of which is 
incorporated herein by reference. 

BACKGROUND 

0002 The subject matter disclosed herein relates gener 
ally to industrial automation systems, and, more particularly, 
to implementation of security policies in an industrial envi 
rOnment. 

BRIEF DESCRIPTION 

0003. The following presents a simplified summary in 
order to provide a basic understanding of some aspects 
described herein. This Summary is not an extensive over 
view nor is intended to identify key/critical elements or to 
delineate the scope of the various aspects described herein. 
Its sole purpose is to present some concepts in a simplified 
form as a prelude to the more detailed description that is 
presented later. 
0004. In one or more embodiments, a system for config 
uring security in an industrial environment is provided, 
comprising an interface component configured to receive 
Zone configuration input that assigns respective industrial 
assets to selected security Zones; an instruction translation 
component configured to generate one or more security 
configuration instructions directed to one or more of the 
industrial assets based on the Zone configuration input, 
wherein the one or more security configuration instructions 
are configured to set respective asset-level security settings 
on the one or more of the industrial assets; and a commu 
nication component configured to send the one or more 
security configuration instructions to the one or more of the 
industrial assets. 
0005 Also, according to one or more embodiments, a 
method for configuring industrial network security is pro 
vided, comprising receiving, by a system comprising at least 
one processor, Zone configuration input data that defines 
groups of industrial devices and associates the groups to 
respective security Zones; generating, by the system, one or 
more security configuration instructions based on the Zone 
configuration input, wherein the one or more security con 
figuration instructions are configured to set respective 
device-level security settings on one or more of the indus 
trial devices; and sending, by the system, the one or more 
security instructions to the one or more of the industrial 
devices. 
0006. Also, a non-transitory computer-readable medium 

is provided having stored thereon executable instructions 
that, in response to execution, cause a computer system 
comprising at least one processor to perform operations, the 
operations comprising receiving, Zone configuration data 
that assigns respective industrial assets to selected security 
Zones; generating one or more security configuration 
instructions based on the Zone configuration data, wherein 
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the one or more security configuration instructions are 
configured to set respective asset-level security settings on 
one or more of the industrial assets; and sending the one or 
more security instructions to the one or more of the indus 
trial assets. 
0007 To the accomplishment of the foregoing and related 
ends, certain illustrative aspects are described herein in 
connection with the following description and the annexed 
drawings. These aspects are indicative of various ways 
which can be practiced, all of which are intended to be 
covered herein. Other advantages and novel features may 
become apparent from the following detailed description 
when considered in conjunction with the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 FIG. 1 is a block diagram of an example industrial 
control environment. 
0009 FIG. 2 is a block diagram of an example model 
based security configuration system. 
0010 FIG. 3 is a diagram illustrating assignment of 
industrial devices to various security Zones. 
0011 FIG. 4 is a diagram of an example system archi 
tecture that includes security configuration system for con 
figuration of plant-wide device security policies. 
0012 FIG. 5 is a diagram illustrating modeling of a 
network of industrial assets by a model-based security 
policy configuration system. 
0013 FIGS. 6A-6D are example configuration trees that 
can be rendered by a graphical interface component of a 
model-based security policy configuration system for dis 
play and configuration of security policies. 
0014 FIG. 7A is a table illustrating example configura 
tion input that can be provided to a security configuration 
system by a user in order to implement a security policy. 
0015 FIG. 7B is a diagram depicting the security strategy 
implemented by the security policy configuration system in 
accordance with the user-provided configuration input 
depicted in FIG. 7A. 
0016 FIG. 8A is a table illustrating example configura 
tion input that can be provided to a security configuration 
system by a user in order to implement a security policy. 
0017 FIG. 8B is a diagram depicting the security strategy 
implemented by the security policy configuration system in 
accordance with the user-provided configuration input 
depicted in FIG. 8A. 
0018 FIG. 9A is a table illustrating example configura 
tion input that can be provided to a security configuration 
system by a user in order to implement a security policy. 
0019 FIG.9B is a diagram depicting the security strategy 
implemented by the security policy configuration system in 
accordance with the user-provided configuration input 
depicted in FIG. 9A. 
0020 FIG. 10A is a table illustrating example configu 
ration input that can be provided to a security configuration 
system by a user in order to implement a security policy. 
0021 FIG. 10B is a diagram depicting the security strat 
egy implemented by the security policy configuration sys 
tem in accordance with the user-provided configuration 
input depicted in FIG. 10A. 
0022 FIG. 11A is a table illustrating example configu 
ration input that can be provided to a security configuration 
system by a user in order to implement a security policy. 
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0023 FIG. 11B is a diagram depicting the security strat 
egy implemented by the security policy configuration sys 
tem in accordance with the user-provided configuration 
input depicted in FIG. 11A. 
0024 FIG. 12A is a table illustrating example configu 
ration input that can be provided to a security configuration 
system by a user in order to implement a security policy. 
0025 FIG. 12B is a diagram depicting the security strat 
egy implemented by the security policy configuration sys 
tem in accordance with the user-provided configuration 
input depicted in FIG. 12A. 
0026 FIG. 13A is a table illustrating example configu 
ration input that can be provided to a security configuration 
system by a user in order to implement a security policy. 
0027 FIG. 13B is a diagram depicting the security strat 
egy implemented by the security policy configuration sys 
tem in accordance with the user-provided configuration 
input depicted in FIG. 13A. 
0028 FIG. 14 is a flowchart of an example methodology 
for configuring and implementing a plant-wide security 
strategy using a model-based industrial security configura 
tion system. 
0029 FIG. 15 is an example computing environment. 
0030 FIG. 16 is an example networking environment. 

DETAILED DESCRIPTION 

0031. The subject disclosure is now described with ref 
erence to the drawings, wherein like reference numerals are 
used to refer to like elements throughout. In the following 
description, for purposes of explanation, numerous specific 
details are set forth in order to provide a thorough under 
standing thereof. It may be evident, however, that the subject 
disclosure can be practiced without these specific details. In 
other instances, well-known structures and devices are 
shown in block diagram form in order to facilitate a descrip 
tion thereof. 
0032. As used in this application, the terms “component,” 
“system,” “platform,” “layer,” “controller,” “terminal,” “sta 
tion,” “ 99 & node.” “interface' are intended to refer to a com 
puter-related entity or an entity related to, or that is part of 
an operational apparatus with one or more specific function 
alities, wherein such entities can be either hardware, a 
combination of hardware and software, software, or soft 
ware in execution. For example, a component can be, but is 
not limited to being, a process running on a processor, a 
processor, a hard disk drive, multiple storage drives (of 
optical or magnetic storage medium) including affixed (e.g., 
screwed or bolted) or removable affixed solid-state storage 
drives; an object; an executable; a thread of execution; a 
computer-executable program, and/or a computer. By way 
of illustration, both an application running on a server and 
the server can be a component. One or more components can 
reside within a process and/or thread of execution, and a 
component can be localized on one computer and/or dis 
tributed between two or more computers. Also, components 
as described herein can execute from various computer 
readable storage media having various data structures stored 
thereon. The components may communicate via local and/or 
remote processes such as in accordance with a signal having 
one or more data packets (e.g., data from one component 
interacting with another component in a local system, dis 
tributed system, and/or across a network Such as the Internet 
with other systems via the signal). As another example, a 
component can be an apparatus with specific functionality 
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provided by mechanical parts operated by electric or elec 
tronic circuitry which is operated by a software or a firm 
ware application executed by a processor, wherein the 
processor can be internal or external to the apparatus and 
executes at least a part of the Software or firmware appli 
cation. As yet another example, a component can be an 
apparatus that provides specific functionality through elec 
tronic components without mechanical parts, the electronic 
components can include a processor therein to execute 
software or firmware that provides at least in part the 
functionality of the electronic components. As further yet 
another example, interface(s) can include input/output (I/O) 
components as well as associated processor, application, or 
Application Programming Interface (API) components. 
While the foregoing examples are directed to aspects of a 
component, the exemplified aspects or features also apply to 
a system, platform, interface, layer, controller, terminal, and 
the like. 

0033. As used herein, the terms “to infer and “inference' 
refer generally to the process of reasoning about or inferring 
states of the system, environment, and/or user from a set of 
observations as captured via events and/or data. Inference 
can be employed to identify a specific context or action, or 
can generate a probability distribution over states, for 
example. The inference can be probabilistic—that is, the 
computation of a probability distribution over states of 
interest based on a consideration of data and events. Infer 
ence can also refer to techniques employed for composing 
higher-level events from a set of events and/or data. Such 
inference results in the construction of new events or actions 
from a set of observed events and/or stored event data, 
whether or not the events are correlated in close temporal 
proximity, and whether the events and data come from one 
or several event and data sources. 
0034. In addition, the term “or” is intended to mean an 
inclusive 'or' rather than an exclusive “or.” That is, unless 
specified otherwise, or clear from the context, the phrase “X 
employs A or B is intended to mean any of the natural 
inclusive permutations. That is, the phrase "X employs A or 
B' is satisfied by any of the following instances: X employs 
A: X employs B; or X employs both A and B. In addition, 
the articles “a” and “an as used in this application and the 
appended claims should generally be construed to mean 
“one or more' unless specified otherwise or clear from the 
context to be directed to a singular form. 
0035. Furthermore, the term “set’ as employed herein 
excludes the empty set; e.g., the set with no elements therein. 
Thus, a “set in the subject disclosure includes one or more 
elements or entities. As an illustration, a set of controllers 
includes one or more controllers; a set of data resources 
includes one or more data resources; etc. Likewise, the term 
“group’ as utilized herein refers to a collection of one or 
more entities; e.g., a group of nodes refers to one or more 
nodes. 
0036 Various aspects or features will be presented in 
terms of systems that may include a number of devices, 
components, modules, and the like. It is to be understood 
and appreciated that the various systems may include addi 
tional devices, components, modules, etc. and/or may not 
include all of the devices, components, modules etc. dis 
cussed in connection with the figures. A combination of 
these approaches also can be used. 
0037 FIG. 1 is a block diagram of an example industrial 
control environment 100, including a number of diverse 
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industrial devices and assets. In this example, a number of 
industrial controllers 118 are deployed throughout an indus 
trial plant environment to monitor and control respective 
industrial systems or processes relating to product manufac 
ture, machining, motion control, batch processing, material 
handling, or other such industrial functions. Industrial con 
trollers 118 typically execute respective control programs to 
facilitate monitoring and control of industrial devices 120 
making up the controlled industrial systems. One or more 
industrial controllers 118 may also comprise a soft controller 
executed on a personal computer or other hardware plat 
form, or a hybrid device that combines controller function 
ality with other functions (e.g., visualization). The control 
programs executed by industrial controllers 118 can com 
prise any conceivable type of code used to process input 
signals read from the industrial devices 120 and to control 
output signals generated by the industrial controllers, includ 
ing but not limited to ladder logic, sequential function 
charts, function block diagrams, or structured text. 
0038 Industrial devices 120 may include both input 
devices that provide data relating to the controlled industrial 
systems to the industrial controllers 118, and output devices 
that respond to control signals generated by the industrial 
controllers 118 to control aspects of the industrial systems. 
Example input devices can include telemetry devices (e.g., 
temperature sensors, flow meters, level sensors, pressure 
sensors, etc.), manual operator control devices (e.g., push 
buttons, selector Switches, etc.), safety monitoring devices 
(e.g., safety mats, safety pull cords, light curtains, etc.), and 
other such devices. Output devices may include motor 
drives, pneumatic actuators, signaling devices, robot control 
inputs, valves, and the like. 
0039 Industrial controllers 118 may communicatively 
interface with industrial devices 120 over hardwired or 
networked connections. For example, industrial controllers 
118 can be equipped with native hardwired inputs and 
outputs that communicate with the industrial devices 120 to 
effect control of the devices. The native controller I/O can 
include digital I/O that transmits and receives discrete 
Voltage signals to and from the field devices, or analog I/O 
that transmits and receives analog Voltage or current signals 
to and from the devices. The controller I/O can communicate 
with a controller's processor over a backplane such that the 
digital and analog signals can be read into and controlled by 
the control programs. Industrial controllers 118 can also 
communicate with industrial devices 120 over a network 
using, for example, a communication module or an inte 
grated networking port. Exemplary networks can include the 
Internet, intranets, Ethernet, DeviceNet, ControlNet, Data 
Highway and Data Highway Plus (DH/DH+), Remote I/O. 
Fieldbus, Modbus, Profibus, wireless networks, serial pro 
tocols, and the like. The industrial controllers 118 can also 
store persisted data values that can be referenced by the 
control program and used for control decisions, including 
but not limited to measured or calculated values representing 
operational states of a controlled machine or process (e.g., 
tank levels, positions, alarms, etc.) or captured time series 
data that is collected during operation of the automation 
system (e.g., status information for multiple points in time, 
diagnostic occurrences, etc.). 
004.0 Industrial automation systems often include one or 
more human-machine interfaces (HMIs) 114 that allow plant 
personnel to view telemetry and status data associated with 
the automation systems, and to control Some aspects of 
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system operation. HMIS 114 may communicate with one or 
more of the industrial controllers 118 over a plant network 
116, and exchange data with the industrial controllers to 
facilitate visualization of information relating to the con 
trolled industrial processes on one or more pre-developed 
operator interface screens. HMIS 114 can also be configured 
to allow operators to Submit data to specified data tags or 
memory addresses of the industrial controllers 118, thereby 
providing a means for operators to issue commands to the 
controlled systems (e.g., cycle start commands, device 
actuation commands, etc.), to modify setpoint values, etc. 
HMIS 114 can generate one or more display Screens through 
which the operator interacts with the industrial controllers 
118, and thereby with the controlled processes and/or sys 
tems. Example display screens can visualize present states 
of industrial systems or their associated devices using 
graphical representations of the processes that display 
metered or calculated values, employ color or position 
animations based on state, render alarm notifications, or 
employ other such techniques for presenting relevant data to 
the operator. Data presented in this manner is read from 
industrial controllers 118 by HMIS 114 and presented on one 
or more of the display screens according to display formats 
chosen by the HMI developer. 
0041. Other industrial devices or assets can include 
industrial robots 122, which may operate in accordance with 
programs executed by their own internal controllers, in 
conjunction with information exchanged with one or more 
external controllers (e.g., PLCs 118). Some industrial envi 
ronments may also include a number of Sub-Systems that 
perform various production, quality, or safety functions, 
including but not limited to vision systems, safety systems 
(e.g., optical presence sensing systems, safety relay systems, 
etc.), product quality check systems (e.g., leak test systems), 
or other Such assets. 

0042 Some industrial environments may also include 
one or more data historians 110 that aggregate and store 
production information collected from the industrial con 
trollers 118 or other data sources, or a device documentation 
store 104 containing electronic documentation for the vari 
ous industrial devices making up the controlled industrial 
systems. Other industrial devices or assets may include 
inventory tracking systems 102, work order management 
systems 106, or other such systems, some or all of which 
may reside on an office network 108 of the industrial 
environment (e.g., a separately managed network relative to 
plant network 116). The industrial network environment 
may also include a number of network architecture 
devices—such as firewall 124, hubs, routers, or Switches— 
that connect separate networks and/or networked devices 
and manage data flow between the various devices and 
networks. 

0043. Since so many industrial devices, systems, and 
assets reside on plant and/or office networks, system design 
ers must often configure network security features that 
prevent unauthorized access to the industrial assets by 
unauthorized users or devices. Such security measures are 
required to prevent unauthorized viewing of production data 
or other sensitive information, or to prevent remote entities 
from assuming control of the industrial assets and modifying 
control sequences or device parameters. Configuring Secu 
rity for industrial assets may include, for example, defining 
access permissions for respective industrial assets (e.g., 
specifying which other devices or personnel may access a 
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given industrial asset), configuring digital certificates or 
key-based security for secure data exchange between 
devices, assigning Internet Protocol (IP) addresses to respec 
tive devices, defining network workgroups, configuring fire 
wall parameters to filter access to devices and systems on a 
plant or office network, configuring whitelists explicitly 
defining which devices are permitted to exchange data with 
a given asset, or other such configuration actions. 
0044) Typically, setting up security for an industrial auto 
mation environment requires a user to configure security 
parameters and definitions for a large number of separate 
devices individually. This can be a time-consuming process 
in an industrial environment comprising a large number of 
industrial assets and network infrastructure devices. More 
over, configuring these industrial assets for security often 
requires specialized knowledge of the individual devices 
being configured, thereby limiting the number of personnel 
qualified to configure and manage security settings for an 
industrial environment. Security configuration is rendered 
more difficult when the industrial environment comprises 
devices manufactured by a number of different device 
vendors, since the tools and procedures for configuring 
security settings and parameters for industrial devices can 
vary considerably across different product vendors. As such, 
a person responsible for configuring device security in an 
industrial environment may require understanding of a wide 
range of Vendor-specific security configuration tools and 
parameter settings. Also, since security parameters and 
policies for the respective devices must be configured manu 
ally for each device individually, the process of defining 
security policies is prone to human error. Such errors may 
result in blocked communications between devices that 
require a reliable channel for data exchange. Finding and 
correcting these configuration errors can be a time-consum 
ing and complicated process, and is often cited as a reason 
why owners of industrial assets opt to leave device security 
features disabled, putting the industrial devices and pro 
cesses at risk. 

0045. To address these and other issues, one or more 
embodiments of the present disclosure relate to a model 
based security policy configuration system for industrial 
automation devices and assets. In one or more embodiments, 
the configuration system can maintain a model of an indus 
trial environment that inventories industrial devices and 
network infrastructure devices distributed throughout a plant 
environment, as well as networked interconnections and 
relationships between the various devices. A user interface 
associated with the configuration system allows a user to 
group sets of devices that share a common security context 
into security Zones using an integrated modeling tool. Each 
security Zone comprises devices that are to communicate 
with one another in a secure manner as part of normal 
operation of an automation system, and which share com 
mon security requirements. Devices outside a given security 
Zone are to be prevented from communicating with devices 
within the Zone. If communication to devices outside the 
Zone are required, the system allows the user to define a 
conduit between a device within the Zone and a device 
outside the Zone, between devices within the Zone and 
another Zone, or between the Zone and another Zone, 
depending on communication requirements. 
0046. Once all necessary devices of an automation sys 
tem or plant environment have been added to respective 
security Zones and any desired conduits are defined, the 
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configuration system can implement a system-wide security 
policy based on the Zone and conduit information defined by 
the user, as well as the system model. The configuration 
system translates the defined security policy into device 
level security configuration instructions that are then down 
loaded or otherwise sent to the appropriate devices (e.g., 
network infrastructure devices and/or industrial devices) in 
order to implement the defined security policy. This trans 
lation can be based on defined translation rules maintained 
by the configuration system. These translation rules can 
include vendor-specific rules capable of generating appro 
priate security configuration instructions for respective ven 
dor-specific devices. In this way, the system hides or 
abstracts from the user the technical complexities associated 
with setting device-level security parameters. The configu 
ration system also abstracts the cross-vendor or cross 
product differences in technology required to enforce the 
security policy. 
0047 FIG. 2 is a block diagram of an example model 
based security configuration system 202 according to one or 
more embodiments of this disclosure. Aspects of the sys 
tems, apparatuses, or processes explained in this disclosure 
can constitute machine-executable components embodied 
within machine(s), e.g., embodied in one or more computer 
readable mediums (or media) associated with one or more 
machines. Such components, when executed by one or more 
machines, e.g., computer(s), computing device(s), automa 
tion device(s), virtual machine(s), etc., can cause the 
machine(s) to perform the operations described. 
0048 Model-based security configuration system 302 
can include a graphical interface component 204, an instruc 
tion translation component 206, a communication compo 
nent 208, a device discovery component 210, one or more 
processors 212, and memory 214. In various embodiments, 
one or more of the graphical interface component 204. 
instruction translation component 206, communication com 
ponent 208, device discovery component 210, the one or 
more processors 212, and memory 214 can be electrically 
and/or communicatively coupled to one another to perform 
one or more of the functions of the model-based security 
configuration system 202. In some embodiments, compo 
nents 204, 206, 208, and 210 can comprise software instruc 
tions stored on memory 214 and executed by processor(s) 
212. Model-based security configuration system 202 may 
also interact with other hardware and/or software compo 
nents not depicted in FIG. 2. For example, processor(s) 212 
may interact with one or more external user interface 
devices, such as a keyboard, a mouse, a display monitor, a 
touchscreen, or other such interface devices. 
0049 Graphical interface component 204 can be config 
ured to generate a set of graphical user interface displays 
with which a user can interact in order to define security 
Zones, assign industrial and networking devices to defined 
Zones, define conduits between devices and/or Zones, down 
load or distribute security configuration instructions to 
appropriate devices that make up an industrial automation 
environment, and other such functions. Example displays 
will be described in more detail below. 

0050. Instruction translation component 206 can be con 
figured to read device, Zone, and conduit information pro 
vided by the user (or automatically detected by the configu 
ration system 202) and generate a set of security 
configuration instructions that, when implemented on 
respective industrial and/or networking devices, enforce the 
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plant-wide security strategy defined by the user-provided 
device, Zone, and conduit information. The instruction trans 
lation component 206 can generate these instructions based 
on a stored model 216 that describes the inventory of 
industrial and networking devices that make up the user's 
plant environment, as well as the networked connectivity 
between the devices. This model 216 includes vendor and 
model information for the various devices, allowing instruc 
tion translation component 206 to generate appropriate 
vendor- and model-specific security configuration instruc 
tions that will implement the user's desired security policies. 
Instruction translation component 206 can also generate 
these instructions based on defined business rules 218 that 
determine how security configuration conflicts are to be 
resolved for a given scenario. 
0051 Communication component 208 can be configured 
to exchange data between the model-based security configu 
ration system 202 and devices on a plant and/or office 
network. This can include, for example, sending security 
configuration instructions to the devices, polling for device 
identification and configuration information, etc. Device 
discovery component 210 is an optional component that can 
be included in Some embodiments, and can be configured to 
discover and identify devices on the plant network for which 
security is to be configured. This can include identifying 
model information, vendor information, firmware revision 
information, network identifiers, or other such information. 
0052. The one or more processors 212 can perform one or 
more of the functions described herein with reference to the 
systems and/or methods disclosed. Memory 214 can be a 
computer-readable storage medium storing computer-ex 
ecutable instructions and/or information for performing the 
functions described herein with reference to the systems 
and/or methods disclosed. 

0053. The model-based security configuration system 
described herein allows a user to easily create a security 
model for their collection of networked industrial assets, 
which is then used by the system to generate device-specific 
security configuration instructions and set device security 
parameters for individual devices on the network. The 
security model can be based on IEC 62443 standards, which 
recommend defining Zones of trust within a given plant 
environment, such that devices that are to be allowed to 
communicate securely and which share common security 
requirements are assigned to a common Zone. FIG. 3 is a 
diagram illustrating assignment of industrial devices to 
various security Zones. In this example, a number of indus 
trial devices have been grouped into three security Zones. In 
general, each Zone is a grouping of logical or physical assets 
that share common security requirements. Devices within a 
common security Zone are to be allowed to exchange data 
with one another via secure communication channels, but 
are not permitted to communicate with devices that are not 
assigned to that Zone unless a channel or conduit is defined. 
A channel is a specific logical or physical communication 
link between assets in two separate Zones. A conduit (rep 
resented by lines 302 and 304) is a logical group of com 
munication channels between two or more devices and/or 
Zones that share common security requirements. For con 
duits, a boundary device can be defined as a communication 
security asset (e.g., a network infrastructure device) that 
provides an interface between a Zone and a conduit. As will 
be describe in more detail below, modeling tools provided 
by the security configuration system described herein can 
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allow communication links to be defined between two 
specified devices (as represented by line 302), between a 
specified device and a Zone of devices (as represented by 
line 306), or between two zones (as represented by line 304). 
0054 The modeling tools provided by the security con 
figuration system 202 can allow a user to group their existing 
assets into security Zones, define conduits between Zones 
and/or devices, and define security requirements for the 
respective Zones and conduits. The Zones and conduits 
define trust relationships between devices and/or Zones of 
devices, and may include nested or foreign Zones. Channels 
define trusted communication links between devices. As will 
be described in more detail below, the security configuration 
system 202 described herein provides an intuitive interface 
with which the user can define these various trust relation 
ships between their various industrial assets, and generates 
a Suitable set of security configuration instructions for 
deployment to the users industrial assets based on these 
defined trust relationships, thereby abstracting and simpli 
fying the process of configuring the security parameters for 
each individual device. 

0055 FIG. 4 is a diagram of an example system archi 
tecture that includes security configuration system 202 for 
configuration of plant-wide device security policies. In the 
illustrated example, a plant environment comprises a num 
ber of industrial devices and assets 408, which reside on a 
plant network 406. Plant network 406 may conform to any 
Suitable networking protocol or combination of protocols, 
including but not limited to Ethernet, Ethernet/IP, Device 
Net, ControlNet, Data Highway and Data Highway Plus 
(DH/DH+), Remote I/O, Fieldbus, Modbus, Profibus, wire 
less networks, serial protocols, etc. The industrial assets 408 
may comprise, for example, PLCs, motor drives (e.g., vari 
able frequency drives), vision systems, safety relays, 
human-machine interface terminals, industrial robot control 
lers, data historians, work order tracking systems, or other 
Such industrial assets. Industrial assets 408 can also include 
the network infrastructure devices (e.g., routers, hubs, 
switches, firewalls, etc.) that make up the backbone of the 
plant network 116 and which manage data transfer and 
security between network devices and network segments. 
0056 Security configuration using the security configu 
ration system 202 is driven in part by model 216, which 
models the collection of industrial assets 408 and the net 
worked connectivity between the devices. Model 216 can be 
generating using one or both of manual configuration or 
automatic device detection. To allow devices to be added to 
model 216. Some embodiments of security configuration 
system 202 can maintain a database of industrial device 
definitions that can be manually or automatically selected 
and added to the model as needed. For manual configuration, 
the graphical interface component 204 may generate and 
display one or more device selection screens that allow the 
user to browse a stored database of devices according to one 
or more of device vendor, device model, device type, 
firmware revision, or other device identification informa 
tion. For embodiments that include a device discovery 
component 210, the configuration system 202 can poll plant 
network 406 for industrial devices present on the network. 
In such embodiments, the device discovery component 210 
can access device identification information present on a 
networked device (if the device supports auto-discovery) 
and update the model 216 to include the discovered device. 
In some embodiments, the device discovery component 210 
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can also retrieve any current device configuration informa 
tion on the device (e.g., network address, pre-existing Secu 
rity parameters, etc.) that may be required by the system in 
order to generate security configuration instructions for the 
device or for other devices that will be communicating with 
the device. 

0057 Turning briefly to FIG. 5, the collection of indus 
trial assets 408 can be viewed as a network of industrial 
devices 504 (e.g., devices D1, D2, etc.) and network infra 
structure devices 502 that serve as the network backbone to 
facilitate communication between the devices. Model 216 
represents this configuration of devices, and comprises a set 
of information identifying the industrial devices and net 
work infrastructure devices that make up the collected set of 
industrial assets 408. An example model 216 may define 
each device in terms of the device vendor and model, the 
device's current software or firmware revisions, current 
network settings (e.g., network addresses), current security 
settings, and other relevant information. 
0058. Returning to FIG. 4, once the model 216 is con 
figured to reflect the collection of industrial assets, the 
graphical interface component 204 can generate one or more 
trust definition screens that allow the user to further refine 
the model by defining a plant-wide security strategy for the 
device. In particular, the trust definitions Screens provide an 
intuitive interface that allows the user to group the devices 
and assets into security Zones, and define any desired 
channels and/or conduits between devices and Zones, 
thereby defining high-level security policies for the collec 
tion of industrial assets 408. The graphical interface com 
ponent 204 can render these security policy definition dis 
plays in any format Suitable for receiving the user-defined 
security definition information. For example, in some 
embodiments the system may render an interactive table that 
allows the user to define one or more security Zones and to 
associate selected devices from the set of industrial assets 
408 to respective Zones. This interactive table can also allow 
the user to define one or more conduits between devices 
and/or Zones by selecting the two endpoint devices or Zones 
for the conduit. Example configuration tables will be 
described in more detail below. 

0059. In other embodiments, the graphical interface com 
ponent 204 may render a graphical interface that allows the 
user to define the security policies by manipulating icons 
representing the industrial assets deployed on the plant floor. 
For example, in Such embodiments the user may group 
devices into security Zones by creating circles representing 
the Zones, and dragging the device icons into the desired 
Zones. To create channels and conduits, the graphical inter 
face can allow the user to add arrows to the configuration 
view, and to assign the endpoints of the arrows to the 
appropriate devices or Zone boundaries. 
0060. In still other embodiments, the graphical interface 
may render Zones, devices, and other information as a 
hierarchical tree structure. In such embodiments, the inter 
face may allow the user to create hierarchical nodes repre 
senting Zones, and add devices to each defined Zone node as 
child nodes. The user can then set security attributes for each 
Zone and Device node (including defining any additional 
channels or conduits) using node-specific menus. FIGS. 
6A-6D are example configuration trees that can be rendered 
by the graphical interface component 204 for display and 
configuration of security policies. In this example, the 
security configuration system is a component of a larger 
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industrial asset management platform. As shown in FIG. 6A, 
configuration tree 600 includes a Security Model node 602, 
below which are a Security Zones node 604 and a Certificate 
Authorities node 606. Through interaction with the Security 
Zones node 604, a user can create any number of security 
Zones. As shown in FIG. 6B, devices can then be added to 
each Zone by invoking a pop-up menu 608 for a selected 
Zone (e.g., by right-clicking on the selected Zone's icon) and 
selecting a Add Device option, which can invoke a list of 
available devices that make up the set of industrial assets 
408. The user can associate one or more devices with a Zone 
by selecting the desired devices from this device list. Menu 
608 also allows the user to assign a defined certificate 
authority to each Zone, as well as to set other Zone-level 
security attributes and properties for the Zone. Zone-level 
attributes configured in this manner will be applied to all 
devices assigned to the Zone. 
0061 Example configuration tree 600 also allows the 
user to configure one or more certificate authorities through 
interaction with the Certificate Authorities node 606. As 
shown in FIG. 6C, the user may define any number of 
certificate authorities, and configure security attributes for 
each defined certificate authority by invoking a pop-up menu 
610. Defined certificate authorities can then be assigned to 
any of the previously defined Zones, if such Zones are to be 
configured for certificate-based security. 
0062 FIG. 6D is another example tree structure depicting 
the Zone nodes 612 expanded to display the devices asso 
ciated with each Zone, represented as Device nodes 614. In 
this example, the Zones are configured to support certificate 
based security, and as Such each Zone is associated with a 
selected certificate authority (defined under a Certificate 
Authorities node 616). Expanding a Zone node 612 also 
causes the certificate authority associated with that Zone to 
be displayed as a CA node 618. 
0063. It is to be appreciated that embodiments of the 
security configuration system described herein are not lim 
ited to the tree-based configuration interfaces depicted in 
FIGS. 6A-6D. Rather, any suitable type of configuration 
interface including but not limited to the table-based inter 
face and icon manipulation interfaces described above-are 
within the scope of one or more embodiments of this 
disclosure. 

0064. Through interaction with the systems user inter 
face, the Security configuration system 202 allows the user 
to specify a number of different trust types for communica 
tion between the user's collection of industrial assets. 

0065. A Zone trust type specifies that all assets within the 
same security Zone will trust one another. This trust type is 
represented by the circles enclosing the assets depicted in 
FIG. 3. 

0.066 An Asset-Asset trust type specifies that an indus 
trial asset in a first Zone will trust an industrial asset in a 
different second Zone. This trust type is represented by arrow 
302 in FIG. 3. 

0067. An Asset-Zone trust type specifies that an asset in 
a first security Zone will trust any asset from a specified 
second Zone. This trust type is represented by arrow 306 in 
FIG. 3. 

0068 A Zone-Zone trust type specifies that any asset 
from a specified first Zone is to trust all assets from a 
specified second Zone. This trust type is represented by 
arrow 304 is FIG. 3. 
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0069. For Asset-Asset, Asset-Zone, and Zone-Zone trust 
types, the system can further allow the user to define 
whether the trust is to be a one-way trust (only communi 
cation in one direction is allowed) or a two-way trust. 
0070. In one or more embodiments, these trust definitions 
represent “allow rules; that is, the system allows the user to 
expressly define permitted data communications, and 
assumes that any type of communication not expressly 
allowed by a user-defined trust definition is to be considered 
a denied or unpermitted communication. In Such embodi 
ments, the system only requires security policies to be 
defined in terms of these “allow rules, since the configu 
ration system will configured the individual assets to deny 
any communication not expressly permitted. 
0071. Once one or more security Zones have been 
defined, the graphical interface component 204 allows the 
user to define various Zone-level security attributes for each 
Zone. The configuration system will apply these Zone-level 
security attributes to all devices within the Zone. For 
example, the user may define the type of security to be used 
within each security Zone. Example security types that may 
be configured for a Zone include, but are not limited to, 
common industrial protocol (CIP) Security with Certificate, 
CIP Security with Pre-Shared Key (PSK), IP Block security, 
firewall rules, etc. 
0072. Selecting CIP Security with Certificate for a Zone 
specifies that the selected Zone contains devices that Support 
CIP security, that share a common trust, and that have 
identities (certificates) issued by a specified trusted authority 
(e.g., a certificate authority defined by the user). When this 
type of security is set for a Zone, the system also allows the 
user to select the identity of the certificate authority to be 
used in the Zone (e.g., from a list of certificate authorities 
defined by the user). 
0073. Selecting CIP Security with PSK for a Zone speci 
fies that the selected Zone contains CIP security devices that 
share a common pre-shared key. When this type of security 
is set for a Zone, the system also allows the user to select a 
key attribute identifying a key to be used to enable com 
munications within the Zone. A given Zone cannot be con 
figured for both CIP security with Certificate and CIP 
Security with PSK. 
0074. Selecting IP Block security for a Zone specifies that 
the selected Zone contains industrial assets identified by 
individual IP addresses or a range of IP addresses. This type 
of security may be mixed with either CIP Security with 
Certificate or CIP Security with PSK in the same security 
ZO. 

0075. The system can also allow the user to set other 
security attributes for a defined Zone (e.g., allowed cipher 
Suites, verify expirations, or other Such security attributes). 
The system can also allow the user to set a number of 
attributes for the Zone that are not specifically security 
related (e.g., disable HTTP, etc.). 
0076. In addition to Zone-level attributes, the system also 
allows the user to set a number of asset-level attributes. 
These attributes are applied to specific industrial assets and 
devices. In some scenarios, Some or all of these asset-level 
attributes may be read automatically by the configuration 
system as part of a device auto-discovery routine (imple 
mented by the device discovery component 210). These 
manually provided or automatically discovered asset-level 
attributes are encoded in the model 216 together with the 
Zone-level attributes. Asset-level attributes may include, for 
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example, an asset type attribute used to classify the device 
and to render the device's capabilities in the model 216, port 
attributes that specify one or more mechanisms by which the 
asset communicates with other assets (e.g., specifying that 
the asset is to communicate via its Ethernet port, and setting 
an IP address for the device), or other such attributes. 
0077. As the industrial assets 408 are defined and 
grouped into security Zones (and any desired conduits 
between devices and/or Zones are defined), the model 216 is 
updated to record the set of industrial assets and the security 
relationships therebetween, as defined by the Zones, con 
duits, channels, and any other Zone-level and/or asset-level 
security attributes set by the user. The instruction translation 
component 206 translates the high-level, user-defined secu 
rity policies—as defined by the Zone, channel, and conduit 
definitions—into security configuration data 404 that can be 
sent to individual assets and devices to facilitate implement 
ing the plant-wide security strategy. To this end, the instruc 
tion translation component 206 is preconfigured with a set of 
underlying translation rules designed to analyze the model 
216, determine a set of vendor-specific device security 
configuration instructions that will implement the user 
defined security policies, and deploy these security configu 
ration instructions 404 to the respective industrial assets and 
devices to facilitate setting the appropriate device-level 
security parameters necessary to implement the desired 
plant-wide security strategy. 
0078 For example, if the plant-wide security strategy 
encoded in model 216 requires modification of a firewall 
configuration parameter on a firewall device residing on the 
plant network 406 (e.g., to either allow or block communi 
cation between two devices in accordance with the user's 
Zone and conduit definitions), the instruction translation 
component 206 will generate a security configuration 
instruction formatted in accordance with the particular 
device vendor and device model of the firewall device, and 
designed to perform the necessary parameter modification 
on the firewall device. The communication component 208 
then deploys this instruction over the plant network 406 to 
the firewall device to effectuate the modification. Other 
example configuration actions that may be implemented by 
the security configuration instructions may include modify 
ing network addresses (e.g., IP addresses) or network 
address ranges on selected devices, enabling specific Secu 
rity modes on selected devices, enabling key-based or cer 
tificate-based security protocols in selected devices, distrib 
uting encryption keys or certificates to devices to facilitate 
secure communication (e.g., if the devices or Zones are 
configured for key- or certificate-based security), updating 
one or more whitelists that explicitly identify devices that 
are permitted to communicate with a given device, modify 
ing router or Switch settings, or other such actions. The 
instruction translation component 206 generates such secu 
rity configuration instructions for all necessary device-level 
security parameter changes required to implement the Secu 
rity strategy defined by the user-defined Zone and conduit 
specifications. Since a given set of heterogeneous industrial 
assets may support different Security technologies, the sys 
tem is capable of implementing the defined global Security 
strategy using more than security enforcement technology 
for a given set of industrial devices 
0079 Since the instruction translation component 206 is 
preconfigured with translation instructions for a variety of 
different device vendors, the security configuration system 
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202 can implement the user's specified security strategy 
even if the collection of industrial assets is made up of 
devices from multiple different vendors. The security con 
figuration system 202 thus provides the user with a simple, 
vendor-agnostic interface for defining a plant-wide security 
strategy for a collection of industrial assets, and translates 
this strategy into a set of vendor- and device-specific Secu 
rity configuration instructions which are then deployed to 
the appropriate devices. By abstracting the user from the 
device-specific technical details of configuring security set 
tings and modes for each individual device, the system 
mitigates the need for the user to possess an in-depth 
technical knowledge of specific device types and vendors in 
order to configure device-level security as part of a larger, 
plant-level security strategy. 
0080. In one or more embodiments, instruction transla 
tion component 206 can also generate some portions of the 
security configuration data based further on global or user 
defined business rules 218 maintained by the security con 
figuration system 202. These business rules 218 can enforce 
one or more high-level preferences or constraints relating to 
configuration of security policies between Zones and 
devices. For example, business rules 218 may define that 
devices made by two specified product vendors cannot be 
part of a common security Zone that uses PSK security due 
to conflicts between those two vendors’ products. In general, 
certain security configuration requests may not be enforce 
able due to technical conflicts between device models or 
device vendors, and business rules 218 can define such 
conflicts. Based on these encoded business rules 218, the 
instruction translation component 206 can determine when 
the user's configuration input 402 has requested an unen 
forceable security policy, and generate Suitable feedback 
notifying the user that the requested policy cannot be 
implemented. 
0081 Business rules 218 can also define criteria to be 
used to resolve scenarios in which there are multiple ways 
to configure the industrial assets 408 to implement a 
requested security policy. In an example scenario, the user 
may group a Subset of industrial assets within a common 
security Zone with no channels or conduits designated 
between the Zone and other defined Zones, thereby imple 
menting a security policy whereby the Subset of industrial 
assets are permitted to exchange data with one another while 
communication with other devices within the industrial 
environment (outside the security Zone) is to be prohibited. 
Based on the particular combination of industrial assets and 
network architecture devices that make up the networked 
system, the networked connections between the devices, and 
the models and/or vendors of the respective devices (all of 
which can be determined by the system 202 based on 
analysis of the model 216), the instruction translation com 
ponent 206 may determine that there are multiple configu 
ration possibilities for implementing this security strategy. 
For example, there may be more than one set of security 
settings for a particular firewall device or router that will 
deny external communication requests directed to the assets 
within the Zone. Accordingly, the instruction translation 
component 206 can select one of the available approaches 
based on one or more resolution criteria defined by the 
business rules 218. 

0082 In another example, the system may determine that 
it is possible to implement a requested security strategy by 
reconfiguring either of a first device or a second device, and 
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the business rules 218 may define a rule that assists the 
system 202 to select the device reconfiguration option that 
best conforms to a defined preference (e.g., a preferred 
device vendor, a preference for key-based security over 
certificate-based security, etc.). In various embodiments, the 
business rules 218 may define explicit preferences for con 
figuration approaches (e.g., a preferred type of security, a 
preferred device vendor to be used for filtering of commu 
nications, etc.) or may define one or more constraints to be 
applied when resolving configuration conflicts (e.g., an 
instruction to select a strategy requiring the fewest number 
of device reconfigurations). 
I0083. In some embodiments, business rules may also 
identify potential conflicts between enforcement solutions 
before or after such solutions are deployed. In such embodi 
ments, the system may perform real-time monitoring of the 
devices involved in the security policy to ensure that sub 
sequent re-configurations of the devices do not conflict with 
a previously established security policy. For example, after 
deployment of a security strategy by the system, whereby 
secure communication between two devices is established, a 
user may use an independent configuration tool to re 
configure a network infrastructure device (e.g., a firewall) in 
Such a way as to block communications between the two 
devices, inadvertently conflicting with the security policy 
previously established by the security configuration system. 
Based on the model and the business rules, the system may 
detect Such re-configurations, determine that the re-configu 
ration conflicts with the previously defined security policy, 
and perform an action in response to this determination. The 
action may comprise, for example, delivering a notification 
message to one or more personnel responsible for adminis 
tering the security strategy, automatically returning the 
affected device to its previously configured security settings 
(i.e., over-riding the re-configuration), or other Such actions. 
In this way, the modeling tool and business rules can enforce 
defined security policies in real-time, easily identifying 
policy conflicts that would otherwise be difficult to track. 
I0084 FIGS. 7-13 and the associated descriptions below 
illustrate a number of example security strategies that can be 
implemented using the security configuration system 202. 
I0085 FIGS. 7A and 7B depict a security policy compris 
ing two security Zones and an asset-to-asset conduit, in 
which all assets comprise devices that support CIP security. 
FIG. 7A is a table illustrating configuration input provided 
to the security configuration system 202 by a user in order 
to implement the security policy. As noted above, this 
configuration input can be received via interaction with one 
or more user interface displays generated by the graphical 
interface component 204, where the interface displays can 
conform to any Suitable format in accordance with various 
embodiments. In one or more embodiments, the graphical 
interface component 204 may display one or more tables 
similar in format to those depicted in FIG. 7A. For example, 
the graphical interface component 204 may generate and 
display a Zone Definition table 702 for entry of Zone 
definition information, and a Conduit Definition table 706 
for entry of conduit definition information. The Zone Defi 
nition table 702 may include fields for assigning a Zone 
name to a new Zone, selecting a type of Security to be used 
within each Zone (e.g., user certificate, PSK, whitelist, etc.), 
indicating whether I/O and/or messaging within the Zone is 
to be secure, and other such Zone-level definitions. The 
Conduit Definition table 706 may include fields for assign 



US 2017/0214717 A1 

ing a conduit name for each conduit to be created, and 
identifying the two end point devices for which communi 
cation is to be allowed. 
I0086 A Device Definition table 704 may include infor 
mation defining the inventory of industrial assets and 
devices for which the plant-wide security strategy is to be 
implemented. For embodiments that Support auto-discovery, 
at least some of this device information may be discovered 
automatically by the device discovery component 210, 
including but not limited to asset catalog numbers and 
current IP addresses, and indications as to whether each 
device supports CIP security. Alternatively, some or all of 
the industrial asset information may be manually provided to 
the system 202 by the user. 
0087. As also noted above, as an alternative to interactive 
tables, the Zone and conduit information may be defined by 
the user via manipulation of graphical icons presented by the 
graphical interface component 204. In such embodiments, 
the graphical interface may have a format similar to that 
depicted in FIG. 3 (or FIG. 7A), in which the industrial 
assets are represented by icons, and the user can define 
security Zones represented by circles that group the asset 
icons into Zones. This graphical interface can also allow the 
user to create one-way or two-way arrows between Zones, 
between a Zone and a device, or between devices in order to 
define channels and conduits. 
0088. In yet another interface example, some or all of the 
information depicted in FIG. 7A may be provided through 
interaction with a hierarchical tree structure, Such as those 
depicted in FIGS. 6A-6D. 
0089. Once the user has provided definitions for Zone 
groupings and any desired conduits, the model 216 is 
updated to reflect these security preferences. The instruction 
translation component 206 then generates and deploys 
appropriate device-level, model- and vendor-specific Secu 
rity configuration instructions to any of the devices deter 
mined to require reconfiguration in order to implement the 
specified plant-wide security strategy. FIG. 7B is a diagram 
depicting the security strategy implemented by the system in 
accordance with the user-provided configuration input 
depicted in FIG. 7A. In this example, the industrial assets 
comprise six devices D1-D6 that are grouped into two Zones 
Z1 and Z2 (as indicated in the Device Definition section of 
FIG. 7A). The devices all support CIP security, and so are 
capable of exchanging data securely. In accordance with the 
Zone groupings defined by the user, the instruction transla 
tion component 206 generates and deploys any device-level 
security configuration instructions necessary to allow 
devices D1-D3 to securely exchange data with one another 
in accordance with their Zone 1 designation, and to allow 
devise D4-D6 to securely exchange data with one another in 
accordance with their Zone 2 designation. In this example, 
both Zone 1 and Zone 2 devices are configured to use PSK 
security for data exchange, in accordance with the Zone 
level security types specified by the user (see the Zone 
Definition table 702). 
0090. In addition, the user has defined a conduit between 
devices D1 and D5, which reside in different Zones. A 
conduit can be considered a group of one or more one-way 
channels between two assets or Zones. In this example, the 
conduit is a two-way communication permission between 
devices D1 and D5. Similar to the Zone definitions, when the 
user defines a conduit between devices D1 and D5 (as 
indicated by the Conduit Definition table 706, in which D1 
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and D5 are identified as endpoints of the conduit), the 
instruction translation component 206 generates and deploys 
appropriate device-level security configuration instructions 
to any of device D1, device D5, and/or any intermediate 
network architecture devices (e.g., hubs, routers, Switches, 
firewalls, etc.) in order to allow devices D1 and D5 to 
securely exchange data in accordance with the conduit 
definition. Since all assets in this example, support CIP 
security, data exchange between the designated devices is 
SCUC. 

0091 Since devices D1-D6 (as well as any intermediate 
network infrastructure devices) may comprise devices made 
by different device vendors, the instruction translation com 
ponent 206 will based on analysis of model 214 identify 
the devices that require new security settings, determine the 
vendor and/or model information of those devices, and 
generate Suitable vendor- and model-specific security con 
figuration instructions for the respective devices. The 
instruction translation component 206 can generate these 
vendor-specific instructions based on underlying translation 
code maintained and executed by the security configuration 
system 202. In this way, the system allows the user to define 
a vendor-agnostic, plant-wide security strategy at a high 
level, abstracting the user from the vendor- and device 
specific technical details associated with configuring device 
settings on each individual device. 
0092 FIGS. 8A and 8B illustrate another example secu 
rity strategy that can be implemented by security configu 
ration system 202. FIG. 8A is a table illustrating example 
user configuration input that can be provided to (or, in some 
cases, automatically discovered by) security configuration 
system 202, and FIG. 8B is a diagram representing the 
security policy. In this example, devices D2-D3 all support 
CIP security and are assigned to the same Zone (Zone 1). 
Device D4, assigned to Zone 2, is a legacy product that does 
not Support CIP security. An asset-to-asset conduit has been 
defined to allow communication between device D1 and 
legacy device D4. Since devices D1-D3 support CIP secu 
rity, data exchange between these devices is performed 
securely. Since device D4 does not support CIP security, 
data exchange between D1 and D4 is permitted by virtue of 
the defined conduit between those two devices, but is not 
SCUC. 

(0093 FIGS. 9A and 9B illustrate another example secu 
rity strategy that can be implemented by security configu 
ration system 202. FIG. 9A is a table illustrating example 
user configuration input that can be provided to (or, in some 
cases, automatically discovered by) security configuration 
system 202, and FIG. 9B is a diagram representing the 
security policy. In this example, the industrial assets com 
prise a mix of devices that support CIP security and that do 
not support CIP security (legacy devices). Three security 
Zones have been defined, with devices D1-D3 assigned to 
Zone 1, D4-D6 assigned to Zone 2, and legacy devices D7 
and D8 assigned to Zone 3. When this policy is imple 
mented, the devices in each of Zones 1 and 2 can commu 
nicate securely with other devices in the same Zone, while 
Devices D7 and D8 can communicate with each other 
without security. 
0094. Three asset-to-asset conduits have been defined in 
this scenario. D1 and D5 have been configured to commu 
nicate securely with one another. Two non-secure commu 
nication paths between D5 and D8 and between D1 and 
D8 have also been established in accordance with the 
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user's configuration input. Since D8 is a legacy device that 
does not Support CIP security, these two conduits are unse 
cure, but asset-to-asset communication to this device is still 
permitted. 
0095 FIGS. 10A and 10B illustrate another example 
security strategy that can be implemented by security con 
figuration system 202. FIG. 10A is a table illustrating 
example user configuration input that can be provided to (or, 
in Some cases, automatically discovered by) security con 
figuration system 202, and FIG. 10B is a diagram represent 
ing the security policy. This example illustrates configura 
tion of Zone-to-Zone conduits by the system. Industrial 
assets D1-D8 have been segregated into three security Zones, 
as described in previous examples. In addition to the intra 
Zone communication permitted by the Zone groupings, two 
Zone-to-Zone conduits have been configured—a first conduit 
between Zones 1 and 3 and a second conduit between Zones 
2 and 3. As can be seen in the table of FIG. 10A, a 
Zone-to-Zone conduit is defined by specifying the Zones that 
are to be permitted to communicate as the two endpoints of 
the conduit. 

0096. A Zone-to-Zone conduit specifies that all devices 
within a first Zone are to be permitted to communicate with 
any device within a second Zone. Depending on a preferred 
type of security specified by the user configuration input, the 
instruction translation component 206 may implement these 
Zone-to-Zone conduits by updating a whitelist on firewall 
devices at Zone boundaries, appropriately configuring the IP 
addresses of the devices in the respective Zones, distributing 
public and/or private keys or certificates to the appropriate 
devices to permit secure communication between the 
devices, or other such configuration actions. In the present 
example, all Zones are configured to use certificate-based 
security, in accordance with the user's specification. How 
ever, the system allows the user to individually select the 
type of security (e.g., certificate, PSK, whitelisting, etc.) for 
each defined Zone. Devices and Zones can be configured to 
use different types of security if desired, provided the mix of 
security types is enforceable given the specific collection of 
industrial assets to be configured. 
0097 FIGS. 11A and 11B illustrate another example 
security strategy that can be implemented by security con 
figuration system 202. Similar to the example described 
above in connection with FIGS. 10A and 10B, three Zones 
and two Zone-to-Zone conduits have been defined. In this 
example, the assets comprise a mix of devices that Support 
CIP security and legacy devices that do not support CIP 
security, with the legacy devices assigned to Zone 3. As can 
be seen in the configuration table of FIG. 11A, no security 
is configured for Zone 3 due to the limitations of the legacy 
devices. 

0098 FIGS. 12A and 12B illustrate another example 
security strategy that can be implemented by security con 
figuration system 202. This example depicts two Zones, with 
a set of devices Supporting CIP security assigned to Zone 1 
and a pair of legacy devices that do not support CIP security 
assigned to Zone 2. In addition, a Zone-to-Zone conduit is 
configured to allow communication between the Zones. In 
this example, Zone 1 is configured to allow secured com 
munication between its devices using vendor certificate 
security. The Zone-to-Zone conduit allows communication 
between the Zone 1 and Zone 2 devices, which is unsecured 
due to the inability of the legacy devices to support CIP 
security. 
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(0099 FIGS. 13A and 13B illustrate another example 
security strategy that can be implemented by security con 
figuration system 202. Similar to some previous examples, 
the set of industrial assets are grouped into three Zones. In 
this example, two asset-to-Zone conduits have also been 
defined—a first conduit between device D2 to Zone 3, and 
a second conduit between device D6 and Zone 3. As shown 
by the conduit configuration data depicted in FIG. 13A, each 
asset-to-Zone conduit is defined by identifying the asset and 
the Zone that make up the respective endpoints of the 
conduit. This configuration allows devise D2 and D6 to 
securely communicate with any of the devices in Zone 3, 
while preventing the other devices in Zone 1 (D1 and D3) 
from communicating with any of the devices in Zone 3 or 
Zone 2. Devices within each Zone are configured to securely 
communicate with each other by virtue of the Zone defini 
tions, which are configured to use user certificate security for 
intra-Zone data exchanges. 
0100. It is to be appreciated that the configurations 
depicted in FIGS. 7-13 are only intended to be exemplary 
and non-limiting, and that the system can facilitate imple 
mentation of any enforceable security policy that can be 
defined in terms of Zones and conduits for a given collection 
of industrial assets making up one or more industrial auto 
mation systems. As noted above, the system is capable of 
making determinations as to whether a requested security 
policy, or portion of a requested security policy, is enforce 
able given the collection of assets for which security is to be 
implemented. Policy requests that are determined to be 
non-enforceable (e.g., due to improper mixes of requested 
security types, inability of one or more devices to Support a 
requested security configuration, mixes of device vendors 
that are not capable of communicating or sharing a common 
security policy, etc.) will be detected by the system during 
configuration, and the system will notify the user if a 
requested configuration is not capable of being imple 
mented. 

0101 FIG. 14 illustrates a methodology in accordance 
with one or more embodiments of the Subject application. 
While, for purposes of simplicity of explanation, the meth 
odology shown herein is shown and described as a series of 
acts, it is to be understood and appreciated that the Subject 
innovation is not limited by the order of acts, as some acts 
may, in accordance therewith, occur in a different order 
and/or concurrently with other acts from that shown and 
described herein. For example, those skilled in the art will 
understand and appreciate that a methodology could alter 
natively be represented as a series of interrelated states or 
events, such as in a state diagram. Moreover, not all illus 
trated acts may be required to implement a methodology in 
accordance with the innovation. Furthermore, interaction 
diagram(s) may represent methodologies, or methods, in 
accordance with the Subject disclosure when disparate enti 
ties enact disparate portions of the methodologies. Further 
yet, two or more of the disclosed example methods can be 
implemented in combination with each other, to accomplish 
one or more features or advantages described herein. 
0102 FIG. 14 illustrates an example methodology 1400 
for configuring and implementing a plant-wide security 
strategy using a model-based industrial security configura 
tion system. Initially, at 1402, an interface is rendered that 
is configured to receive industrial Security configuration 
input. In one or more embodiments, this interface may 
comprise an interactive hierarchical tree structure that 
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allows the user to define one or more security Zones as nodes 
of the tree structure, and to assign respective industrial assets 
making up an industrial system to the respective Zones as 
child nodes under the Zone nodes. In another example, the 
interface may comprise one or more tables that allow the 
user to enter security Zone definition information in tabular 
format. Such tables may also tabulate the industrial assets 
that comprise the industrial system for which a security 
policy is to be configured, and allow the user to associate 
each device with a defined Zone by entering appropriate data 
table values. In still other example embodiments, the inter 
face may comprise an interactive icon-based graphical dis 
play that allows the user to assign devices to selected 
security Zones via manipulation of graphical icons repre 
senting the various industrial assets. For example, the inter 
face may allow the user to drag-and-drop industrial asset 
icons to selected circles representing defined security Zones, 
thereby associating the icons with the selected Zones. 
0103) At 1404, configuration input is received via the 
interface that defines one or more security Zones within an 
industrial environment, and associates industrial assets to 
the respective Zones (e.g., using one of the example tech 
niques described above for entering this security configura 
tion input). Each Zone defines a group of industrial assets 
that share common security requirement (defined by Zone 
level security attributes set via the interface), and which are 
permitted to exchange data with one another. At 1406, 
further configuration input is received that sets one or more 
Zone-level security preferences for the respective Zones. For 
example, using the interface, the user may define, for each 
Zone, a type of security to be used for intra-Zone data 
communication between industrial assets within that Zone 
(e.g., user certificate, vendor certificate, PSK, whitelisting, 
etc.). 
0104. At 1408, a security model is updated based on the 
configuration input received at steps 1404 and 1406. This 
model records information regarding the industrial assets 
that make up the industrial system or plant for which a 
security policy is to be implemented (e.g., device models, 
device types, network addresses, device capabilities, etc.), 
network infrastructure devices that comprise the backbone 
of the networks on which the industrial assets reside, con 
nectivity information between the assets and network infra 
structure devices, the Zone definitions specified by the 
configuration information, and/or other such information. 
0105. At 1410, a determination is made regarding 
whether conduit configuration input has been received via 
the interface. If such conduit configuration input has been 
received (YES at step 1410), the security model is further 
updated at step 1412 to include conduit definition informa 
tion specified by the received conduit configuration input. 
This conduit configuration input may specify one or more of 
an asset-to-asset conduit, an asset-to-Zone conduit, or a 
Zone-to-Zone conduit. In one or more embodiments, the 
interface may allow the user to define a conduit by identi 
fying the two endpoints of the conduit, where each endpoint 
may comprise a device or a Zone. A conduit specifies a 
permitted line of communication between the two specified 
endpoints. 
0106. Once the conduit configuration input has been 
received and the security model is updated, or if no conduit 
configuration is received (NO at step 1410), the methodol 
ogy moves to step 1414, where a determination is made 
(based on an analysis of the security model) regarding 
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whether any of the configuration input received at steps 
1404, 1406, or 1410 define a non-enforceable security 
strategy. Non-enforceable security strategies may include, 
for example, requests to apply a set of security requirements 
to an asset that is not capable of Supporting the specified 
security requirements, requests to allow secure data com 
munication between two industrial assets that are not 
capable of sharing information, or other Such non-enforce 
able policies. If the system identifies one or more non 
enforceable policies based on the analysis of the security 
model (YES at step 1414), the methodology moves to step 
1416, where the interface renders a notification of the one or 
more non-enforceable policies, and returns to step 1404 to 
allow the user to modify any of the previously entered 
configuration data in order to eliminate the non-enforceable 
policy. In one or more embodiments, the system may gen 
erate one or more recommendations based on the previously 
provided configuration data for modifying the configuration 
requests in a manner that yields an enforceable plant-wide 
security policy. 
0107. Once the security model has been completed and 
has been determined to comprise only enforceable security 
policies (NO at step 1414), the methodology proceeds to 
step 1416, where the system generates a set of device-level 
security instructions for implementation on one or more of 
the industrial assets. These security configuration instruc 
tions are generated based on an analysis of the security 
model, which in turn is generated based on the configuration 
input provided by the user. In one or more embodiments, the 
system that generated the interface at step 1402 maintains a 
translation engine capable of converting the security policy 
configuration information provided in previous steps into 
device- and vendor-specific security configuration instruc 
tions that, when executed on the individual target assets, will 
implement the plant-wide security strategy defined in pre 
vious steps. These configuration instructions may comprise, 
for example, network address settings, whitelist entries, 
instructions to enable selected device-level security features, 
security key or certificate information, messages indicating 
to one or more devices a certificate authority that should be 
used for secure communications, firewall device settings, or 
other Such instructions. The systems translation engine can 
include knowledge of the types and formats of security 
configuration instructions Supported by a range of different 
device types and Vendors, allowing the system to appropri 
ately map the security policies defined by the model to a set 
of vendor- and model-specific device-level security configu 
ration instructions in order to implement the defined security 
policy. At 1420, the security configuration instructions are 
sent to the appropriate industrial assets on the plant floor 
(e.g., via the plant network). 
0.108 Embodiments, systems, and components described 
herein, as well as industrial control systems and industrial 
automation environments in which various aspects set forth 
in the Subject specification can be carried out, can include 
computer or network components such as servers, clients, 
programmable logic controllers (PLCs), automation control 
lers, communications modules, mobile computers, wireless 
components, control components and so forth which are 
capable of interacting across a network. Computers and 
servers include one or more processors—electronic inte 
grated circuits that perform logic operations employing 
electric signals—configured to execute instructions stored in 
media Such as random access memory (RAM), read only 
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memory (ROM), a hard drives, as well as removable 
memory devices, which can include memory sticks, memory 
cards, flash drives, external hard drives, and so on. 
0109 Similarly, the term PLC or automation controller as 
used herein can include functionality that can be shared 
across multiple components, systems, and/or networks. As 
an example, one or more PLCs or automation controllers can 
communicate and cooperate with various network devices 
across the network. This can include Substantially any type 
of control, communications module, computer, Input/Output 
(I/O) device, sensor, actuator, instrumentation, and human 
machine interface (HMI) that communicate via the network, 
which includes control, automation, and/or public networks. 
The PLC or automation controller can also communicate to 
and control various other devices Such as standard or safety 
rated I/O modules including analog, digital, programmed/ 
intelligent I/O modules, other programmable controllers, 
communications modules, sensors, actuators, output 
devices, and the like. 
0110. The network can include public networks such as 
the internet, intranets, and automation networks such as 
control and information protocol (CIP) networks including 
DeviceNet, ControlNet, and Ethernet/IP. Other networks 
include Ethernet, DH/DH+, Remote I/O, Fieldbus, Modbus, 
Profibus, CAN, wireless networks, serial protocols, near 
field communication (NFC), Bluetooth, and so forth. In 
addition, the network devices can include various possibili 
ties (hardware and/or Software components). These include 
components such as Switches with virtual local area network 
(VLAN) capability, LANs, WANs, proxies, gateways, rout 
ers, firewalls, virtual private network (VPN) devices, serv 
ers, clients, computers, configuration tools, monitoring 
tools, and/or other devices. 
0111. In order to provide a context for the various aspects 
of the disclosed subject matter, FIGS. 15 and 16 as well as 
the following discussion are intended to provide a brief, 
general description of a suitable environment in which the 
various aspects of the disclosed subject matter may be 
implemented. 
0112. With reference to FIG. 15, an example environment 
1510 for implementing various aspects of the aforemen 
tioned subject matter includes a computer 1512. The com 
puter 1512 includes a processing unit 1514, a system 
memory 1516, and a system bus 1518. The system bus 1518 
couples system components including, but not limited to, the 
system memory 1516 to the processing unit 1514. The 
processing unit 1514 can be any of various available pro 
cessors. Multi-core microprocessors and other multiproces 
sor architectures also can be employed as the processing unit 
1514. 

0113. The system bus 1518 can be any of several types of 
bus structure(s) including the memory bus or memory 
controller, a peripheral bus or external bus, and/or a local bus 
using any variety of available bus architectures including, 
but not limited to, 8-bit bus, Industrial Standard Architecture 
(ISA), Micro-Channel Architecture (MSA), Extended ISA 
(EISA), Intelligent Drive Electronics (IDE), VESA Local 
Bus (VLB), Peripheral Component Interconnect (PCI), Uni 
versal Serial Bus (USB), Advanced Graphics Port (AGP), 
Personal Computer Memory Card International Association 
bus (PCMCIA), and Small Computer Systems Interface 
(SCSI). 
0114. The system memory 1516 includes volatile 
memory 1520 and nonvolatile memory 1522. The basic 
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input/output system (BIOS), containing the basic routines to 
transfer information between elements within the computer 
1512. Such as during start-up, is stored in nonvolatile 
memory 1522. By way of illustration, and not limitation, 
nonvolatile memory 1522 can include read only memory 
(ROM), programmable ROM (PROM), electrically pro 
grammable ROM (EPROM), electrically erasable PROM 
(EEPROM), or flash memory. Volatile memory 1520 
includes random access memory (RAM), which acts as 
external cache memory. By way of illustration and not 
limitation, RAM is available in many forms such as Syn 
chronous RAM (SRAM), dynamic RAM (DRAM), syn 
chronous DRAM (SDRAM), double data rate SDRAM 
(DDR SDRAM), enhanced SDRAM (ESDRAM), Syn 
chlink DRAM (SLDRAM), and direct Rambus RAM 
(DRRAM). 
0115 Computer 1512 also includes removable/non-re 
movable, Volatile/non-volatile computer storage media. 
FIG. 15 illustrates, for example a disk storage 1524. Disk 
storage 1524 includes, but is not limited to, devices like a 
magnetic disk drive, floppy disk drive, tape drive, JaZ drive, 
Zip drive, LS-100 drive, flash memory card, or memory 
Stick. In addition, disk storage 1524 can include storage 
media separately or in combination with other storage media 
including, but not limited to, an optical disk drive Such as a 
compact disk ROM device (CD-ROM), CD recordable drive 
(CD-R Drive), CD rewritable drive (CD-RW Drive) or a 
digital versatile disk ROM drive (DVD-ROM). To facilitate 
connection of the disk storage 1524 to the system bus 1518, 
a removable or non-removable interface is typically used 
such as interface 1526. 

0116. It is to be appreciated that FIG. 15 describes 
Software that acts as an intermediary between users and the 
basic computer resources described in Suitable operating 
environment 1510. Such software includes an operating 
system 1528. Operating system 1528, which can be stored 
on disk storage 1524, acts to control and allocate resources 
of the computer 1512. System applications 1530 take advan 
tage of the management of resources by operating system 
1528 through program modules 1532 and program data 1534 
stored either in system memory 1516 or on disk storage 
1524. It is to be appreciated that one or more embodiments 
of the subject disclosure can be implemented with various 
operating systems or combinations of operating systems. 
0117. A user enters commands or information into the 
computer 1512 through input device(s) 1536. Input devices 
1536 include, but are not limited to, a pointing device such 
as a mouse, trackball, stylus, touch pad, keyboard, micro 
phone, joystick, game pad, satellite dish, Scanner, TV tuner 
card, digital camera, digital video camera, web camera, and 
the like. These and other input devices connect to the 
processing unit 1514 through the system bus 1518 via 
interface port(s) 1538. Interface port(s) 1538 include, for 
example, a serial port, a parallel port, a game port, and a 
universal serial bus (USB). Output device(s) 1540 use some 
of the same type of ports as input device(s) 1536. Thus, for 
example, a USB port may be used to provide input to 
computer 1512, and to output information from computer 
1512 to an output device 1540. Output adapters 1542 are 
provided to illustrate that there are some output devices 
1540 like monitors, speakers, and printers, among other 
output devices 1540, which require special adapters. The 
output adapters 1542 include, by way of illustration and not 
limitation, video and Sound cards that provide a means of 
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connection between the output device 1540 and the system 
bus 1518. It should be noted that other devices and/or 
systems of devices provide both input and output capabili 
ties such as remote computer(s) 1544. 
0118 Computer 1512 can operate in a networked envi 
ronment using logical connections to one or more remote 
computers, such as remote computer(s) 1544. The remote 
computer(s) 1544 can be a personal computer, a server, a 
router, a network PC, a workstation, a microprocessor based 
appliance, a peer device or other common network node and 
the like, and typically includes many or all of the elements 
described relative to computer 1512. For purposes of brev 
ity, only a memory storage device 1546 is illustrated with 
remote computer(s) 1544. Remote computer(s) 1544 is 
logically connected to computer 1512 through a network 
interface 1548 and then physically connected via commu 
nication connection 1550. Network interface 1548 encom 
passes communication networks Such as local-area networks 
(LAN) and wide-area networks (WAN). LAN technologies 
include Fiber Distributed Data Interface (I-DDI), Copper 
Distributed Data Interface (CDDI), Ethernet/IEEE 802.3, 
Token Ring/IEEE 802.5 and the like. WAN technologies 
include, but are not limited to, point-to-point links, circuit 
switching networks like Integrated Services Digital Net 
works (ISDN) and variations thereon, packet switching 
networks, and Digital Subscriber Lines (DSL). Network 
interface 1548 can also encompass near field communication 
(NFC) or Bluetooth communication. 
0119) Communication connection(s) 1550 refers to the 
hardware/software employed to connect the network inter 
face 1548 to the system bus 1518. While communication 
connection 1550 is shown for illustrative clarity inside 
computer 1512, it can also be external to computer 1512. 
The hardware/software necessary for connection to the 
network interface 1548 includes, for exemplary purposes 
only, internal and external technologies such as, modems 
including regular telephone grade modems, cable modems 
and DSL modems, ISDN adapters, and Ethernet cards. 
0120 FIG. 16 is a schematic block diagram of a sample 
computing environment 1600 with which the disclosed 
Subject matter can interact. The sample computing environ 
ment 1600 includes one or more client(s) 1602. The client(s) 
1602 can be hardware and/or software (e.g., threads, pro 
cesses, computing devices). The sample computing environ 
ment 1600 also includes one or more server(s) 1604. The 
server(s) 1604 can also be hardware and/or software (e.g., 
threads, processes, computing devices). The servers 1604 
can house threads to perform transformations by employing 
one or more embodiments as described herein, for example. 
One possible communication between a client 1602 and 
servers 1604 can be in the form of a data packet adapted to 
be transmitted between two or more computer processes. 
The sample computing environment 1600 includes a com 
munication framework 1606 that can be employed to facili 
tate communications between the client(s) 1602 and the 
server(s) 1604. The client(s) 1602 are operably connected to 
one or more client data store(s) 1608 that can be employed 
to store information local to the client(s) 1602. Similarly, the 
server(s) 1604 are operably connected to one or more server 
data store(s) 1610 that can be employed to store information 
local to the servers 1604. 

0121 What has been described above includes examples 
of the Subject innovation. It is, of course, not possible to 
describe every conceivable combination of components or 
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methodologies for purposes of describing the disclosed 
subject matter, but one of ordinary skill in the art may 
recognize that many further combinations and permutations 
of the Subject innovation are possible. Accordingly, the 
disclosed subject matter is intended to embrace all such 
alterations, modifications, and variations that fall within the 
spirit and scope of the appended claims. 
I0122. In particular and in regard to the various functions 
performed by the above described components, devices, 
circuits, systems and the like, the terms (including a refer 
ence to a “means') used to describe such components are 
intended to correspond, unless otherwise indicated, to any 
component which performs the specified function of the 
described component (e.g., a functional equivalent), even 
though not structurally equivalent to the disclosed structure, 
which performs the function in the herein illustrated exem 
plary aspects of the disclosed Subject matter. In this regard, 
it will also be recognized that the disclosed subject matter 
includes a system as well as a computer-readable medium 
having computer-executable instructions for performing the 
acts and/or events of the various methods of the disclosed 
Subject matter. 
I0123. In addition, while a particular feature of the dis 
closed subject matter may have been disclosed with respect 
to only one of several implementations, such feature may be 
combined with one or more other features of the other 
implementations as may be desired and advantageous for 
any given or particular application. Furthermore, to the 
extent that the terms “includes,” and “including” and vari 
ants thereof are used in either the detailed description or the 
claims, these terms are intended to be inclusive in a manner 
similar to the term “comprising.” 
0.124. In this application, the word “exemplary' is used to 
mean serving as an example, instance, or illustration. Any 
aspect or design described herein as “exemplary' is not 
necessarily to be construed as preferred or advantageous 
over other aspects or designs. Rather, use of the word 
exemplary is intended to present concepts in a concrete 
fashion. 
0.125 Various aspects or features described herein may be 
implemented as a method, apparatus, or article of manufac 
ture using standard programming and/or engineering tech 
niques. The term “article of manufacture' as used herein is 
intended to encompass a computer program accessible from 
any computer-readable device, carrier, or media. For 
example, computer readable media can include but are not 
limited to magnetic storage devices (e.g., hard disk, floppy 
disk, magnetic strips . . . ), optical disks e.g., compact disk 
(CD), digital versatile disk (DVD) . . . . Smart cards, and 
flash memory devices (e.g., card, Stick, key drive . . . ). 
What is claimed is: 
1. A system for configuring security in an industrial 

environment, comprising: 
memory that stores executable components; 
one or more processors, operatively coupled to the 

memory, that executes the executable components, the 
executable components comprising: 
an interface component configured to receive Zone 

configuration input that assigns respective industrial 
assets to selected security Zones; 

an instruction translation component configured togen 
erate one or more security configuration instructions 
directed to one or more of the industrial assets based 
on the Zone configuration input, wherein the one or 
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more security configuration instructions are config 
ured to set respective asset-level security settings on 
the one or more of the industrial assets; and 

a communication component configured to send the 
one or more security configuration instructions to the 
one or more of the industrial assets. 

2. The system of claim 1, wherein 
the interface component is further configured to receive 

conduit configuration input specifying an allowed com 
munication path between a first Zone of the security 
Zones and a second Zone of the security Zones, between 
a first asset of the industrial assets and a second asset 
of the industrial asset, or between one of the security 
Zones and one of the industrial assets, and 

the instruction translation component is further config 
ured to generate the one or more security configuration 
instructions further based on the conduit configuration 
input. 

3. The system of claim 2, wherein the interface compo 
nent is further configured to render at least one of a table, a 
hierarchical configuration tree, or an interactive set of 
graphical icons configured to facilitate receipt of the Zone 
configuration input and the conduit configuration input. 

4. The system of claim 2, wherein 
the interface component is further configured to receive 

Zone security input defining one or more Zone-level 
security properties for at least one of the security Zones, 
and 

the instruction translation component is further config 
ured to generate the one or more security configuration 
instructions further based on the Zone security input. 

5. The system of claim 4, wherein the Zone-level security 
properties comprise at least a type of security to be used for 
one or more of data exchange, access control, or confirma 
tion of consistent security policy between a subset of the 
industrial assets assigned to one of the security Zones. 

6. The system of claim 2, wherein 
the interface component is further configured to generate 

a security model based on the Zone configuration input, 
the conduit configuration input, and information iden 
tifying the industrial assets, and 

the instruction translation component is configured to 
generate the one or more security configuration instruc 
tions based on an analysis of the security model. 

7. The system of claim 6, wherein the instruction trans 
lation component is further configured to generate a notifi 
cation in response to identifying that at least one of the Zone 
configuration input or the conduit configuration input speci 
fies a security policy that is one or more of not enforceable, 
inappropriately permissive, or a violation of one or more 
defined business rules. 

8. The system of claim 2, wherein the communication 
component is further configured to monitor security con 
figurations for the respective industrial assets and to perform 
an action in response to detection of a modification to a 
security configuration for one of the industrial assets that 
violates a security policy defined by the Zone configuration 
input and the conduit configuration input. 

9. A method for configuring industrial network security, 
comprising: 

receiving, by a system comprising at least one processor, 
Zone configuration input data that defines groups of 
industrial devices and associates the groups to respec 
tive security Zones; 
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generating, by the system, one or more security configu 
ration instructions based on the Zone configuration 
input, wherein the one or more security configuration 
instructions are configured to set respective device 
level security settings on one or more of the industrial 
devices; and 

sending, by the system, the one or more security instruc 
tions to the one or more of the industrial devices. 

10. The method of claim 9, further comprising receiving, 
by the system, conduit configuration input data defining an 
allowed communication path between a first Zone of the 
security Zones and a second Zone of the security Zones, 
between a first device of the industrial devices and a second 
device of the industrial devices, or between one of the 
security Zones and one of the industrial devices, 

wherein the generating comprises generating the one or 
more security instructions further based on the conduit 
configuration input data. 

11. The method of claim 10, wherein the receiving the 
Zone configuration input data and the receiving conduit 
configuration input data comprises receiving the Zone con 
figuration input data and the conduit configuration input data 
via interaction with at least one of a table, a hierarchical 
configuration tree, or an interactive set of graphical icons 
rendered by the system. 

12. The method of claim 10, further comprising receiving, 
by the system, Zone security input data defining one or more 
Zone-level security properties for at least one of the security 
ZOneS, 

wherein the generating comprises generating the one or 
more security instructions further based on the Zone 
security input data. 

13. The method of claim 12, wherein the receiving the 
Zone security input data comprises receiving data defining, 
as the one or more Zone-level security properties, at least a 
type of security to be used for one or more of data exchange, 
access control, or confirmation of consistent security policy 
between a subset of the industrial devices assigned to one of 
the groups. 

14. The method of claim 10, further comprising generat 
ing, by the system, a security model based on the Zone 
configuration input data, the conduit configuration input 
data, and information identifying the industrial devices, 

Wherein the generating comprises generating the one or 
more security instructions further based on an analysis 
of the security model. 

15. The method of claim 14, further comprising generat 
ing, by the system, notification data in response to identi 
fying that at least one of the Zone configuration input data or 
the conduit configuration input data specifies a security 
policy that is one or more of not enforceable, inappropriately 
permissive, or a violation of one or more defined business 
rules. 

16. The method of claim 10, further comprising: 
monitoring, by the system, security configurations for the 

respective industrial devices, and 
performing, by the system, an action in response to 

detection of a modification to a security configuration 
for one of the industrial devices that violates a security 
policy defined by the Zone configuration input data and 
the conduit configuration input data. 

17. A non-transitory computer-readable medium having 
stored thereon executable instructions that, in response to 
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execution, cause a computer system comprising at least one 
processor to perform operations, the operations comprising: 

receiving, Zone configuration data that assigns respective 
industrial assets to selected security Zones; 

generating one or more security configuration instructions 
based on the Zone configuration data, wherein the one 
or more security configuration instructions are config 
ured to set respective asset-level security settings on 
one or more of the industrial assets; and 

sending the one or more security instructions to the one or 
more of the industrial assets. 

18. The non-transitory computer-readable medium of 
claim 17, wherein the operations further comprise receiving 
conduit configuration data defining an allowed communica 
tion path between a first Zone of the security Zones and a 
second Zone of the security Zones, between a first asset of the 
industrial assets and a second asset of the industrial assets, 
or between one of the security Zones and one of the 
industrial assets, 
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wherein the generating comprises generating the one or 
more security instructions further based on the conduit 
configuration data. 

19. The non-transitory computer-readable medium of 
claim 18, wherein the operations further comprise display 
ing an interactive graphic comprising at least one of a table, 
a hierarchical configuration tree, or an interactive set of 
graphical icons, and 

the receiving the Zone configuration data and the receiv 
ing conduit configuration data comprises receiving the 
Zone configuration data and the conduit configuration 
input data via interaction with the interactive graphic. 

20. The non-transitory computer-readable medium of 
claim 18, further comprising receiving Zone security data 
defining one or more Zone-level security properties for at 
least one of the security Zones, 

wherein the generating comprises generating the one or 
more security instructions further based on the Zone 
security input data. 
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