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FIG . 7 
( Case A : Bootstrapping with AP ) 
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FIG . 8 
( Case A : Authentication with AP ) 
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FIG . 9 
( Case A : Configuration with AP ) 
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FIG . 10 
( Case A : Network Access with AP ) 
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( Case A : Bootstrapping and P2P Discovery with Printer ) FIG . 11 
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FIG . 12 
( Case A : Authentication with Printer ) 
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FIG . 13 
( Case A : Configuration with Printer ) 
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FIG . 14 
( Case A : Network Access between Printer and AP ) 
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FIG . 15 ( Case B : Bootstrapping , P2P Discovery 
and G / O Negotiation with Printer ) 
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( Case B : Authentication with Printer ) 
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FIG . 17 
( Case B : Configuration with Printer ) 
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FIG . 18 
( Case B : Network Access with Printer ) 
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FIG . 19 
( Case C ) 
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NON - TRANSITORY COMPUTER - READABLE 
MEDIUM STORING 

COMPUTER - READABLE INSTRUCTIONS 
FOR TERMINAL DEVICE AND TERMINAL 

DEVICE 

CROSS - REFERENCE TO RELATED 
APPLICATION 

[ 0001 ] This application is a continuation of U.S. Ser . No. 
16 / 574,891 filed on Sep. 18 , 2019 , which claims priority to 
Japanese Patent Application No. 2018-184176 filed on Sep. 
28 , 2018 , the contents of which are hereby incorporated by 
reference into the present application . 

TECHNICAL FIELD 

[ 0002 ] The disclosure herein discloses a technique for 
causing a communication device to establish a wireless 
connection by using a terminal device . 

DESCRIPTION OF RELATED ART 

[ 0003 ] Techniques are known that are capable of estab 
lishing both a wireless connection between a camera and an 
access point and a wireless connection between the camera 
and a smartphone . 
[ 0004 ] In response to receiving an instruction for a con 
nection with the access point from a user , the camera 
displays a first QR code ( registered trademark ) including 
information for establishing a connection with the access 
point . The smartphone reads the first QR code , executes an 
authentication process with the camera , and sends a message 
indicating success of the authentication to the camera . In a 
case of receiving the message from the smartphone , the 
camera sends , to the smartphone , capability information 
indicating that the camera is to establish a connection with 
the access point . In a case of receiving the capability 
information from the camera , the smartphone sends , to the 
camera , communication parameters for establishing a con 
nection with the access point . Thereby , the camera can 
establish a wireless connection with the access point by 
using the received communication parameters . 
[ 0005 ] On the other hand , in response to receiving an 
instruction for a connection with the smartphone from the 
user , the camera displays a second QR code including 
information for establishing a connection with the smart 
phone . The smartphone reads the second QR code , executes 
an authentication process with the camera , and sends a 
message indicating success of the authentication to the 
camera . In a case of receiving the message from the smart 
phone , the camera sends , to the smartphone , capability 
information indicating that the camera is to establish a 
connection with the smartphone . In a case of receiving the 
capability information from the camera , the smartphone 
sends , to the camera , communication parameters for con 
necting with the smartphone . Thereby , the camera can 
establish a wireless connection with the smartphone by 
using the received communication parameters . 

[ 0007 ] The disclosure herein discloses a non - transitory 
computer - readable medium storing computer - readable 
instructions for a terminal device . The computer - readable 
instructions , when executed by a processor of the terminal 
device , may cause the terminal device to : obtain a public key 
of a communication device and target identification infor 
mation identifying the communication device from the com 
munication device , the target identification information 
being one of first identification information identifying the 
communication device and second identification informa 
tion identifying the communication device , the first identi 
fication information being for the communication device to 
establish a wireless connection with an external device that 
is different from the terminal device , the second identifica 
tion information being for the communication device to 
establish a wireless connection with the terminal device ; 
search for the communication device via a wireless interface 
of the terminal device ; based on the target identification 
information and a result of the search for the communication 
device , determine whether the communication device is to 
establish the wireless connection with the external device or 
the communication device is to establish the wireless con 
nection with the terminal device ; after the public key and the 
target identification information have been obtained from 
the communication device , send an authentication request in 
which the public key is used to the communication device 
via the wireless interface ; after the authentication request 
has been sent to the communication device , receive an 
authentication response , which is a response to the authen 
tication request , from the communication device via the 
wireless interface ; in a case where it is determined that the 
communication device is to establish the wireless connec 
tion with the external device and the authentication response 
is received from the communication device , send first con 
nection information to the communication device via the 
wireless interface , the first connection information being for 
the communication device to establish the wireless connec 
tion with the external device ; in a case where it is determined 
that the communication device is to establish the wireless 
connection with the terminal device and the authentication 
response is received from the communication device , send 
second connection information different from the first con 
nection information to the communication device via the 
wireless interface , the second connection information being 
for the communication device to establish the wireless 
connection with the terminal device ; and after the second 
connection information has been sent to the communication 
device , establish the wireless connection with the commu 
nication device via the wireless interface by using the 
second connection information . 
[ 0008 ] The above terminal device itself is also novel and 
useful . A computer program for implementing the terminal 
device and a method implemented by the terminal device are 
also novel and useful . Moreover , a communication system 
comprising the terminal device and the other device ( e.g. , 
the communication device , the external device ) is novel and 
useful . 

SUMMARY BRIEF DESCRIPTION OF THE DRAWINGS 

[ 0006 ] The disclosure herein discloses a technique capable 
of appropriately switching whether a wireless connection is 
to be established between a communication device and an 
external device or between the communication device and a 
terminal device . 

[ 0009 ] FIG . 1 shows a configuration of a communication 
system ; 
[ 0010 ] FIG . 2 shows an explanatory diagram for showing 
an outline of case A in which a wireless connection is 
established between a printer and an AP ; 
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[ 0011 ] FIG . 3 shows an explanatory diagram for showing 
an outline of case B in which a wireless connection is 
established between a terminal and the printer ; 
[ 0012 ] FIG . 4 shows a flowchart of a process executed by 
the terminal ; 
[ 0013 ] FIG . 5 shows a flowchart of a normal Wi - Fi pro 
cess ; 
[ 0014 ] FIG . 6 shows a flowchart of a WFD process ; 
[ 0015 ] FIG . 7 shows a sequence diagram of a Bootstrap 
ping process with the AP ; 
[ 0016 ] FIG . 8 shows a sequence diagram of an Authenti 
cation process with the AP ; 
[ 0017 ] FIG . 9 shows a sequence diagram of a Configura 
tion process with the AP ; 
[ 0018 ] FIG . 10 shows a sequence diagram of a Network 
Access process with the AP ; 
[ 0019 ] FIG . 11 shows a sequence diagram of Bootstrap 
ping and P2P Discovery processes with the printer ; 
[ 0020 ] FIG . 12 shows a sequence diagram of an Authen 
tication process with the printer ; 
[ 0021 ] FIG . 13 shows a sequence diagram of a Configu 
ration process with the printer ; 
[ 0022 ] FIG . 14 shows a sequence diagram of a Network 
Access process between the printer and the AP ; 
[ 0023 ] FIG . 15 shows a sequence diagram of Bootstrap 
ping , P2P Discovery , and G / O Negotiation processes with 
the printer , 
[ 0024 ] FIG . 16 shows a sequence diagram of an Authen 
tication process with the printer ; 
[ 0025 ] FIG . 17 shows a sequence diagram of a Configu 
ration process with the printer ; 
[ 0026 ] FIG . 18 shows a sequence diagram of a Network 
Access process with the printer ; and 
[ 0027 ] FIG . 19 shows a sequence diagram of a process of 
case C in which a notification screen is displayed in the 
terminal . 

[ 0031 ] The operation unit 12 comprises a plurality of keys . 
The user can input various instructions to the terminal 10 by 
operating the operation unit 12. The display unit 14 is a 
display for displaying various types of information . The 
display unit 14 also functions as a touch panel ( i.e. , opera 
tion unit ) which receives instructions from the user . The 
camera 15 is a device for capturing images of an object , and 
in this embodiment , it is especially used to capture QR codes 
for the AP 6 and the printer 100 . 
[ 0032 ] The Wi - Fi I / F 16 is a wireless interface configured 
to execute wireless communication according to a Wi - Fi 
scheme . The Wi - Fi scheme is a wireless communication 
scheme for executing wireless communication according to 
802.11 standard of IEEE ( the Institute of Electrical and 
Electronics Engineers , Inc. ) and standards complying 
thereto ( such as 802.11a , 11b , 1lg , 11n , 11ac , etc. ) . The 
Wi - Fi I / F 16 especially supports Device Provisioning Pro 
tocol ( DPP ) scheme that has been established by the Wi - Fi 
Alliance . The DPP scheme is described in the standard 
“ Device Provisioning Protocol Technical Specification Ver 
sion 1.0 " created by the Wi - Fi Alliance , and is a wireless 
communication scheme for easily establishing a wireless 
connection according to Wi - Fi between a pair of devices 
( such as the printer 100 and the AP 6 , or the printer 100 and 
the terminal 10 , ) by using the terminal 10 . 
[ 0033 ] Further , the Wi - Fi I / F 16 supports a WFD ( Wi - Fi 
Direct ( registered trademark ) ) scheme established by the 
Wi - Fi Alliance . That is , the terminal 10 is a WFD device . 
The WFD scheme is a wireless communication scheme 
described in the standard “ Wi - Fi Peer - to - Peer ( P2P ) Tech 
nical Specification Version 1.1 ” created by the Wi - Fi Alli 
ance . The WFD standard defines three states as states of a 
WFD device supporting the WFD scheme : a Group Owner 
state ( hereinbelow termed “ G / O state ” ) , a client state , and a 
device state . The WFD device is capable of selectively 
operating in one of the above three states . That is , the 
terminal 10 can establish a wireless connection according to 
a normal Wi - Fi scheme that is not the WFD scheme , and a 
wireless connection according to the WFD scheme . Below , 
a wireless connection according to the normal Wi - Fi scheme 
and wireless connection according to the WFD scheme 
will be termed " normal Wi - Fi connection ” and “ WFD 
connection " , respectively . 
[ 0034 ] The controller 30 comprises a CPU 32 and a 
memory 34. The CPU 32 executes various processes in 
accordance with programs 36 , 38 stored in the memory 34 . 
The memory 34 is constituted of a volatile memory , a 
non - volatile memory and the like , and stores the OS pro 
gram 36 and the connection application 38 ( hereinbelow 
simply termed " app 38 ” ) . 
[ 0035 ] The OS program 36 is a program for controlling 
basic operations of the terminal 10. The app 38 is a program 
for establishing a Wi - Fi connection between a pair of 
devices according to the DPP scheme . The app 38 is 
installed in the terminal 10 , for example , from a server on 
the Internet provided by a vendor of the printer 100 . 

EMBODIMENTS 

Configuration of Communication System 2 ; FIG . 1 
[ 0028 ] As shown in FIG . 1 , a communication system 2 
comprises an AP ( Access Point ) 6 , a terminal 10 , and a 
printer 100. In this embodiment , a situation is assumed in 
which a user uses the terminal 10 to cause the printer 100 to 
execute printing . In order to send print data representing an 
image to be printed from the terminal 10 to the printer 100 , 
it is realized to establish a wireless connection between the 
terminal 10 and the AP 6 as well as establish a wireless 
connection between the printer 100 and the AP 6 , and to 
establish a wireless connection between the terminal 10 and 
the printer 100 . 

Configuration of Terminal 10 
[ 0029 ] The terminal 10 is a portable terminal device such 
as a cellphone ( e.g. , a smartphone ) , a PDA , and a tablet PC . 
In a variant , the terminal 10 may be a desktop PC , a laptop 
PC or the like . 
[ 0030 ] The terminal 10 comprises an operation unit 12 , a 
display unit 14 , a camera 15 , a Wi - Fi interface 16 , and a 
controller 30. The units 12 to 30 are connected to a bus line 
( reference number omitted ) . Hereinbelow , an interface will 
be simply termed “ I / F ” . 

Configuration of Printer 100 
[ 0036 ] The printer 100 is a peripheral device ( e.g. , a 
peripheral device of the terminal 10 , etc. ) capable of execut 
ing a print function . The printer 100 comprises a Wi - Fi I / F 
116 and a print executing unit 118. The Wi - Fi I / F 116 is 
physically one I / F . The Wi - Fi I / F 116 is the same as the 
Wi - Fi I / F 16 of the terminal 10. That is , the Wi - Fi I / F 116 
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supports the DPP scheme and the WFD scheme . A MAC 
address “ macprl ” for establishing a normal Wi - Fi connec 
tion and a MAC address “ macpr2 ” for establishing a WFD 
connection are assigned to the Wi - Fi I / F 116. The MAC 
address “ macprl ” and the MAC address “ macpr2 ” are 
different MAC addresses from each other . The print execut 
ing unit 118 comprises a print mechanism of an ink jet 
scheme , a laser scheme , or the like . 

Outline of Present Embodiment ; FIG . 2 and FIG . 3 
[ 0037 ] Next , an outline of the present embodiment will be 
described with reference to FIG . 2 and FIG . 3. Although it 
has been described above that the terminal 10 and the printer 
100 support the DPP scheme , the AP 6 also supports the DPP 
scheme . Further , a MAC address “ macap ” is assigned to the 
AP 6. Below , to facilitate understanding , operations 
executed by the CPU of each device ( e.g. , the CPU 32 ) will 
be described with each device ( e.g. , the terminal 10 ) as the 
subject of action , not with the CPU as the subject of action . 

Outline of Case A ; FIG . 2 
[ 0038 ] First , an outline of case A in which a normal Wi - Fi 
connection is established between the printer 100 and the AP 
6 will be described with reference to FIG . 2. In case A , 
establishment of normal Wi - Fi connections between the AP 
6 and each of the terminal 10 and the printer 100 is realized 
by the devices 6 , 10 , 100 executing communication accord 
ing to the DPP scheme . 
[ 0039 ] In T2 , the terminal 10 executes Bootstrapping 
( hereinbelow simply termed “ BS ” ) according to the DPP 
scheme with the AP 6. The BS is a process of providing , 
from the AP 6 to the terminal 10 , information that is used in 
Authentication ( hereinbelow simply termed “ Auth ” ) of T4 
to be described later in response to a QR code adhered to the 
AP 6 being captured by the terminal 10 . 
[ 0040 ] In T4 , the terminal 10 executes the Auth according 
to the DPP scheme with the AP 6 by using the information 
obtained in the BS of T2 . This Auth is a process for the 
terminal 10 and the AP 6 to authenticate their communica 
tion counterparts . 
[ 0041 ] In T6 , the terminal 10 executes Configuration 
( hereinbelow simply termed “ Config ” ) according to the DPP 
scheme with the AP 6. This Config is a process of sending , 
to the AP 6 , information for the AP 6 to establish a Wi - Fi 
connection . Specifically , the terminal 10 creates a Configu 
ration Object for AP ( hereinbelow , Configuration Object will 
be simply termed “ CO " ) , and sends the CO for AP to the AP 
6. As a result , the CO for AP is stored in the AP 6 . 
[ 0042 ] In T8 , the terminal 10 executes Network Access 
( hereinbelow simply termed “ NA ” ) according to the DPP 
scheme with the AP 6. In this NA , the terminal 10 creates a 
first CO for terminal and stores it in the memory 34. Then , 
the terminal 10 and the AP 6 use the first CO for terminal and 
the CO for AP to share a connection key for establishing a 
Wi - Fi connection between the terminal 10 and the AP 6 . 
[ 0043 ] In T10 , the terminal 10 and the AP 6 execute 
communication of 4way - handshake . During at least a part of 
the communication of 4way - handshake , the terminal 10 and 
the AP 6 communicate encrypted information that is 
encrypted by the connection key shared in the NA of T8 . 
Then , in a case where the encrypted information is success 
fully decrypted , a normal Wi - Fi connection is established 
between the terminal 10 and the AP 6. Thereby , the terminal 

10 participates , as a child station , in a wireless network 
formed by the AP 6. In a variant , communication of SAE 
( Simultaneous Authentication of Equals , commonly called 
“ Dragonfly ” ) may be used instead of the communication of 
4way - handshake . 
[ 0044 ] Next , in T12 , the terminal 10 executes BS accord 
ing to the DPP scheme with the printer 100. This BS is a 
process of providing , from the printer 100 to the terminal 10 , 
information that is to be used in Auth of T14 to be described 
later in response to a first QR code displayed in the printer 
100 being captured by the terminal 10 . 
[ 0045 ] In T13 , the terminal 10 executes P2P Discovery 
( hereinbelow simply termed “ PDis ” ) for searching for the 
printer 100. In this PDis , the terminal 10 sends a Probe 
Request ( hereinbelow simply termed “ PReq ” ) by broadcast 
via the Wi - Fi I / F 16 and receives a Probe Response ( here 
inbelow simply termed “ PRes ” ) from the printer 100. This 
PRes includes the MAC address “ macprl ” for establishing 
a normal Wi - Fi connection . 
[ 0046 ] In T14 , the terminal 10 executes Auth according to 
the DPP scheme with the printer 100 by using the informa 
tion obtained in the BS of T12 . This Auth is a process for the 
terminal 10 and the printer 100 to authenticate their com 
munication counterparts . 
[ 0047 ] In T16 , the terminal 10 executes Config according 
to the DPP scheme with the printer 100. This Config is a 
process of sending , to the printer 100 , information for the 
printer 100 to establish a normal Wi - Fi connection . Specifi 
cally , the terminal 10 creates a first CO for printer and sends 
it to the printer 100. As a result , the first CO for printer is 
stored in the printer 100 . 
[ 0048 ] In T18 , the printer 100 and the AP 6 execute NA 
according to the DPP scheme by using the first CO for 
printer and the CO for AP . This NA is a process for sharing , 
between the printer 100 and the AP 6 , a connection key for 
establishing a normal Wi - Fi connection between the printer 
100 and the AP 6 . 
[ 0049 ] In T20 , the printer 100 and the AP 6 execute 
communication of 4way - handshake . During at least a part of 
the communication of 4way - handshake , the printer 100 and 
the AP 6 communicate encrypted information that is 
encrypted by the connection key shared in the NA of T18 . 
Then , in a case where the encrypted information is success 
fully decrypted , a normal Wi - Fi connection is established 
between the printer 100 and the AP 6. Thereby , the printer 
100 participates , as a child station , in the wireless network 
formed by the AP 6. As a result , the terminal 10 and the 
printer 100 both have come to participate , as child stations , 
in the wireless network formed by the AP 6. That is , the 
terminal 10 and the printer 100 can communicate with each 
other through the AP 6 by using the wireless network . 
[ 0050 ] In T30 and T32 , the terminal 10 sends print data to 
the printer 100 via the Wi - Fi I / F 16 through the AP 6 . 
[ 0051 ] In a case of receiving the print data from the 
terminal 10 via the Wi - Fi I / F 116 through the AP 6 in T32 , 
the printer 100 executes printing according to the print data 
in T34 . Then , in T40 and 141 , the printer 100 sends a 
completion notification indicating that the printing has been 
completed to the terminal 10 via the Wi - Fi I / F 116 through 
the AP 6 . 
[ 0052 ] In a case of receiving the completion notification 
from the printer 100 via the Wi - Fi I / F 16 through the AP 6 
in T41 , the terminal 10 sends in T42 and T44 , to the printer 
100 via the Wi - Fi I / F 16 through the AP 6 , a disconnection 
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instruction for disconnecting the normal Wi - Fi connection 
between the printer 100 and the AP 6 . 
[ 0053 ] In a case of receiving the disconnection instruction 
from the terminal 10 via the Wi - Fi I / F 116 through the AP 
6 in T44 , the printer 100 sends in T46 , to the AP 6 , a 
disconnection request requesting disconnection of the nor 
mal Wi - Fi connection , and disconnects the normal Wi - Fi 
connection with the AP 6 in T48 . Thereby , a state in which 
the normal Wi - Fi connection remains established between 
the printer 100 and the AP 6 despite the printing having been 
completed in the printer 100 can be suppressed from being 
maintained . When the process of T48 completes , the process 
of case A ends . 
[ 0054 ] As described above , in the DPP scheme , the user 
does not have to input , to the terminal 10 and the printer 100 , 
information of the wireless network ( e.g. , SSID ( Service Set 
Identifier ) , password , etc. ) in which the AP 6 operates as the 
parent station in order to establish normal Wi - Fi connections 
between the AP 6 and each of the terminal 10 and the printer 
100. Therefore , the user can easily establish normal Wi - Fi 
connections between the AP 6 and each of the terminal 10 
and the printer 100 . 

[ 0061 ] In T58 , the terminal 10 executes NA according to 
the DPP scheme with the printer 100. In this NA , the 
terminal 10 creates a second CO for terminal and stores it in 
the memory 34. Then , the terminal 10 and the printer 100 
use the second CO for terminal and the second CO for 
printer to share a connection key for establishing a WFD 
connection between the terminal 10 and the printer 100 . 
[ 0062 ] In T60 , the terminal 10 establishes a WFD con 
nection with the printer 100 by using the connection key 
shared in T58 , and participates , as a client of the WFD 
scheme , in a wireless network in which the printer 100 
operates as the parent station . Thereby , the terminal 10 and 
the printer 100 can communicate with each other by using 
this wireless network , without intermediation of the AP 6 . 
[ 0063 ] In T70 , the terminal 10 sends print data to the 
printer 100 via the Wi - Fi I / F 16 by using the WFD connec 
tion . 
[ 0064 ] In a case of receiving the print data from the 
terminal 10 via the Wi - Fi I / F 116 in 170 , the printer 100 
executes printing according to the print data in 172 and 
sends a completion notification to the terminal 10 in T80 via 
the Wi - Fi I / F 116 by using the WFD connection . 
[ 0065 ] In a case of receiving the completion notification 
from the printer 100 via the Wi - Fi I / F 16 in T80 , the terminal 
10 sends , to the printer 100 in T82 , a disconnection instruc 
tion requesting disconnection of the WFD connection , and 
disconnects the WFD connection with the printer 100 in 
T84 . Thereby , a state in which the WFD connection remains 
established between the terminal 10 and the printer 100 
despite the printing having been completed in the printer 100 
can be suppressed from being maintained . When the process 
of T84 completes , the process of case B ends . 
[ 0066 ] As described above , in the DPP scheme , the user 
does not have to input , to the terminal 10 , information ( e.g. , 
SSID , password , etc. ) of the wireless network in which the 
printer 100 operates as the parent station in order to establish 
a WFD connection between the terminal 10 and the printer 
100. Therefore , the user can easily establish a WFD con 
nection between the terminal 10 and the printer 100 . 

Outline of Case B ; FIG . 3 
[ 0055 ] Next , an outline of case B in which a WFD 
connection is established between the terminal 10 and the 
printer 100 will be described with reference to FIG . 3. In 
case B , establishment of a WFD connection between the 
terminal 10 and the printer 100 is realized by each of the 
devices 10 , 100 executing communication in accordance 
with the DPP scheme . 
[ 0056 ] In T52 , the terminal 10 executes BS according to 
the DPP scheme with the printer 100. This BS is a process 
of providing , from the printer 100 to the terminal 10 , 
information that is used in Auth of T55 to be described later 
in response to a second QR code displayed in the printer 100 
being captured by the terminal 10 . 
[ 0057 ] In T53 , the terminal 10 executes PDis for searching 
for the printer 100. In this PDis , the terminal 10 sends a 
PReq by broadcast via the Wi - Fi I / F 16 and receives a PRes 
from the printer 100. This PRes includes the MAC address 
“ macpr2 ” for establishing a WFD connection and P2P 
information indicating that the printer 100 supports the 
WFD scheme . 
[ 0058 ] In T54 , the terminal 10 executes G / O Negotiation 
( hereinbelow simply termed “ G / O Nego ” ) with the printer 
100 to determine whether to operate in the G / O state or in 
the client state . In the present case , it is determined that the 
printer 100 is to operate in the G / O state and the terminal 10 
is to operate in the client state . In a variant , it may be 
determined that the terminal 10 is to operate in the G / O state 
and the printer 100 is to operate in the client state . 
[ 0059 ] In T55 , the terminal 10 executes Auth according to 
the DPP scheme with the printer 100 by using the informa 
tion obtained in the BS of T52 . This Auth is a process for the 
terminal 10 and the printer 100 to authenticate their com 
munication counterparts . 
[ 0060 ] In T56 , the terminal 10 executes Config according 
to the DPP scheme with the printer 100. This Config is a 
process of sending , to the printer 100 , information for the 
printer 100 to establish a WFD connection . Specifically , the 
terminal 10 creates a second CO for printer and sends it to 
the printer 100. As a result , the second CO for printer is 
stored in the printer 100 . 

Process by Terminal 10 ; FIG . 4 
[ 0067 ] Next , a process executed by the CPU 32 of the 
terminal 10 in order to execute the processes of FIG . 2 and 
FIG . 3 will be described with reference to FIG . 4. The 
process of FIG . 4 is executed in response to a QR code 
displayed in the printer 100 being captured by the terminal 
10. The QR code displayed in the printer 100 is a code 
obtained by encoding a public key of the printer 100 , a 
channel list of the printer 100 , and a MAC address of the 
printer 100 ( i.e. , one of “ macprl ” and “ macpr2 ” ) . Below , the 
MAC address of the printer 100 i.e. , “ macpr1 ” or 
“ macpr2 ” ) will be termed “ target MAC address ” . The chan 
nel list is a list of a plurality of communication channels to 
be used in the Auth ( see T14 of FIG . 2 or T55 of FIG . 3 ) ( i.e. , 
a plurality of communication channels that the printer 100 
can use ) . 
[ 0068 ] In S5 , the terminal 10 decodes the captured QR 
code to obtain the public key of the printer 100 , the channel 
list of the printer 100 , and the target MAC address . 
[ 0069 ] In S10 , the terminal 10 sends a PReq by broadcast 
via the Wi - Fi I / F 16 . 
[ 0070 ] In response to having sent the PReq by broadcast , 
the terminal 10 receives a plurality of PRes from a plurality 
of devices ( e.g. , the printer 100 ) present in the surroundings 
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of the terminal 10. Each of the plurality of PRes includes a 
MAC address of a device that is the sender of the PRes . In 
S20 , the terminal 10 determines whether a PRes that 
includes a MAC address i.e. , the target MAC address ) 
matching the target MAC address obtained in S5 is received 
from the printer 100. In a case of receiving a PRes including 
the target MAC address from the printer 100 , the terminal 10 
determines YES in S20 and proceeds to S25 . On the other 
hand , in a case where a PRes including the target MAC 
address is not received within a predetermined time , the 
terminal 10 determines NO in S20 and ends the process of 
FIG . 4. In the case where the target MAC address cannot be 
received from the printer 100 , it is assumed that the I / F to 
which the target MAC address is assigned in the printer 100 
is in a state of being unable to execute communication ( e.g. , 
in a state of not being supplied with power ) , for example . In 
the case where the terminal 10 does not receive a PRes 
including the target MAC address from the printer 100 , that 
is , in the case where the I / F to which the target MAC address 
is assigned in the printer 100 is in the state of being unable 
to execute communication , the terminal 10 does not execute 
processes from S25 onward . Thereby , the processing load of 
the terminal 10 can be reduced . 
[ 0071 ] In S25 , the terminal 10 determines whether the 
received PRes includes the P2P information . In a case where 
the received PRes includes the P2P information ( YES in 
S25 ) , the terminal 10 determines that the sender device of 
the PRes ( i.e. , the printer 100 ) supports the WFD scheme 
and determines that the printer 100 is to establish a WFD 
connection with the terminal 10. Then , in S35 , the terminal 
10 executes a WFD process ( see FIG . 6 ) for establishing a 
WFD connection between the terminal 10 and the printer 
100. On the other hand , in a case where the received PRes 
does not include the P2P information ( NO in S25 ) , the 
terminal 10 determines that the sender device of the PRes 
does not support the WFD scheme and determines that the 
printer 100 is to establish a normal Wi - Fi connection with 
the AP 6. Then , in S30 , the terminal 10 executes a normal 
Wi - Fi process ( see FIG . 5 ) for establishing a normal Wi - Fi 
connection between the printer 100 and the AP 6. When the 
process of S30 or S35 completes , the process of FIG . 4 ends . 

[ 0073 ] In S103 , the terminal 10 displays , on the display 
unit 14 , a notification screen for notifying the user that 
communication according to the DPP scheme is to be 
executed between the terminal 10 and the AP 6. In the 
situation where communication according to the DPP 
scheme has not been executed between the terminal 10 and 
the AP 6 , the AP 6 does not store a CO for AP . In this case , 
the NA ( T18 of FIG . 2 ) according to the DPP scheme cannot 
be executed between the printer 100 and the AP 6. Since the 
notification screen is displayed in the terminal 10 in such a 
situation , the user can be informed that communication 
according to the DPP scheme is to be executed between the 
terminal 10 and the AP 6 , and can cause communication 
according to the DPP scheme to be executed between the 
terminal 10 and the AP 6 . 
[ 0074 ] In S105 , the terminal 10 executes a normal Wi - Fi 
connection process for establishing a normal Wi - Fi connec 
tion between the printer 100 and the AP 6. Specifically , the 
terminal 10 executes various communications ( Auth , Con 
fig ) with the printer 100 , and sends the CO for printer to the 
printer 100 in the Config . As a result , the NA ( T18 of FIG . 
2 ) according to the DPP scheme is executed between the 
printer 100 and the AP by using the CO for AP and the CO 
for printer , and a connection key is shared between the 
printer 100 and the AP 6. Then , a normal Wi - Fi connection 
is established between the printer 100 and the AP 6 by using 
this connection key ( T20 of FIG . 2 ) . 
[ 0075 ] In S110 , the terminal 10 sends print data to the 
printer 100 via the Wi - Fi I / F 16 through the AP 6 ( T30 and 
T32 of FIG . 2 ) . 
[ 0076 ] In S115 , the terminal 10 monitors whether the 
completion notification is received from the printer 100 via 
the Wi - Fi I / F 16 through the AP 6. In a case of receiving the 
completion notification from the printer 100 ( T41 of FIG . 2 ) , 
the terminal 10 determines YES in S115 and proceeds to 
S120 . 
[ 0077 ] In S120 , the terminal 10 sends the disconnection 
instruction to the printer 100 via the Wi - Fi I / F 16 through the 
AP 6 ( T42 and T44 of FIG . 2 ) . When the process of S120 
completes , the process of FIG . 5 ends . 

WFD Process ; FIG . 6 Normal Wi - Fi Process ; FIG . 5 
[ 0072 ] Next , details of processes executed in the normal 
Wi - Fi process of S30 in FIG . 4 will be described with 
reference to FIG . 5. In S100 , the terminal 10 determines 
whether a CO for terminal is stored in the memory 34. Here , 
in a case where the terminal 10 has established a normal 
Wi - Fi connection with the AP 6 according to the DPP 
scheme , the first CO for terminal created in the NA with the 
AP 6 ( see T6 of FIG . 2 ) is stored in the memory 34. That is , 
a CO for terminal being stored in the memory 34 means that 
the terminal 10 has executed communication with the AP 6 
according to the DPP scheme . In a case where the terminal 
10 determines that a CO for terminal is stored in the memory 
34 ( YES in S100 ) , that is , in a case where communication 
according to the DPP scheme has been executed between the 
terminal 10 and the AP 6 , the terminal 10 proceeds to S105 . 
On the other hand , in a case where the terminal 10 deter 
mines that a CO for terminal is not stored in the memory 34 
( NO in S100 ) , that is , in a case where communication 
according to the DPP scheme has not been executed between 
the terminal 10 and the AP 6 , the terminal 10 proceeds to 
S103 . 

[ 0078 ] Next , details of processes executed in the WFD 
process of S35 in FIG . 4 will be described with reference to 
FIG . 6. In S200 , the terminal 10 executes a WFD connection 
process for establishing a WFD connection between the 
terminal 10 and the printer 100. Specifically , the terminal 10 
executes various communications ( G / O Nego , Auth , Config , 
NA , etc. ) with the printer 100 and establishes a WFD 
connection with the printer 100 ( T54 to 160 of FIG . 3 ) . 
[ 0079 ] In S205 , the terminal 10 sends print data to the 
printer 100 via the Wi - Fi I / F 16 by using the established 
WFD connection ( 170 of FIG . 3 ) . 
[ 0080 ] In S210 , the terminal 10 monitors whether the 
completion notification is received from the printer 100 via 
the Wi - Fi I / F 16. In a case of receiving the completion 
notification from the printer 100 ( T80 of FIG . 3 ) , the 
terminal 10 determines YES in S210 and proceeds to S220 . 
[ 0081 ] In S220 , the terminal 10 sends the disconnection 
request to the printer 100 via the Wi - Fi I / F 16 ( T82 of FIG . 
3 ) , and disconnects the WFD connection with the printer 100 
( T84 of FIG . 3 ) . When the process of S220 completes , the 
process of FIG . 6 ends . 
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Processes of Case A ; FIG . 7 to FIG . 14 
[ 0082 ] Next , details of the processes executed in T2 to T8 
and in T12 to T18 of case A in FIG . 2 will be described with 
reference to FIG . 7 to FIG . 14. First , the BS process 
executed between the terminal 10 and the AP 6 in T2 of FIG . 
2 will be described with reference to FIG . 7. In an initial 
state of FIG . 7 , the AP 6 stores a public key APK1 and a 
private key askl of the AP 6 in advance . Further , a QR code , 
which is obtained by encoding the public key APK1 of the 
AP 6 , a channel list Ll of the AP 6 , and the MAC address 
“ macap ” of the AP 6 , is adhered to a housing of the AP 6 . 
The channel list L1 is a list of a plurality of communication 
channels to be used in Auth ( see T4 of FIG . 2 ) ( i.e. , a 
plurality of communication channels that the AP 6 can use ) . 
[ 0083 ] In T100 , the terminal 10 activates the app 38 in 
response to receiving an activate operation for the app 38 
from the user . The subsequent processes executed by the 
terminal 10 are realized by the app 38. Next , in T101 , the 
terminal 10 displays , on the display unit 14 , a confirmation 
screen for confirming with the user whether to execute a 
connection process for establishing a wireless connection by 
using the QR code . The confirmation screen includes a YES 
button indicating that the connection process is to be 
executed , and a NO button indicating that the connection 
process is not to be executed . 
[ 0084 ] The terminal 10 activates the camera 15 in T102 in 
response to the YES button in the confirmation screen being 
selected by the user , and captures the QR code adhered to the 
housing of the AP 6 by using the camera 15 in T103 . Then , 
in T104 , the terminal 10 decodes the captured QR code to 
obtain the public key APK1 , the channel list L1 , and the 
MAC address “ macap ” . When the process of T104 com 
pletes , the process of FIG . 7 ends . 

and a value indicating that the device is capable of operating 
as both the Configurator and the Enrollee . The Configurator 
refers to a device configured to send a CO that is to be used 
in NA ( e.g. , T8 of FIG . 2 ) to the Enrollee in Config ( e.g. , T6 
of FIG . 2 ) . On the other hand , the Enrollee refers to a device 
that receives the CO that is to be used in the NA from the 
Configurator in the Config . As described above , in this 
embodiment , the terminal 10 creates the CO for AP and the 
CO for printer and sends them respectively to the AP 6 and 
the printer 100. As such , the capability of the terminal 10 
includes the value indicating that it is capable of operating 
only as the Configurator . 
[ 0089 ] In T210 , the AP 6 receives the AReq from the 
terminal 10. As described above , this AReq is sent with the 
MAC address “ macap ” of the AP 6 as the destination . 
Therefore , the AP 6 can appropriately receive this AReq 
from the terminal 10. Further , the AP 6 is brought into a state 
of monitoring that the AReq is received by using one 
communication channel among the plurality of communi 
cation channels in the channel list L1 ( i.e. , the plurality of 
communication channels that the AP 6 can use ) . As 
described above , the AReq of T210 is sent by sequentially 
using the plurality of communication channels in the chan 
nel list L1 . Therefore , the AP 6 can appropriately receive this 
AReq from the terminal 10 . 
[ 0090 ] Next , the AP 6 executes the following process for 
authenticating the sender of the AReq ( i.e. , the terminal 10 ) . 
Specifically , in T212 , the AP 6 creates a shared key SK1 
according to the ECDH by using the public key TPK1 of the 
terminal 10 in the AReq and the private key ask1 of the AP 
6. Here , the shared key SK1 created by the terminal 10 in 
T201 is the same as the shared key SK1 created by the AP 
6 in T212 . Therefore , in T214 , the AP 6 can appropriately 
decrypt the encrypted data ED1 in the AReq by using the 
created shared key SK1 , as a result of which the AP 6 can 
obtain the random value RV1 . In a case where the decryption 
of the encrypted data ED1 succeeds , the AP 6 determines 
that the sender of the AReq is the device that captured the 
QR code of the AP 6 , that is , determines that the authenti 
cation has succeeded , and executes processes from T216 
onward . On the other hand , in a case where the decryption 
of the encrypted data ED1 does not succeed , the AP 6 
determines that the sender of the AReq is not the device that 
captured the QR code of the AP 6 , that is , determines that the 
authentication has failed , and does not execute the processes 
from T216 onward . 

[ 0091 ] In T216 , the AP 6 creates a new public key APK2 
and a new private key ask2 of the AP 6. In a variant , the AP 
6 may store the public key APK2 and the private key ask2 
in advance . Next , in T217 , the AP 6 creates a shared key SK2 
according to the ECDH by using the public key TPK1 of the 
terminal 10 in the Areq of T210 and the created private key 
ask2 of the AP 6. Then , in T218 , the AP 6 encrypts the 
obtained random value RV1 and a new random value RV2 
by using the created shared key SK2 to create encrypted data 
ED2 . 

[ 0092 ] In T220 , the AP 6 sends a DPP Authentication 
Response ( hereinbelow simply termed “ ARes ” ) to the ter 
minal 10. This ARes includes the public key APK2 of the AP 
6 created in T216 , the encrypted data ED2 created in T218 , 
and a capability of the AP 6. This capability includes the 
value indicating that the AP 6 is capable of operating only 
as the Enrollee . 

Auth with AP 6 ; FIG . 8 

[ 0085 ) Next , the Auth process executed between the ter 
minal 10 and the AP 6 in T4 of FIG . 2 will be described with 
reference to FIG . 8 . 
[ 0086 ] In T200 , the terminal 10 creates a public key TPK1 
and a private key tskl of the terminal 10. Next , in T201 , the 
terminal 10 creates a shared key SK1 according to ECDH 
( Elliptic curve Diffie - Hellman key exchange ) by using the 
created private key tskl and the public key APK1 of the AP 
6 obtained in T104 of FIG . 7. Then , in T202 , the terminal 10 
encrypts a random value RV1 by using the created shared 
key SK1 to create encrypted data EDE 
[ 0087 ] In T210 , the terminal 10 sends a DPP Authentica 
tion Request ( hereinbelow simply termed “ AReq " ) to the AP 
6 via the Wi - Fi I / F 16 with the MAC address “ macap ” 
obtained in T104 of FIG . 7 as its destination . The AReq is 
a signal requesting the AP 6 to execute authentication , and 
includes the public key TPK1 of the terminal 10 created in 
T200 , the encrypted data ED1 created in T202 , and a 
capability of the terminal 10. Here , the terminal 10 repeat 
edly sends the AReq to the AP 6 by sequentially using the 
plurality of communication channels in the channel list L1 
obtained in T104 of FIG . 7 . 
[ 0088 ] A capability is information that is pre - designated in 
a device supporting the DPP scheme and includes a value 
which is one of : a value indicating that the device is capable 
of operating only as a Configurator according to the DPP 
scheme , a value indicating that the device is capable of 
operating only as an Enrollee according to the DPP scheme , 
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the hash value HV1 , the group ID “ Gap ” , the public key 
APK2 of the AP 6 , and the digital signature DSap . Then , the 
terminal 10 creates a CO for AP including the SC for AP and 
the public key TPK2 of the terminal 10 . 
[ 0099 ] In T310 , the terminal 10 sends a DPP Configura 
tion Response ( hereinbelow simply termed “ CRes ” ) includ 
ing the CO for AP to the AP 6 via the Wi - Fi 1 / F 16 . 
[ 0100 ] In T310 , the AP 6 receives the CRes from the 
terminal 10. In this case , in T312 , the AP 6 stores the CO for 
AP in this CRes . When the process of T312 completes , the 
process of FIG . 9 ends . 

[ 0093 ] In T220 , the terminal 10 executes the following 
process for authenticating the sender of this ARes ( i.e. , the 
AP 6 ) in response to receiving the ARes from the AP 6 via 
the Wi - Fi I / F 16. Specifically , in T222 , the terminal 10 
creates a shared key SK2 according to the ECDH by using 
the private key tskl of the terminal 10 created in T200 and 
the public key APK2 of the AP 6 in the ARes . Here , the 
shared key SK2 created by the AP 6 in T217 is the same as 
the shared key SK2 created by the terminal 10 in T222 . 
Therefore , in T224 , the terminal 10 can appropriately 
decrypt the encrypted data ED2 in the Ares by using the 
created shared key SK2 , as a result of which the terminal 10 
can obtain the random values RV1 and RV2 . In a case where 
the decryption of the encrypted data ED2 succeeds , the 
terminal 10 determines that the sender of the ARes is the 
device having the captured QR code , that is , determines that 
the authentication has succeeded , and executes processes 
from T230 onward . On the other hand , in a case where the 
decryption of the encrypted data ED2 does not succeed , the 
terminal 10 determines that the sender of the ARes is not the 
device having the captured QR code , that is , determines that 
the authentication has failed , and does not execute the 
processes from T230 onward . 
[ 0094 ] In T230 , the terminal 10 sends Confirm to the AP 
6 via the Wi - Fi I / F 16. The Confirm includes information 
indicating that the terminal 10 operates as the Configurator 
and the AP 6 operates as the Enrollee . As a result , the 
terminal 10 determines to operate as the Configurator in 
T232 , and the AP 6 determines to operate as the Enrollee in 
T234 . When the process of T234 completes , the process of 
FIG . 8 ends . When the process of FIG . 8 ends , the terminal 
10 discards the public key TPK1 and the private key tski 
( i.e. , deletes them from the memory 34 ) . 

Config with AP 6 ; FIG . 9 
[ 0095 ) Next , the Config process executed between the 
terminal 10 and the AP 6 in T6 of FIG . 2 will be described 
with reference to FIG . 9 . 
[ 0096 ] In T300 , the AP 6 sends a DPP Configuration 
Request ( hereinbelow simply termed " Creq ' ) to the terminal 
10. This Creq is a signal requesting a CO for AP to be sent . 
[ 0097 ] In T300 , the terminal 10 receives the Cred from the 
AP 6 via the Wi - Fi I / F 16. In this case , in T302 , the terminal 
10 creates a new public key TPK2 and a new private key 
tsk2 of the terminal 10 and stores them in the memory 34 . 
Next , in T304 , the terminal 10 creates a CO for AP by using 
the created private key tsk2 . Specifically , the terminal 10 
executes the following processes . 
[ 0098 ] First , the terminal 10 creates a hash value HV1 by 
hashing the public key TPK2 of the terminal 10. Further , the 
terminal 10 creates a group ID “ Gap ” . The group ID “ Gap ” 
is information for identifying a wireless network formed by 
a normal Wi - Fi connection being established between the 
terminal 10 and the AP 6. In a variant , a character string 
designated by the user may be used as the group ID . Further , 
the terminal 10 creates a first value by hashing a combina 
tion of the hash value HV1 , the group ID “ Gap ” , and the 
public key APK2 of the AP 6 in the ARes of T220 in FIG . 
8. Then , the terminal 10 creates a digital signature DSap 
according to ECDSA ( Elliptic Curve Digital Signature Algo 
rithm ) by encrypting the created first value by using the 
private key tsk2 of the terminal 10. As a result , the terminal 
10 can create a Signed - Connector for AP ( hereinbelow , 
Signed - Connector will be simply termed “ SC ” ) including 

NA with AP 6 ; FIG . 10 
[ 0101 ] Next , the NA process executed between the termi 
nal 10 and the AP 6 in T8 of FIG . 2 will be described with 
reference to FIG . 10 . 
[ 0102 ] In T400 , the terminal 10 creates a new public key 
TPK3 and a private key tsk3 of the terminal 10. Next , in 
T402 , the terminal 10 creates a first CO for terminal by using 
the private key tsk2 of the terminal 10 stored in the memory 
34 in T302 of FIG . 9. Specifically , the terminal 10 executes 
the following processes . 
[ 0103 ] First , the terminal 10 creates a hash value HV1 by 
hashing the public key TPK2 of the terminal 10. Further , the 
terminal 10 creates a second value by hashing a combination 
of the hash value HV1 , a group ID “ Gap ” , and the public key 
TPK3 of the terminal 10 created in T400 . Then , the terminal 
10 creates a digital signature DStel according to the ECDSA 
by encrypting the created second value by using the private 
key tsk2 of the terminal 10. As a result , the terminal 10 can 
create an SC for terminal including the hash value HV1 , the 
group ID “ Gap ” , the public key TPK3 of the terminal 10 , and 
the digital signature DStel . The hash value HV1 and the 
group ID “ Gap ” included in the SC for terminal are respec 
tively the same as the hash value HV1 and the group ID 
“ Gap ” included in the SC for AP . The public key TPK3 and 
the digital signature DStel included in the SC for terminal 
are respectively different from the public key APK2 and the 
digital signature DSap included in the SC for AP . Then , the 
terminal 10 creates a first CO for terminal including the SC 
for terminal and the public key TPK2 of the terminal 10 
stored in the memory 34 in T302 of FIG . 9 , and stores it in 
the memory 34 . 
[ 0104 ] In T410 , the terminal 10 sends a DPP Peer Dis 
covery Request ( hereinbelow simply termed “ PDReq ” ) 
including the SC for terminal to the AP 6 via the Wi - Fi I / F 
16. This PDReq is a signal requesting the AP 6 to execute 
authentication and to send the SC for AP . 
[ 0105 ] In response to receiving the PDReq from the ter 
minal 10 in T410 , the AP 6 executes a process for authen 
ticating the sender of the PDReq ( i.e. , the terminal 10 ) and 
the respective information in the PDReq ( i.e. , the hash value 
HV1 , " Gap ” , and the public key TPK3 ) . Specifically , in 
T412 , the AP 6 firstly executes a first AP determination 
process related to whether the hash value HV1 and the group 
ID “ Gap ” in the SC for terminal respectively match the hash 
value HV1 and the group ID “ Gap ” in the SC for AP . In the 
case of FIG . 10 , the AP 6 determines “ matching ” in the first 
AP determination process , thus the AP 6 determines that the 
authentication for the sender of the PDReq ( i.e. , the terminal 
10 ) has succeeded . Here , determining “ matching ” in the first 
AP determination process means that the SC for terminal 
and the SC for AP were created by the same device ( i.e. , the 
terminal 10 ) . Consequently , the AP 6 also determines that 
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mination process , thus the terminal 10 determines that the 
authentication for the respective information in the PDRes 
has succeeded and executes the processes from T424 
onward . On the other hand , in a case where “ not matching ” 
is determined in the first TE determination process , in a case 
where the decryption of the digital signature DSap fails , or 
in a case where “ not matching ” is determined in the second 
TE determination process , the terminal 10 determines that 
the authentication has failed and does not execute the 
processes from T424 onward . 
[ 0109 ] In T424 , the terminal 10 creates a connection key 
CK1 according to the ECDH by using the private key tsk2 
of the terminal 10 and the public key APK2 of the AP 6 in 
the SC for AP . Here , the connection key CK1 created by the 
AP 6 in T414 is the same as the connection key CK1 created 
by the terminal 10 in T424 . Thereby , the connection key 
CK1 for establishing a Wi - Fi connection is shared between 
the terminal 10 and the AP 6. When T424 completes , the 
process of FIG . 10 ends . 
[ 0110 ] As described above , after the connection key CK1 
has been shared between the terminal 10 and the AP 6 , the 
terminal 10 and the AP 6 execute the communication of 
4way - handshake by using the connection key CK1 in T10 of 
FIG . 2. As a result , a normal Wi - Fi connection is established 
between the terminal 10 and the AP 6 . 

BS and PDis with Printer 100 ; FIG . 11 

authentication for the creator of the SC for terminal ( i.e. , the 
terminal 10 ) has also succeeded . Further , the AP 6 decrypts 
the digital signature DStel in the SC for terminal by using 
the public key TPK2 of the terminal 10 included in the CO 
for AP . In the case of FIG . 10 , the decryption of the digital 
signature DStel succeeds , and then the AP 6 executes a 
second AP determination process related to whether the 
second value obtained by decrypting the digital signature 
DStel matches a value obtained by hashing the respective 
information in the SC for terminal ( i.e. , the hash value HV1 , 
“ Gap ” , and the public key TPK3 ) . In the case of FIG . 10 , the 
AP 6 determines “ matching ” in the second AP determination 
process , thus the AP 6 determines that the authentication for 
the respective information in the PDReq has succeeded and 
executes processes from T414 onward . Here , determining 
“ matching ” in the second AP determination process means 
that the respective information in the SC for terminal have 
not been falsified by a third party after the first CO for 
terminal had been stored in the terminal 10. Authentication 
using a digital signature , which will be described later , is 
also a process for confirming that information has not been 
falsified by a third party . On the other hand , in a case where 
" not matching ” is determined in the first AP determination 
process , in a case where the decryption of the digital 
signature DStel fails , or in a case where “ not matching ” is 
determined in the second AP determination process , the AP 
6 determines that the authentication has failed and does not 
execute the processes from T414 onward . 
[ 0106 ] Next , in T414 , the AP 6 creates a connection key 
( i.e. , shared key ) CK1 according to the ECDH by using the 
public key TPK2 of the terminal 10 included in the CO for 
AP and the private key ask2 of the AP 6 . 
[ 0107 ] In T420 , the AP 6 sends a DPP Peer Discovery 
Response ( hereinbelow simply termed “ PDRes ” ) including 
the SC for AP to the terminal 10 . 
[ 0108 ] In response to receiving the PDRes from the AP 6 
via the Wi - Fi I / F 16 in T420 , the terminal 10 executes a 
process for authenticating the sender of the PDRes ( i.e. , the 
AP 6 ) and the respective information ( i.e. , the hash value 
HV1 , “ Gap ” , and the public key APK2 ) in the PDRes . 
Specifically , in T422 , the terminal 10 firstly executes a first 
TE determination process related to whether the hash value 
HV1 and the group ID “ Gap ” in the SC for AP respectively 
match the hash value HV1 and the group ID “ Gap ” in the SC 
for terminal . In the case of FIG . 10 , the terminal 10 
determines “ matching ” in the first TE determination process , 
thus the terminal 10 determines that the authentication for 
the sender of the PDRes ( i.e. , the AP 6 ) has succeeded . Here , 
determining “ matching ” in the first TE determination pro 
cess means that the SC for terminal and the SC for AP were 
created by the same device ( i.e. , the terminal 10 ) . Conse 
quently , the terminal 10 also determines that authentication 
for the creator of the SC for terminal ( i.e. , the terminal 10 ) 
has also succeeded . Further , the terminal 10 decrypts the 
digital signature DSap in the SC for AP by using the public 
key TPK2 of the terminal 10 included in the first CO for 
terminal . In the case of FIG . 10 , the decryption of the digital 
signature DSap succeeds , and then the terminal 10 executes 
a second TE determination process related to whether the 
first value obtained by decrypting the digital signature DSap 
matches a value obtained by hashing the respective infor 
mation in the SC for AP ( i.e. , the hash value HV1 , “ Gap ” , 
and the public key APK2 ) . In the case of FIG . 10 , the 
terminal 10 determines “ matching " in the second TE deter 

[ 0111 ] Next , the BS and PDis processes executed between 
the terminal 10 and the printer 100 in T12 and T13 of FIG . 
2 will be described with reference to FIG . 11. In an initial 
state of FIG . 11 , the terminal 10 stores , in the memory 34 , 
the public key TPK2 and the private key tsk2 of the terminal 
10 ( see T302 of FIG.9 ) , the public key TPK3 and the private 
key tsk3 of the terminal 10 ( see T400 of FIG . 10 ) , and the 
first CO for terminal ( see T402 ) . Further , the printer 100 
stores in advance a public key PPK1 , a private key psk1 , a 
public key PPK2 and a private key psk2 of the printer 100 . 
The public key PPK1 and the private key psk1 are a public 
key and a private key for establishing a normal Wi - Fi 
connection . The public key PPK2 and the private key psk2 
are a public key and a private key for establishing a WFD 
connection . 
[ 0112 ] In response to a connection operation for causing 
the printer 100 to establish a wireless connection being 
executed by the user in T500 , the printer 100 displays in 
T502 a selection screen for selecting a connection target 
device to which the printer 100 is to connect . The selection 
screen includes a “ Connection with AP ” button indicating 
that the printer 100 is to establish a normal Wi - Fi connection 
with the AP 6 , and a “ Connection with terminal ” button 
indicating that the printer 100 is to establish a WFD con 
nection with the terminal 10 . 
[ 0113 ] In response to the “ Connection with AP ” button in 
the selection screen being selected by the user in T510 , the 
printer 100 displays in T512 a first QR code for establishing 
a normal Wi - Fi connection . The first QR code is a code 
image obtained by encoding the public key PPK1 stored in 
advance in the printer 100 , a channel list L2 stored in 
advance in the printer 100 , and the MAC address “ macpr1 ” 
for establishing a normal Wi - Fi connection . The first QR 
code may be created by the printer 100 in T512 , or may be 
stored in advance in a memory ( not shown ) of the printer 
100 from the shipping stage of the printer 100 . 
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[ 0114 ] T520 to T522 are the same as T100 to T102 of FIG . 
7. The terminal 10 uses the camera 15 to capture the first QR 
code displayed in the printer 100 in T523 , and decodes the 
captured first QR code in T524 to obtain the public key 
PPK1 , the channel list L2 , and the MAC address “ macpr1 ” 
( S5 of FIG . 4 ) . Then , in T530 , the terminal 10 sends a PReq 
by broadcast via the Wi - Fi I / F 16 ( S10 ) . 
[ 0115 ] In response to receiving the PReq from the terminal 
10 via the Wi - Fi I / F 116 in T530 , the printer 100 sends a 
PRes that includes the MAC address “ macprl ” but does not 
include the P2P information to the terminal 10 in T532 , and 
sends a PRes that includes the MAC address “ macpr2 ” and 
the P2P information to the terminal 10 in T533 . 
[ 0116 ] In T532 and T533 , the terminal 10 receives the two 
PRes from the printer 100 via the Wi - Fi I / F 16. In the present 
case , in T532 , the terminal 10 determines that it has received 
a PRes including the MAC address “ macpr1 ” that matches 
the MAC address “ macprl ” obtained in T524 ( YES in S20 
of FIG . 4 ) . Next , the terminal 10 determines that this PRes 
does not include the P2P information ( NO in S25 ) and 
determines to execute the normal Wi - Fi process ( S30 ) . Then , 
the printer 100 determines that the first CO for terminal is 
stored in the memory 34 ( YES in S100 of FIG . 3 ) . When the 
process of T533 completes , the process of FIG . 11 ends . 

this case , the printer 100 determines that the authentication 
has succeeded and executes processes from T616 onward . 
[ 0122 ] In T616 , the printer 100 creates a new public key 
PPK3 and a new private key psk3 of the printer 100. In a 
variant , the printer 100 may store the public key PPK3 and 
the private key psk3 in advance . T617 and T618 , which are 
executed subsequently , are the same as T217 and T218 of 
FIG . 8 except that different data is used ( keys , encrypted 
data , etc. are different ) . That is , the printer 100 creates a 
shared key SK4 by using the public key TPK4 and the 
private key psk3 in T617 , and encrypts the random value 
RV3 and a random value RV4 in T618 by using the shared 
key SK4 to create encrypted data ED4 . 
[ 0123 ] In T620 , the printer 100 sends an ARes to the 
terminal 10 via the Wi - Fi I / F 116. This ARes includes the 
public key PPK3 of the printer 100 created in T616 , the 
encrypted data ED4 created in T618 , and the capability of 
the printer 100. This capability includes the value indicating 
that the printer 100 is capable of operating only as the 
Enrollee . 
[ 0124 ] T622 to T634 are the same as T222 to T234 of FIG . 
8 except for that the communication target is the printer 100 
and that the public key PPK3 , the encrypted data ED4 , the 
private key tsk4 , the shared key SK4 , and the random values 
RV3 , RV4 are used by the terminal 10. As a result , the 
terminal 10 determines to operate as the Configurator in 
T632 , and the printer 100 determines to operate as the 
Enrollee in T634 . When the process of T634 completes , the 
process of FIG . 11 ends . When the process of FIG . 8 ends , 
the terminal 10 discards the public key TPK4 and the private 
key tsk4 ( i.e. , deletes them from the memory 34 ) . 

Auth with Printer 100 ; FIG . 12 

[ 0117 ] Next , the Auth process executed between the ter 
minal 10 and the printer 100 in T14 of FIG . 2 will be 
described with reference to FIG . 12 . 
[ 0118 ] The terminal 10 creates a new public key TPK4 and 
a private key tsk4 of the terminal 10 in T600 , and creates in 
T601 a shared key SK3 according to the ECDH by using the 
created private key tsk4 and the public key PPK1 of the 
printer 100 obtained in T524 of FIG . 11. Then , in T602 , the 
terminal 10 encrypts a random value RV3 by using the 
created shared key SK3 to create encrypted data ED3 . 
[ 0119 ] In T610 , the terminal 10 sends an AReq to the 
printer 100 via the Wi - Fi I / F 16 , with the MAC address 
“ macprl ” obtained in T524 of FIG . 11 as its destination . 
Here , the terminal 10 repeatedly sends the AReq to the 
printer 100 by sequentially using the plurality of commu 
nication channels in the channel list L2 obtained in T524 . 
This AReq includes the public key TPK4 of the terminal 10 
created in T600 , the encrypted data ED3 created in T602 , 
and the capability of the terminal 10. This capability 
includes the value indicating that the terminal 10 is capable 
of operating only as the Configurator . 
[ 0120 ] In T610 , the printer 100 receives the AReq from the 
terminal 10 via the Wi - Fi I / F 116. Since this AReq is sent 
with the MAC address “ macprl ” of the printer 100 as the 
destination , the printer 100 can appropriately receive the 
AReq . Further , since the AReq is sent by sequentially using 
the plurality of communication channels in the channel list 
L2 ( i.e. , the plurality of communication channels that the 
printer 100 can use ) , the printer 100 can appropriately 
receive the AReq . 
[ 0121 ] Next , the printer 100 executes processes of T612 
and T614 for authenticating the sender of the AReq ( i.e. , the 
terminal 10 ) . T612 and T614 are the same as T212 and T214 
of FIG . 8 except that different data is used ( keys , encrypted 
data , etc. are different ) . That is , the printer 100 creates the 
shared key SK3 by using the public key TPK4 and the 
private key psk1 in T612 , and decrypts the encrypted data 
ED3 in the AReq by using the shared key SK3 in T614 . In 

Config with Printer 100 ; FIG . 13 
[ 0125 ] Next , the Config process executed between the 
terminal 10 and the printer 100 in T16 of FIG . 2 will be 
described with reference to FIG . 13 . 
[ 0126 ] In T700 , the printer 100 sends a Creq to the 
terminal 10 via the Wi - Fi I / F 116. This Creq is a signal 
requesting a CO for printer to be sent . 
[ 0127 ] In T700 , the terminal 10 receives the Creq from the 
printer 100 via the Wi - Fi I / F 16. In this case , in 1702 , the 
terminal 10 obtains the public key TPK2 and the private key 
tsk2 of the terminal 10 from the memory 34. Specifically , the 
terminal 10 obtains the first CO for terminal from the 
memory 34 to obtain the public key TPK2 included in the 
first CO for terminal . Then , the terminal 10 obtains , from the 
memory 34 , the private key tsk2 corresponding to the 
obtained public key TPK2 . 
[ 0128 ] In T704 , the terminal 10 creates a first CO for 
printer . T704 is the same as T304 of FIG . 9 except for that 
different data is used ( keys , etc. are different ) . The first CO 
for printer includes an SC for printer and the public key 
TPK2 obtained in 1702. The SC for printer includes the hash 
value HV1 , the group ID “ Gap ” , the public key PPK3 of the 
printer 100 , and a digital signature DSPprl . The digital 
signature DSPpr1 is information in which a third value , 
which is obtained by hashing a combination of the hash 
value HV1 , the group ID “ Gap ” , and the public key PPK3 , 
is encrypted by the private key tsk2 obtained in 1702 . 
[ 0129 ] In a case of establishing a normal Wi - Fi connection 
with the AP 6 in T10 of FIG . 2 , the terminal 10 stores , in the 
memory 34 , the MAC address “ macap ” of the AP 6 obtained 
in T104 of FIG . 7 and channel information indicating a 
communication channel used in the Wi - Fi connection with 
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the AP 6. In T710 , the terminal 10 sends , to the printer 100 
via the Wi - Fi 1 / F 16 , a CRes including the first CO for printer 
created in T704 , the stored MAC address “ macap ” of the AP 
6 , and the stored channel information . 
[ 0130 ] In T710 , the printer 100 receives the CRes from the 
terminal 10 via the Wi - Fi I / F 116. In this case , in 1712 , the 
printer 100 stores the first CO for printer , the MAC address 
" macap ” , and the channel information in this CRes . When 
the process of T712 completes , the process of FIG . 13 ends . 

( i.e. , determines that the authentication for the sender of the 
PDRes ( i.e. , the AP 6 ) has succeeded ) . Further , the printer 
100 decrypts the digital signature DSap in the SC for AP by 
using the public key TPK2 of the terminal 10 included in the 
first CO for printer and determines that the first value 
obtained by the decryption matches a value obtained by 
hashing the respective information in the SC for AP ( i.e. , the 
hash value HV1 , “ Gap ” , and the public key APK2 ) ( i.e. , 
determines that the authentication for the respective infor 
mation in the PDRes has succeeded ) . 
[ 0136 ] In T824 , the printer 100 creates a connection key 
CK2 according to the ECDH by using the private key psk3 
of the printer 100 and the public key APK2 of the AP 6 in 
the SC for AP . Here , the connection key CK2 created by the 
AP 6 in 1814 is the same as the connection key CK2 created 
by the printer 100 in T824 . Thereby , the connection key CK2 
for establishing a normal Wi - Fi connection is shared 
between the printer 100 and the AP 6. When T824 com 
pletes , the process of FIG . 14 ends . 
[ 0137 ] As described above , after the connection key CK2 
has been shared between the printer 100 and the AP 6 , the 
printer 100 and the AP 6 execute the communication of 
4way - handshake in T20 of FIG . 2 by using the connection 
key CK2 . As a result , a normal Wi - Fi connection is estab 
lished between the printer 100 and the AP 6 , thus the 
processes of T30 to T48 of FIG . 2 can be executed . 

Processes of Case B ; FIG . 15 to FIG . 18 

NA between Printer 100 and AP 6 ; FIG . 14 
[ 0131 ] Next , the NA process in T18 of FIG . 2 executed 
between the printer 100 and the AP 6 will be described with 
reference to FIG . 14. In an initial state of FIG . 14 , the printer 
100 stores the public keys PPK1 , PPK3 , the private keys 
pski , psk3 , and the first CO for printer . Further , the AP 6 
stores the public keys APK1 , APK2 , the private keys aski , 
ask2 , and the CO for AP . 
[ 0132 ] In T810 , the printer 100 uses the communication 
channel indicated by the channel information stored in 1712 
to send a PDReq including the SC for printer to the AP 6 via 
the Wi - Fi I / F 116 , with the MAC address “ macap ” of the AP 
6 stored in T712 of FIG . 13 as its destination . 
[ 0133 ] In T810 , the AP 6 receives the PDReq from the 
printer 100. As described above , since the PDReq is sent 
with the MAC address " macap ” of the AP 6 as the destina 
tion , the AP 6 can appropriately receive the PDReq from the 
printer 100. Further , since the PDReq is sent by using the 
particular communication channel indicated by the channel 
information , the AP 6 can appropriately receive the PDReq 
from the printer 100 . 
[ 0134 ] In response to receiving the PDReq from the 
printer 100 in T810 , the AP 6 executes a process of T812 for 
authenticating the sender of the PDReq ( i.e. , the printer 100 ) 
and the respective information in the PDReq ( i.e. , the hash 
value HV1 , “ Gap ” , and the public key PPK3 ) . T812 is the 
same as T412 of FIG . 10 except for that different data is used 
( keys , etc. are different ) . That is , the AP 6 determines that the 
hash value HV1 and the group ID “ Gap ” in the SC for printer 
respectively match the hash value HV1 and the group ID 
“ Gap ” in the SC for AP ( i.e. , determines that the authenti 
cation for the sender of the PDReq ( i.e. , the printer 100 ) has 
succeeded ) . Further , the AP 6 decrypts the digital signature 
DSPprl in the SC for printer by using the public key TPK2 
of the terminal 10 included in the CO for AP , and determines 
that the third value obtained by the decryption matches a 
value obtained by hashing the respective information in the 
SC for printer ( i.e. , the hash value HV1 , “ Gap ” , and the 
public key PPK3 ) ( i.e. , determines that the authentication for 
the respective information in the PDReq has succeeded ) . 
[ 0135 ] T814 and T820 are the same as T414 and T420 of 
FIG . 10 except for that the communication target is the 
printer 100 and that the public key PPK3 of the printer 100 
and a connection key CK2 are used . In response to receiving 
the PDRes from the AP 6 via the Wi - Fi I / F 116 in T820 , the 
printer 100 executes a process of T822 for authenticating the 
sender of the PDRes ( i.e. , the AP 6 ) and the respective 
information in the PDRes ( i.e. , the hash value HV1 , “ Gap ” , 
and the public key APK2 ) . T822 is the same as T422 of FIG . 
10 except for that the subject of action is the printer 100 and 
that different data is used ( keys , etc. are different ) . That is , 
the printer 100 determines that the hash value HV1 and the 
group ID “ Gap ” in the SC for AP respectively match the 
hash value HV1 and the group ID “ Gap ” in the SC for printer 

[ 0138 ] Next , details of the processes executed in T52 to 
T58 of case B in FIG . 3 will be described with reference to 
FIG . 15 to FIG . 18. First , the BS , PDis , and G / O Nego 
processes executed between the terminal 10 and the printer 
100 in 152 to T54 of FIG . 3 will be described with reference 
to FIG . 15. In an initial state of FIG . 15 , the printer 100 
stores , in advance , the public key PPK1 , the private key 
psk1 , the public key PPK2 and the private key psk2 of the 
printer 100 . 
[ 0139 ] T900 and T902 are the same as T500 and T502 of 
FIG . 11. In response to the " Connection with terminal ” 
button in the selection screen being selected by the user in 
T910 , the printer 100 displays in T912 a second QR code for 
establishing a WFD connection . The second QR code is a 
code image obtained by encoding the public key PPK2 
stored in advance in the printer 100 , the channel list L2 
stored in advance in the printer 100 , and the MAC address 
“ macpr2 ” for establishing a WFD connection . The second 
QR code may be created by the printer 100 in T912 , or may 
be stored in advance in the memory ( not shown ) of the 
printer 100 from the shipping stage of the printer 100 . 
[ 0140 ] T920 to T922 are the same as T100 to T102 of FIG . 
7. The terminal 10 uses the camera 15 in T923 to capture the 
second QR code displayed in the printer 100 , and decodes 
the captured second QR code in T924 to obtain the public 
key PPK2 , the channel list L2 , and the MAC address 
“ macpr2 ” ( S5 of FIG . 4 ) . T930 to T933 are the same as T530 
to T533 of FIG . 11 . 
[ 0141 ] In the present case , in T933 , the terminal 10 
determines that it has received a PRes including the MAC 
address “ macpr2 ” that matches the MAC address “ macpr2 ” 
obtained in 1924 ( YES in S20 of FIG . 4 ) . Next , the terminal 
10 determines that this PRes includes the P2P information 
( YES in S25 ) and determines to execute the WFD process 
( S35 ) . 
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[ 0142 ] Next , the terminal 10 executes the G / O Nego with 
the printer 100. Specifically , the terminal 10 sends a G / O 
Negotiation Request requesting execution of the G / O Nego 
to the printer 100 via the Wi - Fi I / F 16 in T940 , and receives 
a G / O Negotiation Response from the printer 100 in 1942 . 
As a result of the G / O Nego , it is determined that the 
terminal 10 is to operate as a client and the printer 100 is to 
operate as a G / O , the terminal 10 transits to a client state in 
T944 , and the printer 100 transits to a G / O state in 1946 . 
When the process of T946 completes , the process of FIG . 15 
ends . 

the private key psk4 in advance . T1017 and T1018 , which 
are executed subsequently , are the same as T217 and T218 
of FIG . 8 except for that different data is used ( keys , 
encrypted data , etc. are different ) . That is , the printer 100 
creates a shared key SK6 by using the public key TPK5 and 
the private key psk4 in T1017 , and encrypts the random 
value RV5 and a random value RV6 in T1018 by using the 
shared key SK6 to create encrypted data ED . 
[ 0151 ] In T1020 , the printer 100 sends an Ares to the 
terminal 10 via the Wi - Fi I / F 116. This ARes includes the 
public key PPK4 of the printer 100 created in T1016 , the 
encrypted data ED6 created in T1018 , and the capability of 
the printer 100. This capability includes the value indicating 
that the printer 100 is capable of operating only as the 
Enrollee . 
[ 0152 ] T1022 to T1034 are the same as T222 to T234 of 
FIG . 8 except for that the communication target is the printer 
100 and that the public key PPK4 , the encrypted data ED6 , 
the private key tsk5 , the shared key SK6 , and the random 
values RV5 , RV6 are used by the terminal 10. As a result , the 
terminal 10 determines to operate as a Configurator in 
T1032 , and the printer 100 determines to operate as an 
Enrollee in T1034 . When the process of T1034 completes , 
the process of FIG . 16 ends . When the process of FIG . 16 
ends , the terminal 10 discards the public key TPK5 and the 
private key tsk5 ( i.e. , deletes them from the memory 34 ) . 

Auth with Printer 100 ; FIG . 16 
[ 0143 ] Next , the Auth process executed between the ter 
minal 10 and the printer 100 in T55 of FIG . 3 will be 
described with reference to FIG . 16 . 
[ 0144 ] In T1000 , the printer 100 sends a DPP Discovery 
Request ( hereinbelow simply termed “ DReq " ) to the termi 
nal 10 via the Wi - Fi I / F 116. The DReq is a signal for 
searching for the terminal 10 , and is a signal sent from a 
device operating as a G / O to a device operating as a client . 
[ 0145 ] In a case of receiving the DReq from the printer 
100 via the Wi - Fi I / F 16 in T1000 , the terminal 10 sends a 
DPP Discovery Response ( hereinbelow simply termed 
“ DRes ” ) , which is a response to the DReq , to the printer 100 
in T1002 . 
[ 0146 ] Next , the terminal 10 creates a new public key 
TPK5 and a private key tsk5 of the terminal 10 in T1004 , 
and creates in T1006 a shared key SK5 according to the 
ECDH by using the created private key tsk5 and the public 
key PPK2 of the printer 100 obtained in T924 of FIG . 15 . 
Then , in T1008 , the terminal 10 encrypts a random value 
RV5 by using the created shared key SK5 to create 
encrypted data ED5 . 
[ 0147 ] In T1010 , the terminal 10 sends an AReq to the 
printer 100 via the Wi - Fi I / F 16 with the MAC address 
" macpr2 ” obtained in T924 of FIG . 15 as its destination . 
Further , the terminal 10 repeatedly sends the AReq to the 
printer 100 by sequentially using the plurality of commu 
nication channels in the channel list L2 obtained in T924 . 
This AReq includes the public key TPK5 of the terminal 10 
created in T1004 , the encrypted data ED5 created in T1008 , 
and the capability of the terminal 10. This capability 
includes the value indicating that the terminal 10 is capable 
of operating only as the Configurator . 
[ 0148 ] In T1010 , the printer 100 receives the AReq from 
the terminal 10 via the Wi - Fi I / F 116. Since this AReq is sent 
with the MAC address “ macpr2 ” of the printer 100 as the 
destination , the printer 100 can appropriately receive this 
AReq . 
[ 0149 ] Next , the printer 100 executes processes of T1012 
and T1014 for authenticating the sender of the AReq ( i.e. , 
the terminal 10 ) . T1012 and T1014 are the same as T212 and 
T214 of FIG . 8 except for that different data is used ( keys , 
encrypted data , etc. are different ) . That is , the printer 100 
creates the shared key SK5 by using the public key TPK5 
and the private key psk2 in T1012 , and decrypts the 
encrypted data ED5 in the AReq by using the shared key 
SK5 in T1014 . In this case , the printer 100 determines that 
the authentication has succeeded and executes processes 
from T1016 onward . 
[ 0150 ] In T1016 , the printer 100 creates a new public key 
PPK4 and a new private key psk4 of the printer 100. In a 
variant , the printer 100 may store the public key PPK4 and 

Config with Printer 100 ; FIG . 17 
[ 0153 ] Next , the Config process executed between the 
terminal 10 and the printer 100 in T56 of FIG . 3 will be 
described with reference to FIG . 17 . 
[ 0154 ] T1100 is the same as 1700 of FIG . 13. In T1102 , 
the terminal 10 creates a new public key TPK6 and a private 
key tská of the terminal 10 . 
[ 0155 ] In T1104 , the terminal 10 creates a second CO for 
printer . T1104 is the same as T304 of FIG . 9 except for that 
different data is used ( keys , etc. are different ) . The second 
CO for printer includes an SC for printer and the public key 
TPK6 created in T1102 . This SC for printer includes a hash 
value HV2 , a group ID “ Gwfd ” , the public key PPK4 of the 
printer 100 , and a digital signature DSPpr2 . The hash value 
HV2 is a value obtained by hashing the public key TPK6 of 
the terminal 10. The group ID “ Gwfd ” is information for 
identifying a wireless network formed by establishing a 
WFD connection between the terminal 10 and the printer 
100. The digital signature DSPpr2 is information in which a 
fourth value , which is obtained by hashing a combination of 
the hash value HV2 , the group ID “ Gwfd ” , and the public 
key PPK4 , is encrypted by the private key tská created in 
T1102 . 
[ 0156 ] In T1110 , the terminal 10 sends a CRes including 
the second CO for printer created in T1104 to the printer 100 
via the Wi - Fi I / F 16 . 
[ 0157 ] In T1110 , the printer 100 receives the CRes from 
the terminal 10 via the Wi - Fi I / F 116. In this case , in T1112 , 
the printer 100 stores the second CO for printer in this CRes . 
When the process of T1112 completes , the process of FIG . 
17 ends . 

NA with Printer 100 ; FIG . 18 

[ 0158 ] Next , the NA process executed between the termi 
nal 10 and the printer 100 in T58 of FIG . 3 will be described 
with reference to FIG . 18. In an initial state of FIG . 18 , the 
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terminal 10 stores the public key TPK6 and the private key 
tská in the memory 34. Further , the printer 100 stores the 
public keys PPK2 , PPK4 , the private keys psk2 , psk4 , and 
the second CO for printer . 
[ 0159 ] In T1200 , the terminal 10 creates a new public key 
TPK7 and a private key tsk7 of the terminal 10. Next , in 
T1202 , the terminal 10 creates a second CO for terminal by 
using the private key tsk6 of the terminal 10 stored in the 
memory 34 in T1102 of FIG . 17. T1202 is the same as T402 
of FIG . 10 except for that different data is used ( keys , etc. are 
different ) . The second CO for terminal includes an SC for 
terminal and the public key TPK6 created in T1102 . This SC 
for terminal includes the hash value HV2 , the group ID 
" Gwfd ” , the public key TPK7 of the terminal 10 , and a 
digital signature DSte2 . The digital signature DSte2 is 
information in which a fifth value , which is obtained by 
hashing a combination of the hash value HV2 , the group ID 
" Gwfd ” , and the public key TPK7 , is encrypted by the 
private key tsk6 created in T1102 . 
[ 0160 ] In T1210 , the terminal 10 sends a PDReq including 
the SC for terminal to the printer 100 via the Wi - Fi I / F 16 . 
[ 0161 ] In response to receiving the PDReq from the ter 
minal 10 in T1210 , the printer 100 executes a process of 
T1212 for authenticating the sender of the PDReq ( i.e. , the 
terminal 10 ) and the respective information in the PDReq 
( i.e. , the hash value HV2 , “ Gwfd ” , and the public key 
TPK7 ) . T1212 is the same as T412 of FIG . 10 except for that 
different data is used ( keys , etc. are different ) . That is , the 
printer 100 determines that the hash value HV2 and the 
group ID “ Gwfd ” in the SC for terminal respectively match 
the hash value HV2 and the group ID “ Gwfd ” in the SC for 
printer ( i.e. , determines that the authentication for the sender 
of the PDReq ( i.e. , the terminal 10 ) has succeeded ) . Further , 
the printer 100 decrypts the digital signature DSte2 in the SC 
for terminal by using the public key TPK6 of the terminal 10 
included in the second CO for printer , and determines that 
the fifth value obtained by the decryption matches a value 
obtained by hashing the respective information in the SC for 
terminal ( i.e. , the hash value HV2 , “ Gwfd ” , and the public 
key TPK7 ) ( i.e. , determines that the authentication for the 
respective information in the PDReq has succeeded ) . 
[ 0162 ] T1214 and T1220 are the same as T414 and T420 
of FIG . 10 except for that the communication target is the 
printer 100 and that the public key TPK6 of the terminal 10 , 
the private key psk4 of the printer 100 , and a connection key 
CK3 are used . In response to receiving the PDRes from the 
printer 100 via the Wi - Fi I / F 16 in T1220 , the terminal 10 
executes a process of T1222 for authenticating the sender of 
the PDRes ( i.e. , the printer 100 ) and the respective infor 
mation in the PDRes ( i.e. , the hash value HV2 , " Gwfd ” , and 
the public key PPK4 ) . T1222 is the same as T422 of FIG . 10 
except for that different data is used ( keys , etc. are different ) . 
That is , the terminal 10 determines that the hash value HV2 
and the group ID “ Gwfd ” in the SC for printer respectively 
match the hash value HV2 and the group ID “ Gwfd ” in the 
SC for terminal ( i.e. , determines that the authentication for 
the sender of the PDRes ( i.e. , the printer 100 ) has suc 
ceeded ) . Further , the terminal 10 decrypts the digital signa 
ture DSPpr2 in the SC for printer by using the public key 
TPK6 of the terminal 10 included in the second CO for 
terminal , and determines that the fourth value obtained by 
the decryption matches a value obtained by hashing the 
respective information in the SC for printer ( i.e. , the hash 
value HV2 , “ Gwfd ” , and the public key PPK4 ) ( i.e. , deter 

mines that the authentication for the respective information 
in the PDRes has succeeded ) . 
[ 0163 ] In T1224 , the terminal 10 creates a connection key 
CK3 according to the ECDH by using the private key tská 
of the terminal 10 and the public key PPK4 of the printer 100 
in the SC for printer . Here , the connection key CK3 created 
by the printer 100 in T1214 is the same as the connection key 
CK3 created by the terminal 10 in T1224 . Thereby , the 
connection key CK3 for establishing a WFD connection is 
shared between the terminal 10 and the printer 100. When 
T1224 completes , the process of FIG . 18 ends . 
[ 0164 ] As described above , after the connection key CK3 
has been shared between the terminal 10 and the printer 100 , 
the terminal 10 and the printer 100 establish a WFD con 
nection in T60 of FIG . 3 by using the connection key CK3 . 
As a result , the processes of 170 to 184 of FIG . 3 are 
executed . 

[ 0165 ] As described in the case A and case B above , the 
terminal 10 obtains , from the printer 100 , the public key 
PPK1 ( or PPK2 ) and the MAC address “ macprl ” ( or 
“ macpr2 ” ) of the printer 100 ( T524 of FIG . 11 or T924 of 
FIG . 15 ) , sends a PReq by broadcast ( T530 or T930 ) , and 
receives a PRes including the MAC address “ macprl ” ( or 
“ macpr2 " ) from the printer 100 ( T532 and T533 , or T932 
and T933 ) . Further , the terminal 10 sends to the printer 100 
an AReq in which the public key PPK1 ( or PPK2 ) is used 
( T610 of FIG . 12 or T1010 of FIG . 16 ) , and receives an 
ARes from the printer 100 ( T620 or T1020 ) . In a case where 
the PRes including the obtained MAC address " macpr1 ” 
does not include the P2P information ( T532 ) , the terminal 10 
determines that the printer 100 is to establish a normal Wi - Fi 
connection with the AP 6 , and sends , to the printer 100 , the 
first CO for printer for the printer 100 to establish a normal 
Wi - Fi connection with the AP 6 ( 1710 of FIG . 13 ) . As a 
result , by using the first CO for printer , a normal Wi - Fi 
connection can be established between the printer 100 and 
the AP 6 ( T20 of FIG . 2 ) . On the other hand , in a case where 
the PRes including the obtained MAC address “ macpr2 ” 
includes the P2P information ( T933 ) , the terminal 10 deter 
mines that the printer 100 is to establish a WFD connection 
with the terminal 10 , sends , to the printer 100 , the second 
CO for printer for the printer 100 to establish a WFD 
connection with the terminal 10 ( T1110 of FIG . 17 ) , and can 
establish a WFD connection with the printer 100 by using 
the second CO for printer ( T60 of FIG . 3 ) . Thus , it is 
possible to appropriately switch whether a normal Wi - Fi 
connection is to be established between the printer 100 and 
the AP 6 or a WFD connection is to be established between 
the printer 100 and the terminal 10 . 

Case C ; FIG . 19 

[ 0166 ] Next , a case C in which the notification screen is 
displayed in the terminal 10 will be described with reference 
to FIG . 19. In an initial state of FIG . 19 , the terminal 10 does 
not store the CO for terminal in the memory 34 . 
[ 0167 ] T1300 to T1333 are the same as T500 to T533 of 
FIG . 11. That is , the terminal 10 obtains the public key PPK1 
of the printer 100 , the channel list L2 , and the MAC address 
“ macprl ” by capturing the first QR code displayed in the 
printer 100 , sends a PReq by broadcast , and receives , from 
the printer 100 , a PRes including the MAC address 
“ macprl ” and a PRes including the MAC address “ macpr2 ” 
and the P2P information . 
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[ 0168 ] In the present case , the terminal 10 determines in 
T1332 that a PRes including the MAC address “ macpr1 ” 
that matches the MAC address “ macprl ” obtained in T1324 
has been received ( YES in S20 of FIG . 4 ) . Next , the terminal 
10 determines that this PRes does not include the P2P 
information ( NO in S25 ) and determines to execute the 
normal Wi - Fi process ( S30 ) . However , since the CO for 
terminal is not stored in the memory 34 of the terminal 10 , 
the terminal 10 determines that communication according to 
the DPP scheme has not been executed between the terminal 
10 and the AP 6 ( NO in S100 of FIG . 5 ) and displays the 
notification screen in T1340 ( S103 ) . When the process of 
T1340 completes , the process of case C ends . 

Correspondence Relationships 
[ 0169 ] The terminal 10 , the printer 100 , and the AP 6 are 
examples of “ terminal device ” , " communication device ” , 
and “ external device ” , respectively . The Wi - Fi I / F 16 , the 
CPU 32 , and the app 38 are examples of “ wireless interface ” 
of “ terminal device ” , “ processor ” of “ terminal device ” , and 
" computer - readable instructions ” for “ terminal device ” , 
respectively . The public key PPK1 ( or PPK2 ) of the printer 
100 , the MAC address “ macpr1 ” of the printer 100 , and the 
MAC address “ macpr2 ” of the printer 100 are examples of 
“ public key ” , “ first identification information " , and " second 
identification information ” , respectively . The PReq , the 
PRes , the AReq of T610 in FIG . 12 ( or of T1010 in FIG . 16 ) , 
and the ARes of T620 ( or of T1020 ) are examples of “ search 
signal " , " search response " , " authentication request " , and 
" authentication response ” , respectively . The first CO for 
printer and the second CO for printer are examples of “ first 
connection information ” and “ second connection informa 
tion ” , respectively . The P2P information is an example of 
“ predetermined information ” . The Wi - Fi I / F 116 is an 
example of “ wireless interface ” of “ communication device ” . 
The print data is an example of “ target data ” . 
[ 0170 ] The process of S5 , the process of S10 , the process 
of S25 in FIG . 4 , the process of T610 in FIG . 12 ( or T1010 
in FIG . 16 ) , the process of T620 ( or T1020 ) , the process of 
1710 in FIG . 13 , the process of T1110 in FIG . 17 , and the 
process of T60 in FIG . 3 are examples of processes executed 
by “ obtain a public key ” , “ search for the communication 
device ” , “ determine whether the communication device is to 
establish the wireless connection with the external device or 
the communication device is to establish the wireless con 
nection with the terminal device " , " send an authentication 
request " , “ receive an authentication response ” , “ send first 
connection information " , " send second connection informa 
tion ” , and “ establish the wireless connection with the com 
munication device ” , respectively . 
[ 0171 ] ( Variant 1 ) In T12 of FIG . 2 ( or T52 of FIG . 3 ) , the 
terminal 10 may execute the PDis ( T13 or T53 ) with the 
printer 100 before executing the BS with the printer 100 . 
That is , “ search for the communication device ” may include 
searching for the communication device before the public 
key and the target identification information are obtained 
from the communication device . 
[ 0172 ] ( Variant 2 ) In S25 of FIG . 4 , the terminal 10 may 
determine , for example , whether the Pres includes first 
information indicating that the printer 100 is to establish a 
normal Wi - Fi connection or second information indicating 
that the printer 100 is to establish a WFD connection , instead 
of the P2P information . In this case , the terminal 10 executes 
the normal Wi - Fi process in S30 in a case where the received 

Pres includes the first information , while it executes the 
WFD process in S35 in a case where the received Pres 
includes the second information . In the present variant , the 
second information is an example of “ predetermined infor 
mation " . 
[ 0173 ] ( Variant 3 ) The printer 100 may be provided with 
physically two I / Fs including an I / F for establishing a 
normal Wi - Fi connection ( hereinbelow simply termed “ nor 
mal Wi - Fi I / F ” ) and an I / F for establishing a WFD connec 
tion ( hereinbelow simply termed “ WFD I / F ” ) . In this case , 
the MAC address “ macprl ” may be assigned to the normal 
Wi - Fi I / F , and the MAC address “ macpr2 ” may be assigned 
to the WFD I / F . That is , “ first MAC address ” and “ second 
MAC address ” may not be assigned to physically one 
wireless interface provided in the communication device . 
[ 0174 ] ( Variant 4 ) In case B of FIG . 3 , the terminal 10 may 
establish a normal Wi - Fi connection with the printer 100 that 
is operating , for example , as a SoftAP according to a scheme 
different from the WFD scheme ( e.g. , the normal Wi - Fi 
scheme ) . That is , “ establish the wireless connection with the 
communication device ” may include establishing a wireless 
connection with the communication device according to a 
scheme different from the WFD scheme . 
[ 0175 ] ( Variant 5 ) The processes of T101 in FIG . 7 , T921 
in FIG . 15 , and T1321 in FIG . 19 may be omitted . In the 
present variant , “ receive an obtaining instruction ” may be 
omitted . 
[ 0176 ] ( Variant 6 ) The MAC address “ macprl ” of the 
printer 100 for establishing a normal Wi - Fi connection may 
include a character string ( e.g. , " aaa ” ) indicating that the 
printer 100 is to establish a normal Wi - Fi connection , and 
the MAC address “ macpr2 ” of the printer 100 for establish 
ing a WFD connection may include a character string ( e.g. , 
“ bbb ” ) indicating that the printer 100 is to establish a WFD 
connection . That is , “ macprl - aaa ” may be assigned to the 
Wi - Fi I / F 116 of the printer 100 as a MAC address for 
establishing a normal Wi - Fi connection , and “ macpr2 - bbb ” 
may be assigned to the Wi - Fi I / F 116 as a MAC address for 
establishing a WFD connection . In this case , in S25 of FIG . 
4 , the terminal 10 determines whether the target MAC 
address in the received PRes includes the character string 
" bbb ” . In a case where the target MAC address includes the 
character string “ aaa ” , the terminal 10 determines NO in S25 
and executes the normal Wi - Fi process in S30 , while in a 
case where the target MAC address includes the character 
string “ bbb ” , the terminal 10 determines YES in S25 and 
executes the WFD process in S35 . In the present variant , the 
character string “ bbb ” is an example of “ predetermined 
information ” . 
[ 0177 ] ( Variant 7 ) The terminal 10 may comprise a wire 
less interface different from the Wi - Fi I / F 16 ( e.g. , an NFC 
( Near Field Communication ) I / F , a Bluetooth ( registered 
trademark ) I / F ) . This Bluetooth I / F includes a wireless 
interface configured to execute communication according to 
Bluetooth scheme version 4.0 and higher . In this case , in 
T524 of FIG . 11 , the terminal 10 may receive the public key 
PPK1 , the channel list L2 , and the MAC address “ macpr1 ” 
from the printer 100 via this wireless interface , for example . 
That is , “ obtain a public key ” may include obtaining the 
public key and the target identification information from the 
communication device by executing wireless communica 
tion . 
[ 0178 ] ( Variant 8 ) The processes of T30 to 140 in FIG . 2 
and the processes of T70 to 180 in FIG . 3 may be omitted . 
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In the present variant , “ send target data to the communica 
tion device via the wireless interface through the external 
device ” and “ send the target data to the communication 
device via the wireless interface not through the external 
device ” may be omitted . 
[ 0179 ] ( Variant 9 ) The processes of T42 to T48 in FIG . 2 
and the processes of T82 , T84 in FIG . 3 may be omitted . In 
the present variant , " send a disconnection instruction ” and 
“ disconnect the wireless connection " may be omitted . 
[ 0180 ] ( Variant 10 ) In case A of FIG . 2 , a wireless con 
nection may be established between the printer 100 and a 
parent station device different from the AP 6 ( e.g. , a device 
operating as a SoftAP , a device operating as a G / O ) . That is , 
“ external device ” is not limited to the AP 6 , and may be any 
device that operates as a parent station of a wireless network . 
[ 0181 ] ( Variant 11 ) In the above embodiments , the printer 
100 displays the first QR code or the second QR code 
according to the selection by the user in the selection screen . 
However , in a variant , one of the first QR code and the 
second QR code may be adhered to a housing of the printer 
100. In the present variant as well , the same processes as in 
case A are executed in a case where the first QR code is 
adhered to the printer 100 , while the same processes as in 
case B are executed in a case where the second QR code is 
adhered to the printer 100. Therefore , it is possible to 
appropriately switch whether a normal Wi - Fi connection is 
to be established between the printer 100 and the AP 6 or a 
WFD connection is to be established between the printer 100 
and the terminal 10. Further , in the present variant , it is 
possible to cause the printer 100 to establish a wireless 
connection with an appropriate connection target , without 
the user selecting whether to establish a normal Wi - Fi 
connection between the printer 100 and the AP 6 or establish 
a WFD connection between the printer 100 and the terminal 
10 , in neither of the terminal 10 nor the printer 100 . 
[ 0182 ] ( Variant 12 ) In the above embodiments , the two 
MAC addresses , namely , the MAC address “ macpr1 ” for 
establishing a normal Wi - Fi connection and the MAC 
address " macpr2 ” for establishing a WFD connection , are 
assigned to the Wi - Fi I / F 116 of the printer 100. However , 
no limitation is placed thereon , and one MAC address ( e.g. , 
“ macpr3 ” ) may be assigned . In this case , the Wi - Fi I / F 116 
is capable of operating in one of a first mode for establishing 
a normal Wi - Fi connection and a second mode for estab 
lishing a WFD connection . In response to the “ Connection 
with AP ” button being selected by the user in T510 of FIG . 
11 , the printer 100 shifts to the first mode and executes the 
process of case A by using the MAC address “ macpr3 ” . 
instead of the MAC address “ macpr1 ” . Further , in response 
to the “ Connection with terminal ” butto being selected by 
the user in T910 of FIG . 15 , the printer 100 shifts to the 
second mode and executes the process of case B by using the 
MAC address “ macpr3 ” instead of the MAC address 
“ macpr2 ” . In the present variant , the MAC address 
“ macpr3 ” is an example of “ first identification information ” 
and “ second identification information ” . That is , " first iden 
tification information ” and “ second identification informa 
tion ” may be the same information . 
[ 0183 ] ( Variant 13 ) “ Communication device ” may not be 
the printer 100 , and may be another device such as a scanner , 
a multi - function device , a mobile terminal , a PC , a server , 
etc. Further , “ external device ” may not be the AP 6 , and may 
be another device such as a printer , a scanner , a mobile 
terminal , a PC , a server , etc. 

[ 0184 ] ( Variant 14 ) The processes ( e.g. , T201 of FIG . 8 ) 
for creating a shared key ( e.g. , SK1 ) are not limited to the 
processes of the above - described embodiments according to 
the ECDH , and may be other processes according to the 
ECDH . Further , the processes for creating a shared key are 
not limited to processes according to the ECDH , and may be 
according to another scheme ( e.g. , DH ( Diffie - Hellman key 
exchange ) , etc. ) . Further , in the above embodiments , the 
digital signatures ( DSap , etc. ) are created according to the 
ECDSA , however , they may be created according to another 
scheme ( e.g. , DSA ( Digital Signature Algorithm ) , RAS 
( Rivest - Shamir - Adleman cryptosystem , etc. ) . 
[ 0185 ] ( Variant 15 ) The first ( or second ) QR code dis 
played in the printer 100 in T512 of FIG . 11 ( or T912 of FIG . 
15 ) may not have the channel list L2 encoded therein . That 
is , the first QR code may be a code image obtained by 
encoding at least the public key PPK1 ( or PPK2 ) and the 
MAC address “ macpr1 ” ( or “ macpr2 ” ) . In this case , in 
response to displaying the first QR code in T512 , the printer 
100 monitors reception of an AReq by using one wireless 
channel among all the wireless channels that the printer 100 
can use , for example . Further , in T610 of FIG . 11 , the 
terminal 10 sequentially sends the AReq by broadcast by 
sequentially using all the wireless channels that the terminal 
10 can use . That is , “ QR code ” may be an image obtained 
by encoding at least “ public key " and " target identification 
information ” . 
( 0186 ] ( Variant 16 ) In the above embodiments , the respec 
tive processes of FIGS . 2 to 19 are implemented by software 
( i.e. , the programs 36 , 38 ) . Instead of this , one or more of the 
processes may be implemented by hardware such as a logic 
circuit . 
What is claimed is : 
1. A non - transitory computer - readable medium storing 

computer - readable instructions for a terminal device , 
wherein the computer - readable instructions , when executed 
by a processor of the terminal device , cause the terminal 
device to : 

obtain a public key of a communication device and target 
identification information identifying the communica 
tion device from the communication device , the target 
identification information being one of first identifica 
tion information identifying the communication device 
and second identification information identifying the 
communication device , the first identification informa 
tion being for the communication device to establish a 
wireless connection with an external device that is 
different from the terminal device , the second identifi 
cation information being for the communication device 
to establish a wireless connection with the terminal 
device , the second identification information being 
different from the first identification information ; 

after the public key and the target identification informa 
tion have been obtained from the communication 
device , send an authentication request in which the 
public key is used , to the communication device via the 
a wireless interface of the terminal device ; 

after the authentication request has been sent to the 
communication device , receive an authentication 
response , which is a response to the authentication 
request , from the communication device via the wire 
less interface ; 

in a case where the target identification information is the 
first identification information and the authentication 
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communication device via the wireless interface not 
through the external device . 

13. The non - transitory computer - readable medium as in 
claim 12 , wherein the computer - readable instructions , when 
executed by the processor , further cause the terminal device 
to : 

in a case where the target data is sent to the communi 
cation device through the external device , send a dis 
connection instruction to the communication device via 
the wireless interface through the external device , the 
disconnection instruction being for disconnecting the 
wireless connection between the communication 
device and the external device ; and 

in a case where the target data is sent to the communi 
cation device not through the external device , discon 
nect the wireless connection between the communica 
tion device and the terminal device . 

14. A terminal device comprising : 
a processor ; and 

memory storing computer - readable instructions , 
wherein the computer - readable instructions , when 
executed by the processor , cause the terminal device to : 
obtain a public key of a communication device and 

target identification information identifying the com 
munication device from the communication device , 
the target identification information being one of first 
identification information identifying the communi 
cation device and second identification information 
identifying the communication device , the first iden 
tification information being for the communication 
device to establish a wireless connection with an 
external device that is different from the terminal 
device , the second identification information being 
for the communication device to establish a wireless 
connection with the terminal device , the second 
identification information being different from the 
first identification information ; 

after the public key and the target identification infor 
mation have been obtained from the communication 
device , send an authentication request , in which the 
public key is used , to the communication device via 
a wireless interface of the terminal device ; 

after the authentication request has been sent to the 
communication device , receive an authentication 
response , which is a response to the authentication 
request , from the communication device via the 
wireless interface ; 

in a case where the target identification information is 
the first identification information and the authenti 
cation response is received from the communication 
device , send first connection information to the com 
munication device via the wireless interface , the first 
connection information being for the communication 
device to establish the wireless connection with the 
external device ; 

in a case where the target identification information is 
the second identification information and the authen 
tication response is received from the communica 
tion device , send second connection information 
different from the first connection information to the 
communication device via the wireless interface , the 
second connection information being for the com 
munication device to establish the wireless connec 
tion with the terminal device ; and 

after the second connection information has been sent 
to the communication device , establish the wireless 
connection with the communication device via the 
wireless interface by using the second connection 
information . 

15. A communication device comprising : 
a processor ; and 

memory storing computer - readable instructions , 
wherein the computer - readable instructions , when 
executed by the processor , cause the communication 
device to : 
output a public key of the communication device and 

target identification information identifying the com 
munication device , the target identification informa 
tion being one of first identification information 
identifying the communication device and second 
identification information identifying the communi 
cation device , the first identification information 
being for the communication device to establish a 
wireless connection with an external device , the 
second identification information being for the com 
munication device to establish a wireless connection 
with a terminal device that is different from the 
external device , the second identification informa 
tion being different from the first identification infor 
mation ; 

after the public key and the target identification infor 
mation have been outputted , receive an authentica 
tion request in which the public key is used , from the 
terminal device via a wireless interface of the com 
munication device ; 

after the authentication request has been received from 
the terminal device , send an authentication response , 
which is a response to the authentication request , to 
the terminal device via the wireless interface ; 

in a case where the outputted target identification 
information is the first identification information and 
the authentication response is sent to the terminal 
device , receive first connection information from the 
terminal device via the wireless interface , 

after the first connection information has been received 
from the terminal device , establish the wireless con 
nection with the external device via the wireless 
interface by using the first connection information ; 

in a case where the outputted target identification 
information is the second identification information 
and the authentication response is sent to the termi 
nal device , receive second connection information 
from the terminal device via the wireless interface ; 
and 

after the second connection information has been 
received from the terminal device , establish the 
wireless connection with the communication device 
via the wireless interface by using the second con 
nection information . 

16. The communication device as in claim 15 , wherein 
the first identification information does not include pre 

determined information , 
the second identification information includes the prede 

termined information , 
the first connection information is received from the 

terminal device in a case where the target identification 
information does not include the predetermined infor 
mation , and 
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the second connection information is received from the 
terminal device in a case where the target identification 
information includes the predetermined information . 

17. The communication device as in claim 16 , wherein 
the predetermined information is a predetermined char 

acter string , 
the first identification information is a MAC address not 

including the predetermined character string , and 
the second identification information is a MAC address 

including the predetermined character string . 
18. The communication device as in claim 15 , wherein 
the first identification information is outputted in a case 

where a first instruction is received from a user , the first 
instruction being for the communication device estab 
lishing the wireless connection with external device , 
and 

the second identification information is outputted in a case 
where a second instruction is received from a user , the 
second instruction being for the communication device 
establishing the wireless connection with terminal 
device . 

19. The communication device as in claim 15 , wherein the 
computer - readable instructions , when executed by the pro 
cessor , further cause the communication device to : 

receive a search signal from the terminal device via the 
wireless interface after the public key and the target 
identification information have been outputted . 

20. The communication device as in claim 15 , wherein 
the first identification information is a first MAC address 

of the communication device , and 
the second identification information is a second MAC 

address of the communication device . 
21. The communication device as in claim 20 , wherein 
the wireless interface is physically one wireless interface , 

and 

the first MAC address is assigned to the physically one 
wireless interface , and 

the second MAC address is assigned to the physically one 
wireless interface . 

22. The communication device as in claim 15 , wherein 
the wireless connection with the terminal device via the 

wireless interface by using the second connection infor 
mation is established according to a Wi - Fi Direct 
scheme . 

23. The communication device as in claim 15 , wherein 
the public key and the target identification information are 

outputted by a QR code ( registered trademark ) being 
displayed , the QR code being obtained by coding the 
public key and the target identification information . 

24. The communication device as in claim 15 , wherein 
after the terminal device has established a wireless con 

nection with the external device and the communica 
tion device has established the wireless connection with 
the external device , receive target data from the termi 
nal device via the wireless interface through the exter 
nal device ; and 

after the wireless connection with the terminal device has 
been established , receive the target data from the ter 
minal device via the wireless interface not through the 
external device . 

25. The communication device as in claim 24 , wherein the 
computer - readable instructions , when executed by the pro 
cessor , further cause the communication device to : 

in a case where the target data is received from the 
terminal device through the external device , receive a 
disconnection instruction from the terminal device via 
the wireless interface through the external device , the 
disconnection instruction being for disconnecting the 
wireless connection between the communication 
device and the external device ; and 

in a case where the target data is received from the 
terminal device not through the external device , dis 
connect the wireless connection between the commu 
nication device and the terminal device . 

26. The communication device as in claim 25 , wherein 
the communication device further comprises a print 

executing unit ; 
the target data includes print data representing an image 

to be printed , and 
the computer - readable instructions , when executed by the 

processor , further cause the communication device to : 
cause the print executing unit to print the image on a 

print medium . 
* 


