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HANDLING OF EVENT NOTIFICATIONS IN
NON-STANDARD FORMATS

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] Pursuant to 35 U.S.C. § 119(e), this application
claims the benefit of provisional U.S. Patent Application No.
62/448,920, filed Jan. 20, 2017, and entitled “User-defined
Event Handling”, the entirety of which is hereby incorpo-
rated by reference herein.

TECHNICAL FIELD

[0002] The present subject-matter relates to video surveil-
lance, and more particularly to handling event notifications
from devices of a video surveillance system that are
expressed in non-standard formats.

BACKGROUND

[0003] A video surveillance system has to be able to
integrate with a number of devices, such as sensors and
access control devices, from a variety of different manufac-
turers. These sensors and other devices may have different
capabilities as well as different communication protocols
and command functions. To facilitate integration, a number
of standards have been developed and are continuing to
evolve. ONVIF (originally an acronym for Open Network
Video Interface Forum) is such a standard to facilitate
interoperability of network video products from different
manufacturers.

[0004] It is, however, difficult for any standard to fully
cover all of the possibilities between devices of different
manufacturers. The standards may not be complete or may
only cover basic communication protocols. Additionally or
alternatively, these devices may have proprietary message
structures, new features, and even different formatting for
event notifications not included in the standard.

[0005] For example, an ONVIF compliant video camera
with video analytics from one manufacturer may have a
unique proprietary message structure, which may not be
defined in the standard. A driver may be written to translate
the unique proprietary messages to standardized messages
that are understood or supported by a particular video
surveillance system, but there may be messages with no
equivalents. A known solution is to ignore such messages
with no equivalents, but this is suboptimal. It is also costly
to develop a driver for each device that may suffer from such
issues, given the number of different manufacturers.
[0006] It would facilitate integration if video surveillance
systems could be improved to better handle one or more
such issues.

SUMMARY

[0007] According to a first aspect, there is provided a
method comprising: receiving, at an event notification han-
dling device of a video surveillance system, an event noti-
fication from an event notification sending device of the
video surveillance system, wherein the event notification is
in a format not natively supported by at least one device of
the video surveillance system; translating, at the event
notification handling device, the event notification into a
format supported by the at least one device of the video
surveillance system, wherein the format supported by the at
least one device of the video surveillance system is defined
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in list of non-standard formats; and applying a rule associ-
ated with the event notification to perform an action.

[0008] The event notification sending device may be a
video surveillance camera.

[0009] The event notification handling device may be a
workstation or client device.

[0010] The event notification handling device and the
event notification sending device may be the same device.

[0011] The event notification handling device and event
notification sending device may be different devices.

[0012] The list of non-standard formats may comprise a
name of the event as generated by the event notification
sending device, a name of a manually-defined event, and a
mapping of fields of the event notification to fields of the
manually-defined event.

[0013] The fields of the manually-defined event may com-
prise a name of a token, a starting value of the token, and an
ending value of the token.

[0014] The list of non-standard formats may be stored as
a definition file, the definition file comprising a script
expressed using a data exchange language.

[0015] The method may further comprise setting up the
rule by: displaying names of different manually-defined
events, wherein the event notification received at the event
notification handling device corresponds to one of the dif-
ferent manually-defined events; receiving a selection of the
name of the manually-defined event corresponding to the
event notification received at the event notification handling
device; displaying actions to be performed in response to the
event notification; and receiving a selection of one of the
actions. Applying the rule may comprise performing the one
of the actions in response to the event notification being
received.

[0016] The method may further comprise, prior to receiv-
ing the notification, subscribing to receive the event notifi-
cation from the event notification sending device.

[0017] The method may further comprise, prior to sub-
scribing to receive the event notification: querying the
device for the list of events supported by the event notifi-
cation sending device, wherein the list of events lists an
event corresponding to the event notification; determining
that the event corresponding to the event notification is not
natively supported by the at least one device of the video
surveillance system; and determining that the event corre-
sponding to the event notification is listed in a definition file
that defines a non-standard format for the event correspond-
ing to the event notification.

[0018] The method may further comprise: detecting, at the
event notification sending device, an event; and sending the
event notification in response to the event.

[0019] The event may represent motion having been
detected, a person having been detected, or a camera having
been tampered with.

[0020] According to another aspect, there is provided a
method comprising: connecting to an event notification
sending device that comprises part of a video surveillance
system; querying the event notification sending device for a
list of events supported by the device; for each of at least one
event comprising part of the list of events: determining
whether an event notification for the event supported by the
device is in a non-standard format stored in a definition file;
and when the event notification for the event supported by
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the device is in the non-standard format stored in the
definition file, subscribing to receive the event from the
device.

[0021] The method may further comprise, for each of the
at least one event comprising part of the list of events and
prior to determining whether the event notification is in the
non-standard format stored in the definition file, determining
that the event supported by the device is not natively
supported by at least one other device of the video surveil-
lance system.

[0022] The method may further comprise, for each of the
at least one event comprising part of the list of events,
ignoring the event supported by the device when the event
notification for the event supported by the device is in a
non-standard format absent from the definition file.

[0023] The definition file may be a script expressed using
a data exchange language.

[0024] According to another aspect, there is provided a
video surveillance system for handling user-defined events,
comprising: an event notification sending device;

[0025] at least one additional device; an event notification
handling device comprising a processor coupled to the event
notification sending device and the at least one additional
device, and a computer-readable storage device coupled to
the processor, wherein the computer-readable storage device
stores program instructions that, when executed by the
processor, cause the processor to perform operations com-
prising: receiving, from the event notification sending
device, an event notification, wherein the event notification
is in a format not natively supported by the at least one
additional device; translating, at the event notification han-
dling device, the event notification into a format supported
by the at least one device of the video surveillance system,
wherein the format supported by the at least one device of
the video surveillance system is defined in list of non-
standard formats; and applying a rule associated with the
event notification to perform an action.

[0026] The event notification sending device may be a
video surveillance camera.

[0027] The event notification handling device may be a
workstation or client device.

[0028] The event notification handling device and the
event notification sending device may be the same device.
[0029] The event notification handling device and event
notification sending device may be different devices.
[0030] The list of non-standard formats may comprise a
name of the event as generated by the event notification
sending device, a name of a manually-defined event, and a
mapping of fields of the event notification to fields of the
manually-defined event.

[0031] The fields of the manually-defined event may com-
prise a name of a token, a starting value of the token, and an
ending value of the token.

[0032] The list of non-standard formats may be stored as
a definition file, the definition file comprising a script
expressed using a data exchange language.

[0033] The operations may further comprise setting up the
rule by: displaying names of different manually-defined
events, wherein the event notification received at the event
notification handling device corresponds to one of the dif-
ferent manually-defined events; receiving a selection of the
name of the manually-defined event corresponding to the
event notification received at the event notification handling
device; displaying actions to be performed in response to the
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event notification; and receiving a selection of one of the
actions, and applying the rule may comprise: performing the
one of the actions in response to the event notification being
received.

[0034] The operations may further comprise, prior to
receiving the notification, subscribing to receive the event
notification from the event notification sending device.
[0035] The operations may further comprise, prior to
subscribing to receive the event notification: querying the
device for the list of events supported by the event notifi-
cation sending device, wherein the list of events lists an
event corresponding to the event notification; determining
that the event corresponding to the event notification is not
natively supported by the at least one device of the video
surveillance system; and determining that the event corre-
sponding to the event notification is listed in a definition file
that defines a non-standard format for the event correspond-
ing to the event notification.

[0036] The operations may further comprise: detecting, at
the event notification sending device, an event; and sending
the event notification in response to the event.

[0037] The event may represent motion having been
detected, a person having been detected, or a camera having
been tampered with.

[0038] According to another aspect, there is provided a
video surveillance system for handling user-defined events,
comprising: an event notification sending device; at least
one additional device; an event notification handling device
comprising a processor coupled to the event notification
sending device and the at least one additional device, and a
computer-readable storage device coupled to the processor,
wherein the computer-readable storage device stores pro-
gram instructions that, when executed by the processor,
cause the processor to perform operations comprising: con-
necting to the event notification sending device; querying
the event notification sending device for a list of events
supported by the event notification sending device; for each
of at least one event comprising part of the list of events:
determining whether an event notification for the event
supported by the device is in a non-standard format stored in
a definition file; and when the event notification for the event
supported by the device is in the non-standard format stored
in the definition file, subscribing to receive the event from
the device.

[0039] The operations may further comprise, for each of
the at least one event comprising part of the list of events and
prior to determining whether the event notification is in the
non-standard format stored in the definition file, determining
that the event supported by the device is not natively
supported by the at least one additional device.

[0040] The operations may further comprise, for each of
the at least one event comprising part of the list of events,
ignoring the event supported by the event notification send-
ing device when the event notification for the event sup-
ported by the event notification sending device is in a
non-standard format absent from the definition file.

[0041] The definition file may be a script expressed using
a data exchange language.

[0042] The event notification sending device may be a
video surveillance camera.

[0043] According to another aspect, there is provided a
method for handling user-defined events in a video surveil-
lance system, comprising: receiving a notification of a
received event from a device of the video surveillance
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system where the received event is not on a list of events
supported by the video surveillance system; translating the
received event into a user-defined event where the user-
defined event was defined in a list of available events for the
device; and applying a rule associated with the user-defined
event in the video surveillance system to execute an action.
Further, the device may comprise a video surveillance
camera.

[0044] According to another aspect, there is provided a
video surveillance system for handling user-defined events,
comprising: a device; a processor coupled to the device; and
a computer-readable storage device storing program instruc-
tions that, when executed by the processor, cause the system
to perform operations comprising: receiving a notification of
a received event from the device of the video surveillance
system where the received event is not on a list of events
supported by the video surveillance system; translating the
received event into a user-defined event where the user-
defined event was defined in a list of user-defined from a list
of available events for the device; and applying a rule
associated with the user-defined event in the video surveil-
lance system to execute an action. Further, according to
some example embodiments of the video surveillance sys-
tem, the device is a video surveillance camera.

[0045] According to another aspect, there is provided a
non-transitory computer readable medium having stored
thereon computer program code that is executable by a
processor and that, when executed by the processor, causes
the processor to perform the method of any of the foregoing
method aspects or suitable combinations thereof.

[0046] This summary does not necessarily describe the
entire scope of all aspects. Other aspects, features and
advantages will be apparent to those of ordinary skill in the
art upon review of the following description of specific
embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0047] The detailed description refers to the following
figures that illustrate one or more example embodiments, in
which:

[0048] FIG. 1 illustrates a block diagram of connected
devices of a video surveillance system according to one
example embodiment;

[0049] FIG. 2 illustrates a block diagram of a set of
operational modules of the video surveillance system
according to one example embodiment;

[0050] FIG. 3 illustrates a block diagram of a further set of
operational modules of the video surveillance system
according to one example embodiment.

[0051] FIG. 4 illustrates a script block (a part) of an XML
script for a “face detection” event according to one example
embodiment;

[0052] FIGS. 5A, 5B, 5C, and 5D illustrate a series of
screenshots of an example embodiment of the event man-
agement module showing an example sequence for setting
up a rule to apply an action;

[0053] FIG. 6 illustrates a flowchart of an example
embodiment of a method for supporting an example device
of the video surveillance system; and

[0054] FIG. 7 illustrates a flowchart of an example
embodiment of a method for configuring an example device
of the video surveillance system.

[0055] It will be appreciated that for simplicity and clarity
of illustration, elements shown in the figures have not
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necessarily been drawn to scale. For example, the dimen-
sions of some of the elements may be exaggerated relative
to other elements for clarity or emphasis. Furthermore,
where considered appropriate, reference numerals may be
repeated among the figures to indicate corresponding or
analogous elements.

DETAILED DESCRIPTION

[0056] Numerous specific details are set forth in order to
provide a thorough understanding of the example embodi-
ments described herein. However, it will be understood by
those of ordinary skill in the art that the embodiments
described herein may be practiced without these specific
details. In other instances, well-known methods, procedures
and components have not been described in detail so as not
to obscure the embodiments described herein. Furthermore,
this description is not to be considered as limiting the scope
of the embodiments described herein in any way but rather
as merely describing the implementation of the various
embodiments described herein.

[0057] The word “a” or “an” when used in conjunction
with the term “comprising” or “including” in the claims
and/or the specification may mean “one”, but it is also
consistent with the meaning of “one or more”, “at least one”,
and “one or more than one” unless the content clearly
dictates otherwise. Similarly, the word “another” may mean
at least a second or more unless the content clearly dictates
otherwise.

[0058] The terms “coupled”, “coupling”, or “connected”
as used herein can have several different meanings depend-
ing in the context in which these terms are used. For
example, the terms coupled, coupling, or connected can
have a mechanical or electrical connotation. For example, as
used herein, the terms coupled, coupling, or connected can
indicate that two elements or devices are directly connected
to one another or connected to one another through one or
more intermediate elements or devices via an electrical
element, electrical signal or a mechanical element depend-
ing on the particular context. The term “and/or” herein when
used in association with a list of items means any one or
more of the items comprising that list.

[0059] A plurality of sequential image frames may
together form a video captured by the image capture device.
Each image frame may be represented by a matrix of pixels,
each pixel having a pixel image value. For example, the
pixel image value may be a single numerical value for
grayscale (such as, for example, 0 to 255) or a plurality of
numerical values for colored images. Examples of color
spaces used to represent pixel image values in image data
include RGB, YUV, CYKM, YCBCR 4:2:2, YCBCR 4:2:0
images.

[0060] “Metadata” or variants thereof herein refers to
information obtained by computer-implemented analysis of
images including images in video. For example, processing
video may include, but is not limited to, image processing
operations, analyzing, managing, compressing, encoding,
storing, transmitting, and/or playing back the video data.
Analyzing the video may include segmenting areas of image
frames and detecting visual objects, and tracking and/or
classifying visual objects located within the captured scene
represented by the image data. The processing of the image
data may also cause additional information regarding the
image data or visual objects captured within the images to be
output. That additional information is commonly referred to
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as “metadata”. The metadata may also be used for further
processing of the image data, such as drawing bounding
boxes around detected objects in the image frames. Meta-
data, such as the detection of an object in the video, are also
events for which notifications are sent if those events have
been subscribed to, such as by a user. A “subscribed event”
is one for which a notification is sent when such event is
detected.

[0061] As will be appreciated by one skilled in the art, the
various example embodiments described herein may be
embodied as a method, system, or computer program prod-
uct. Accordingly, the various example embodiments may
take the form of an entirely hardware embodiment, an
entirely software embodiment (including firmware, resident
software, micro-code, etc.) or an embodiment combining
software and hardware aspects that may all generally be
referred to herein as a “circuit,” “module” or “system.”
Furthermore, the various example embodiments may take
the form of a computer program product on a computer-
usable storage medium having computer-usable program
code embodied in the medium

[0062] Any suitable computer-usable or computer read-
able medium may be utilized. The computer-usable or
computer-readable medium may be, for example but not
limited to, an electronic, magnetic, optical, electromagnetic,
infrared, or semiconductor system, apparatus, device, or
propagation medium. In the context of this document, a
computer-usable or computer-readable medium may be any
medium that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the
instruction execution system, apparatus, or device.

[0063] Computer program code for carrying out opera-
tions of various example embodiments may be written in an
object oriented programming language such as Java, Small-
talk, C++, Python, or the like. However, the computer
program code for carrying out operations of various example
embodiments may also be written in conventional proce-
dural programming languages, such as the “C” program-
ming language or similar programming languages. The
program code may execute entirely on a computer, partly on
the computer, as a stand-alone software package, partly on
the computer and partly on a remote computer or entirely on
the remote computer or server. In the latter scenario, the
remote computer may be connected to the computer through
a local area network (LAN) or a wide area network (WAN),
or the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider).

[0064] Various example embodiments are described below
with reference to flowchart illustrations and/or block dia-
grams of methods, apparatus (systems) and computer pro-
gram products according to example embodiments. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data
processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block dia-
gram block or blocks.
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[0065] These computer program instructions may also be
stored in a computer-readable memory that can direct a
computer or other programmable data processing apparatus
to function in a particular manner, such that the instructions
stored in the computer-readable memory produce an article
of manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

[0066] The computer program instructions may also be
loaded onto a computer or other programmable data pro-
cessing apparatus to cause a series of operational steps to be
performed on the computer or other programmable appara-
tus to produce a computer implemented process such that the
instructions which execute on the computer or other pro-
grammable apparatus provide steps for implementing the
functions/acts specified in the flowchart and/or block dia-
gram block or blocks.

[0067] Referring now to FIG. 1, therein illustrated is a
block diagram of connected devices of a video surveillance
system 100 according to an example embodiment. For
example, the video surveillance system 100 may be used as
a video capture and playback system and includes the
hardware and software that perform the processes and
functions described herein.

[0068] The video surveillance system 100 includes at least
one image capture device 108 being operable to capture a
plurality of images and produce image data representing the
plurality of captured images. The image capture device 108
or camera 108 is an image capturing device and includes
security video cameras.

[0069] Each image capture device 108 includes at least
one image sensor 116 for capturing a plurality of images.
The image capture device 108 may be a digital video camera
and the sensor 116 may output captured light as a digital
data. For example, the sensor 116 may be a CMOS, NMOS,
or CCD. In at least one different example embodiment (not
depicted), the image capture device 108 may comprise an
analog camera connected to an encoder, with the encoder
digitizing analog video captured by the analog camera for
subsequent processing.

[0070] The at least one sensor 116 may be operable to
capture light in one or more frequency ranges. For example,
the at least one sensor 116 may be operable to capture light
in a range that substantially corresponds to the visible light
frequency range. In other examples, the at least one sensor
116 may be operable to capture light outside the visible light
range, such as in the infrared range and/or ultraviolet range.
In other examples, the image capture device 108 may be a
multi-sensor camera that includes two or more sensors that
are operable to capture light in different frequency ranges.
However, the sensor 116 herein comprises any suitable type
of sensor depending on the context; for example, a card
reader sensor reads cards, a smoke detector sensor detects
smoke, a door lock sensor detects open/closed doors, a
motion sensor detects motion using infrared light, and an
audio sensor detects sound.

[0071] The at least one image capture device 108 may
include a dedicated camera. It will be understood that a
dedicated camera herein refers to a camera whose principal
features is to capture images or video. In some example
embodiments, the dedicated camera may perform functions
associated to the captured images or video, such as but not
limited to processing the image data produced by it or by
another image capture device 108. For example, the dedi-
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cated camera may be a surveillance camera, such as any one
of a pan-tilt-zoom camera, dome camera, in-ceiling camera,
box camera, and bullet camera.

[0072] Additionally or alternatively, the at least one image
capture device 108 may include an embedded camera. It will
be understood that an embedded camera herein refers to a
camera that is embedded within a device that is operational
to perform functions that are unrelated to the captured image
or video. For example, the embedded camera may be a
camera found on any one of a laptop, tablet, drone device,
smartphone, video game console or controller. In at least
some example embodiments, the image capture device 108
may be a mobile device, examples of which include the
laptop, tablet, drone device, and smartphone. The mobile
device may have its own propulsion unit, such as the drone
device; alternatively, the mobile device may lack a propul-
sion unit, such as the laptop, tablet, and smartphone.
[0073] Each image capture device 108 includes one or
more processors 124, one or more memory devices 132
coupled to the processors and one or more network inter-
faces. The memory device can include a local memory (such
as, for example, a random access memory and a cache
memory) employed during execution of program instruc-
tions. The processor executes computer program instruc-
tions (such as, for example, an operating system and/or
application programs), which can be stored in the memory
device.

[0074] In various embodiments the processor 124 may be
implemented by any suitable processing circuit having one
or more circuit units, including a digital signal processor
(DSP), graphics processing unit (GPU) embedded processor,
etc., and any suitable combination thereof operating inde-
pendently or in parallel, including possibly operating redun-
dantly. Such processing circuit may be implemented by one
or more integrated circuits (IC), including being imple-
mented by a monolithic integrated circuit (MIC), an Appli-
cation Specific Integrated Circuit (ASIC), a Field Program-
mable Gate Array (FPGA), etc. or any suitable combination
thereof. Additionally or alternatively, such processing circuit
may be implemented as a programmable logic controller
(PLC), for example. The processor may include circuitry for
storing memory, such as digital data, and may comprise the
memory circuit or be in wired communication with the
memory circuit, for example.

[0075] In various example embodiments, the memory
device 132 coupled to the processor circuit is operable to
store data and computer program instructions, which may be
expressed as computer program code. Typically, the memory
device 132 is all or part of a digital electronic integrated
circuit or formed from a plurality of digital electronic
integrated circuits. The memory device may be implemented
as Read-Only Memory (ROM), Programmable Read-Only
Memory (PROM), Erasable Programmable Read-Only
Memory (EPROM), Electrically Erasable Programmable
Read-Only Memory (EEPROM), flash memory, one or more
flash drives, universal serial bus (USB) connected memory
units, magnetic storage, optical storage, magneto-optical
storage, etc. or any combination thereof, for example. The
memory device may be operable to store memory as volatile
memory, non-volatile memory, dynamic memory, etc. or any
combination thereof.

[0076] In various example embodiments, a plurality of the
components of the image capture device 108 may be imple-
mented together within a system on a chip (SOC). For
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example, the processor 124, the memory device 132, and the
network interface may be implemented within an SOC.
Furthermore, when implemented in this way, a general
purpose processor and one or more of a GPU and a DSP may
be implemented together within the SOC.

[0077] Continuing with FIG. 1, each of the at least one
image capture device 108 is connected to a network 140.
Each image capture device 108 is operable to output image
data representing images that it captures and transmit the
image data over the network.

[0078] The network 140 may also connect to one or more
of a number of other devices, such as a sensor device 170.
The sensor device 170 may be a computing resource-
constrained sensor-dependent event notification device such
as a motion detector with one or more of optical, microwave,
and acoustic sensors. The range of possible sensor devices
170 is wide and may comprise card readers, door locking/
unlocking devices, radar or IR presence detectors, and smart
locks. The sensor devices 170 may also have memory 132,
CPU 124, and a sensor 116.

[0079] It will be understood that the network 140 may be
any suitable communications network that provides recep-
tion and transmission of data. For example, the network 140
may be a local area network, external network (such as, for
example, a WAN or the Internet) or a combination thereof.
In other examples, the network 140 may include a cloud
network.

[0080] In some examples, the video surveillance system
100 includes a processing appliance 148. The processing
appliance 148 is operable to process data output by devices
180 that may not have memory 132 or a CPU 124. The data
may include output of the devices’ 180 sensors 116, such as
data generated in response to sensing video, audio, light,
and/or radar. Sensor devices 170 and devices 180 may also
contain sensors capable of measuring internal system param-
eters and parameters in the external environment of the
device to generate event notifications.

[0081] Examples of sensing parameters in the external
environment and generating notifications of such events
include sensing any one or more of structural and material
conditions of buildings, bridges and dams; air and noise
pollution levels; the presence and/or intensity of forest fires;
the presence and/or intensity of earthquakes; radiation lev-
els; and security emergencies due to breaches of perimeter
access control resulting in the presence of people in unau-
thorized areas.

[0082] The processing appliance 148 also includes one or
more processors and one or more memory devices coupled
to the one or more processors (CPU). The processing
appliance 148 may also include one or more network
interfaces. The processing appliance 148 supports devices
180 that may not have network support and/or have limited
processing capability for the video surveillance system 100.
For convenience of illustration, only one processing appli-
ance 148 is shown; however, it will be understood that the
video surveillance system 100 may include any suitable
number of processing appliances 148.

[0083] For example, and as illustrated, the processing
appliance 148 is connected to a device 180 for video capture
that may not have a memory 132 or CPU 124 to process
image data. The processing appliance 148 may also be used
to connect the device 180 to the network 140.

[0084] According to one example embodiment, and as
illustrated in FIG. 1, the video surveillance system 100
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includes at least one workstation 156 (such as, for example,
a server), each having one or more processors including
graphics processing units (GPUs). At least one workstation
156 may also include storage memory. The workstation 156
receives image data from the image capture device 108 and
performs processing of the image data. The workstation 156
may further send commands for managing and/or control-
ling one or more of the image capture devices 108. The
workstation 156 may receive raw image data and other data
from the image capture device 108, the sensor device 170,
and the device 180. Alternatively or additionally, the work-
station 156 may receive image data that has already under-
gone some intermediate processing, such as processing at
the image capture device 108 and/or at a processing appli-
ance 148. The workstation 156 may also receive metadata
from the image data and perform further processing of the
image data.

[0085] It will be understood that while a single worksta-
tion 156 is illustrated in FIG. 1, the workstation may be
implemented as an aggregation of a plurality of worksta-
tions.

[0086] The video surveillance system 100 further includes
at least one client device 164 connected to the network 140.
The client device 164 is used by one or more users to interact
with the video surveillance system 100. Accordingly, the
client device 164 includes at least one display device and at
least one user input device (such as, for example, mouse,
keyboard, touchscreen). The client device 164 is operable to
display on its display device a user interface for displaying
information, receiving user input, and playing back video.
For example, the client device may be any one of a personal
computer, laptops, tablet, personal data assistant (PDA), cell
phone, smart phone, gaming device, and other mobile
device.

[0087] The client device 164 is operable to receive image
data over the network 140 and is further operable to play-
back the received image data. A client device 164 may also
have functionalities for processing image data. For example,
processing functions of a client device 164 may be limited
to processing related to the ability to playback the received
image data. In other examples, image processing function-
alities may be shared between the workstation and one or
more client devices 164.

[0088] In some examples, the image surveillance system
100 may be implemented without the workstation 156.
Accordingly, image processing functionalities may be per-
formed on a system entity other than the workstation 156
such as, for example, on the one or more image capture
devices 108. Alternatively, the image processing function-
alities may be shared amongst two or more of the image
capture devices 108, processing appliance 148 and client
devices 164.

[0089] Referring now to FIG. 2, there is illustrated a block
diagram of a set 200 of operational modules of the video
surveillance system 100 according to one example embodi-
ment. The operational modules may be implemented in
hardware, software, or both on one or more of the devices of
the video surveillance system 100 as illustrated in FIG. 1.

[0090] The set 200 of operational modules include at least
one data capture module 208. For example, each of image
capture device 108, sensor device 170, and device 180 may
implement a data capture module 208. The data capture
module 208 is operable to control one or more components
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(such as, for example, sensor 116) of an image capture
device 108 (or sensor device 170 or device 180) to capture
images and other data.

[0091] The set 200 of operational modules includes a data
processing module 216. For example, and as illustrated, the
data processing module 216 includes a data analytics mod-
ule 224 and a data management module 232.

[0092] The data analytics module 224 receives data (such
as images) and analyzes the data to determine properties or
characteristics of the captured data and/or of objects and/or
events found in the scene represented by the image, video,
or data. Based on the determinations made, the data analyt-
ics module 224 may further output metadata providing
information about the determinations or events.

[0093] Examples of determinations made by the data
analytics module 224 may include one or more of fore-
ground/background segmentation, object detection, object
tracking, object classification, virtual tripwire, anomaly
detection, facial detection, facial recognition, license plate
recognition, identifying objects “left behind” or “removed”,
monitoring objects (such as, for example, to protect from
stealing), and business intelligence. However, it will be
understood that other data analytics functions known in the
art may also be implemented by the data analytics module
224 such as fire event detection and earthquake event
detection.

[0094] The data management module 232 receives the
data (such as image data) and performs processing functions
on the data related to transmission, playback, and/or storage.
For example, the data management module 232 can process
the data to permit transmission of the data according to
bandwidth requirements and/or capacity. The data manage-
ment module 232 may also process the data according to
playback capabilities of a client device 164 (as shown in
FIG. 1) that will be playing back the data, such as processing
power and/or resolution of the display of the client device
164. The data management module 232 may also process the
data according to storage capacity within the video surveil-
lance system 100 for storing the data.

[0095] It will be understood that according to some
example embodiments, the data processing module 216 may
include only one of the data analytics module 224 and the
data management module 232.

[0096] The set 200 of operational modules further include
a storage module 240. For example, and as illustrated, the
storage module 240 includes a data storage module 248 and
a metadata storage module 256. The data storage module
248 stores image data, which may be data processed by the
data management module 232. The metadata storage module
256 stores information data outputted from the data analytics
module 224.

[0097] It will be understood that while data storage mod-
ule 248 and metadata storage module 256 are illustrated as
separate modules, they may be implemented within a same
hardware storage device whereby logical rules are imple-
mented to separate stored data/video from stored metadata.
In other example embodiments, the data storage module 248
and/or the metadata storage module 256 may be imple-
mented within a plurality of hardware storage devices in
which a distributed storage scheme may be implemented. In
at least some example embodiments in which distributed
storage is used, some video and/or metadata may be stored
locally to the video surveillance system 100, and some video
and/or metadata may also be stored on distributed storage
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remote from the system 100, such as on cloud storage. For
example, video and/or metadata of an entire event may be
stored locally on the system 100, and select portions of that
video and/or metadata may be concurrently stored on cloud
storage. As another example, video and/or metadata may be
stored, in its entirety, both locally and on cloud storage for
backup purposes. As another example, some video and/or
metadata may be stored locally, and additional video and/or
metadata may be stored on cloud storage, with the data
stored locally differing from the data stored on cloud stor-
age.

[0098] The set of operational modules further includes at
least one event management module 264, which may be
implemented on the client device 164 and/or the workstation
156. Each of the client device 164 and the workstation 156
is an example of an “event notification handling device”.
The event management module 264 is operable to receive
and play back the data (when the data comprises video data);
and to receive event notifications (when the data comprises
notifications in response to events, such as those detected by
the data analysis module 224 and/or triggered by sensor
devices 170 such as smoke detectors). Devices that send
event notifications to the event notification handling device,
such as the sensor devices 170, are “event notification
sending devices”. The event management module 264
handles the event notifications by performing actions asso-
ciated with and in response to the events. These actions are
specified by rules, as discussed further below.

[0099] The event management module 264 natively rec-
ognizes “standard event notifications”, which are notifica-
tions for “standard events”. A standard event refers to an
event that is listed in a standard events list, which is
accessible by the event management module 264. The
standard events list may, for example, be expressed in a
software module or other data file, such as an XML file, that
is stored on a device of the video surveillance system 100
prior to being delivered to a user. The standard events list
may in at least some example embodiments be editable by
the end user such as, for example, when the standard events
list is an XML file. In at least some other example embodi-
ments, the list of standard events may not be editable by the
end user. For example, the system 100 manufacturer may
express the list of standard events in source code, compile
the source code to generate the event management module
264 in object code, and ship only the object code to the end
user.

[0100] The standard events list also stores a standard
format for each of the standard event notifications. When the
event management module 264 receives a standard event
notification from an event notification sending device in the
standard format, the event management module 264 pro-
cesses the standard event notification by referring to the
standard events list to determine the notification’s format,
which permits the event management module 264 to prop-
erly process the notification. For example, a standard event
named “Smoke Detection” that is generated by an event
notification sending device in the form of a smoke detector
may be formatted as a simple binary signal, with a value of
“1” representing smoke having been detected and a value of
“0” representing smoke no longer being detected. The event
management module 264 in this example, when it receives
a Smoke Detection event notification, knows how to process
the binary signal comprising the notification by referring to
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the standard events list. The standard events list may reflect
the ONVIF specification, for example.

[0101] In at least some example embodiments, even if an
event notification sending device is asserted to be ONVIF
compliant, the device may generate standard event notifi-
cations that are in a non-standard format. Using the Smoke
Detection event above as an example, the smoke detector
may send Smoke Detection event notifications that are
formatted to be “0” if no smoke is detected, “1” if a first
concentration of smoke is detected, and “2” if a second and
higher concentration of smoke is detected. As the Smoke
Detection event is listed in the standard events list, the
notification is deemed to be a standard event notification.
However, because the notification’s format is not as defined
in the standard events list, the notification is in a non-
standard format. The event management module 264 is
accordingly unable to process a value of “2” for the event
notification by referring only to the standard events list.
Furthermore, even though the event management module
264 can process an event notification value of “1”, it does
not determine, by referring only to the standard events list,
that the value of “1” refers to a particular concentration of
smoke, as opposed to merely the presence of smoke.

[0102] Furthermore, in at least some example embodi-
ments, the event notification sending device may send event
notifications for events that are not standard events (“non-
standard events™); that is, the non-standard event does not
correspond to any of the events in the standard events list.
For example, in at least some example embodiments a
non-standard event may be “Object Detected”, representing
that an event notification sending device in the form of the
image capture device 108 has detected a certain object-of-
interest, such as a vehicle. If the Object Detected event is not
defined in the standard events list, it is a “non-standard
event” expressed in a “non-standard format”, with the noti-
fication corresponding to the non-standard event being a
“non-standard event notification”. One example of a “non-
standard event” is a “manually-defined event”, which is a
non-standard event having a format manually defined by a
person. The person may, for example, be a user of the video
surveillance system 100, in which case the manually-defined
event is referred to interchangeably herein as a “user-defined
event” having a corresponding “user-defined event notifica-
tion”. The format of the user-defined event notification is
defined in a list of events in non-standard formats, which
may for example be an XML script as discussed in more
detail in respect of FIG. 4, below. The list of non-standard
formats may also in at least some example embodiments
define non-standard formats used for standard event notifi-
cations.

[0103] In at least some example embodiments, user-de-
fined events may comprise any one or more of an Object
Detected event, a Person Detected event (i.e., an Object
Detected event in which the detected object is a person), a
Person Detected at a Location event (i.e., a Person Detected
event in which the person is detected at a particular loca-
tion), a Fire Detected event (i.e., a fire has been detected,
such as by using a smoke or heat detector), an Image Chip
of Detected Person Present event (i.e., a person whose image
is within a bounding box generated by the data analytics
module 224 has been detected), and a Tampering Detected
event (i.e., tampering of a device of the video surveillance
system 100 has been detected). It is technically difficult to
encode all possible events and encoding formats into the



US 2018/0213051 Al

system 100. As mentioned above, even among known events
and formats, vendor specific implementations may be non-
compliant with a specification (such as, for example, the
ONVIF specification). For the events and formats not sup-
ported by the video surveillance system 100 as standard
events, certain embodiments herein provide the capability
for the system 100 to be configured to nonetheless recognize
and process non-standard event notifications. For example,
for user-defined event notifications, users may specify to the
system 100 how to recognize those event notifications in
their non-standard formats through a definition file such as,
for example, an XML script. Following recognition of the
non-standard event notification, certain embodiments herein
perform an action in accordance with a rule in response to
the non-standard event notification. The rules in at least
some example embodiments may be set up by users of the
system 100; alternatively or additionally, the rules may be
otherwise established, such as by being preconfigured by the
device manufacturer.

[0104] Referring now to FIG. 3, there is illustrated a block
diagram of a further set 300 of operational modules of the
video surveillance system 100 according to one particular
example embodiment. The operational modules may be
implemented in hardware, software, or both on one or more
of the devices of the video surveillance system 100 as
illustrated in FIG. 1.

[0105] The further set 300 comprises a device manage-
ment module 310 and an event processing module 320. The
device management module 310 comprises a device connect
module 312 and a device event subscription and manage-
ment module 314. The device management module 310
manages [P enabled devices or processing appliances. The
device connection module 312 manages the connections
with the image capture devices 108, the sensor devices 170
and, through the processing appliance 148, the devices 180.
For example, the device connection module 312 communi-
cates or connects using ONVIF protocols with ONVIF
compliant devices such as the image capture devices 108,
the sensor devices 170 and, through the processing appli-
ance 148, the devices 180.

[0106] When the devices 108, 170, 180 are connected, the
device event subscription and management module 314
queries the devices 108, 170, 180 for a list of events
supported by the devices, whether they be standard or
non-standard. The end user is able to view this list of events
and, for those events that are non-standard, choose the
events to subscribe to by encoding them in an XML script
in a defined format. In this context, the end user “subscrib-
ing” means that the devices 108, 170, 180 are requested to
send notifications of the subscribed events that occurred or
are detected on the respective devices 108, 170, 180 to the
event management module 264.

[0107] Referring to FIG. 4, there is listed a script block (a
part) of an XML script for a “Face Detection” event accord-
ing to one particular example embodiment. The Face Detec-
tion event is a non-standard event not natively supported by
the event management module 264; that is, the Face Detec-
tion event is not in the standard events list. The ‘Device-
Event Name="FaceDetection™ script 410 shows that the
name “FaceDetection” is the name of the non-standard
event, as specified by a third party manufacturer. The
‘ACCEvent Name="Face Detection Events™ 420 shows the
name “Face Detection Events” as one of the user-defined
events in the event management module 264. The “<Sim-
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pleltemDescription Name="RegexEventDataToken Name”
value=“"Face$”/> <SimpleltemDescription
Name=“RegexEventDataStartTokenValue” value=""(1)$"/>
<SimpleltemDescription
Name=“RegexEventDataEndTokenValue” value="<"(0)$"/>’
script 430 shows a mapping of fields of the user-defined
event (the RegexEventData* values) to analogous fields of
the Face Detection event notification as sent from the third
party camera (for example, the image capture device 108).
Accordingly, an example of a complete XML script has a
number of script blocks to define other non-standard events
as user-defined events in the event management module 264.
[0108] Referring to FIG. 3 again, the event processing
module 320 comprises an XML parser 322, an expression
matcher 324, and an event translator 326. The XML parser
322 reads and parses the XML script defined above to
receive the user’s selection of subscribed events. Upon
receiving event notifications from the device 108, for
example, the expression matcher 324 attempts to match any
received user-defined event notifications with the list of
user-defined events as defined in the XML script. If a match
is found, the event translator 326 translates the received
event notification into a user-defined event notification,
which is presented to the event management module 264 to
be handled. The event management module 264 has a
user-defined action configuration (i.e., a rule) and executes
an action upon occurrence of a selected event, such as the
Face Detection event.

[0109] Referring to FIGS. 5A, 5B, 5C, and 5D, there is
illustrated a series of screenshots of an embodiment of the
event management module 264 showing an example
sequence for setting up a rule to apply an action. Referring
to FIG. 5A, “Face Detection Events” is selected from box
510, which shows a list of user-defined events. The other
user-defined events, “Day Night Vision Events”, “Internal
Camera Temperature Events”, “Camera Tampering Events”,
and “Video Motion Events” were entered into the event
management module 264 through the XML script as pre-
pared by a user.

[0110] Referring to FIG. 5B, there is illustrated in a
window 520 a rule initiated when a Face Detection event is
received by the event management module 264. In this
example, the Face Detection event is received from the
image capture device 108, which is camera SNV-5084
(63631). Referring to FIG. 5C, there is illustrated at a
window 530 that the rule further comprises performing an
action, “display an on-screen message for all users” when
the Face Detection event occurs and the user-defined event
notification is consequently received. Referring to FIG. 5D,
there is illustrated a screenshot of the messages displayed in
a notifications window 540 when the rule is triggered and the
action performed.

[0111] The operational modules of the sets 200, 300 may
be implemented on one or more of the image capture device
108, sensor device 170, device 180, processing appliance
148, workstation 156, and client device 164. In some
example embodiments, an operational module may be
wholly implemented on a single device. For example, data
analytics module 224 may be wholly implemented on the
workstation 156. Similarly, event management module 264
may be wholly implemented on the workstation 156.
[0112] In other example embodiments, some functional-
ities of an operational module of the sets 200, 300 may be
partly implemented on a first device while other function-
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alities of an operational module may be implemented on a
second device. For example, data analytics functionality
may be split between one or more of image capture devices
108, sensor devices 170, devices 180, processing appliance
148, and workstation 156. Similarly, video management
functionality may be split between one or more of an image
capture device 108, sensor device 170, device 180, process-
ing appliance 148, and workstation 156.

[0113] Referring to FIG. 6, there is illustrated a flowchart
of an example embodiment of a method for supporting an
example event notification sending device of the video
surveillance system 100. The example device may be any of
the image capture device 108, the sensor device 170, and the
device 180, for example. At block 610, the example device
detects an example event; the event may be a standard event
in a non-standard format or a non-standard event. When
such events have been subscribed to by a user, the example
device at block 612 sends an event notification of the
example event in a non-standard format (“format A”) to the
event processing module 320. At block 614, the event
processing module 320 translates the example event notifi-
cation to a second format (“format B”), which differs from
the first format. The example event notification that is
translated into format B is one of (a) a standard event
notification in a non-standard format; and (b) a non-standard
event, such as a user-defined event, which is in a non-
standard format. At block 616, the example event notifica-
tion in format B is received by the event management
module 264. At block 618, the rule associated with the
example event is executed and any associated actions per-
formed.

[0114] Referring to FIG. 7, there is illustrated a flowchart
of an example embodiment of a method for configuring an
example device of the video surveillance system 100. The
example device may be any of the image capture device 108,
the sensor device 170, and the device 180, for example. At
block 710, the video surveillance system 100 is connected to
the example device. At block 712, the example device is
queried for the events it supports, which may be standard or
non-standard. At block 714, a user defines the user-defined
events in an XML script, such as that shown in FIG. 4. As
discussed above, in at least some different embodiments the
XML script may also define standard events in non-standard
formats, and non-standard events other than user-defined
events to enable translation of those event notifications into
a format the event management module 264 understands
from the format the example device uses. At block 716,
when events are identified that are natively supported by the
event management module 264, the method proceeds to
block 720 where the event is subscribed to so that the
example device sends notifications of the event to the event
management module 264 whenever it occurs at the example
device. Alternatively, when the event is not natively sup-
ported by the system 100 (such as, for example, when the
event is a non-standard event), the method proceeds to block
718. At block 718, the event management module 264
determines whether the event is defined in the XML script,
such as when the event is a user-defined event. When the
event is defined in the XML script, the method proceeds to
block 720 where the event management module 264 sub-
scribes to the event. Alternatively, if the event is not defined
in the XML script, the method proceeds to block 722, the
event management module 264 does not subscribe to the
event, and events of this type are ignored. Ignoring an event
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may comprise, for example, the example device not receiv-
ing the event notification, or the event management module
264 receiving the event notification and taking no action.
[0115] While the above description provides examples of
the embodiments using XML scripts as a means of config-
uring event handling, it will be understood that other formats
may also be used for data exchange where data structured in
a source schema (such as, for example, a non-standard
format) is transformed into data structured in accordance
with a target schema (such as, for example, a format
understood by the event management module 264).
Examples of such data exchange languages are XML, JSON,
RDF, Atom, and YAML (see, for example, https://en.wiki-
pedia.org/wiki/Data_exchange). Further, instead of an XML
script, a software module may instead present a list of events
supported by a connected device for the end user to select
from. The software module may then directly input such
events into the video surveillance system 100 without the
need of an XML script. This may be done irrespective of
whether such events are non-standard events generally, or
manually-defined or user-defined events more particularly.
[0116] FIGS. 6 and 7 are flowcharts of example methods.
Some of the blocks illustrated in the flowcharts may be
performed in an order other than that which is described.
Also, it should be appreciated that not all of the blocks
described in the flowcharts are required to be performed, that
additional blocks may be added, and that some of the
illustrated blocks may be substituted with other blocks.
[0117] For the sake of convenience, at least some of the
example embodiments above are described as various inter-
connected functional blocks or distinct software modules.
This is not necessary, however, and there may be cases
where these functional blocks or modules are equivalently
aggregated into a single logic device, program, or operation
with unclear boundaries. In any event, the functional blocks
and software modules or features of the flexible interface
can be implemented by themselves, or in combination with
other operations in either hardware or software.
[0118] It is contemplated that any part of any aspect or
embodiment discussed in this specification can be imple-
mented or combined with any part of any other aspect or
embodiment discussed in this specification.
[0119] The above discussed embodiments are considered
to be illustrative and not restrictive, and the invention should
be construed as limited only by the appended claims.
1. A method comprising:
receiving, at an event notification handling device of a
video surveillance system, an event notification from
an event notification sending device of the video sur-
veillance system, wherein the event notification is in a
format not natively supported by at least one device of
the video surveillance system;
translating, at the event notification handling device, the
event notification into a format supported by the at least
one device of the video surveillance system, wherein
the format supported by the at least one device of the
video surveillance system is defined in list of non-
standard formats; and
applying a rule associated with the event notification to
perform an action.
2. The method of claim 1, wherein the event notification
sending device is a video surveillance camera.
3. The method of claim 1, wherein the event notification
handling device is a workstation or client device.
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4. The method of claim 1, wherein the event notification
handling device and the event notification sending device
are the same device.

5. The method of claim 1, wherein the event notification
handling device and event notification sending device are
different devices.

6. The method of claim 1, wherein the list of non-standard
formats comprises a name of the event as generated by the
event notification sending device, a name of a manually-
defined event, and a mapping of fields of the event notifi-
cation to fields of the manually-defined event.

7. The method of claim 6, wherein the fields of the
manually-defined event comprise a name of a token, a
starting value of the token, and an ending value of the token.

8. The method of claim 6, wherein the list of non-standard
formats is stored as a definition file, the definition file
comprising a script expressed using a data exchange lan-
guage.

9. The method of claim 6, further comprising setting up
the rule by:

displaying names of different manually-defined events,

wherein the event notification received at the event
notification handling device corresponds to one of the
different manually-defined events;

receiving a selection of the name of the manually-defined

event corresponding to the event notification received
at the event notification handling device;

displaying actions to be performed in response to the

event notification; and

receiving a selection of one of the actions, and
wherein applying the rule comprises:

performing the one of the actions in response to the event

notification being received.

10. The method of claim 1, further comprising, prior to
receiving the notification, subscribing to receive the event
notification from the event notification sending device.

11. The method of claim 10, further comprising, prior to
subscribing to receive the event notification:

querying the device for the list of events supported by the

event notification sending device, wherein the list of
events lists an event corresponding to the event noti-
fication;
determining that the event corresponding to the event
notification is not natively supported by the at least one
device of the video surveillance system; and

determining that the event corresponding to the event
notification is listed in a definition file that defines a
non-standard format for the event corresponding to the
event notification.

12. The method of claim 1, further comprising:

detecting, at the event notification sending device, an

event; and

sending the event notification in response to the event.

13. The method of claim 1, wherein the event represents
motion having been detected, a person having been detected,
or a camera having been tampered with.

14. A method comprising:

connecting to an event notification sending device that

comprises part of a video surveillance system;
querying the event notification sending device for a list of
events supported by the device;

for each of at least one event comprising part of the list of

events:
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determining whether an event notification for the event
supported by the device is in a non-standard format
stored in a definition file; and

when the event notification for the event supported by
the device is in the non-standard format stored in the
definition file, subscribing to receive the event from
the device.

15. The method of claim 14, further comprising, for each
of the at least one event comprising part of the list of events
and prior to determining whether the event notification is in
the non-standard format stored in the definition file, deter-
mining that the event supported by the device is not natively
supported by at least one other device of the video surveil-
lance system.

16. The method of claim 14, further comprising, for each
of'the at least one event comprising part of the list of events,
ignoring the event supported by the device when the event
notification for the event supported by the device is in a
non-standard format absent from the definition file.

17. The method of claim 14, wherein the definition file is
a script expressed using a data exchange language.

18. A video surveillance system for handling user-defined
events, comprising:

an event notification sending device;

at least one additional device;

an event notification handling device comprising a pro-

cessor coupled to the event notification sending device

and the at least one additional device, and a computer-

readable storage device coupled to the processor,

wherein the computer-readable storage device stores

program instructions that, when executed by the pro-

cessor, cause the processor to perform operations com-

prising:

receiving, from the event notification sending device,
an event notification, wherein the event notification
is in a format not natively supported by the at least
one additional device;

translating, at the event notification handling device,
the event notification into a format supported by the
at least one device of the video surveillance system,
wherein the format supported by the at least one
device of the video surveillance system is defined in
list of non-standard formats; and

applying a rule associated with the event notification to
perform an action.

19. The system of claim 18, wherein the event notification
sending device is a video surveillance camera.

20. The system of claim 18, wherein the event notification
handling device is a workstation or client device.

21. The system of claim 18, wherein the event notification
handling device and the event notification sending device
are the same device.

22. The system of claim 18, wherein the event notification
handling device and event notification sending device are
different devices.

23. The system of claim 18, wherein the list of non-
standard formats comprises a name of the event as generated
by the event notification sending device, a name of a
manually-defined event, and a mapping of fields of the event
notification to fields of the manually-defined event.

24. The system of claim 23, wherein the fields of the
manually-defined event comprise a name of a token, a
starting value of the token, and an ending value of the token.
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25. The system of claim 23, wherein the list of non-
standard formats is stored as a definition file, the definition
file comprising a script expressed using a data exchange
language.

26. The system of claim 23, wherein the operations further
comprise setting up the rule by:

displaying names of different manually-defined events,

wherein the event notification received at the event
notification handling device corresponds to one of the
different manually-defined events;

receiving a selection of the name of the manually-defined

event corresponding to the event notification received
at the event notification handling device;

displaying actions to be performed in response to the

event notification; and

receiving a selection of one of the actions, and
wherein applying the rule comprises:

performing the one of the actions in response to the event

notification being received.

27. The system of claim 18, wherein the operations further
comprise, prior to receiving the notification, subscribing to
receive the event notification from the event notification
sending device.

28. The system of claim 27, wherein the operations further
comprise, prior to subscribing to receive the event notifica-
tion:

querying the device for the list of events supported by the

event notification sending device, wherein the list of
events lists an event corresponding to the event noti-
fication;
determining that the event corresponding to the event
notification is not natively supported by the at least one
device of the video surveillance system; and

determining that the event corresponding to the event
notification is listed in a definition file that defines a
non-standard format for the event corresponding to the
event notification.

29. The system of claim 18, wherein the operations further
comprise:

detecting, at the event notification sending device, an

event; and

sending the event notification in response to the event.

30. The system of claim 18, wherein the event represents
motion having been detected, a person having been detected,
or a camera having been tampered with.

31. A video surveillance system for handling user-defined
events, comprising:

an event notification sending device;

at least one additional device;

an event notification handling device comprising a pro-

cessor coupled to the event notification sending device
and the at least one additional device, and a computer-
readable storage device coupled to the processor,
wherein the computer-readable storage device stores
program instructions that, when executed by the pro-
cessor, cause the processor to perform operations com-
prising:
connecting to the event notification sending device;
querying the event notification sending device for a list
of events supported by the event notification sending
device;
for each of at least one event comprising part of the list
of events:
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determining whether an event notification for the
event supported by the device is in a non-standard
format stored in a definition file; and

when the event notification for the event supported
by the device is in the non-standard format stored
in the definition file, subscribing to receive the
event from the device.

32. The system of claim 31, wherein the operations further
comprise, for each of the at least one event comprising part
of the list of events and prior to determining whether the
event notification is in the non-standard format stored in the
definition file, determining that the event supported by the
device is not natively supported by the at least one additional
device.

33. The system of claim 31, wherein the operations further
comprise, for each of the at least one event comprising part
of the list of events, ignoring the event supported by the
event notification sending device when the event notification
for the event supported by the event notification sending
device is in a non-standard format absent from the definition
file.

34. The system of claim 31, wherein the definition file is
a script expressed using a data exchange language.

35. The system of claim 31, wherein the event notification
sending device is a video surveillance camera.

36. A non-transitory computer readable medium having
stored thereon computer program code that is executable by
a processor and that, when executed by the processor, causes
the processor to perform a method, comprising:

receiving, at an event notification handling device of a

video surveillance system, an event notification from
an event notification sending device of the video sur-
veillance system, wherein the event notification is in a
format not natively supported by at least one device of
the video surveillance system;

translating, at the event notification handling device, the

event notification into a format supported by the at least
one device of the video surveillance system, wherein
the format supported by the at least one device of the
video surveillance system is defined in list of non-
standard formats; and

applying a rule associated with the event notification to

perform an action.

37. A non-transitory computer readable medium having
stored thereon computer program code that is executable by
a processor and that, when executed by the processor, causes
the processor to perform a method, comprising:

connecting to an event notification sending device that

comprises part of a video surveillance system;
querying the event notification sending device for a list of
events supported by the device;

for each of at least one event comprising part of the list of

events:

determining whether an event notification for the event
supported by the device is in a non-standard format
stored in a definition file; and

when the event notification for the event supported by
the device is in the non-standard format stored in the
definition file, subscribing to receive the event from
the device.



