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Description
CROSS REFERENCE TO RELATED APPLICATIONS

[0001] The presentapplicationis basedonthe Chinese
Patent Application No. 202110163945.5 filed on Febru-
ary 05, 2021 and claims priority thereof. The entire con-
tents of the Chinese application are hereby incorporated
by reference in their entireties.

TECHNICAL FIELD

[0002] The present application relates the field of mo-
bile communication technologies, in particular to an in-
formation processing method, a device and a storage
medium.

BACKGROUND

[0003] With the flourish of intelligence hardware, more
and more electronic devices have entered into people’s
life, especially with the usage of networks such as Wi-Fi
networks, a great impact has been imposed on people’s
network life. Electronic devices need to access the net-
work through networking information such as a network
identifier and a password, but the configuration of the
networking information needs to be configured manually,
which requires the user to be able to know which device
expects to be connected to the network, and the user
must know the networking information of the network.
The whole operation process is tedious and heavily de-
pendent on the user, making the user experience unfa-
vorable.

SUMMARY OF THE DISCLOSURE

[0004] The presentapplication provides aninformation
processing method, a device and a storage medium,
which are able to reduce a user-participation level in a
process of accessing a network by electronic devices,
and realize synchronization of networking information in
an unconnected scenario.

[0005] The technical schemes of embodiments of the
present application are achieved by the following.
[0006] According to a first aspect, an information
processing method performed by a first device is provid-
ed according to embodiments of the present application.
The method includes: broadcasting a first management
frame, wherein the first management frame is configured
to discover a second device failing to access a network;
and receiving a second management frame sent by the
second device. The second management frame is con-
figured to indicate that the second device requests net-
working information of the target network. The network-
ing information is configured for the second device to use
to access the target network.

[0007] According to a second aspect, an information
processing method performed by a second device is pro-
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vided according to embodiments of the present applica-
tion. The method includes: receiving, in response to the
second device satisfying a first condition, a first manage-
ment frame broadcast by a first device, wherein, the first
managementframe is configured for discovering the sec-
ond device failing to access a network, the second device
satisfying the first condition represents that the second
device has failed to access the target network; and send-
ing a second management frame to the first device. The
second management frame is configured to indicate that
the second device requests networking information of
the target network. The networking information is config-
ured for the second device to use to access the target
network.

[0008] According to a third aspect of the present ap-
plication, an electronic device is provided according to
embodiments of the present application. The electronic
device includes a broadcasting module and a first receiv-
ing module. The broadcasting module is configured for
broadcasting a first management frame. The first man-
agement frame is configured to discover a second device
failing to access the network. The first receiving module
is configured for receiving a second management frame
sent by the second device. The second management
frame is configured to indicate that the second device
requests to synchronize networking information of a tar-
get network. The networking information is configured
forthe second device to use to access the target network.
[0009] According to a fourth aspect of the present ap-
plication, an electronic device is provided according to
embodiments of the present application. The electronic
device includes a second receiving module and a send-
ing module. The second receiving module is configured
for receiving, in response to a first condition being satis-
fied, a first management frame broadcast by the first de-
vice. The first management frame is configured for dis-
covering a second device failing to access a network.
The electronic device satisfying the first condition repre-
sents that the electronic device is the second device. The
sending module is configured for sending a second man-
agement frame to the first device. The second manage-
ment frame is configured to indicate that the second de-
vice requests networking information of the target net-
work. The networking information is configured for the
second device to use to access the target network.
[0010] According to a fifth aspect, a computer device
is provided according to embodiments of the present ap-
plication. The computer device includes a memory, a
processor and a computer program stored on the mem-
ory and executable on the processor. When executing
the computer program, the processor implements the op-
erations in the information processing method described
above.

[0011] According to a sixth aspect, a computer-read-
able storage medium is provided according to embodi-
ments of the present application. A computer program is
stored on the computer-readable storage medium. When
being executed by the processor, the computer program
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implements the above-mentioned information process-
ing method.

[0012] The information processing method provided in
embodiments of the present application includes: broad-
casting the first management frame, wherein the first
management frame is configured to discover the second
device failing to access the network; and receiving the
second management frame sent by the second device.
The second management frame is configured to indicate
that, the second device requests the networking informa-
tion of the target network. The networking information is
configured to enable the second device to access the
target network. In this way, through the broadcasting of
the first management frame and the reception of the sec-
ond management frame, the second device that expects
to but fails to connect to the target network is automati-
cally discovered when the first device and the second
device are not connected, allowing synchronization of
the networking information. It is not necessary for the
user to determine the second device that currently needs
to access the target network, nor is it necessary for the
user to know the networking information of the target net-
work, thereby reducing the dependence of the second
device on the user throughout the entire process of ac-
cessing the target network, and at the same time, ena-
bling networking information synchronization in non-con-
nection scenarios, thereby enabling the second device
to be automatically accessed to the target network.

BRIEF DESCRIPTION OF THE DRAWINGS
[0013]

Fig. 1 is a schematic diagram of an optional archi-
tecture of an information processing system provid-
ed according to an embodiment of the present ap-
plication.

Fig. 2 is a schematic diagram of an optional archi-
tecture of an information processing system provid-
ed according to an embodiment of the present ap-
plication.

Fig. 3 is an optional schematic flowchart of an infor-
mation processing method provided according to an
embodiment of the present application.

Fig. 4 is a schematic diagram of an optional format
of a layer 2 message provided according to an em-
bodiment of the present application.

Fig. 5 is an optional schematic flowchart of an infor-
mation processing method provided according to an
embodiment of the present application.

Fig. 6 is a schematic diagram of an optional structure
of a first electronic device provided according to an
embodiment of the present application.

Fig. 7 is an optional schematic flowchart of an infor-
mation processing method provided according to an
embodiment of the present application.

Fig. 8 is an optional schematic flowchart of an infor-
mation processing method provided according to an
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embodiment of the present application.

Fig. 9 is a schematic diagram of an optional structure
of an information processing system provided ac-
cording to an embodiment of the present application.
Fig. 10 is a schematic diagram of an optional format
of a layer 2 message provided according to an em-
bodiment of the present application.

Fig. 11 is an optional schematic flowchart of an in-
formation processing method provided according to
an embodiment of the present application.

Fig. 12 is a schematic diagram of an optional struc-
ture of an electronic device provided according to an
embodiment of the present application.

Fig. 13 is a schematic diagram of an optional struc-
ture of an electronic device provided according to an
embodiment of the present application.

Fig. 14 is a schematic diagram of an optional struc-
ture of an electronic device provided according to an
embodiment of the present application.

Fig. 15 is a schematic structural diagram of an elec-
tronic device provided according to an embodiment
of the present application.

Fig. 16 is a schematic structural diagram of a chip
according to an embodiment of the present applica-
tion.

Fig. 17 is a schematic block diagram of an informa-
tion processing system provided according to anem-
bodiment of the present disclosure.

DETAILED DESCRIPTION

[0014] In order to clarify the purposes, technical solu-
tions and advantages of the present application, the fol-
lowing will be described in further detail in conjunction
with the accompanying drawings. The described embod-
iments should not be construed as a limitation to the
present application. All other embodiments obtained by
a person of ordinary skill in the art without creative efforts
would fall within the protection scope of the present ap-
plication.

[0015] Embodiments of the presentapplication may be
provided as an information processing method, a device
and a storage medium. In practice, the information
processing method may be implemented by the informa-
tion processing apparatus, and various functional entities
in the information processing apparatus may be cooper-
atively implemented by hardware resources of computer
devices (such as household appliances and mobile ter-
minals), such as computing resources like processors,
communication resources (such as those configured to
support the implementation of various ways of commu-
nication such as fiber optic cable and cellular).

[0016] Of course, embodiments of the present appli-
cation are not limited to being provided as methods and
hardware, but may also be implemented in a variety of
ways, such as being provided as a storage medium (with
instructions for executing the information processing
method provided by embodiments of the present appli-



5 EP 4 290 931 A1 6

cation).

[0017] Theinformation processing method provided by
embodiments of the present application may be per-
formed by the information processing system shown in
Fig. 1orFig.2. AsshowninFig. 1 orFig. 2, the information
processing system includes a first device 10 and a sec-
ond device 20. The first device 10 is an electronic device
such as a mobile terminal, an AR device, a laptop, etc.
The second device 20 is an electronic device such as a
mobile terminal, an AR device, a laptop, a smart air con-
ditioner, a smart humidifier, a smartweight meter, a smart
washing machine, a Wi-Fi-type printer, etc.

[0018] The first device 10 broadcasts a first manage-
ment frame. The first management frame is configured
to discover the second device failing to access the net-
work. Upon satisfaction of a first condition, the second
device 20 receives the first management frame broad-
cast by the first device 10 and sends a second manage-
ment frame to the first device 10. The first device 10 re-
ceives the second management frame sent by the sec-
ond device. The second management frame is config-
ured to indicate that the second device requests network-
ing information of a target network. The networking in-
formation is configured to enable the second device to
access the target network.

[0019] In an example, the first device 10 includes a
wireless communication module. The wireless commu-
nication module of the first device 10 is configured to
transmit a wireless signal that constitutes the target net-
work 30. At this point, the first device 10 is an access
point for the target network 30.

[0020] In an example, as shown in Fig. 2, the informa-
tion processing system further includes a third device 40.
The third device 40 is configured to transmit a wireless
signal that constitutes the target network 30. At this point,
the third device 40 is an access point for the target net-
work 30.

[0021] Here, the target network 30 may be a Wi-Fi net-
work.
[0022] In the information processing system shown in

Fig. 2, the network accessed by the first device 10 may
be the target network 30, then the first device 10 is ac-
cessed to the target network 30. At this point, the first
device is configured with networking information of the
target network 30.

[0023] In the information processing system shown in
Fig. 2, the network accessed by the first device 10 may
be a network other than the target network 30. The first
device is not accessed to the target network 30, but is
configured with the networking information of the target
network 30.

[0024] In embodiments of the present application, the
networking information of the network 30 in the first de-
vice 10 may be the network configuration for access, or
it may be received by the user’s input operation on the
input device. The input device may include a touch
screen, a keyboard, a writing pad, etc.

[0025] In practice, the second device in the information
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system shown in Fig. 1 or Fig. 2 is a device other than
the first device, and the information system may include
a plurality of second devices.

[0026] In conjunction with the above-mentioned infor-
mation processing system, the present embodiment pro-
poses an information processing method that is capable
of reducing the user-participation level in the process of
accessing the network by electronic devices.

[0027] In the following, various embodiments of the in-
formation processing method, the device, and the stor-
age medium provided by embodiments of the present
application are described in conjunction with the sche-
matic diagram of the information processing system
shown in Fig. 1 or Fig. 2.

[0028] An information processing method is provided
according to an embodiment of the present application.
The method may include operations at blocks illustrated
in Fig. 3.

[0029] Atblock S301: broadcasting, by the first device,
the first management frame.

[0030] The first device broadcasts the first manage-
ment frame. The first management frame is configured
to discover the second device failing to access the net-
work. The first management frame may carry a network
identifier of the target network, to indicate and discover
a second device failing to connect to the target network.
[0031] The channels over which the first management
frame is broadcast by the first device include at least two
channels. In one example, when the first management
frame is configured to discover a device failing to connect
to the Wi-Fi network, then the channels used for the
broadcast of the first management frame include the 13
channels supported by the Wi-Fi network. In one exam-
ple, the channel used for the broadcast of the first man-
agement frame includes a predefined channel.

[0032] When the second device satisfies the first con-
dition, the second device receives the first management
frame. In embodiments of the present application, the
device in the information processing system that satisfies
the first condition and receives the first management
frame is referred to as the second device. One or more
second devices may receive the first management frame
when the first device has broadcast the first management
frame.

[0033] Here, when the second device satisfies the first
condition, the second device enters a setting mode to
listen to the first management frame and waits for a re-
ception of the first management frame.

[0034] When an electronic device in the information
processing system does not satisfy the first condition, it
does not enter the setting mode of waiting for the first
management frame. When the electronic device detects
the first management frame broadcasted by the first de-
vice, it blocks the reception of the first management
frame.

[0035] The second device satisfies the first condition
represents that the second device fails to access the net-
work. Alternatively, the second device satisfies the first
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condition represents that the second device fails to ac-
cess the target network.

[0036] In some embodiments, the first condition in-
cludes: the second device failing to access the network,
and the failure being due to one of the following failure
reasons: reason one, the network being not scanned;
and reason two, the networking information used for ac-
cessing the network being wrong.

[0037] In embodiments of the present application,
when the second device fails to access the network, a
failure identifier is configured and a value of the failure
identifier is configured in accordance with the failure rea-
son. In an example, when the failure reason is reason
one, the failure identifier is configured with a first value,
when the failure reason is reason two, the failure identifier
is configured with a second value, and when the failure
reason is a condition other than the above-mentioned
reasons, the failure identifier is configured with a value
other than the first value and the second value.

[0038] The second device determines whether the
second device satisfies the first condition by judging the
failure reason identifier.

[0039] For example, if the failure reason that the sec-
ond device fails to access the target network is reason
one, and the network identifier of the target network is
not available in the second device, then the target net-
work has not been scanned. The network identifier may
be a service set identifier (SSID).

[0040] Here, the second device receives the first man-
agement frame on the first channel. The first channel
over which the first management frame is received may
be different for different second devices.

[0041] In embodiments of the present application, the
second device performs reception of the first manage-
ment frame broadcast by the first device while in a state
of wait-to-be-discovered. The second device may enter
the wait-to-be-discovered state in an event of trying to
access the target wireless network but failing. While in
the wait-to-be-discovered state, the second device scans
the channel to detect the first management frame.
[0042] At block S302, sending, by the second device,
a second management frame to the first device.

[0043] Uponreceiptofthe firstmanagementframe, the
second device sends the second management frame to
the first device, and the first device receives the second
management frame sent from the second device. The
second management frame indicates that the second de-
vice requests networking information of the network. The
networking information is configured for the second de-
vice to use to access the target network. In embodiments
of the present application, the first device, after broad-
casting the first managementframe, may receive the sec-
ond management frame sent by one or more second de-
vices.

[0044] Hereby, the second device notifies, through the
second management frame, the first device that a syn-
chronization of the networking information of the target
network is needed, in order to access the target network.
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[0045] Insome embodiments, the first device interacts
with the second device via n management frames. At
least one of the n management frames includes a cus-
tomized field. The n is a positive integer.

[0046] The first management frame is a management
frame of the at least one management frame and is
broadcast by the first device.

[0047] In some embodiments, the second manage-
ment frame is a management frame of the at least one
management frame and is sent from the second device
to the first device.

[0048] Alternatively, a format of the management
frame may adopt the universal format of 802.11.

[0049] In some embodiments, the customized field in-
cludes at least one information element. A first informa-
tion element of the at least one information element in-
cludes at least one of the following sub-fields: a tag
number sub-field configured to identify the customized
field; a length sub-field configured to identify the length
of the first information element; an organizationally
unique identifier sub-field configured to identify a format
standard of the first information element; and a data sub-
field configured to describe content information of the
layer 2 message; a data-type sub-field configured to iden-
tify a type of the layer 2 message.

[0050] In one example, the format of the first informa-
tion element is as shown in Fig. 4, including: the tag
number sub-field, the length sub-field, the organization-
ally unique identifier sub-field, the data-type sub-field and
the data sub-field. The tag number sub-field may be ex-
pressed as Tag Number, which is a customized value.
In one example, Tag Number is 221. The length sub-field
may be expressed as length, which indicates the length
of the layer 2 message. The organizationally unique iden-
tifier sub-field may be expressed as Organizationally
unique identifier (OUI), which is configured to identify the
format standard of the information element. In one ex-
ample, OUI takes the value of OXFCAS5DO. The data-type
sub-field can be expressed as Type, which denotes the
type of the layer 2 message. The data sub-field can be
expressed as DATA.

[0051] Alternatively, the type of the layer 2 message
includes: a device discovery request, a synchronization
request and a synchronization answer.

[0052] Alternatively, the type of the layer 2 message
carried in the first management frame is the device dis-
covery request.

[0053] Alternatively, the type of the layer 2 message
carried in the second management frame is the synchro-
nization request.

[0054] Alternatively, the type of the layer 2 message
carried in a third management frame is the synchroniza-
tion answer.

[0055] Alternatively, different devices recognize the
format standard adopted by the first information element
through the OUI, in order to determine whether they
themselves support parsing of the received first informa-
tion element.
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[0056] The customized field may include one or more
first information element.

[0057] Take the case where the customized field in-
cludes a plurality of first information elements as an ex-
ample, the data needing to be sent is carried in the data
sub-fields of the plurality of first information elements,
and the data-type sub-fields of the plurality of first infor-
mation elements have a same value. At this point, the
contents of numeric sub-fields of the first information el-
ements of which the values of the plurality of data-type
sub-fields in the customized fields are identical are
stitched or concatenated, to obtain a complete data.
[0058] Alternatively, the customized fields of the man-
agement frame may further include a second information
element other than the first information element, and the
format of and the content carried in the second informa-
tion element may be set per requirement.

[0059] Insomeembodiments,thelayer2message car-
riedinthe firstmanagementframe is the device discovery
request. The type of the first management frame in-
cludes: an action frame or a probe frame. The value of
the data-type sub-field corresponding to the device dis-
covery request is a first value. The data sub-field corre-
sponding to the device discovery request carries capa-
bility information of the first device.

[0060] In embodiments of the present application, lay-
er 2 messages are carried in the management frame.
When the data-type sub-field carried in the first manage-
ment frame is a first value, the management frame is the
firstmanagement frame. The customized datafield in the
first management frame is configured for device discov-
ery, and the layer 2 message is the device discovery
request.

[0061] The first management frame includes: the
probe frame or the action frame.

[0062] Take the case in which the first management
frame is the probe frame as an example, the first man-
agement frame is carried in a probe request.

[0063] Take the case in which the first management
frame is the action frame as an example, the first man-
agement frame is carried in an action request.

[0064] In some embodiments, the capability informa-
tion of the first device is carried in the data sub-field of
the device discovery request.

[0065] In some embodiments, the capability informa-
tion of the first device includes: a first capability informa-
tion for describing a network-configure capability or a
password-synchronization capability of the first device.
[0066] In an example, the capability information of the
first device includes: a network-configure capability indi-
cation information and a password-synchronization ca-
pability indication information. The network-configure ca-
pability indication information is configured to describe
the network-configure capability of the first device. The
password-synchronization capability indication informa-
tion is configured to describe the password-synchroniza-
tion capability of the first device.

[0067] Alternatively, the capability information of the
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first device further includes: a default capability informa-
tion. The default capability information is configured to
describe that, the first device lacks the network-configure
capability and the password-synchronization capability.
[0068] Insomeembodiments,thelayer2message car-
ried in the second management frame is a synchroniza-
tion request. The type of the second management frame
includes: the action frame or the probe frame. The value
of the data-type sub-field corresponding to the synchro-
nization request is the second value. The data sub-field
corresponding to the synchronization request carries the
family information of the second device.

[0069] When the data-type sub-field of the manage-
ment frame takes the second value, the management
frame is the second management frame, and the layer 2
message in the customized field of the management
frame is the synchronization request. The synchroniza-
tion request is configured to indicate that the second de-
vice requests the networking information of the target
network. Alternatively, the networking information in-
cludes an SSID or a password. When the networking
information includes the password, the synchronization
request is a device password-synchronization request.
When the networking information includes an SSID, the
synchronization request is a device network identifier
synchronization request.

[0070] In some embodiments, the second manage-
ment frameincludes: the probe frame or the action frame.
[0071] Take a case in which the second management
frame is the probe frame as an example, the second man-
agement frame is carried in the probe response.

[0072] Take a case in which the second management
frame is the action frame as an example, the second
management frame is carried in the action response.
[0073] In some embodiments, the family information
of the second device is carried in the data sub-field of
the synchronization request.

[0074] Alternatively, the family information of the sec-
ond device includes at least one of the following informa-
tion: a family group identifier, a family certificate, a public
key and a signature.

[0075] In some embodiments, the channel over which
the second management frame is sent by the second
device is the first channel. At this point, the channel over
which the second management frame is received by the
first device is the first channel. The first channel is the
channel that is used by the second device to receive the
first management frame.

[0076] Based on the information processing method
shown in Fig. 3, an information processing method per-
formed by the first device includes operations at blocks
illustrated in Fig. 5.

[0077] At block S501: broadcasting the first manage-
ment frame.

[0078] The first management frame is configured for
discovering the second device failing to access the net-
work.

[0079] At block S502: receiving the second manage-
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ment frame sent by the second device.

[0080] The second device is a device that has failed
to access the network. The second management frame
is configured to indicate that, the second device requests
the networking information of the target network. The net-
working information is configured to enable the second
device to access the target network.

[0081] In a practical application, as shown in Fig. 6,
the first device 600 includes a device system 601 and a
password synchronization application program 602. The
password synchronization application program 602 re-
ceives a device discovery operation of a user to generate
a device probe indicator. The password synchronization
application program 602 may select, based on the user’'s
device discovery operation, a network identifier of a net-
work as the network identifier of the target network. The
password synchronization application program 602
sends the device probe indicator to the device system
601, to instruct the device system 601 to broadcast the
first management frame.

[0082] Based on the information processing method
shown in Fig. 3, an information processing method per-
formed by the second device includes operations at
blocks illustrated in Fig. 7.

[0083] Atblock S701:receiving, inresponse to the sec-
ond device satisfying the first condition, the first manage-
ment frame broadcast by the first device.

[0084] The first management frame is configured for
discovering the second device failing to access the net-
work. The second device satisfying the first condition rep-
resents that the second device has failed to connect to
the target network.

[0085] At block S702: sending the second manage-
ment frame to the first device.

[0086] The second management frame is configured
for indicating that, the second device requests the net-
working information of the target network. The network-
ing information is configured for the second device to use
to access the target network.

[0087] The information processing method provided in
embodiments of the present application includes: the first
device broadcasts the first management frame, the first
management frame is configured for discovering devices
failing to connect to the target network to be accessed;
the second device receives the first management frame
broadcast by the first device in response to the second
device satisfying the first condition; the second device
sends the second management frame to the first device
in response to the second device satisfying the first con-
dition; the first device receives the second management
frame sent from the second device, the second device
is a device failing to connect to the target access network.
The second management frame is configured to indicate
that, the second device is requesting to synchronize the
networking information of the network. In this way,
through the broadcast of the first management frame and
the reception of the second management frame, the sec-
ond device that expects to connect to the target network
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but fails to connect to the target network is automatically
discovered when the first device and the second device
are not connected, thereby allowing synchronization of
the networking information. It is not necessary for the
user to automatically determine the second device cur-
rently to be accessed to the target network, nor is it nec-
essary for the user to know the networking information
of the target network, thereby reducing dependence of
the second device on the user throughout the entire proc-
ess of accessing the target network, and at the same
time, enabling password synchronization in non-connec-
tion scenarios, and enabling the second device to be au-
tomatically accessed to the target network .

[0088] Insome embodiments, as shown in Fig. 8, after
the operation at block S302, the method further includes
the following operations.

[0089] At block S303: the first device broadcasts the
third management frame.

[0090] The first device broadcasts the third manage-
ment frame to the second device. At this point, the second
device receives the third management frame broadcast
by the first device. The networking information of the tar-
get network is carried in a customized field of the third
management frame. The third management frame is one
of the at least one management frame and is broadcast
by the first device.

[0091] Alternatively, the networking information of the
target network is carried in the data sub-field in the cus-
tomized field of the third management frame.

[0092] Alternatively, the family information of the first
device is also carried in the customized field of the third
management frame.

[0093] Alternatively, the family information of the first
device includes at least one of the following information
of the first device: the family group identifier, the family
certificate, the public key, and the signature.

[0094] In some embodiments, the channel over which
the first device broadcasts the third management frame
is the second channel. The second channel is an oper-
ating channel of the target network. A channel indication
information is carried in the data sub-field in the custom-
ized field of the first management frame. The channel
indication information is configured to indicate the second
channel. At this point, the channel over which the second
device receives the third management frame is the sec-
ond channel.

[0095] In one example, the first device or the second
device assigns a channel indicated by the channel indi-
cation information as the second channel.

[0096] In one example, a plurality of channels are pre-
configured in the first device or the second device. The
second channel is selected by the second device or the
second device from the preconfigured plurality of chan-
nels based on the channel indication information.
[0097] After sending the second management frame,
the second device switches the operating channel to the
second channel according to the channel indication in-
formation carried in the first management frame, to re-
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ceive the third management frame broadcasted by the
first device over the second channel. Upon receiving the
second management frame, the first device switches the
operating channel to the second channel, to broadcast
the third management frame to the second device.
[0098] Insomeembodiments, the layer2 message car-
ried in the third management frame is a synchronization
answer. The type of the third management frame in-
cludes: the action frame or the probe frame. The value
of the data-type sub-field corresponding to the synchro-
nization answer is a third value. The networking informa-
tion of the target network is carried in the data sub-field
corresponding to the synchronization answer.

[0099] When the data-type sub-field of the manage-
ment frame takes the third value, the management frame
is the third management frame, and the layer 2 message
in the customized field of the management frame is the
synchronization answer. The synchronization answer is
configured to send the networking information of the tar-
getnetwork. The networking information of the target net-
work is carried in the data sub-field of the synchronization
answer. Alternatively, the networking information in-
cludes the SSID or the password. When the networking
information includes the password, the synchronization
answer is a device password-synchronization answer.
When the networking information includes the SSID, the
synchronization request is a device network identifier
synchronization answer.

[0100] In some embodiments, the third management
frame includes: the probe frame or the action frame.
[0101] Take the case in which the third management
frame is the probe frame as an example, the third man-
agement frame is carried in the probe request.

[0102] Take the case in which the third management
frame is the action frame as an example, the third man-
agement frame is carried in the action request.

[0103] In embodiments of the present application, the
customized field of the management frame includes at
least one information element (IE). The at least one in-
formation element constitutes a layer 2 message. The
information element may include one or more of the fol-
lowing sub-fields: the tag number, the length, the organ-
izationally unique identifier, the data, the data type etc.
When the value of the data-type sub-field is different, the
layer 2 message of the customized field is a different
message. When the value of the data-type sub-field is
the first value, the layer 2 message is the first layer 2
message: the device discovery request; when the value
of the data-type sub-field is the second value, the layer
2 message is the second layer 2 message: the synchro-
nization request; and when the value of the data-type
sub-field is the third value, the layer 2 message is the
third layer 2 message: the synchronization answer.
[0104] In some embodiments, the data sub-field in the
customized field of the second management frame car-
ries the family information of the second device. The fam-
ily information of the second device is configured to be
used by the first device to determine whether the second
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device is a valid user of the first family group. The first
family group is the family group to which the first device
belongs.

[0105] When the data sub-field in the customized field
of the second management frame carries the family in-
formation of the second device, the first device, before
implementing the operation at block S303, further per-
forms the operation of: determining, based on the family
information of the second device, whether the second
device is the valid user of the first family group, the first
family group is the family group to which the first device
belongs.

[0106] Correspondingly, the implementation of the op-
eration at block S303 includes: in response to the second
device being the valid user of the first family group, broad-
casting the third management frame.

[0107] Before the operation at block S303, the first de-
vice determines whether the family information of the
second device is included in the second management
frame, and in response to the family information of the
second device being not carried in the second manage-
ment frame, terminates a procedure; in response to the
family information of the second device being carried in
the second management frame, the family information
of the second device is verified to determine whether the
second device is the valid user of the first family group
to which the first device belongs. The first device deter-
mines that the second device is the valid user of the first
family group and broadcasts the third managementframe
to the second device.

[0108] In a practical application, upon receiving the
second management frame sent by the second device,
the device system of the first device sends the family
information of the second device carried in the second
management frame to the synchronization application
program in the first device. The synchronization applica-
tion program verifies the family information of the second
device.

[0109] Hereby, upon receipt of the second manage-
ment frame by the device system of the second device,
the second management frame is parsed and the syn-
chronization answer message is acquired, to determine
that the second device needs to perform synchronization
of the networking information of the target network.
[0110] In some embodiments, the data sub-field in the
customized field of the third management frame carries
the family information of the first device, and the family
information of the first device is configured to be used by
the second device, to determine whether the first device
is the valid user of the second family group. The second
family group is the family group to which the second de-
vice belongs.

[0111] When the data sub-field in the customized field
of the third management frame carries the family infor-
mation of the first device, after the operation at block
S303, the second device further performs the following
operations: determining, based on the family information
of the first device, whether the first device is the valid
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user of the second family group. The second family group
is the family group to which the second device belongs.
In response to the first device being the valid user of the
second family group, the target network is accessed
through the networking information.

[0112] After the operation at block S303, the second
device determines whether the family information of the
first device is included in the third management frame,
and in response to the family information of the first de-
vice not being carried in the third management frame,
terminates the procedure; in response to the family in-
formation of the first device being carried in the third man-
agement frame, the family information of the first device
is verified to determine whether the first device is the
valid user of the second family group to which the second
device belongs. In response to determining that the first
device is the valid user of the second family group to
which the second device belongs, the second device per-
forms accessing of the target network based on the net-
working information carried in the third management
frame. In response to determining that the first device is
not the valid user of the second family group to which the
second device belongs, the second device terminates
the procedure.

[0113] Hereby, the family information of the first device
may include the family certificate of the first device. The
second device determines whether the first device is the
valid user of the second family group through the verifi-
cation of the family certificate of the first device.

[0114] In a practical application, the networking infor-
mation carried in the third management frame is encrypt-
ed networking information. In response to determining
that the first device is the valid user of the second family
group, the second device is capable of generating a key
through the public key of the first device and decrypting
the encrypted networking information through the key. In
embodiments of the present application, no limitation is
imposed on encryption and decryption algorithms used
for the encrypted networking information.

[0115] In embodiments of the present application,
when the first device is the valid user of the second family
group and the second device is the valid user of the first
family group, the first family group and the second family
group may be a same family group or different family
groups.

[0116] Ina practical application, upon verifying that the
second device is the valid user of the first family group,
the synchronization application program of the first de-
vice acquires a password in the networking information
from the device system, generates a synchronization re-
sponse based on the acquired password, self-stored net-
work identifier and self-stored family information of the
first device, sends the synchronization response to the
device system, and indicates the device system to broad-
cast the third management frame.

[0117] In embodiments of the present application, the
family information includes: the family group identifier or
the family certificate, etc. that identifies whether the first
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device is the valid user of the second family group, or
identifies whether the second device is the valid user of
the first family group.

[0118] In embodiments of the present application, the
family information of the first device or the family infor-
mation of the second device is the family information input
by the user or configured by a security device corre-
sponding to the target network to the first device or the
second device in case the first device or the second de-
vice is accessed to the target network.

[0119] Theinformation processing method provided by
embodiments of the present application can be applied
in at least one of the following scenarios 1 and 2.

The scenario 1

[0120] Thedevice A has accessed the target Wi-Finet-
work, the device B does not have the networking infor-
mation of the target Wi-Fi network and is unable to access
the target Wi-Fi network. Then in the case that the device
A broadcasts the first management frame, the device B
detects the first management frame and sends the sec-
ond management frame to the device A over the channel
over which the first management frame is received. In
the case that the device A receives the second manage-
ment frame, the device A sends the third management
frame to the device B over the channel over which the
second management frame is received. The third man-
agement frame carries the networking information of the
target Wi-Fi network, which enables the device B to ac-
cess the target Wi-Fi network.

The scenario 2

[0121] Inthis case, the device A and the device B have
accessed the target Wi-Fi network, and are valid users
of the same family group (family group 1). Each of the
device A and the device B are configured with the family
information of the family group 1 respectively. In the case
that the password of the target Wi-Fi network is modified
and the password in the device A has been modified syn-
chronously, the password in the device B is wrong and
the device B is unable to connect to the target Wi-Fi net-
work. At this point, the device A broadcasts the first man-
agement frame, and in the case that the device B detects
the first management frame, the second management
frame carrying the family information of the device B is
returned to the device B, to indicate that the password
of the target Wi-Fi network needs to be synchronized.
Upon receipt of the second management frame, the de-
vice A determines, by the family information of the device
B, that the device B is the valid user of the family group
1, and then sends the third management frame to the
device B. The third management frame carries the net-
working information of the target Wi-Fi network and the
family information of the device A. Upon receipt of the
third management frame, the device B determines, by
the family information of the device A, that the device A
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is the valid user of the family group 1, and then accesses
the target Wi-Fi network by the networking information
of the target Wi-Fi network.

[0122] In the following, the information processing
method provided by embodiments of the present appli-
cation is further illustrated, taking the network being a
Wi-Fi network as an example.

[0123] Theinformation processing method provided by
embodiments of the present application can be applied
in the scenario shown in Fig. 9. As shown in FIG. 9, the
first device 901 and the second device 902 are included.
The first device 901 includes: a system 9011 and an ap-
plication program 9012. The application program 9012
is the synchronization application program 602.

[0124] The customized fields of the management
frames interacted between the first device 901 and the
second device 902 field carry layer 2 messages. The
management frames may include: the probe frame and
the action frame.

[0125] Asshownin Fig. 5, the format of the information
element of the layer 2 message includes: the tag number
sub-field, the length sub-field, the organizationally unique
identifier sub-field, the data-type sub-field and the data
sub-field. The tag number sub-field may be expressed
as Tag Number, which is a customized value. In one ex-
ample, Tag Number is 221. The length sub-field may be
expressed as length, which is the length of the layer 2
message. The organizationally unique identifier sub-field
may be expressed as Organizationally unique identifier
(OUI), which is configured to identify the information el-
ement. In one example, OUI takes the value of
OxFCA5DO0. The data-type sub-field can be expressed
as Type, which denotes the type of the layer 2 message.
The data sub-field can be expressed as DATA. In one
example, the definition of Type is illustrated in Table 1.

Table 1: definition examples of Type

Type Definition
0x01 device discovery request
0x05 device password-synchronization
request
0x06 device password-synchronization
answer
[0126] Based on the definition of Type shown in Table

1, when the value of Type is 0x01, the layer 2 message
is the device discovery request; when the value of Type
is 0x05, the layer 2 message is the device password-
synchronization request; and when the value of Type is
0x06, the layer 2 message is the device password-syn-
chronization answer.

[0127] In a practical application, a plurality of layer 2
messages may be carried in the messages interacted
between the first device and the second device.

[0128] In embodiments of the present application, the
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formats of the layer 2 messages and the definitions of
the types in the formats are not limited in any way, and
the user can set them according to actual requirements.
[0129] In embodiments of the present application, the
layer 2 message may be carried in an interactive mes-
sage that complies with a Wi-Fi protocol and is located
in a Vendor Specific field in the Probe frame or the Action
frame of the interactive message. The Vendor Specific
field is a user-customized field.

[0130] When a single information element does not
have enough space for the data that needs to be sent,
the customized field of the management frame supports
a plurality of information elements, and subsequent in-
formation elements continue to be filled with the remain-
ing data from a position after the Type sub-field. The con-
tents of the data sub-fields of all the information elements
with the same Type sub-field are concatenated together
in sequence and parsed as complete data.

[0131] In an example, as shown in Fig. 10, values of
the customized field of the management frame include:
an information element 1001, an information element
1002 and an information element 1003. The data type of
both the information element 1001 and the information
element 1002 is data type 1, and the data type of the
information element 1003 is data type 2. Then data 1 in
the data sub-field of the information element 1001 and
data 2 in the data sub-field of the information element
1002 are concatenated, and the completed data can be
obtained.

[0132] The interaction between the firstdevice 901 and
the second device 902 includes the following operations
as illustrated in Figure 11.

[0133] Atblock S 1001: the second device enters into
a waiting state.

[0134] Inthe case that, the second device fails to con-
nect to the target AP and the failure reason is that the
second device cannot scan the target AP or the password
is wrong, the second device enters into the waiting state,
in order to wait to be discovered by other devices.
[0135] At block S1102: the application program of the
first device sends a scan instruction to the system.
[0136] The application program generates the scan in-
struction based on the user’s operation. The SSID of the
target AP is carried in the scan instruction.

[0137] At block S 1103: the system of the first device
broadcasts, based on the scan instructions, the first man-
agement frame.

[0138] The system broadcasts the first management
frame, i.e., the first probe request, in each channel. If the
customized field in the first probe request includes an IE
whose data-type sub-field type is 0x01, then the IE con-
stitutes the layer 2 message: the device discovery re-
quest for discovering devices failing to connect to the
target AP. The AP identifier of the target AP is also carried
in the first management frame.

[0139] At block S1104: the second device sends the
second management frame carrying the family informa-
tion to the system.
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[0140] Upon receipt of the first management frame
broadcast by the system, and when the type sub-field in
the IE of the customized field of the management frame
is 0x01, the second device sends, in response to the
received first management frame, the second manage-
ment frame in the channel over which the first manage-
ment frame is received. In the customized field of the
second management frame, the type sub-field in the IE
is 0x05, then the |IE constitutes the layer 2 message: the
device discovery request, configured to indicate that the
current second device requires to synchronize the pass-
word of the target AP.

[0141] The family information is further carried in the
second management frame. The family information in-
cludes: the family ID, the family address or the family
certificate.

[0142] At block S1105: the system sends the pass-
word-synchronization request to the application pro-
gram.

[0143] The system, upon receiving the second man-
agement frame, sends the password-synchronization re-
quest to the application program, to indicate that, the sec-
ond device requests to perform the password synchro-
nization, and the password-synchronization request car-
ries the family information of the second device.

[0144] At block S 1106: the application program veri-
fies the received family information.

[0145] The application program verifies the family in-
formation of the second device, determines whether the
second device and the first device are within the same
family group. When the verification is successful, the ap-
plication program considers whether the second device
and the first device belong to the same family group, and
executes the operation at block S1107. When the verifi-
cation fails, the application program considers that the
second device and the first device do not belong to the
same family group, and terminates the procedure.
[0146] Atblock S1107: the application program sends
a password acquisition request to the system.

[0147] At block S1108: the system returns the pass-
word of the target AP to the application program.
[0148] Atblock S1109: the application program sends
a password-synchronized response to the system.
[0149] Hereby, the application program generates,
based on the received password of the target AP and in
response to the password-synchronization request sent
by the system, the password-synchronization response.
[0150] The family Wi-Fi information is carried in the
password-synchronization response, and the family Wi-
Fi information includes: the network identifier and the
password of the target AP.

[0151] At block S1110: The system broadcasts the
third management frame.

[0152] Upon receipt of the password-synchronization
response by the system, the family Wi-Fiinformation car-
ried in the password-synchronization response is carried
in the third management frame, and the system broad-
casts the third management frame over a family Wi-Fi
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channel.

[0153] The customized field of the third management
frame includes an IE whose type sub-field is 0x06. The
IE constitutes the layer 2 message: the synchronization
answer. The third management frame is configured for
synchronizing the password of the target AP.

[0154] The third managementframe further carries the
family information of the first device.

[0155] In a practical application, the first device can
encrypt the family Wi-Fi information through a key nego-
tiation algorithm.

[0156] At block S 1111: the second device connects
to the target AP based on the third management frame.
[0157] Upon receipt of the third management frame
through the family Wi-Fi channel, the second device ac-
cesses the target AP through the family Wi-Fiinformation
carried in the third management frame. That is, the sec-
ond device reconnects to the target AP.

[0158] When the family information of the first device
is carried in the third management frame, the second
device verifies the family information of the first device
and determines whether the first device and the second
device belong to the same family group. When the de-
termination result is that the first device and the second
device belong to the same family group, the target AP is
accessed through the password of the target AP carried
in the third management frame. When the determination
result is that the first device and the second device do
not belong to the same family group, the procedure is
terminated.

[0159] When the first device encrypts the family Wi-Fi
information through the key negotiation algorithm, the
second device performs a decryption operation through
the key negotiation algorithm to get the family Wi-Fi in-
formation.

[0160] It should be noted that, in the information
processing method shown in Fig. 11, the first device 901
and the second device 902 are in the non-connected
state or not connected to each other. In this case, the
messages interacted between the first device 901 and
the second device 902, i.e., the messages interacted be-
tween the device system 9011 and the second device
902, are based on the non-connected message interac-
tion, and the interacted messages are represented by
dashed lines.

[0161] In embodiments of the present application,
when the second device fails to connect to the current
Wi-Fi and the failure is due to not being able to scan a
hot spot or the password is wrong, the second device
enters the waiting for device discovery and probe state.
The first device serving as a Provisioner performs a de-
vice discovery request by sending a Wi-Fi management
frame, at which time if the second device is already in
the state of failing to connect to the current Wi-Fi, then
the second device responds with a request of requiring
password synchronization. After the Provisioner has re-
ceived the request of requiring password synchronization
from the second device, the Provisioner first verifies the
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device family certificate of the second device, to confirm
whether the second device belongs to the same family
with itself. If the Provisioner and the second device be-
longs to the same family, then the Provisioner can initiate
the password synchronization process, otherwise the
procedure is terminated. The Provisioner sends the most
updated AP information based on the modification of the
Wi-Fi layer 2 protocol, and the content is encrypted se-
curely based on the family certificate. After receiving the
AP information, the second device first verifies the family
certificate and confirms that the Provisioner and the sec-
ond device belongs to the same family. If the Provisioner
and the second device belongs to the same family, then
the second device decrypts the AP information and re-
connects to the AP, otherwise the procedure is terminat-
ed.

[0162] In embodiments of the present application,
based on the safe interaction of the modified Wi-Fi un-
derlying protocol, the automatic password synchroniza-
tion of the device is achieved, which greatly enhances
the user’s experience.

[0163] The information processing method provided in
embodiments of the present application has the following
features.

[0164] 1.Itis applicable to a scenario in which the user
changes the family Wi-Fi password, the device automat-
ically listens to and triggers password synchronization,
thus the network connection is automatically restored.
[0165] 2. The concept of family Wi-Fi for the family
group is introduced, such that when the device is discon-
nected from the Wi-Fi, the device having the networking
information of the family Wi-Fi can automatically synchro-
nize the networking information of the family Wi-Fi with
the device, the user does not need to manually select
the Wi-Fi synchronization for the device, thus a pleasant
experience of zero user involvement is achieved.
[0166] 3. When transmitting the networking informa-
tion of the family Wi-Fi, the security and reliability of the
password synchronization is ensured based on the family
certificate security system.

[0167] 4.The password synchronization with a plurality
of devices is performed simultaneously through the syn-
chronization of one package, which enhances the trans-
mission efficiency.

[0168] Fig. 12 is a schematic structural diagram of an
electronic device serving as the first device according to
an embodiment of the present application. As shown in
Fig. 12, the electronic device 1200 includes a broadcast-
ing module 1201 and a first receiving module 1202.
[0169] The broadcastingmodule 1201 is configured for
broadcasting the first management frame. The first man-
agement frame is configured to discover the second de-
vice failing to access the network;

[0170] The first receiving module 1202 is configured
for receiving the second management frame sent by the
second device. The second management frame is con-
figured to indicate that the second device requests the
networking information of the target network. The net-
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working information is configured for the second device
to use to access the target network.

[0171] Insome embodiments, the first device interacts
with the second device via n management frames. At
least one of the n management frames includes the cus-
tomized field. The n is a positive integer.

[0172] The first management frame is the manage-
ment frame of the at least one management frame and
is broadcast by the first device.

[0173] In some embodiments, the second manage-
ment frame is the management frame of the at least one
management frame and is sent from the second device
to the first device.

[0174] In some embodiments, the customized field in-
cludes at least one information element. The first infor-
mation element of the at least one information element
includes at least one of the following sub-fields: the tag
number sub-field configured to identify the customized
field; the length sub-field configured to identify the length
of the first information element; the organizationally
unique identifier sub-field configured to identify the format
standard of the first information element; and the data
sub-field configured to describe the content information
of the layer 2 message; and the data-type sub-field con-
figured to identify the type of the layer 2 message.
[0175] Insomeembodiments,thelayer2 message car-
ried in the firstmanagement frame is the device discovery
request. The type of the first management frame in-
cludes: the action frame or the probe frame. The value
of the data-type sub-field corresponding to the device
discovery request is the first value. The data sub-field
corresponding to the device discovery request carries
the capability information of the first device.

[0176] In some embodiments, the capability informa-
tion of the first device includes: the first capability infor-
mation, configured for describing the network-configure
capability or the password-synchronization capability of
the first device.

[0177] Insomeembodiments,thelayer2 message car-
ried in the second management frame is the synchroni-
zation request. The type of the second management
frame includes: the action frame or the probe frame. The
value of the data-type sub-field corresponding to the syn-
chronization request is the second value, and the data
sub-field corresponding to the synchronization request
carries the family information of the second device.
[0178] In some embodiments, the channel over which
the second management frame is received is the first
channel. The first channel is the channel that is used by
the second device toreceive the first managementframe.
[0179] In some embodiments, the broadcasting mod-
ule 1201 is further configured for broadcasting the third
management frame. The networking information of the
target network is carried in the customized field of the
third management frame. The third management frame
isone of the atleastone managementframe andis broad-
cast by the first device.

[0180] In some embodiments, the channel over which
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the third management frame is broadcast is the second
channel. The second channel is the operating channel
of the target network. The channel indication information
is carried in the data sub-field in the customized field of
the first management frame. The channel indication in-
formation is configured to indicate the second channel.
[0181] Insomeembodiments, thelayer2 message car-
riedin the third managementframe is the synchronization
answer. The type of the third management frame in-
cludes: the action frame or the probe frame. The value
of the data-type sub-field corresponding to the synchro-
nization answer is the third value, and the data sub-field
corresponding to the synchronization answer carries the
networking information of the target network.

[0182] In some embodiments, the electronic device
1200 further includes a first verification module, which is
configured for: when the data sub-field in the customized
field of the second management frame carries the family
information of the second device, before broadcasting
the third management frame, determining, based on the
family information of the second device, whether the sec-
ond device is the valid user of the first family group. The
first family group is the family group to which the first
device belongs. Accordingly, the broadcasting module
1201 is further configured for broadcasting the third man-
agement frame in case that the second device is the valid
user of the first family group.

[0183] In some embodiments, the data sub-field in the
customized field of the third management frame carries
the family information of the first device, and the family
information of the first device is configured to be used by
the second device to determine whether the first device
is the valid user of the second family group. The second
family group is the family group to which the second de-
vice belongs.

[0184] Fig. 13 is a schematic structural diagram of an
electronic device serving as the second device according
to an embodiment of the present application. As shown
in Fig. 13, the electronic device 1300 includes a second
receiving module 1301 and a sending module 1302.
[0185] The second receiving module 1301 is config-
ured for receiving, in response to the second device sat-
isfying the first condition, the first management frame
broadcast by the first device. The first management
frame is configured for discovering the second device
failing to access the network. The second device satis-
fying the first condition represents that the second device
has failed to access the network.

[0186] The sending module 1302 is configured for
sending the second management frame to the first de-
vice. The second management frame indicates that the
second device requests the networking information of
the target network. The networking information is config-
ured for the second device to use to access the target
network.

[0187] In some embodiments, the first condition in-
cludes: the second device failing to access the target
network and the failure being due to one of the following
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reasons: the target network being not scanned; and the
networking information configured for accessing the tar-
get network being wrong.

[0188] Insome embodiments, the first device interacts
with the second device via n management frames. At
least one of the n management frames includes a cus-
tomized field. The n is a positive integer.

[0189] The first management frame is the manage-
ment frame of the at least one management frame and
is broadcast by the first device.

[0190] In some embodiments, the second manage-
ment frame is the management frame of the at least one
management frame and is sent from the second device
to the first device.

[0191] In some embodiments, the customized field in-
cludes at least one information element. The first infor-
mation element of the at least one information element
includes at least one of the following sub-fields: the tag
number sub-field configured to identify the customized
field; the length sub-field configured to identify the length
of the first information element; the organizationally
unique identifier sub-field configured to identify the format
standard of the first information element; and the data
sub-field configured to describe the content information
of the layer 2 message; and the data-type sub-field con-
figured to identify the type of the layer 2 message.
[0192] Insomeembodiments,thelayer2 message car-
ried in the firstmanagement frame is the device discovery
request. The type of the first management frame in-
cludes: the action frame or the probe frame. The value
of the data-type sub-field corresponding to the device
discovery request is the first value. The data sub-field
corresponding to the device discovery request carries
the capability information of the first device.

[0193] In some embodiments, the capability informa-
tion of the first device includes: the first capability infor-
mation for describing the network-configure capability or
the password-synchronization capability of the first de-
vice.

[0194] Insomeembodiments,thelayer2 message car-
ried in the second management frame is the synchroni-
zation request. The type of the second management
frame includes: the action frame or the probe frame. The
value of the data-type sub-field corresponding to the syn-
chronization request is the second value, and the data
sub-field corresponding to the synchronization request
carries the networking information of the target network.
[0195] In some embodiments, the channel over which
the second management frame is sentis the firstchannel.
The first channel is the channel that is used to receive
the first management frame.

[0196] In some embodiments, the second receiving
module 1301 is further configured for receiving the third
management frame broadcast by the first device. The
networking information of the target network is carried in
the customized field of the third management frame, and
the third management frame is one of the at least one
management frame and is broadcast by the first device.
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[0197] In some embodiments, the channel over which
the third management frame is received is the second
channel. The second channel is the operating channel
of the target network. The channel indication information
is carried in the data sub-field in the customized field of
the first management frame. The channel indication in-
formation is configured to indicate the second channel.
[0198] Insomeembodiments, thelayer2 message car-
riedin the third managementframe is the synchronization
answer. The type of the third management frame in-
cludes: the action frame or the probe frame. The value
of the data-type sub-field corresponding to the synchro-
nization answer is the third value. The networking infor-
mation of the target network is carried in the data sub-
field corresponding to the synchronization answer.
[0199] In some embodiments, the data sub-field in the
customized field of the second management frame car-
ries the family information of the second device, and the
family information of the second device is configured to
be used by the first device to determine whether the sec-
ond device is the valid user of the first family group. The
first family group is the family group to which the first
device belongs.

[0200] In some embodiments, the electronic device
1300 further includes a second verification module and
an access module. The second verification module is
configured for, when the data sub-field in the customized
field of the third management frame carries the family
information of the first device, determining, based on the
family information of the first device, whether the first
device is the valid user of the second family group. The
second family group is the family group to which the sec-
ond device belongs.

[0201] The access module is configured for, in re-
sponse to the first device being the valid user of the sec-
ond family group, accessing the target network through
the networking information.

[0202] It should be noted that, each unitincluded in the
electronic device provided by embodiments of the
present application can be implemented by a processor
in the electronic device, and of course can also be im-
plemented by a specific logic circuit. During a process of
implementation, the processor may be a central process-
ing unit (CPU), a microprocessor unit (MPU), a digital
signal processor (DSP) or a field-programmable gate ar-
ray (FPGA), etc.

[0203] The above description of the device embodi-
ments is similar to the description of the above-men-
tioned method embodiments, and has similar beneficial
effects as the method embodiments. For technical details
not disclosed in the device embodiments of the present
applications, understanding thereof can be obtained by
referring to the description of the method embodiments
of the present applications.

[0204] It should be noted that, in the present applica-
tion embodiment, if the above-mentioned information
processing method is implemented in the form of a soft-
ware function module and sold or used as a separate
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product, the software function module may also be stored
in a computer-readable storage medium. With this in
mind, the technical solutions of the embodiments of the
present application in essence or its parts that contribute
to the art may be embodied in the form of a software
product. The computer software product may be stored
in a storage medium and include several instructions to
make a computer device (which may be a personal com-
puter, a server, or a network device etc.) to execute all
or parts of the method described in various embodiments
of the present application. The afore-mentioned storage
medium includes various mediums that are capable of
storing program codes, such as: a USB flash drive, a
removable hard disk, a read only memory (ROM), a dis-
kette or a CD-ROM. In this way, the embodiments of the
present application are not limited to any particular com-
bination of hardware and software.

[0205] Accordingly, embodiments of the present appli-
cation provide an electronic device including a memory
and a processor. The memory stores a computer pro-
gram that can be executed on the processor. The proc-
essor, when executing the program, performs the oper-
ations of the information processing method provided in
the above-mentioned embodiments. The electronic de-
vice may be the first device or the second device.
[0206] Accordingly, embodiments of the present appli-
cation provide a storage medium, also known as a com-
puter-readable storage medium, in which the computer
program is stored. When being executed by the proces-
sor, the computer program implements the information
processing method provided in the above-mentioned
embodiments.

[0207] It should be noted that, the description of the
above-mentioned storage medium and device embodi-
ment is similar to the description of the above-mentioned
method embodiments, and has similar beneficial effects
as that of the method embodiments. For technical details
not disclosed in the storage medium and device embod-
iments of the present application, please refer to the de-
scription of the method embodiments of the present ap-
plication for understanding.

[0208] It should be noted that, Fig. 14 is a schematic
diagram of a hardware entity of an electronic device (the
first device or the second device) according to an em-
bodiment of the present application. As shown in Fig. 14,
the electronic device 1400 includes a processor 1401, at
least one communication bus 1402, at least one external
communication interface 1404 and a memory 1405. The
communication bus 1402 is configured to enable a con-
necting communication between these components. In
one example, the electronic device 1400 further includes
a user interface 1403. The user interface 1403 may in-
clude a display screen. The external communication in-
terface 1404 may include a standard wired interface and
a wireless interface.

[0209] The memory 1405 is configured to store instruc-
tions and applications executable by the processor 1401.
The memory 1405 may also cache data (e.g., image data,
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audio data, voice communication data and video com-
munication data) to be processed or that has been proc-
essed by the processor 1401 and modules in the elec-
tronic device, either through a flash memory (FLASH) or
a random-access memory (RAM).

[0210] Fig. 15 is a schematic structural diagram of an
electronic device 1500 provided according to an embod-
iment of the present application. The electronic device
may be the first device or the second device. The elec-
tronic device 1500 shown in Fig. 15 includes a processor
1510. The processor 1510 may call and execute a com-
puter program from the memory to implement the method
in embodiments of the present application.

[0211] Alternatively, as showninFig. 15, the electronic
device 1500 may further include a memory 1520. The
processors 1510 may call and execute the computer pro-
gram from the memory 1520 to implement the method in
embodiments of the present application.

[0212] The memory 1520 may be a separate compo-
nent from the processor 1510 or may be integrated in the
processor 1510.

[0213] Alternatively, as showninFig. 15, the electronic
device 1500 may also include a transceiver 1530. The
processor 1510 may control the transceiver 1530 to com-
municate with other devices, specifically, to send infor-
mation or data to, or receive information or data from,
other devices.

[0214] Among other things, the transceiver 1530 may
include a transmitter and a receiver. The transceiver
1530 may further include an antenna. The number of
antennas may be one or more.

[0215] Alternatively, the electronic device 1500 may
specifically be the network device in embodiments of the
present application, and the electronic device 1500 may
implement the corresponding processes implemented by
the network device in various methods of embodiments
of the present application, which will not be described in
detail here for the sake of brevity.

[0216] Alternatively, the electronic device 1500 may
be specifically the mobile terminal/terminal device of em-
bodiments of the present application, and the electronic
device 1500 may implement the corresponding process-
es implemented by the mobile terminal/terminal device
in each of the methods of embodiments of the present
application, which will not be described here for the sake
of brevity.

[0217] Fig. 16 is a schematic structural diagram of a
chip according to an embodiment of the present applica-
tion. The chip 1600 shown in Fig. 16 includes a processor
1610. The processor 1610 may call and execute a com-
puter program from a memory to implement the method
in embodiments of the present application.

[0218] Alternatively, as shownin Fig. 16, the chip 1600
may further include a memory 1620. The processor 1610
may call and execute the computer program from the
memory 1620 to implement the methods in embodiments
of the present application.

[0219] The memory 1620 may be a separate compo-
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nent from the processor 1610 or may be integrated in the
processor 1610.

[0220] Alternatively, the chip 1600 may further include
an inputinterface 1630. The processor 1610 may control
the input interface 1630 to communicate with other de-
vices or chips, specifically, to obtain information or data
sent from other devices or chips.

[0221] Alternatively, the chip 1600 may further include
an output interface 1640. The processor 1610 may con-
trol the output interface 840 to communicate with other
devices or chips, specifically, to output information or da-
ta to other devices or chips.

[0222] Alternatively, the chip may be applied to the net-
work device in embodiments of the present application,
and the chip may implement the corresponding process-
es implemented by the network device in various meth-
ods of embodiments of the present application, which will
not be described in detail here for the sake of brevity.
[0223] Alternatively, the chip can be applied to the mo-
bile terminal/terminal device in embodiments of the
present application, and the chip can implement the cor-
responding processes implemented by the mobile termi-
nal/terminal device in each method of embodiments of
the present application, which will not be repeated in de-
tail here for the sake of brevity.

[0224] Itshould be understood that, the chip mentioned
in embodiments of the present application may also be
referred to as a system-on-chip, a system-on-a-chip, a
System on Chip or an SOC etc.

[0225] Fig. 17 is a schematic block diagram of an in-
formation processing system 1700 provided according
to an embodiment of the present disclosure. As shown
in Fig. 17, the information processing system 1700 in-
cludes a first device 1710 and a second device 1720.
[0226] Thefirstdevice 1710 is configured to implement
the corresponding function of the above-mentioned
method that is implemented by the first device. The sec-
ond device 1720 is configured to implement the corre-
sponding function of the above-mentioned method that
is implemented by the second device. For the sake of
brevity, the details are not repeated here.

[0227] It should be appreciated that, the processor of
embodiments of the present application may be a kind
of integrated circuit chip, which is capable of processing
signals. During implementation, each operation of the
above-mentioned method embodiments may be accom-
plished by an integrated logic circuitry of a hardware of
the processor or an instruction in software-form. The
above-mentioned processor may be a General-Purpose
Processor, a Digital Signal Processor (DSP), an Appli-
cation Specific Integrated Circuit (ASIC), a Field Pro-
grammable Gate Array (FPGA) or other programmable
logic device, a discrete gate or a transistor logic device
and a discrete hardware component. The processor may
realize or implement various methods, steps or logical
block diagrams disclosed in embodiments of the present
disclosure. The general-purpose processor may be a mi-
cro-processor or the processor may also be any kind of
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conventional processors, etc. The steps of methods dis-
closed in conjunction with embodiments of the present
disclosure may be performed directly by the hardware
decoding processor, or by a combination of hardware
and software modules in the decoding processor. The
software module may be located in a random memory,
a flash memory, a read-only memory, a programmable
read-only memory or an electrically erasable and pro-
grammable memory, a register and other storage medi-
um proven in the field. The storage medium is located in
the memory. The processor may read the information in
the memory and complete the steps of the above-men-
tioned method in combination with its hardware.

[0228] It should be appreciated that, a reference to "an
embodiment" or "embodiments" throughout the specifi-
cation means that a particular feature, structure or char-
acteristic described in conjunction with the embodiment
is included in at least one embodiment of the present
application. Therefore, the phrase "in one embodiment"
or "in some embodiments" found throughout the specifi-
cation does not necessarily refer to the same embodi-
ment. In addition, these particular features, structures or
characteristics may be combined in one or more embod-
iments in any appropriate manner. It should be appreci-
ated that, in various embodiments of the present appli-
cation, the order of the sequence numbers of the various
processes described above does notimply the sequence
of execution, and the sequence of execution of the proc-
esses should be determined by their function and inher-
ent logic, and should not constitute any limitation on the
processes implemented in the embodiments of the
presentapplication. The above sequence numbers of the
embodiments of the present application are for the pur-
pose of description only, and do not represent the ad-
vantages or disadvantages of the embodiments.

[0229] It should be noted that, in the present disclo-
sure, the terms "including”, "comprising”, or any other
variation thereof are intended to cover non-exclusive in-
clusion, such that a process, a method, an article or an
apparatus including a set of elements includes not only
those elements, butalso other elements not explicitly list-
ed, or elements inherent to such a process, a method,
an article or an apparatus. Without further limitation, an
element defined by the statement "including a ...... "does
not preclude the existence of another identical element
in the process, method, article or apparatus that includes
that element.

[0230] In embodiments provided in the present appli-
cation, it should be understood that the disclosed device
and method may be embodied in other ways. The device
embodiments described above are merely illustrative.
For example, the division of units is only a logical function
division, and there may be other division manners in ac-
tualimplementations. For example, multiple units or com-
ponents may be combined or integrated into another sys-
tem, or some features may be ignored or not implement-
ed. In addition, the couplings, direct couplings or com-
munication connections between the components shown
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ordiscussed may be indirect couplings or communication
connections through some interfaces, devices or units,
and may be electrical, mechanical or of other forms.
[0231] The units described above as separate compo-
nents may or may not be physically separate. The com-
ponent displayed as a unit may or may not be a physical
unit. That is, it may be located in one place or distributed
in multiple network units. Some or all of the units may be
selected according to actual requirements to achieve the
object of the solution of the present embodiment.
[0232] In addition, the functional units in embodiments
of the present application may all be integrated into a
processing unit, or each unit may be individually used as
a unit, or two or more units may be integrated into one
unit. The above-mentioned integrated units may be re-
alized in the form of hardware, or in the form of hardware
plus software functional units.

[0233] Those of ordinary skills in the art should under-
stand that, all or a part of the operations of the above
method embodiments may be implemented by a hard-
ware relating to a program instruction. The above-men-
tioned program may be stored in a computer-readable
storage medium. When the program is executed, it may
execute the operations of the above-mentioned method
embodiments. The afore-mentioned storage medium in-
cludes: a removable storage device, a Read Only Mem-
ory (ROM), a magnetic disk or a CD and other mediums
that could store program codes.

[0234] Alternatively, in the present application, if the
above-mentioned integrated unit is implemented in the
form of a software function module and sold or used as
a separate product, it may also be stored in a computer-
readable storage medium. With this in mind, the technical
solutions of the embodiments of the present application
in essence or its parts that contribute to the art may be
embodied in the form of a software product. The compu-
ter software product may be stored in a storage medium
and include several instructions to make a computer de-
vice (which may be a personal computer, a server, or a
network device etc.) to execute all or parts of the method
described in various embodiments of the present appli-
cation. The afore-mentioned storage medium may in-
clude: a removable storage device, an ROM, a magnetic
disk ora CD and other mediums that could store program
instructions.

[0235] The above are only specific implementations of
the present application, and the protection scope of the
present application is not limited thereto. Changes or al-
ternations within the technical scope of the present ap-
plication could easily occur to those skilled in the art and
should be considered to be within the protection scope
of the present application. Therefore, the protection
scope of the present application should be subject to the
appended claims.
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Claims

An information processing method, performed by a
first device, and comprising:

broadcasting a first management frame, where-
in the first management frame is configured to
discover a second device failing to access a net-
work; and

receiving a second management frame sent by
the second device, wherein the second man-
agement frame is configured to indicate that the
second device requests networking information
of a target network, the networking information
is configured for the second device to use to
access the target network.

2. The method as claimed in claim 1, wherein

the first device interacts with the second device
via n management frames, at least one of the n
management frames comprises a customized
field, the n is a positive integer; and

the first management frame is a management
frame of the at least one management frame
and is broadcast by the first device; or, the sec-
ond management frame is amanagement frame
of the at least one management frame and is
sent from the second device to the first device.

The method as claimed in claim 2, wherein

the customized field comprises at least one informa-
tion element, afirstinformation element of the atleast
one information element comprises at least one of
the following sub-fields:

atag number sub-field, configured to identify the
customized field;

a length sub-field, configured to identify a length
of the first information element;

an organizationally unique identifier sub-field,
configured to identify a format standard of the
first information element;

a data sub-field, configured to describe content
information of a layer 2 message; and

a data-type sub-field, configured to identify a
type of the layer 2 message.

The method as claimed in claim 3, wherein

the layer 2 message carried in the first management
frame is a device discovery request; a type of the
first management frame comprises: an action frame
or a probe frame; a value of the data-type sub-field
corresponding to the device discovery request is a
first value, and the data sub-field corresponding to
the device discovery request carries capability infor-
mation of the first device.
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The method as claimed in claim 4, wherein

the capability information of the first device compris-
es: a first capability information for describing a net-
work-configure capability or a password-synchroni-
zation capability of the first device.

The method as claimed in claim 3, wherein

the layer 2 message carried in the second manage-
ment frame is a synchronization request, a type of
the second management frame comprises: an action
frame or a probe frame; a value of the data-type sub-
field corresponding to the synchronization request
is a second value, and the data sub-field correspond-
ing to the synchronization request carries family in-
formation of the second device.

The method as claimed in claim 1, wherein
achannel over which the second managementframe
is received is a first channel, the first channel is a
channel that is used by the second device to receive
the first management frame.

The method as claimed in claim 3, further compris-
ing:

broadcasting a third management frame,
wherein, the networking information of the target
network is carried in a customized field of the
third management frame, and the third manage-
ment frame is a management frame of the at
least one management frame and is broadcast
by the first device.

The method as claimed in claim 8, wherein

a channel over which the third management frame
is broadcast is a second channel, the second chan-
nel is an operating channel of the target network, a
channel indication information is carried in a data
sub-field in the customized field of the first manage-
ment frame, the channel indication information is
configured to indicate the second channel.

The method as claimed in claim 8, wherein

a layer 2 message carried in the third management
frame is a synchronization answer, a type of the third
management frame comprises: an action frame or a
probe frame, a value of the data-type sub-field cor-
responding to the synchronization answer is a third
value, and the networking information of the target
network is carried in the data sub-field corresponding
to the synchronization answer.

The method as claimed in claim 8, wherein

a data sub-field in a customized field of the sec-
ond management frame carries a family infor-
mation of the second device;

before broadcasting the third management
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frame, the method further comprises:

determining, based on the family informa-
tion of the second device, whether the sec-
ond device is a valid user of a first family
group, the first family group being a family
group to which the first device belongs; and
broadcasting, in response to the second de-
vice being the valid user of the first family
group, the third management frame.

12. The method as claimed in claim 8, wherein

a data sub-field in the customized field of the third
management frame carries a family information of
the first device, and the family information of the first
device is configured to be used by the second device
to determine whether the first device is a valid user
of a second family group, the second family group
is a family group to which the second device belongs.

13. An information processing method, performed by a

second device, and comprising:

receiving, in response to the second device sat-
isfying a first condition, a first management
frame broadcast by a first device, wherein, the
firstmanagementframe is configured for discov-
ering the second device failing to access a net-
work, the second device satisfying the first con-
dition represents that the second device has
failed to access the network; and

sending a second management frame to the first
device, wherein, the second managementframe
is configured to indicate that the second device
requests networking information of a target net-
work, the networking information is configured
for the second device to use to access the target
network.

14. The method as claimed in claim 13, wherein

the first condition comprises: the second device fail-
ing to access the network, and a reason for the failure
comprising one of the following reasons:

the second device having not scanned the net-
work; and

networking information for accessing the target
network being wrong.

15. The method as claimed in claim 13, wherein

the first device interacts with the second device
via n management frames, at least one of the n
management frames comprises a customized
field, the n is a positive integer; and

the first management frame is a management
frame of the at least one management frame
and is broadcast by the first device; or
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the second management frame is a manage-
ment frame of the at least one management
frame and is sent from the second device to the
first device.

The method as claimed in claim 15, wherein

the customized field comprises at least one informa-
tion element, afirstinformation element of the atleast
one information element comprises at least one of
the following sub-fields:

atag number sub-field, configured to identify the
customized field;

a length sub-field, configured to identify a length
of the first information element;

an organizationally unique identifier sub-field,
configured to identify a format standard of the
first information element;

a data sub-field, configured to describe content
information of a layer 2 message; and

a data-type sub-field, configured to identify a
type of the layer 2 message.

The method as claimed in claim 16, wherein

a layer 2 message carried in the first manage-
ment frame is a device discovery request;

a type of the first management frame includes:
an action frame or a probe frame;

a value of the data-type sub-field corresponding
to the device discovery request is a first value;
and

a data sub-field corresponding to the device dis-
covery request carries capability information of
the first device.

The method as claimed in claim 17, wherein

the capability information of the first device compris-
es: a first capability information for describing a net-
work-configure capability or a password-synchroni-
zation capability of the first device.

The method as claimed in claim 16, wherein

a layer 2 message carried in the second man-
agement frame is a synchronization request;

a type of the second management frame com-
prises: an action frame or a probe frame;

a value of the data-type sub-field corresponding
tothe synchronization requestis asecond value;
and

a data sub-field corresponding to the synchro-
nization request carries networking information
of the target network.

20. The method as claimed in claim 13, wherein a chan-

nel over which the second management frame is re-
ceived is a first channel; and
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the first channel is a channel that is used to receive
the first management frame.

The method as claimed in claim 16, further compris-
ing:

receiving a third management frame broadcast
by the first device,

wherein, the networking information of the target
network is carried in a customized field of the
third management frame, and the third manage-
ment frame is a management frame of the at
least one management frame and is broadcast
by the first device.

The method as claimed in claim 17, wherein

a channel over which the third management frame
is received is a second channel, the second channel
is an operating channel of the target network, chan-
nel indication information is carried in the data sub-
field in the customized field of the first management
frame, and the channel indication information is con-
figured to indicate the second channel.

The method as claimed in claim 17, wherein

a layer 2 message carried in the third manage-
ment frame is a synchronization answer;

a type of the third management frame compris-
es: an action frame or a probe frame;

avalue of the data-type sub-field corresponding
to the synchronization answer is a third value;
and

the networking information of the target network
is carried in a data sub-field corresponding to
the synchronization answer.

The method as claimed in claim 17, wherein

a data sub-field in a customized field of the sec-
ond management frame carries family informa-
tion of the second device,

the family information of the second device is
configured to be used by the first device to de-
termine whether the second device is a valid us-
er of a first family group, and

the first family group is a family group to which
the first device belongs.

The method as claimed in claim 17, wherein

in response to a data sub-field in a customized field
of the third management frame carrying family infor-
mation of the first device, the method further com-
prises:

determining, based on the family information of
the first device, whether the first device is a valid
user of a second family group, wherein, the sec-
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26.

27.

28.

29.

36

ond family group is a family group to which the
second device belongs; and

accessing, in response to the first device being
the valid user of the second family group, the
target network through the networking informa-
tion.

An electronic device, comprising:

a broadcasting module, configured for broad-
casting a first management frame, wherein the
firstmanagement frameis configured for discov-
ering a second device failing to access a net-
work; and

afirstreceiving module, configured for receiving
a second management frame sent by the sec-
ond device, wherein, the second management
frame is configured to indicate that the second
device requests to synchronize networking in-
formation of the target network, the networking
information is configured for the second device
to use to access the target network.

An electronic device, comprising:

a second receiving module, configured for re-
ceiving, inresponse to the electronic device sat-
isfying a first condition, a first management
frame broadcast by a first device, wherein, the
firstmanagement frameis configured for discov-
ering a second device failing to access a net-
work, the electronic device satisfying the first
condition represents that the electronic device
is the second device; and

a sending module, configured for sending a sec-
ond management frame to the first device,
wherein, the second management frame is con-
figured to indicate that the second device re-
quests networking information of the target net-
work, the networking information is configured
for the second device to use to access the target
network.

A computer device, comprising a memory, a proc-
essor and a computer program stored in the memory
and executable on the processor,

the processor, when executing the computer pro-
gram, implements operations in the information
processing method as claimed in any of claims 1 to
12, or operations in the information processing meth-
od as claimed in any of claims 13 to 25.

A storage medium storing an executable program,
which when being executed by a processor, imple-
ments the information processing method as
claimed in any of claims 1 to 12, or implements the
information processing method as claimed in any of
claims 13 to 25.
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A chip, comprising: a processor, configured for re-
calling from a memory a computer program and run-
ning the same, enabling a device equipped with the
chip to perform the method as claimed in any of
claims 1 to 12, or to perform the method as claimed
in any of claims 13 to 25.

A computer program product, comprising a compu-
ter program instruction, which is configured to enable
a computer to perform the method as claimed in any
of claims 1-12, or to perform the method as claimed
in any of claims 13-25.

A computer program, configured to enable a com-
puter to perform the method as claimed in any of
claims 1-12, or to perform the method as claimed in
any of claims 13-25.
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