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(57) ABSTRACT

A method comprises monitoring a computing environment
including a plurality of containers, determining, for one of
the containers, a service type and an IP address, assigning
the IP address of the container having the determined service
type to a first list of IP addresses, assigning an IP address of
each of the containers to a second list of IP addresses,
applying a first security policy for a first source of network
traffic for processing by the container having the determined
service type and the IP address assigned to the first list of IP
addresses, and applying a second security policy for a
second source of network traffic for processing by the
containers having the IP addresses assigned to the second list
of IP addresses.

200

TYPE?

206~_ MOVE IP ADDRESS

=  MOVE IP ADDRESS
T0 EAST - WEST LIST

208

Y

!
DETECT EAST - WEST

214

TO NORTH - SOUTH LIST

y

210~_| DETECT NORTH - SOUTH
TRAFFIC

Y
APPLY FIRST
POLICY

212

TRAFFIC

!
APPLY SECOND

POLICY

210




US 2023/0319114 A1

Oct. 5,2023 Sheet 1 of 9

Patent Application Publication

Gzl

T

TIvMAdld

.

IE

LE

L2l
430NV v
QvO1

ozl
INIIN

2l

d31NdIN09
3L0A3Y

I

d3LNdNOD

NINQY




Patent Application Publication Oct. 5,2023 Sheet 2 of 9 US 2023/0319114 A1

200

J

202 JONTOR CONTANER |

204

SERVICE

s NOVE PP ADDRESS | ~208
/ ~1 70 EAST - WEST LIST
|
206~ MOVE P ADDRESS DETECT EAST - WEST |~ 214
TO NORTH - SOUTH LIST TRAFFIC
|
210~ | DETECT NORTH - SOUTH APPLY SECOND | 216
TRAFFIC POLICY

212~ APPLY FIRST
POLICY

FIG. 2



Patent Application Publication Oct. 5,2023 Sheet 3 of 9 US 2023/0319114 A1

314
/
?;61 560 -
u CON%T(E NS LOAHD
BALANCE
! T
|
; N-S
S — 4 300
| 7
|
]
|
|
343 B45 330
(G5 %
| |
241 E !
H . ! I
CLOUDAGENT PSCONFIG | | SNORT =
! SIRVCE | |
| | i i
5 E E ! B52 353
E |
| | E-W
|
|
242 | 344
YANG } SNORT
VALIDATOR | CONFIG
310 i USERSPACE
i KERMEL
551 pragLEs
350

FIG. 5



K ¥ Old
I
2 | H i ~ in
5 R -
2 % ozvr—’ .
gl —’
- oy —’
3 Pl —
= — o—’
X
. Hp —J L = — -
“ A% Q0% Son
© T YOy —
£ - zov—
3
=2
=
[~™
g
g _ Sd| | | oS ¥ | [30nas aioosdi | | dotvarva | [ INOVan0T) | |
s ’ / ’ ’ ’
Z Gt g 02¢ ove e e
£
=
[~™



Patent Application Publication  Oct. 5,2023 Sheet 5 of 9

NS
WEB SERVER 502
W MIDDLEWARE 504
~EW DATABASE 500

FIG. 5

US 2023/0319114 A1

500



US 2023/0319114 A1

Oct. 5,2023 Sheet 6 of 9

Patent Application Publication

o944
D15 SIVIHL ALINXON THOISAHG - r{sT_ & drro; preo_nam tﬁm_
||||||||||||||||| N@@ N@@
5T 30 Naa70] €779 1N :bm_
2Go— ] g9
\
S| A0 INYBYO V#+9 N1 | S]
(S| NGO advv9 _,(
N | 2o | 299~
e Y | I = —
M _m_ INGTD v 9| 269 zod] 269
N e ZeEEEY ljj
MOV 3Nvddy | VGO TN | S
] e [72S  NoILYALSININGY ALY
P3¥o a0 BPrro 1] — _ <09 JopuaaNg |
_ _ 4G9 :
_ LINALN
[G2¥D s |
_
_ ......
dovo d929 009 229 029
TONYITddY TIML HO¥Y3S3Y SIDINHOAL
ALTIOYS INFNOYNYW LYA4HL 1YL NOIL93L3a
QOO SLYRHLNOLLYO0T AMYNOOS mm—— mm—
B G20 ¥29 220
\t SNOILY | | ST SST00Y || INFnanvNv
< TICINY YHOMLIN ALINNO3S
$09 SLYRHL WHOULIN| 0c9 g9 vi9 cl9
S31¥adn onisal || swowmisa zw%w%z




Patent Application Publication  Oct. 5,2023 Sheet 7 of 9

US 2023/0319114 A1

COMPUTING DEVICE
700

PROCESSOR(S) MEMORY
702 704

OPERATING
/0 INTERFACE SYSTEM

706 708

CONTAINER
APPLICATION

710

DATABASE
nz

FIG. 7



US 2023/0319114 A1

Oct. 5,2023 Sheet 8 of 9

Patent Application Publication

g Ol
003
0G9~| R NP
\
HOLYANYA
@@ Do
029~ i s
LYONS ~ H3dTAHLMONS | ¢ i OINOJ S&dl INFOYANOT)

© @

-01Q

298
13-

ANOJ AN

SW




US 2023/0319114 A1

Oct. 5,2023 Sheet 9 of 9

Patent Application Publication

6 9Old
006
IR A | e
veel  zze .
So 3
0z6 ) ol 006 [
w - .T_\mw - N ~ % - %
— T de | ] e0s |7
[ LoNs | [w3diHLdoNs| [ sialy | | walsnto | jawEs oo sdl | dolvanva | [IN9VANOTO| | NIWQY |
( ( ( ( ( ( ( (
GhQ g 3 023 ovg 2% g 713




US 2023/0319114 Al

SECURITY OF NETWORK TRAFFIC IN A
CONTAINERIZED COMPUTING
ENVIRONMENT

RELATED APPLICATION

[0001] This application claims the benefit of the earlier
filing date of Indian Patent Application Serial No.
202211020533 filed Apr. 5, 2022, the entirety of which is
incorporated herein by reference.

FIELD

[0002] The present disclosure relates to generally to cyber-
security in a containerized computing environment. More
specifically, the present disclosure describes systems and
methods for applying an appropriate security policy to
network traffic to prevent intrusion attempts to the contain-
erized computing environment.

BACKGROUND

[0003] Containerized computing environments often
include containers that are external facing for communicat-
ing with computers outside of the environment, referred to
as North-South network traffic, while other containers com-
municate with each other only within the containerized
computing environment, referred to as East-West network
traffic. An intrusion protection system (IPS) may be used to
monitor East-West network traffic and North-South network
traffic to detect malicious traffic patterns by comparing the
traffic against a known set of intrusion detection signatures.
[0004] Containerized computing environments typically
incorporate a network address translation (NAT) feature to
prevent IP address conflicts between containers and network
devices such as firewalls, load balancers, and the like.
However, NAT implementations may provide difficulty in
identifying North-South and East-West network traffic based
on IP addresses or subnets. For example, public cloud
computing environments may have multiple networking
devices such as routers, switches, and the like along a data
path through which the network traffic flows. These net-
working devices may share IP addresses and/or subnets with
containers receiving the network traffic and/or other infra-
structure devices such as load balancers, which can prohibit
the identification of East-West network traffic or North-
South network traffic based on the IP address subnets.
However, East-West and North-South security policies may
be different. Therefore, it is desirable for network traffic to
be distinguished for the purpose of implementing the appro-
priate security policy in order to ensure proper security of
the containers.

SUMMARY

[0005] According to embodiments disclosed herein, a
method, and associated computer system and computer
program product for processing computer network traffic is
provided. According to the method, one or more processors
of a computer system monitor a computing environment
including a plurality of containers, wherein the plurality of
containers are instantiated within a container-based archi-
tecture. For one of the containers, a service type and an IP
address are determined. The one or more processors of the
computer system assign the IP address of the container
having the determined service type to a first list of IP
addresses. The one or more processors of the computer
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system assign an IP address of each of the containers to a
second list of IP addresses. The one or more processors of
the computer system apply a first security policy for a first
source of network traffic between the at least one container
and a device external to the container-based architecture for
processing by the container having the determined service
type and the IP address assigned to the first list of IP
addresses. The one or more processors of the computer
system apply a second security policy for a second source of
network traffic between the plurality of containers within the
container-based architecture for processing by the containers
having the IP addresses assigned to the second list of IP
addresses.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The above and further advantages of the foregoing
may be better understood by referring to the following
description in conjunction with the accompanying drawings,
in which like reference numerals indicate like elements and
features in the various figures. For clarity, not every element
may be labeled in every figure. The drawings are not
necessarily to scale, emphasis instead being placed upon
illustrating the principles of the disclosed concepts and
features.

[0007] FIG. 1 is a block diagram of a containerized
computing environment according to an example embodi-
ment.

[0008] FIG. 2 is a flowchart of a method for processing
computer network traffic in a containerized computing envi-
ronment according to an example embodiment.

[0009] FIG. 3 is a block diagram of selected components
of a container IPS system of a containerized computing
environment according to an example embodiment.

[0010] FIG. 4 is an illustration of a method including flow
paths between elements of a containerized computing envi-
ronment according to an example embodiment.

[0011] FIG. 5 is a block diagram of a web-based software
application that is processed by a computer system of the
containerized computing environment according to an
example embodiment.

[0012] FIG. 6 illustrates an environment for threat man-
agement according to an example embodiment.

[0013] FIG. 7 is a diagram of a computing device config-
ured for processing computer network traffic in a contain-
erized computing environment according to an example
embodiment.

[0014] FIG. 8 is a block diagram of selected components
of a container IPS system of a containerized computing
environment according to another example embodiment.
[0015] FIG. 9 is an illustration of a method including flow
paths between elements of the containerized computing
environment of FIG. 8 according to another example
embodiment.

DETAILED DESCRIPTION

[0016] Reference in the specification to “one embodi-
ment” or “an embodiment” means that a particular, feature,
structure or characteristic described in connection with the
embodiment is included in at least one embodiment of the
teaching. References to a particular embodiment within the
specification do not necessarily all refer to the same embodi-
ment.
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[0017] The present teaching will now be described in more
detail with reference to exemplary embodiments thereof as
shown in the accompanying drawings. While the present
teaching is described in conjunction with various embodi-
ments and examples, it is not intended that the present
teaching be limited to such embodiments. On the contrary,
the present teaching encompasses various alternatives,
modifications and equivalents, as will be appreciated by
those of skill in the art. Those of ordinary skill having access
to the teaching herein will recognize additional implemen-
tations, modifications and embodiments, as well as other
fields of use, which are within the scope of the present
disclosure as described herein.

[0018] Recitation of ranges of values herein are not
intended to be limiting, referring instead individually to any
and all values falling within the range, unless otherwise
indicated herein, and each separate value within such a range
is incorporated into the specification as if it were individu-
ally recited herein. The words “about,” “approximately” or
the like, when accompanying a numerical value, are to be
construed as indicating a deviation as would be appreciated
by one of ordinary skill in the art to operate satisfactorily for
an intended purpose. Similarly, words of approximation
such as “approximately” or “substantially” when used in
reference to physical characteristics, should be understood
to contemplate a range of deviations that would be appre-
ciated by one of ordinary skill in the art to operate satisfac-
torily for a corresponding use, function, purpose, or the like.
Ranges of values and/or numeric values are provided herein
as examples only, and do not constitute a limitation on the
scope of the described embodiments. Where ranges of
values are provided, they are also intended to include each
value within the range as if set forth individually, unless
expressly stated to the contrary. The use of any and all
examples, or exemplary language (“e.g.,” “such as,” or the
like) provided herein, is intended merely to better illuminate
the embodiments and does not pose a limitation on the scope
of'the embodiments. No language in the specification should
be construed as indicating any unclaimed element as essen-
tial to the practice of the embodiments.

[0019] In the following description, it is understood that
terms such as “first,” “second,” “top,” “bottom,” “up,
“down,” and the like, are words of convenience and are not
to be construed as limiting terms.

[0020] It should also be understood that endpoints,
devices, compute instances or the like that are referred to as
“within” an enterprise network may also be “associated
with” the enterprise network, e.g., where such assets are
outside an enterprise gateway but nonetheless managed by
or in communication with a threat management facility or
other centralized security platform for the enterprise net-
work. Thus, any description referring to an asset within the
enterprise network should be understood to contemplate a
similar asset associated with the enterprise network regard-
less of location unless a different meaning is explicitly
provided or otherwise clear from the context.

[0021] Embodiments herein describe a containerized com-
puting environment, which includes a container security
system that permits an IPS to detect or protect against known
or potential threats with respect to different types of network
traffic. In particular, the container security system is applied
to a container orchestration platform, which automates the
deployment, scaling, and management of containerized
applications, generally referred to as containers. In particu-

23
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lar, the container security system can distinguish IP
addresses of containerized applications arranged in a cluster
in the containerized computing environment intended for
one type of network traffic (e.g., North-South network traffic
to and from devices external to a containerized application
cluster) from IP addresses of containerized applications
intended for another type of network traffic (e.g., East-West
network traffic between pods in the cluster). An IPS of the
container security system can apply one set of rules, poli-
cies, or the like to the North-South network traffic and apply
a different set of IPS rules, policies, or the like to the
East-West network traffic. An administrator can protect the
pods running in a container cluster against known traffic
attack signatures and can set different IPS policies for
different types of traffic based on the software in the path of
the respective traffic profiles. This feature can operate in the
presence of NAT devices, which may otherwise cause dif-
ficulty in conventional configurations with respect to iden-
tifying North-South and East-West network traffic based on
IP addresses or subnets. In addition, default rules or recom-
mended action of an IPS rule set can be changed for a new
container that accommodates the role or function of the
container according to a type of traffic intended for receipt
by the container. Another feature is that Snort rules or the
like can be automatically updated to the most recent signa-
ture set.

[0022] FIG. 1 is a block diagram of a containerized
computing environment 100. The containerized computing
environment 100 may include at least one cluster 130 of a
container orchestration architecture that communicates with
a remote computer 112 and/or a central administrator com-
puter 114, and also provides a computing infrastructure of
interacting software, network, and data storage elements that
permit the container orchestration architecture to modernize,
for example, a scaling of, the infrastructure. The environ-
ment 100 may also include a combination of one or more
firewalls 124, IPS devices 126, 136, switches, routers, hubs,
and the like as part of a container security system for
providing provide security to the containerized applications
133 of the cluster 130. Other network devices such as a NAT
device 125, e.g., part of a firewall 124 and load balancing
apparatus 127, or load balancer, can be part of the environ-
ment 100. The containerized computing environment 100
may be part of or otherwise in electronic communication
with a threat management facility, such as the threat man-
agement facility 600 shown in FIG. 6 and described below.

[0023] The container orchestration architecture including
the cluster(s) 130 may be an open-source platform such as
a Kubernetes K8S Container Orchestration platform, a Red-
Hat OpenShift Container Platform, and the like, but not
limited thereto. As shown in FIG. 1, the cluster 130 can
include a grouping of nodes 131 that run the containerized
applications 133 in a scalable manner. The containerized
applications 133 may be arranged into pods 132, thereby
permitting the containers 133 to share storage and network
resources. The pods 132 within the cluster 130 can include
processes that control the operation of the containers 133.
Nodes, pods, and clusters are terms well-known to a Kuber-
netes architecture. Although they are described herein by
way of example, other container orchestration platforms
may equally apply to the embodiments herein, which may
include different terminology and configurations.

[0024] During operation, East-West network traffic may
be exchanged between nodes 131 of the cluster 130 and/or
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North-South network traffic may be exchanged between
nodes 131 and electronic devices external to the cluster 130.
A router or related network device (e.g., hub, switch, and so
on) (not shown) may be positioned between the container-
ized computing environment 100 and an outside network
such as the Internet. The firewall 124 and IPS 126, 136 are
arranged to protect the container applications 133 from
malicious traffic patterns. IPS 126 may be external to the
cluster 130 and IPS 136 may be part of the cluster 130.
[0025] The load balancing apparatus 127 is configured to
distribute network traffic exchanged between remote appli-
cations and the pods 132 among multiple backend services.
[0026] The central administrator computer 114 permits a
user to manage and control security-related aspects of the
containerized computing environment 100, including pro-
tecting the pods 132 of the cluster 130 against known traffic
attack signatures by deploying a container-specific IPS rule
set to the cluster 130. The central administrator computer
114 can also modify and/or change a recommended action
for the IPS rule set.

[0027] FIG. 2 is a flowchart of a method 200 for process-
ing computer network traffic in a containerized computing
environment, in accordance with some embodiments. In
describing the method 200, reference is made to elements of
the containerized computing environment 100 of FIG. 1
described above and the container security system 300 of
FIG. 3 described below.

[0028] The method 200 begins at block 202, where an IP
configuration service module of the security monitors a
container cluster 130 for IP addresses and service types of
the pods 132 of the cluster 130. In some embodiments, the
IP address of a pod 132 is shared by all containers 133
running within the pod 132 and can connect them to other
pods 133 running in the cluster 130 and/or devices external
to the customer 130. In some embodiments, the IP address
pertains to the node 131 to which a given pod 132 corre-
sponds.

[0029] At decision diamond 204, a determination can be
made whether a node 131, pod 132 or container 133 of
interest has a particular service type. In some embodiments,
a service type may be a NodePort service type, which when
configured by the central administrator computer 114 pro-
vides an open port on those worker nodes 131 in the cluster
130 that have a pod 132 for that particular service. When
external traffic is received on the open port, the traffic is
directed to a specific container 133 for the service that the
port is representing. In some embodiments, a service type is
a LoadBalancer service type, which exposes the service
externally using the load balancing apparatus 127 to which
one or more load balancer routes are created, which permits
the load balancing apparatus 127 to spread external traffic
out across the nodes 131. This feature can address multi-
node cluster configurations that have complex internal rout-
ing schemes.

[0030] Ifat decision diamond 204 a determination is made
that the node 131, pod 132 or container 133 has a particular
service type, then the method 200 proceeds to block 206,
where the IP address of the corresponding pod 132 is
assigned to a list of IP addresses of containers 133 config-
ured for receiving network traffic external to the cluster 130,
e.g., North-South network traffic. If at decision diamond 204
a determination is made that a monitored node 131, pod 132
or container 133 does not have the service type of interest,
then the method 200 proceeds to block 208 where the IP
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address of the pod 132 is assigned to a list of IP addresses
of containers configured for receiving network traffic within
the cluster 130, e.g., East-West network traffic. In some
embodiments, the method 200 may also proceed from to
block 208 where the 1P address of a pod 132 having the
particular service type can also be assigned to the list of IP
addresses for receiving network traffic within the cluster
130. Accordingly, all pod IP addresses can be tracked
separately to monitor for East-West network traffic, although
some of these pod IP addresses may also be monitored for
North-South traffic.

[0031] At block 210, the container security system may
detect a source of North-South network traffic directed at a
container 133 having the particular service type. At block
212, the container security system can apply a first policy to
the North-South network traffic. At block 214, the container
security system may detect a source of East-West network
traffic directed at a container 133 of the pod 132 having an
IP address assigned to the list of East-West IP addresses. At
block 216, the container security system can apply a second
policy to the East-West network traffic. The first and second
security policies may include firewall policies for control-
ling the network traffic between a container and a device
external to the container-based architecture or between the
plurality of containers in an East-West direction, or web
application firewall (WAF) policies for protecting web
workloads deployed in the plurality of containers, or IPS
policies for alerting or removing the network traffic deter-
mined to be indicators of malicious activity, or a combina-
tion thereof.

[0032] FIG. 3 is a block diagram of selected components
of a container security system 300 of a containerized com-
puting environment, in accordance with some embodiments.
In some embodiments, the container security system is part
of the containerized computing environment 100 of FIG. 1.
For example, elements of the container security system 300
of FIG. 3 may be implemented in the firewall 124 of FIG. 1.
Here, the IPS 344 of FIG. 3 may be similar to the IPS 136
of FIG. 1.

[0033] In some embodiments, the container security sys-
tem 300 may include an IPS manager 310 and an adminis-
trator system 314, for example, similar to the central admin-
istrator computer 114 of FIG. 1. The IPS manager 310 can
communicate with one or more container clusters 330, and
both the IPS manager 310 and the cluster(s) 330 run on an
operating system 350, for example, a Linux kernel. In some
embodiments, the operating system 350 may be installed on
the nodes for running the cluster(s) 330, which permits the
containers to share access to the operating system 350 to
virtually package and isolate applications for deployment
without the need for virtual machines. The cluster(s) 330 can
be part of a container orchestration platform for hosting a
plurality of cluster pods 351-353 comprising container
workloads. In some embodiments, the cluster(s) 330 are
container firewall clusters protected by the IPS manager
310. The IP addresses of the workloads may change during
deployment. The IPS manager 310 can be deployed into a
customer’s container orchestration environment and protect
the workloads running on the container orchestration plat-
form.

[0034] In some embodiments, the operating system 350
processes a set of IP Tables 331, which store a set of rules
for directing network traffic to the IPS 344. In some embodi-
ments, the IP Table rules can be provided by an external
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controller such as the administrator system 314. In some
embodiments, other computer programs can execute at a
Linux kernel or the like for directing network traffic to the
IPS 136, such as eBPF programs or the like. This may
include event-driven programs that are executed when the
kernel passes a predefined hook such as a system call, kernel
tracepoint, network event, and so on. In some embodiments,
the IPS manager 310 includes an administrator interface
module 341, an IPS configuration service module 343, and
an IPS 344, which can be deployed in a container orches-
tration platform, for example, a platform including the
cluster pods 351-353.

[0035] The administrator interface module 341 provides
an interface between the administrator system 314 and the
cluster(s) 330 for receiving container-related policies and
the abovementioned IP Table rules for providing traffic-
specific security with respect to the cluster pods 351-353. In
some embodiments, the administrator interface module 341
generates rule information pertaining to IPS policies or the
like, which is provided as configuration change data to a new
cluster. For example, when another cluster is added for
management by the container security system 300, default
rules are generated and provided by the administrator com-
puter 314 for the new cluster. The configuration change data
generated for the customer includes the IPS rules selected by
a set of filters that are part of a default traffic policy, for
example, North-South and/or East-West network traffic
policy. The filters as part of a policy definition can be used
to select signatures of interest from a master signature
database (not shown), which may be part of the container
security system 300. The filters may be part of a policy
definition of a default traffic policy, which may also include
the name, description, and/or list of actions to override for
specific signatures. The configuration change data can be
validated by a YANG validator 342 or the like.

[0036] In some embodiments, the IPS configuration ser-
vice module 343 assigns IP addresses of cluster pods 351-
353 to a traffic-specific list of IP addresses, for example, a
first list designated for IF addresses of pods having a service
type of NodeType or Loadbalancer, or a second list designed
for all container IP addresses. The IPS configuration service
module 343 can communicate with the administrator inter-
face module 341 to provide the configuration change data to
an IP Table 331 of the operating system 350. The IPS
configuration service module 343 can be migrated by the
container orchestration platform from one node to another
node in case of failure.

[0037] The IPS 344 can detect and protect the cluster(s)
330 against malicious traffic. IPS policies can be applied
based on traffic source/destination, for example, North-
South (N-S) or East-West (E-W). The IPS 344 communi-
cates with the IPS configuration service module 343 to
monitor the cluster pods 351, 352, 353, in particular, moni-
toring for IP addresses and particular services establishing
that the container firewall cluster pods 351-353 are config-
ured to receive North-South and/or East-West network traf-
fic.

[0038] As described above, the administrator system 314
can add new clusters under a container orchestration plat-
form and for providing container security features such as
traffic policies for the IPS 344. In some embodiments, the
administrator system 314 includes a user interface 361 and
a container firewall configuration module 362. The user
interface 361 permits an administrator or other user to

Oct. 5, 2023

manage the IPS rules, add, remove, or modify clusters, and
the like. The container firewall configuration module 362
can generate configuration change data for a cluster. The
configuration change data can include IPS rules. The IPS
rules can be selected by filters that are part of predetermined
traffic policies, for example, established by the administra-
tor.

[0039] FIG. 4 is an illustration of a method 400 including
flow paths between elements of a containerized computing
environment, according to an example embodiment. The
method 400 may be performable by, for example, the one or
more computer systems and/or processors of the container
security system 300 of FIG. 3.

[0040] During operation, configuration change push noti-
fication may be provided (402) from the administrator
system 314 to the administrator interface module 341, for
example, commensurate with an administrator adding a new
cluster under a container orchestration platform. For
example, a container firewall cluster can be added to a
plurality of present containers deployed in a container
orchestration environment for providing functionality
intended to protect the workload running on the container
orchestration platform.

[0041] The administrator interface module 341 may send
(404) a configuration change data request to the adminis-
trator system 314. In response to the request, the adminis-
trator system 314 sends (406) the configuration change data
to the administrator interface module 341. The administrator
interface module 341 in turn sends a request to the validator
342 to validate (408) the configuration. After the data is
validated, the administrator interface module 341 sends
(410) a configuration activation (set config) command to the
IPS configuration service module 343, which is used by the
IPS configuration service module 343 to apply IPS rules of
interest to a configuration map, which stores the IPS-related
data for use by the container(s). For example, Snort rules can
be applied to a configuration map object. Accordingly, the
IPS configuration service module 343 may watch (412) for
services and IP addresses of the container pods via an API
server or the like of the container orchestration platform. IP
variables can be set (414) in the IPS 344 so that the IP
addresses of the container having a NodePort, LoadBal-
ancer, or related service type can be assigned to a list of IP
addresses of containers configured for receiving network
traffic external to the cluster.

[0042] The configuration map is created (416) to which
the IPS configuration service module 343 can apply the
relevant rules specific to the type of network traffic directed
for the cluster. The pod is restarted (418), and the pod may
be launched (420) where the IPS 344 sniffs incoming
packets directed to the container based on its IP address
according to the rules specific to the incoming packets.
[0043] FIG. 5 is a block diagram of a web-based software
application 500 that is processed by a computer system of
the containerized computing environment, according to an
example embodiment. The web-based software application
500 can be stored and executed by a computer such as the
computing device 700 of FIG. 7. The software application
500 may include a webserver container 502, a middleware
container 504, and a database container 506. North-South
network traffic may be exchanged between the web server
container 502 and external computing devices. FEast-West
network traffic may be exchanged between the middleware
container 504 and other computing devices within a cluster
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or related containerized computing environment. Similarly,
East-West network traffic may be exchanged between the
database container 506 and external computing devices.
Each of the webserver container 502, middleware container
504, and database container 506 has an IP address. The IP
address of the webserver container 502 can be stored in a list
of North-South network IP addresses. The IP addresses of
the webserver container 502, middleware container 504, and
database container 506 can be stored in a list of east-east
network IP addresses. Accordingly, an administrator can set
different security policies for the North-South and East-West
network traffic based on the web-based software application
that would be in the path of the respective traffic profiles. For
example, one particular security policy, e.g., part of an IPS
set of rules, may be directed at the North-South network
traffic intended for receipt by the webserver container 502
based on the list of North-South IP addresses. A different
security policy, e.g., part of an IPS set of rules, may be
directed at the East-West traffic intended for receipt by the
middleware container 504 or database container 506, or the
webserver container 502 based on the list of East-West IP
addresses.

[0044] The foregoing systems, devices, and methods
thereby provide a mechanism by which container cluster
administration can be performed by a network administrator
or other entity, who desired to institute an appropriate
security policy for particular traffic types, such as North-
South and East-West network traffic directed to particular
containers. The described technologies may be particularly
useful in applying security rules for execution by an IPS or
firewall. In a typical network, there may be a NAT device
allows many devices on a network to share an IP address,
which prohibits North-South and East-West network traffic
from being identified and distinguished solely on IP
addresses or subnets. Traditional which typical use IP
addresses for identifying workloads and use them as iden-
tifiers in policies do not work well in such an environment
because they do not have visibility into the traffic between
the pods or traffic destined for an external facing pod in a
container environment. Thus, embodiments described herein
can apply rules-based or policy-based changes to an IPS or
related security device for specific traffic based on the list in
which the IP address is located. These technologies, and
others described herein, increase the overall security within
an organization’s digital environment by allowing one set of
IPS rules to be applied to North-South network traffic
intended for a container, and a different set of IPS rules to
be applied to East-West network traffic for the container.

[0045] FIG. 6 illustrates an environment for threat man-
agement. Specifically, FIG. 6 depicts a block diagram of a
threat management facility 600 providing protection to one
or more enterprises, networks, locations, users, businesses,
etc. against a variety of threats—a context in which the
techniques described above may usefully be deployed. The
threat management facility 600 may be used to protect
devices and assets (e.g., loT devices or other devices) from
computer-generated and human-generated threats. For
example, a corporation, school, web site, homeowner, net-
work administrator, or other entity may institute and enforce
one or more policies that control or prevents certain network
users (e.g., employees, residents, users, guests, etc.) from
accessing certain types of applications, devices, resources
generally or in a particular manner. Policies may be created,
deployed and managed, for example, through the threat
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management facility 600, which may update and monitor
network devices, users, and assets accordingly.

[0046] The threat of malware or other compromises may
be present at various points within a network 602 such as
laptops, desktops, servers, gateways, communication ports,
handheld or mobile devices, IoT devices, firewalls. In addi-
tion to controlling or stopping malicious code, a threat
management facility 600 may provide policy management to
control devices, applications, or users that might otherwise
undermine productivity and network performance within the
network 602.

[0047] The threat management facility 600 may provide
protection to network 602 from computer-based malware,
including viruses, spyware, adware, Trojans, intrusion,
spam, policy abuse, advanced persistent threats, uncon-
trolled access, and the like. In general, the network 602 may
be any networked computer-based infrastructure or the like
managed by a threat management facility 602, such as an
organization, association, institution, or the like, or a cloud-
based facility that is available for subscription by individu-
als. For example, the network 602 may be a corporate,
commercial, educational, governmental, or other network
602, and may include multiple networks, computing
resources, and other facilities, may be distributed among
more than one geographical location, and may include
administration 634, a firewall 638A, an appliance 640A, a
server 642A, network devices 648A-B, clients 644A-D,
such as IoT devices or other devices. It will be understood
that any reference herein to a client or client facilities may
include the clients 644A-D shown in FIG. 6 and vice-versa.

[0048] The threat management facility 600 may include
computers, software, or other computing facilities support-
ing a plurality of functions, such as security management
facility 622, policy management facility 612, update facility
620, a definitions facility 614, network access rules facility
624, remedial action facility 628, detection techniques facil-
ity 630, testing facility 618, a threat research facility 632,
and the like. In embodiments, the threat protection provided
by the threat management facility 600 may extend beyond
the network boundaries of the network 602 to include clients
644D (or client facilities) that have moved into network
connectivity not directly associated with or controlled by the
network 602. Threats to client facilities may come from a
variety of sources, such as from network threats 604, physi-
cal proximity threats 610, secondary location threats 608,
and the like. Clients 644A-D may be protected from threats
even when the client 644A-D is not directly connected or in
association with the network 602, such as when a client
644E-F moves in and out of the network 602, for example
when interfacing with an unprotected server 642C through
the Internet 654, when a client 644F is moving into a
secondary location threat 608 network such as interfacing
with components 640B, 642B, 648C, 648D that are not
protected, and the like.

[0049] The threat management facility 600 may use or
may be included in an integrated system approach to provide
network 602 protection from a plurality of threats to device
resources in a plurality of locations and network configura-
tions. The threat management facility 600 may also or
instead be deployed as a stand-alone solution. For example,
some or all of the threat management facility 600 compo-
nents may be integrated into a server or servers at a remote
location, for example in a cloud computing facility. For
example, some or all of the threat management facility 600
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components may be integrated into a firewall, gateway, or
access point within or at the border of the network 602. In
some embodiments, the threat management facility 600 may
be integrated into a product, such as a third-party product,
e.g., through an application programming interface, which
may be deployed on endpoints, on remote servers, on
internal servers or gateways for a network, or some combi-
nation of these.

[0050] The security management facility 622 may include
a plurality of elements that provide protection from malware
to network 602 device resources in a variety of ways
including endpoint security and control, email security and
control, web security and control, reputation-based filtering,
control of unauthorized users, control of guest and non-
compliant computers, and the like. The security manage-
ment facility 622 may include a local software application
that provides protection to one or more network 602 devices.
The security management facility 622 may have the ability
to scan client facility files for malicious code, remove or
quarantine certain applications and files, prevent certain
actions, perform remedial actions and perform other security
measures. This may include scanning some or all of the files
stored on the client facility or accessed by the client facility
on a periodic basis, scanning an application when the
application is executed, scanning data (e.g., files or other
communication) in transit to or from a device, etc. The
scanning of applications and files may be performed to
detect known or unknown malicious code or unwanted
applications.

[0051] The security management facility 622 may provide
email security and control. The security management facility
622 may also or instead provide for web security and
control, such as by helping to detect or block viruses,
spyware, malware, unwanted applications, and the like, or
by helping to control web browsing activity originating from
client devices. In an embodiment, the security management
facility 622 may provide for network access control, which
may provide control over network connections. In addition,
network access control may control access to virtual private
networks (VPN) that provide communications networks
tunneled through other networks. The security management
facility 622 may provide host intrusion prevention through
behavioral based protection, which may guard against
known or unknown threats by analyzing behavior before or
while code executes. The security management facility 622
may provide reputation filtering, which may target or iden-
tify sources of code.

[0052] In embodiments, the security management facility
622 may provide secure network connections in a network
having a network switch (e.g., according to the methods
described above regarding FIGS. 3-6). This aspect of the
security management facility may also take place on the
firewall 638A (e.g., an access point) or appliance 640A.
[0053] In general, the security management facility 622
may support overall security of the network 602 using the
various techniques described above, optionally as supple-
mented by updates of malicious code information and so
forth for distribution across the network 602.

[0054] The administration facility 634 may provide con-
trol over the security management facility 622 when updates
are performed. Information from the security management
facility 622 may also be sent from the enterprise back to a
third party, a vendor, or the like, which may lead to improved
performance of the threat management facility 600.
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[0055] The threat management facility 600 may include a
policy management facility 612 configured to take actions,
such as to block applications, users, communications,
devices, and so on based on determinations made. The
policy management facility 612 may employ a set of rules or
policies that determine network 602 access permissions for
a client 644. In an embodiment, a policy database may
include a block list, a blacklist, an allowed list, a whitelist,
or the like, or combinations of the foregoing, which may
provide a list of resources internal or external to the network
602 that may or may not be accessed by client devices 644.
The policy management facility 612 may also or instead
include rule-based filtering of access requests or resource
requests, or other suitable techniques for controlling access
to resources consistent with a corresponding policy.

[0056] In embodiments, the policy management facility
612 may include secure network connections in a network
environment. The policy management facility may include
policies to permit or deny access, to take remedial action, to
issue alerts, and so on based on particular device health
determinations.

[0057] The policy management facility 612 may also or
instead provide configuration policies to be used to compare
and control the configuration of applications, operating
systems, hardware, devices, network associated with the
network 602. An evolving threat environment may dictate
timely updates, and thus an update management facility 620
may also be provided by the threat management facility 600.
In addition, a policy management facility 612 may require
update management (e.g., as provided by the update facility
620 herein described). In embodiments, the update manage-
ment facility 620 may provide for patch management or
other software updating, version control, and so forth.

[0058] The security facility 622 and policy management
facility 612 may push information to the network 602 and/or
a given client 644. The network 602 and/or client 644 may
also or instead request information from the security facility
622 and/or policy management facility 612, network server
facilities 642, or there may be a combination of pushing and
pulling of information. In an embodiment, the policy man-
agement facility 612 and the security facility 622 manage-
ment update modules may work in concert to provide
information to the network 602 and/or client 644 facility for
control of applications, devices, users, and so on.

[0059] As threats are identified and characterized, the
threat management facility 600 may create updates that may
be used to allow the threat management facility 600 to detect
and remediate malicious software, unwanted applications,
configuration and policy changes, and the like. The threat
definition facility 614 may contain threat identification
updates, also referred to as definition files. A definition file
may be a virus identity file that may include definitions of
known or potential malicious code. The virus identity defi-
nition files may provide information that may identify
malicious code within files, applications, or the like. The
definition files may be accessed by security management
facility 622 when scanning files or applications within the
client facility for the determination of malicious code that
may be within the file or application. A definition manage-
ment facility may include a definition for a neural network
or other recognition engine. A definition management facil-
ity 614 may provide timely updates of definition files
information to the network, client facilities, and the like.
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[0060] The security management facility 622 may be used
to scan an outgoing file and verify that the outgoing file is
permitted to be transmitted per the enterprise facility 602
rules and policies. By checking outgoing files, the security
management facility 622 may be able to discover malicious
code infected files that were not detected as incoming files.

[0061] The threat management facility 600 may provide
controlled access to the network 602. A network access rules
facility 624 may be responsible for determining if a client
facility 644 application should be granted access to a
requested network resource. In an embodiment, the network
access rules facility 624 may verify access rights for client
facilities 644 to or from the network 602 or may verify
access rights of computer facilities to or from external
networks. When network access for a client facility is
denied, the network access rules facility 624 may send an
information file to the client facility, e.g., a command or
command file that the remedial action facility 628 may
access and take action upon. The network access rules
facility 624 may include one or more databases that may
include a block list, a blacklist, an allowed list, a whitelist,
a reputation list, an unacceptable network resource database,
an acceptable network resource database, a network
resource reputation database, or the like. The network access
rules facility 624 may incorporate rule evaluation. Rule
evaluation may, for example, parse network access requests
and apply the parsed information to network access rules.
The network access rule facility 624 may also or instead
provide updated rules and policies to the enterprise facility
602.

[0062] When a threat or policy violation is detected by the
threat management facility 600, the threat management
facility 600 may perform or initiate remedial action through
a remedial action facility 628. Remedial action may take a
variety of forms, such as terminating or modifying an
ongoing process or interaction, issuing an alert, sending a
warning to a client or administration facility 634 of an
ongoing process or interaction, executing a program or
application to remediate against a threat or violation, record
interactions for subsequent evaluation, and so forth. The
remedial action may include one or more of blocking some
or all requests to a network location or resource, performing
a malicious code scan on a device or application, performing
a malicious code scan on the client facility 644, quarantining
a related application (or files, processes or the like), termi-
nating the application or device, isolating the application or
device, moving a process or application code to a sandbox
for evaluation, isolating the client facility 644 to a location
or status within the network that restricts network access,
blocking a network access port from a client facility 644,
reporting the application to an administration facility 634, or
the like, as well as any combination of the foregoing.

[0063] Remedial action may be provided as a result of a
detection of a threat or violation. The detection techniques
facility 630 may include tools for monitoring the network or
managed devices within the network 602. The detection
techniques facility 630 may provide functions such as moni-
toring activity and stored files on computing facilities.
Detection techniques, such as scanning a computer’s stored
files, may provide the capability of checking files for stored
threats, either in the active or passive state. Detection
techniques such as streaming file management may be used
to check files received at the network, a gateway facility, a
client facility, and the like.
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[0064] Verifying that the threat management facility 600
detects threats and violations to established policy, may
require the ability to test the system, either at the system
level or for a particular computing component. The testing
facility 618 may allow the administration facility 434 to
coordinate the testing of the security configurations of client
facility computing facilities on a network. For example, the
administration facility 634 may be able to send test files to
a set of client facility computing facilities to test the ability
of'the client facility to determine acceptability of the test file.
After the test file has been transmitted, a recording facility
may record the actions taken by the client facility in reaction
to the test file. The recording facility may aggregate the
testing information from the client facility and report the
testing information to the administration facility 634. The
administration facility 634 may be able to determine the
level of preparedness of the client facility 644 based on the
reported information. Remedial action may be taken for any
of the client facilities 644 as determined by the administra-
tion facility 634.

[0065] The threat management facility 600 may provide
threat protection across the network 602 to devices such as
clients 644, a server facility 642, an administration facility
634, a firewall 638, a gateway, one or more network devices
(e.g., hubs and routers 648, a threat management or other
appliance 640, any number of desktop or mobile users, and
the like. As used herein the term endpoint may refer to any
compute instance running on a device that can source data,
receive data, evaluate data, buffer data, process data or the
like (such as a user’s desktop computer, laptop, IoT device,
server, etc.). This may, for example, include any client
devices as well as other network devices and the like within
the network 602, such as a firewall or gateway (as a data
evaluation endpoint computer system), a laptop (as a mobile
endpoint computer), a tablet (as a hand-held endpoint com-
puter), a mobile phone, or the like. The term endpoint may
also or instead refer to any final or intermediate source or
destination for data within a network 602. The endpoint
computer security facility 652 may be an application locally
loaded onto any corresponding computer platform or com-
puter support component, either for local security functions
or for management by the threat management facility 600 or
other remote resource, or any combination of these.

[0066] The network 602 may include a plurality of client
facility computing platforms on which the endpoint com-
puter security facility 652 is installed. A client facility
computing platform may be a computer system that is able
to access a service on another computer, such as a server
facility 642, via a network. The endpoint computer security
facility 652 may, in corresponding fashion, provide security
in any suitable context such as among a plurality of net-
worked applications, for a client facility connecting to an
application server facility 642, for a web browser client
facility connecting to a web server facility 642, for an e-mail
client facility retrieving e-mail from an Internet 654 service
provider’s mail storage servers 642 or web site, and the like,
as well as any variations or combinations of the foregoing.
[0067] The network 602 may include one or more of a
variety of server facilities 642, such as application servers,
communications servers, file servers, database servers,
proxy servers, mail servers, fax servers, game servers, web
servers, and the like. A server facility 642, which may also
be referred to as a server facility 642 application, server
facility 642 operating system, server facility 642 computer,
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or the like, may be any device(s), application program(s),
operating system(s), or combination of the foregoing that
accepts client facility connections in order to service
requests from clients 644. In embodiments, the threat man-
agement facility 600 may provide threat protection to server
facilities 642 within the network 602 as load conditions and
application changes are made.

[0068] A server facility 642 may include an appliance
facility 640, where the appliance facility 640 provides
specific services to other devices on the network. Simple
server facility 642 appliances may also be utilized across the
network 602 infrastructure, such as switches, routers, hubs,
gateways, print servers, modems, and the like. These appli-
ances may provide interconnection services within the net-
work 602, and therefore may advance the spread of a threat
if not properly protected.

[0069] A client facility 644 may be protected from threats
from within the network 602 using a local or personal
firewall, which may be a hardware firewall, software fire-
wall, or combination, that controls network traffic to and
from a client. The local firewall may permit or deny com-
munications based on a security policy. Another component
that may be protected by an endpoint computer security
facility 652 is a network firewall facility 638, which may
include hardware or software, in a standalone device or
integrated with another network component, which may be
configured to permit, deny, or proxy data through a network
602.

[0070] The interface between the threat management facil-
ity 600 and the network 602, and through the appliance
facility 640 to embedded endpoint computer security facili-
ties, may include a set of tools that may be the same or
different for various implementations, and may allow each
network administrator to implement custom controls. In
embodiments, these controls may include both automatic
actions and managed actions. The administration facility
634 may configure policy rules that determine interactions.
The administration facility 634 may also establish license
management, which in turn may further determine interac-
tions associated with licensed applications. In embodiments,
interactions between the threat management facility 600 and
the network 602 may provide threat protection to the net-
work 602 by managing the flow of network data into and out
of the network 602 through automatic actions that may be
configured by the threat management facility 600 for
example by action or configuration of the administration
facility 634.

[0071] Client facilities 644 within the network 602 may be
connected to the network 602 by way of wired network
facilities 648A or wireless network facilities 648B. Mobile
wireless facility clients 644, because of their ability to
connect to a wireless network access point, may connect to
the Internet 654 outside the physical boundary of the net-
work 602, and therefore outside the threat-protected envi-
ronment of the network 602. Such a client 644, if not for the
presence of a locally installed endpoint computer security
facility 652, may be exposed to a malware attack or perform
actions counter to network 602 policies. Thus, the endpoint
computer security facility 652 may provide local protection
against various threats and policy violations. The threat
management facility 600 may also or instead be configured
to protect the out-of-enterprise facility 602 mobile client
facility (e.g., the clients 644) through interactions over the
Internet 654 (or other network) with the locally installed
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endpoint computer security facility 652. Thus, mobile client
facilities that are components of the network 602 but tem-
porarily outside connectivity with the network 602 may be
provided with the threat protection and policy control the
same as or similar to client facilities 644 inside the network
602. In addition, mobile client facilities 644 may receive the
same interactions to and from the threat management facility
600 as client facilities 644 inside the enterprise facility 602,
such as by receiving the same or equivalent services via an
embedded endpoint computer security facility 652.

[0072] Interactions between the threat management facil-
ity 600 and the components of the network 602, including
mobile client facility extensions of the network 602, may
ultimately be connected through the Internet 654 or any
other network or combination of networks. Security-related
or policy-related downloads and upgrades to the network
602 may be passed from the threat management facility 600
through to components of the network 602 equipped with
the endpoint computer security facility 652. In turn, the
endpoint computer security facility 652 components of the
enterprise facility or network 602 may upload policy and
access requests back across the Internet 654 and through to
the threat management facility 600. The Internet 654 how-
ever, is also the path through which threats may be trans-
mitted from their source, and an endpoint computer security
facility 652 may be configured to protect a device outside the
network 602 through locally deployed protective measures
and through suitable interactions with the threat manage-
ment facility 600.

[0073] Thus, if the mobile client facility were to attempt to
connect into an unprotected connection point, such as at a
secondary location 608 hat is not a part of the network 602,
the mobile client facility 644 may be required to request
network interactions through the threat management facility
600, where contacting the threat management facility 600
may be performed prior to any other network action. In
embodiments, the client facility’s 644 endpoint computer
security facility 652 may manage actions in unprotected
network environments such as when the client facility (e.g.,
client 644F) is in a secondary location 608, where the
endpoint computer security facility 652 may dictate what
applications, actions, resources, users, etc. are allowed,
blocked, modified, or the like.

[0074] The secondary location 608 may have no endpoint
computer security facilities 652 as a part of its components,
such as its firewalls 638B, servers 642B, clients 644G, hubs
and routers 648C-D, and the like. As a result, the compo-
nents of the secondary location 608 may be open to threat
attacks, and become potential sources of threats, as well as
any mobile enterprise facility clients 644B-F that may be
connected to the secondary location’s 608 network. In this
instance, these components may now unknowingly spread a
threat to other connected to the network 602.

[0075] Some threats do not come directly from the Internet
654. For example, a physical proximity threat 610 may be
deployed on a client device while that device is connected to
an unprotected network connection outside the enterprise
facility 602, and when the device is subsequently connected
to a client 644 on the network 602, the device can deploy the
malware or otherwise pose a threat. In embodiments, the
endpoint computer security facility 652 may protect the
network 602 against these types of physical proximity
threats 610, for instance, through scanning any device prior
to allowing data transfers, through security validation cer-
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tificates, through establishing a safe zone within the network
602 to receive data for evaluation, and the like.

[0076] FIG. 7 is a diagram of an example computing
device 700, according to an example embodiment. The
computing device 700 may include one or more processors
702, nontransitory computer readable medium or memory
704, 1/O interface devices 706, which may include a network
interface for wired or wireless communications. The com-
puter readable medium 704 may store an operating system
708, and a data section 712. The computer readable medium
704 may also store at least one container application 710, for
example, web-based software application 500 of FIG. 5, or
some or all of the containerized computing environment.
[0077] The computing device 700 may be along the path
from a network to an end device, e.g., remote computer 112
of FIG. 1, and the application may be constructed and
arranged to perform some or all of the method 200 above. An
“application” or “module” as used to describe embodiments
may refer to a hardware-based module, software-based
application or module or may be a combination of hardware
and software. Embodiments of hardware-based modules
may include self-contained components such as chipsets,
specialized circuitry and one or more memory devices, while
a software-based module may be part of a program code or
linked to the program code containing specific programmed
instructions, which may be loaded in the memory device 704
of the computer system. An application or module (whether
hardware, software, or a combination thereof) may be
designed to implement or execute one or more particular
described functions or routines. In some embodiments, the
computer 700 may be part of a firewall, IPS, or other
security device of the containerized computing environment.
In other embodiments, the computer 700 is a standalone
device that communicates via a wired or wireless connection
with the containerized computing environment.

[0078] In operation, the processor 702 may execute the
application 710 stored in the computer readable medium
704. The application 710 may include software instructions
that, when executed by the processor 702, cause the pro-
cessor 702 to perform operations for applying an appropriate
security policy to network traffic to prevent intrusion
attempts to the containerized computing environment. In
doing so, the computing device 700 may communicate with
other electronic devices via the 1/O interfaces 706.

[0079] FIG. 8 is a block diagram of selected components
of a container security system 800 of a containerized com-
puting environment, in accordance with some embodiments.
Some selected components such as an administrator system
814 includes a user interface 361 and a container firewall
configuration module 362 are the same as or similar to the
administrator system 314 of FIG. 3 and are not repeated for
brevity. Other selected components such as an IPS manager
810 including an administrator interface module 841, vali-
dator 842, and an IPS configuration service module 343 and
the IP Tables 831 of an operating system kernel 850 are the
same as or similar to the IPS manager 810 and kernel 350 of
FIG. 3 and are not repeated for brevity.

[0080] In FIG. 8, a Snort IPS is described but embodi-
ments may equally apply to other IPS types. During opera-
tion, the administrator interface module 841 provides an
interface between the administrator system 814 and the
cluster(s) 830 for receiving container-related policies and
the abovementioned IP Table rules for providing traffic-
specific security with respect to the pods of the cluster 850.
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In some embodiments, the administrator interface module
841 generates rule information pertaining to Snort IPS
policies, which is provided as configuration change data to
a new cluster. For example, when another cluster is added
for management by the container security system 800,
default rules are generated and provided by the administrator
computer 814 for the new cluster. The configuration change
data generated for a user can include a set of Snort IPS rules
selected by a set of filters that are part of a default traffic
policy, for example, North-South and/or East-West network
traffic policy. The filters as part of a policy definition can be
used to select signatures of interest from a master signature
database (not shown), which may be part of the container
security system 300. The filters may be part of a policy
definition of a default traffic policy, which may also include
the name, description, and/or list of actions to override for
specific Snort signatures. The configuration change data can
be validated by a validator 842 or the like, e.g., a YANG
validator.

[0081] In some embodiments, the IPS configuration ser-
vice module 843 assigns IP addresses of cluster pods to a
traffic-specific list of IP addresses, for example, a first list
designated for IP addresses of pods having a service type of
NodeType or Loadbalancer. The IPS configuration service
module 843 can communicate with the administrator inter-
face module 841 to provide the configuration change data to
an [P Table 831 of the operating system kernel 850. The IPS
configuration service module 843 can also provide the Snort
rules to a data structure store 844 such as Remote Dictionary
Server (Redis). In some embodiments, the IPS manager 810
includes an IPS assistant container 846. This feature pro-
vided by the system 800 can include a Snort helper container
application, which runs in the Snort pod and can access and
process contents of a Snort log and provide custom rules to
a firewall script or the like. In doing so, the IPS assistant
container 846 can receive and process the rules from the data
structure store 844 and write them to a common volume.
[0082] The Snort IPS 845 can detect and protect the
cluster(s) 830 against malicious traffic. Snort IPS policies
can be applied based on traffic source/destination, for
example, North-South (N-S) or East-West (E-W). The Snort
IPS 345 communicates with the IPS configuration service
module 343 to monitor the cluster pods 351, 352, 353, in
particular, monitoring for IP addresses and particular ser-
vices establishing that the container firewall cluster pods
351-353 are configured to receive North-South and/or East-
West network traffic.

[0083] As described above, the administrator system 314
can add new clusters under a container orchestration plat-
form and for providing container security features such as
traffic policies for the IPS 344. In some embodiments, the
administrator system 314 includes a user interface 361 and
a container firewall configuration module 362. The user
interface 361 permits an administrator or other user to
manage the IPS rules, add, remove, or modify clusters, and
the like. The container firewall configuration module 362
can generate configuration change data for a cluster. The
configuration change data can include IPS rules. The IPS
rules can be selected by filters that are part of predetermined
traffic policies, for example, established by the administra-
tor.

[0084] FIG. 9 is an illustration of a method 900 including
flow paths between elements of the containerized computing
environment 800 of FIG. 8.
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[0085] During operation, configuration change push noti-
fication may be provided (902) from the administrator
system 814 to the administrator interface module 841, for
example, commensurate with an administrator adding a new
cluster under a container orchestration platform. For
example, a container firewall cluster can be added to a
plurality of present containers deployed in a container
orchestration environment for providing functionality
intended to protect the workload running on the container
orchestration platform.

[0086] The administrator interface module 341 may send
(904) a configuration change data request to the adminis-
trator system 814. In response to the request, the adminis-
trator system 814 sends (906) the configuration change data
to the administrator interface module 841. The administrator
interface module 841 in turn sends a request to the validator
842 to validate (908) the configuration. After the data is
validated, the administrator interface module 841 sends
(910) one or more Snort rules or the like to the IPS
configuration service module 843. The IPS configuration
service module 843 may watch (912) for services and IP
addresses of the container pods by communicating with an
API server or the like of the cluster 830. Event data such as
stored configuration data (914) and Snort rules (916) are
provided from the IPS configuration service module 843 to
the data structure store 844 such as Remote Dictionary
Server (Redis). The data structure store 844 also receives
(918) subscription event data from the IPS assistant con-
tainer 846. For example, Snort Subscriber rule ret rules can
be made available to subscribers in real-time as they are
released. The data structure store 844 also receives (920) a
request from the IPS assistant container 846 to provide and
process the received configuration and rule set. The IPS
assistant container 846 can be subscribed to receive events
from the data structure store 844. When receiving an event,
the IPS assistant container 846 can read the rules and write
them to a common storage volume or the like. The IPS
assistant container 846 can generate and output (922) a
SIGHUP signal or the like to the Snort IPS 845, which in
response can perform (924) a reload operation on the
configuration including the traffic-specific policies. For
example, when the IPS configuration service module 843
monitors the duster pod IP addresses and assigns the IP
addresses of pods to a traffic-specific list of IP addresses, for
example, a list designated for IP addresses of pods having a
service type of NodeType or Loadbalancer, this information
is written to the data structure store 844. This information is
also processed by the IPS assistant container 846, which can
write a new snort.conf file and output a signal or the like to
the snort process 845.

[0087] Although the foregoing figures illustrate various
embodiments of the disclosed systems and methods, addi-
tional and/or alternative embodiments are contemplated as
falling within the scope of this disclosure. For example, in
one embodiment, this disclosure provides a method for
processing computer network traffic, comprising: monitor-
ing, by one or more processors of a computer system, a
computing environment including a plurality of containers,
wherein the plurality of containers are instantiated within a
container-based architecture; determining, for at least one
container of the plurality of containers, a service type and an
1P address; assigning, by the one or more processors of the
computer system, the IP address of the container having the
determined service type to a first list of IP addresses;
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assigning, by the one or more processors of the computer
system, an IP address of each of the plurality of containers
to a second list of IP addresses; applying, by the one or more
processors of the computer system, a first security policy for
a first source of network traffic between the at least one
container and a device external to the container-based archi-
tecture for processing by the at least one container having
the determined service type and the IP address assigned to
the first list of IP addresses; managing a first traffic flow of
the first source of network traffic between the at least one
container and the device external to the container-based
architecture according to the first security policy, wherein
managing the first traffic flow includes generating an alert or
preventing the first traffic flow by an intrusion prevention
system (IPS) from entering the container-based architecture;
applying, by the one or more processors of the computer
system, a second security policy for a second source of
network traffic between the plurality of containers within the
container-based architecture for processing by the containers
having the IP addresses assigned to the second list of IP
addresses; and managing a second traffic flow of the second
source of network traffic between the plurality of containers
according to the second security policy, wherein managing
the first traffic flow includes generating an alert or prevent-
ing the second traffic flow by the IPS from being exchanged
between the plurality of containers.

[0088] In another embodiment of the method, the first
security policy includes an intrusion prevention system
(IPS) rule set that is applied to the first source of network
traffic in response to a determination that the IP address of
the container having the service type is in the first list of IP
addresses, and wherein the second security policy includes
an intrusion prevention system (IPS) rule set that is applied
to the second source of network traffic in response to a
determination that the IP address of one of the containers is
in the second list of IP addresses.

[0089] In a further embodiment of the method, a network
computing device of the computing environment in a data
flow path of the first or second source of network traffic
shares a same IP address or subnet as one of the containers,
and the method further comprises: determining, by the one
or more processors of the computer system, a traffic profile
of the first source of network traffic in response to deter-
mining that the same IP address or subnet is in the first list
of IP addresses; and determining, by the one or more
processors of the computer system, a traffic profile of the
second first source of network traffic in response to deter-
mining that the same IP address or subnet is in the second
list of IP addresses.

[0090] In yet another embodiment of the method, a net-
work address translation (NAT) device is along the data flow
path, and wherein the method further comprises: identifying,
by the one or more processors of the computer system,
network traffic received by the NAT device as the first source
of network traffic or the second source of network traffic
based on a location of an IP address of an intended container
recipient in the first list of IP addresses or the second list of
IP addresses.

[0091] In a further embodiment of the method, the method
further comprises: forming a plurality of pods, each pod
including at least one container of the plurality of containers,
wherein each pod has a same IP address or subnet as the at
least one container, and wherein the same IP address or
subnet is shared with at least one network computing device
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of the computing environment; and identifying, by the one
or more processors of the computer system, incoming net-
work traffic as the first source of network traffic or the
second source of network traffic based on a location of the
same [P address or subnet in the first list of IP addresses or
the second list of IP addresses.

[0092] In another embodiment of the method, the method
further comprises adding, by the one or more processors of
the computer system, a container firewall cluster to the
plurality of containers; generating, by the one or more
processors of the computer system, a default rule set for
analyzing network traffic directed at the container firewall
cluster; detecting, by the one or more processors of the
computer system, a source of network traffic directed at the
cluster; identifying, by the one or more processors of the
computer system, the source of network traffic as one of the
first source of network traffic or the second source of
network traffic in response to an assignment of an IP address
to at least one of the first list of IP addresses or the second
list of IP addresses; and replacing, by the one or more
processors of the computer system, the default rule set with
either the first security policy commensurate with the first
source of network traffic in response to a determination of
the IP address assigned to the first list of IP addresses or the
second security policy commensurate with the second
source of network traffic in response to a determination of
the IP address assigned to the second list of IP addresses.
[0093] In yet another embodiment of the method, the
container service type is configured for network traffic
external to the cluster.

[0094] In yet another embodiment of the method, the first
and second security policies include firewall policies for
controlling the network traffic between the least one con-
tainer and the device external to the container-based archi-
tecture in a North-South direction or between the plurality of
containers in an East-West direction, web application fire-
wall (WAF) policies for protecting web workloads deployed
in the plurality of containers, or IPS policies for alerting or
removing the network traffic determined to be indicators of
malicious activity.

[0095] In another embodiment of the method, the method
of claim 1, further comprises providing, by the one or more
processors of the computer system, a software application
that includes a first container and a second container of the
plurality of containers, the first container having the service
type and a first IP address, the second container having a
second IP address; configuring, by the one or more proces-
sors of the computer system, the first container to process the
first source of network traffic in response to a determination
of the first IP address in the first list of IP addresses;
configuring, by the one or more processors of the computer
system, the second container to process the second source of
network traffic in response to a determination of the first IP
address in the first list of IP addresses; applying, by the one
or more processors of the computer system, the first security
policy for the first source of network traffic directed at the
first container for processing; and applying, by the one or
more processors of the computer system, the second security
policy for the second source of network traffic directed at the
second container for processing.

[0096] In another example, in an embodiment, this disclo-
sure provides a computer system, comprising: one or more
processors; one or more memory devices coupled to the one
or more processors contain program code executable by the
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one or more processors; and one or more computer readable
storage devices coupled to the one or more processors,
wherein the one or more storage devices contains program
code executable by the one or more processors via the one
or more memory devices to implement a method for pro-
cessing computer network traffic, the method comprising:
monitoring a computing environment including a plurality
of containers, wherein the plurality of containers are instan-
tiated within a container-based architecture; determining, for
at least one container of the plurality of containers, a service
type and an IP address; assigning, by the one or more
processors of the computer system, the IP address of the at
least one container having the determined service type to a
first list of IP addresses; assigning, by the one or more
processors of the computer system, an IP address of each of
the containers to a second list of IP addresses; applying, by
the one or more processors of the computer system, a first
security policy for a first source of network traffic between
the at least one container and a device external to the
container-based architecture for processing by the container
having the determined service type and the IP address
assigned to the first list of IP addresses; managing a first
traffic flow of the first source of network traffic between the
at least one container and the device external to the con-
tainer-based architecture according to the first security
policy, wherein managing the first traffic flow includes
generating an alert or preventing the first traffic flow by an
intrusion prevention system (IPS) from entering the con-
tainer-based architecture; applying, by the one or more
processors of the computer system, a second security policy
for a second source of network traffic between the plurality
of containers within the container-based architecture for
processing by the containers having the IP addresses
assigned to the second list of IP addresses; and managing a
second traffic flow of the second source of network traffic
between the plurality of containers according to the second
security policy, wherein managing the first traffic flow
includes generating an alert or preventing the second traffic
flow by the IPS from being exchanged between the plurality
of containers.

[0097] Inanother embodiment of the computer system, the
first security policy includes an IPS rule set that is applied
to the first source of network traffic in response to a
determination that the IP address of the container having the
service type is in the first list of IP addresses, and wherein
the second security policy includes an IPS rule set that is
applied to the second source of network traffic in response
to a determination that the IP address of one of the plurality
of containers is in the second list of IP addresses.

[0098] In yet another embodiment of the computer system,
the network computing device of the computing environ-
ment in a data flow path of the first or second source of
network traffic shares a same IP address or subnet as one of
the plurality of containers, and wherein the method further
comprises: determining, by the one or more processors of
the computer system, a traffic profile of the first source of
network traffic in response to determining that the same IP
address or subnet is in the first list of IP addresses; and
determining, by the one or more processors of the computer
system, a traffic profile of the second first source of network
traffic in response to determining that the same IP address or
subnet is in the second list of IP addresses.

[0099] In a further embodiment of the computer system,
the method further comprises: adding, by the one or more
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processors of the computer system, a container firewall
cluster to the plurality of containers; generating, by the one
or more processors of the computer system, a default rule set
for analyzing network traffic directed at the container fire-
wall cluster; detecting, by the one or more processors of the
computer system, a source of network traffic directed at the
cluster; identifying, by the one or more processors of the
computer system, the source of network traffic as one of the
first source of network traffic or the second source of
network traffic in response to an assignment of an IP address
to at least one of the first list of IP addresses or the second
list of IP addresses; and replacing, by the one or more
processors of the computer system, the default rule set with
either the first security policy commensurate with the first
source of network traffic in response to a determination of
the IP address assigned to the first list of IP addresses or the
second security policy commensurate with the second
source of network traffic in response to a determination of
the IP address assigned to the second list of IP addresses.

[0100] In a further embodiment of the computer system,
the first and second security policies include firewall policies
for controlling the network traffic between the least one
container and the device external to the container-based
architecture or between the plurality of containers in an
East-West direction, web application firewall (WAF) poli-
cies for protecting web workloads deployed in the plurality
of containers, or IPS policies for alerting or removing the
network traffic determined to be indicators of malicious
activity.

[0101] In a further embodiment of the computer system,
the method further comprises: providing, by the one or more
processors of the computer system, a software application
that includes a first container and a second container of the
plurality of containers, the first container having the service
type and a first IP address, the second container having a
second IP address; configuring, by the one or more proces-
sors of the computer system, the first container to process the
first source of network traffic in response to a determination
of the first IP address in the first list of IP addresses;
configuring, by the one or more processors of the computer
system, the second container to process the second source of
network traffic in response to a determination of the first IP
address in the first list of IP addresses; controlling according
to the first security policy the first source of network traffic
sent from the device external to the container-based archi-
tecture and directed at the first container; and controlling
according to the second security policy the second source of
network traffic sent from the first container and directed at
the second container.

[0102] In another example, in an embodiment, this disclo-
sure provides a computer program product for processing
computer network traffic, the computer program product
comprising: one or more computer readable storage media
having computer readable program code collectively stored
on the one or more computer readable storage media, the
computer readable program code being executed by one or
more processors of a computer system to cause the computer
system to perform a method for processing computer net-
work traffic, comprising: monitoring a computing environ-
ment including a plurality of containers, wherein the plu-
rality of containers are instantiated within a container-based
architecture; determining, for at least one of the plurality of
containers, a service type and an IP address; assigning the I[P
address of the at least one container having the determined
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service type to a first list of IP addresses; applying, by the
one or more processors of the computer system, a first
security policy for a first source of network traffic between
the at least one container and a device external to the
container-based architecture for processing by the container
having the determined service type and the IP address
assigned to the first list of IP addresses; assigning an IP
address of each of the containers to a second list of IP
addresses; managing a first traffic flow of the first source of
network traffic between the at least one container and the
device external to the container-based architecture according
to the first security policy, wherein managing the first traffic
flow includes generating an alert or preventing the first
traffic flow by an intrusion prevention system (IPS) from
entering the container-based architecture; applying, by the
one or more processors of the computer system, a second
security policy for a second source of network traffic
between the plurality of containers within the container-
based architecture for processing by the containers having
the IP addresses assigned to the second list of IP addresses;
and managing a second traffic flow of the second source of
network traffic between the plurality of containers according
to the second security policy, wherein managing the first
traffic flow includes generating an alert or preventing the
second traffic flow by the IPS from being exchanged
between the plurality of containers.

[0103] In another embodiment of the computer program
product, the first security policy includes an IPS rule set that
is applied to the first source of network traffic in response to
a determination that the IP address of the container having
the service type is in the first list of IP addresses, and
wherein the second security policy includes an IPS rule set
that is applied to the second source of network traffic in
response to a determination that the IP address of one of the
plurality of containers is in the second list of IP addresses.

[0104] In yet another embodiment of the computer pro-
gram product, a network computing device of the computing
environment in a data flow path of the first or second source
of network traffic shares a same IP address or subnet as one
of the plurality of containers, and wherein the method
further comprises: determining, by the one or more proces-
sors of the computer system, a traffic profile of the first
source of network traffic in response to determining that the
same IP address or subnet is in the first list of IP addresses;
and determining, by the one or more processors of the
computer system, a traffic profile of the second first source
of network traffic in response to determining that the same
IP address or subnet is in the second list of IP addresses.

[0105] In a further embodiment of the computer program
product, the method further comprises: adding, by the one or
more processors of the computer system, a container firewall
cluster to the plurality of containers; generating, by the one
or more processors of the computer system, a default rule set
for analyzing network traffic directed at the container fire-
wall cluster; detecting, by the one or more processors of the
computer system, a source of network traffic directed at the
cluster; identifying, by the one or more processors of the
computer system, the source of network traffic as one of the
first source of network traffic or the second source of
network traffic in response to an assignment of an [P address
to at least one of the first list of IP addresses or the second
list of IP addresses; and replacing, by the one or more
processors of the computer system, the default rule set with
either the first security policy commensurate with the first
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source of network traffic in response to a determination of
the IP address assigned to the first list of IP addresses or the
second security policy commensurate with the second
source of network traffic in response to a determination of
the IP address assigned to the second list of IP addresses.

[0106] In a further embodiment of the computer program
product, the first and second security policies include fire-
wall policies for controlling the network traffic between the
least one container and the device external to the container-
based architecture in a North-South direction or between the
plurality of containers in an East-West direction, web appli-
cation firewall (WAF) policies for protecting web workloads
deployed in the plurality of containers, or IPS policies for
alerting or removing the network traffic determined to be
indicators of malicious activity.

[0107] It will be appreciated that the modules, processes,
systems, and sections described above may be implemented
in hardware, hardware programmed by software, software
instructions stored on a nontransitory computer readable
medium or a combination of the above. A system as
described above, for example, may include a processor
configured to execute a sequence of programmed instruc-
tions stored on a nontransitory computer readable medium.
For example, the processor may include, but not be limited
to, a personal computer or workstation or other such com-
puting system that includes a processor, microprocessor,
microcontroller device, or is comprised of control logic
including integrated circuits such as, for example, an Appli-
cation Specific Integrated Circuit (ASIC). The instructions
may be compiled from source code instructions provided in
accordance with a programming language such as Java, C,
C++, C #.net, assembly or the like. The instructions may also
comprise code and data objects provided in accordance with,
for example, the Visual Basic™ language, or another struc-
tured or object-oriented programming language. The
sequence of programmed instructions, or programmable
logic device configuration software, and data associated
therewith may be stored in a nontransitory computer-read-
able medium such as a computer memory or storage device
which may be any suitable memory apparatus, such as, but
not limited to ROM, PROM, EEPROM, RAM, flash
memory, disk drive and the like.

[0108] Furthermore, the modules, processes, systems, and
sections may be implemented as a single processor or as a
distributed processor. Further, it should be appreciated that
the steps mentioned above may be performed on a single or
distributed processor (single and/or multi-core, or cloud
computing system). Also, the processes, system compo-
nents, modules, and sub-modules described in the various
figures of and for embodiments above may be distributed
across multiple computers or systems or may be co-located
in a single processor or system. Example structural embodi-
ment alternatives suitable for implementing the modules,
sections, systems, means, or processes described herein are
provided below.

[0109] The modules, processors or systems described
above may be implemented as a programmed general pur-
pose computer, an electronic device programmed with
microcode, a hard-wired analog logic circuit, software
stored on a computer-readable medium or signal, an optical
computing device, a networked system of electronic and/or
optical devices, a special purpose computing device, an
integrated circuit device, a semiconductor chip, and/or a
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software module or object stored on a computer-readable
medium or signal, for example.

[0110] Embodiments of the method and system (or their
sub-components or modules), may be implemented on a
general-purpose computer, a special-purpose computer, a
programmed microprocessor or microcontroller and periph-
eral integrated circuit element, an ASIC or other integrated
circuit, a digital signal processor, a hardwired electronic or
logic circuit such as a discrete element circuit, a pro-
grammed logic circuit such as a PLD, PLA, FPGA, PAL, or
the like. In general, any processor capable of implementing
the functions or steps described herein may be used to
implement embodiments of the method, system, or a com-
puter program product (software program stored on a non-
transitory computer readable medium).

[0111] Furthermore, embodiments of the disclosed
method, system, and computer program product (or software
instructions stored on a nontransitory computer readable
medium) may be readily implemented, fully or partially, in
software using, for example, object or object-oriented soft-
ware development environments that provide portable
source code that may be used on a variety of computer
platforms. Alternatively, embodiments of the disclosed
method, system, and computer program product may be
implemented partially or fully in hardware using, for
example, standard logic circuits or a VLSI design. Other
hardware or software may be used to implement embodi-
ments depending on the speed and/or efficiency require-
ments of the systems, the particular function, and/or par-
ticular software or hardware system, microprocessor, or
microcomputer being utilized. Embodiments of the method,
system, and computer program product may be implemented
in hardware and/or software using any known or later
developed systems or structures, devices and/or software by
those of ordinary skill in the applicable art from the function
description provided herein and with a general basic knowl-
edge of the software engineering and computer networking
arts.

[0112] Moreover, embodiments of the disclosed method,
system, and computer readable media (or computer program
product) may be implemented in software executed on a
programmed general-purpose computer, a special purpose
computer, a microprocessor, a network server or switch, or
the like.

[0113] It is, therefore, apparent that there is provided, in
accordance with the various embodiments disclosed herein,
methods, systems and computer readable media for applying
an appropriate security policy to network traffic to prevent
intrusion attempts to the containerized computing environ-
ment.

[0114] While the disclosed subject matter has been
described in conjunction with a number of embodiments, it
is evident that many alternatives, modifications and varia-
tions would be, or are, apparent to those of ordinary skill in
the applicable arts. Accordingly, Applicants intend to
embrace all such alternatives, modifications, equivalents and
variations that are within the spirit and scope of the disclosed
subject matter. It should also be understood that references
to items in the singular should be understood to include
items in the plural, and vice versa, unless explicitly stated
otherwise or clear from the context. Grammatical conjunc-
tions are intended to express any and all disjunctive and
conjunctive combinations of conjoined clauses, sentences,
words, and the like, unless otherwise stated or clear from the
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context. Thus, the term “or” should generally be understood
to mean “and/or” and so forth.

1. A method for processing computer network traffic,
comprising:
monitoring, by one or more processors of a computer
system, a computing environment including a plurality
of containers, wherein the plurality of containers is
instantiated within a container-based architecture;

determining, for at least one container of the plurality of
containers, a service type and an IP address;

assigning, by the one or more processors of the computer
system, the IP address of the container having the
determined service type to a first list of IP addresses;

assigning, by the one or more processors of the computer
system, an [P address of each of the plurality of
containers to a second list of IP addresses;
applying, by the one or more processors of the computer
system, a first security policy for a first source of
network traffic between the at least one container and a
device external to the container-based architecture for
processing by the at least one container having the
determined service type and the IP address assigned to
the first list of IP addresses;
managing a first traffic flow of the first source of network
traffic between the at least one container and the device
external to the container-based architecture according
to the first security policy, wherein managing the first
traffic flow includes generating an alert or preventing
the first traffic flow by an intrusion prevention system
(IPS) from entering the container-based architecture;

applying, by the one or more processors of the computer
system, a second security policy for a second source of
network traffic between the plurality of containers
within the container-based architecture for processing
by the containers having the IP addresses assigned to
the second list of IP addresses; and

managing a second traffic flow of the second source of

network traffic between the plurality of containers
according to the second security policy, wherein man-
aging the first traffic flow includes generating an alert
or preventing the second traffic flow by the IPS from
being exchanged between the plurality of containers.

2. The method of claim 1, wherein the first security policy
includes an IPS rule set that is applied to the first source of
network traffic in response to a determination that the IP
address of the container having the service type is in the first
list of IP addresses, and wherein the second security policy
includes an IPS rule set that is applied to the second source
of network traffic in response to a determination that the IP
address of one of the containers is in the second list of IP
addresses.

3. The method of claim 1, wherein a network computing
device of the computing environment in a data flow path of
the first or second source of network traffic shares a same IP
address or subnet as one of the containers, and wherein the
method further comprises:

determining, by the one or more processors of the com-

puter system, a traffic profile of the first source of
network traffic in response to determining that the same
IP address or subnet is in the first list of IP addresses;
and

determining, by the one or more processors of the com-
puter system, a traffic profile of the second first source
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of network traffic in response to determining that the
same [P address or subnet is in the second list of IP
addresses.
4. The method of claim 3, wherein the network computing
device in the data flow path is a network address translation
(NAT) device.
5. The method of claim 1, further comprising:
forming a plurality of pods, each pod including one or
more containers of the plurality of containers, wherein
each pod has a same IP address or subnet as the one or
more containers, and wherein the same IP address or
subnet is shared with at least one network computing
device of the computing environment; and

identifying, by the one or more processors of the com-
puter system, incoming network traffic as the first
source of network traffic or the second source of
network traffic based on a location of the same IP
address or subnet in the first list of IP addresses or the
second list of IP addresses.

6. The method of claim 1, further comprising:

adding, by the one or more processors of the computer

system, a container firewall cluster to the plurality of
containers;

generating, by the one or more processors of the computer

system, a default rule set for analyzing network traffic
directed at the container firewall cluster;

detecting, by the one or more processors of the computer

system, a source of network traffic directed at the
cluster;

identifying, by the one or more processors of the com-

puter system, the source of network traffic as one of the
first source of network traffic or the second source of
network traffic in response to an assignment of an IP
address to at least one of the first list of IP addresses or
the second list of IP addresses; and

replacing, by the one or more processors of the computer

system, the default rule set with either the first security
policy commensurate with the first source of network
traffic in response to a determination of the IP address
assigned to the first list of IP addresses or the second
security policy commensurate with the second source
of network traffic in response to a determination of the
IP address assigned to the second list of IP addresses.

7. The method of claim 6, wherein the container service
type is configured for network traffic external to the cluster.

8. The method of claim 1, wherein the first and second
security policies include firewall policies for controlling the
network traffic between the least one container and the
device external to the container-based architecture in a
North-South direction or between the plurality of containers
in an East-West direction, web application firewall (WAF)
policies for protecting web workloads deployed in the
plurality of containers, or IPS policies for alerting or remov-
ing the network traffic determined to be indicators of mali-
cious activity.

9. The method of claim 1, further comprising:

providing, by the one or more processors of the computer

system, a software application that includes a first
container and a second container of the plurality of
containers, the first container having the service type
and a first IP address, the second container having a
second IP address;

configuring, by the one or more processors of the com-

puter system, the first container to process the first
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source of network traffic in response to a determination
of the first IP address in the first list of IP addresses;
configuring, by the one or more processors of the com-
puter system, the second container to process the sec-
ond source of network traffic in response to a determi-
nation of the first IP address in the first list of IP
addresses;
controlling according to the first security policy the first
source of network traffic sent from the device external
to the container-based architecture and directed at the
first container; and
controlling according to the second security policy the
second source of network traffic sent from the first
container and directed at the second container.
10. A computer system, comprising:
one or more processors;
one or more memory devices coupled to the one or more
processors contain program code executable by the one
Or more processors;
one or more computer readable storage devices coupled to
the one or more processors, wherein the one or more
storage devices contains program code executable by
the one or more processors via the one or more memory
devices to implement a method for processing com-
puter network traffic, the method comprising:
monitoring a computing environment including a plu-
rality of containers, wherein the plurality of contain-
ers is instantiated within a container-based architec-
ture;
determining, for at least one container of the plurality
of containers, a service type and an IP address;
assigning, by the one or more processors of the com-
puter system, the IP address of the at least one
container having the determined service type to a
first list of IP addresses;
assigning, by the one or more processors of the com-
puter system, an IP address of each of the containers
to a second list of IP addresses;
applying, by the one or more processors of the com-
puter system, a first security policy for a first source
of network traffic between the at least one container
and a device external to the container-based archi-
tecture for processing by the container having the
determined service type and the IP address assigned
to the first list of IP addresses;
managing a first traffic flow of the first source of
network traffic between the at least one container and
the device external to the container-based architec-
ture according to the first security policy, wherein
managing the first traffic flow includes generating an
alert or preventing the first traffic flow by an intru-
sion prevention system (IPS) from entering the con-
tainer-based architecture;
applying, by the one or more processors of the com-
puter system, a second security policy for a second
source of network traffic between the plurality of
containers within the container-based architecture
for processing by the containers having the IP
addresses assigned to the second list of IP addresses;
and
managing a second traffic flow of the second source of
network traffic between the plurality of containers
according to the second security policy, wherein
managing the first traffic flow includes generating an
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alert or preventing the second traffic flow by the IPS
from being exchanged between the plurality of con-
tainers.

11. The computer system of claim 10, wherein the first
security policy includes an IPS rule set that is applied to the
first source of network traffic in response to a determination
that the IP address of the container having the service type
is in the first list of IP addresses, and wherein the second
security policy includes an IPS rule set that is applied to the
second source of network traffic in response to a determi-
nation that the IP address of one of the plurality of containers
is in the second list of IP addresses.

12. The computer system of claim 10, wherein a network
computing device of the computing environment in a data
flow path of the first or second source of network traffic
shares a same IP address or subnet as one of the plurality of
containers, and wherein the method further comprises:

determining, by the one or more processors of the com-

puter system, a traffic profile of the first source of
network traffic in response to determining that the same
IP address or subnet is in the first list of IP addresses;
and

determining, by the one or more processors of the com-

puter system, a traffic profile of the second first source
of network traffic in response to determining that the
same [P address or subnet is in the second list of IP
addresses.

13. The computer system of claim 10, wherein the method
further comprises:

adding, by the one or more processors of the computer

system, a container firewall cluster to the plurality of
containers;

generating, by the one or more processors of the computer

system, a default rule set for analyzing network traffic
directed at the container firewall cluster;

detecting, by the one or more processors of the computer

system, a source of network traffic directed at the
cluster;

identifying, by the one or more processors of the com-

puter system, the source of network traffic as one of the
first source of network traffic or the second source of
network traffic in response to an assignment of an IP
address to at least one of the first list of IP addresses or
the second list of IP addresses; and

replacing, by the one or more processors of the computer

system, the default rule set with either the first security
policy commensurate with the first source of network
traffic in response to a determination of the IP address
assigned to the first list of IP addresses or the second
security policy commensurate with the second source
of network traffic in response to a determination of the
IP address assigned to the second list of IP addresses.

14. The computer system of claim 10, wherein the first
and second security policies include firewall policies for
controlling the network traffic between the least one con-
tainer and the device external to the container-based archi-
tecture in a North-South direction or between the plurality of
containers in an East-West direction, web application fire-
wall (WAF) policies for protecting web workloads deployed
in the plurality of containers, or IPS policies for alerting or
removing the network traffic determined to be indicators of
malicious activity.

15. The computer system of claim 10, wherein the method
further comprises:
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providing, by the one or more processors of the computer
system, a software application that includes a first
container and a second container of the plurality of
containers, the first container having the service type
and a first IP address, the second container having a
second IP address;
configuring, by the one or more processors of the com-
puter system, the first container to process the first
source of network traffic in response to a determination
of the first IP address in the first list of IP addresses;
configuring, by the one or more processors of the com-
puter system, the second container to process the sec-
ond source of network traffic in response to a determi-
nation of the first IP address in the first list of IP
addresses;
controlling according to the first security policy the first
source of network traffic sent from the device external
to the container-based architecture and directed at the
first container; and
controlling according to the second security policy the
second source of network traffic sent from the first
container and directed at the second container.
16. A computer program product for processing computer
network traffic, the computer program product comprising:
one or more computer readable storage media having
computer readable program code collectively stored on
the one or more computer readable storage media, the
computer readable program code being executed by
one or more processors of a computer system to cause
the computer system to perform a method for process-
ing computer network traffic, comprising:
monitoring a computing environment including a plu-
rality of containers, wherein the plurality of contain-
ers is instantiated within a container-based architec-
ture;
determining, for at least one of the plurality of con-
tainers, a service type and an IP address;
assigning the IP address of the at least one container
having the determined service type to a first list of IP
addresses;
applying, by the one or more processors of the com-
puter system, a first security policy for a first source
of network traffic between the at least one container
and a device external to the container-based archi-
tecture for processing by the container having the
determined service type and the IP address assigned
to the first list of IP addresses;
assigning an IP address of each of the containers to a
second list of IP addresses;
managing a first traffic flow of the first source of
network traffic between the at least one container and
the device external to the container-based architec-
ture according to the first security policy, wherein
managing the first traffic flow includes generating an
alert or preventing the first traffic flow by an intru-
sion prevention system (IPS) from entering the con-
tainer-based architecture;
applying, by the one or more processors of the com-
puter system, a second security policy for a second
source of network traffic between the plurality of
containers within the container-based architecture
for processing by the containers having the IP
addresses assigned to the second list of IP addresses;
and
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managing a second traffic flow of the second source of
network traffic between the plurality of containers
according to the second security policy, wherein
managing the first traffic flow includes generating an
alert or preventing the second traffic flow by the IPS
from being exchanged between the plurality of con-
tainers.

17. The computer program product of claim 16, wherein
the first security policy includes an IPS rule set that is
applied to the first source of network traffic in response to a
determination that the IP address of the container having the
service type is in the first list of IP addresses, and wherein
the second security policy includes an IPS rule set that is
applied to the second source of network traffic in response
to a determination that the IP address of one of the plurality
of containers is in the second list of IP addresses.

18. The computer program product of claim 16, wherein
a network computing device of the computing environment
in a data flow path of the first or second source of network
traffic shares a same IP address or subnet as one of the
plurality of containers, and wherein the method further
comprises:

determining, by the one or more processors of the com-

puter system, a traffic profile of the first source of
network traffic in response to determining that the same
IP address or subnet is in the first list of IP addresses;
and

determining, by the one or more processors of the com-

puter system, a traffic profile of the second first source
of network traffic in response to determining that the
same [P address or subnet is in the second list of IP
addresses.

19. The computer program product of claim 16, wherein
the method further comprises:

adding, by the one or more processors of the computer

system, a container firewall cluster to the plurality of
containers;

generating, by the one or more processors of the computer

system, a default rule set for analyzing network traffic
directed at the container firewall cluster;

detecting, by the one or more processors of the computer

system, a source of network traffic directed at the
cluster;

identifying, by the one or more processors of the com-

puter system, the source of network traffic as one of the
first source of network traffic or the second source of
network traffic in response to an assignment of an IP
address to at least one of the first list of IP addresses or
the second list of IP addresses;

replacing, by the one or more processors of the computer

system, the default rule set with either the first security
policy commensurate with the first source of network
traffic in response to a determination of the IP address
assigned to the first list of IP addresses or the second
security policy commensurate with the second source
of network traffic in response to a determination of the
IP address assigned to the second list of IP addresses.

20. The computer program product of claim 16, wherein
the first and second security policies include firewall policies
for controlling the network traffic between the least one
container and the device external to the container-based
architecture in a North-South direction or between the
plurality of containers in an East-West direction, web appli-
cation firewall (WAF) policies for protecting web workloads
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deployed in the plurality of containers, or IPS policies for
alerting or removing the network traffic determined to be
indicators of malicious activity.

#* #* #* #* #*
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