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(57) Abstract: Secure cryptography operations on a white-box cryptography de-
vice. Receiving a first message. Receiving a cryptographic key encrypted using a
homomorphic encryption scheme. Performing a cryptographic operation, e.g., de-
cryption or digital signature, using the encrypted cryptographic key. Performing a
homorphically encrypted tracer calculation that traces the performance of the cryp-
tography operations on the white-box cryptography device thereby allowing veri-
fication that all steps of the cryptography operation has been performed without
external manipulation. Performing a key-exchange operation. Decrypting the key-
exchange output using an alternate cryptographic key stored on the cryptographic
device.
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CRYPTOGRAPHY DEVICE HAVING IMPROVED SECURITY AGAINST SIDE-
CHANNEL ATTACKS

[0001] BACKGROUND OF THE INVENTION

[0002] The present invention generally relates to cryptography devices, and more particularly
to cryptography devices that avoid manipulation of secret data, such as keys and random number
generator seeds, in plaintext to thereby be more resilient to side-channel attacks including whitebox

attacks designed to discern such secret data.

[0003] Broadly, cryptography provides mechanisms by which a private plaintext message may
be protected from being divulged by converting the message into a ciphertext that may only be
deciphered, i.e., converted back into the plaintext by specific persons or entities that are privy to a

secret key required for performing the deciphering operation.

[0004] Two major categories of cryptography are secret key cryptography and private-key-
public-key cryptography (herein, simply referred to as public key cryptography). The former
includes the Digital Encryption Standard (DES) and the Advanced Encryption Standard (AES).
The latter includes Rivest-Shamir-Adelman (RSA).

[0005] In secret key cryptography, the encrypting party and the decrypting party share a secret
key (the shared secret key) that is used to both encrypt and decrypt a message. In public key
cryptography, the recipient of a ciphertext message, i.e., the decrypting party, has a private key or
secret key required to decipher ciphertext messages encoded with the public key. In other words,
there is an association between a particular private key and a particular public key; they form a key
pair. The public key is made available to anyone who wishes to send an encoded message (a
ciphertext message) whereas the corresponding secret key is kept secret by the intended recipient

of messages.

Public key cryptography also allows creation of digital signatures. The private key is used to sign

a message and the public key to verify the signature.
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[0006] Traditionally, cryptography relied on a message being turned into a ciphertext, that only
sender and/or recipient would know the required keys, and that the encryption, decryption, and
digital signature processes would not be available for a nefarious person trying to discern the secret
message (or sign the message). Keys were protected by not giving access to the machines that
were used to decrypt/sign a text. The endpoints of a communication are trusted and the
communication channel between the endpoints is protected by turning messages into ciphertext
that cannot be decrypted without access to the required decryption key. This is referred to as black

box cryptography.

[0007] However, there are situations where the cryptography device has to be made available
on open devices to a party that not necessarily should have access to the cryptography key. For
example, in a digital rights management (DRM) scenario a publisher may wish to make a DRM
protected work available to a subscriber. As long as the subscriber satisfies the terms of the
subscription, the work is available. However, at the end of a subscription term, the subscriber

should not have access to the work.

[0008] The open nature of these systems — whether PCs, tablets, or smart phones — renders the
cryptography software extremely vulnerable to attack because the attacker has complete control of
the execution platform and of the software implementation itself. The attacker can easily analyze
the binary code of the cryptography application and, for example, memory pages used for
temporary storage during the execution by intercepting system calls, tampering with the binary or
execution files. Such manipulation may, for example, be performed using debuggers and hardware
emulation tools.

[0009] These attacks include trace execution, examination of intermediate results, and access
to keys located in memory as well as the performance of static analysis on the cryptography

software and alteration of sub-computations for perturbation analysis.

[0010] If the work is protected through cryptography, the decryption/signing key may be
provided on the subscriber’s cryptography device, e.g., a mobile device such as a mobile telephone,

in a manner such that the key can be used by the device to decrypt or to sign the work without
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revealing either the key or the algorithm to the subscriber. The key might be hidden in some way
inside the code implementing the decryption or signature algorithm may be obfuscated so that it is
very difficult to determine any information about the value of the key. This scenario is referred to

as white-box cryptography.

[0011] White-box cryptography was first described by Chow et al. in [Chow AES] Stanley
Chow, et al., White-Box Cryptography and an AES Implementation, in Proceedings of the 9"
International Workshop on Selected Areas in Cryptography (SAC 2002 ), volume 2595 of Lecture
Notes in Computer Science, pp. 250-270. Springer, 2002 and in [Chow DES] Stanley Chow, et
al., White-Box Cryptography DES Implementation for DRM applications, in Proceedings of the
ACM Workshop on Security and Digital Rights Management (DRM 2002), volume 2696 of Lecture
Notes in Computer Science, pp. 1-15. Springer, 2002. [Chow AES] and [Chow DES] are both

incorporated herein by reference in their entireties.

[0012] However, hitherto, all practical white-box cryptography approaches have been broken.
Therefore, there is still an unmet need to provide cryptography devices that protect cryptographic

keys from being divulged.

[0013] A possible mechanism for protecting encrypted data from being divulged during
computations made on the data is homomorphic encryption. Homomorphic encryption allows
computations to be performed on ciphertext values such that computation results when decrypted

are the same values as if the computations were performed on corresponding plaintext values.

[0014] There are several approaches to homomorphic encryption that exhibit the homomorphic
property over one operation. For example, the ElGamal cryptography system ([Elgamal] T.
Elgamal, A public key cryptosystem and a signature scheme based on discrete logarithms, IEEE
Transactions on Information Theory (Vol. 31, Issue. 4, July 1985)) is homomorphic over
multiplication. Similarly, the Paillier cryptosystem (Paillier, Pascal "Public-Key Cryptosystems
Based on Composite Degree Residuosity Classes". EUROCRYPT. Springer. pp. 223-238, 1999) is

homomorphic over addition.
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[0015] A very powerful, albeit computationally expensive, cryptography mechanism, known
as fully homomorphic encryption (FHE), was introduced by Craig Gentry in 2009 in [Gentry] Fully
Homomorphic Encryption Using Ideal Lattices, in Proceedings of the forty-first annual ACM
symposium on Theory of computing (STOC °09), pp. 169-178. ACM, 2009. [Gentry] is
incorporated herein by reference in its entirety. Broadly, in FHE, calculations may be performed
on encrypted values, with results decrypted, to produce results that are the same as if the calculation
had been performed on corresponding plaintext values. FHE provides for the application of an
arithmetic circuit to a set of ciphertexts wherein the result is an encrypted value that would be the
same as if it had been evaluated on the underlying plaintext. To be considered fully homomorphic,
the encryption scheme allows for computations using arbitrary functions and is capable of

evaluation of any circuit.

[0016] FHE has been suggested for use to encrypt secret key cryptography algorithms, notable
AES. See, [GHS] Craig Gentry, Shai Halevi, Nigel P. Smart, Homomorphic Evaluation of the AES
Circuit, CRYPTO 2012 (a version may be found in http://eprint.iacr.org/2012/099.pdf (accessed on

December 3, 2016). In this article, the use case is that a cloud service may compute {M}gg,.,
from {K}gk,,, and {C}gk,,, such that C = AES/K]/(M). The cloud service provider sends
{M}Ek,., to the client, which may decrypt the message {M}gk,,, . using DKpue to obtain the
plaintext M. EK and DK are encryption key and decryption key, respectively; in the case of shared
secret cryptography, EK and DK are the same whereas for public-key cryptography, EK and DK

are, respectively, the public key and private key of the recipient.

[0017] Unfortunately, FHE is computationally very expensive and is rarely practical to use in
real-world use cases. A middle-ground are so-called somewhat homomorphic encryption systems,
which limit the homomorphic property to certain calculations beyond a single operation, e.g.,

evaluation of low-degree polynomials over ciphertext data.

[0018] Homomorphic encryption has been considered for use in white-box cryptography. See
e.g., [Wyseur] White-Box Cryptography, Brecht Wyseur (COSIC) Ph.D. thesis, (2009),

hitp:/fwww.cosic.esat.kuleuven.be/publications/thesis-152.pdf (accessed on August 29, 2016).
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[0019] However, there are problems associated with use of homomorphic encryption in a
white-box environment. In the white-box environment, the homomorphic decryption is performed
by the same entity as the one that computes the homomorphic operations. This access to the

algorithm places some vulnerability on the security of the mechanism.

[0020] Other problems associated with deployment of homomorphic encryption in white-box
cryptography include, first, if the calculation is performed on encrypted data, the encryption result
is also encrypted. There needs to be a mechanism for allowing the cryptography device to convert
securely the result into a plaintext. Second, fundamental to any cryptographic calculation is
knowledge that the entire calculation is performed. For example, for a block cipher such as AES,
if all inputs to a cryptographic operation are encrypted, there is no mechanism available to verify
that all rounds of the block cipher and all steps of those rounds have been performed.

[0021] From the foregoing it will be apparent that there is still a need for improving the security

of devices that rely on white-box cryptography for performing cryptography operations.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] Figure 1 is a schematic illustration of a mobile device optionally connected over a
network to one or more servers from which the mobile device may obtain materials which it would
perform cryptographic operations on, for example, for obtaining access to digital rights

management protected content.

[0023] Figure 2 is a schematic illustration of a cryptography device, e.g., a mobile device such

as a mobile telephone or tablet.

[0024] Figure 3 is a schematic illustration of programs and data stored in a memory of the

cryptography device of Figure 2.

[0025] Figure 4 is a high-level schematic illustration of a mobile device having a white-box

cryptography module program listing that may be stored in the memory of a cryptography device
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as illustrated in Figure 3 and which performs a cryptographic operation, e.g., an Advanced

Encryption Standard (AES) decryption, to obtain access to a message obtained from a server.

[0026] Figure 5 a schematic illustration illustrating the use of homomorphic encryption scheme
in a white-box cryptography mechanism in a cryptographic device performing a cryptographic

operation.

[0027] Figure 6 a schematic illustration providing an embodiment of the mechanism of Figure
5 in which a cryptographic device performs a key-switch operation while performing an FHE white

box mechanism to perform a cryptographic operation.

[0028] Figure 7 is a schematic illustration providing an embodiment for the mechanisms of
Figure 5 and Figure 6 in which the cryptographic device is provided a tracer vector and tracer
verification sum to allow verification of the performance of a cryptographic operation protected

using the HE white box mechanism.

[0029] Figure § is a schematic illustration providing an embodiment for the tracer verification
of Figure 7.
[0030] Figure 9 is a schematic illustration providing a first embodiment of the tracer

mechanism of Figure 7 and Figure 8§, in which the tracer mechanism is encrypted.

[0031] Figure 10 is a schematic illustration providing a second embodiment for the tracer

mechanism of Figure 7 and Figure 8§, in which the tracer mechanism is encrypted.

[0032] Figure 11 is a flow-diagram illustrating an embodiment in which a secure deterministic

random sequence is applied to the second embodiment for applying a tracer as illustrated in Figure

10.
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[0033] Figure 12 provides additional detail for the mechanism for using an encrypted tracer as
discussed hereinabove in conjunction with Figure 10 using a secure deterministic random

sequence.

[0034] Figure 13 is a schematic illustration of a white-box HE implementation of cryptographic

digital signature.

DETAILED DESCRIPTION OF THE INVENTION

[0035] In the following detailed description, reference is made to the accompanying drawings
that show, by way of illustration, specific embodiments in which the invention may be practiced.
These embodiments are described in sufficient detail to enable those skilled in the art to practice
the invention. It is to be understood that the various embodiments of the invention, although
different, are not necessarily mutually exclusive. For example, a particular feature, structure, or
characteristic described herein in connection with one embodiment may be implemented within
other embodiments without departing from the spirit and scope of the invention. In addition, it is
to be understood that the location or arrangement of individual elements within each disclosed
embodiment may be modified without departing from the spirit and scope of the invention. The
following detailed description is, therefore, not to be taken in a limiting sense, and the scope of the
present invention is defined only by the appended claims, appropriately interpreted, along with the
full range of equivalents to which the claims are entitled. In the drawings, like numerals refer to

the same or similar functionality throughout the several views.

[0036] In an embodiment of the invention, a cryptographic device, €.g., a mobile telephone, a
tablet, or a personal computer executes a white-box cryptography mechanism using homomorphic,
fully homomorphic, or somewhat fully homomorphic encryption to protect a secret entrusted to the
cryptographic device, e.g., a secret key (K) used to encrypt and/or decrypt or to cryptographically
sign, for example, using a block cipher such as the Advanced Encryption Standard (AES) algorithm
or the RSA algorithm for signature (RSA is named after it’s inventors, Rivest, Shapiro, and

Adleman), from attacks intended to discern the protected secret.
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[0037] Figure 1 is a schematic illustration of a network 111 connecting a cryptographic device
103, e.g., a mobile telephone, a tablet, or a personal computer, to one or more remote servers 113.
The cryptographic device 103 is operated by a user 101 who interacts with one of the servers 113
via a web browser window 105 of a web browser. In the example scenario illustrated in Figure 1,
the cryptographic device 103 provides the cryptographic operations on behalf of the user 101, e.g.,
to decrypt messages, €.g., message C 115, which may correspond to a plaintext message M, and
which is received from the remote server 113a. The messages may be a DRM protected content,
such as a computer program or a music library. The message C 115 may also be provided to the
cryptographic device 103 to obtain a cryptographic digital signature by the cryptographic device
103.

[0038] While Figure 1 provides an illustration of one scenario in which cryptography may play
an important role, there are many other important uses for cryptography. Thus, the technology

described herein is not limited in its application to the usage example illustrated in Figure 1.

[0039] In one embodiment, discussed in conjunction with Figure 5 a decryption server 117

operates to perform a portion of the process of decrypting the message C 115.

[0040] Figure 2 is a schematic illustration of a cryptography device 103, for example, a mobile
telephone, tablet, or personal computer. The cryptography device 103 may include a processor 201
connected via a bus 202 to a random access memory (RAM) 203, a read-only memory (ROM) 204,
and a non-volatile memory (NVM) 205. The cryptography device 103 further includes an
input/output interface 207 for connecting the processor 201, again typically via the bus 202, to a
connector 211 by which the cryptography device 103 may be connected to an antenna 211 by which
the cryptography device 103 may connect to various forms of wireless networks, e.g., wide-area
networks, WiFi networks, or mobile telephony networks. Alternatively, the cryptography device

103 may connect to networks via wired network connections such as Ethernet.

[0041] The ROM 204 and/or NVM 205 may include computer programs 301 as is illustrated

in Figure 3. While it is here depicted that the computer programs 301 are all co-located in the
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ROM 204 or the NVM 205, in actual practice there is no such restriction as programs may be
spread out over multiple memories and even temporarily installed in RAM 203. Furthermore, the
portable security device 109 may include multiple ROMs or NVMs. The programs 301 include
operating system programs 219 as well as application programs loaded onto the cryptography

device 103.

[0042] In a preferred embodiment, the programs include a white-box cryptography mechanism
213. While depicted in Figure 3 as a distinct module 213, in many implementations a white-box
cryptography mechanism may be implemented as several tables, which, for obfuscation reasons,
may be scattered about in the memory 205. Such implementation details are outside the scope of

this document.

[0043] The cryptography mechanism 213 of the cryptography device 103, implements one or
more cryptography functions (CF) 215, which may be an implementation of a block cipher such as

AES, may be implemented as several computation blocks (BC) 217.

[0044] The ROM 204 or NVM 205 may also contain private data, such as a cryptography key
221, stored either in its basic form or as derived quantities. As noted hereinbelow, in a preferred
embodiment, the white-box cryptography mechanism executes one or more cryptography functions
(CF) 215, which requires a secret key to perform its operation. While in many white-box
cryptography mechanisms the secret key is a shared secret key stored on the cryptography device
103, in a preferred embodiment, the secret key that would ordinarily be used to decrypt the message
C is not stored on the cryptography device 103 in cleartext form; rather, it is received from a server
in an encrypted form and undergoes a key-switch operation. The details of the mechanism by
which a stored cryptography key 221 is used instead of the secret key in conjunction with the white-

box cryptography mechanism 213 are described in greater detail below.

[0045] Thus, the cryptography device 103 may receive a document, a message, or an encrypted
program as the encrypted message C 115 via the connector 211. The processor 201 may decrypt

the document/message using the cryptography key 221 by executing instructions of the
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cryptography module 213 according to the mechanism described hereinbelow. Alternatively, the
cryptographic module 213 may provide digital signature services, in which case the signs the

message using the cryptography key 221.

[0046] Figure 4 is a high-level schematic illustration illustrating a prior art embodiment white-
box cryptography mechanism. A service provider 413 (analogous to the service provider 113 of
Figure 1) may provide an encrypted message M 415 to the cryptography device 403 (analogous to
device 103 of Figure 1). The message 415 is encrypted using a secret key K 417, e.g., a shared
secret known to both the service provider 413 and the cryptography device 403 or a private key of
the cryptographic device 403.

[0047] A white-box cryptography mechanism 419 executing on the cryptography device 403
decrypts the message 415 using the secret key 417 stored on the cryptography device 403. In a
prior art white-box cryptography mechanism 419, the cryptography algorithms may be

implemented as a set of tables stored in memory with the secret key 417 hidden within these tables.

[0048] As is discussed hereinbelow, in a preferred embodiment white-box cryptography
mechanism the secret key K is not stored in cleartext on the cryptography device 103. Rather,

secret key K is provided in an encrypted form to the cryptography device 103.

[0049] Figure 5 is a block diagram illustrating data flow of a preferred embodiment white-box
cryptography that utilizes homomorphic encrypt (HE), somewhat homomorphic encryption (SHE),
or fully homomorphic encryption (FHE) to protect a secret key K 221 (from Figure 3 and analogous
to the secret key 417 of Figure 4) from being discerned by an attacker on the cryptography device
103. As SHE and FHE are homomorphic over one operator (as well as providing additional
functionality), homomorphic encryption is here used to encompass SHE, FHE, and homomorphic

cryptosystems that are homomorphic at least over one operator.

[0050] The ElGamal cryptosystem, which is homomorphic over multiplication, is described in

[Elgamal], incorporated herein in its entirety. Fully homomorphic encryption (FHE) was
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introduced by Craig Gentry in [Gentry], incorporated herein in its entirety. In the context of
describing his solution for FHE, Gentry also describes somewhat homomorphic encryption (SHE).
An FHE, by definition, is a mechanism in which an arbitrary arithmetic circuit may be applied to
a ciphertext yielding the same result as if the arithmetic circuit had been applied to the
corresponding plaintext. Consider a ciphertext (C) and corresponding plaintext (M), encrypted
using FHE, such that:
C={M}reyrys
and an arithmetic circuit AC (parameter), then

decrypt (Krue, AC(C)) =AC (M)

In other words, performing the arithmetic operations associated with the arithmetic circuit on the
plaintext message results in the same result as if the arithmetic operations are performed on the

corresponding ciphertext followed by a decryption of the result.

[0051] FHE schemes allow computations of arbitrary functions implemented as arithmetic
circuits. According to a preferred embodiment, an FHE scheme is used to evaluate a cryptographic
function in a white-box environment. In this scheme, illustrated in Figure 5, consider the following
definitions:
CF, CF' — are complementary cryptography functions of a cryptographic mechanism,
e.g., decryption and encryption using a block cipher such as AES (because the
direction of processing is not material to the discussion herein, for ease of reading,
“CF” is used herein in operations that occur in more places in the description even
if these would typically be denoted CF'; thus, the designation CF or CF™ should
not be interpreted to apply specifically to encryption or decryption, but as generic
inverses of one another).

CF (key, message) —application of the cryptography function to me s sage using
key K
K - secret key for the cryptography function

C — An encrypted message (corresponding to a plaintext message M) to be processed

by the cryptography function
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SHE — Somewhat homomorphic encryption, e.g., a cryptosystem that limits the
homomorphic property to certain calculations beyond a single operation, e.g.,
evaluation of low-degree polynomials over ciphertext data

FHE — Fully homomorphic encryption

EKue, DKge — key pair for homomorphic associated with the cryptography device 103.
In one class of embodiments the cryptographic scheme is based on a shared secret.
In that case, EKyr, DKyr are the same shared secret. In other embodiments, the
cryptography scheme is based on public key cryptography. In this case, EKue,
DKye are public key and private key, respectively.

encrypt (key, message) - theencryption of message using key {M},., —
Message M encrypted using key,i.e.,
encrypt (key, message) 2> {message},.;
the form of encryption is implicit from the key, e.g., {M} g, is an HE encryption

of M using the key EKyg.

decrypt (key, message) - thedecryption of message using key, i.e.,

decrypt (key, {M},,) 2> M

[0052] Figure 5 depicts two or three entities: a service provider 113, a cryptographic device
103, and, optionally, a decryption server 117 (as discussed in greater detail below, certain
operations may be performed in one embodiment on the cryptographic device 103 or, in other
embodiments, on a decryption server 117).

[0053] The service provider 113 stores the secret key, K, 221 and the public key for fully
homomorphic encryption, EKge, 503. In one embodiment, the corresponding secret key, DKue,
504, is stored on the device performing a decryption of a result from an homomorphic evaluation,

described hereinbelow.

[0054] The service provider also stores or computes the message, C, 115, which may be a
message encrypted using cryptographic function CF, e.g., using a block cipher, e.g., AES, using
the secret key, K, 221. Thus, in one embodiment C is:
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C ={M}x =CF (K,M)
[0055] The service provider 113 performs a homomorphic encryption on both the secret key,
K, 221, step 505, and the message, C, 115, step 507, thereby producing the quantities {K}g, .and
{C}Ex,,» respectively. Details of the mathematics of homomorphic encryption are outside of the
scope of this application. However, as noted, HE over multiplication is described in [Elgamal] and
FHE as well as SHE are described in [Gentry], use of FHE in white-box cryptography, in [Wyseur],
and, white-box AES implementations, in [GHS], all of which are incorporated herein by reference

in their entireties.

[0056] The quantities {K}gg,, and {C}gg, . are then transmitted to or loaded on the

cryptography device 103, steps 509 and 511, respectively.

[0057] On the cryptography device 103, the cryptographic function CF is evaluated under
homomorphic encryption, 513. The cryptographic function CF may be an inverse of the
cryptographic function CF' performed by the service provider 113, for example, decryption.
Evaluation under homomorphic encryption 513 entails conversion of the cryptographic function
CF into an arithmetic circuit 515, which is installed on the cryptography device 103. As an
arithmetic circuit compliant with the particular homomorphic encryption algorithm, computations
performed on the data input thereto conform with the homomorphic encryption property described
hereinabove. Thus, when the arithmetic circuit 515 uses the key {K} g, . to evaluate {C}gx,, .-
the resulting output is {M} g, . 517, i.e., the original plaintext message M HE-encrypted using the
key EKHE.

[0058] A problem with the above-described use of homomorphic encryption in a white-box
environment is that the desired output from the cryptography function, CF (K, C), is encrypted as
{M3gk,, . Thus, the result must be decrypted, i.e., using the process illustrated here as
homomorphic decryption process 519, which may be performed either directly on the
cryptographic device 103 or, optionally, on the decryption server 117. Whichever device is
performing the homomorphic decryption stores the homomorphic secret key, DKge, 504, and uses
it to decrypt the result from the homomorphic evaluation 513, step 521:

M = decrypt (DKyg, {M}gk,,;)
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[0059] Furthermore, not illustrated in Figure 5 the message, C, 115 and the secret key, K, 221
may require some initial formatting to be compatible with a particular homomorphic cryptography
algorithm, e.g., padding to a particular size. For enhanced security, the format, the padding and
size may be kept secret and would be specific to a particular homomorphic cryptography scheme
and may be used, as described hereinbelow, as an additional verification. The formatting

requirement prevents the decryption of DKge using DK g.

[0060] By performing the cryptographic operation under homomorphic encryption the key K

is protected because the entire operation is performed on encrypted quantities {K}gx,, and
{C}gk,,;- Thus, an attacker’s attempts to observe intermediate values or any side-channel leakage

from the calculations would have no relevance to the actual value of K.

[0061] In a first alternative embodiment, illustrated in Figure 6 , the cryptography device 103
(or the decryption server 117) performs a key-switch operation while performing an homomorphic
cryptographic white box mechanism to perform a cryptographic operation. Hereinbelow, the
homomorphic decryption for this and other alternative embodiments is described as if performed
entirely on one cryptography device 103. However, the process may be split such that final

decryption and verification steps are performed on a separate decryption server 117).

[0062] The mechanism illustrated in Figure 6 avoids storing the secret key 221, K, of the
cryptography function in cleartext by performing a key-switch operation based on the
bootstrapping concept of Gentry. Gentry’s bootstrapping concepts allows for the conversion of a
ciphertext encrypted using a first public key, EK;, into a ciphertext that is encrypted using a second
public key, EK>, without decrypting the ciphertext. Thus, bootstrapping allows for encrypting the
message M with a public key for which the corresponding secret key is not stored on the
cryptographic device 103 and to convert the message into a ciphertext that may be decrypted using
a private key that is stored on the cryptographic device 103, but which corresponds to another

public key.
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[0063] More specifically, contrary to the embodiment of Figure 5 the homomorphic
cryptography secret key 504, DKge, is not stored on the cryptographic device 103. Rather, an
alternate homomorphic cryptography secret key 601, DK g, is stored on the cryptographic device
103. As illustrated in Figure 5 the service provider 113 transmits the quantities {K}g,, and
{C}expiyy » 509 and 511, respectively. Furthermore, in the embodiment of Figure 6, the
cryptographic device 103 is provided, step 602, with the homomorphic cryptography secret key
DKpr encrypted using the alternate homomorphic cryptography public key EK’ g corresponding
to the alternate homomorphic cryptography secret key DK’me 601 stored on the cryptography
device 103, i.e., the cryptography device is provided with:
{DKue}ekiyg

which may be calculated 603 and stored on the service provider 113 or on another server.

[0064] As in Figure 5, the cryptography device 103 includes the cryptography function CF
implemented as an arithmetic circuit 515 which may be executed to satisfy the requirements of
being homomorphic. Using the arithmetic circuit 515, the cryptography function CF decrypts the
message {C} gy, 511 using the key {K}gg,,, 509 producing {M}gg, . 517.

[0065] Rather than using the secret key, DKpg, to decrypt the {M} g, . 517, a key-switching
operation is performed using the homomorphic bootstrapping technique. The homomorphic
encrypted message {M}gg,, 517 is decrypted using the received (in step 602) homomorphic
cryptography key, {DKyg}gk,,,» step 604. Because of the homomorphic property, wherein the
result of a calculation performed on ciphertext values produces the same result as if the calculation
were performed on plaintext values followed by an encryption, the resulting value 605 is
M gxryp

i.e., it is a value that is the same as if M had been encrypted using EK ge and, consequently, it may
be decrypted using the alternate homomorphic cryptography secret key, DK 'ne 601, step 607. As
noted above, the decryption step 607 may be performed by a separate decryption server 117 or

directly on the cryptography device 103.
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[0066] Because the decryption of the message, M, 115 is performed using the encrypted secret
HE key, DK’y 601, the secret key, K, is protected because to discern the secret key K an attacker
would (1) have to realize that a key switch using bootstrapping is part of the algorithm, (2) must
know how to perform such a key-switch operation, and (3) would have to first decrypt DKge from

{DKyg}Eexs,,, 602 and then decrypt { K} pk- using DKnue.

[0067] In one embodiment, the decrypt()function is implemented to verify 609 the format of
the input message. As noted above, in a preliminary step, the message, C, 115 and the key, DK 'z,
601 may be formatted into a secret format wherein the format and the padding used are kept secret.
Correct execution of the evaluation of cryptography function CF under homomorphic encryption
would preserve that format in the input to the decryption operation 607. The decrypt() function
may be implemented to verify that its input conforms to the correct format for a message and refuse
operation on any input that does not conform. Thus, the decrypt() function may not be used to

decrypt the secret key, DKy, from the {DKyg} sk, 602 message thereby further protecting the

homomorphic cryptography secret key, DKue.

[0068] One issue with the hereinabove-described method of evaluating a cryptography
operation under homomorphic encryption is verification that all rounds and steps individual rounds
of the block cipher have been executed correctly. An attacker may seek to discern information by
inserting faults into a calculation, so-called, faulr attack. Introduction of such faults may cause the
block cipher to not compute all rounds or steps of individual rounds. Thus, it is desirable to detect

whether all rounds and steps have been executed.

[0069] In a further embodiment, tracer verification, illustrated in Figure 7 , a tracer is
introduced to trace the execution of blocks and individual steps of blocks. A modified
cryptography function CF 515°, i.e., a modification to the cryptography function 515 of Figure 5
and Figure 6 , includes a two-dimensional tracer array #; wherein the first index i corresponds to a
computation block of a cryptography function, e.g., a round of a multi-round block cipher, e.g., an

AES round, and the second index j corresponds to a step executed in that computation block. A
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corresponding assigned value array, a;;, has pre-assigned values such that for each execution of the

step i,j (step j of computation block i), the value a; may be assigned to #;, step 701.

[0070] In a preferred embodiment, a;; is a superincreasing sequence, i.e., a sequence in which
a given element is assigned a value that is greater than the sum of all the elements that precede it,
e.g., (01248 16). If a;is made a superincreasing series, the sum Y; ) ja;j allows for the

determination of whether any given step i,j has been executed.

[0071] A verification sum (A) is also pre-computed in step 701. The verification sum A is

defined such that A = ¥; ¥ a;;.

[0072] The assigned-value array a and the corresponding verification sum A are transmitted

from the server to the cryptography device 103, Step 703.

[0073] Figure § is a flow chart illustrating the steps used in verifying the computation using a
tracer. It should be noted here, that in preferred embodiments, described in conjunction with Figure

9and Figure 10 the tracer computation is encrypted using a homomorphic encryption mechanism.
[0074] Steps 701 and 703 are as discussed above.
[0075] The array #; is initialized such that all its elements have the value 0, step 801.

[0076] The cryptographic function CF is executed under homomorphic encryption as in Figure
5 and Figure 6, step 803, 1.e., corresponding to step 515. For each step i,j (computation block i,

step j), the value ¢;is set to the value a;;, step 805.

[0077] After the entire block cipher has been executed, the sum of all values ¢; is computed,

step 807, defining a quantity 7, as follows:

T: Zztij
i



10

15

20

25

WO 2019/106139 PCT/EP2018/083115

18

[0078] If all rounds and all steps of all rounds have been executed the verification sum A,
received from the server as a verification sum, should equal the sum 7 of the tracer values.
Accordingly, A and 7 are compared, step 809. If they are equal, the evaluation of the cryptography

function may be accepted, step 811. Otherwise, an error is flagged, step 813.

[0079] In preferred embodiments, discussed below as Tracer Method 1 and Tracer Method 2
in conjunction with Figure 9 and Figure 10, respectively, one of the assigned-value array and the
verification sum is encrypted and the other is not encrypted. In Tracer Method 1 (Figure 9), the
assigned-value array a;; is encrypted (referred to in its encrypted form as ea, having elements ea;;)
and the verification sum (referred to as A) is not encrypted. In Tracer Method 2 (Figure 10), the
assigned-value array (a, having elements a;;) is not encrypted and, conversely, the verification sum
is encrypted (referred to in its encrypted form as EA). In the respective cases, ea;jis a ciphertext

corresponding to a;; and FA is a ciphertext corresponding to A.

[0080] Generally speaking, the concept of the tracer is to mix the homomorphic cryptography

function CF (element 515°) with the evolution of the tracer. At each step of each computation

block of the cryptography function CF 515°, the tracer is modified using a homomorphic operation.

[0081] Consider that the cryptography function CF 515 consists of n blocks, €.g., rounds in a

block cipher, which are indexed by an index i, and each block i consists of k; steps, which are

indexed by an index j, then, a cryptography function CF’ 515°, which is a modification of the
cryptography function CF 515 of Figure 5 and Figure 6 , includes a two-dimensional tracer array,

which is either encrypted or not encrypted and conversely referred to as either et;; or t;;, depending
on whether Tracer Method 1 or Tracer Method 2 is used, wherein the first index i corresponds to a
computation block (e.g., a round of a multi-round block cipher, e.g., an AES round), and the second
index j corresponds to a step executed in that computation block. The corresponding assigned-
value array, ea;; or aij, has pre-assigned values such that for each execution of step i,j (i.e., step j of

block i), the value ea;; is assigned to et;; (Method 1) or the value a;; is assigned to t;; (Method 2).
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[0082] In the embodiment referred to herein as Method 1, illustrated in the flowchart of Figure
Othe server 113 generates the assigned-value array a;; corresponding to each step j of each round i
and then computes an encrypted tracer vector ea;; corresponding to each step j of each round i. In
other words, the tracer vector ea contains ki+k2+...+k, elements, where k; is the number of steps in

round i. The values ea;; are ciphertext values corresponding to the array elements a;;:

ea;; = {aij}TracerKey

fori=1tonandj=1to k, and TracerKey is a public key (or a shared secret key) for the encryption.

[0083] Furthermore, in the preliminary step 701, the server 113 computes the sum, A, of the

A:Zaij

[0084] The values ea; and A are provided to the cryptography device 103, step 703

unencrypted tracer values, a;;:

(corresponding to step 901 of Figure 9.

[0085] Thus, in a preliminary step, the encrypted assigned-value array ea and the plaintext
verification sum A, are generated and provided to the block cipher 515° of the cryptography device

103, step 901, corresponding to the initial steps 701 and 703 of Figure 7 .

[0086] Thus, after step 901, for Method 1, the cryptography device 113 has been provisioned
with:

« {K }EKHE

- {C }EKHE

* DK'ug

* {DKHE}EKHE

cea; = fori=1tonandj=1tok,

{aij}TracerKey
where the TracerKey depends on the encryption method used

s A=Y a;
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[0087] Figure 9 is a flowchart illustrating Tracer Method 1 for encrypting the tracer

verification.

[0088] As noted above, the cryptographic device 103 is provisioned with the array ea;; and the

verification sum A, step 901 (corresponding the steps 701 and 703 of Figure 7 ):

A:ZZ(IU
i j

[0089] The array et;; is initialized such that all the elements thereof have the value 0, step 903.

[0090] The cryptography function CF is executed under homomorphic encryption as in Figure
5 and Figure 6, step 905, corresponding to step 515 of Figure 7. Let’s consider the cryptography
function CF as being composed of a number of computation blocks (CB) and each computation

block composed of a number of steps. The computation blocks may, for example, correspond to
rounds of a block cipher. For each computation block i, for each step j of computation block i
(round i, step j), the value et;; is set to the value ea;;, step 907:

etij = eaij

[0091] After all steps of a computation block i have been computed, a tracer sum ET7; is

ETi = Z etij

]

computed for that round, step 909:

[0092] After the entire cryptography function CF has been executed, i.e., at the conclusion of
the n rounds of the cryptography function CF, the cryptographic device 113 computes a sum of all

values for ET;, step 911, defining a new quantity E7, as follows:

ET = Z ET,
i



10

15

20

25

WO 2019/106139 PCT/EP2018/083115

21

[0093] If all rounds and all steps of all computation blocks have been executed A should equal
T or, the corresponding encrypted values, EA should equal ET. Therefore, FA is computed from A
so that EA can later be compared to E7, step 913:

EA = {A}TracerKey

[0094] For FA and ET to be equal, the encryption must be homomorphic. As discussed in
greater detail below, that may require that the key used to encrypt the value A be derived from the
computation of the value ET and the key used to encrypt the elements a;;. This derivation is

described in greater detail below.
[0095] Next, FA and ET are compared, step 915.

[0096] If the FA and ET values are equal, the tracer computation has verified that all steps of
all computation blocks of the cryptographic function have been performed correctly; the

cryptographic result may be accepted, Step 917.

[0097] Otherwise, the FA and ET values not being equal is an indication of an error condition

in the cryptographic function. In that case, an error is flagged, step 919.

[0098] In an alternative embodiment, referred to herein as Method 2, illustrated in Figure 10,
the server generates and provides the cryptography device 103 with an assigned-value array a;; as
well as with sum FA of the assigned-value array a;;, values encrypted using the TracerKey, step

1001; i.e., the converse of Method 1:

EA = Z Z{aij}TracerKey
i

[0099] Thus, after step 1001 (corresponding to Steps 701 and 703), the cryptography device

113 has been provisioned with:
* {K }EKHE
- {C }EKHE
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* DK'yg
* {DKHE}EKHE

*qjfori=1tonandj=1tok,

« FA = Z{au}

TracerKey

[0100] On the cryptography device 103, a tracer array ¢; is initialized by setting each value to
0, step 1003, where i ranges over the number of computation blocks and for each value i, j ranges

over the steps that make up the computation block i.
[0101] The cryptography function is executed under homomorphic encryption, step 1005.

[0102] Step 1007, for each computation block i, at each step j for computation block i, the
cryptography device 103 assigns:

tij = aij

[0103] Step 1009, at the conclusion of each computation block i, the cryptography device 103

computes a tracer sum for the computation block i:

Ti :Ztij

j=1
and, step 1011, performs the homomorphic encryption operation on the tracer sum 7;:

ET; = {Ti}TracerKey

[0104] In a subsequent step (step 1013), ET; is used to produce a sum of the tracer sums for all
the computation blocks i, ET, which is compared to the value EA provisioned by the server in step
1001. To make that comparison possible, the homomorphic property must hold. That may require
that the TracerKey used to compute ET; be derived from the keys used to compute the encryption

of each a;; value. This is discussed in greater detail below.
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[0105] After computation of n computation block, » FHE ciphertexts ET7, ... , ET, have been

computed. The sum of these is computed, step 1013:
n
ET = Z ET;
i=1

[0106] The value ET is tested against the supplied value against the provisioned value FA, step
1015.

[0107] If the values ET and FA are equal, that verifies correct computation of all steps of the
cryptographic operation and the result is accepted, step 1017. Conversely, if they are not equal, a
condition of improper calculation, for example, due to tampering or some form of side-channel

attack, is indicated and an error condition is flagged, step 1019.

[0108] The tracer calculations of Figure 9 and Figure 10 and described hereinabove as “Method
1” and “Method 27, respectively, are, for example, deployed prior to the key-switch operation 604
of Figure 7 If cryptographic operation 515 (Figure 7 ) is not verified as correct by the tracer
computations, the key-switch operation 604 and subsequent steps are not performed or similar
operations with wrong values are performed. If, however, the tracer verification is correct, the key-

switching operation 604 is performed.

[0109] Above, the tracer methods of Figure 9 and Figure 10 are described without specifying
the encryption method used; any encryption method with the requisite homomorphic properties
may be used. As noted, in both Method 1 and Method 2, a summation of the assigned value array
aij 1s performed by the server and the corresponding summation of the tracer array #; is performed
on the cryptography device. However, if the summation is performed on plaintext quantities on
the server, the corresponding summation is performed using equivalent ciphertexts on the
cryptography device, or vice versa. To ensure that the homomorphic property to hold, the requisite

encryption keys may have to be generated and updated on the cryptographic device.
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[0110] The encryption may be a fully homomorphic encryption or a partially homomorphic
encryption. Anexample of the former is FHE scheme according to DGHV (M. van Dijk, C. Gentry,
S. Halevi, and V. Vaikuntanathan, Fully homomorphic encryption over the integers, Advances in
cryptology— EUROCRYPT 2010, Lecture Notes in Comput. Sci., vol. 6110, Springer, Berlin,
2010, pp. 24-43., hereinafter “DGHV”). An example of the latter is ElGamal.

[0111] In DGHYV, the same key is used to encrypt and to decrypt, i.e., EKrracer = DKrracer,
denoted here as Prrcer. For the encryption, two random values, " and ¢, and the encryption of a
value x (having k bits), denoted as ex, is computed as:

ex = {bryqeers = Prracer@ + 27" + x

where, r=(',q)

[0112] As these are FHE ciphertexts, if two ciphertext values, ex; and ex2, are added, the
following holds:
ex; = Prygcerqs + 25(r'y) + x4
Xy = Prracer@z + 2°(r'3) + x,
ex; + exy = Prrgeer(qn + q2) + 25(r'y +773) + (1 + x3)
thus, the r associated with the sum ex; + ex, is:

r=(qL+qr'1 +7'3) = f(r,1)

[0113] Similarly, if two ciphertext values, ex; and ex2, are multiplied, the product is:
€X1 * €X) = PTracer2 * 192 + Pregeer * (zk(%’"'z + Q27"’1) Tt g1Xp + ‘bxl)
+ 282k 7y 1 1 x)) + x1xy
with the associated r value
r= (‘h‘bp + zk(‘hrlz + Q27"’1) + q1x; + ‘bxl:zkrllrlz +71'1x, + rlle) = f (11,12, X1, X2)

i.e., r is a function depending on the random values used and the messages being encrypted.

[0114] From which it follows that

encrypt ((PTracerJr):xl * xz) = €eX1 * €Xx;
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[0115] In a second example, the ElGamal homomorphic encryption mechanism is used.

[0116] In ElGamal, the secret key, DK7racer, and corresponding public key, EK7racer, are not the
same. However, they depend on each other through a random value r, as follows:

_ DKt
PKTT'CI.CBT' - g racer

[0117] An encryption of a value x:

ex = {x}EKTracer,T' = (gr:EKTracerr)

[0118] Elgamal is homomorphic over multiplication, as follows:

_ _ 11+ T +72
Vi * Y2 = eXy xexy; = (g 1772, (xq * x3) * EKppgcer )

[0119] In other words, the product y; * y, = ex; * ex, is an ElGamal encryption of the

product x; * x, withavaluer = r; + 1, = f(1ry +13).

[0120] From which it follows that:

encrypt ((EKTracer: 1), X1 * xz) = éXxp * exp
[0121] Note, the homomorphic encryption operation requires the random value r;, which must
be generated in a deterministic way such that r; is related to r; and possibly to a;;, depending on the

homomorphic algorithm used.

[0122] If the encryption is DGHYV, each value ea;; has been encrypted as:

ea;; = {aij}PTmcerﬂ‘ = Prracerq + 2kr' + a;j
where, r=(',q)
[0123] Thus, since ET is a sum of all the et;; values, the value r, designated R, corresponding

to ET is a function of all the r values corresponding the ef;;. Specifically, R corresponding to E7
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R =f(r11,...,rij) = ZZqU,ZZnJ

[0124] And, FA is:
EA = {A}PTracer’R

[0125] In the general case, ElGamal is not homomorphic over addition. However, ElGamal is
homomorphic over multiplication. Thus, for an embodiment where ElGamal is used as the
cryptography system for the tracer, tracer values are multiplied rather than added to produce the

check values.

[0126] The value R can be precomputed and stored on the cryptography device 103. To
enhance the security of the mechanism, R may be stored in an obfuscated manner. For example, R
may be decomposed into R’ and R” such that R =R’ XOR R”. The values R’ and R” are stored

in lieu of R and whenever R is required in a computation it is obtained by R=R’ XOR R".

[0127] In both the DGHV and ElGamal cryptosystems, the ciphertext function includes
random numbers. The encrypted tracer methods described hereinabove may be viewed as
sequential encryption where each sequence member corresponds to a particular computation block
(indexed 7) and a computation step (indexed j) of such a computation block. Each such encryption
has its own unique random number associated therewith, i.e., a sequence of random numbers.
However, so that the encryption on the server and on the cryptography device correspond to one
another, the random number sequence must correspond. Accordingly, a deterministic random
sequence produced by a deterministic random generator is used on both the server and on the

cryptography device.

[0128] Figure 11is a flow-diagram illustrating an embodiment in which a deterministic random

sequence is applied to Method 2, illustrated in Figure 10.
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[0129] In a first step, a first deterministic pseudo-random sequence 1’ = (r’1, ... I'n) 1S
determined using a seed §’, step 1101, for example, using a Deterministic Random Number
Generator, DRNG. One mechanism for securely establishing a first deterministic pseudo-random
sequence, which may be used here, is described in the patent application Cryptography Device
Having Secure Provision of Random Number Sequences of the same inventors incorporated herein

by reference.

[0130] As discussed above, a cryptographic function contains a number of computation blocks
m, e.g., rounds of a block cipher, and each computation block contains a number of steps, k;, where

i 1s the index for a particular computation block. Thus, the total number of computation steps is:

K:Zkl
i

Therefore, a deterministic random sequence r’ is determined for K elements.

[0131] As discussed above, an encrypted tracer array et;;, which is an encryption of an assigned
value a;; where the encryption uses a corresponding random value r;;. While these may be indexed
using a two-dimensional index (computation block i, step j), they may also be viewed as vectors

having K elements and indexed using just one index in such a vector.

[0132] Accordingly, corresponding to K (K = Y. k;) computation steps, initialize, step 1103,

a vector et; (i.e., (ety, ... , ety)), such that

et; = encrypt((EKTraceri ', Oki)
where, k; = number of steps for the computation block i

thereby establishing

ety, ., et, « (encrypt ((EKTmcer,r’i),Okl), ...,encrypt((EKTmcer,r’i),0"n))
[0133] Thus, the array et; is initialized with random numbers.

[0134] Further, a;; is initialized as set forth in conjunction with Figure 7 , step 701, Figure 8§,
step 701, and Figure 10, step 1001 as discussed above.
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[0135] A second random sequence r; = (ry, ..., 1) is determined using a seed Rseed, step 1105;
the random sequence r; may be generated using the secure random sequence generator of the patent
application “Cryptography Device Having Secure Provision of Random Number Sequences” of the

same inventors.

[0136] The cryptography function CF is executed under homomorphic encryption step 5137,
i.e., the cryptographic function has been modified into an arithmetic circuit, which may be executed
using homomorphically encrypted values and satisfying the homomorphic property. For each

computation block i, for each step j of computation block i, et;; is set as follows, step 1107:

et;; = encrypt ((EKTmcer,rij), aij)
where, r;; is a random value in the random sequence r;.. Alternatively, the random value for the

encryption may be a function of r;; and the corresponding value ayj, i.e., r = f (ry, a;j), in which case:

et;; = encrypt ((EKTracerJ ), aij)
where,

r=f(ryay)

[0137] The encrypt function may be either based on a fully homomorphic scheme, e.g., DGHV,

or a somewhat homomorphic scheme, e.g., El Gamal, which is homomorphic over multiplication.

[0138] After all steps of a computation block i have been executed, a sum of all the er; values

for that computation block are summed and recorded as e73, step 1109:

eTi = Z etij

]

[0139] After the cryptography function evaluation of 5137, the e7; values are summed and

eT = Z eT;
i

[0140] eT (the sum of the encrypted tracer values for all computation blocks and steps) is

recorded as e7, step 1111:

compared to a sum of encryptions of the values that are normally assigned to the tracer, namely,
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aij. These are also encrypted using EK7vacer + 1ij thereby having the same value as the corresponding

tracer value, step 1113:

ed = Z Z encrypt ((EKTraceririj)’ a;j)
i

[0141] Optionally, a second verification value, eA’, may also be computed directly from the a;
values, step 1115. First a value R (referred to herein as the summation random value), which is

used to encrypt the sum of a;; values, is computed as a function of the sequence r; = (71, ... ,Fn):

R=f(r,...,1)

[0142] The function f for determining the value of R depends on the relationship of the
operations performed and the encryption scheme used. The encrypt function may be either based
on a fully homomorphic scheme, e.g., DGHV, or a somewhat homomorphic scheme, e.g., El
Gamal, which is homomorphic over multiplication. For example, as noted above, for DHGV, the
sum ex of two ciphertexts ex; and ex2, which are encrypted using keys (gz, r’7) and (g2,r2),
respectively, is encrypted with the key (g:+ g2, r’1+ r’2). Thus, in the simple case, if eA is merely
the sum of two values a;; and ai2, the value R would be r’;; + r’;2. Generally, R is the sum of all rij

values corresponding to the values a;; added to form eA.

[0143] Because, if the computation has performed all steps, the second verification value, eA’,
is supposed to correspond to e7, which was computed in step 1107 and 1109 as a sum of the

encrypted a; values, the function R = f (14, ..., 1;,) follows the same steps such that:

encrypt ((EKTracer: R),A) = Z encrypt ((EKTracerJ ri): aij)

[0144] A quantity A representing the sum of all a;; values is computed:

A= Zzaij
i j

[0145] This value is encrypted using (EKzvacer,R) to produce the value eA’:
eA' = encrypt((EKrracer, R), A)
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[0146] Correct execution of the cryptography function CF should have e7, eA, and eA’ equal.
These equalities are verified, step 1117. If the verification holds, the block cipher evaluation result

is accepted, step 1119, otherwise, and an error condition may be raised, step 1121.

[0147] There are several possible alternative embodiments, for each of the mechanisms
described above. For example, the mechanisms described herein may be performed entirely under
FHE. However, FHE tends to be very computationally expensive. Therefore, as described below,
for example, some calculations may be performed under a less stringent homomorphic requirement,

i.e., a somewhat homomorphic encryption.

[0148] In a first alternative, Option 1, the public key for the encryption of the tracer, EKrracer,
is the same as the public key for the HE, EKFug, under which the block cipher is evaluated:
ERrracer = EKppg

[0149] An advantage of this approach is that with the use of the same key for both tracer
computation and cryptography function evaluation, it is difficult for an attacker to discern which
calculation is being performed by the cryptography device 103. However, encryption with FHE
tends to be very complex and there is no need for FHE for the tracer computation as only additive

homomorphic properties are relied on.

[0150] A second alternative, Option 2, a specific key is used to encrypt the tracer, i.e.,

EKrracer # EKppg
[0151] An advantage is that the secret key, DKrracer, corresponding to the public key, EK ana,
may be provided in some context, e.g., to the decryption server 117, to allow for determination
specific block cipher steps with errors in the tracer.

[0152] Option 2 has three alternatives:

[0153] Option 2.1: the encryption scheme is FHE
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[0154] An advantage of having the encryption scheme as FHE is that it makes it more difficult
for an attacker to distinguish between whether tracer computation is being performed or whether

cryptography function evaluation is being performed.

[0155] However, as noted above, FHE computations are very complex and computationally

costly, and FHE is unnecessary for the underlying computation.

[0156] Option 2.2: the encryption scheme is HE (homomorphic encryption) over one operation.

An example is ElGamal encryption, which is homomorphic over multiplication.

[0157] An advantage is that HE is much more computationally efficient than FHE. However,

use of HE for tracer encryption renders the calculations easier to distinguish by an attacker.

[0158] Option 2.3: use a function F that is not homomorphic rather than actual encryption, e.g.,
simply masking the random with the tracer. An advantage of this approach is that it is yet more
efficient. However, not using homomorphic encryption will not allow for the three-way
comparison of values in Figure 11 step 1117 as the calculations in step 1115 would not produce a

correct value unless homomorphic encryption is used. Therefore, this approach is least secure.

[0159] Figure 12 is a flow-diagram illustrating an alternative embodiment for the application

of a deterministic random sequence to Method 2, which is illustrated in Figure 10.

[0160] As with the method of Figure 10, the cryptography device 103 is provisioned with a;;
and EA, step 1201. a;;is set as in step 1001 of Figure 10, step 1202. However, EA is computed as
a sum of encrypted a;; values. To do so, a deterministic random sequence r; = (71, ..., ¥u) 1S
determined using a seed Rseed, step 1203; the random sequence r; may be generated using the
secure random sequence generator of the patent application, entitled “Cryptography Device Having
Secure Provision of Random Number Sequences of the same inventors,”. As above, r; is a sequence

of n random values and may also be indexed using computation block index, i, and step index, j.
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[0161] The value EA is computed as a sum of the a; values encrypted using the random

EA = Z Z{aij}EKTraceT'rij
i j

sequence r;, step 1204:

[0162] On the cryptography device 103, a tracer array #; having n members is initialized by
setting each member of the array ¢ to 0, step 1205, where i ranges over the number of computation
blocks and for each value i, j ranges over the steps that make up the computation block i. For the

initialization, it is sufficient to simply sequentially initialize n elements of the array .

[0163] The cryptography function CF 515 is executed under homomorphic cryptography, i.e.,
the block cipher has been modified into an arithmetic circuit, which may be executed using FHE
encrypted values and satisfying being fully homomorphic, step 513°”. For each computation block

i, for each step j of computation block i, #; is set to a;j, step 1207.

[0164] For each computation block, the #; values for that computation block are summed to

produce a value T3, step 1209.

[0165] For each computation block i, a value ESi, which is an encryption of the sum §;, is
computed, step 1211. However, a component of the encryption key is a value ri, which is a function
of the encryption keys used to encrypt the various a;; values for corresponding to computation block
i. Thus, first the value ri, to be used in the encryption of 7}, corresponding to the r;; values used for
encrypting the a;; values for each block i in step 1204 is computed, step 1210:
ri = f (T o Tige)

where k is the number of steps for computation block i. As discussed hereinabove in conjunction
with Figure 11, specifically the computation of the value R, for an encryption to have the

homomorphic property, the key may need to be recomputed.

[0166] For each computation block i, a value ES;is computed as an encryption of the value §;

using the value ri, step 1211:
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ET; = {Ti3ekpqeorri

[0167] At the conclusion of the execution of the computation function CF under FHE 513,

the sum of the encrypted sums E7; is computed, step 1213, producing a value ET:

ET = Z ET,
i

[0168] If ET equals the value FA provided in step 1204, the tracer computation has been
verified. Accordingly, ET and FA are compared, step 1215. If the tracer computation has been
confirmed, the result of the computation is accepted, step 1217. Otherwise, an error is flagged,

step 1219.

[0169] In an alternative use, illustrated in Figure 13, the mechanisms of Figure 5 through
Figure 9 provide a white-box cryptographic digital signature. A message m is received by the

cryptography device 103 from the service provider 113, Step 1301. Furthermore, the cryptography

device 103 also receives an encrypted signing key, {K Sign}EK , used to sign a message, step 1303.
HE

As with the encryption key for cryptographic function CF described hereinabove, the key Kign 1s

homomorphically encrypted, i.e., {K Sign}EK . The encrypted signing key {K Sign}EK is provided
HE HE

to the cryptography device 103, step 1303.

[0170] The message m is formatted to a specified format, e.g., hashed and padded, step 1305.

The resulting quantity is a formatted message M.

[0171] The formatted message M is combined with an homomorphic ciphertext thereby
providing a digital signature of the message, Step 1307. The homomorphic ciphertext portion is

produced using the encrypted signing key, {KSign}EK . Thus, the result 1309 is also encrypted,
HE

S} Exye-

[0172] As with the cryptography examples described hereinabove, a key change operation may

be performed, Step 1311, producing a quantity {S}gx,,, 1315.
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[0173] Decryption, to arrive at the signed message, proceeds as described hereinabove, thereby
producing a signed output message M 1317, which, due to the homomorphic property, is the same
value as m signed by Kz.. However, by performing the calculation under homomorphic
encryption, the key Kiig, is not used in plaintext. The tracer mechanisms described hereinabove

may be employed to secure the calculation.

[0174] From the foregoing, the improvement of the security of a cryptography device operating
in a white-box environment and storing secret material, for example, the secret key, K, is apparent.
This improvement to cryptography devices is provided by enabling the cryptography devices to
use fully homomorphic encryption to perform cryptographic calculations, such as block ciphers, in
a manner that does not use the key of the block cipher in a plaintext format. Further, the
calculations, while hidden using homomorphic encryption, may be verified using a tracer, which

also may be encrypted.

[0175] Although specific embodiments of the invention have been described and illustrated,
the invention is not to be limited to the specific forms or arrangements of parts so described and

illustrated. The invention is limited only by the claims.
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CLAIMS

A method for securing a white box cryptographic function computation on
cryptographic device such that a cryptography key K, used to encrypt a plaintext into a
ciphertext, is not used in a plaintext form, comprising:

receiving a first message ({C}pg,, 511 or m 1303);

receiving a message ({K}gg,,.) (509) containing a cryptography key (K) encrypted using
the first homomorphic encryption key (EKyg) using a homomorphic encryption
scheme;

performing a cryptographic operation (515) on the first message (511 or 1303) using the
encrypted cryptography key ({K}gg,, 509) thereby producing a cryptography
function output ({M}gg,, 517 or {S}gk,, 1309)) encrypted using the first
homomorphic encryption key (EKgE);

associating each step j of each computation block i of the cryptographic operation with a
verification value (ea;, a;) and verification sum (A,FA) wherein one of the
verification sum (FA) is an encryption of the sum of the verification values (a;;) or
the verification sum (A) is the sum of plaintext values (a;j) corresponding to the
verification values (ea;));

using homomorphic encryption, encrypting one of the verification value and the
verification sum and not encrypting the other of the verification value and the
verification sum; and

for each step j of each round i of the cryptographic function assigning a tracer value (#;,et;)
with the verification value corresponding to that step i,j;

at the conclusion of the cryptographic function, calculating a tracer sum (e7, T) of all the
tracer values;

performing one of the calculation of sum of tracer values (7) or the sum of verification
values (A) on encrypted values (et, ea) and performing the other of the calculation
of the sum of tracer values or the sum of verification values on plaintext values (z,
a); and

comparing the calculated tracer sum (7, ET) with the expected verification sum (A, EA).
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The method for securing a cryptography computation on cryptographic device such that

a cryptography key K is not used in a plaintext form of Claim 1, the method comprising:
encrypting the homomorphic cryptography key DKge with an alternate homomorphic
encryption key EK 'y corresponding to an alternate homomorphic decryption key

DK’ g thereby producing an encrypted cryptography key ({DKyg}gg',,, 602) that

is used to perform a key-exchange operation for a message encrypted using the
homomorphic cryptographic key DKge into a message encrypted using the
alternate secret key DK yE;

provisioning the cryptographic device with an alternate decryption key (DK ue) (601);

performing a key-exchange operation to cause the cryptographic function output to be
encrypted using a the alternate homomorphic key (EK’nEr) corresponding to the
alternate decryption key (DK ur) by decrypting the cryptographic function output
({M3}gk,,.) thereby producing a key-exchanged cryptographic function output

({M}EKIHE605’ {S}EKIHE 513%);

decrypting the key-exchanged cryptographic function output using the alternate secret key
(DKey’ue) thereby producing a cryptography output message corresponding to the
first message wherein the cryptography output message has a value equivalent of
the cryptography operation performed on the first message using the cryptography
key (K) without using the cryptography key (K) in plaintext on the cryptographic

device.

The method for securing a white box cryptographic function computation on
cryptographic device such that a cryptographic key K is not used in a plaintext form of Claim
2, further comprising:

determining a first random sequence (ri, 1105);

setting each tracer value to the corresponding verification value encrypted using a key that
includes random number values from the first random sequence (1107);

computing a summation random value (R,1115) that is a function of the random values

used to encrypt the tracer values; and
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encrypting the verification sum (eA’) with a key that includes the summation random value

(1115).

The method for securing a white box block cipher computation on cryptographic device

such that a cryptographic key K is not used in a plaintext form of Claim 3 further comprising:

computing a summation (eA) of the encrypted verification values encrypted using the key
that includes random number values from the first random sequence (1113);

verifying the tracer computation based on a comparison of the summation of the encrypted

verification values and the encrypted verification sum and the tracer sum.

The method for securing a cryptography computation on cryptographic device such that
a cryptography key K is not used in a plaintext form of Claim 1, further comprising:
determining (1203) a pseudorandom sequence (r) based on a seed (R) such that an element
of the pseudorandom sequence is associated with an element of the verification
values;
provisioning (1201) the cryptographic device with an array of verification values (a;j),
wherein a verification value (a;) is associated with each step (j) of each
computation block (i) of a cryptographic function, and an encrypted verification
sum (FA) computed (1204) by encrypting each verification value associated with
each step of each computation block (a;) using a tracer key (EKrvacer) and the
corresponding random value from the pseudorandom sequence, and adding the
encrypted verification values into an encrypted verification sum (EA);
wherein the step of performing a cryptographic operation (513”) further comprises:
determining a tracer value (7;) indicative of computation of all steps of each
computation block;
determining a summation random value (ri) corresponding to the random values
(rij); and
encrypting (1211) a tracer value (ET;) using the tracerkey (EKracer) and the

summation random value (ri); and
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comparing a summation of the tracer values (E7) with the encrypted verification sum (EA)
and taking a corrective action of the summation of the tracer values is not equal to

the encrypted verification sum.

The method for securing a white box block cipher computation on cryptographic device
such that a cryptographic key K is not used in a plaintext form of Claim 2, wherein the first
message is formatted according to a predetermined secret format and wherein the decrypting
the key-exchanged block cipher output step further comprising verifying that the message
corresponds to the predetermined secret format before performing decryption step thereby

preventing encrypted keys from being decrypted.

The method for securing a white box block cipher computation on cryptographic device
such that a cryptographic key K is not used in a plaintext form of Claim 2,
wherein the first message ({C}gg,,.511) is a ciphertext message to be decrypted and the
cryptographic operation (515) on the first message (511) using the encrypted
cryptography key (511) is a cryptographic decryption operation, the cryptography
function output ({M}gg,, 517 ) is an encryption of the plaintext message M
encrypted using the first homomorphic public key (EKne), wherein the key-
exchange operation causes the cryptographic function output ({M}g, ) to be
encrypted using a second homomorphic key (EK’yr) thereby producing a key-
exchanged cryptographic function output ({M}gg, ) (513’) that is a the plaintext
message (M) encrypted using the second homomorphic key; and
wherein decrypting the key-exchanged cryptographic function output message produces
the message M that is a plaintext message that has a value equivalent of a
cryptographic decryption operation performed on the first message using the
cryptography key (K) without using the cryptography key (K) in plaintext on the

cryptographic device.

The method for securing a white box block cipher computation on cryptographic device

such that a cryptographic key K is not used in a plaintext form of Claim 2,



10

15

20

25

WO 2019/106139 PCT/EP2018/083115

39

wherein the first message (m (1301)) is a message to be cryptographically signed and the
cryptographic operation (1307) on the first message (1301) using the encrypted
cryptography key (1303) is a cryptographic signature operation, the cryptography
function output ({S}gg,,.) (1309) is an encryption of the plaintext message §
encrypted using the first homomorphic public key (EKgpe), wherein the key-
exchange operation causes the cryptographic function output ({S}gg, ) to be
encrypted using a second homomorphic key (EK’yr) thereby producing a key-
exchanged cryptographic function output ( {S}ggs, ) (513°) that is a the
cryptographic signature encrypted using the second homomorphic key; and

wherein decrypting the key-exchanged cryptographic function output message produces
the message M that is a cryptographically signed output message that has a value
equivalent of a cryptographic signature operation performed on the first message
using the cryptography key (K) without using the cryptography key (K) in plaintext

on the cryptographic device.

A cryptographic device having a secured white box cryptographic function computation
whereby a cryptography key K, used to encrypt a plaintext into a ciphertext, is not used in a
plaintext form, the cryptographic device operable to:

receive a first message ({C}pg,, 511 or m 1303);

receive a message ({K}gk,, ;) (509) containing a cryptography key (K) encrypted using the
first homomorphic encryption key ( EKyg) using a homomorphic encryption
scheme;

perform a cryptographic operation (515) on the first message (511 or 1303) using the
encrypted cryptography key ({K}gg,, 509) thereby producing a cryptography
function output ({M}gg,, 517 or {S}gk,, 1309)) encrypted using the first
homomorphic encryption key (EKgE);

associate each step j of each computation block i of the cryptographic operation with a
verification value (ea;, a;) and verification sum (A,FA) wherein one of the

verification sum (FA) is an encryption of the sum of the verification values (a;;) or
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the verification sum (A) is the sum of plaintext values (a;j) corresponding to the
verification values (ea;));

use homomorphic encryption, to encrypt one of the verification value and the verification
sum and not encrypting the other of the verification value and the verification sum;

5 and

for each step j of each round i of the cryptographic function, assign a tracer value (;,et;)
with the verification value corresponding to that step i,j;

at the conclusion of the cryptographic function, calculate a tracer sum (e7, 7) of all the
tracer values;

10 perform one of the calculation of sum of tracer values (7) or the sum of verification values

(A) on encrypted values (et, ea) and performing the other of the calculation of the
sum of tracer values or the sum of verification values on plaintext values (¢, a); and

compare the calculated tracer sum (7, ET) with the expected verification sum (A, FA).

15 10. The cryptographic device having a secured white box cryptographic function
computation whereby a cryptography key K is not used in a plaintext form of Claim 9 operable

to perform the method according to one of claims 2 to 8.
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