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SERVICE - BASED ACCESS STRATUM ( AS ) 
SECURITY CONFIGURATION 

PRIORITY CLAIM 
[ 0001 ] This application claims priority to and the benefit 
of Provisional Patent Application No . 62 / 615 , 375 filed in the 
U . S . Patent and Trademark Office on Jan . 9 , 2018 , the entire 
contents of which are incorporated herein by reference as if 
fully set forth below in their entirety and for all applicable 
purposes . 

TECHNICAL FIELD 
[ 0002 ] The technology discussed below relates generally 
to wireless communication networks , and more particularly , 
to configuring Access Stratum ( AS ) security in a wireless 
communication network . 

INTRODUCTION 
[ 0003 ] Wireless access networks are widely deployed to 
provide various wireless communication services such as 
telephony , video , data , messaging , broadcasts , and so on . 
Wireless access networks may be connected to other wire 
less access networks and to core networks to provide various 
services , such as Internet access . 
10004 ] Security of communication sessions may be pro 
vided by wireless access networks to reduce the likelihood 
that information transmitted across wireless radio links may 
be manipulated or that a third party may gain unauthorized 
access to the user data traffic . For example , wireless access 
networks may support Non Access Stratum ( NAS ) and 
Access Stratum ( AS ) security to securely deliver control 
information and user data traffic over wireless radio links . 
[ 0005 ] NAS security performs integrity protection and 
ciphering ( encryption ) of NAS signaling between a user 
equipment ( UE ) and a core network . AS security performs 
integrity protection and ciphering of Radio Resource Con 
trol ( RRC ) signaling between a UE and a base station in the 
control plane . In addition , AS security also performs cipher 
ing of user data traffic ( e . g . , Internet Protocol ( IP ) packets ) 
between a UE and a base station in the user plane . 
[ 0006 ] As the demand for mobile broadband access con 
tinues to increase , research and development continue to 
advance communication technologies , including technolo 
gies for enhancing AS security in particular , not only to meet 
the growing demand for mobile broadband access , but to 
advance and enhance the user experience with mobile com 
munications . 

( PDU ) session with a core network node , the core network 
node may select security configuration information , such as 
a security configuration index ( SCI ) , for the PDU session 
based on the AS security capabilities of the UE together with 
various policy information associated with the PDU session . 
For example , the policy information may be related to the 
PDU session and / or a data flow ( e . g . , Quality of Service 
( QoS ) flow ) within the PDU session , and may further be 
related to a device type of the UE . The SCI may be provided 
to a radio access network ( RAN ) serving the UE for selec 
tion of an AS security configuration for the PDU session . In 
addition , the SCI may be provided to the UE for confirma 
tion that the selected AS security configuration complies 
with the SCI selected by the core network node . The SCI 
may further be utilized by the core network node to config 
ure user plane function ( UPF ) security in the core network . 
[ 0009 ] In one aspect of the disclosure , a method for 
configuring Access Stratum ( AS ) security at a user equip 
ment ( UE ) in a communication network is provided . The 
method includes transmitting a session establishment 
request message to a network node within a core network to 
establish a protocol data unit ( PDU ) session and receiving an 
AS security configuration selected for the PDU session by a 
radio access network ( RAN ) serving the UE based on 
security configuration information including AS security 
information indicating one or more AS security options 
selected for the PDU session by the network node within the 
core network . The AS security configuration is specific to 
the PDU session . 
[ 0010 ] . Another aspect of the disclosure provides a user 
equipment ( UE ) within a communication network . The UE 
includes a processor , a transceiver communicatively coupled 
to the processor , and a memory communicatively coupled to 
the processor . The processor is configured to transmit a 
session establishment request message to a network node 
within a core network to establish a protocol data unit ( PDU ) 
session and receive an AS security configuration selected for 
the PDU session by a radio access network ( RAN ) serving 
the UE based on security configuration information includ 
ing AS security information indicating one or more AS 
security options selected for the PDU session by the network 
node within the core network . The AS security configuration 
is specific to the PDU session . 
[ 0011 ] Another aspect of the disclosure provides method 
for configuring Access Stratum ( AS ) security for a user 
equipment ( UE ) at a network node in a core network . The 
method includes receiving a session establishment request 
message from the UE at the network node within the core 
network , in which the session establishment request mes 
sage includes a request for the UE to establish a protocol 
data unit ( PDU ) session . The method further includes iden 
tifying AS security capabilities of the UE and selecting 
security configuration information for the PDU session 
based on at least one of the AS security capabilities of the 
UE or policy information associated with the PDU session , 
in which the security configuration information includes AS 
security information indicating one or more AS security 
options selected by the network node within the core net 
work for the PDU session . The method further includes 
transmitting the security configuration information to a radio 
access network ( RAN ) in wireless communication with the 
UE for selection of an AS security configuration for the PDU 
session . 

BRIEF SUMMARY OF SOME EXAMPLES 
[ 0007 ] The following presents a simplified summary of 
one or more aspects of the present disclosure , in order to 
provide a basic understanding of such aspects . This sum - 
mary is not an extensive overview of all contemplated 
features of the disclosure , and is intended neither to identify 
key or critical elements of all aspects of the disclosure nor 
to delineate the scope of any or all aspects of the disclosure . 
Its sole purpose is to present some concepts of one or more 
aspects of the disclosure in a simplified form as a prelude to 
the more detailed description that is presented later . 
0008 ] Various aspects of the disclosure relate to mecha 
nisms for configuring Access Stratum ( AS ) security on a 
per - session basis for a user equipment ( UE ) . In some 
examples , during establishment of a protocol data unit 
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[ 0012 ] Another aspect of the disclosure provides a net - 
work node in a core network . The network node includes a 
processor , a network interface communicatively coupled to 
the processor , and a memory communicatively coupled to 
the processor . The processor is configured to receive a 
session establishment request message from the UE at the 
network node within the core network , in which the session 
establishment request message includes a request for the UE 
to establish a protocol data unit ( PDU ) session . The proces 
sor is further configured to identify AS security capabilities 
of the UE and select security configuration information for 
the PDU session based on at least one of the AS security 
capabilities of the UE or policy information associated with 
the PDU session , in which the security configuration infor 
mation includes AS security information indicating one or 
more AS security options selected by the network node 
within the core network for the PDU session . The processor 
is further configured to transmit the security configuration 
information to a radio access network ( RAN ) in wireless 
communication with the UE for selection of an AS security 
configuration for the PDU session . 
10013 ] . These and other aspects of the invention will 
become more fully understood upon a review of the detailed 
description , which follows . Other aspects , features , and 
embodiments of the present invention will become apparent 
to those of ordinary skill in the art , upon reviewing the 
following description of specific , exemplary embodiments 
of the present invention in conjunction with the accompa 
nying figures . While features of the present invention may 
be discussed relative to certain embodiments and figures 
below , all embodiments of the present invention can include 
one or more of the advantageous features discussed herein . 
In other words , while one or more embodiments may be 
discussed as having certain advantageous features , one or 
more of such features may also be used in accordance with 
the various embodiments of the invention discussed herein . 
In similar fashion , while exemplary embodiments may be 
discussed below as device , system , or method embodiments 
it should be understood that such exemplary embodiments 
can be implemented in various devices , systems , and meth 

[ 0023 ] FIG . 10 is a flow chart of an exemplary method for 
configuring access stratum ( AS ) security at a user equipment 
in a communication network . 
[ 0024 ] FIG . 11 is a flow chart of another exemplary 
method for configuring access stratum ( AS ) security at a 
user equipment in a communication network . 
[ 0025 ] FIG . 12 is a flow chart of an exemplary method for 
configuring AS security for a user equipment at a network 
node in a core network . 
100261 FIG . 13 is a flow chart of another exemplary 
method for configuring AS security for a user equipment at 
a network node in a core network . 
[ 0027 ] FIG . 14 is a flow chart of another exemplary 
method for configuring AS security for a user equipment at 
a network node in a core network . 
[ 0028 ] FIG . 15 is a flow chart of an exemplary method for 
configuring AS security for a user equipment at a network 
node in a core network . 
[ 0029 ] FIG . 16 is a flow chart of an exemplary method for 
configuring AS security for a user equipment at a network 
node in a core network . 
[ 0030 ] FIG . 17 is a flow chart of an exemplary method for 
configuring AS security for a user equipment at a network 
node in a core network . 

ods . 

BRIEF DESCRIPTION OF THE DRAWINGS 
[ 0014 ] FIG . 1 is a diagram illustrating an example of a 
wireless radio access network . 
[ 0015 ) FIG . 2 is a diagram illustrating an example of a 
radio protocol architecture for the user and control plane . 
[ 0016 ] FIG . 3 is a diagram illustrating an example of a 
network architecture . 
[ 0017 ] FIG . 4 diagram illustrating an example of commu 
nication utilizing multiple protocol data unit ( PDU ) ses 
sions . 
[ 0018 ] FIG . 5 illustrates an exemplary format for various 
security configuration indexes ( SCIS ) . 
[ 0019 ] FIG . 6 illustrates further exemplary formats for the 
SCI . 
[ 0020 ] FIG . 7 is a signaling diagram illustrating exem 
plary signaling for configuring access stratum ( AS ) security . 
[ 0021 ] FIG . 8 is a block diagram illustrating an example of 
a hardware implementation for a core network node employ 
ing a processing system . 
[ 0022 ] FIG . 9 is a block diagram illustrating an example of 
a hardware implementation for a user equipment employing 
a processing system . 

DETAILED DESCRIPTION 
[ 0031 ] The detailed description set forth below in connec 
tion with the appended drawings is intended as a description 
of various configurations and is not intended to represent the 
only configurations in which the concepts described herein 
may be practiced . The detailed description includes specific 
details for the purpose of providing a thorough understand 
ing of various concepts . However , it will be apparent to 
those skilled in the art that these concepts may be practiced 
without these specific details . In some instances , well known 
structures and components are shown in block diagram form 
in order to avoid obscuring such concepts . 
[ 0032 ] While aspects and embodiments are described in 
this application by illustration to some examples , those 
skilled in the art will understand that additional implemen 
tations and use cases may come about in many different 
arrangements and scenarios . Innovations described herein 
may be implemented across many differing platform types , 
devices , systems , shapes , sizes , packaging arrangements . 
For example , embodiments and / or uses may come about via 
integrated chip embodiments and other non - module - com 
ponent based devices ( e . g . , end - user devices , vehicles , com 
munication devices , computing devices , industrial equip 
ment , retail / purchasing devices , medical devices , 
Al - enabled devices , etc . ) . While some examples may or may 
not be specifically directed to use cases or applications , a 
wide assortment of applicability of described innovations 
may occur . Implementations may range a spectrum from 
chip - level or modular components to non - modular , non 
chip - level implementations and further to aggregate , distrib 
uted , or OEM devices or systems incorporating one or more 
aspects of the described innovations . In some practical 
settings , devices incorporating described aspects and fea 
tures may also necessarily include additional components 
and features for implementation and practice of claimed and 
described embodiments . For example , transmission and 
reception of wireless signals necessarily includes a number 
of components for analog and digital purposes ( e . g . , hard 
ware components including antenna , RF - chains , power 
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this 

amplifiers , modulators , buffer , processor ( s ) , interleaver , 
adders / summers , etc . ) . It is intended that innovations 
described herein may be practiced in a wide variety of 
devices , chip - level components , systems , distributed 
arrangements , end - user devices , etc . of varying sizes , shapes 
and constitution . 
[ 0033 ] The various concepts presented throughout this 
disclosure may be implemented across a broad variety of 
telecommunication systems , network architectures , and 
communication standards . Referring now to FIG . 1 , as an 
illustrative example without limitation , a schematic illustra 
tion of a radio access network ( RAN ) 100 is provided . The 
RAN 100 may implement any suitable radio access tech 
nology ( RAT ) or RATs to provide radio access to a user 
equipment ( UE ) . As one example , the RAN 100 may operate 
according to 3rd Generation Partnership Project ( 3GPP ) 
New Radio ( NR ) specifications , often referred to as 5G . As 
another example , the RAN 104 may operate under a hybrid 
of 5G NR and Evolved Universal Terrestrial Radio Access 
Network ( EUTRAN ) standards , often referred to as LTE . 
The 3GPP refers to this hybrid RAN as a next - generation 
RAN , or NG - RAN . In another example , the RAN 100 may 
operate according to both the LTE and 5G NR standards . Of 
course , many other examples may be utilized within the 
scope of the present disclosure . 
[ 0034 ] The geographic region covered by the RAN 100 
may be divided into a number of cellular regions ( cells ) that 
can be uniquely identified by a user equipment ( UE ) based 
on an identification broadcasted over a geographical area 
from one access point or base station . FIG . 1 illustrates 
macrocells 102 , 104 , and 106 , and a small cell 108 , each of 
which may include one or more sectors ( not shown ) . A 
sector is a sub - area of a cell . All sectors within one cell are 
served by the same base station . A radio link within a sector 
can be identified by a single logical identification belonging 
to that sector . In a cell that is divided into sectors , the 
multiple sectors within a cell can be formed by groups of 
antennas with each antenna responsible for communication 
with UEs in a portion of the cell . 
10035 ] . In general , a respective base station ( BS ) serves 
each cell . Broadly , a base station is a network element in a 
RAN responsible for radio transmission and reception in one 
or more cells to or from a UE . A BS may also be referred to 
by those skilled in the art as a base transceiver station ( BTS ) , 
a radio base station , a radio transceiver , a transceiver func 
tion , a basic service set ( BSS ) , an extended service set 
( ESS ) , an access point ( AP ) , a Node B ( NB ) , an eNode B 
( LNB ) , a gNode B ( gNB ) or some other suitable terminol 
ogy . 
[ 0036 ] In FIG . 1 , two base stations 110 and 112 are shown 
in cells 102 and 104 ; and a third base station 114 is shown 
controlling a remote radio head ( RRH ) 116 in cell 106 . That 
is , a base station can have an integrated antenna or can be 
connected to an antenna or RRH by feeder cables . In the 
illustrated example , the cells 102 , 104 , and 106 may be 
referred to as macrocells , as the base stations 110 , 112 , and 
114 support cells having a large size . Further , a base station 
118 is shown in the small cell 108 ( e . g . , a microcell , picocell , 
femtocell , home base station , home Node B , home eNode B , 
etc . ) which may overlap with one or more macrocells . In this 
example , the cell 108 may be referred to as a small cell , as 
the base station 118 supports a cell having a relatively small 
size . Cell sizing can be done according to system design as 
well as component constraints . It is to be understood that the 

RAN 100 may include any number of wireless base stations 
and cells . Further , a relay node may be deployed to extend 
the size or coverage area of a given cell . The base stations 
110 , 112 , 114 , 118 provide wireless access points to a core 
network for any number of mobile apparatuses . 
[ 0037 ] FIG . 1 further includes a quadcopter or drone 120 , 
which may be configured to function as a base station . That 
is , in some examples , a cell may not necessarily be station 
ary , and the geographic area of the cell may move according 
to the location of a mobile base station such as the quad 
copter 120 . 
[ 0038 ] In general , base stations may include a backhaul 
interface for communication with a backhaul portion ( not 
shown ) of the network . The backhaul may provide a link 
between a base station and a core network ( not shown ) , and 
in some examples , the backhaul may provide interconnec 
tion between the respective base stations . The core network 
may be a part of a wireless communication system and may 
be independent of the radio access technology used in the 
RAN . Various types of backhaul interfaces may be 
employed , such as a direct physical connection , a virtual 
network , or the like using any suitable transport network . 
[ 0039 ] The RAN 100 is illustrated supporting wireless 
communication for multiple mobile apparatuses . A mobile 
apparatus is commonly referred to as user equipment ( UE ) 
in standards and specifications promulgated by the 3rd 
Generation Partnership Project ( 3GPP ) , but may also be 
referred to by those skilled in the art as a mobile station 
( MS ) , a subscriber station , a mobile unit , a subscriber unit , 
a wireless unit , a remote unit , a mobile device , a wireless 
device , a wireless communications device , a remote device , 
a mobile subscriber station , an access terminal ( AT ) , a 
mobile terminal , a wireless terminal , a remote terminal , a 
handset , a terminal , a user agent , a mobile client , a client , or 
some other suitable terminology . A UE may be an apparatus 
that provides a user with access to network services . In 
examples where the RAN 100 operates according to both the 
LTE and 5G NR standards , a UE may be an Evolved 
Universal Terrestrial Radio Access Network - New Radio 
dual connectivity ( EN - DC ) UE that is capable of simulta 
neously connecting to an LTE base station and a NR base 
station to receive data packets from both the LTE base 
station and the NR base station . 
[ 0040 ] Within the present document , a “ mobile ” apparatus 
need not necessarily have a capability to move , and may be 
stationary . The term mobile apparatus or mobile device 
broadly refers to a diverse array of devices and technologies . 
UEs may include a number of hardware structural compo 
nents sized , shaped , and arranged to help in communication ; 
such components can include antennas , antenna arrays , RF 
chains , amplifiers , one or more processors , etc . electrically 
coupled to each other . For example , some non - limiting 
examples of a mobile apparatus include a mobile , a cellular 
( cell ) phone , a smart phone , a session initiation protocol 
( SIP ) phone , a laptop , a personal computer ( PC ) , a notebook , 
a netbook , a smartbook , a tablet , a personal digital assistant 
( PDA ) , and a broad array of embedded systems , e . g . , cor 
responding to an “ Internet of Things ” ( IoT ) . A mobile 
apparatus may additionally be an automotive or other trans 
portation vehicle , a remote sensor or actuator , a robot or 
robotics device , a satellite radio , a global positioning system 
( GPS ) device , an object tracking device , a drone , a multi 
copter , a quad - copter , a remote control device , a consumer 
and / or wearable device , such as eyewear , a wearable cam 
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era , a virtual reality device , a smart watch , a health or fitness 
tracker , a digital audio player ( e . g . , MP3 player ) , a camera , 
a game console , etc . A mobile apparatus may additionally be 
a digital home or smart home device such as a home audio , 
video , and / or multimedia device , an appliance , a vending 
machine , intelligent lighting , a home security system , a 
smart meter , etc . A mobile apparatus may additionally be a 
smart energy device , a security device , a solar panel or solar 
array , a municipal infrastructure device controlling electric 
power ( e . g . , a smart grid ) , lighting , water , etc . ; an industrial 
automation and enterprise device ; a logistics controller ; 
agricultural equipment ; military defense equipment , 
vehicles , aircraft , ships , and weaponry , etc . Still further , a 
mobile apparatus may provide for connected medicine or 
telemedicine support , i . e . , health care at a distance . Tele 
health devices may include telehealth monitoring devices 
and telehealth administration devices , whose communica 
tion may be given preferential treatment or prioritized access 
over other types of information , e . g . , in terms of prioritized 
access for transport of critical service data , and / or relevant 
QoS for transport of critical service data . 
[ 0041 ] Within the RAN 100 , the cells may include UES 
that may be in communication with one or more sectors of 
each cell . For example , UES 122 and 124 may be in 
communication with base station 110 ; UEs 126 and 128 may 
be in communication with base station 112 ; UEs 130 and 
132 may be in communication with base station 114 by way 
of RRH 116 ; UE 134 may be in communication with base 
station 118 ; and UE 136 may be in communication with 
mobile base station 120 . Here , each base station 110 , 112 , 
114 , 118 , and 120 may be configured to provide an access 
point to a core network ( not shown ) for all the UEs in the 
respective cells . 
[ 0042 ] In another example , a mobile network node ( e . g . , 
quadcopter 120 ) may be configured to function as a UE . For 
example , the quadcopter 120 may operate within cell 102 by 
communicating with base station 110 . In some aspects of the 
present disclosure , two or more UE ( e . g . , UEs 126 and 128 ) 
may communicate with each other using peer to peer ( P2P ) 
or sidelink signals 127 without relaying that communication 
through a base station ( e . g . , base station 112 ) . 
[ 0043 ] Wireless communication between a RAN 100 and 
a UE ( e . g . , UE 122 or 124 ) may be described as utilizing an 
air interface . Transmissions over the air interface from a 
base station ( e . g . , base station 110 ) to one or more UEs ( e . g . , 
UE 122 and 124 ) may be referred to as downlink ( DL ) 
transmission . In accordance with certain aspects of the 
present disclosure , the term downlink may refer to a point 
to - multipoint transmission originating at a scheduling entity 
( described further below ; e . g . , base station 110 ) . Another 
way to describe this scheme may be to use the term 
broadcast channel multiplexing . Transmissions from a UE 
( e . g . , UE 122 ) to a base station ( e . g . , base station 110 ) may 
be referred to as uplink ( UL ) transmissions . In accordance 
with further aspects of the present disclosure , the term 
uplink may refer to a point - to - point transmission originating 
at a scheduled entity ( described further below ; e . g . , UE 122 ) . 
[ 0044 ] For example , DL transmissions may include uni 
cast or broadcast transmissions of control information and / or 
traffic information ( e . g . , user data traffic ) from a base station 
( e . g . , base station 110 ) to one or more UEs ( e . g . , UEs 122 
and 124 ) , while UL transmissions may include transmissions 
of control information and / or traffic information originating 
at a UE ( e . g . , UE 122 ) . In addition , the uplink and / or 

downlink control information and / or traffic information may 
be time - divided into frames , subframes , slots , and / or sym 
bols . As used herein , a symbol may refer to a unit of time 
that , in an orthogonal frequency division multiplexed 
( OFDM ) waveform , carries one resource element ( RE ) per 
sub - carrier . A slot may carry 7 or 14 OFDM symbols . A 
subframe may refer to a duration of 1 ms . Multiple sub 
frames or slots may be grouped together to form a single 
frame or radio frame . Of course , these definitions are not 
required , and any suitable scheme for organizing waveforms 
may be utilized , and various time divisions of the waveform 
may have any suitable duration . 
[ 0045 ] The air interface in the RAN 100 may utilize one 
or more multiplexing and multiple access algorithms to 
enable simultaneous communication of the various devices . 
For example , 5G NR specifications provide multiple access 
for UL or reverse link transmissions from UEs 122 and 124 
to base station 110 , and for multiplexing DL or forward link 
transmissions from the base station 110 to UEs 122 and 124 
utilizing orthogonal frequency division multiplexing 
( OFDM ) with a cyclic prefix ( CP ) . In addition , for UL 
transmissions , 5G NR specifications provide support for 
discrete Fourier transform - spread - OFDM ( DFT - s - OFDM ) 
with a CP ( also referred to as single - carrier FDMA ( SC 
FDMA ) ) . However , within the scope of the present disclo 
sure , multiplexing and multiple access are not limited to the 
above schemes , and may be provided utilizing time division 
multiple access ( TDMA ) , code division multiple access 
( CDMA ) , frequency division multiple access ( FDMA ) , 
sparse code multiple access ( SCMA ) , resource spread mul 
tiple access ( RSMA ) , or other suitable multiple access 
schemes . Further , multiplexing DL transmissions from the 
base station 110 to UEs 122 and 124 may be provided 
utilizing time division multiplexing ( TDM ) , code division 
multiplexing ( CDM ) , frequency division multiplexing 
( FDM ) , orthogonal frequency division multiplexing 
( OFDM ) , sparse code multiplexing ( SCM ) , or other suitable 
multiplexing schemes . 
100461 . Further , the air interface in the RAN 100 may 
utilize one or more duplexing algorithms Duplex refers to a 
point - to - point communication link where both endpoints 
can communicate with one another in both directions . Full 
duplex means both endpoints can simultaneously commu 
nicate with one another . Half duplex means only one end 
point can send information to the other at a time . In a 
wireless link , a full duplex channel generally relies on 
physical isolation of a transmitter and receiver , and suitable 
interference cancellation technologies . Full duplex emula 
tion is frequently implemented for wireless links by utilizing 
frequency division duplex ( FDD ) or time division duplex 
( TDD ) . In FDD , transmissions in different directions operate 
at different carrier frequencies . In TDD , transmissions in 
different directions on a given channel are separated from 
one another using time division multiplexing . That is , at 
some times the channel is dedicated for transmissions in one 
direction , while at other times the channel is dedicated for 
transmissions in the other direction , where the direction may 
change very rapidly , e . g . , several times per slot . 
[ 0047 ] In the RAN 100 , the ability for a UE to commu 
nicate while moving , independent of their location , is 
referred to as mobility . The various physical channels 
between the UE and the RAN are generally set up , main 
tained , and released under the control of an access and 
mobility management function ( AMF ) , which may include 

W 
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a security context management function ( SCMF ) that man 
ages the security context for both the control plane and the 
user plane functionality and a security anchor function 
( SEAF ) that performs authentication . In various aspects of 
the disclosure , a RAN 100 may utilize DL - based mobility or 
UL - based mobility to enable mobility and handovers ( i . e . , 
the transfer of a UE ' s connection from one radio channel to 
another ) . In a network configured for DL - based mobility , 
during a call with a scheduling entity , or at any other time , 
a UE may monitor various parameters of the signal from its 
serving cell as well as various parameters of neighboring 
cells . Depending on the quality of these parameters , the UE 
may maintain communication with one or more of the 
neighboring cells . During this time , if the UE moves from 
one cell to another , or if signal quality from a neighboring 
cell exceeds that from the serving cell for a given amount of 
time , the UE may undertake a handoff or handover from the 
serving cell to the neighboring ( target ) cell . For example , UE 
124 may move from the geographic area corresponding to its 
serving cell 102 to the geographic area corresponding to a 
neighbor cell 106 . When the signal strength or quality from 
the neighbor cell 106 exceeds that of its serving cell 102 for 
a given amount of time , the UE 124 may transmit a reporting 
message to its serving base station 110 indicating this 
condition . In response , the UE 124 may receive a handover 
command , and the UE may undergo a handover to the cell 
106 . 

[ 0048 ] In a network configured for UL - based mobility , UL 
reference signals from each UE may be utilized by the 
network to select a serving cell for each UE . In some 
examples , the base stations 110 , 112 , and 114 / 116 may 
broadcast unified synchronization signals ( e . g . , unified Pri 
mary Synchronization Signals ( PSSs ) , unified Secondary 
Synchronization Signals ( SSSs ) and unified Physical Broad 
cast Channels ( PBCH ) ) . The UEs 122 , 124 , 126 , 128 , 130 , 
and 132 may receive the unified synchronization signals , 
derive the carrier frequency and subframe / slot timing from 
the synchronization signals , and in response to deriving 
timing , transmit an uplink pilot or reference signal . The 
uplink pilot signal transmitted by a UE ( e . g . , UE 124 ) may 
be concurrently received by two or more cells ( e . g . , base 
stations 110 and 114 / 116 ) within the RAN 100 . Each of the 
cells may measure a strength of the pilot signal , and the 
RAN ( e . g . , one or more of the base stations 110 and 114 / 116 
and / or a central node within the core network ) may deter 
mine a serving cell for the UE 124 . As the UE 124 moves 
through the RAN 100 , the network may continue to monitor 
the uplink pilot signal transmitted by the UE 124 . When the 
signal strength or quality of the pilot signal measured by a 
neighboring cell exceeds that of the signal strength or 
quality measured by the serving cell , the RAN 100 may 
handover the UE 124 from the serving cell to the neighbor 
ing cell , with or without informing the UE 124 . 
[ 0049 ] Although the synchronization signal transmitted by 
the base stations 110 , 112 , and 114 / 116 may be unified , the 
synchronization signal may not identify a particular cell , but 
rather may identify a zone of multiple cells operating on the 
same frequency and / or with the same timing . The use of 
zones in 5G networks or other next generation communica 
tion networks enables the uplink - based mobility framework 
and improves the efficiency of both the UE and the network , 
since the number of mobility messages that need to be 
exchanged between the UE and the network may be reduced . 

[ 0050 ] In various implementations , the air interface in the 
RAN 100 may utilize licensed spectrum , unlicensed spec 
trum , or shared spectrum . Licensed spectrum provides for 
exclusive use of a portion of the spectrum , generally by 
virtue of a mobile network operator purchasing a license 
from a government regulatory body . Unlicensed spectrum 
provides for shared use of a portion of the spectrum without 
need for a government - granted license . While compliance 
with some technical rules is generally still required to access 
unlicensed spectrum , generally , any operator or device may 
gain access . Shared spectrum may fall between licensed and 
unlicensed spectrum , wherein technical rules or limitations 
may be required to access the spectrum , but the spectrum 
may still be shared by multiple operators and / or multiple 
RATs . For example , the holder of a license for a portion of 
licensed spectrum may provide licensed shared access 
( LSA ) to share that spectrum with other parties , e . g . , with 
suitable licensee - determined conditions to gain access . 
[ 0051 ] In order for transmissions over the RAN 100 to 
obtain a low block error rate ( BLER ) while still achieving 
very high data rates , channel coding may be used . That is , 
wireless communication may generally utilize a suitable 
error correcting block code . In a typical block code , an 
information message or sequence is split up into code blocks 
( CBs ) , and an encoder ( e . g . , a CODEC ) at the transmitting 
device then mathematically adds redundancy to the infor 
mation message . Exploitation of this redundancy in the 
encoded information message can improve the reliability of 
the message , enabling correction for any bit errors that may 
occur due to the noise . 
[ 0052 ] In early 5G NR specifications , user data traffic is 
coded using quasi - cyclic low - density parity check ( LDPC ) 
with two different base graphs : one base graph is used for 
large code blocks and / or high code rates , while the other 
base graph is used otherwise . Control information and the 
physical broadcast channel ( PBCH ) are coded using Polar 
coding , based on nested sequences . For these channels , 
puncturing , shortening , and repetition are used for rate 
matching 
10053 ] . However , those of ordinary skill in the art will 
understand that aspects of the present disclosure may be 
implemented utilizing any suitable channel code . Various 
implementations of base stations and UEs may include 
suitable hardware and capabilities ( e . g . , an encoder , a 
decoder , and / or a CODEC ) to utilize one or more of these 
channel codes for wireless communication . 
[ 0054 ] In some examples , access to the air interface may 
be scheduled , wherein a scheduling entity ( e . g . , a base 
station allocates resources ( e . g . , time - frequency resources ) 
for communication among some or all devices and equip 
ment within its service area or cell . Within the present 
disclosure , as discussed further below , the scheduling entity 
may be responsible for scheduling , assigning , reconfiguring , 
and releasing resources for one or more scheduled entities . 
That is , for scheduled communication , UEs or scheduled 
entities utilize resources allocated by the scheduling entity . 
[ 0055 ] Base stations are not the only entities that may 
function as a scheduling entity . 
[ 0056 ] That is , in some examples , a UE may function as a 
scheduling entity , scheduling resources for one or more 
scheduled entities ( e . g . , one or more other UEs ) . In other 
examples , sidelink signals may be used between UEs with 
out necessarily relying on scheduling or control information 
from a base station . For example , UE 138 is illustrated 
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communicating with UEs 140 and 142 . In some examples , 
the UE 138 is functioning as a scheduling entity or a primary 
sidelink device , and UEs 140 and 142 may function as a 
scheduled entity or a non - primary ( e . g . , secondary ) sidelink 
device . In still another example , a UE may function as a 
scheduling entity in a device - to - device ( D2D ) , peer - to - peer 
( P2P ) , or vehicle - to - vehicle ( V2V ) network , and / or in a 
mesh network . In a mesh network example , UEs 140 and 
142 may optionally communicate directly with one another 
in addition to communicating with the scheduling entity 
138 . 
[ 0057 ] The radio protocol architecture for a RAN , such as 
the RAN 100 shown in FIG . 1 , may take on various forms 
depending on the particular application . An example of a 
radio protocol architecture for the user and control planes is 
illustrated FIG . 2 . 
[ 0058 ] As illustrated in FIG . 2 , the radio protocol archi 
tecture for the UE and the base station includes three layers : 
Layer 1 , Layer 2 , and Layer 3 . Layer 1 is the lowest layer 
and implements various physical layer signal processing 
functions . Layer 1 will be referred to herein as the physical 
layer 206 . Layer 2 ( L2 layer ) 208 is above the physical layer 
206 and is responsible for the link between the UE and base 
station over the physical layer 206 . 
[ 0059 ] In the user plane , the L2 layer 208 includes a media 
access control ( MAC ) sublayer 210 , a radio link control 
( RLC ) sublayer 212 , a packet data convergence protocol 
( PDCP ) 214 sublayer , and a service data adaptation protocol 
( SDAP ) sublayer 216 , which are terminated at the base 
station on the network side . Although not shown , the UE 
may have several upper layers above the L2 layer 208 
including at least one network layer ( e . g . , IP layer and user 
data protocol ( UDP ) layer ) that is terminated at the User 
Plane Function ( UPF ) on the network side . 
[ 0060 ] The SDAP sublayer 216 provides a mapping 
between a 5G core ( 5GC ) quality of service ( QoS ) flow and 
a data radio bearer and performs QoS flow ID marking in 
both downlink and uplink packets . The PDCP sublayer 214 
provides packet sequence numbering , in - order delivery of 
packets , retransmission of PDCP protocol data units 
( PDUS ) , and transfer of upper layer data packets to lower 
layers . The PDCP sublayer 214 also provides header com 
pression for upper layer data packets to reduce radio trans 
mission overhead , security by ciphering the data packets , 
and integrity protection of data packets . The RLC sublayer 
212 provides segmentation and reassembly of upper layer 
data packets , error correction through automatic repeat 
request ( ARQ ) , and sequence numbering independent of the 
PDCP sequence numbering . The MAC sublayer 210 pro 
vides multiplexing between logical and transport channels . 
The MAC sublayer 210 is also responsible for allocating the 
various radio resources ( e . g . , resource blocks ) in one cell 
among the UEs and for HARQ operations . The physical 
layer 206 is responsible for transmitting and receiving data 
on physical channels ( e . g . , within slots ) . 
[ 0061 ] In the control plane , the radio protocol architecture 
for the UE and base station is substantially the same for the 
physical layer 206 and the L2 layer 208 with the exception 
that there is no header compression function for the control 
plane . The control plane also includes a radio resource 
control ( RRC ) sublayer 218 in Layer 3 . The RRC sublayer 
218 is responsible for establishing and configuring signaling 
radio bearers ( SRBs ) and data radio bearers ( DRBs ) between 
the bases station the UE , paging initiated by the 5GC or 

NG - RAN , and broadcast of system information related to 
Access Stratum ( AS ) and Non Access Stratum ( NAS ) . The 
RRC sublayer 218 is further responsible for QoS manage 
ment , mobility management ( e . g . , handover , cell selection , 
inter - RAT mobility ) , UE measurement and reporting , and 
security functions . 
[ 0062 ] FIG . 3 is a diagram illustrating an example of a 
network architecture 300 of a next generation ( e . g . , 5G or 
NR ) communication network . The network architecture 300 
may include one or more user equipment ( UE ) 302 , a next 
generation ( e . g . , 5G or NR ) wireless RAN 304 , and a next 
generation ( e . g . , 5G or NR ) core network 306 . 
[ 0063 ] In this illustration , as well as in FIG . 4 , any signal 
path between the UE 302 and the core network 306 is 
presumed to be passed between these entities via the RAN 
304 , as represented by an illustrated signal path crossing the 
RAN 304 . Here , the RAN 304 may be the RAN 100 
described above and illustrated in FIG . 1 . In the description 
that follows , when reference is made to the RAN 304 or 
actions performed by the RAN 304 , it may be understood 
that such reference refers to one or more network nodes 
( e . g . , gNBs ) in the RAN 304 that is or are communicatively 
coupled to the core network 306 e . g . , via one or more 
backhaul connections . 
[ 0064 ] Both user plane ( UP ) and control plane ( CP ) func 
tionality may be supported by the UE 302 , the RAN 304 and 
the core network 306 . The UP carries the user data traffic , 
while the CP carriers the signaling . In FIGS . 3 and 4 , CP 
signaling is indicated by dashed lines , while UP connections 
are indicated by solid lines . CP signaling between the RAN 
304 and the core network 306 is illustrated via a CP node 
308 , which may be implemented , for example , in a RAN 
network node ( e . g . , a gNB ) or distributed across two or more 
RAN network nodes ( e . g . , gNBs ) . 
[ 0065 ] The wireless RAN 304 may be , for example , a 5G 
Radio Access Network ( RAN ) , such as a New Radio ( NR ) 
RAN , or Evolved E - UTRAN ( i . e . , an E - UTRAN enhanced 
to natively connect to the next generation core network 306 
with the same interface as the NR RAN ) . In other examples , 
the RAN 304 may be a next generation Wireless Local Area 
Network ( WLAN ) , a next generation fixed broadband Inter 
net access network or other type of next generation radio 
access network that utilizes a next generation radio access 
technology ( RAT ) to access the next generation core net 
work 306 . 
[ 0066 ] The core network 306 may include , for example , a 
core access and mobility management function ( AMF ) 310 , 
a session management function ( SMF ) 312 , a policy control 
function ( PCF ) 314 , an application function ( AF ) 316 , a user 
plane infrastructure 318 , and a user plane function ( UPF ) 
320 . In some examples , the AF 316 may be located outside 
of the core network 306 , i . e . , within the application service 
provider ' s network . 
[ 0067 ] The AMF 310 provides mobility management , 
authentication , and authorization of UEs 302 , while the SMF 
312 processes signaling related to protocol data unit ( PDU ) 
sessions involving UEs 302 and allocates Internet Protocol 
( IP ) addresses to UEs 302 . Each PDU session may include 
one or more data flows ( e . g . , IP , Ethernet and / or unstructured 
data flows ) , each associated with a particular application . 
The AF 316 provides information on data flows to the PCF 
314 , which is responsible for policy control , in order to 
support a respective Quality of Service ( QoS ) for each data 
flow . Thus , the AF 316 and PCF 314 may provide flow 
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information defining the data flow and policy information 
( e . g . , QoS information ) associated with the data flow to the 
SMF 312 to configure one or more QoS flows within each 
PDU session . 
[ 0068 ] The UP infrastructure 318 facilitates routing of 
protocol data units ( PDUs ) to and from UEs 302 via the 
RAN 304 . PDU ' s may include , for example , IP packets , 
Ethernet frames and other unstructured data ( i . e . , Machine 
Type Communication ( MTC ) ) . The UPF 320 is connected to 
the UP infrastructure 318 to provide connectivity to external 
data networks 322 . In addition , the UPF 320 may commu 
nicatively couple to the SMF 312 to enable the SMF 312 to 
configure the UP connection over the core network 306 . 
[ 0069 ] To establish a PDU session with an external data 
network ( DN ) 322 via the next generation ( 5G ) core network 
306 and the next generation RAN 304 , the UE 302 may 
transmit a PDU session establishment request message to the 
next generation core network 306 via the next generation 
RAN 304 . The PDU session establishment request message 
may include a set of capabilities of the UE 302 . In some 
examples , the set of capabilities may include access stratum 
( AS ) security capabilities of the UE . In other examples , the 
AS security capabilities and other UE capabilities may be 
discerned from a UE profile maintained in the core network 
306 ( e . g . , within the AMF 310 , SMF 312 , and / or PCF 314 ) . 
[ 0070 ] AS security may be utilized , for example , to 
securely deliver radio resource control ( RRC ) messages 
between the UE 302 and the RAN 304 in the control plane 
through a signaling radio bearer ( SRB ) using AS security 
keys . In addition , AS security may be utilized to securely 
deliver user plane data between the UE 302 and the RAN 
304 in the user plane through a data radio bearer ( DRB ) 
using AS security keys . AS security may include integrity 
protection , ciphering ( encryption ) , or both integrity protec 
tion and ciphering of control plane messages ( e . g . , RRC 
messages ) or user plane messages ( e . g . , user plane data ) at 
the PDCP layer . For both user plane and control plane , the 
AS security is applied to each PDCP PDU . For example , 
RRC messages may be integrity protected utilizing the RRC 
integrity protection keys ( e . g . , KRRCint ) generated using a 
root AS security key ( e . g . , K & NB ) and the integrity protection 
algorithm , such as an algorithm based on Advanced Encryp 
tion Standard ( AES ) , Zu Chongzhi ( ZUC ) , or Stegano 
graphic Nature of Whitespace ( SNOW ) . User plane mes 
sages may be integrity protected utilizing the user plane 
integrity protection key ( e . g . , KuPint ) generated using a root 
AS security key ( e . g . , K NB ) and the integrity protection 
algorithm . In addition , both RRC messages and user plane 
messages may be encrypted utilizing respective ciphering 
keys generated using a root AS security key and ciphering 
algorithm ( e . g . , an algorithm based on AES , ZUC , or 
SNOW ) . 
[ 0071 ] The AMF 310 and / or SMF 312 may process the 
PDU session establishment request message based on the set 
of capabilities , a UE profile , network policies , flow infor 
mation , and other factors . The AMF 310 and / or SMF 312 
may then establish a PDU connection for the PDU session 
between the UE 302 and an external data network ( DN ) 322 
over the RAN 304 and core network 306 via the UP 
infrastructure 318 . The PDU session may include one or 
more data flows and may be served by one or more UPFs 
220 ( only one of which is shown for convenience ) . 
Examples of data flows include , but are not limited to , IP 
flows , Ethernet flows and unstructured data flows . 

[ 0072 ] The AMF 310 and / or SMF 312 may further use one 
or more of the set of capabilities , the UE profile , network 
policies , flow information , and other factors to select a 
Quality of Service ( QoS ) to be associated with one or more 
data flows within the PDU session . For example , the AMF 
310 and / or SMF 312 may select one or more QoS param 
eters ( e . g . , Guaranteed Bit Rate ( GBR ) and / or specific QoS 
Class Identifiers ( QCIS ) ) for one or more data flows within 
a PDU session . 
[ 0073 ] Upon successfully establishing connectivity to the 
UE 302 , the AMF 310 and / or SMF 312 may provide the AS 
capabilities to the RAN 304 for selection of the AS security 
algorithms for integrity protection and ciphering . The RAN 
304 may then generate a RRC Connection Reconfiguration 
message including the AS security configuration ( e . g . , 
selected AS security algorithms ) for the PDU session . The 
RAN 304 may further utilize an integrity protection key 
generated using the selected integrity protection algorithm to 
generate a message authentication code ( MAC ) for the RRC 
Connection Reconfiguration message . The RAN 304 may 
transmit the RRC Connection Reconfiguration message 
together with the associated MAC to the UE 302 . 
[ 0074 ] FIG . 4 is a diagram illustrating an example of an 
example of communication utilizing multiple PDU sessions 
between a UE 302 and one or more external data networks 
322 . In the example shown in FIG . 4 , the UE 302 is actively 
engaged in two PDU sessions 402a and 402b . Each PDU 
session 402a and 402b is a logical context in the UE 302 that 
enables communication between a local endpoint in the UE 
( e . g . , a web browser ) and a remote endpoint ( e . g . a web 
server in a remote host ) and each PDU connection may 
include one or more data flows ( e . g . , IP , Ethernet and / or 
unstructured data flows ) . 
[ 0075 ] In the example shown in FIG . 4 , PDU Session 402a 
is served by UPF 320a and includes two IP flows 404a and 
404b , each terminated at a first external data network 322a 
( External Data Network 1 ) associated with a different IP 
address ( IP1 and IP2 ) of the UE 302 . PDU Session 402b also 
includes two IP flows 404c and 404d , each associated with 
a different IP address ( IP3 and IP4 ) of the UE 302 . However , 
IP flow 404c is served by UPF 320b and terminated at a 
second external data network 322b ( External Data Network 
2 ) , while IP flow 404d is served by a local UPF 320c and 
terminated at a local endpoint of the second external data 
network 322c ( Local External Data Network 2 ) . The session 
management context ( e . g . , leveraging software defined net 
working ( SDN ) and signaling routing ) for PDU Session 
402a and PDU session 402b is provided in the SMF 312 . 
The user plane context ( e . g . , Quality of Service ( QoS ) , 
tunneling , etc . ) for PDU Session 402a is provided in the 
UPF 320a , while the user plane context for PDU Session 
402b is provided in both UPF 320b and local UPF 320c . 
[ 0076 ] In each of FIGS . 3 and 4 , the AS security configu 
ration is selected by the RAN 304 based on the AS security 
capabilities of the UE and network policies . However , in 5G 
or NR networks , various services associated with a PDU 
session , a QoS flow , or other type of flow may require a 
service - specific AS security policy . In addition , 5G or NR 
networks may require a specific AS security policy for a 
particular device ( UE ) type . Furthermore , 5G or NR net 
works may also support UPF security policies to enable 
integrity protection and ciphering ( encryption ) of user plane 
data over the core network 306 . Thus , in various aspects of 
the present disclosure , the AMF 310 and / or SMF 312 may 
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select a service - specific AS security policy and a UPF 
security policy for a PDU session and / or data flow . 
[ 0077 ] In some examples , the AMF 310 and / or SMF 312 
may use one or more of the set of capabilities , the UE profile , 
network policies , flow information , and other factors to 
select the service - specific AS security policy and UPF 
security policy for the PDU session . The AS security policy 
and UPF security policy may each be selected for the PDU 
session as a whole and / or for one or more data flows ( e . g . , 
QoS flows or other types of flows ) within the PDU session . 
For example , the AS security policy may include one or 
more selected security algorithms ( e . g . , an algorithm based 
on AES , ZUC , or SNOW ) to utilize for RRC integrity 
protection , RRC encryption , and user plane data encryption 
over the RAN 304 . In examples in which the RAN 304 
supports user plane data integrity protection as well as user 
plane data encryption , the AS security policy may further 
include one or more selected security algorithms to utilize 
for user plane data integrity protection over the RAN 304 . 
The UPF security policy may include one or more selected 
security algorithms to utilize for user plane data integrity 
protection and encryption at the UPF 320 over the core 
network 306 . 
[ 0078 ] In various aspects of the present disclosure , the AS 
security policy and UPF security policy may be collectively 
indicated by security configuration information , such as a 
security configuration index ( SCI ) . The SCI may indicate , 
for example , whether AS security is enabled or disabled and 
whether UPF security is enabled or disabled for the PDU 
session ( or data flow ) . The SCI may further indicate , for 
example , a list of selected security algorithms for each type 
of security ( e . g . , AS / UPF integrity protection or AS / UPF 
ciphering ) . The list of selected security algorithms may 
further indicate whether a particular security algorithm is 
optional , mandatory , or not allowed to use for each security 
type and may further indicate an order of preference of 
security algorithms for each security type . 
[ 0079 ] An example format for various SCIs 500 is illus 
trated in FIG . 5 . Each SCI 500 includes an AS ciphering 
indicator 502 indicating whether AS ciphering is enabled or 
disabled , an AS integrity protection indicator 504 indicating 
whether AS integrity protection is enabled or disabled , a 
UPF ciphering indicator 506 indicating whether UPF cipher 
ing is enabled or disabled , and a UPF integrity protection 
508 indicator indicating whether UPF integrity protection is 
enabled or disabled . Each SCI 500 may further optionally 
include a QoS field 510 indicating whether a QoS parameter 
is associated with the SCI 500 , and if so , listing the par 
ticular QoS parameter ( s ) ( e . g . , Guaranteed Bit Rate ( GBR ) 
and / or specific QoS Class Identifiers ( QCIS ) or 5G Quality 
Indicators ( SQIs ) ) associated with the SCI 500 . 
[ 0080 ] In some examples , multiple AS integrity protection 
indicators 504 and AS ciphering indicators 502 may be 
included within each SCI 500 to allow security to be 
separately enabled / disabled for RRC messages and user 
plane data . Additional security indicators may further be 
included in each SCI 500 to enable or disable security for 
other types of control messages ( other than RRC messages ) 
exchanged between the RAN and the UE . Examples of other 
types of control messages for which security may be enabled 
or disabled may include , but are not limited to , status report 
messages , physical uplink control channels ( PUCCHs ) , and 
physical downlink control channels ( PDCCHs ) . 

[ 0081 ] In the example shown in FIG . 5 , for the first SCI 
( SCI 1 ) , AS ciphering is enabled , while AS integrity pro 
tection , UPF ciphering , and UPF integrity protection are 
disabled . SCI 1 further has no QoS parameters associated 
therewith . For the second SCI ( SCI 2 ) , AS ciphering and AS 
integrity protection are enabled , while UPF ciphering and 
UPF integrity protection are disabled . SCI 2 further has a 
QCI value of 5 ( non - guaranteed bit rate ) associated there 
with , which may require a packet delay budget of 100 ms 
and a packet error loss rate of 10 - º . For the third SCI ( SCI 
3 ) , AS integrity protection and UPF ciphering are enabled , 
while AS ciphering and UPF integrity protection are dis 
abled . SCI 3 further has a QCI value of 1 ( guaranteed bit 
rate ) associated therewith , which may require a packet delay 
budget of 100 ms and a packet error loss rate of 10 - 2 . For the 
fourth SCI ( SCI 4 ) , AS ciphering is disabled , while AS 
integrity protection , UPF ciphering , and UPF integrity pro 
tection are disabled . SCI 4 further has no QoS parameters 
associated therewith . Additional SCI ( not shown ) may be 
developed for other variations of AS / UPF security and QoS 
parameters . 
[ 0082 ] Each SCI may further indicate the selected AS / UPF 
security algorithms . For example , for each security indicator 
502 , 504 , 506 , and 508 , a list of possible security algorithms 
may be included and when a particular indicator indicates 
that that type of security is enabled , the selected security 
algorithms within the list of possible security algorithms 
may be indicated . Example formats of security algorithm 
lists to utilize for integrity protection and encryption as 
illustrated in FIG . 6 . 
[ 0083 ] FIG . 6 illustrates an exemplary format of a list of 
encryption security algorithms 602 for a particular encryp 
tion security type ( e . g . , RRC encryption , AS user plane data 
encryption , or UPF user plane data encryption ) and an 
exemplary format of a list of integrity protection security 
algorithms 606 for a particular integrity protection security 
type ( e . g . , RRC integrity protection , AS user plane data 
integrity protection , or UPF user plane data integrity pro 
tection ) . Each encryption security algorithm 602 includes a 
usage indicator 604 indicating whether that encryption secu 
rity algorithm 602 is mandatory , optional , or not allowed to 
utilize for that particular security type . In addition , each 
integrity protection security algorithm 606 also includes a 
usage indicator 608 indicating whether that integrity pro 
tection security algorithm 606 is mandatory , optional , or not 
allowed to utilize for that particular security type . 
[ 0084 ] In the example shown in FIG . 6 , there are six 
encryption security algorithms 602 and six integrity protec 
tion security algorithms 606 illustrated . Each encryption 
security algorithm 602 is designated as a New Radio 
Encryption Algorithm ( NEA ) of a particular security algo 
rithm type . For example , type 1 ( e . g . , NEA1 ) may refer to 
the SNOW 3G security algorithm , type 2 ( e . g . , NEA2 ) may 
refer to the AES security algorithm , and type 3 ( e . g . , NEA3 ) 
may refer to the ZUC security algorithm . In addition , each 
encryption security algorithm 602 further indicates a key 
size of the algorithm ( e . g . , 128 bit or 256 bit ) . Similarly , each 
integrity protection security algorithm 606 is designated as 
a New Radio Integrity Protection Algorithm ( NIA ) of a 
particular security algorithm type , where NIA1 may refer to 
the SNOW 3G security algorithm , NIA2 may refer to the 
AES security algorithm , and NIA3 may refer to the ZUC 
algorithm . Each integrity protection security algorithm 606 
may further indicate the key size ( e . g . , 128 bit or 256 bit ) . 
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[ 0085 ] Of the encryption security algorithms 602 listed , 
four of them have mandatory usage indicators 604 ( e . g . , 
256 - NEA2 , 256 - NEA1 , 128 - NEA2 , and 128 - NEA1 ) and 
two of them have not allowed usage indicators 604 ( e . g . , 
256 - NEA3 and 128 - NEA3 ) . Here , the mandatory usage 
indicator 604 indicates that one of the encryption security 
algorithms having the mandatory usage indicator is required 
to be utilized for the particular encryption security type . In 
addition , the not allowed usage indicator 604 indicates that 
neither of the encryption security algorithms having the not 
allowed usage indicator 604 may be utilized for the particu 
lar encryption security type . 
[ 0086 ] Of the integrity protection security algorithms 606 , 
four of them have optional usage indicators 608 ( e . g . , 
256 - NIA2 , 256 - NIA1 , 128 - NIA2 , and 128 - NIA1 ) and two 
of them have not allowed usage indicators 608 ( e . g . , 256 
NIA3 and 128 - NIA3 ) . Here , the optional usage indicator 
608 indicates that one of the integrity protection security 
algorithms having the optional usage indicator may be 
utilized for the particular integrity protection security type 
( though , none of them is required to be utilized ) . In addition , 
the not allowed usage indicator 608 indicates that neither of 
the integrity protection security algorithms having the not 
allowed usage indicator 608 may be utilized for the particu 
lar integrity protection security type . 
[ 0087 ] FIG . 7 is a signaling diagram illustrating exem 
plary signaling to configure AS and UPF security for a 
protocol data unit ( PDU ) session . At 702 , a user equipment 
( UE ) 302 may generate and transmit a PDU session estab 
lishment request message to a network node ( e . g . , AMF 310 ) 
within a core network via a radio access network ( RAN ) 
serving the UE 302 . The PDU session establishment request 
message may include , for example , a request for the UE 302 
to establish a PDU session or a data flow within a PDU 
session with an external data network via an application 
function ( AF ) 316 associated with the application provided 
by the external data network . In some examples , the PDU 
session establishment request message may further include 
the access stratum ( AS ) security capabilities of the UE 302 . 
In some examples , the AS security capabilities of the UE 
may include a list of security configuration indexes ( SCIS ) 
that may be supported by the UE 302 and / or an SCI request 
indicating a requested SCI to be utilized for the PDU session 
or data flow ( QoS flow ) within the PDU session . For 
example , the UE 302 may maintain a UE profile indicating 
the supported SCIs and / or the SCI to be utilized for a 
particular application . As another example , an application 
function ( AF ) profile for the particular application may be 
provisioned at the UE 302 indicating the SCI to be utilized 
for that particular application . 
[ 0088 ] At 704 , the AMF 310 may select an SMF 312 for 
the PDU session , and at 706 , transmit a PDU session create 
message corresponding to the PDU session establishment 
request message to the SMF 312 . The PDU session create 
message may include the AS security capabilities of the UE 
302 , which may also include the list of supported SCIS 
and / or the SCI request for the PDU session or data flow 
( QoS flow ) within the PDU session . In some examples , the 
SCI may be preconfigured at the SMF 312 . For example , the 
SMF 312 may select the SCI for the PDU session based on 
the local configuration at the SMF 312 and the AS security 
capabilities of the UE 302 without contacting the PCF 314 . 
Otherwise , at 708 , the SMF 312 may request policy infor 
mation , including the SCI , for the PDU session from the 

PCF 314 ( e . g . , Policy Control _ Get ) . In some examples , at 
710 , the PCF 314 may optionally retrieve policy informa 
tion , such as session security information contained in UE 
subscription information or an AF profile , from the AF 316 
for the PDU session . The session security information may 
include , for example , a list of one or more SCI that may be 
utilized for the PDU session . In some examples , the AF 316 
may identify the SCI to utilize for the PDU session based on 
a UE subscription with the particular application and / or 
based on required SCI for the particular application ( e . g . , the 
AF profile may require an SCI to be selected from a list of 
one or more available SCI options for the application ) . In 
some examples , the session security information may indi 
cate a list of one or more SCI to utilize for each possible 
device type of the UE 302 . 
[ 0089 ] At 712 , the PCF 314 may return the policy infor 
mation for the PDU session to the SMF 312 . The policy 
information may include one or more of the UE subscription 
information including the session security information 
retrieved from the AF 316 , AF profile received from the AF 
316 , UE subscription information maintained at the PCF 
314 , a UE profile maintained at the PCF 314 and / or other 
network policies ( e . g . , UPF security capabilities of the core 
network and / or UPF security requirements for the applica 
tion ) . In some examples , the UE profile may indicate AS 
security capabilities of the UE , which may include a list of 
one or more SCIs supported by the UE and / or a list of one 
or more SCIs to be utilized for the particular application . In 
some examples , the policy information returned to the SMF 
312 may include a selected SCI selected for the PDU session 
by the PCF 314 ( or by the AF 316 ) based on the AS security 
capabilities of the UE 302 and other policy information 
associated with the PDU session ( e . g . , UE subscription 
information , device type of the UE and other network 
policies ) . In this example , the PCF 314 may transmit a 
message authentication code ( MAC ) for the SCI together 
with the selected SCI to the SMF 312 . The MAC may be 
generated by the PCF 314 ( or AF 316 ) utilizing an integrity 
protection key generated using a selected AS integrity 
protection algorithm from the selected SCI . 
[ 0090 ] At 714 , the SMF 312 may select the SCI for the 
PDU session . In some examples , if the policy information 
provided by the PCF 314 includes the selected SCI ( e . g . , 
together with the MAC ) , the SMF 312 may utilize the 
received SCI as the selected SCI . In other examples , the 
SMF 312 may select the SCI based on at least the AS 
security capabilities of the UE 302 , policy information 
associated with the PDU session ( or data flow within the 
PDU session ) , or any combination thereof . In some 
examples , the policy information may include local policy 
information ( e . g . , UE profile , UE subscription information , 
core network UPF security information , etc . ) maintained at 
the AMF 310 / SMF 312 . In other examples , the policy 
information may further include the policy information 
retrieved from the PCF 314 for the PDU session . The AS 
security capabilities may be discerned from the policy 
information ( e . g . , local policy information and / or policy 
information retrieved from the PCF 314 ) or based on the AS 
security capabilities provided by the UE 302 together with 
the PDU session establishment request message . In some 
examples , the AS security capabilities of the UE may 
include a list of supported SCIs and / or an SCI request 
provided by the UE 302 . Thus , the SMF 312 may select the 
SCI from the list of supported SCIs based on other policy 



US 2019 / 0215693 A1 Jul . 11 , 2019 

information or may select the SCI based on the SCI request 
and other policy information ( e . g . , the SMF 312 may select 
the requested SCI if allowed by other policy information ) . 
[ 0091 ] The SMF 312 may further select the SCI based on 
the policy information for the PDU session as a whole or for 
a particular data flow ( QoS flow ) within the PDU session . 
Thus , in some examples , the SMF 312 may select a respec 
tive SCI for each data flow within a PDU session , and each 
selected SCI may be the same as or different from other SCIS 
selected for other data flows within the PDU session . In this 
example , the policy information utilized by the SMF 312 to 
select the SCI may be related to not only the PDU session , 
but to also the particular data flow within the PDU session . 
For example , a data flow ( QoS flow ) may require a particular 
QoS , and the selected SCI may be selected based on the 
required QoS for that data flow in addition to other policy 
information and UE security capabilities . 
[ 0092 ] The SMF 312 may further select the SCI based on 
the policy information related to the device type of the UE 
302 . For example , the UE subscription information may 
indicate a list of one or more SCI that may be utilized for 
each possible UE device type for a particular application , 
and the selected SCI may be selected based on the device 
type along with other policy information and UE security 
capabilities . As another example , a local policy maintained 
at the AMF 310 / SMF 312 may indicate a particular SCI to 
utilize for the UE device type . 
[ 0093 ] At 716 , the SMF 312 may configure the UPF 
session security for the PDU session ( or data flow within the 
PDU session ) with the UPF 320 . At 718 , the SMF 312 may 
generate and transmit a PDU session create response mes 
sage to the AMF 310 . The PDU session create response 
message includes the selected SCI for the PDU session ( or 
data flow ) . In some examples , the selected SCI may option 
ally further include a MAC generated using a selected AS 
integrity protection algorithm ( e . g . , one of the mandatory or 
optional AS integrity protection algorithms indicated in the 
selected SCI ) . The MAC may be generated by the SMF 312 
or may be the MAC generated by the PCF 314 if the PCF 
314 selected the SCI and transmitted the SCI and associated 
MAC to the SMF 312 . 
10094 ] . At 720 , the AMF 310 may generate and transmit a 
PDU session request message to the RAN 304 ( e . g . , gNB ) 
serving the UE 302 to configure the PDU session ( or data 
flow within the PDU session ) in the RAN 304 . The PDU 
session request message includes the selected SCI ( and 
optionally the MAC , if provided by the SMF 312 ) . Based on 
the selected SCI , the RAN 304 selects an AS security 
configuration ( e . g . , control plane and user plane security 
configurations ) for the PDU session ( or data flow within the 
PDU session ) , and at 722 , the RAN 304 transmits an RRC 
Connection Reconfiguration message to the UE 302 includ 
ing the selected AS security configuration . The RRC Con 
nection Reconfiguration message further includes the 
selected SCI ( and optionally the MAC ) . 
[ 0095 ] At 724 , the UE 302 may verify the integrity of the 
received SCI using the MAC . By verifying the MAC , the UE 
302 may detect whether any changes may have been made 
to the SCI by intermediate functions ( e . g . , RAN 304 or AMF 
310 ) . In addition , the UE 302 may compare the received AS 
security configuration to the received SCI to determine 
whether the received AS security configuration is included 
within the received SCI . The UE 302 may further compare 
the received AS security configuration to any requested SCI 

for the PDU session or data flow to determine whether the 
received AS security configuration is within the requested 
SCI . 
[ 0096 ] At 726 , the UE 302 may transmit an RRC Con 
nection Reconfiguration complete message to the RAN 304 . 
In some examples , the RRC Connection Reconfiguration 
complete message may include a PDU session continuel 
discontinue indicator that indicates whether the UE 302 is 
continuing or discontinuing the PDU session ( or data flow 
within the PDU session ) . The UE 302 may determine to 
continue with the PDU session when the AS security con 
figuration is included in the SCI and to discontinue with the 
PDU session when the AS security is excluded from ( e . g . , 
not included as a security option ) the SCI . For example , if 
the AS security configuration includes an AS encryption 
algorithm that was not allowed in the SCI or if the SCI 
disabled the AS encryption , the UE 302 may discontinue the 
PDU session ( or data flow within the PDU session ) . In some 
examples , the RRC Connection Reconfiguration complete 
message may further include an SCI confirmation including 
the received SCI ( or requested SCI ) , together with an 
optional UE MAC to integrity protect the SCI confirmation 
transmitted from the UE . 
[ 0097 ] At 728 , the RAN 304 may transmit a PDU session 
request acknowledgement message to the AMF 310 , and at 
730 , the AMF 310 may transmit a PDU update request 
message to the SMF 312 . The PDU session request acknowl 
edgement message and PDU update request message may 
each include the PDU session continue / discontinue indicator 
and optionally the SCI confirmation together with the MAC . 
The SMF 312 may verify the integrity of the received SCI 
confirmation using the UE MAC and may compare the SCI 
confirmation received from the UE to the selected SCI for 
the PDU session ( or data flow ) to determine whether any 
modifications to the selected SCI were made by intermediate 
functions . At 732 , the SMF 312 may update the PDU session 
( or data flow ) with the UPF 320 based on the received SCI 
confirmation and PDU update request . For example , if the 
PDU update request message includes a PDU session dis 
continue indicator , the SMF 312 may discontinue the PDU 
session ( or data flow ) with the UPF 320 . In addition , any 
changes in the UPF security policy indicated by the SCI 
confirmation received from the UE may be made to the UPF 
320 if the PDU session continue indicator is received from 
the UE . 
[ 0098 ] FIG . 8 is a block diagram illustrating an example of 
a hardware implementation for a core network node 800 
employing a processing system 814 . For example , the core 
network node may correspond to the AMF or SMF shown 
and described above in reference to FIGS . 3 , 4 , and / or 7 . 
[ 00991 . The core network node 800 may be implemented 
with a processing system 814 that includes one or more 
processors 804 . Examples of processors 804 include micro 
processors , microcontrollers , digital signal processors 
( DSPs ) , field programmable gate arrays ( FPGAs ) , program 
mable logic devices ( PLDs ) , state machines , gated logic , 
discrete hardware circuits , and other suitable hardware con 
figured to perform the various functionality described 
throughout this disclosure . In various examples , the core 
network node 800 may be configured to perform any one or 
more of the functions described herein . That is , the processor 
804 , as utilized in the core network node 800 , may be used 
to implement any one or more of the processes and proce 
dures described below . 
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[ 0100 ] In this example , the processing system 814 may be 
implemented with a bus architecture , represented generally 
by the bus 802 . The bus 802 may include any number of 
interconnecting buses and bridges depending on the specific 
application of the processing system 814 and the overall 
design constraints . The bus 802 links together various cir 
cuits including one or more processors ( represented gener 
ally by the processor 804 ) , a memory 805 , and computer 
readable media ( represented generally by the computer 
readable medium 806 ) . The bus 802 may also link various 
other circuits such as timing sources , peripherals , voltage 
regulators , and power management circuits , which are well 
known in the art , and therefore , will not be described any 
further . A bus interface 808 provides an interface between 
the bus 802 and a network interface 810 . The network 
interface 810 provides a means for communicating with 
various other apparatus over a transmission medium . 
Depending upon the nature of the apparatus , a user interface 
812 ( e . g . , keypad , display , touch screen , speaker , micro 
phone , joystick ) may also be provided . Of course , such a 
user interface 812 is optional , and may be omitted in some 
examples . 
10101 ] The processor 804 is responsible for managing the 
bus 802 and general processing , including the execution of 
software stored on the computer - readable medium 806 . 
Software shall be construed broadly to mean instructions , 
instruction sets , code , code segments , program code , pro 
grams , subprograms , software modules , applications , soft 
ware applications , software packages , routines , subroutines , 
objects , executables , threads of execution , procedures , func 
tions , etc . , whether referred to as software , firmware , 
middleware , microcode , hardware description language , or 
otherwise . The software , when executed by the processor 
804 , causes the processing system 814 to perform the 
various functions described below for any particular appa 
ratus . The computer - readable medium 806 and the memory 
805 may also be used for storing data that is manipulated by 
the processor 804 when executing software . 
[ 0102 ] The computer - readable medium 806 may be a 
non - transitory computer - readable medium . A non - transitory 
computer - readable medium includes , by way of example , a 
magnetic storage device ( e . g . , hard disk , floppy disk , mag 
netic strip ) , an optical disk ( e . g . , a compact disc ( CD ) or a 
digital versatile disc ( DVD ) ) , a smart card , a flash memory 
device ( e . g . , a card , a stick , or a key drive ) , a random access 
memory ( RAM ) , a read only memory ( ROM ) , a program 
mable ROM ( PROM ) , an erasable PROM ( EPROM ) , an 
electrically erasable PROM ( EEPROM ) , a register , a remov 
able disk , and any other suitable medium for storing soft 
ware and / or instructions that may be accessed and read by a 
computer . The computer - readable medium 806 may reside 
in the processing system 814 , external to the processing 
system 814 , or distributed across multiple entities including 
the processing system 814 . The computer - readable medium 
806 may be embodied in a computer program product . By 
way of example , a computer program product may include 
a computer - readable medium in packaging materials . In 
some examples , the computer - readable medium 806 may be 
part of the memory 805 . Those skilled in the art will 
recognize how best to implement the described functionality 
presented throughout this disclosure depending on the par 
ticular application and the overall design constraints 
imposed on the overall system . 

[ 0103 ] In some aspects of the disclosure , the processor 
804 may include circuitry configured for various functions . 
For example , the processor 804 may include session man 
agement circuitry 841 configured to receive and process a 
PDU session establishment request message from a UE . The 
PDU session establishment request message may contain a 
set of capabilities of the UE . The set of capabilities may 
include , for example , AS security capabilities of the UE , 
which may include a list of supported security configuration 
indexes ( SCIS ) and / or an SCI request for the PDU session . 
The session management circuitry 841 may process the PDU 
session establishment request message based on the UE 
capabilities , a UE profile ( maintained at the core network 
node or retrieved from another core network node ) , UE 
subscription information , network policies , flow informa 
tion , and other factors . The session management circuitry 
841 may then establish a PDU connection between the UE 
and an external data network over the next generation RAN 
via the next generation core network . The session manage 
ment circuitry 841 may further be configured to execute 
session management software 851 included on the com 
puter - readable medium 706 to implement one or more 
functions described herein . 
[ 0104 ] The processor 804 may further include security 
configuration index ( SCI ) selection circuitry 842 configured 
to select an SCI or other similar security configuration 
information for the PDU session ( or data flow within the 
PDU session ) . The selected SCI ( or security configuration 
information ) represents an AS security policy and UPF 
security policy for the PDU session . The SCI ( or security 
configuration information ) may indicate , for example , 
whether AS security is enabled or disabled and whether UPF 
security is enabled or disabled for the PDU session ( or data 
flow ) . The SCI ( or security configuration information ) may 
further indicate , for example , a list of selected security 
algorithms ( e . g . , AES , SNOW , and / or ZUC ) for each type of 
security ( e . g . , AS / UPF integrity protection or AS / UPF 
ciphering ) . The list of selected security algorithms may 
further indicate whether a particular security algorithm is 
optional , mandatory , or not allowed to use for each security 
type and may further indicate an order of preference of 
security algorithms for each security type . In addition , the 
selected SCI may indicate a particular QoS for the data flow 
and / or PDU session . 
[ 0105 ] The SCI selection circuitry 842 may select the SCI 
( or other similar security configuration information ) based 
on at least the AS security capabilities of the UE and / or 
policy information associated with the PDU session ( or data 
flow within the PDU session ) . The policy information may 
include , for example , local policy information ( e . g . , UE 
profile , UE subscription information , AF profile , core net 
work UPF security information , etc . ) maintained at the core 
network node 800 or policy information ( e . g . , UE profile , 
UE subscription information , AF profile , core network UPF 
security information , SCI , etc . ) retrieved from another core 
network node . For example , the policy information may be 
retrieved from a policy control function ( PCF ) and / or appli 
cation function ( AF ) within the core network . 
f0106 ] . The AS security capabilities may be discerned from 
the policy information ( e . g . , local policy information and / or 
policy information retrieved from another core network 
node ) or based on the AS security capabilities provided by 
the UE within the PDU session establishment request mes 
sage . In some examples , the AS security capabilities of the 
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UE may include a list of supported SCIs and / or an SCI 
request provided by the UE . In some examples , the SCI 
selection circuitry 842 may select the SCI from the list of 
supported SCIs based on other policy information or may 
select the SCI based on the SCI request and other policy 
information . 
[ 0107 ] The SCI selection circuitry 842 may further select 
the SCI ( or other similar security configuration information ) 
based on the policy information related to the device type of 
the UE . For example , the UE subscription information may 
indicate a list of one or more SCI that may be utilized for 
each possible UE device type for a particular application , 
and the selected SCI may be selected based on the device 
type along with other policy information and UE security 
capabilities . As another example , a local policy maintained 
at the core network node may indicate a particular SCI to 
utilize for the UE device type . The SCI selection circuitry 
may further be configured to execute SCI selection software 
852 included on the computer - readable medium 806 to 
implement one or more functions described herein . 
[ 0108 ] The processor 804 may further include UPF secu 
rity configuration circuitry 843 configured to utilize the SCI 
to configure the UPF security within the core network . For 
example , the SCI may indicate the UPF security policy for 
the PDU session and / or data flow within the PDU session 
and the UPF security configuration circuitry 843 may imple 
ment the UPF security policy with the UPF within the core 
network . The UPF security configuration circuitry 843 may 
further be configured to execute UPF security configuration 
software 853 included on the computer - readable medium to 
implement one or more functions described herein . 
[ 0109 ] FIG . 9 is a diagram illustrating an example of a 
hardware implementation for an exemplary UE 900 employ 
ing a processing system 914 that includes one or more 
processors 904 . For example , the UE may correspond to any 
of the UEs illustrated in FIGS . 1 , 3 , 4 , and / or 7 . 
[ 0110 ] The processing system 914 may be substantially 
the same as the processing system 814 illustrated in FIG . 8 , 
including a bus interface 908 , a bus 902 , memory 905 , a 
processor 904 , and a computer - readable medium 906 . Fur 
thermore , the UE 900 may include a user interface 912 and 
a transceiver 910 for communicating with various other 
apparatus over a transmission medium ( e . g . , air interface ) . 
The processor 904 , as utilized in a UE 900 , may be used to 
implement any one or more of the processes described 
below . 
[ 0111 ] In some aspects of the disclosure , the processor 904 
may include uplink ( UL ) traffic and control channel genera 
tion and transmission circuitry 942 , configured to generate 
and transmit uplink user data traffic on an UL traffic channel , 
and to generate and transmit uplink control / feedback / ac 
knowledgement information on an UL control channel . In 
various aspects of the disclosure , the UL traffic and control 
channel generation and transmission circuitry 942 may be 
configured to generate and transmit a PDU session estab 
lishment request message to a core network to establish a 
PDU session ( or data flow within a PDU session ) with an 
external data network . The PDU session establishment 
request message may include AS security capabilities of the 
UE , which may include , for example , a list of supported 
SCIs and / or an SCI request for the PDU session ( or data 
flow ) . The UL traffic and control channel generation and 
transmission circuitry 942 may be configured to execute UL 
traffic and control channel generation and transmission 

software 952 included on the computer - readable medium 
806 to implement one or more functions described herein . 
[ 0112 ] The processor 904 may further include downlink 
( DL ) traffic and control channel reception and processing 
circuitry 944 , configured for receiving and processing down 
link user data traffic on a DL traffic channel , and to receive 
and process control information on one or more DL control 
channels . In some examples , received downlink user data 
traffic and / or control information may be stored within 
memory 905 . In various aspects of the disclosure , the DL 
traffic and control channel reception and processing circuitry 
944 may be configured to receive an RRC connection 
reconfiguration message from a RAN ( e . g . , gNB ) serving 
the UE that includes a selected AS security configuration 
920 for the PDU session . In some examples , the RRC 
connection reconfiguration message may further include a 
selected SCI ( or other similar security configuration infor 
mation ) 922 for the PDU session . In some examples , the 
selected SCI 922 may further include a MAC for integrity 
protection of the SCI . The AS security configuration 920 and 
SCI 922 may be stored , for example , within memory 905 . 
The DL traffic and control channel reception and processing 
circuitry 944 may further be configured to execute DL traffic 
and control channel reception and processing software 954 
included on the computer - readable medium 806 to imple 
ment one or more functions described herein . 
[ 0113 ] The processor 904 may further include access 
stratum ( AS ) security management circuitry 946 , configured 
to compare the AS security configuration selected by the 
RAN for the PDU session ( or data flow ) to the SCI selected 
by the core network for the PDU session ( or data flow ) . The 
AS security management circuitry 946 may further be 
configured to generate and transmit an RRC connection 
reconfiguration complete message or other similar message 
to the RAN that includes a PDU session continue / discon 
tinue indicator indicating whether the UE is continuing the 
PDU session or discontinuing the PDU session . The AS 
security management circuitry 946 may continue the PDU 
session when the AS security configuration is included 
within the SCI and may discontinue the PDU session when 
the AS security configuration is excluded from the SCI ( e . g . , 
the SCI does not allow the particular AS security configu 
ration selected by the RAN ) . The AS security management 
circuitry 946 may further include the received SCI , option 
ally together with a UE MAC ) , within the RRC connection 
reconfiguration complete message to provide the core net 
work with a copy of the received SCI . 
[ 0114 ] The AS security management circuitry 946 may 
further be configured to implement or apply the AS security 
configuration selected for the PDU session . In some 
examples , the AS security management circuitry 946 may be 
configured to apply the AS security configuration selected 
for the PDU session upon determining to continue with the 
PDU session . The AS security management circuitry 946 
may further be configured to execute AS security software 
956 included on the computer - readable medium 806 to 
implement one or more functions described herein . 
[ 0115 ] FIG . 10 is a flow chart 1000 of a method for 
configuring access stratum ( AS ) security at a user equipment 
( UE ) in a communication network . As described below , 
some or all illustrated features may be omitted in a particular 
implementation within the scope of the present disclosure , 
and some illustrated features may not be required for imple 
mentation of all embodiments . In some examples , the 
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method may be performed by the UE 900 , as described 
above and illustrated in FIG . 9 , by a processor or processing 
system , or by any suitable means for carrying out the 
described functions . 
[ 0116 ] At block 1002 , the UE may transmit a session 
establishment request message to a network node within a 
core network to establish a protocol data unit ( PDU ) session 
or data flow within a PDU session with an external data 
network . In some examples , the session establishment 
request message may include AS security capabilities of the 
UE . In some examples , the AS security capabilities may 
include a list of UE - supported security configuration indexes 
( SCIS ) and / or an SCI request for the PDU session . For 
example , the UL traffic and control channel generation and 
transmission circuitry 942 and transceiver 910 shown and 
described above in connection with FIG . 9 may generate and 
transmit the session establishment request message . 
[ 0117 ] At block 1004 , the UE may receive an AS security 
configuration selected for the PDU session by a radio access 
network ( RAN ) serving the UE . The AS security configu 
ration may indicate , for example , the particular AS security 
algorithm ( s ) selected for AS integrity protection and / or AS 
ciphering of various types of information / user data traffic 
( e . g . , RRC messages ( control plane messages ) , user plane 
data ( PDUs ) and / or other types of control messages ) . For 
example , the AS security configuration may indicate an AS 
security algorithm selected for AS integrity protection of 
RRC messages and an AS security algorithm selected for AS 
ciphering of PDUs . The AS security configuration may be 
transmitted , for example , within a RRC connection recon 
figuration message transmitted by the RAN ( e . g . , NB ) . The 
AS security configuration may be selected by the RAN 
based on security configuration information , such as a 
security configuration index ( SCI ) , including AS security 
information indicating one or more AS security options 
selected by the network node within the core network for the 
PDU session ( or data flow ) . For example , the DL traffic and 
control channel reception and processing circuitry 944 and 
transceiver 910 shown and described above in connection 
with FIG . 9 may receive the AS security configuration . 
[ 0118 ] FIG . 11 is a flow chart 1100 of a method for 
configuring access stratum ( AS ) security at a user equipment 
( UE ) in a communication network . As described below , 
some or all illustrated features may be omitted in a particular 
implementation within the scope of the present disclosure , 
and some illustrated features may not be required for imple 
mentation of all embodiments . In some examples , the 
method may be performed by the UE 900 , as described 
above and illustrated in FIG . 9 , by a processor or processing 
system , or by any suitable means for carrying out the 
described functions . 
10119 ] At block 1102 , the UE may transmit a session 
establishment request message to a network node within a 
core network to establish a protocol data unit ( PDU ) session 
or data flow within a PDU session with an external data 
network . In some examples , the session establishment 
request message may include AS security capabilities of the 
UE . In some examples , the AS security capabilities may 
include a list of UE - supported security configuration indexes 
( SCIS ) and / or an SCI request for the PDU session . For 
example , the UL traffic and control channel generation and 
transmission circuitry 942 and transceiver 910 shown and 
described above in connection with FIG . 9 may generate and 
transmit the session establishment request message . 

[ 0120 ] At block 1104 , the UE may receive an AS security 
configuration selected for the PDU session by a radio access 
network ( RAN ) serving the UE . The AS security configu 
ration may indicate , for example , the particular AS security 
algorithm ( s ) selected for AS integrity protection and / or AS 
ciphering of various types of information / user data traffic 
( e . g . , RRC messages ( control plane messages ) , user plane 
data ( PDUs ) and / or other types of control messages ) . For 
example , the AS security configuration may indicate an AS 
security algorithm selected for AS integrity protection of 
RRC messages and an AS security algorithm selected for AS 
ciphering of PDUs . The AS security configuration may be 
transmitted , for example , within a RRC connection recon 
figuration message transmitted by the RAN ( e . g . , gNB ) . For 
example , the DL traffic and control channel reception and 
processing circuitry 944 and transceiver 910 shown and 
described above in connection with FIG . 9 may receive the 
AS security configuration . 
[ 0121 ] At block 1106 , the UE may receive security con 
figuration information , such as a security configuration 
index ( SCI ) , including AS security information indicating 
one or more AS security options selected by the network 
node within the core network for the PDU session ( or data 
flow ) . The SCI may be transmitted within , for example , the 
RRC connection reconfiguration message transmitted by the 
RAN ( e . g . , gNB ) . The SCI may further include a MAC for 
integrity protection of the SCI . The AS security information 
included in the SCI may indicate , for example , whether 
integrity protection and ciphering are enabled / disabled for 
AS messages , AS PDUs , and UPF PDUs . The AS security 
information included in the SCI may further indicate the 
security algorithms allowed ( e . g . , optional or mandatory , 
together with a possible order of preference ) for each 
enabled security type ( e . g . , AS integrity protection , AS 
ciphering , UPF integrity protection , UPF ciphering ) . The AS 
security information included in the SCI may further include 
a selected QoS for the PDU session ( or data flow ) . For 
example , the DL traffic and control channel reception and 
processing circuitry 944 and transceiver 910 shown and 
described above in connection with FIG . 9 may receive the 
SCI . 
[ 0122 ] At block 1108 , the UE may compare the AS 
security configuration with the SCI to determine , at block 
1110 , whether the AS security configuration is included 
within the SCI . For example , the AS security management 
circuitry 946 shown and described above in connection with 
FIG . 9 may compare the AS security configuration with the 
SCI . 
[ 0123 ] If the AS security configuration is included in the 
SCI ( Y branch of block 1110 ) , at block 1112 , the UE may 
continue the PDU session . For example , the UE may trans 
mit an RRC connection reconfiguration complete message to 
the RAN that includes a PDU session continue indicator that 
indicates that the UE is continuing with the PDU session ( or 
data flow ) . For example , the AS security management cir 
cuitry 946 and UL traffic and control channel generation and 
transmission circuitry 942 shown and described above in 
connection with FIG . 9 may continue the PDU session and 
generate the RRC connection reconfiguration complete mes 
sage including the PDU session continue indicator . 
f0124 ] . However , if the AS security configuration is not 
included within the SCI ( N branch of block 1110 ) , at block 
1114 , the UE may discontinue the PDU session . For 
example , the UE may include a PDU session discontinue 
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indicator in the RRC connection reconfiguration complete 
message that indicates that the UE is discontinuing the PDU 
session . In some examples , the UE may further include the 
received SCI ( together with an optional UE MAC ) within 
the RRC connection reconfiguration complete message . For 
example , the AS security management circuitry 946 and UL 
traffic and control channel generation and transmission 
circuitry 942 shown and described above in connection with 
FIG . 9 may discontinue the PDU session and generate the 
RRC connection reconfiguration complete message includ 
ing the PDU session discontinue indicator . 
[ 0125 ] At block 1116 , the UE may transmit an SCI con 
firmation to the network node in the core network . In some 
examples , the SCI conformation may be transmitted within 
an RRC Connection Reconfiguration complete message to 
the RAN , which may then transmit a PDU session request 
acknowledgement message / PDU update request message 
including the SCI confirmation to the network node . In some 
examples , the RRC Connection Reconfiguration complete 
message and PDU session request acknowledgement mes 
sage / PDU update request message may further include a 
PDU session continue / discontinue indicator that indicates 
whether the UE is continuing or discontinuing the PDU 
session ( or data flow within the PDU session ) , together with 
an optional UE MAC to integrity protect the SCI confirma 
tion transmitted from the UE . For example , the AS security 
management circuitry 946 and UL traffic and control chan 
nel generation and transmission circuitry 942 , together with 
the transceiver 910 , shown and described above in connec 
tion with FIG . 9 may transmit the SCI confirmation . 
[ 0126 ] FIG . 12 is a flow chart 1200 of a method for 
configuring access stratum ( AS ) security for a user equip 
ment ( UE ) at a network node in a core network . As described 
below , some or all illustrated features may be omitted in a 
particular implementation within the scope of the present 
disclosure , and some illustrated features may not be required 
for implementation of all embodiments . In some examples , 
the method may be performed by a core network node , as 
described above and illustrated in FIG . 8 , by a processor or 
processing system , or by any suitable means for carrying out 
the described functions . 
101271 At block 1202 , the core network node may receive 
a session establishment request message from the UE that 
requests the establishment of a PDU session ( or data flow 
within the PDU session ) . In some examples , the session 
establishment request message may include the AS security 
capabilities of the UE , which may also include a list of 
supported SCIs and / or an SCI request for the PDU session . 
For example , the session management circuitry 841 and 
network interface 810 shown and described above in con 
nection with FIG . 8 may receive the session establishment 
request message . 
[ 0128 ] At block 1204 , the core network node may identify 
the AS security capabilities of the UE . In some examples , the 
AS security capabilities may be received within the session 
establishment request message . In other examples , the AS 
security capabilities may be maintained by the core network 
node or retrieved from another core network node . For 
example , the session management circuitry 841 shown and 
described above in connection with FIG . 8 may identify the 
AS security capabilities of the UE . 
[ 0129 ] At block 1206 , the core network node may select 
security configuration information , such as an SCI , for the 
PDU session ( or data flow ) based on at least the AS security 

capabilities of the UE and / or policy information associated 
with the PDU session . The policy information may include 
a UE profile , UE subscription information , AF profile , flow 
information , device type of the UE , and / or other network 
policies . For example , the SCI selection circuitry 842 shown 
and described above in connection with FIG . 8 may select 
the SCI for the PDU session . 
[ 0130 ] At block 1208 , the core network node may transmit 
the security configuration information ( e . g . , SCI ) to the 
RAN serving the UE for selection of an AS security con 
figuration for the PDU session . In some examples , the RAN 
may utilize the SCI to select the AS security configuration 
( e . g . , the AS security configuration may be included in the 
SCI ) . In other examples , the RAN may select an AS security 
configuration outside of the SCI ( e . g . , the AS security 
configuration may be excluded from the SCI ) . For example , 
the SCI selection circuitry 842 and network interface 810 
shown and described above in connection with FIG . 8 may 
transmit the SCI to the RAN . 
[ 0131 ] FIG . 13 is a flow chart 1300 of a method for 
configuring access stratum ( AS ) security for a user equip 
ment ( UE ) at a network node in a core network . As described 
below , some or all illustrated features may be omitted in a 
particular implementation within the scope of the present 
disclosure , and some illustrated features may not be required 
for implementation of all embodiments . In some examples , 
the method may be performed by a core network node , as 
described above and illustrated in FIG . 8 , by a processor or 
processing system , or by any suitable means for carrying out 
the described functions . 
[ 0132 ] At block 1302 , the core network node may receive 
a session establishment request message from the UE that 
requests the establishment of a PDU session ( or data flow 
within the PDU session ) . In some examples , the session 
establishment request message may include the AS security 
capabilities of the UE , which may also include a list of 
supported SCIs and / or an SCI request for the PDU session . 
For example , the session management circuitry 841 and 
network interface 810 shown and described above in con 
nection with FIG . 8 may receive the session establishment 
request message . 
[ 0133 ] At block 1304 , the core network node may identify 
the AS security capabilities of the UE . In some examples , the 
AS security capabilities may be received within the session 
establishment request message . In other examples , the AS 
security capabilities may be maintained by the core network 
node or retrieved from another core network node . For 
example , the session management circuitry 841 shown and 
described above in connection with FIG . 8 may identify the 
AS security capabilities of the UE . 
[ 0134 ] At block 1306 , the core network node may retrieve 
policy information associated with the PDU session from a 
Policy Control Function ( PCF ) within the core network . For 
example , the core network node may request the policy 
information for the PDU session from the PCF . In some 
examples , the PCF may retrieve the policy information , such 
as session security information contained in UE subscription 
information or an AF profile , from the AF for the PDU 
session . Thus , the policy information may include one or 
more of the UE subscription information including the 
session security information retrieved from the AF , AF 
profile received from the AF , UE subscription information 
maintained at the PCF , a UE profile maintained at the PCF 
and / or other network policies ( e . g . , UPF security capabilities 
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of the core network and / or UPF security requirements for 
the application ) . In some examples , the UE profile may 
indicate AS security capabilities of the UE , which may 
include a list of one or more SCIS supported by the UE 
and / or a list of one or more SCIs to be utilized for the 
particular application . In some examples , the policy infor 
mation returned to the core network node may include a 
selected SCI selected for the PDU session by the PCF ( or by 
the AF ) based on the AS security capabilities of the UE 
and / or other policy information associated with the PDU 
session ( e . g . , UE subscription information , device type of 
the UE and other network policies ) . For example , the session 
management circuitry 841 and / or SCI selection circuitry 
842 , together with the network interface 810 , shown and 
described above in connection with FIG . 8 may retrieve the 
policy information from the PCF . 
[ 0135 ] At block 1308 , the core network node may select 
security configuration information , such as an SCI , for the 
PDU session ( or data flow ) based on at least the AS security 
capabilities of the UE and / or policy information associated 
with the PDU session . For example , the SCI selection 
circuitry 842 shown and described above in connection with 
FIG . 8 may select the SCI for the PDU session . 
[ 0136 ] At block 1310 , the core network node may transmit 
the security configuration information ( e . g . , SCI ) to the 
RAN serving the UE for selection of an AS security con 
figuration for the PDU session . In some examples , the RAN 
may utilize the SCI to select the AS security configuration 
( e . g . , the AS security configuration may be included in the 
SCI ) . In other examples , the RAN may select an AS security 
configuration outside of the SCI ( e . g . , the AS security 
configuration may be excluded from the SCI ) . For example , 
the SCI selection circuitry 842 and network interface 810 
shown and described above in connection with FIG . 8 may 
transmit the SCI to the RAN . 
[ 0137 ] FIG . 14 is a flow chart 1400 of a method for 
configuring access stratum ( AS ) security for a user equip 
ment ( UE ) at a network node in a core network . As described 
below , some or all illustrated features may be omitted in a 
particular implementation within the scope of the present 
disclosure , and some illustrated features may not be required 
for implementation of all embodiments . In some examples , 
the method may be performed by a core network node , as 
described above and illustrated in FIG . 8 , by a processor or 
processing system , or by any suitable means for carrying out 
the described functions . 
[ 0138 ] At block 1402 , the core network node may receive 
a session establishment request message from the UE that 
requests the establishment of a PDU session ( or data flow 
within the PDU session ) . In addition , the core network node 
may receive , together with the session establishment request 
message , an SCI request indicating a requested SCI to be 
utilized for the PDU session or data flow ( QoS flow ) within 
the PDU session . In some examples , the session establish 
ment request message may include the AS security capa 
bilities of the UE . For example , the session management 
circuitry 841 and network interface 810 shown and 
described above in connection with FIG . 8 may receive the 
SCI request and session establishment request message . 
[ 0139 ] At block 1404 , the core network node may identify 
the AS security capabilities of the UE . In some examples , the 
AS security capabilities may be received within the session 
establishment request message . In other examples , the AS 
security capabilities may be maintained by the core network 

node or retrieved from another core network node . For 
example , the session management circuitry 841 shown and 
described above in connection with FIG . 8 may identify the 
AS security capabilities of the UE . 
[ 0140 ] At block 1406 , the core network node may select 
security configuration information , such as an SCI , for the 
PDU session ( or data flow ) based on at least the SCI 
Request , AS security capabilities of the UE and policy 
information associated with the PDU session . The policy 
information may include a UE profile , UE subscription 
information , AF profile , flow information , device type of the 
UE , and / or other network policies . For example , the SCI 
selection circuitry 842 shown and described above in con 
nection with FIG . 8 may select the SCI for the PDU session . 
[ 0141 ] At block 1408 , the core network node may transmit 
the security configuration information ( e . g . , SCI ) to the 
RAN serving the UE for selection of an AS security con 
figuration for the PDU session . In some examples , the RAN 
may utilize the SCI to select the AS security configuration 
( e . g . , the AS security configuration may be included in the 
SCI ) . In other examples , the RAN may select an AS security 
configuration outside of the SCI ( e . g . , the AS security 
configuration may be excluded from the SCI ) . For example , 
the SCI selection circuitry 842 and network interface 810 
shown and described above in connection with FIG . 8 may 
transmit the SCI to the RAN . 
[ 0142 ] FIG . 15 is a flow chart 1500 of a method for 
configuring access stratum ( AS ) security for a user equip 
ment ( UE ) at a network node in a core network . As described 
below , some or all illustrated features may be omitted in a 
particular implementation within the scope of the present 
disclosure , and some illustrated features may not be required 
for implementation of all embodiments . In some examples , 
the method may be performed by a core network node , as 
described above and illustrated in FIG . 8 , by a processor or 
processing system , or by any suitable means for carrying out 
the described functions . 
[ 0143 ] At block 1502 , the core network node may receive 
a session establishment request message from the UE that 
requests the establishment of a PDU session ( or data flow 
within the PDU session ) . In addition , the core network node 
may receive , together with the session establishment request 
message , a list of supported SCIs that may be utilized for the 
PDU session ( or data flow within the PDU session ) . In some 
examples , the session establishment request message may 
include the AS security capabilities of the UE . For example , 
the session management circuitry 841 and network interface 
810 shown and described above in connection with FIG . 8 
may receive the list of supported SCIs and session estab 
lishment request message . 
[ 0144 ] At block 1504 , the core network node may identify 
the AS security capabilities of the UE . In some examples , the 
AS security capabilities may be received within the session 
establishment request message . In other examples , the AS 
security capabilities may be maintained by the core network 
node or retrieved from another core network node . For 
example , the session management circuitry 841 shown and 
described above in connection with FIG . 8 may identify the 
AS security capabilities of the UE . 
[ 0145 ] At block 1506 , the core network node may select 
security configuration information , such as an SCI , for the 
PDU session ( or data flow ) based on at least the list of 
supported SCIS , AS security capabilities of the UE and / or 
policy information associated with the PDU session . The 

?? . 
?? 
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policy information may include a UE profile , UE subscrip - 
tion information , AF profile , flow information , device type 
of the UE , and / or other network policies . For example , the 
SCI selection circuitry 842 shown and described above in 
connection with FIG . 8 may select the SCI for the PDU 
session . 
[ 0146 ] At block 1508 , the core network node may transmit 
the security configuration information ( e . g . , SCI ) to the 
RAN serving the UE for selection of an AS security con 
figuration for the PDU session . In some examples , the RAN 
may utilize the SCI to select the AS security configuration 
( e . g . , the AS security configuration may be included in the 
SCI ) . In other examples , the RAN may select an AS security 
configuration outside of the SCI ( e . g . , the AS security 
configuration may be excluded from the SCI ) . For example , 
the SCI selection circuitry 842 and network interface 810 
shown and described above in connection with FIG . 8 may 
transmit the SCI to the RAN . 
[ 0147 ] FIG . 16 is a flow chart 1600 of a method for 
configuring access stratum ( AS ) security for a user equip 
ment ( UE ) at a network node in a core network . As described 
below , some or all illustrated features may be omitted in a 
particular implementation within the scope of the present 
disclosure , and some illustrated features may not be required 
for implementation of all embodiments . In some examples , 
the method may be performed by a core network node , as 
described above and illustrated in FIG . 8 , by a processor or 
processing system , or by any suitable means for carrying out 
the described functions . 
10148 ) At block 1602 , the core network node may receive 
a session establishment request message from the UE that 
requests the establishment of a PDU session ( or data flow 
within the PDU session ) . In some examples , the session 
establishment request message may include the AS security 
capabilities of the UE , which may also include a list of 
supported SCIs and / or an SCI request for the PDU session . 
For example , the session management circuitry 841 and 
network interface 810 shown and described above in con 
nection with FIG . 8 may receive the session establishment 
request message . 
[ 0149 ] At block 1604 , the core network node may identify 
the AS security capabilities of the UE . In some examples , the 
AS security capabilities may be received within the session 
establishment request message . In other examples , the AS 
security capabilities may be maintained by the core network 
node or retrieved from another core network node . For 
example , the session management circuitry 841 shown and 
described above in connection with FIG . 8 may identify the 
AS security capabilities of the UE . 
[ 0150 ] At block 1606 , the core network node may select 
security configuration information , such as an SCI , for the 
PDU session ( or data flow ) based on at least the AS security 
capabilities of the UE and / or policy information associated 
with the PDU session . The policy information may include 
a UE profile , UE subscription information , AF profile , flow 
information , device type of the UE , and / or other network 
policies . For example , the SCI selection circuitry 842 shown 
and described above in connection with FIG . 8 may select 
the SCI for the PDU session . 
[ 0151 ] At block 1608 , the core network node may transmit 
the security configuration information ( e . g . , SCI ) to the 
RAN serving the UE for selection of an AS security con 
figuration for the PDU session . In some examples , the RAN 
may utilize the SCI to select the AS security configuration 

( e . g . , the AS security configuration may be included in the 
SCI ) . In other examples , the RAN may select an AS security 
configuration outside of the SCI ( e . g . , the AS security 
configuration may be excluded from the SCI ) . For example , 
the SCI selection circuitry 842 and network interface 810 
shown and described above in connection with FIG . 8 may 
transmit the SCI to the RAN . 
[ 0152 ] At block 1610 , the core network node may transmit 
the security configuration information ( e . g . , SCI ) to the UE . 
In some examples , the SCI may further include a message 
authentication code ( MAC ) to enable the UE to verify the 
integrity of the SCI . In some examples , the SCI may be 
transmitted to both the RAN and the UE in the same 
message , and may be included in one or more subsequent 
messages transmitted to the RAN and UE downstream . The 
SCI may be consumed ( e . g . , read / utilized ) by both the RAN 
and the UE , whereas the MAC may be consumed by only the 
UE . For example , the SCI selection circuitry 842 and 
network interface 810 shown and described above in con 
nection with FIG . 8 may transmit the SCI to the UE . 
[ 0153 ] At block 1612 , the core network node may receive 
a security configuration confirmation ( e . g . , SCI confirma 
tion ) from the UE . For example , the SCI confirmation may 
be received within a PDU session request acknowledgement 
message / PDU update request message transmitted from the 
RAN / AMF in response to the RAN receiving an RRC 
Connection Reconfiguration message including the SCI con 
firmation . In some examples , the RRC Connection Recon 
figuration complete message and PDU session request 
acknowledgement message / PDU update request message 
may further include a UE MAC to integrity protect the SCI 
confirmation transmitted from the UE . For example , the 
session management circuitry 841 and / or SCI selection 
circuitry 842 , together with the network interface 180 , 
shown and described above in connection with FIG . 8 may 
receive the SCI confirmation . 
( 0154 ] FIG . 17 is a flow chart 1700 of a method for 
configuring access stratum ( AS ) security for a user equip 
ment ( UE ) at a network node in a core network . As described 
below , some or all illustrated features may be omitted in a 
particular implementation within the scope of the present 
disclosure , and some illustrated features may not be required 
for implementation of all embodiments . In some examples , 
the method may be performed by a core network node , as 
described above and illustrated in FIG . 8 , by a processor or 
processing system , or by any suitable means for carrying out 
the described functions . 
[ 0155 ] At block 1702 , the core network node may receive 
a session establishment request message from the UE that 
requests the establishment of a PDU session ( or data flow 
within the PDU session ) . In some examples , the session 
establishment request message may include the AS security 
capabilities of the UE , which may also include a list of 
supported SCIs and / or an SCI request for the PDU session . 
For example , the session management circuitry 841 and 
network interface 810 shown and described above in con 
nection with FIG . 8 may receive the session establishment 
request message . 
10156 ) At block 1704 , the core network node may identify 
the AS security capabilities of the UE . In some examples , the 
AS security capabilities may be received within the session 
establishment request message . In other examples , the AS 
security capabilities may be maintained by the core network 
node or retrieved from another core network node . For 
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example , the session management circuitry 841 shown and 
described above in connection with FIG . 8 may identify the 
AS security capabilities of the UE . 
[ 0157 ] At block 1706 , the core network node may select 
security configuration information , such as an SCI , for the 
PDU session ( or data flow ) based on at least the AS security 
capabilities of the UE and / or policy information associated 
with the PDU session . The policy information may include 
a UE profile , UE subscription information , AF profile , flow 
information , device type of the UE , and / or other network 
policies . For example , the SCI selection circuitry 842 shown 
and described above in connection with FIG . 8 may select 
the SCI for the PDU session . 
[ 0158 ] At block 1708 , the core network node may transmit 
the security configuration information ( e . g . , SCI ) to the 
RAN serving the UE for selection of an AS security con 
figuration for the PDU session . In some examples , the RAN 
may utilize the SCI to select the AS security configuration 
( e . g . , the AS security configuration may be included in the 
SCI ) . In other examples , the RAN may select an AS security 
configuration outside of the SCI ( e . g . , the AS security 
configuration may be excluded from the SCI ) . For example , 
the SCI selection circuitry 842 and network interface 810 
shown and described above in connection with FIG . 8 may 
transmit the SCI to the RAN . 
[ 0159 ] At block 1710 , the core network node may con 
figure a user plane function ( UPF ) security for the PDU 
session based on the SCI . The UPF security policies may 
enable integrity protection and ciphering ( encryption ) of 
user plane data over the core network . In some examples , the 
UPF security policy may include one or more selected 
security algorithms to utilize for user plane data integrity 
protection and encryption at the UPF 320 over the core 
network . For example , the UPF security configuration cir 
cuitry 843 shown and described above in connection with 
FIG . 8 may implement the UPF security policy with the UPF 
within the core network . 
[ 0160 ] In one configuration , an apparatus in communica 
tion network includes means for transmitting a session 
establishment request message to a network node within a 
core network to establish a protocol data unit ( PDU ) session 
and means for receiving an AS security configuration 
selected for the PDU session by a radio access network 
( RAN ) serving the UE based on security configuration 
information including AS security information indicating 
one or more AS security options selected by the network 
node within the core network for the PDU session , in which 
the AS security configuration is specific to the PDU session . 
10161 ] In one aspect , the aforementioned means for trans 
mitting a session establishment request message and the 
means for receiving an AS security configuration may be the 
processor ( s ) 904 shown in FIG . 9 configured to perform the 
functions recited by the aforementioned means . For 
example , the aforementioned means for transmitting the 
session establishment request message may include the UL 
traffic and control channel generation and transmission 
circuitry 942 , together with the transceiver 910 , shown in 
FIG . 9 . As another example , the aforementioned means for 
receiving the AS security configuration may include the DL 
traffic and control channel reception and processing circuitry 
944 , together with the transceiver 910 , shown in FIG . 9 . In 
still another aspect , the aforementioned means may be a 
circuit or any apparatus configured to perform the functions 
recited by the aforementioned means . 

f0162 ] In another configuration , a network node in a core 
network includes means for receiving a session establish 
ment request message from the UE at the network node 
within the core network , in which the session establishment 
request message includes a request for the UE to establish a 
protocol data unit ( PDU ) session . The network node further 
includes means for identifying AS security capabilities of 
the UE and means for selecting security configuration infor 
mation for the PDU session based on at least one of the AS 
security capabilities of the UE or policy information asso 
ciated with the PDU session , in which the security configu 
ration information includes AS security information indicat 
ing one or more AS security options selected by the network 
node within the core network for the PDU session . The 
network node further includes means for transmitting the 
security configuration information to a radio access network 
( RAN ) in wireless communication with the UE for selection 
of an AS security configuration for the PDU session . 
[ 0163 ] In one aspect , the aforementioned means for 
receiving a session establishment request message , means 
for identifying AS security capabilities , means for selecting 
security configuration information , and means for transmit 
ting the security configuration information to a RAN may be 
the processor ( s ) 804 shown in FIG . 7 configured to perform 
the functions recited by the aforementioned means . For 
example , the aforementioned means for receiving a session 
establishment request message may include the session 
management circuitry 841 , together with the network inter 
face 810 , shown in FIG . 8 . As another example , the afore 
mentioned means for identifying AS security capabilities 
may include the session management circuitry 841 , shown 
in FIG . 8 . As yet another example , the aforementioned 
means for selecting the security configuration information 
may include the SCI selection circuitry 842 , shown in FIG . 
8 . As yet another example , the aforementioned means for 
transmitting the security configuration information to the 
RAN may include the SCI selection circuitry 842 , together 
with the network interface 810 , shown in FIG . 8 . In still 
another aspect , the aforementioned means may be a circuit 
or any apparatus configured to perform the functions recited 
by the aforementioned means . 
0164 Several aspects of a wireless communication net 
work have been presented with reference to an exemplary 
implementation . As those skilled in the art will readily 
appreciate , various aspects described throughout this disclo 
sure may be extended to other telecommunication systems , 
network architectures and communication standards . 
[ 0165 ] By way of example , various aspects may be imple 
mented within other systems defined by 3GPP , such as 
Long - Term Evolution ( LTE ) , the Evolved Packet System 
( EPS ) , the Universal Mobile Telecommunication System 
( UMTS ) , and / or the Global System for Mobile ( GSM ) . 
Various aspects may also be extended to systems defined by 
the 3rd Generation Partnership Project 2 ( 3GPP2 ) , such as 
CDMA2000 and / or Evolution - Data Optimized ( EV - DO ) . 
Other examples may be implemented within systems 
employing IEEE 802 . 11 ( Wi - Fi ) , IEEE 802 . 16 ( WiMAX ) , 
IEEE 802 . 20 , Ultra - Wideband ( UWB ) , Bluetooth , and / or 
other suitable systems . The actual telecommunication stan 
dard , network architecture , and / or communication standard 
employed will depend on the specific application and the 
overall design constraints imposed on the system . 
[ 0166 ] Within the present disclosure , the word “ exem 
plary ” is used to mean “ serving as an example , instance , or 
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illustration . " Any implementation or aspect described herein 
as " exemplary ” is not necessarily to be construed as pre 
ferred or advantageous over other aspects of the disclosure . 
Likewise , the term “ aspects ” does not require that all aspects 
of the disclosure include the discussed feature , advantage or 
mode of operation . The term " coupled ” is used herein to 
refer to the direct or indirect coupling between two objects . 
For example , if object A physically touches object B , and 
object B touches object C , then objects A and C may still be 
considered coupled to one another even if they do not 
directly physically touch each other . For instance , a first 
object may be coupled to a second object even though the 
first object is never directly physically in contact with the 
second object . The terms “ circuit ” and “ circuitry ” are used 
broadly , and intended to include both hardware implemen 
tations of electrical devices and conductors that , when 
connected and configured , enable the performance of the 
functions described in the present disclosure , without limi 
tation as to the type of electronic circuits , as well as software 
implementations of information and instructions that , when 
executed by a processor , enable the performance of the 
functions described in the present disclosure . 
[ 0167 ] One or more of the components , steps , features 
and / or functions illustrated in FIGS . 1 - 17 may be rearranged 
and / or combined into a single component , step , feature or 
function or embodied in several components , steps , or 
functions . Additional elements , components , steps , and / or 
functions may also be added without departing from novel 
features disclosed herein . The apparatus , devices , and / or 
components illustrated in FIGS . 1 , 3 , 4 , and 7 - 9 may be 
configured to perform one or more of the methods , features , 
or steps described herein . The novel algorithms described 
herein may also be efficiently implemented in software 
and / or embedded in hardware . 
[ 0168 ] It is to be understood that the specific order or 
hierarchy of steps in the methods disclosed is an illustration 
of exemplary processes . Based upon design preferences , it is 
understood that the specific order or hierarchy of steps in the 
methods may be rearranged . The accompanying method 
claims present elements of the various steps in a sample 
order , and are not meant to be limited to the specific order 
or hierarchy presented unless specifically recited therein . 
[ 0169 ] The previous description is provided to enable any 
person skilled in the art to practice the various aspects 
described herein . Various modifications to these aspects will 
be readily apparent to those skilled in the art , and the generic 
principles defined herein may be applied to other aspects . 
Thus , the claims are not intended to be limited to the aspects 
shown herein , but are to be accorded the full scope consis 
tent with the language of the claims , wherein reference to an 
element in the singular is not intended to mean “ one and 
only one " unless specifically so stated , but rather “ one or 
more . ” Unless specifically stated otherwise , the term “ some ” 
refers to one or more . A phrase referring to at least one of 
a list of items refers to any combination of those items , 
including single members . As an example , " at least one of : 
a , b , or c ” is intended to cover : a ; b ; c ; a and b ; a and c ; b 
and c ; and a , b and c . All structural and functional equiva 
lents to the elements of the various aspects described 
throughout this disclosure that are known or later come to be 
known to those of ordinary skill in the art are expressly 
incorporated herein by reference and are intended to be 
encompassed by the claims . Moreover , nothing disclosed 
herein is intended to be dedicated to the public regardless of 

whether such disclosure is explicitly recited in the claims . 
No claim element is to be construed under the provisions of 
35 U . S . C . $ 112 ( f ) unless the element is expressly recited 
using the phrase " means for ” or , in the case of a method 
claim , the element is recited using the phrase “ step for . " 
What is claimed is : 
1 . A method for configuring Access Stratum ( AS ) security 

at a user equipment ( UE ) in a communication network , 
comprising : 

transmitting a session establishment request message to a 
network node within a core network to establish a 
protocol data unit ( PDU ) session , and 

receiving an AS security configuration selected for the 
PDU session by a radio access network ( RAN ) serving 
the UE based on security configuration information 
comprising AS security information indicating one or 
more AS security options selected for the PDU session 
by the network node within the core network ; 

wherein the AS security configuration is specific to the 
PDU session . 

2 . The method of claim 1 , further comprising : 
receiving the security configuration information compris 

ing the AS security information ; and 
determining whether to continue the PDU session based 

on the AS security configuration and the security con 
figuration information . 

3 . The method of claim 2 , wherein determining whether 
to continue the PDU session based on the AS security 
configuration and the security configuration information 
comprises : 
comparing the AS security configuration to the security 

configuration information ; 
continuing the PDU session when the AS security con 

figuration is included within the security configuration 
information , and 

discontinuing the PDU session when the AS security 
configuration is excluded from the security configura 
tion information . 

4 . The method of claim 2 , wherein the security configu 
ration information comprises a message authentication code 
( MAC ) , and further comprising : 

verifying an integrity of the security configuration infor 
mation using the MAC . 

5 . The method of claim 1 , further comprising : 
transmitting a security configuration confirmation and a 
UE message authentication code for the security con 
figuration confirmation to the network node within the 
core network . 

6 . The method of claim 1 , wherein the security configu 
ration information is selected based on a Quality of Service 
( QoS ) flow within the PDU session and the AS security 
configuration is selected for the QoS flow within the PDU 
session . 

7 . The method of claim 1 , wherein the security configu 
ration information is selected based on a device type of the 
UE or the PDU session . 

8 . The method of claim 1 , wherein the security configu 
ration information comprises a security configuration index 
( SCI ) , and wherein transmitting the session establishment 
request message further comprises : 

transmitting an SCI request for the PDU session together 
with the session establishment request message . 

9 . The method of claim 1 , wherein transmitting the 
session establishment request message further comprises : 
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transmitting a list of supported security configuration 
indexes ( SCIS ) together with the session establishment 
request message . 

10 . The method of claim 1 , wherein transmitting the 
session establishment request message further comprises : 

transmitting AS security capabilities of the UE together 
with the session establishment request message . 

11 . The method of claim 1 , wherein the security configu 
ration information comprises an AS ciphering indicator 
indicating whether AS ciphering is enabled and an AS 
integrity protection indicator indicating whether AS integ 
rity protection is enabled . 

12 . The method of claim 11 , wherein the security con 
figuration information further comprises a user plane func 
tion ( UPF ) ciphering indicator indicating whether UPF 
ciphering is enabled and a UPF integrity protection indicator 
indicating whether UPF integrity protection is enabled . 

13 . The method of claim 11 , wherein the security con 
figuration information further comprises a list of one or 
more AS security algorithms and indicates whether each of 
the one or more AS security algorithms is enabled . 

14 . The method of claim 13 , wherein the security con 
figuration information further indicates an order of prefer 
ence of each of the one or more AS security algorithms . 

15 . The method of claim 13 , wherein the security con 
figuration information further indicates whether each of the 
one or more AS security algorithms is mandatory . 

16 . The method of claim 11 , wherein the security con 
figuration information further comprises a quality of service 
( QoS ) field indicating one or more QoS parameters for the 
PDU session . 

17 . The method of claim 11 , wherein the AS ciphering 
indicator is applicable to radio resource control ( RRC ) 
signaling messages and user plane data and the AS integrity 
protection indicator is applicable to at least the RRC sig 
naling messages . 

18 . The method of claim 17 , wherein the security con 
figuration information further comprises at least one addi 
tional security indicator for one or more other control 
messages other than the RRC signaling messages exchanged 
between the RAN and the UE . 

19 . The method of claim 18 , wherein the one or more 
other control messages comprise at least one of a status 
report message , a physical uplink control channel ( PUCCH ) , 
or a physical downlink control channel ( PDCCH ) . 

20 . A user equipment ( UE ) within a communication 
network , comprising : 

a processor ; 
a wireless transceiver communicatively coupled to the 

processor ; and 
a memory communicatively coupled to the processor , 
wherein the processor is configured to : 
transmit a session establishment request message to a 
network node within a core network to establish a 
protocol data unit ( PDU ) session via the transceiver ; 
and 

receive , via the transceiver , an AS security configura 
tion selected for the PDU session by a radio access 
network ( RAN ) serving the UE based on security 
configuration information comprising AS security 
information indicating one or more AS security 
options selected for the PDU session by the network 
node within the core network ; 

wherein the AS security configuration is specific to the 
PDU session . 

21 . The UE of claim 20 , wherein the processor is further 
configured to : 

receive the security configuration information comprising 
the AS security information via the transceiver ; 

compare the AS security configuration to the security 
configuration information ; 

continue the PDU session when the AS security configu 
ration is included within the security configuration 
information ; and 

discontinue the PDU session when the AS security con 
figuration is excluded from the security configuration 
information . 

22 . The UE of claim 21 , wherein the security configura 
tion information comprises a message authentication code 
( MAC ) , and wherein the processor is further configured to : 

verify an integrity of the security configuration informa 
tion using the MAC . 

23 . The UE of claim 21 , wherein the processor is further 
configured to : 

transmit a security configuration confirmation and a UE 
message authentication code for the security configu 
ration confirmation to the network node within the core 
network . 

24 . The UE of claim 20 , wherein the security configura 
tion information is selected based on a Quality of Service 
( QoS ) flow within the PDU session and the AS security 
configuration is selected for the QoS flow within the PDU 
session . 

25 . The UE of claim 20 , wherein the security configura 
tion information is selected based on at least one of a device 
type of the UE or the PDU session . 

26 . The UE of claim 20 , wherein the security configura 
tion information comprises a security configuration index 
( SCI ) , and wherein the processor is further configured to : 

transmit a list of supported security configuration indexes 
( SCIS ) together with the session establishment request 
message . 

27 . The UE of claim 20 , wherein the processor is further 
configured to : 

transmit AS security capabilities of the UE together with 
the session establishment request message . 

28 . The UE of claim 20 , wherein the security configura 
tion information comprises an AS ciphering indicator indi 
cating whether AS ciphering is enabled , an AS integrity 
protection indicator indicating whether AS integrity protec 
tion is enabled , a user plane function ( UPF ) ciphering 
indicator indicating whether UPF ciphering is enabled , and 
a UPF integrity protection indicator indicating whether UPF 
integrity protection is enabled . 

29 . The UE of claim 28 , wherein the security configura 
tion information further comprises a list of one or more AS 
security algorithms and indicates whether each of the one or 
more AS security algorithms is enabled . 

30 . The UE of claim 29 , wherein the security configura 
tion information further indicates an order of preference of 
each of the one or more AS security algorithms and whether 
each of the one or more AS security algorithms is manda 
tory . 

31 . The UE of claim 28 , wherein the security configura 
tion information further comprises a quality of service ( QoS ) 
field indicating one or more QoS parameters for the PDU 
session . 
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32 . A method for configuring Access Stratum ( AS ) secu 
rity for a user equipment ( UE ) at a network node in a core 
network , comprising : 

receiving a session establishment request message from 
the UE at the network node within the core network , the 
session establishment request message comprising a 
request for the UE to establish a protocol data unit 
( PDU ) session ; 

identifying AS security capabilities of the UE ; 
selecting security configuration information for the PDU 

session based on at least one of the AS security capa 
bilities of the UE or policy information associated with 
the PDU session , wherein the security configuration 
information comprises AS security information indi 
cating one or more AS security options selected by the 
network node within the core network for the PDU 
session ; and 

transmitting the security configuration information to a 
radio access network ( RAN ) in wireless communica 
tion with the UE for selection of an AS security 
configuration for the PDU session ; 

wherein the AS security configuration is specific to the 
PDU session . 

33 . The method of claim 32 , further comprising : 
transmitting the security configuration information to the 
UE . 

34 . The method of claim 33 , wherein transmitting the 
security configuration information to the UE further com 
prises : 

transmitting the security configuration information and a 
message authentication code for the security configu 
ration information to the UE . 

35 . The method of claim 33 , further comprising : 
receiving a security configuration confirmation from the 
UE , wherein the security configuration confirmation 
comprises a UE message authentication code ; and 

verifying an integrity of the security configuration con 
firmation utilizing the UE message authentication code . 

36 . The method of claim 32 , wherein selecting the secu 
rity configuration information for the PDU session further 
comprises : 

selecting the security configuration information for the 
PDU session based on the AS security capabilities of 
the UE and the policy information related to a Quality 
of Service ( QoS ) flow within the PDU session . 

37 . The method of claim 32 , wherein selecting the secu 
rity configuration information for the PDU session further 
comprises : 

selecting the security configuration information for the 
PDU session based on the AS security capabilities of 
the UE and the policy information related to a device 
type of the UE . 

38 . The method of claim 32 , wherein selecting the secu 
rity configuration information for the PDU session further 
comprises : 

selecting the security configuration information for the 
PDU session based on the AS security capabilities of 
the UE and the policy information related to the PDU 
session . 

39 . The method of claim 32 , wherein selecting the secu 
rity configuration information for the PDU session further 
comprises : 

retrieving the policy information from a policy control 
function within the core network , wherein the policy 
information comprises the security configuration infor 
mation . 

40 . The method of claim 39 , wherein the policy informa 
tion is retrieved by the policy control function from an 
application function supporting the PDU session within the 
core network . 
41 . The method of claim 32 , wherein the security con 

figuration information comprises a security configuration 
index ( SCI ) , and wherein receiving the session establish 
ment request message further comprises : 

receiving an SCI request for the PDU session together 
with the session establishment request message from 
the UE , wherein selecting the SCI for the PDU session 
further comprises : 

selecting the SCI for the PDU session utilizing the SCI 
request . 

42 . The method of claim 32 , wherein the security con 
figuration information comprises a security configuration 
index ( SCI ) , and wherein receiving the session establish 
ment request message further comprises : 

receiving a list of supported SCIs together with the 
session establishment request message from the UE , 
wherein selecting the SCI for the PDU session further 
comprises : 

selecting the SCI for the PDU session utilizing the list of 
supported SCIS . 

43 . The method of claim 32 , wherein identifying the AS 
security capabilities of the UE further comprises : 

receiving the AS security capabilities of the UE together 
with the session establishment request message from 
the UE . 

44 . The method of claim 32 , wherein identifying the AS 
security capabilities of the UE further comprises : 

retrieving the AS security capabilities of the UE from a 
policy control function within the core network . 

45 . The method of claim 32 , further comprising : 
configuring a user plane function security based on the 

security configuration information . 
46 . The method of claim 32 , wherein the security con 

figuration information comprises an AS ciphering indicator 
indicating whether AS ciphering is enabled and an AS 
integrity protection indicator indicating whether AS integ 
rity protection is enabled . 

47 . The method of claim 46 , wherein the security con 
figuration information further comprises a user plane func 
tion ( UPF ) ciphering indicator indicating whether UPF 
ciphering is enabled and a UPF integrity protection indicator 
indicating whether UPF integrity protection is enabled . 
48 . The method of claim 46 , wherein the security con 

figuration information further comprises a list of one or 
more AS security algorithms and indicates whether each of 
the one or more AS security algorithms is enabled . 

49 . The method of claim 46 , wherein the security con 
figuration information further indicates an order of prefer 
ence of each of the one or more AS security algorithms . 

50 . The method of claim 49 , wherein the security con 
figuration information further indicates whether each of the 
one or more AS security algorithms is mandatory . 
51 . The method of claim 46 , wherein the security con 

figuration information further comprises a quality of service 
( QoS ) field indicating one or more QoS parameters for the 
PDU session . 
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52 . The method of claim 46 , wherein the AS ciphering 
indicator is applicable to radio resource control ( RRC ) 
signaling messages and user plane data and the AS integrity 
protection indicator is applicable to at least the RRC sig 
naling messages . 
53 . The method of claim 52 , wherein the security con 

figuration information further comprises at least one addi 
tional security indicator for one or more other control 
messages other than the RRC signaling messages exchanged 
between the RAN and the UE . 

54 . The method of claim 53 , wherein the one or more 
other control messages comprise at least one of a status 
report message , a physical uplink control channel ( PUCCH ) , 
or a physical downlink control channel ( PDCCH ) . 

55 . A network node in a core network , comprising : 
a processor ; 
a network interface communicatively coupled to the pro 

cessor , and 
a memory communicatively coupled to the processor , 

wherein the processor is configured to : 
receive a session establishment request message from 

the UE at the network node within the core network 
via the network interface , the session establishment 
request message comprising a request for the UE to 
establish a protocol data unit ( PDU ) session ; 

identify AS security capabilities of the UE ; 
select security configuration information for the PDU 

session based on at least one of the AS security 
capabilities of the UE or policy information associ 
ated with the PDU session , wherein the security 
configuration information comprises AS security 
information indicating one or more AS security 
options selected by the network node within the core 
network for the PDU session , and 

transmit the security configuration information to a 
radio access network ( RAN ) in wireless communi 
cation with the UE for selection of an AS security 
configuration for the PDU session via the network 
interface ; 

wherein the AS security configuration is specific to the 
PDU session . 

56 . The network node of claim 55 , wherein the processor 
is further configured to : 

transmit the security configuration information to the UE . 
57 . The network node of claim 56 , wherein the processor 

is further configured to : 

transmit the security configuration information and a 
message authentication code for the security configu 
ration information to the UE . 

58 . The network node of claim 56 , wherein the processor 
is further configured to : 

receive a security configuration confirmation from the 
UE , wherein the security configuration confirmation 
comprises a UE message authentication code ; and 

verify an integrity of the security configuration confirma 
tion utilizing the UE message authentication code . 

59 . The network node of claim 55 , wherein the processor 
is further configured to : 

select the security configuration information based on the 
AS security capabilities of the UE and the policy 
information related to a Quality of Service ( QoS ) flow 
within the PDU session . 

60 . The network node of claim 55 , wherein the processor 
is further configured to : 

select the security configuration information for the PDU 
session based on the AS security capabilities of the UE 
and the policy information related to a device type of 
the UE . 

61 . The network node of claim 55 , wherein the processor 
is further configured to : 

select the security configuration information for the PDU 
session based on the AS security capabilities of the UE 
and the policy information related to the PDU session . 

62 . The network node of claim 55 , wherein the security 
configuration information comprises a security configura 
tion index ( SCI ) , and wherein the processor is further 
configured to : 
receive an SCI request for the PDU session together with 

the session establishment request message from the 
UE ; and 

select the SCI for the PDU session utilizing the SCI 
request . 

63 . The network node of claim 55 , wherein the security 
configuration information comprises a security configura 
tion index ( SCI ) , and wherein the processor is further 
configured to : 

receive a list of supported SCIs together with the session 
establishment request message from the UE ; and 

select the SCI for the PDU session utilizing the list of 
supported SCIS . 


