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(57) ABSTRACT

An information processing device includes a selection
receiving unit that receives an input indicating selection of
at least one countermeasure among a plurality of counter-
measures applicable to a terminal, an operating information
specifying unit that specifies a type of operating information
corresponding to the countermeasure applicable to the ter-
minal, an operating information acquisition unit that
acquires operating information of the type specified by the
operating information specifying unit, a remaining terminal
specifying unit that specifies remaining terminals where a
security risk remains when the countermeasure received by
the selection receiving unit is applied based on terminal-
specific countermeasure information indicating a counter-
measure applicable to each terminal against the security risk,
a prediction unit that predicts the number of remaining
terminals at a future time based on the operating information
acquired by the operating information acquisition unit, and
a presentation unit that presents prediction results predicted
by the prediction unit.
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INFORMATION PROCESSING DEVICE,
INFORMATION PROCESSING METHOD,
AND NON-TRANSITORY COMPUTER
READABLE MEDIUM

TECHNICAL FIELD

[0001] The present invention relates to an information
processing device, an information processing method, and a
non-transitory computer readable medium.

BACKGROUND ART

[0002] Terminals on a network are subject to security risks
such as vulnerabilities in hardware or software and threats
caused by external attacks. In general, there are several
countermeasures that can be taken against a security risk.
[0003] However, countermeasures other than applying
patches against vulnerabilities cannot be applied to all
terminals because transmission limitations, configuration
changes and the like differ from terminal to terminal. Thus,
in the case of taking countermeasures on a large number of
terminals, high costs have been needed to develop the
countermeasures.

[0004] In view of the foregoing, inventions that support
the development of countermeasures against (how to deal
with) security risks in each terminal have been proposed
recently. For example, Patent Literature 1 discloses an
invention that analyzes a security risk based on the state of
a system in operation and presents the most appropriate
countermeasure among possible countermeasures for reduc-
ing the security risk in consideration of various constraints
imposed on the system in operation.

CITATION LIST

Patent Literature

[0005] PTLI1: Japanese Patent No. 5304243
SUMMARY OF INVENTION
Technical Problem
[0006] As described above, the invention disclosed in

Patent Literature 1 presents the most appropriate counter-
measure when there is a security risk in a terminal. However,
because effects on the terminal and the system caused by
applying the proposed countermeasure are unknown, a secu-
rity administrator has not been able to determine whether to
apply the proposed countermeasure immediately and, when
a plurality of countermeasures are proposed, which of them
is the most appropriate. Therefore, it has been difficult for a
security administrator to develop countermeasures against
security risks.

[0007] An exemplary object of the present invention is to
provide a technique to solve the above problem.

Solution to Problem

[0008] According to one exemplary aspect of the present
invention, an information processing device includes a
selection receiving unit configured to receive an input indi-
cating selection of at least one countermeasure among a
plurality of countermeasures applicable to a terminal with a
security risk, an operating information specifying unit con-
figured to specify a type of operating information corre-

Apr. 4, 2019

sponding to a countermeasure applicable to the terminal by
using terminal-specific countermeasure information indicat-
ing a countermeasure applicable to each terminal against the
security risk and definition information defining correspon-
dence between a type of operating information of the
terminal and a countermeasure against the security risk, an
operating information acquisition unit configured to acquire
operating information of the type specified by the operating
information specifying unit among the operating informa-
tion of the terminal, a remaining terminal specifying unit
configured to specify remaining terminals where the security
risk remains when the countermeasure received by the
selection receiving unit is applied based on the terminal-
specific countermeasure information, a prediction unit con-
figured to predict the number of the remaining terminals at
a future time based on the operating information acquired by
the operating information acquisition unit, and a presenta-
tion unit configured to present prediction results predicted
by the prediction unit.

[0009] According to one exemplary aspect of the present
invention, an information processing method is an informa-
tion processing method performed by an information pro-
cessing device, the method including a step of receiving an
input indicating selection of at least one countermeasure
among a plurality of countermeasures applicable to a ter-
minal with a security risk, a step of specifying a type of
operating information corresponding to a countermeasure
applicable to the terminal by using terminal-specific coun-
termeasure information indicating a countermeasure appli-
cable to each terminal against the security risk and definition
information defining correspondence between a type of
operating information of the terminal and a countermeasure
against the security risk, a step of acquiring operating
information of the specified type among the operating infor-
mation of the terminal, a step of specifying remaining
terminals where the security risk remains when the received
countermeasure is applied based on the terminal-specific
countermeasure information, a step of predicting the number
of the remaining terminals at a future time based on the
acquired operating information, and a step of presenting the
predicted results.

[0010] According to one exemplary aspect of the present
invention, a non-transitory computer readable medium
stores a program causing a computer to execute a step of
receiving an input indicating selection of at least one coun-
termeasure among a plurality of countermeasures applicable
to a terminal with a security risk, a step of specifying a type
of operating information corresponding to a countermeasure
applicable to the terminal by using terminal-specific coun-
termeasure information indicating a countermeasure appli-
cable to each terminal against the security risk and definition
information defining correspondence between a type of
operating information of the terminal and a countermeasure
against the security risk, a step of acquiring operating
information of the specified type among the operating infor-
mation of the terminal, a step of specifying remaining
terminals where the security risk remains when the received
countermeasure is applied based on the terminal-specific
countermeasure information, a step of predicting the number
of the remaining terminals at a future time based on the
acquired operating information, and a step of presenting the
predicted results.
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Advantageous Effects of Invention

[0011] According to the exemplary aspects of the present
invention, a security administrator can easily develop coun-
termeasures against security risks.

BRIEF DESCRIPTION OF DRAWINGS

[0012] FIG. 11is a view conceptually showing the process-
ing configuration of an information processing device
according to a first embodiment.

[0013] FIG. 2 is a view showing an example of a screen
generated by the information processing device according to
the first embodiment.

[0014] FIG. 3 is a view showing an example of terminal-
specific countermeasure information according to the first
and second embodiments.

[0015] FIG. 4 is a view showing an example of definition
information according to the first and second embodiments.
[0016] FIG. 5 is a view showing an example of operating
information according to the first and second embodiments.
[0017] FIG. 6 is a view showing an example of prediction
results predicated by a predication unit according to the first
embodiment.

[0018] FIG. 7 is a view showing an example of a screen
presented by a presentation unit according to the first
embodiment.

[0019] FIG. 8 is a view showing another example of a
screen presented by the presentation unit according to the
first embodiment.

[0020] FIG. 9 is a view conceptually showing the hard-
ware configuration of the information processing device
according to the first embodiment.

[0021] FIG. 10 is a flowchart showing the process flow of
the information processing device according to the first
embodiment.

[0022] FIG. 11 is a view conceptually showing the system
configuration of an information processing system accord-
ing to a second embodiment.

[0023] FIG. 12 is a view showing an example of terminal
information acquired by an information acquisition unit
according to the second embodiment.

[0024] FIG. 13 is a view showing an example of classi-
fication information stored by a classification information
storage unit according to the second embodiment.

[0025] FIG. 14 is a view showing an example of a screen
generated by a display processing unit according to the
second embodiment.

[0026] FIG.15is a view showing an example of prediction
results predicated by a predication unit according to the
second embodiment.

[0027] FIG. 16 is a view showing an example of a screen
presented by a presentation unit according to the second
embodiment.

[0028] FIG. 17 is a view showing another example of a
screen presented by the presentation unit according to the
second embodiment.

[0029] FIG. 18 is a flowchart showing the process flow of
the information processing device according to the second
embodiment.

DESCRIPTION OF EMBODIMENTS

[0030] Exemplary embodiments of the present invention
will be described hereinafter with reference to the drawings.
Note that, in the figures, the identical reference symbols
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denote identical structural elements and the redundant expla-
nation thereof is omitted as appropriate.

First Embodiment

[Processing Configuration]

[0031] FIG. 1 is a view conceptually showing the process-
ing configuration of an information processing device 10
according to a first embodiment. As shown in FIG. 1, the
information processing device 10 according to the first
embodiment includes a selection receiving unit 110, an
operating information specifying unit 120, an operating
information acquisition unit 130, a remaining terminal
specifying unit 140, a prediction unit 150, and a presentation
unit 160.

[0032] The selection receiving unit 110 receives an input
indicating that at least one countermeasure is selected from
a plurality of countermeasures that are applicable to a
terminal to be managed having security risks. Security risks
include vulnerabilities in a terminal to be managed or threats
caused by external attacks to a terminal to be managed. A
terminal to be managed is a terminal connected to the
information processing device 10 through a network, whose
security state is monitored. A terminal to be managed is not
only communication equipment such as a client terminal, a
server, a switch or a router on a network but also everything
with a function of connecting to a network or a means of
communicating through a network (so-called IoT (Internet
of Things). A countermeasure is an action to be taken to
resolve, prevent or reduce vulnerabilities and threats, and an
applicable countermeasure is an action that can be taken on
a terminal to be managed among actions against vulnerabili-
ties and threats. The selection receiving unit 110 receives an
input for selecting a countermeasure against a security risk
(vulnerability A in this example) through a screen shown in
FIG. 2, for example.

[0033] FIG. 2 is a view showing an example of a screen
that is generated by the information processing device 10
and displayed on a display device (not shown) connected to
the information processing device 10. Note that FIG. 2 is an
example of a screen in the case where the security risk is a
vulnerability A. The screen of FIG. 2 displays the number of
terminals to be managed having the vulnerability A (“at
risk”), the number of remaining risks after countermeasure
(the number of terminals to be managed in which the
vulnerability A remains) if each countermeasure is taken
(“remaining risks after countermeasure™), a predicted value
of remaining risks at a future time (after one week in this
example) (“remaining risk predicted value”), and each of
countermeasures against the vulnerability A (“countermea-
sure (1)”, “countermeasure (2)” and “countermeasure (3)”)
in association with one another. A figure in parentheses in a
field in a row of each countermeasure indicates the number
of terminals to be managed to which a countermeasure
corresponding to this row is applicable. The screen of FIG.
2 also displays the overview of the vulnerability A and a
description of each countermeasure against the vulnerability
A. The screen example of FIG. 2 shows that, among 90
terminals to be managed having the vulnerability A, “coun-
termeasure (1)” can be applied to 28 terminals, “counter-
measure (2)” can be applied to 69 terminals, and “counter-
measure (3)” can be applied to 15 terminals. Note that the
sum of the terminals to be managed corresponding to the
respective countermeasures is different from the number of
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terminals (90) as a parameter because there are terminals to
be managed to which a plurality of countermeasures are
applicable. Further, in the screen of FIG. 2, by clicking on
the black downward triangle at “remaining risk predicted
value”, a drop-down list of choices for a future time (e.g.,
immediately, next day, after one week, after one month etc.)
is displayed. When a certain future time is selected from the
drop-down list, a predicted value at the selected future time
(after one week in this example) is displayed in the remain-
ing risk predicted value.

[0034] The screen of FIG. 2 is generated by the informa-
tion processing device 10 based on information indicating
countermeasures against the vulnerability A which are appli-
cable to each terminal to be managed (terminal-specific
countermeasure information) as shown in FIG. 3, for
example. FIG. 3 is a view showing an example of the
terminal-specific countermeasure information. Note that
FIG. 3 shows an example of the terminal-specific counter-
measure information in the case where the security risk is the
vulnerability A. The terminal-specific countermeasure infor-
mation contains terminal identification information (e.g.,
MAC (Media Access Control) address etc.) that identifies
each terminal to be managed and information indicating
countermeasures applicable to each terminal to be managed.
The terminal-specific countermeasure information is gener-
ated by checking on terminals to be managed in advance
based on information (risk information) indicating security
risks, their countermeasures and the like which is provided
from each vendor, for example, and stored into a specified
storage unit (not shown). In the example of FIG. 3, against
the vulnerability A, “countermeasure (1)”” and “countermea-
sure (3)” are applicable to the terminal A, “countermeasure
(2)” is applicable to the terminal B, and “countermeasure
(3)” is applicable to the terminal C. A storage unit to store
the terminal-specific countermeasure information as shown
in FIG. 3 may be included in the information processing
device 10, or may be included in another device that is
connected for communication with the information process-
ing device 10.

[0035] The remaining terminal specifying unit 140 reads
the terminal-specific countermeasure information from a
specified storage unit (not shown) and, based on the read
terminal-specific countermeasure information, specifies ter-
minals to be managed in which the security risk remains
(which are hereinafter referred to also as remaining termi-
nals) if the countermeasure indicated by the selection input
received by the countermeasure is taken. As described
above, the terminal-specific countermeasure information is
information indicating countermeasures applicable to each
terminal to be managed against a security risk, and it is
stored in a storage unit in the format as shown in FIG. 3. The
remaining terminal specitying unit 140 can specify terminals
to be managed to which the countermeasure indicated by the
selection input is applicable based on the correspondence
between terminal identification information and applicable
countermeasures in the terminal-specific countermeasure
information as shown in FIG. 3. At the same time, the
remaining terminal specitying unit 140 can specify terminals
to be managed in which the security risk remains (remaining
terminals).

[0036] The operating information specifying unit 120
specifies the type of operating information corresponding to
countermeasures applicable to terminals to be managed by
using the above-described terminal-specific countermeasure
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information and definition information that defines the cor-
respondence between the type of operating information of a
terminal to be managed and a countermeasure against a
security risk. The operating information is information con-
taining at least one of information indicating a history of
operations and processing actually performed in a terminal
to be managed (operating history information) and informa-
tion indicating operations and processing scheduled to be
performed in a management device (operating schedule
information). Such operating information is generated in
each terminal to be managed in response to input of an
execution of a specified operation or processing or input of
an execution schedule of a specified operation or processing
in each terminal to be managed, and stored into a storage
unit of this terminal to be managed. Further, “type of
operating information” means a category to which each
operating information belongs. Specific examples of “type
of operating history information” include “patch application
history”, “restart history”, “continuous operating time”,
“port usage history”, “process operating history”, “applica-
tion usage history” and the like. Further, specific examples
of “type of operating schedule information” include “sched-
uled patch application date and time”, “scheduled restart
date and time”, “scheduled application start date and time”
and the like. Note that, however, the type of operating
information is not limited to those examples.

[0037] The definition information is stored in a specified
storage unit (not shown) in the format as shown in FIG. 4,
for example. FIG. 4 is a view showing an example of the
definition information. Note that FIG. 4 is an example of the
definition information in the case where the security risk is
the vulnerability A. In FIG. 4, a countermeasure against the
vulnerability A (“countermeasure (1)”, “countermeasure
(2)”, “countermeasure (3)”) and the type of operating infor-
mation of a terminal to be managed, which is used as a
reference to determine whether or not to apply this coun-
termeasure, are stored in association with each other. In the
example of FIG. 4, “countermeasure (1)” is a countermea-
sure that applies a patch AAAA and restarts. “Countermea-
sure (2)” is a countermeasure that stops a process ZZ7Z7.
“Countermeasure (3)” is a countermeasure that blocks a port
1027. Further, “type of operating information” correspond-
ing to “countermeasure (1)” is “patch application history”,
“restart history” and “continuous operating time”. “Type of
operating information” corresponding to “countermeasure
(2)” is “usage history of process ZZ7.7”. “Type of operating
information” corresponding to “countermeasure (3)” is
“usage history of port 1027”. A storage unit to store the
definition information as shown in FIG. 4 may be included
in the information processing device 10, or may be included
in another device that is connected for communication with
the information processing device 10.

[0038] The operating information specifying unit 120
specifies an applicable countermeasure and the type of
operating information corresponding to this countermeasure
for each terminal to be managed based on the terminal-
specific countermeasure information in FIG. 3 and the
definition information in FIG. 4, for example. To be specific,
based on the terminal-specific countermeasure information
in FIG. 3, the operating information specitying unit 120
specifies that, against the vulnerability A, “countermeasure
(1)” and “countermeasure (3)” are applicable to the terminal
A. Then, based on the definition information in FIG. 4, the
operating information specifying unit 120 specifies “type of
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operating information” corresponding to “countermeasure
(1)” as “patch application history”, “restart history” and
“continuous operating time”. Further, based on the definition
information in FIG. 4, the operating information specifying
unit 120 specifies “type of operating information™ corre-
sponding to “countermeasure (3)” as “usage history of port
1027”. Regarding the terminal B also, just like in the case of
the terminal A, the operating information specifying unit
120 specifies an applicable countermeasure (only “counter-
measure (2)”) and the type of operating information corre-
sponding to it (“usage history of process ZZ77”).

[0039] The operating information acquisition unit 130
acquires the operating information of the type specified by
the operating information specifying unit 120. The operating
information acquisition unit 130 acquires the operating
information of the type specified by the operating informa-
tion specifying unit 120 from the operating information of a
terminal to be managed by the following way, for example.

[0040] The operating information acquisition unit 130
notifies a terminal to be managed of the type of operating
information specified by the operating information specify-
ing unit 120, and receives the operating information of this
type as a response from the terminal to be managed, for
example. Alternatively, the operating information acquisi-
tion unit 130 may acquire the operating information stored
in a terminal to be managed, and extract the operating
information of the type specified by the operating informa-
tion specifying unit 120 from the acquired information. The
operating information acquisition unit 130 may acquire
necessary operating information from all of the operating
information stored in a terminal to be managed, or may
acquire necessary operating information from the operating
information within a specified period of time (e.g., for one
month) stored in a terminal to be managed. An example of
the operating information may contain information about an
operating history within a past specified period of time (e.g.,
for one month in the past etc.), which is information about
restart performed in the past, information about a port
number accessed in the past, and information about a
process carried out in the past. Another example of the
operating information may contain information about an
operating schedule for a future specified period of time (e.g.,
for one month in the future etc.), which is information about
restart scheduled to be performed in the future, information
about a port number scheduled to be accessed in the future,
and information about a process scheduled to be carried out
in the future. Further, the operating information may be a
combination of them. When there is a subsystem that
manages a terminal to be managed, a future operating
schedule may be acquired from this subsystem.

[0041] To be specific, the operating information acquisi-
tion unit 130 acquires the operating information as shown in
FIG. 5. FIG. 5 is a view showing an example of the operating
information acquired by the operating information acquisi-
tion unit 130. Note that FIG. 5 is an example of the operating
information in the case where the security risk is the
vulnerability A. The operating information acquisition unit
130 acquires the operating information of “patch application
history”, “restart history” and “continuous operating time”
from the terminal A for “countermeasure (1)”, which is
applicable to the terminal A, based on the type of the
operating information specified by the operating information
specifying unit 120. Further, the operating information
acquisition unit 130 acquires the operating information of
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“usage history of port 1027” from the terminal A for
“countermeasure (3)”, which is applicable to the terminal A,
based on the type of the operating information specified by
the operating information specifying unit 120. Regarding the
terminal B, just like in the case of the terminal A, the
operating information acquisition unit 130 also acquires the
operating information of “usage history of process ZZ727”
from the terminal B for “countermeasure (2)”, which is
applicable to the terminal B. When the operating informa-
tion relates to the past operating history, the date of the
operating information is in the past. When, on the other
hand, the operating information relates to the future oper-
ating schedule, the date of the operating information is in the
future.

[0042] The prediction unit 150 predicts the number of
terminals to be managed in which the security risk remains
(remaining terminals) at future times based on the operating
information acquired by the operating information acquisi-
tion unit 130. For example, according to the operating
information shown in FIG. 5, the prediction unit 150 can
make the following predictions about the terminal A (it is
assumed in this example that the prediction unit 150 checks
the operating information of in FIG. 5 on Wednesday, May
27, 2015). The prediction unit 150 can determine the peri-
odic restart timing by referring to “restart history” associated
with “countermeasure (1)”. In the case where the field of
“restart schedule” is placed together with the field of “restart
history” or instead of the field of “restart history”, and
information about a schedule of future restart is stored in the
field of “restart schedule”, the restart timing can be deter-
mined by referring to “restart schedule”. For example, the
prediction unit 150 may predict or determine the restart
schedule with the closest scheduled date and time as the
restart timing. Further, the prediction unit 150 can determine
the periodic patch application timing by referring to “patch
application history” associated with “countermeasure (1)”.
To be specific, in the terminal A, a patch was applied and the
terminal A was restarted periodically in the morning every
Thursday. Based on this information, the prediction unit 150
can predict the timing to apply “countermeasure (1)”, which
is, the timing to apply a patch AAAA and restart, as “in the
morning next Thursday”, i.e., “in the morning on Thursday,
May 28, 2015”. This is because, according to the past restart
history, restart was performed at 10 o’clock every Thursday
three times in the past, out of all three times occurred in the
past, and it is predictable that the next restart will be
performed also at 10 o’clock on Thursday based on this
periodicity. In another method, the number of times of restart
may be counted for each day of week, and it may be
predicted that restart is more likely to be performed on a day
of the week when the counted number is larger. Further, the
prediction unit 150 can determine the usage history of the
port 1027 by referring to “usage history of port 1027”
associated with “countermeasure (3)”. To be specific,
regarding the terminal A, the port 1027 was used two days
in succession, i.e., two days and one day before. In this
manner, when information about a plurality of usage dates is
stored in “usage history of port 10277, the prediction unit
150 may determine that the port 1027 is likely to be used
again, and set the timing to apply “countermeasure (3)”,
which is the timing to block the port 1027, as the timing after
a specified number of days, which is set rather long, have
passed. Alternatively, regarding the terminal A, the predic-
tion unit 150 may determine not to predict a date for
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“countermeasure (3)”; in other words, may determine not to
apply “countermeasure (3)” to the terminal A. In the first
embodiment, the prediction unit 150 predicts the timing to
block the port 1027 at the timing after a specified number of
days, which is set rather long, have passed, e.g., “Wednes-
day, Jun. 3, 2015, which is after one week, as in the former
case. Note that the specified number of days may be a
predetermined number of days. In this manner, by referring
to the operating information corresponding to a countermea-
sure, the prediction unit 150 can easily predict the timing to
take the countermeasure.

[0043] The prediction unit 150 predicts the timing to apply
applicable countermeasures in the above way for terminals
to be managed other than the remaining terminals specified
by the remaining terminal specifying unit 140. To be spe-
cific, for each of terminals to be managed other than the
remaining terminals, the prediction unit 150 specifies appli-
cable countermeasures based on the terminal-specific coun-
termeasure information in FIG. 3 and predicts the timing to
apply the applicable countermeasures based on the operating
information in FIG. 5. The prediction unit 150 assumes that,
for each of terminals to be managed other than the remaining
terminals, the applicable countermeasure is taken at the
predicted application timing, and the vulnerability A is
eliminated. For example, regarding the terminal A, the
timing to apply “countermeasure (1) is predicated as “in the
morning on Thursday, May 28, 20157, and the timing to
apply “countermeasure (3)” is predicated as “on Wednesday,
Jun. 3, 2015 as described above. Thus, the prediction unit
150 assumes that, in the terminal A, the vulnerability A is
eliminated “in the morning on Thursday, May 28, 20157,
which is the earlier date. Based on such assumption, the
prediction unit 150 counts the number of terminals to be
managed (remaining terminals) in which the vulnerability A
remains at each future time (e.g., immediately, next day,
after one week, after one month etc.) in chronological order
up to a future time at which the number of remaining
terminals becomes equal to or less than a specified number
(e.g., 0), and uses this counted value as a predicted value of
the number of remaining risks (terminals to be managed in
which the vulnerability A remains). FIG. 6 is a view showing
an example of prediction results predicted by the prediction
unit 150. Note that FIG. 6 shows an example of prediction
results in the case where the security risk is the vulnerability
A. The prediction results of FIG. 6 are results when the
selection receiving unit 110 receives an input indicating
selection of “countermeasure (1)”, “countermeasure (2)”
and “countermeasure (3)”. The example of FIG. 6 is an
example where the specified number is 0, and the prediction
unit 150 predicts the number of remaining terminals in
chronological order up to “after three months” when the
number of remaining terminals becomes 0 or less. To be
specific, in the example of FIG. 6, the number of remaining
terminals is predicted to be 22 “after immediate execution”,
13 on the “next day”, 6 “after one week™, 2 “after one
month”, and 0 “after three months”.

[0044] The presentation unit 160 presents the prediction
results predicted by the prediction unit 150 on a display
device (not shown) or the like connected to the information
processing device 10, for example. For example, as shown
in FIG. 7, the presentation unit 160 reflects, on the screen of
FIG. 2, the prediction results predicted by the prediction unit
150 (“remaining risk predicted value) and results of count-
ing the number of remaining terminals specified by the
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remaining terminal specifying unit 140 (“remaining risks
after countermeasure”). FIG. 7 is a view showing an
example of a screen presented by the presentation unit 160.
Note that FIG. 7 is an example of a screen in the case where
the security risk is the vulnerability A. FIG. 7 illustrates a
screen when all of “countermeasure (1)”, “countermeasure
(2)” and “countermeasure (3)” are selected on the screen of
FIG. 2. On the screen of FIG. 7, “after one week” is selected
in the drop-down list of “remaining risk predicted value”.
Thus, “remaining risk predicted value” “after one week” is
displayed. Note that, however, when another future time is
selected, “remaining risk predicted value” at the selected
future time (e.g., “next day”) is displays. In this way, when
a countermeasure against the security risk is selected on a
screen presented by the information processing device 10,
results if this countermeasure is taken is shown on the
screen.

[0045] Alternatively, the presentation unit 160 may dis-
play a screen showing a graph of “remaining risk predicted
value” at each future time in chronological order as shown
in FIG. 8, instead of the screen of FIG. 7. FIG. 8 is a view
showing another example of a screen presented by the
presentation unit 160. Note that FIG. 8 is an example of a
screen in the case where the security risk is the vulnerability
A. Further, although FIG. 8 displays the number of remain-
ing risks (terminals to be managed in which the vulnerability
A remains) at the present time also, whether or not to display
the number of remaining risks at the present time is not
particularly limited.

[Hardware Configuration]

[0046] FIG. 9 is a view conceptually showing the hard-
ware configuration of the information processing device 10
according to the first embodiment. As shown in FIG. 9, the
information processing device 10 according to the first
embodiment includes a processor 101, a memory 102, a
storage 103, an input/output interface (input/output I/F)
1004, a communication interface (communication I/F) 105
and the like, and it is implemented by a computer, for
example. The processor 101, the memory 102, the storage
103, the input/output interface 104 and the communication
interface 105 are connected through a data transmission line
for transmitting and receiving data to and from one another.
[0047] The processor 101 is a processing unit such as CPU
(Central Processing Unit) or GPU (Graphics Processing
Unit). The memory 102 is a memory such as RAM (Random
Access Memory) or ROM (Read Only Memory). The stor-
age 103 is a storage device such as HDD (Hard Disk Drive),
SSD (Solid State Drive) or memory card. Alternatively, the
storage 103 may be a memory such as RAM or ROM.
[0048] The storage 103 stores a program for implementing
the function of each processing unit (the selection receiving
unit 110, the operating information specifying unit 120, the
operating information acquisition unit 130, the remaining
terminal specifying unit 140, the prediction unit 150, the
presentation unit 160 etc.) included in the information
processing device 10. The processor 101 executes each
program and thereby implements the function of each pro-
cessing unit. The processor 101 may execute each program
after reading the program onto the memory 102, or may
execute each program without reading it onto the memory
102.

[0049] The above-described program can be stored and
provided to the computer using any type of non-transitory
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computer readable medium. The non-transitory computer
readable medium includes any type of tangible storage
medium. Examples of the non-transitory computer readable
medium include magnetic storage media (such as floppy
disks, magnetic tapes, hard disk drives, etc.), optical mag-
netic storage media (e.g. magneto-optical disks), CD-ROM
(Compact Disc-Read Only Memory), CD-R (CD-Record-
able), CD-R/W (CD-ReWritable), and semiconductor
memories (such as mask ROM, PROM (Programmable
ROM), EPROM (Erasable PROM), flash ROM, RAM (Ran-
dom Access Memory), etc.). The program may be provided
to a computer using any type of transitory computer readable
medium. Examples of the transitory computer readable
medium include electric signals, optical signals, and elec-
tromagnetic waves. The transitory computer readable
medium can provide the program to a computer via a wired
communication line such as an electric wire or optical fiber
or a wireless communication line.

[0050] The input/output interface 104 is connected with a
display device 1041, an input device 1042 and the like. The
display device 1041 is a device that displays a screen
corresponding to drawing data processed by the processor
101, such as LCD (Liquid Crystal Display) or CRT (Cathode
Ray Tube) display. The input device 1042 is a device that
receives an operation input by an operator, such as a
keyboard, a mouse or a touch sensor, for example. The
display device 1041 and the input device 1042 may be
integrated and implemented as a touch panel.

[0051] The communication interface 105 transmits and
receives data to and from an external device. For example,
the communication interface 105 communicates with an
external device through a wired or wireless network.
[0052] Note that the hardware configuration of the infor-
mation processing device 10 is not limited to the configu-
ration shown in FIG. 9.

Operation Example

[0053] An operation example of the information process-
ing device 10 according to the first embodiment is described
hereinafter with reference to FIG. 10. FIG. 10 is a flowchart
showing the process flow of the information processing
device 10 according to the first embodiment. An operation
example in the case where the security risk is the vulner-
ability A is described hereinbelow.

[0054] First, the selection receiving unit 110 receives an
input from a security administrator through the screen as
shown in FIG. 2 (S101). The input from a security admin-
istrator is an input that selects at least one countermeasure
among a plurality of countermeasures against the vulner-
ability A presented on the screen.

[0055] Next, the remaining terminal specifying unit 140
specifies the remaining terminals in which the vulnerability
A remains by referring to a storage unit that stores the
terminal-specific countermeasure information, using the
countermeasure indicated by the input received by the
selection receiving unit 110 as a key (S102). For example, it
is assumed that the storage unit stores the terminal-specific
countermeasure information in FIG. 3, and the selection
receiving unit 110 receives an input indicating selection of
“countermeasure (1)”. In this case, the remaining terminal
specifying unit 140 specifies at least “terminal B” and
“terminal C” as terminals to which “countermeasure (1)” is
not applicable (remaining terminals).
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[0056] Then, the operating information specifying unit
120 specifies the type of operating information correspond-
ing to each countermeasure applicable to the terminals to be
managed (S103), and the operating information acquisition
unit 130 acquires, from the terminals to be managed, the
operating information of the type specified by the operating
information specifying unit 120 (S104). For example, it is
assumed that the storage unit stores the terminal-specific
countermeasure information of FIG. 3 and the definition
information of FIG. 4. In this case, the operating information
specifying unit 120 specifies that, for the terminal A, “coun-
termeasure (1)” and “countermeasure (3)” are applicable,
and the types of operating information corresponding to
“countermeasure (1)’ are “patch application history”,
“restart history” and “continuous operating time”, and the
type of operating information corresponding to “counter-
measure (3)” is “usage history of port 1027”. Therefore, the
operating information acquisition unit 130 acquires, for the
terminal A, “patch application history”, “restart history”,
“continuous operating time” and “usage history of port
1027” from the operating information of the terminal A.

[0057] Then, the prediction unit 150 predicts the number
of remaining terminals at future times based on the operating
information acquired by the operating information acquisi-
tion unit 130 (S105). For example, it is assumed that the
storage unit stores the terminal-specific countermeasure
information of FIG. 3 and the operating information of FIG.
5. In this case, for the terminals to be managed other than the
remaining terminals specified by the remaining terminal
specifying unit 140, the prediction unit 150 specifies appli-
cable countermeasures based on the terminal-specific coun-
termeasure information of FIG. 3, predicts the timing to
apply the applicable countermeasures based on the operating
information of FIG. 5, counts the number of remaining
terminals for each future time, and thereby obtains the
prediction results as shown in FIG. 6.

[0058] After that, the presentation unit 160 presents the
prediction results predicted by the prediction unit 150
(S106). The presentation unit 160 may present a screen
where the prediction results are reflected on the screen of
FIG. 2 as shown in FIG. 7, or may present a screen showing
a graph representing the prediction results in chronological
order as shown in FIG. 8.

Functional Effects of First Embodiment

[0059] As described above, according to the first embodi-
ment, the number of remaining terminals (remaining risks)
at each future time if a selected countermeasure is taken is
predicted, and prediction results are presented. Viewing this
presentation, a security administrator can grasp how many
remaining terminals remain at future times if a certain
countermeasure among a plurality of countermeasures is
taken. The security administrator can thereby determine
whether or not to immediately apply the presented counter-
measure and, when a plurality of countermeasures are pre-
sented, which is the most appropriate countermeasure. Thus,
according to the first embodiment, a security administrator
can easily develop countermeasures against a security risk.

Second Embodiment

[0060] The second embodiment is a more concrete version
of the first embodiment.
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[System Configuration]

[0061] FIG. 11 is a view conceptually showing the system
configuration of an information processing system 1 accord-
ing to a second embodiment. As shown in FIG. 11, the
information processing system 1 according to the second
embodiment includes an information processing device 10,
an administrator terminal 20, and terminals 30 to be man-
aged. The administrator terminal 20 is a terminal to be used
by a security administrator, and it is a stationary PC (Per-
sonal Computer), a tablet terminal or the like. The terminals
30 to be managed are not only communication equipment
such as a client terminal, a server, a switch or a router on a
network but also everything with a function of connecting to
a network or a means of communicating through a network
(so-called IoT (Internet of Things)).

[Processing Configuration]

[0062] As shown in FIG. 11, the information processing
device 10 according to the second embodiment includes an
information acquisition unit 170 in place of the operating
information acquisition unit 130 in the first embodiment,
and further includes a risk investigation unit 180, a display
processing unit 190, a risk information storage unit 192, a
classification information storage unit 194, and a definition
information storage unit 196. Note that the information
acquisition unit 170 has the same function as the operating
information acquisition unit 130 and further has other func-
tions described below.

[0063] The information acquisition unit 170 acquires ter-
minal information from each of the terminals 30 to be
managed, and thereby obtains information as shown in FIG.
12. FIG. 12 is a view showing an example of terminal
information acquired by the information acquisition unit
170. The terminal information contains the OS (Operating
System) type and the OS version of the terminal 30 to be
managed, various applications installed into the terminal 30
to be managed and the like, for example. Note that, however,
the terminal information is not limited to the information as
illustrated in FIG. 12. The information acquisition unit 170
also performs the operation of the operating information
acquisition unit 130 according to the first embodiment,
which is, the operation of acquiring the operating informa-
tion of the type specified by the operating information
specifying unit 120 from each of the terminals 30 to be
managed.

[0064] The risk investigation unit 180 investigates the
terminals 30 to be managed having security risks by check-
ing the terminal information acquired by the information
acquisition unit 170 against information about security risks
provided from each vendor or the like, and generates risk
information containing the terminal-specific countermea-
sure information as shown in FIG. 3. For example, in the
case where the security risk is the vulnerability A, the risk
information may further contain information such as the
overview of the vulnerability A and the description of each
countermeasure in addition to the terminal-specific counter-
measure information as shown in FIG. 3. The risk investi-
gation unit 180 stores the generated risk information into the
risk information storage unit 192.

[0065] The display processing unit 190 generates a screen
to be displayed on a display unit (not shown) of the
administrator terminal 20 by using the risk information
stored in the risk information storage unit 192, and outputs
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this screen to the administrator terminal 20. In the second
embodiment, the display processing unit 190 generates a
screen that classifies and displays the terminals having the
vulnerability A as shown in FIG. 14, for example, by using
classification information in the classification information
storage unit 194 as shown in FIG. 13, for example. By using
the classification information, it is possible to determine the
tendency of the remaining terminals. FIG. 13 is a view
showing an example of classification information stored by
the classification information storage unit 194, and FIG. 14
is a view showing an example of a screen generated by the
display processing unit 190. Note that FIG. 14 is an example
of a screen in the case where the security risk is the
vulnerability A. In the example of FIG. 13, the classification
information storage unit 194 stores terminal identification
information (e.g., MAC address etc.) that identifies each
terminal to be managed and two kinds of classification
information (terminal type and priority) in association with
each other. To be specific, the terminals 30 to be managed
are first classified into “server” or “client”, and further, the
terminals 30 to be managed that belong to “client” are
classified by priority. The display processing unit 190 gen-
erates a screen that classifies (“server” or “client”, and a
priority level “high/intermediate/low” for “client”) and dis-
plays the terminals 30 to be managed as shown in FIG. 14
by using the classification information shown in FIG. 13,
and displays the screen on a display unit (not shown) of the
administrator terminal 20.

[0066] A security administrator checks the screen (e.g., the
screen of FIG. 14) displayed on the administrator terminal
20, and inputs selection of a countermeasure to be applied
against the vulnerability A. A result of the input is transmit-
ted to the selection receiving unit 110. The selection receiv-
ing unit 110 receives the selection input for each classified
category through the screen as shown in FIG. 14, and the
remaining terminal specifying unit 140 specifies, for each
category, the remaining terminals if a countermeasure
selected for each category is taken based on the selection
input for each category. Further, the prediction unit 150
predicts, for each category, the number of remaining termi-
nals at future times if a countermeasure selected for each
category is taken. The prediction unit 150 makes predictions
as shown in FIG. 15, for example. FIG. 15 is a view showing
an example of prediction results predicated by the prediction
unit 150. Note that FIG. 15 is an example of prediction
results in the case where the security risk is the vulnerability
A. The prediction results of FIG. 15 are prediction results in
the case where the selection receiving unit 110 receives an
input indicating that, for “server”, “countermeasure (1),
“countermeasure (2)” and “countermeasure (3)” are selected
and, for “client”, “countermeasure (1)” and “countermea-
sure (2)” are selected in all of the priority levels “high”,
“intermediate” and “low”. The example of FIG. 15 is an
example where the specified number is 0, and the prediction
unit 150 predicts the number of remaining terminals in
chronological order up to “after three months” when the
total number of remaining terminals becomes O or less. To
be specific, in the example of FIG. 15, the total number of
remaining terminals is predicted to be 22 “after immediate
execution”, 13 on the “next day”, 6 “after one week”, 2
“after one month”, and 0 “after three months”.

[0067] Then, the presentation unit 160 presents a screen
that displays the number of remaining terminals for each
category and the total number of remaining terminals (“re-
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maining risks after countermeasure”), and a predicted value
of the number of remaining terminals for each category at
future times and a predicted value of the total number of
remaining terminals (“remaining risk predicted value”) as
shown in FIG. 16, for example. FIG. 16 is a view showing
an example of a screen presented by the presentation unit
160. Note that FIG. 16 is an example of a screen in the case
where the security risk is the vulnerability A. The figure in
parentheses in a field in a row of each countermeasure
indicates the number of terminals 30 to be managed where
the vulnerability A is eliminated if the countermeasure
corresponding to this row is taken, and it varies according to
selection of another countermeasure. For example, regard-
ing “client” with the priority level “high”, while the figure
in parentheses in the field in the row of “countermeasure (2)”
is “5” in the screen of FIG. 14, it is “2” in the screen of FIG.
16. This means that, if only “countermeasure (2)” is applied,
the number of “clients” with the priority level “high” where
the vulnerability A is eliminated is 5, and if “countermeasure
(1)” and “countermeasure (2)” are applied in combination,
the vulnerability A is eliminated by applying “countermea-
sure (1)” in three terminals out of those five terminals, and
the vulnerability A is eliminated by applying “countermea-
sure (2)” in the remaining two terminals.

[0068] Alternatively, the presentation unit 160 may dis-
play a screen showing a graph representing “remaining risk
predicted value” for each category at each future time in
chronological order as shown in FIG. 17, instead of the
screen of FIG. 16. FIG. 17 is a view showing another
example of a screen presented by the presentation unit 160.
FIG. 17 is a view showing another example of a screen
presented by the presentation unit 160. FIG. 17 is an
example of a screen in the case where the security risk is the
vulnerability A. Further, although FIG. 17 displays the
number of remaining risks (terminals to be managed in
which the vulnerability A remains) at the present time also,
whether or not to display the number of remaining risks at
the present time is not particularly limited.

[0069] Note that the screen of FIG. 16 or 17 presented by
the presentation unit 160 is output to the administrator
terminal 20 and displayed on a display unit (not shown) of
the administrator terminal 20 by the display processing unit
190.

[0070] The definition information storage unit 196 stores
definition information that defines the correspondence
between the type of operating information of the terminal 30
to be managed and countermeasures against security risks
(e.g., the definition information in FIG. 4). The definition
information may be delivered from a server device (not
shown) to the information processing device 10. The oper-
ating information specifying unit 120 specifies the type of
operating information by using the definition information
stored in the definition information storage unit 196.

[Hardware Configuration]

[0071] The information processing device 10 according to
the second embodiment has the same hardware configura-
tion as in the first embodiment. The storage 103 further
stores a program for implementing the function of each
processing unit (the information acquisition unit 170, the
risk investigation unit 180 and the display processing unit
190) according to the second embodiment, and the processor
101 executes each program and thereby implements each
processing unit according to the second embodiment. Fur-
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ther, the memory 102 and the storage 103 serve also as the
risk information storage unit 192, the classification infor-
mation storage unit 194 and the definition information
storage unit 196.

Operation Example

[0072] An operation example of the information process-
ing device 10 according to the second embodiment is
described hereinafter with reference to FIG. 18. FIG. 18 is
a flowchart showing the process flow of the information
processing device 10 according to the second embodiment.
An operation example in the case where the security risk is
the vulnerability A is described hereinbelow.

[0073] The information acquisition unit 170 acquires ter-
minal information of each terminal 30 to be managed in
response to a screen display request from the administrator
terminal 20, for example (S201). The risk investigation unit
180 then investigates the terminals 30 to be managed having
the vulnerability A and generates risk information based on
the acquired terminal information of each terminal 30 to be
managed, for example (S202). The risk investigation unit
180 can specify the terminals 30 to be managed having the
vulnerability A and applicable countermeasures and the like
by checking the acquired terminal information of each
terminal 30 to be managed against information about the
vulnerability A provided from each vendor or the like, for
example. Note that the processing of S201 and S202 may be
performed prior to receiving a screen display request from
the administrator terminal 20. In this case, the following
processing of S203 is performed in response to a screen
display request from the administrator terminal 20.

[0074] The display processing unit 190 generates a screen
that displays results of investigating terminals with the
vulnerability A (e.g., the screen of FIG. 14) based on the risk
information generated in S202 and the classification infor-
mation stored in the classification information storage unit
194, and displays this screen on a display unit (not shown)
of the administrator terminal 20 (S203). A security admin-
istrator who uses the administrator terminal 20 views the
content of the displayed screen, and performs an input
operation to select at least one of a plurality of countermea-
sures. Then, the selection receiving unit 110 receives, from
the administrator terminal 20, information indicating the
countermeasure selected by the input operation on the
administrator terminal 20 (S204). The remaining terminal
specifying unit 140 specifies the remaining terminals for
each category based on the information indicating the coun-
termeasure selected on the administrator terminal 20 and the
terminal-specific countermeasure information (S205). For
example, it is assumed that the risk information storage unit
192 stores the terminal-specific countermeasure information
of FIG. 3, and the selection receiving unit 110 receives an
input indicating that “countermeasure (1)” and “counter-
measure (2)” are selected for “server”. In this case, the
remaining terminal specifying unit 140 specifies at least
“terminal C” as the terminals to which any of “countermea-
sure (1)” and “countermeasure (2)” cannot be applied (re-
maining terminals).

[0075] Next, the operating information specifying unit 120
specifies the type of operating information corresponding to
the countermeasure applicable to the terminal 30 to be
managed (S206), and the operating information acquisition
unit 130 acquires the operating information of the type
specified by the operating information specifying unit 120
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from the terminal 30 to be managed (S207). For example, it
is assumed that the risk information storage unit 192 stores
the terminal-specific countermeasure information of FIG. 3,
and the definition information storage unit 196 stores the
definition information of FIG. 4. In this case, the operating
information specifying unit 120 specifies that, for the ter-
minal A, “countermeasure (1)” and “countermeasure (3)”
are applicable, and the types of operating information cor-
responding to “countermeasure (1)” are “patch application
history”, “restart history” and “continuous operating time”,
and the type of operating information corresponding to
“countermeasure (3)” is “usage history of port 1027”. There-
fore, the operating information acquisition unit 130 acquires,
for the terminal A, “patch application history”, “restart
history”, “continuous operating time” and “usage history of
port 1027 from the operating information of the terminal A.

[0076] Then, the prediction unit 150 predicts the number
of remaining terminals at future times for each category
based on the operating information acquired by the operat-
ing information acquisition unit 130 (S208). For example, it
is assumed that the risk information storage unit 192 stores
the terminal-specific countermeasure information in FIG. 3,
and the information acquisition unit 170 acquires the oper-
ating information in FIG. 5. In this case, for the terminals 30
to be managed other than the remaining terminals specified
by the remaining terminal specifying unit 140, the prediction
unit 150 specifies applicable countermeasures based on the
terminal-specific countermeasure information in FIG. 3,
predicts the timing to apply each applicable countermeasure
based on the operating information in FIG. 5, and counts the
number of remaining terminals for each future time. This
processing is performed for each category, thereby obtaining
the prediction results as shown in FIG. 15.

[0077] After that, the presentation unit 160 presents the
prediction results predicted by the prediction unit 150
(S209). The presentation unit 160 may present a screen
where the prediction results are reflected on the screen of
FIG. 14 as shown in FIG. 16, or may present a screen
showing a graph representing the prediction results in
chronological order as shown in FIG. 17.

[0078] According to the second embodiment, the same
effects as the first embodiment are obtained.

[0079] While the invention has been particularly shown
and described with reference to embodiments thereof, the
invention is not limited to these embodiments. It will be
understood by those of ordinary skill in the art that various
changes in form and details may be made therein without
departing from the spirit and scope of the present invention
as defined by the claims.

[0080] Forexample, in each of the embodiments described
above, a button that causes each terminal to be managed to
carry out a countermeasure based on selection on a screen
may be further placed on the screen. When this button is
pressed, the information processing device 10 generates an
instruction that causes each terminal to carry out the coun-
termeasure in accordance with the selection, and outputs this
instruction to each terminal.

[0081] Further, an aspect of presenting the number of
remaining terminals at future times is described in each of
the embodiments described above. Note that, however, an
index related to the remaining terminals may be presented.
An example of the index related to the remaining terminals
is the proportion of the number of remaining terminals to the
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number of terminals with a security risk, a color correspond-
ing to this proportion or the like, for example.

[0082] Further, an aspect of presenting the number of
remaining terminals at future times in response to a selection
input for a countermeasure against a security risk is
described in each of the embodiments described above. Note
that, however, in the case where the number of applicable
countermeasures is small, for example, the number of
remaining terminals when all countermeasures are applied
regardless of a selection input may be presented from the
beginning.

[0083] Further, an aspect of reading the terminal-specific
countermeasure information generated by investigating ter-
minals to be managed in advance and presenting the number
of remaining terminals at future times based on the read
terminal-specific countermeasure information is described
in each of the embodiments described above. Note that,
however, the terminal-specific countermeasure information
may be acquired by investigating terminals to be managed
before presenting the number of remaining terminals at
future times.

[0084] Further, in the second embodiment described
above, terminals to be managed are first classified into
categories of servers or clients, and then the clients are
further classified by priority level. Note that, however, the
method of classification is not limited thereto, and only
classification into servers or clients may be carried out, or
classification by priority level may be carried out regardless
of servers or clients. Further, classification may be carried
out by another method.

[0085] Further, although a plurality of steps (processing
steps) are sequentially described in the plurality of flow-
charts used in the description above, the order of performing
the steps to be performed in the above-described embodi-
ments is not limited to the sequence described above. In the
above-described embodiments, the sequence of steps shown
in the figures may be changed as appropriate. Further, the
above-described embodiments may be combined as long as
they are not conflicting.

[0086] Further, the whole or part of the embodiments
disclosed above can be described as, but not limited to, the
following supplementary notes.

Supplementary Note 1

[0087] An information processing device comprising:
[0088] a selection receiving unit configured to receive an
input indicating selection of at least one countermeasure
among a plurality of countermeasures applicable to a ter-
minal with a security risk;

[0089] an operating information specifying unit config-
ured to specify a type of operating information correspond-
ing to a countermeasure applicable to the terminal by using
terminal-specific countermeasure information indicating a
countermeasure applicable to each terminal against the
security risk and definition information defining correspon-
dence between a type of operating information of the
terminal and a countermeasure against the security risk;
[0090] an operating information acquisition unit config-
ured to acquire operating information of the type specified
by the operating information specifying unit among the
operating information of the terminal;

[0091] a remaining terminal specifying unit configured to
specify remaining terminals where the security risk remains
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when the countermeasure received by the selection receiving
unit is applied based on the terminal-specific countermea-
sure information;

[0092] a prediction unit configured to predict the number
of the remaining terminals at a future time based on the
operating information acquired by the operating information
acquisition unit; and

[0093] a presentation unit configured to present prediction
results predicted by the prediction unit.

Supplementary Note 2

[0094] The information processing device according to
Supplementary Note 1, wherein

[0095] the prediction unit predicts the number of the
remaining terminals at future times in chronological order,
and

[0096] the presentation unit presents a graph showing the
number of the remaining terminals at future times in chrono-
logical order.

Supplementary Note 3

[0097] The information processing device according to
Supplementary Note 2, wherein the prediction unit predicts
the number of the remaining terminals in chronological
order up to a future time when the number of the remaining
terminals becomes equal to or less than a specified number.

Supplementary Note 4

[0098] The information processing device according to
any one of Supplementary Notes 1 to 3, further comprising:
[0099] a classification information storage unit configured
to store classification information that classifies the termi-
nals into categories, wherein

[0100] the prediction unit predicts the number of the
remaining terminals at a future time for each category of the
terminals.

Supplementary Note 5

[0101] An information processing method performed by
an information processing device, the method comprising:
[0102] a step of receiving an input indicating selection of
at least one countermeasure among a plurality of counter-
measures applicable to a terminal with a security risk;
[0103] astep of specifying a type of operating information
corresponding to a countermeasure applicable to the termi-
nal by using terminal-specific countermeasure information
indicating a countermeasure applicable to each terminal
against the security risk and definition information defining
correspondence between a type of operating information of
the terminal and a countermeasure against the security risk;
[0104] a step of acquiring operating information of the
specified type among the operating information of the ter-
minal;

[0105] a step of specifying remaining terminals where the
security risk remains when the received countermeasure is
applied based on the terminal-specific countermeasure infor-
mation;

[0106] a step of predicting the number of the remaining
terminals at a future time based on the acquired operating
information; and

[0107] a step of presenting the predicted results.
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Supplementary Note 6

[0108] The information processing method according to
Supplementary Note 5, wherein

[0109] the prediction step predicts the number of the
remaining terminals at future times in chronological order,
and

[0110] the presentation step presents a graph showing the
number of the remaining terminals at future times in chrono-
logical order.

Supplementary Note 7

[0111] The information processing method according to
Supplementary Note 6, wherein the prediction step predicts
the number of the remaining terminals in chronological
order up to a future time when the number of the remaining
terminals becomes equal to or less than a specified number.

Supplementary Note 8

[0112] The information processing method according to
any one of Supplementary Notes 5 to 7, further comprising:
[0113] a step of storing classification information that
classifies the terminals into categories, wherein

[0114] the prediction step predicts the number of the
remaining terminals at a future time for each category of the
terminals.

Supplementary Note 9

[0115] A non-transitory computer readable medium stor-
ing a program causing a computer to execute:

[0116] a step of receiving an input indicating selection of
at least one countermeasure among a plurality of counter-
measures applicable to a terminal with a security risk;
[0117] a step of specifying a type of operating information
corresponding to a countermeasure applicable to the termi-
nal by using terminal-specific countermeasure information
indicating a countermeasure applicable to each terminal
against the security risk and definition information defining
correspondence between a type of operating information of
the terminal and a countermeasure against the security risk;
[0118] a step of acquiring operating information of the
specified type among the operating information of the ter-
minal;

[0119] a step of specifying remaining terminals where the
security risk remains when the received countermeasure is
applied based on the terminal-specific countermeasure infor-
mation;

[0120] a step of predicting the number of the remaining
terminals at a future time based on the acquired operating
information; and

[0121] a step of presenting the predicted results.

Supplementary Note 10

[0122] The non-transitory computer readable medium
according to Supplementary Note 9, wherein

[0123] the prediction step predicts the number of the
remaining terminals at future times in chronological order,
and

[0124] the presentation step presents a graph showing the
number of the remaining terminals at future times in chrono-
logical order.
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Supplementary Note 11

[0125] The non-transitory computer readable medium
according to Supplementary Note 10, wherein the prediction
step predicts the number of the remaining terminals in
chronological order up to a future time when the number of
the remaining terminals becomes equal to or less than a
specified number.

Supplementary Note 12

[0126] The non-transitory computer readable medium
according to any one of Supplementary Notes 9 to 11,
wherein the program causes the computer to further execute:
[0127] a step of storing classification information that
classifies the terminals into categories, wherein

[0128] the prediction step predicts the number of the
remaining terminals at a future time for each category of the
terminals.

[0129] This application is based upon and claims the
benefit of priority from Japanese patent application No.
2016-067734 filed on Mar. 30, 2016, the disclosure of which
is incorporated herein in its entirety by reference.

REFERENCE SIGNS LIST

[0130] 1 INFORMATION PROCESSING SYSTEM
[0131] 10 INFORMATION PROCESSING DEVICE
[0132] 101 PROCESSOR
[0133] 102 MEMORY
[0134] 103 STORAGE
[0135] 104 INPUT/OUTPUT INTERFACE
[0136] 1041 DISPLAY DEVICE
[0137] 1042 INPUT DEVICE
[0138] 105 COMMUNICATION INTERFACE
[0139] 110 SELECTION RECEIVING UNIT
[0140] 120 OPERATING INFORMATION SPECI-
FYING UNIT
[0141] 130 OPERATING INFORMATION ACQUI-
SITION UNIT
[0142] 140 REMAINING TERMINAL SPECIFY-
ING UNIT
[0143] 150 PREDICTION UNIT
[0144] 160 PRESENTATION UNIT
[0145] 170 INFORMATION ACQUISITION UNIT
[0146] 180 RISK INVESTIGATION UNIT
[0147] 190 DISPLAY PROCESSING UNIT
[0148] 192 RISK INFORMATION STORAGE
UNIT
[0149] 194 CLASSIFICATION INFORMATION
STORAGE UNIT
[0150] 196 DEFINITION INFORMATION STOR-
AGE UNIT
[0151] 20 ADMINISTRATOR TERMINAL
[0152] 30 TERMINAL TO BE MANAGED

1. An information processing device comprising:

a selection receiving unit configured to receive an input
indicating selection of at least one countermeasure
among a plurality of countermeasures applicable to a
terminal with a security risk;

an operating information specifying unit configured to
specify a type of operating information corresponding
to a countermeasure applicable to the terminal by using
terminal-specific countermeasure information indicat-
ing a countermeasure applicable to each terminal
against the security risk and definition information
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defining correspondence between a type of operating
information of the terminal and a countermeasure
against the security risk;

an operating information acquisition unit configured to
acquire operating information of the type specified by
the operating information specifying unit among the
operating information of the terminal;

a remaining terminal specifying unit configured to specify
remaining terminals where the security risk remains
when the countermeasure received by the selection
receiving unit is applied based on the terminal-specific
countermeasure information;

a prediction unit configured to predict the number of the
remaining terminals at a future time based on the
operating information acquired by the operating infor-
mation acquisition unit; and

a presentation unit configured to present prediction results
predicted by the prediction unit.

2. The information processing device according to claim

1, wherein

the prediction unit predicts the number of the remaining
terminals at future times in chronological order, and

the presentation unit presents a graph showing the number
of the remaining terminals at future times in chrono-
logical order.

3. The information processing device according to claim
2, wherein the prediction unit predicts the number of the
remaining terminals in chronological order up to a future
time when the number of the remaining terminals becomes
equal to or less than a specified number.

4. The information processing device according to claim
1, further comprising:

a classification information storage unit configured to
store classification information that classifies the ter-
minals into categories, wherein

the prediction unit predicts the number of the remaining
terminals at a future time for each category of the
terminals.

5. An information processing method performed by an

information processing device, the method comprising:

a step of receiving an input indicating selection of at least
one countermeasure among a plurality of countermea-
sures applicable to a terminal with a security risk;

a step of specifying a type of operating information
corresponding to a countermeasure applicable to the
terminal by using terminal-specific countermeasure
information indicating a countermeasure applicable to
each terminal against the security risk and definition
information defining correspondence between a type of
operating information of the terminal and a counter-
measure against the security risk;

a step of acquiring operating information of the specified
type among the operating information of the terminal;

a step of specifying remaining terminals where the secu-
rity risk remains when the received countermeasure is
applied based on the terminal-specific countermeasure
information;

a step of predicting the number of the remaining terminals
at a future time based on the acquired operating infor-
mation; and
a step of presenting the predicted results.

6. The information processing method according to claim

5, wherein
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the prediction step predicts the number of the remaining
terminals at future times in chronological order, and

the presentation step presents a graph showing the number
of the remaining terminals at future times in chrono-
logical order.

7. The information processing method according to claim
6, wherein the prediction step predicts the number of the
remaining terminals in chronological order up to a future
time when the number of the remaining terminals becomes
equal to or less than a specified number.

8. The information processing method according to claim
5, further comprising:

a step of storing classification information that classifies

the terminals into categories, wherein

the prediction step predicts the number of the remaining

terminals at a future time for each category of the
terminals.

9. A non-transitory computer readable medium storing a
program causing a computer to execute:

a step of receiving an input indicating selection of at least
one countermeasure among a plurality of countermea-
sures applicable to a terminal with a security risk;
step of specifying a type of operating information
corresponding to a countermeasure applicable to the
terminal by using terminal-specific countermeasure
information indicating a countermeasure applicable to
each terminal against the security risk and definition
information defining correspondence between a type of
operating information of the terminal and a counter-
measure against the security risk;

12

Apr. 4, 2019

a step of acquiring operating information of the specified
type among the operating information of the terminal;

a step of specifying remaining terminals where the secu-
rity risk remains when the received countermeasure is
applied based on the terminal-specific countermeasure
information;

a step of predicting the number of the remaining terminals
at a future time based on the acquired operating infor-
mation; and

a step of presenting the predicted results.

10. The non-transitory computer readable medium
according to claim 9, wherein

the prediction step predicts the number of the remaining
terminals at future times in chronological order, and

the presentation step presents a graph showing the number
of the remaining terminals at future times in chrono-
logical order.

11. The non-transitory computer readable medium
according to claim 10, wherein the prediction step predicts
the number of the remaining terminals in chronological
order up to a future time when the number of the remaining
terminals becomes equal to or less than a specified number.

12. The non-transitory computer readable medium
according to claim 9, wherein the program causes the
computer to further execute:

a step of storing classification information that classifies

the terminals into categories, wherein

the prediction step predicts the number of the remaining
terminals at a future time for each category of the
terminals.



