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METHOD AND SYSTEM FOR DETECTING
APPLICATION PROGRAM VERSION WITH
ABNORMAL POWER CONSUMPTION

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application claims the priority benefit of Tai-
wan application serial no. 111122322, filed on Jun. 16, 2022.
The entirety of the above-mentioned patent application is
hereby incorporated by reference herein and made a part of
this specification.

BACKGROUND

Technical Field

[0002] This disclosure relates to a method and a system for
detecting application program version with abnormal power
consumption.

Description of Related Art

[0003] Generally speaking, applications are updated sev-
eral times after they go online to correct program defects or
add new program features, etc. However, in some cases,
electronic devices running a specific version of an applica-
tion may cause abnormal power consumption of the device,
resulting in troublesome usage.

SUMMARY

[0004] The disclosure provides a method and a system for
detecting application program version with abnormal power
consumption, which may improve the above problems. The
method for detecting application program version with
abnormal power consumption includes: establishing a power
consumption database of a plurality of versions of a target
application; obtaining power consumption information of a
target version of the target application; determining whether
the target version of the target application has a first abnor-
mal power consumption state evaluated based on different
versions of the target application according to the power
consumption database and the power consumption informa-
tion; and in response to the first abnormal power consump-
tion state, generating an abnormal power consumption
prompt corresponding to the target version.

[0005] The system for detecting application program ver-
sion with abnormal power consumption includes a storage
circuit and a processor. The processor is coupled to the
storage circuit. The processor is configured to establish a
power consumption database of multiple versions of a target
application; obtain power consumption information of a
target version of the target application; determine, according
to the power consumption database and the power consump-
tion information, whether the target version of the target
application has a first abnormal power consumption state
evaluated based on different versions of the target applica-
tion; and in response to the first abnormal power consump-
tion state, generate an abnormal power consumption prompt
corresponding to the target version.

[0006] Based on the above, after establishing the power
consumption database of multiple versions of the target
application and obtaining the power consumption informa-
tion of the target version of the target application, the power
consumption database and the power consumption informa-
tion may be used to determine whether the target version of
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the target application has the first abnormal power consump-
tion state. In particular, the first abnormal power consump-
tion state is evaluated based on different versions of the
target application. In response to the first abnormal power
consumption state, an abnormal power consumption prompt
corresponding to the target version may be generated. In this
way, users may clearly know whether a specific application
or a specific version is causing abnormal power consump-
tion of the electronic device at the moment or in the past, so
that they can implement solutions, such as restoring the
previous version and/or reporting abnormal application ver-
sions.

[0007] To make the aforementioned more comprehensible,
several accompanied with drawings are described in detail
as follows.

BRIEF DESCRIPTION OF THE DRAWING

[0008] The accompanying drawings are included to pro-
vide a further understanding of the disclosure, and are
incorporated in and constitute a part of this specification.
The drawings illustrate exemplary embodiments of the dis-
closure and, together with the description, serve to explain
the principles of the disclosure.

[0009] FIG. 1 is a schematic diagram of a system for
detecting an application program version with abnormal
power consumption according to an embodiment of the
disclosure.

[0010] FIG. 2 is a schematic diagram of power consump-
tion per unit time for different versions of a target applica-
tion according to an embodiment of the disclosure.

[0011] FIG. 3 is a schematic diagram of a two-stage
mechanism for detecting an application program version
with abnormal power consumption according to an embodi-
ment of the disclosure.

[0012] FIG. 4 is a flow chart according to a method for
detecting an application program version with abnormal
power consumption of the disclosure.

DESCRIPTION OF THE EMBODIMENTS

[0013] Referring to FIG. 1, a system 10 (also known as a
system for detecting an application program version with
abnormal power consumption) may be installed or imple-
mented in various computer systems such as smartphones,
tablets, laptops, desktops, or servers, and the type of the
computer system is not limited thereto.

[0014] The system 10 for detecting an application program
version with abnormal power consumption may include a
processor 11, an input/output (IO) interface 12 and a storage
circuit 13. The processor 11 is configured to detect the
overall or partial operation of the system 10 for detecting an
application program version with abnormal power consump-
tion. For example, the processor 11 may include a central
processing unit (CPU) or other programmable general-
purpose or special-purpose microprocessor, digital signal
processor (DSP), programmable control device, application
specific integrated circuit (ASIC), programmable logic
device (PLD), or other similar devices or combinations of
these devices.

[0015] The input/output interface 12 is coupled to the
processor 11. The input/output interface 12 is configured to
receive input signals or output signals. For example, the
input/output interface 12 may include various input/output
devices such as a mouse, keyboard, monitor, network inter-
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face card, speaker, or microphone, and the type of the
input/output interface 12 is not limited thereto.

[0016] The storage circuit 13 is coupled to the processor
11. The storage circuit 13 is configured to store data. For
example, the storage circuit 13 may include a volatile
storage circuit and a non-volatile storage circuit. The volatile
storage circuit is configured to voluntarily store data. For
example, the volatile storage circuit may include random
access memory (RAM) or similar volatile storage media.
The non-volatile storage circuit is configured to store data in
a non-volatile manner. For example, the non-volatile storage
circuit may include read only memory (ROM), solid state
disk (SSD), hard disk drive (HDD), or similar non-volatile
storage media.

[0017] The processor 11 may create a power consumption
database 14 of multiple versions of a specific application
(also called a target application). The power consumption
database 14 may be stored in the storage circuit 13. The
power consumption database 14 may be configured to store
power consumption information of different versions of one
or more applications. For example, the power consumption
information may include power consumption per unit time,
which reflects the power consumption per unit time of a
particular electronic device (e.g., a smartphone, tablet, lap-
top, desktop, or server) while running one or more applica-
tions. For example, the unit time may be in minute, hour,
day, week or other unit time, without limitation in this
disclosure.

[0018] In particular, the power consumption database 14
may further store power consumption information based on
different versions of the application. For example, assuming
that four versions of an application have been released since
its launch, the power consumption database 14 may store the
power consumption information for each version of the
application.

[0019] Referring to FIG. 1 and FIG. 2, according to an
embodiment, the power consumption information (e.g.,
power consumption per unit time) for four versions V1 to V4
of the target application stored in the power consumption
databasel4 can be represented by the bar graph in FIG. 2.
The horizontal axis of the bar graph corresponds to different
versions of the target application, and the vertical axis
corresponds to the power consumption per unit time of each
version of the target application. For example, in FIG. 2, the
power consumption per unit time of the version V4 of the
target application is significantly higher than the power
consumption per unit time of the other versions V1 to V3 of
the target application.

[0020] It should be noted that, according to the embodi-
ment of FIG. 2, version information of the four versions V1
to V4 of the target application are different. For example, the
version information of the four versions V1 to V4 of the
target application may include “version 1.17, “version 1.2”,
“version 1.3”, “version 1.4”, etc., and it is not limited
thereto. In addition, a total number of versions of the target
application may be 2, 3 or 5, etc., without limitation in this
disclosure.

[0021] The processor 11 may obtain the power consump-
tion information of a specific version (also called a target
version) of the target application. The processor 11 may
determine whether the target version of the target application
has an abnormal power consumption state (also called a first
abnormal power consumption state) according to the power
consumption database 14 and the power consumption infor-
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mation of the target version of the target application. In
particular, the first abnormal power consumption state is
evaluated based on different versions of the target applica-
tion, not simply on the power consumption of the target
application itself or of the target application in relation to
other applications. When the first abnormal power consump-
tion state is detected, in response to the first abnormal power
consumption state, the processor 11 may generate an abnor-
mal power consumption prompt corresponding to the target
version.

[0022] For example, in FIG. 2, assuming that the target
version of the target application is the version V4, in
response to the fact that the power consumption per unit time
of the version V4 of the target application is significantly
higher than the power consumption per unit time of the
remaining versions V1 to V3 of the target application, the
processor 11 may determine that the target version of the
target application has the first abnormal power consumption
state. In response to the first abnormal power consumption
state, the processor 11 may generate the abnormal power
consumption prompt corresponding to the target version of
the target application. For example, the abnormal power
consumption prompt may be published on an online plat-
form and/or provided to a user device having the target
application (or the target version of the target application) to
alert the user to the abnormal power consumption state of the
version V4 of the target application. Alternatively, assuming
that the target version of the target application is any of the
versions V1 to V3, the processor 11 may not generate an
abnormal power consumption prompt corresponding to the
target version of the target application.

[0023] According to an embodiment, the processor 11 may
obtain the power consumption per unit time of the target
version of the target application. The processor 11 may
determine whether the power consumption per unit time of
the target version of the target application meets a specific
condition (also called a default condition). In response to the
fact that the power consumption per unit time of the target
version meets the default condition, the processor 11 may
determine that the target version of the target application has
the first abnormal power consumption state.

[0024] According to an embodiment, the processor 11 may
perform a first determination operation. In the first determi-
nation operation, the processor 11 may determine whether
the power consumption per unit time of the target applica-
tion whose current version is the target version is higher than
Q times standard deviation of the power consumption per
unit time of the target application in past P unit time. Both
P and Q can be 3 or other positive integer greater than 1. If
yes (i.e., the power consumption per unit time of the target
application whose current version is the target version is
higher than Q times standard deviation of the power con-
sumption per unit time of the target application in past P unit
time), the processor 11 may determine that the target version
of the target application has the first abnormal power con-
sumption state. If not, the processor 11 may determine that
the target version of the target application does not have the
first abnormal power consumption state.

[0025] According to an embodiment, the processor 11 may
perform a second determination operation. In the second
determination operation, the processor 11 may determine
whether the target application whose current version is the
target version has a moving average rate of increase in the
power consumption per unit time over R unit time higher
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than a threshold (also called a first threshold). R can be 3 or
other positive integer greater than 1. If yes (i.e., the target
application whose current version is the target version has a
moving average rate of increase in the power consumption
per unit time over R unit time higher than the first threshold),
the processor 11 may determine that the target version of the
target application has the first abnormal power consumption
state. If not, the processor 11 may determine that the target
version of the target application does not have the first
abnormal power consumption state.

[0026] According to an embodiment, the processor 11 may
perform a third determination operation. In the third deter-
mination operation, the processor 11 may obtain average
power consumption per unit time (also called a first average
power consumption per unit time) of the target application
regardless of version, and average power consumption per
unit time (also called a second average power consumption
per unit time) of remaining versions of the target application
other than the target version. The processor 11 may deter-
mine whether the target version has the first abnormal power
consumption state according to a difference between the first
average power consumption per unit time and the second
average power consumption per unit time.

[0027] For example, in the third determination operation,
the processor 11 may determine whether the target version
has the first abnormal power consumption state according to
the following equation (1.1).

IR=((P1-P2)/P1)x100% a1

[0028] In equation (1.1), P1 represents the first average
power consumption per unit time, P2 represents the second
average power consumption per unit time, and IR is a
version influence evaluation value. If the IR calculated
according to the equation (1.1) is positive, the processor 11
may determine that the target version of the target applica-
tion has the first abnormal power consumption state. How-
ever, if the IR is negative, the processor 11 may determine
that the target version of the target application does not have
the first abnormal power consumption state.

[0029] According to an embodiment, one or at least a part
of the first determination operation, the second determina-
tion operation, and the third determination operation may be
used in combination. For example, in the embodiment in
which the first determination operation, the second determi-
nation operation, and the third determination operation are
used simultaneously, in response to that the power consump-
tion per unit time of the target application whose current
version is the target version is higher than Q times standard
deviation of the power consumption per unit time of the
target application in past P unit time, the target application
whose current version is the target version has a moving
average rate of increase in the power consumption per unit
time over R unit time higher than the first threshold, and the
IR calculated according to the equation (1.1) is positive, the
processor 11 may determine that the target version of the
target application has the first abnormal power consumption
state. On the contrary, if the power consumption per unit
time of the target application whose current version is the
target version is not higher than Q times standard deviation
of the power consumption per unit time of the target
application in past P unit time, the target application whose
current version is the target version does not have a moving
average rate of increase in the power consumption per unit
time over R unit time higher than the first threshold, and/or
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the IR calculated according to the equation (1.1) is negative,
the processor 11 may determine that the target version of the
target application does not have the first abnormal power
consumption state.

[0030] According to an embodiment, after determining
that the target version of the target application has the first
abnormal power consumption state, the processor 11 may
also add the target version of the target application to an
abnormal version list and update the abnormal version list.
For example, the updated abnormal version list may reflect
that the target version of the target application has the
abnormal power consumption state.

[0031] According to an embodiment, the processor 11 may
determine whether a specific application (also called a first
candidate application) of multiple applications (also called
candidate applications) has an abnormal power consumption
state (also called a second abnormal power consumption
state). In particular, the second abnormal power consump-
tion state is an abnormal power consumption state evaluated
based on the first candidate application itself. When the
second abnormal power consumption state is detected, in
response to the second abnormal power consumption state,
the processor 11 may set the first candidate application as the
target application.

[0032] According to an embodiment, the processor 11 may
determine whether the first candidate application has the
second abnormal power consumption state according to a
determination result of the first determination operation
and/or the second determination operation. For example, in
response to that power consumption per unit time of the first
candidate application is higher than Q times standard devia-
tion of the power consumption per unit time of the first
candidate application in past P unit time, and/or the first
candidate application has a moving average rate of increase
in the power consumption per unit time over R unit time
higher than a first threshold, the processor 11 may determine
that the first candidate application has the second abnormal
power consumption state. Meanwhile, the processor 11 may
set the first candidate application as the target application.
Next, the processor 11 may determine whether the target
version of the target application has the first abnormal power
consumption state according to a determination result of the
third determination operation.

[0033] According to an embodiment, the operation of
determining whether the first candidate application has the
second abnormal power consumption state according to
determination results of the first determination operation
and/or the second determination operation may also be
regarded as abnormal power consumption detection for the
application itself. The subsequent operation of determine
whether the target version of the target application has the
first abnormal power consumption state according to the
determination result of the third determination operation
may be regarded as abnormal power consumption detection
for different versions of the application.

[0034] According to an embodiment, by first performing
the abnormal power consumption detection of the applica-
tion itself, an application (.i.e., a target application) that may
have abnormal power consumption due to factors such as
version changes may be preliminarily screened out from a
large number of applications. After filtering out the target
application, further version influence evaluation value (i.e.
IR in equation (1.1)) is used to confirm whether the abnor-
mal power consumption is indeed caused by a specific
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version of the application (i.e. the target version). According
to an embodiment, through a two-stage mechanism for
detecting an application program version with abnormal
power consumption, the detection efficiency of the applica-
tion program version causing abnormal power consumption
may be effectively improved.

[0035] Referring to FIG. 1 and FIG. 3, in step 31, the
processor 11 may continuously collect power consumption
information from user devices 30(1) to 30(N). For example,
the collected power consumption information may reflect
the power consumption information of one or more appli-
cations and/or versions of applications running in the user
devices 30(1) to 30(N). In step 32, the processor 11 may
establish a power consumption database according to the
collected power consumption information. In step 33, the
processor 11 may perform abnormal power consumption
detection of the application itself. For example, step 33 may
be regarded as a first stage detection in the two-stage
mechanism for detecting an application program version
with abnormal power consumption to filter out the applica-
tion (i.e. the target application) that may have abnormal
power consumption due to factors such as version changes
from a large number of applications. For example, step 33
may include the first determination operation and/or the
second determination operation.

[0036] After determining the target application, in step 34,
the processor 11 may perform abnormal power consumption
detection between different versions of the application. For
example, step 34 may be regarded as a second stage detec-
tion in the two-stage mechanism for detecting an application
program version with abnormal power consumption to con-
firm whether the abnormal power consumption is indeed
caused by a specific version of the application (i.e. the target
version). For example, step 34 may include the third deter-
mination operation.

[0037] After determining that the target version of the
target application has the first abnormal power consumption
state, in step 35, the processor 11 may update the abnormal
version list of the applications. For example, the processor
11 may add the target version of the target application to the
abnormal version list and update the abnormal version list.
In addition, in step 35, the processor 11 may generate an
abnormal power consumption prompt corresponding to the
target version of the target application. For example, the
abnormal power consumption prompt may be published on
an online platform and/or provided to a user device having
the target application (or the target version of the target
application) for the user’s review. In this way, users may
clearly know whether a specific application or a specific
version is causing abnormal power consumption of the
electronic device at the moment or in the past, so that they
can implement solutions, such as restoring the previous
version and/or reporting abnormal application versions.

[0038] Referring to FIG. 4, in step S401, multiple versions
of the power consumption database of the target application
are established. In step S402, the power consumption infor-
mation of the target version of the target application is
obtained. In step S403, according to the power consumption
database and the power consumption information, whether
the target version of the target application has a first abnor-
mal power consumption state evaluated based on different
versions of the target application is determined. In step
S404, in response to the first abnormal power consumption
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state, an abnormal power consumption prompt correspond-
ing to the target version of the target application is gener-
ated.

[0039] Each step in FIG. 4 has been described in detail as
above, and therefore will not be repeated in the following. It
should be noted that each step in FIG. 4 may be implemented
as multiple codes or circuits, which is not limited in this
disclosure. In addition, the method of FIG. 4 may be used
with the above exemplary embodiments, or may be used
alone, which is not limited in this disclosure.

[0040] To sum up, the method and system for detecting an
application program version with abnormal power consump-
tion provided in this disclosure may evaluate whether a
specific version of an application has abnormal power
consumption based on different versions of the application,
instead of simply detecting abnormal power consumption by
the difference in power consumption between the applica-
tion itself or applications. In this way, users may clearly
know whether a specific application or a specific version is
causing abnormal power consumption of the electronic
device at the moment or in the past, so that they can
implement solutions, such as restoring the previous version
and/or reporting abnormal application versions.

[0041] It will be apparent to those skilled in the art that
various modifications and variations can be made to the
disclosed without departing from the scope or spirit of the
disclosure. In view of the foregoing, it is intended that the
disclosure covers modifications and variations provided that
they fall within the scope of the following claims and their
equivalents.

What is claimed is:

1. A method for detecting an application program version
with abnormal power consumption, comprising:

establishing a power consumption database of a plurality
of versions of a target application;

obtaining power consumption information of a target
version of the target application;

determining whether the target version of the target appli-
cation has a first abnormal power consumption state
evaluated based on different versions of the target
application according to the power consumption data-
base and the power consumption information; and

in response to the first abnormal power consumption state,
generating an abnormal power consumption prompt
corresponding to the target version.

2. The method for detecting an application program
version with abnormal power consumption according to
claim 1, wherein the versions of the target application
comprise a first version of the target application and a
second version of the target application, and version infor-
mation of the first version is different from version infor-
mation of the second version.

3. The method for detecting an application program
version with abnormal power consumption according to
claim 1, wherein determining whether the target version of
the target application has the first abnormal power consump-
tion state evaluated based on different versions of the target
application according to the power consumption database
and the power consumption information comprises:

obtaining power consumption per unit time of the target
version of the target application; and
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in response to that the power consumption per unit time
of the target version meets a default condition, deter-
mining that the target version has the first abnormal
power consumption state.
4. The method for detecting an application program
version with abnormal power consumption according to
claim 3, wherein determining whether the target version of
the target application has the first abnormal power consump-
tion state evaluated based on different versions of the target
application according to the power consumption database
and the power consumption information comprises:
in response to that the power consumption per unit time
of the target application whose current version is the
target version is higher than Q times standard deviation
of the power consumption per unit time of the target
application in past P unit time, determining that the
target version has the first abnormal power consump-
tion state, wherein P and Q are both positive integers
greater than 1.
5. The method for detecting an application program
version with abnormal power consumption according to
claim 3, wherein determining whether the target version of
the target application has the first abnormal power consump-
tion state evaluated based on different versions of the target
application according to the power consumption database
and the power consumption information comprises:
in response to that the target application whose current
version is the target version has a moving average rate
of'increase in the power consumption per unit time over
R unit time higher than a first threshold, determining
that the target version has the first abnormal power
consumption state, wherein R is a positive integer
greater than 1.
6. The method for detecting an application program
version with abnormal power consumption according to
claim 3, wherein determining, according to the power con-
sumption database and the power consumption information,
whether the target version of the target application has the
first abnormal power consumption state evaluated based on
different versions of the target application comprises:
obtaining a first average power consumption per unit time
of the target application regardless of version;

obtaining a second average power consumption per unit
time of remaining versions of the target application
other than the target version; and

determining whether the target version has the first abnor-

mal power consumption state according to a difference
between the first average power consumption per unit
time and the second average power consumption per
unit time.

7. The method for detecting an application program
version with abnormal power consumption according to
claim 1, further comprising:

determining whether a first candidate application of a

plurality of candidate applications has a second abnor-
mal power consumption state evaluated based on the
first candidate application itself; and

in response to the second abnormal power consumption

state, setting the first candidate application as the target
application.

8. A system for detecting an application program version
with abnormal power consumption, comprising:

a storage circuit; and

a processor, coupled to the storage circuit,
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wherein the processor is configured to:

establish a power consumption database of a plurality
of versions of a target application;

obtain power consumption information of a target
version of the target application;

determine, according to the power consumption data-
base and the power consumption information,
whether the target version of the target application
has a first abnormal power consumption state evalu-
ated based on different versions of the target appli-
cation; and

in response to the first abnormal power consumption
state, generate an abnormal power consumption
prompt corresponding to the target version.

9. The system for detecting an application program ver-
sion with abnormal power consumption according to claim
8, wherein the versions of the target application comprise a
first version of the target application and a second version of
the target application, and version information of the first
version is different from version information of the second
version.

10. The system for detecting an application program
version with abnormal power consumption according to
claim 8, wherein the processor determines, according to the
power consumption database and the power consumption
information, whether the target version of the target appli-
cation has the first abnormal power consumption state
evaluated based on different versions of the target applica-
tion, and operations comprise:

obtaining power consumption per unit time of the target

version of the target application; and

in response to that the power consumption per unit time

of the target version meets a default condition, deter-
mining that the target version has the first abnormal
power consumption state.

11. The system for detecting an application program
version with abnormal power consumption according to
claim 10, wherein the processor determines, according to the
power consumption database and the power consumption
information, whether the target version of the target appli-
cation has the first abnormal power consumption state
evaluated based on different versions of the target applica-
tion, and operations comprise:

in response to that the power consumption per unit time

of the target application whose current version is the
target version is higher than Q times standard deviation
of the power consumption per unit time of the target
application in past P unit time, determining that the
target version has the first abnormal power consump-
tion state, wherein P and Q are both positive integers
greater than 1.

12. The system for detecting an application program
version with abnormal power consumption according to
claim 10, wherein the processor determines, according to the
power consumption database and the power consumption
information, whether the target version of the target appli-
cation has the first abnormal power consumption state
evaluated based on different versions of the target applica-
tion, and operations comprise:

in response to that the target application whose current

version is the target version has a moving average rate
of increase in the power consumption per unit time over
R unit time higher than a first threshold, determining
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that the target version has the first abnormal power
consumption state, wherein R is a positive integer
greater than 1.
13. The system for detecting an application program
version with abnormal power consumption according to
claim 10, wherein the processor determines, according to the
power consumption database and the power consumption
information, whether the target version of the target appli-
cation has the first abnormal power consumption state
evaluated based on different versions of the target applica-
tion, and operations comprise:
obtaining a first average power consumption per unit time
of the target application regardless of version;

obtaining a second average power consumption per unit
time of remaining versions of the target application
other than the target version; and

determining whether the target version has the first abnor-

mal power consumption state according to a difference
between the first average power consumption per unit
time and the second average power consumption per
unit time.

14. The system for detecting an application program
version with abnormal power consumption according to
claim 8, wherein the processor is further configured to:

determine whether a first candidate application of a plu-

rality of candidate applications has a second abnormal
power consumption state evaluated based on the first
candidate application itself; and

in response to the second abnormal power consumption

state, set the first candidate application as the target
application.
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