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(57) ABSTRACT

A mobile communication system includes a central process-
ing unit coupled to a memory storing instructions for execut-
ing a User Equipment (UE) implemented by a transceiver
and a controller that supports Proximity Services (ProSe),
and a ProSe Function that supports the ProSe and commu-
nicates with the UE via a PC3 interface. The UE sends a
message for a discovery to the ProSe Function via the PC3.
The ProSe Function directly sends security information to
the UE via the PC3. The UE directly sends a protected
message to another UE on a PCS5 interface using a key based
on the security information.
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APPARATUS, SYSTEM AND METHOD FOR
SECURE DIRECT COMMUNICATION IN
PROXIMITY BASED SERVICES

[0001] The present application is a Continuation Applica-
tion of U.S. patent application Ser. No. 16/204,274, filed
Nov. 29, 2018, which a Continuation Application of U.S.
patent application Ser. No. 15/033,278, filed on Apr. 29,
2016 (now U.S. Pat. No. 10,212,597), which is a National
Stage Application under 35 U.S.C. § 371, of International
Application No. PCT/JP2014/004393, filed on Aug. 27,
2014, which claims priority from Japanese Patent Applica-
tion No. 2013-225200, filed on Oct. 30, 2013, and Japanese
Patent Application No. 2013-226681, filed on Oct. 31, 2013,
the entire contents of which are incorporated herein by
reference in their entireties.

TECHNICAL FIELD

[0002] The present invention relates to an apparatus, a
system and a method for ProSe (Proximity based Services).
In particular, this invention relates to security for direct
communication in ProSe, and considers network authorized
direct communication. Moreover, this invention relates to
proximity direct communication using PM (Public-Key
Infrastructure), and considers not only one-to-one direct
communication, but also one-to-many direct communica-
tion.

BACKGROUND ART

[0003] Direct Communication has been studied by 3GPP
(3rd Generation Partnership Project) (see NPLs 1 and 2).
[0004] Key issue for direct communication is to secure an
interface PC5. How to secure the interface PCS and how to
establish security context (including for example, key deri-
vation, allocation, update) from trust source, with minimal
signalling, are important matters.

[0005] Note that the interface PC5 is a reference point
between UEs (more than one article of User Equipment)
such that the UEs can have direct communication thereover.
The interface PC5 is used for control and user plane for
ProSe discovery, direct communication and UE relay. The
UE direct communication can be carried either directly or
via LTE-Uu.

CITATION LIST

Non Patent Literature

[0006] NPL 1: 3GPP TR 33.cde, “Study on security issues
to support Proximity Services (Release 12)”, V0.2.0,
2013-07, Clauses 5.4, 5.5 and 6.3, pp. 11, 12 and 13-20

[0007] NPL 2: 3GPP TR 23.703, “Study on architecture
enhancements to support Proximity Services (ProSe) (Re-
lease 12)”,V0.4.1, 2013-06, Clauses 5.4, 5.12 and 6.2, pp.
13, 17, 18 and 62-82

SUMMARY OF INVENTION

Technical Problem

[0008] However, the inventors of this application have
found that the current solution in 3GPP SA3 (Security
working group) has the following drawbacks.
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[0009] 1) Impact to MME (Mobility Management Entity):
it needs MME being involved in the direct communication
procedure including key material allocation.

[0010] 2) The key allocation procedure happens each time
when the UE wants to have direct communication with
another UE, which not only creates signaling but also when
concurrent one-to-one communication happens. Therefore,
the solution is not efficient.

[0011] Accordingly, an exemplary object of the present
invention is to provide a solution for effectively ensuring
security for direct communication in ProSe.

Solution to Problem

[0012] In order to achieve the above-mentioned object, a
UE according to first exemplary aspect of the present
invention includes: acquisition means for acquiring root
keys from a node upon successtully registering the UE with
the node, the node supporting direct communication
between the UE and one or more different UEs that are in
proximity to the UE and allowed to communicate with the
UE; and derivation means for deriving, by use of one of the
root keys, a pair of session keys for securely conducting
direct communication with one of the different UEs.

[0013] Further, a node according to second exemplary
aspect of the present invention supports direct communica-
tion between UEs being in proximity to each other and
allowed to communicate with each other. This node
includes: acquisition means for acquiring root keys from a
server upon successfully registering one of the UEs with the
node, the root keys being used for said one of the UEs to
derive a pair of session keys for securely conducting direct
communication with at least another one of the UEs, the
server managing the root keys; and distribution means for
distributing the root keys to said one of the UEs.

[0014] Further, a server according to third exemplary
aspect of the present invention includes: storage means for
storing root keys for each of UEs to derive a pair of session
keys for securely conducting direct communication with at
least another one of the UEs, the UEs being in proximity to
each other and allowed to communicate with each other; and
response means for responding to a request from a node with
sending the root keys to the node, the node supporting direct
communication between the UEs.

[0015] Further, a communication system according to
fourth exemplary aspect of the present invention includes: a
plurality of UEs that are in proximity to each other and
allowed to conduct direct communication with each other; a
node that supports the direct communication; and a server
that manages root keys for each of UEs to derive a pair of
session keys for securely conducting direct communication
with at least another one of the UEs. The node acquires the
root keys from the server upon successfully registering each
of the UEs with the node, and distributes the acquired root
keys to each of the UEs. Each of the UEs derives the session
keys by using one of the distributed root keys.

[0016] Further, a method according to fifth exemplary
aspect of the present invention provides a method of con-
trolling operations in a UE. This method includes: acquiring
root keys from a node upon successfully registering the UE
with the node, the node supporting direct communication
between the UE and one or more different UEs that are in
proximity to the UE and allowed to communicate with the
UE; and deriving, by use of one of the root keys, a pair of
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session keys for securely conducting direct communication
with one of the different UEs.

[0017] Further, a method according to sixth exemplary
aspect of the present invention provides a method of con-
trolling operations in a node that supports direct communi-
cation between UEs being in proximity to each other and
allowed to communicate with each other. This method
includes: acquiring root keys from a server upon success-
fully registering one of the UEs with the node, the root keys
being used for said one of the UEs to derive a pair of session
keys for securely conducting direct communication with at
least another one of the UEs, the server managing the root
keys; and distributing the root keys to said one of the UEs.
[0018] Further, a method according to seventh exemplary
aspect of the present invention provides a method of con-
trolling operations in a server. This method includes: storing
root keys for each of UEs to derive a pair of session key for
securely conducting direct communication with at least
another one of the UEs, the UEs being in proximity to each
other and allowed to communicate with each other; and
responding to a request from a node with sending the root
keys to the node, the node supporting direct communication
between the UEs.

[0019] Further, a UE according to eighth exemplary aspect
of the present invention includes: first means for registering
a public key of the UE upon successtully registering the UE
with a node, and for retrieving public keys of one or more
different UEs, the different UEs being allowed to conduct
direct communication with the UE when the different UEs
are in proximity to the UE, the node supporting the direct
communication; and second means for verifying, by using a
public key of a first UE among the different UEs, a request
from the first UE to conduct direct communication with the
UE, the request being protected with a private key of the first
UE.

[0020] Further, a UE according to ninth exemplary aspect
of the present invention includes: first means for registering
a public key of the UE upon successtully registering the UE
with a node, and for retrieving public keys of one or more
different UEs, the different UEs being allowed to conduct
direct communication with the UE when the different UEs
are in proximity to the UE, the node supporting the direct
communication; and second means for verifying, by using a
public key of a first UE among the different UEs, a response
to a protected first request for requesting the first UE to
conduct one-to-one direct communication with the UE, the
response being protected with a private key of the first UE.
[0021] Further, a node according to tenth exemplary
aspect of the present invention supports direct communica-
tion between UEs in proximity to each other and allowed to
communicate with each other. This node includes: reception
means for receiving, upon successfully registering one of the
UEs with the node, a public key from said one of the UEs;
and transmission means for transmitting, to said one of the
UE, public keys of the other UEs as a response to the
successful registration. The public keys are used for each of
the UEs to verify at least a request for the direct commu-
nication.

[0022] Further, a server according to eleventh exemplary
aspect of the present invention includes: storage means for
storing public keys of UEs that are allowed to conduct direct
communication with each other when the UEs are in prox-
imity to each other, the public keys being registered by a
node that supports the direct communication; and response
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means for responding to a request from the node with
sending the stored public keys to the node. The public keys
are used for each of the UEs to verify at least a request for
the direct communication.

[0023] Further, a communication system according to
twelfth exemplary aspect of the present invention includes:
a plurality of UEs that are allowed to conduct direct com-
munication with each other when the UEs are in proximity
to each other; and a node that supports the direct commu-
nication. Each of the UEs shares public keys of the UEs
through the node upon successfully registering each of the
UEs with the node, and verifies at least a request for the
direct communication by using one of the public keys. The
node receives each of the public keys from each of the UEs
upon registering each of the UEs with the node, and trans-
mits, to each of the UEs, the public keys of different UEs as
a response to the successful registration.

[0024] Further, a method according to thirteenth exem-
plary aspect of the present invention provides a method of
controlling operations in a UE. This method includes: reg-
istering a public key of the UE upon successfully registering
the UE with a node, and retrieving public keys of one or
more different UEs, the different UEs being allowed to
conduct direct communication with the UE when the dif-
ferent UEs are in proximity to the UE, the node supporting
the direct communication; and verifying, by using a public
key of a first UE among the different UEs, a request from the
first UE to conduct direct communication with the UE, the
request being protected with a private key of the first UE.

[0025] Further, a method according to fourteenth exem-
plary aspect of the present invention provides a method of
controlling operations in a UE. This method includes: reg-
istering a public key of the UE upon successfully registering
the UE with a node, and retrieving public keys of one or
more different UEs, the different UEs being allowed to
conduct direct communication with the UE when the dif-
ferent UEs are in proximity to the UE, the node supporting
the direct communication; and verifying, by using a public
key of a first UE among the different UEs, a response to a
protected request for requesting the first UE to conduct
one-to-one direct communication with the UE, the response
being protected with a private key of the first UE.

[0026] Further, a method according to fifteenth exemplary
aspect of the present invention provides a method of con-
trolling a node that supports direct communication between
UEs in proximity to each other and allowed to communicate
with each other. This method including: receiving, upon
successfully registering one of the UEs with the node, a
public key from said one of the UEs; and transmitting, to
said one of the UE, public keys of the other UEs as a
response to the successful registration. The public keys are
used for each of the UEs to verify at least a request for the
direct communication.

[0027] Furthermore, a method according to sixteenth
exemplary aspect of the present invention provides a method
of controlling operations in a server. This method includes:
storing public keys of UEs that are allowed to conduct direct
communication with each other when the UEs are in prox-
imity to each other, the public keys being registered by a
node that supports the direct communication; and respond-
ing to a request from the node with sending the stored public
keys to the node. The public keys are used for each of the
UEs to verify at least a request for the direct communication.
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Advantageous Effects of Invention

[0028] According to the present invention, it is possible to
solve the above-mentioned problems, and thus to provide a
solution for effectively ensuring security for direct commu-
nication in ProSe.
[0029] For example, according to any one of first to
seventh exemplary aspects, it is possible to achieve the
following advantageous effects.
[0030] 1) Central root key management, prevent syn-
chronization problem.
[0031] 2) Reduce root allocation when each time UE
needs direct communication service.

BRIEF DESCRIPTION OF DRAWINGS

[0032] FIG. 1 is a block diagram showing a configuration
example of a communication system according to a first
exemplary embodiment of the present invention.

[0033] FIG. 2 is a sequence diagram showing an example
of operations for allocating root keys in the communication
system according to the first exemplary embodiment.
[0034] FIG. 3 is a sequence diagram showing another
example of operations for allocating root keys in the com-
munication system according to the first exemplary embodi-
ment.

[0035] FIG. 4 is a sequence diagram showing an example
of operations for deriving a session key in the communica-
tion system according to the e first exemplary embodiment.
[0036] FIG. 5 is a sequence diagram showing another
example of operations for deriving a session key in the
communication system according to the first exemplary
embodiment.

[0037] FIG. 6 is a block diagram showing a configuration
example of a UE according to the first exemplary embodi-
ment.

[0038] FIG. 7 is a block diagram showing a configuration
example of a node according to the first exemplary embodi-
ment.

[0039] FIG. 8 is a block diagram showing a configuration
example of a server according to the first exemplary embodi-
ment.

[0040] FIG. 9 is a block diagram showing a configuration
example of a communication system according to a second
exemplary embodiment of the present invention.

[0041] FIG. 10 is a sequence diagram showing an example
of operations for registering UEs in the communication
system according to the second exemplary embodiment.
[0042] FIG. 11 is a sequence diagram showing an example
of operations for deriving a session key for one-to-one direct
communication in the communication system according to
the second exemplary embodiment.

[0043] FIG. 12 is a sequence diagram showing an example
of operations for deriving a session key for one-to-many
direct communication in the communication system accord-
ing to the second exemplary embodiment.

[0044] FIG. 13 is a block diagram showing a configuration
example of a UE according to the second exemplary
embodiment.

[0045] FIG. 14 is a block diagram showing a configuration
example of a node according to the second exemplary
embodiment.

[0046] FIG. 15 is a block diagram showing a configuration
example of a server according to the second exemplary
embodiment.
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DESCRIPTION OF EMBODIMENTS

[0047] Hereinafter, first and second exemplary embodi-
ments of a UE, a node and a server according to the present
invention, and a communication system to which these UE,
node and server are applied, will be described with the
accompany drawings.

First Exemplary Embodiment

[0048] FIG. 1 shows a configuration example of a com-
munication system for proximity service. Proximity service
provides operator network controlled discovery and com-
munications between UEs that are in proximity, for both
commercial/social use and public safety use. It is required
that the ProSe service should be provided to UEs with or
without network coverage.

[0049] As shown in FIG. 1, the communication system
according to this exemplary embodiment includes a plurality
of UEs 10_1 to 10_m (hereinafter may be collectively
referred to by a code 10), one or more ProSe Functions 20_1
to 20_n (hereinafter may be collectively referred to by a
code 20), an E-UTRAN (Evolved Universal Terrestrial
Radio Access Network) 30, an EPC (Evolved Packet Core)
40, and a ProSe APP (Application) Server 50.

[0050] The UE 10 attaches to the EPC 40 thorough the
E-UTRAN 30 (i.e., through interfaces LTE-Uu and S1),
thereby functioning as a typical UE. Moreover, the UE 10
uses the above-mentioned interface PCS5, thereby conducting
ProSe communication. Prior to the ProSe communication,
the UE 10 is registered with the ProSe Function 20. Note that
the UEs 10_1 to 10_m may be registered with the same
ProSe Function or mutually different ProSe Functions.
Moreover, some of the UEs 10_1 to 10_m may be registered
with the same ProSe Function.

[0051] The ProSe Function 20 is a node which supports
the ProSe communication between the UEs 10_1 to 10_m.
The ProSe Function 20 can either be deployed in a certain
network node or be an independent node, and may reside in
or out of the EPC 40. The ProSe Function 20 communicates
with the UE 10 through an interface PC3. Further, the ProSe
Function 20 communicates with the EPC 40 through an
interface PC4. Furthermore, the ProSe Functions 20_1 to
20_z can communicate with each other through an interface
PC6.

[0052] Note that the interface PC3 is a reference point
between the UE 10 and the ProSe Function 20. The interface
PC3 is used to define the interaction between the UE 10 and
the ProSe Function 20. An example may be to use for
configuration for Prose discovery and communication. Fur-
ther, the interface PC4 is a reference point between the EPC
40 and the ProSe Function 20. The interface PC4 is used to
define the interaction between the EPC 40 and the ProSe
Function 20. Possible use cases may be when setting up a
one-to-one communication path between the UEs 10_1 to
10_m, or when validating ProSe services (authorization) for
session management or mobility management in real time.
Furthermore, the interface PC6 is a reference point between
the ProSe Functions 20_1 to 20_z. The interface PC6 may
be used for functions such as ProSe discovery between users
subscribed to different PLMNs (Public Land Mobile Net-
works).

[0053] The E-UTRAN 30 is formed by one or more eNBs
(evolved Node Bs) (not shown). The EPC 40 includes, as its
network nodes, an MME (Mobility Management Entity)
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which manages mobility of the UEs 10_1 to 10_m, and the
like. The ProSe APP Server 50 can communicate with the
EPC 40 through an interface SGi. Moreover, the ProSe APP
Server 50 can communicate with the UE 10 through an
interface PC1, and can communicate with the ProSe Func-
tion 20 through an interface PC2. Note that the interface PC1
is a reference point between ProSe APPs in the UEs 10_1 to
10_m and the ProSe APP Server 50. The interface PC1 is
used to define application level signaling requirements. On
the other hand, the interface PC2 is a reference point
between the ProSe Function 20 and the ProSe APP Server
50. The interface PC2 is used to define the interaction
between the ProSe APP Server 50 and ProSe functionality
provided by the 3GPP EPS (Evolved Packet System) via the
ProSe Function 20. One example may be for application data
updates for a ProSe database in the ProSe Function 20.
Another example may be data for use by the ProSe App
Server 50 in interworking between 3GPP functionality and
application data, e.g. name translation. The ProSe APP
Server 50 may reside in or out of the EPC 40.

[0054] Although the illustration is omitted, the communi-
cation system also includes a server operated by a trust third
party. In the following description, this server will be
sometimes simply referred to as “third (3rd) party” and
referred to by a code 60. Typically, the 3rd party 60 manages
root keys which will be described later.

[0055] Next, operation examples of this exemplary
embodiment will be described in detail with reference to
FIGS. 2 to 5. Note that configuration examples of the UE 10,
the ProSe Function 20 and the 3rd party 60 will be described
later with reference to FIGS. 6 and 8.

[0056] This exemplary embodiment proposes to use the
third party 60 to derive, update and allocate root keys. The
ProSe Function 20 supports direct communication and allo-
cates all the root keys to the UE 10 at its registration. Session
key are derived at the UE 10 side by using the root key. For
example, the session key is a pair of confidentiality and
integrity keys for protecting messages directly transferred
between the UEs 10_1 to 10_sm.

<Operations for Allocating Root Key>

[0057]
cation.

There are proposed two options for root key allo-

Option 1: Root Key is Related to a Given UE

[0058] Root key is derived/allocated at registration.
Assume that the ProSe Function 20 has a list of UEs with
which the UE 10_1 is allowed to communicate, and that the
ProSe Function 20 can ask for all the root keys for the UE
10_1 from the trust 3rd party 60. The 3rd party 60 is
responsible for key derivation and allocation. The ProSe
Functions 20_1 to 20_z can retrieve root keys from the 3rd
party 60 for the UEs 10_1 to 10_m registered to them such
that no synchronization is needed between the ProSe Func-
tions 20_1 to 20_zn. Each root key is identified by a unique
KSI (Key Set Identifier). When direct communication hap-
pens, the ProSe Function 20 can indicate to the UEs 10_1 to
10_m which KSI to use, or the UEs 10_1 to 10_m can
negotiate about it.

[0059] Specifically, as shown in FIG. 2, the UE 10_1
registers at the ProSe Function 20_1 (step S11).

Jul. 16, 2020

[0060] The ProSe Function 20_1 sends Request root keys
for the UE 10_1 to the third party 60 which manages the root
key (step S12).

[0061] The third party 60 responds the ProSe Function
20_1 with the root keys for the UE 10_1. Each root key is
related to a unique KSI and a UE with which the UE 10_1
is allowed to have ProSe service (step S13).

[0062] The ProSe Function 20_1 distributes the root keys
to the UE 10_1, including the UE ID and KSI (step S14).
[0063] The same procedure as steps S11 to S14 is per-
formed between the UE 10_2 and the ProSe Function 20_2
(steps S15 to S18).

Option 2: Root Key Pool

[0064] Similar to the Option 1, UEs can obtain a key pool,
in which each key has a unique KSI to identify it. When the
UE 10_1 needs session key for direct communication,
network (Prose Function) can indicate which key to use, and
also give a same parameter to the UE 10_1 and the UE 10_2
such that they can derive same session keys.

[0065] The difference compared to the Option 1 is that
here the root keys are not related to any UE. Thus, the ProSe
Function 20 needs to ensure that the same root key will not
be re-used for different UEs.

[0066] Specifically, as shown in FIG. 3, the UE 10_1
registers at the ProSe Function 20_1 (step S21).

[0067] The ProSe Function 20_1 sends Request root keys
for the UE 10_1 to the third party 60 which manages the root
key (step S22).

[0068] The third party 60 responds the ProSe Function
20_1 with a root key pool contain a bunch of root keys. Each
key is related to a unique KSI (step S23).

[0069] The ProSe Function 20_1 distributes the root keys
to the UE 10_1 with the KSIs (step S24).

[0070] The same procedure as steps S21 to S24 is per-
formed between the UE 10_2 and the ProSe Function 20_2
(steps S25 to S28).

[0071] According to this Option 2, it is possible to reduce
the amount of signaling to the UE compared with the Option
1. This is because the root keys are not related to any UE,
and thus the number of root keys transmitted to the UE can
be smaller than that in the Option 1. Moreover, it is also
possible to reduce resources in the UE for storing the root
keys.

[0072] In contrast, according to the Option 1, it is possible
to reduce load on the ProSe Function compared with the
Option 2. This is because the root keys are allocated to the
UEs in a one-to-one manner, and thus the ProSe Function
does not need to ensure that the same root key will not be
re-used for different UEs.

<Operations for Deriving Session Key>

[0073] There are proposed two options for session key
derivation and allocation.

Option 1: UE Autonomously Derives Session Key

[0074] The UE 10_1 one which initiates direct communi-
cation, simply derives a session key, sends it to the ProSe
Function, and the ProSe Function will send it to the other
UEs.

[0075] Alternatively, as shown in FIG. 4, the UE 10_1
send Direct Communication request to the UE 10_2 (step
S31).
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[0076] In the case where the each root key is related to a
given UE as shown in FIG. 2, the UEs 10_1 and 10_2 can
identify the same root key to be used for deriving a session
key, without receiving any instruction from network. There-
fore, the UEs 10_1 and 10_2 derive the session key from the
identified root key, separately (step S32).

[0077] Then, the UE 10_1 and UE 10_2 start direct
communication with security protection by using the session
key (step S33).

Option 2: UE Derives Session Key in Accordance with KSI
Indicated by ProSe Function

[0078] This option is suitable for the case where the root
key pool is allocated as shown in FIG. 3.

[0079] As shown in FIG. 5, the UE 10_1 sends Direct
Communication request with an ID of the UE 10_2 (UE with
which the UE 10_1 wants to have direct communication
service) to the ProSe Function 20_1 (step S41).

[0080] The ProSe Function 20_1 performs authorization
for whether the UE 10_1 is allowed to have direct commu-
nication with the UE 10_2 (step S42).

[0081] Upon a successful authorization, the ProSe Func-
tion 20_1 indicates to the UE 10_1 a root key KSI (step
S43).

[0082] Further, the ProSe Function 20_1 indicates to the
UE 10_2 the root key KSI via the ProSe Function 20_2 (step
S44).

[0083] The UE 10_1 and the UE 10_2 derives a session

key from the root key indicated by the KSI, separately (step
S45).

[0084] Then, the UE 10_1 and the UE 10_2 start direct
communication with security protection by using the session
key (step S46).

[0085] Next, configuration examples of the UE 10, the
ProSe Function (node) 20 and the 3rd party (server) 60
according to this exemplary embodiment will be described
with reference to FIGS. 6 to 8.

[0086] As show in FIG. 6, the UE 10 includes an acqui-
sition unit 11 and a derivation unit 12. The acquisition unit
11 acquires the root keys from the ProSe Function 20, upon
successfully registering the UE 10 with the ProSe Function
20. The derivation unit 12 drives the session keys by using
the acquired root key. In the case where each root key is
related to a given UE as shown in FIG. 2, the derivation unit
12 uses a root key corresponding to a UE with which the UE
10 desires to conduct direct communication, upon deriving
the session keys. On the other hand, in the case where the
root key pool is allocated as shown in FIG. 3, the derivation
unit 12 uses a root key which is indicated by the KSI
received from the ProSe Function 20. Note that these units
11 and 12 are mutually connected with each other through a
bus or the like. These units 11 and 12 can be configured by,
for example, a transceiver which conducts direct communi-
cation with different UEs through the interface PCS5, a
transceiver which conducts communication with the ProSe
Function 20 through the interface PC3, and a controller such
as a CPU (Central Processing Unit) which controls these
transceivers.

[0087] As show in FIG. 7, the ProSe Function 20 includes
an acquisition unit 21 and a distribution unit 22. The
acquisition unit 21 acquires the root keys from the 3rd party
60, upon successfully registering the UE 10 with the ProSe
Function 20. The distribution unit 22 distributes the acquired
root keys to the UE 10. In the case where the root key pool
is allocated as shown in FIG. 3, the ProSe Function 20
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further includes an indication unit 23. The indication unit 23
indicates to the UE 10 the KSI of the root key to be used by
the UE 10. Note that these units 21 to 23 are mutually
connected with each other through a bus or the like. These
units 21 to 23 can be configured by, for example, a trans-
ceiver which conducts communication with the UE 10
through the interface PC3, and a controller such as a CPU
which controls this transceiver.

[0088] As shown in FIG. 8, the 3rd party 60 includes a
storage unit 61 and a response unit 62. The storage unit 61
stores the root keys. The response unit 62 responds to the
request from the ProSe Function 20 with sending the root
keys to the ProSe Function 20. Note that these units 61 and
62 are mutually connected with each other through a bus or
the like. These units 61 and 62 can be configured by, for
example, a transceiver which conducts communication with
the ProSe Function 20, and a controller such as a CPU which
controls this transceiver.

Second Exemplary Embodiment

[0089] FIG. 9 shows a configuration example of a com-
munication system for proximity service. Proximity service
provides operator network controlled discovery and com-
munications between UEs that are in proximity, for both
commercial/social use and public safety use. It is required
that the ProSe service should be provided to UEs with or
without network coverage.

[0090] As shown in FIG. 9, the communication system
according to this exemplary embodiment includes a plurality
of UEs 110_1 to 110_m (hereinafter may be collectively
referred to by a code 110), one or more ProSe Functions
120_1 to 120_» (hereinafter may be collectively referred to
by a code 120), an E-UTRAN (Evolved Universal Terrestrial
Radio Access Network) 130, an EPC (Evolved Packet Core)
140, and a ProSe APP (Application) Server 150.

[0091] The UE 110 attaches to the EPC 140 thorough the
E-UTRAN 130 (i.e., through interfaces LTE-Uu and S1),
thereby functioning as a typical UE. Moreover, the UE 110
uses the above-mentioned interface PCS5, thereby conducting
ProSe communication. Prior to the ProSe communication,
the UE 110 is registered with the ProSe Function 120. Note
that the UEs 110_1 to 110_m may be registered with the
same ProSe Function or mutually different ProSe Functions.
Moreover, some of the UEs 110_1 to 110_m may be regis-
tered with the same ProSe Function.

[0092] The ProSe Function 120 is a node which supports
the ProSe communication between the UEs 110_1 to 110_sm.
The ProSe Function 120 can be either deployed in a certain
network node or be an independent node, and may reside in
or out of the EPC 140. The ProSe Function 120 communi-
cates with the UE 110 through an interface PC3. Further, the
ProSe Function 120 communicates with the EPC 140
through an interface PC4. Furthermore, the ProSe Functions
120_1 to 120_r can communicate with each other through
an interface PC6.

[0093] Note that the interface PC3 is a reference point
between the UE 110 and the ProSe Function 120. The
interface PC3 is used to define the interaction between the
UE 110 and the ProSe Function 120. An example may be to
use for configuration for Prose discovery and communica-
tion. Further, the interface PC4 is a reference point between
the EPC 140 and the ProSe Function 120. The interface PC4
is used to define the interaction between the EPC 140 and the
ProSe Function 120. Possible use cases may be when setting
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up a one-to-one communication path between the UEs
110_1 to 110_m, or when validating ProSe services (autho-
rization) for session management or mobility management
in real time. Furthermore, the interface PC6 is a reference
point between the ProSe Functions 120_1 to 120_r. The
interface PC6 may be used for functions such as ProSe
discovery between users subscribed to different PLMNs
(Public Land Mobile Networks).

[0094] The E-UTRAN 130 is formed by one or more
eNBs (not shown). The EPC 140 includes, as its network
nodes, an MME (Mobility Management Entity) which man-
ages mobility of the UEs 110_1 to 110_m, and the like. The
ProSe APP Server 150 can communicate with the EPC 140
through an interface SGi. Moreover, the ProSe APP Server
150 can communicate with the UE 110 through an interface
PC1, and can communicate with the ProSe Function 120
through an interface PC2. Note that the interface PC1 is a
reference point between ProSe APPs in the UEs 110_1 to
110_m and the ProSe APP Server 150. The interface PC1 is
used to define application level signaling requirements. On
the other hand, the interface PC2 is a reference point
between the ProSe Function 120 and the ProSe APP Server
150. The interface PC2 is used to define the interaction
between the ProSe APP Server 150 and ProSe functionality
provided by the 3GPP EPS (Evolved Packet System) via the
ProSe Function 120. One example may be for application
data updates for a ProSe database in the ProSe Function 120.
Another example may be data for use by the ProSe App
Server 150 in interworking between 3GPP functionality and
application data, e.g. name translation. The ProSe APP
Server 150 may reside in or out of the EPC 140.

[0095] Although the illustration is omitted, the communi-
cation system also includes a server operated by a trust third
party. In the following description, this server will be
sometimes simply referred to as “third (3rd) party” and
referred to by a code 160. Typically, the 3rd party 160
manages public keys which will be described later.

[0096] Next, operation examples of this exemplary
embodiment will be described in detail with reference to
FIGS. 10 to 12. Note that configuration examples of the UE
110, the ProSe Function 120 and the 3rd party 160 will be
described later with reference to FIGS. 13 to 15.

[0097] This exemplary embodiment proposes to use PM
for direct communication. The UEs 110_1 to 110_m can
register their public keys at registration procedure and
meanwhile obtain other UEs public keys. The ProSe Func-
tion 120 ensures that the UE 110 is only provided with the
public keys of UEs with which the request UE 110 is
allowed to have direct communication. The UEs 110_1 to
110_m use the public key to verify the other end such that
they can derive session key to start direct communication.
For example, the session key is a pair of confidentiality and
integrity keys for protecting messages directly transferred
between the UEs 110_1 to 110_m.

[0098] The following gives options for key derivation.

1. Use PM for One-to-One Direct Communication:

[0099] The UEs 110_1 to 110_m provide their public key
at registration and receive other UEs public keys at a
successful registration. For example, the UE 110_1 protects
Direct Communication Request with its private key. The UE
110_2, which has received the Direct Communication
Request, can verify it with UE1’s public key. The UE 110_2
can send material for session key derivation to the UE 110_1
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and they can derive the same key for protection their direct
communication. The UE 110_1 can verify the message sent
from the UE 110_2 with UE2’s public key, thus they can be
mutually authenticated.

[0100] The session key derivation can:

[0101] 1) use a root key which is preliminarily acquired
from Prose Function as an input with a key material
provided by one of the UE to keep freshness; and

[0102] 2) also use key exchange scheme (e.g. Diffie-
Hellman key exchange scheme) to compute and share
a secret key.

[0103] Specifically, as shown in FIG. 10, the UE 110_1
registers its public key during registration to the ProSe
Function 120_1 (step S111).

[0104] The Prose Function 120_1 registers the public key
of the UE 110_1 in the third party 160 (step S112).

[0105] The third party 160 sends to the Prose Function
120_1 an allowed list. The allowed list contains IDs of UEs
with which the UE 110_1 is allowed to have direct com-
munication, and the related public keys of those UEs (step
S113).

[0106] The Prose Function 120_1 forwards the allowed
list to the UE 110_1 (step S114).

[0107] The same procedure as steps S111 to S114 is
performed for the UE 110_2 (steps S115 to S118).

[0108] When the Direction communication starts, as
shown in FIG. 11, the UE 110_1 sends Direct Communica-
tion Request to the Prose Function 120_1, with the ID of the
UE 110_2, a public key KSI of the UE 110_1. The message
can be protected with a private key of the UE 110_1. The
message is forwarded to the Prose Function 120_2 by the
Prose Function 120_1 (step S121).

[0109] Note that the use of KSI is suitable for a case where
a plurality of public keys are allocated to the UE 110_1. The
UE 110_2 can refer to the KSI to identity one of the public
keys corresponding to the private key used by the UE 110_1.
[0110] The Prose Function 120_1 performs authorization
on whether the UE 110_1 can have direct communication
service with the UE 110_2, with Prose Function 120_2
support (step S122).

[0111] Upon successful authorization, the Prose Function
120_2 forwards the Direct Communication Request to the
UE 110_2 (step S123).

[0112] Note that if direct communication happens when
UE are out of coverage, the Direct Communication Request
goes directly from the UE 110_1 to the UE 110_2, and the
above step S122 is omitted.

[0113] The UE 110_2 can perform integrity check on the
message with the public key of the UE 110_1 (step S124).
[0114] Upon succeeding in the integrity check, the UE
110_2 derives session key, as described above (step S125).
[0115] The UE 110_2 sends Direct Communication
Response to the UE 110_1 with materials for session key
derivation. Alternatively, the UE 110_2 includes the derived
session key in the Direct Communication Response. The
message 1is protected with a private key of the UE 110_2
(step S126).

[0116] The UE 110_1 performs integrity check of the
message with the public key of the UE 110_2 (step S127).
[0117] Upon succeeding in the integrity check, the UE
110_1 derives session key from the material (step S128).
This step S128 is skipped if the UE 110_1 has received the
session key from the UE 110_2 at step S126. Alternatively,
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the UE 110_1 extracts the session key from the Direct
Communication Response by using the public key of the UE
110_2.

[0118] After that, Direct communication starts with secu-
rity protection by the session key that the UE 110_1 and the
UE 110_2 share (step S129).

2. Use PM for One-to-Many Direct Communication:

[0119] The registration procedure is the same with that
shown in FIG. 10.

[0120] The UE 110_1 protects Direct Communication
Request with its private key. Other UEs (e.g. UE 110_2, UE
110_3) can verify it with UE1’s public key.

[0121] Meanwhile, in this option, the UE 110_1 derives
the session key for one-to-many direct communication, and
sends the session key to the ProSe Function 120 along with
the Direct Communication Request over secured interface
PC3. The ProSe Function 120 sends the session key to the
UE 110_2 and the UE 110_3. If the UE 110_2 or the UE
110_3 has registered with different ProSe Function, UE
110_1’s ProSe Function will forward the session key to UE
110_2/110_3’s serving ProSe Function. The session key
derivation can use UE 110_1’s private key or any LTE (Long
Term Evolution) key as input.

[0122] Specifically, as shown in FIG. 12, the UE 110_1
derives a session key for direct communication (step S131).
[0123] The UE 110_1 sends Direct Communication
Request to the Prose Function 120_1, which can be forward
to ProSe Functions which serves target UEs (e.g. ProSe
Function 20_2, and UEs 110_2 and 110_3). The message
contains target UE IDs and UE 110_1’s public key KSI,
which are protected with UE 110_1’s private key. The UE
110_1 also includes the session key in the message (step
S132).

[0124] The ProSe Functions 120_1 and 120_2 perform
authorization on whether the UE 110_1 can have one-to-
many direct communication with the target UEs 110_2 and
110_3 (step S133).

[0125] The ProSe Function 120_2 forwards the Direct
communication Request to the UEs 110_2 and 110_3 (step
S134).

[0126] Each of the UEs 110_2 and 110_3 performs integ-
rity check on the message with UE 110_1"s public key (step
S135).

[0127] Each of the UEs 110_2 and 110_3 sends the Direct
Communication Response to the UE 110_1, protected with
the session key it received (step S136). After that, direct
communication starts with security protection by the session
key that the UEs 110_1 to 110_3 share.

3. Use PM One-to-Many Direction Communication without
Using Session Key:

[0128] Considering a case where the one-to-many com-
munication is one way only from the UE1 to others, the UE
110_1 simply protects the Direct Communication with its
private key to other UEs. The other UEs who are authorized
to receive the message from the UE 110_1 can get the UE
110_1' public key and therefore verify that the message is
sent from the UE 110_1 and read it. The network (e.g. ProSe
Function) should make sure that unauthorized UEs will not
get UE 110_1" public key, and the public key should not be
sent to other UEs.

[0129] Thus, it can prevent non-members from listening to
ProSe Group Communication transmissions (as requested in
NPL 2, Clause 5.12).
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4. Use PM for One-to-Many-Public Key as Input:

[0130] The UEs 110_1 to 110_m derive session key, and
input for key derivation is: 1) UE 110_1" public key; 2) a key
derivation material received from the ProSe Function 120.
Requires the UE 110_1' public key and key derivation
material are only provided to the authorized UEs.

[0131] How can the UE 110_1 have the same session key:

[0132] a) the UE 110_1 keeps the public key and
receives key derivation material from the ProSe Func-
tion 120, such that it can derive the session in the same
session key;

[0133] b) the ProSe Function 120 can derive the key
since it knows both UE 110_1' public key and key
derivation material;

[0134] c) the ProSe Function 120 provides a key deri-
vation material which UE 110_1 can use it with its
private key to derive the same session key.

[0135] This requires that key derivation materials to the
UE 110_1 and other UEs have some relation.

[0136] Next, configuration examples of the UE 110, the
ProSe Function (node) 120 and the 3rd party (server) 160
according to this exemplary embodiment will be described
with reference to FIGS. 13 to 15.

[0137] As show in FIG. 13, the UE 110 includes a regis-
tration/retrieval unit 111 and a verification unit 112. The
registration/retrieval unit 111 performs the processes shown
in FIG. 10 or processes equivalent thereto. The verification
unit 112 performs the processes shown in FIGS. 11 and 12,
or processes equivalent thereto. Note that these units 111 and
112 are mutually connected with each other through a bus or
the like. These units 111 and 112 can be configured by, for
example, a transceiver which conducts direct communica-
tion with different UEs through the interface PC5, a trans-
ceiver which conducts communication with the ProSe Func-
tion 120 through the interface PC3, and a controller such as
a CPU (Central Processing Unit) which controls these
transceivers.

[0138] As show in FIG. 14, the ProSe Function 120
includes at least a reception unit 121 and a transmission unit
122. The reception unit 121 performs the processes shown at
steps S111 and S115 in FIG. 10, or processes equivalent
thereto. The transmission unit 122 performs the processes
shown at steps S114 and S118 in FIG. 10, or processes
equivalent thereto. Moreover, the ProSe Function 120 can
also include a registration unit 123 and an acquisition unit
124. The registration unit 123 performs the processes shown
at steps S112 and S116 in FIG. 10, or processes equivalent
thereto. The acquisition unit 124 performs the processes
shown at steps S113 and S117 in FIG. 10, or equivalent
thereto. Note that these units 121 to 124 are mutually
connected with each other through a bus or the like. These
units 121 to 124 can be configured by, for example, a
transceiver which conducts communication with the UE 110
through the interface PC3, a transceiver which conducts
communication with the 3rd party 160, and a controller such
as a CPU which controls these transceivers.

[0139] As shown in FIG. 15, the 3rd party 160 includes a
storage unit 161 and a response unit 162. The storage unit
161 stores the root keys registered by the ProSe Function
120. The response unit 162 responds to the request from the
ProSe Function 120 with sending the stored public keys to
the ProSe Function 120. Note that these units 161 and 162
are mutually connected with each other through a bus or the
like. These units 161 and 162 can be configured by, for
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example, a transceiver which conducts communication with
the ProSe Function 120, and a controller such as a CPU
which controls this transceiver.

[0140] Note that the present invention is not limited to the
above-mentioned exemplary embodiments, and it is obvious
that various modifications can be made by those of ordinary
skill in the art based on the recitation of the claims.
[0141] The whole or part of the exemplary embodiments
disclosed above can be described as, but not limited to, the
following supplementary notes.

Supplementary Note 1

[0142] A UE (User Equipment) comprising:

[0143] acquisition means for acquiring root keys from a
node upon successfully registering the UE with the
node, the node supporting direct communication
between the UE and one or more different UEs that are
in proximity to the UE and allowed to communicate
with the UE; and

[0144] derivation means for deriving, by use of one of
the root keys, a pair of session keys for securely
conducting direct communication with one of the dif-
ferent UEs.

Supplementary Note 2

[0145] The UE according to Supplementary note 1,
[0146] wherein the root keys are correlated with the
different UEs in a one-to-one manner,
[0147] wherein the derivation means is configured to
use, when deriving the session keys, a root key corre-
sponding to said one of the different UEs.

Supplementary Note 3

[0148] The UE according to Supplementary note 1,
[0149] wherein the root keys are a bunch of keys that
are not correlated with given UEs,
[0150] wherein the derivation means is configured to
use, when deriving the session keys, a root key indi-
cated by the node.

Supplementary Note 4

[0151] The UE according to any one of Supplementary
notes 1 to 3, wherein the direct communication comprises
ProSe (Proximity based Services) communication.

Supplementary Note 5

[0152] A node that supports direct communication
between UEs being in proximity to each other and allowed
to communicate with each other, the node comprising:
[0153] acquisition means for acquiring root keys from a
server upon successfully registering one of the UEs
with the node, the root keys being used for said one of
the UEs to derive a pair of session keys for securely
conducting direct communication with at least another
one of the UEs, the server managing the root keys; and
[0154] distribution means for distributing the root keys
to said one of the UEs.

Supplementary Note 6

[0155] The node according to Supplementary note 5,
wherein the root keys are correlated with mutually different
UEs in a one-to-one manner.
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Supplementary Note 7

[0156] The node according to Supplementary note 5,
further comprising:

[0157] indication means for indicating to said one of the
UE which root key is to be used for deriving the session
keys, when the root keys are a bunch of keys that are
not correlated with given UEs.

Supplementary Note 8

[0158] The node according to any one of Supplementary
notes 4 to 7, wherein the direct communication comprises
ProSe communication.

Supplementary Note 9

[0159]

[0160] storage means for storing root keys for each of
UEs to derive a pair of session keys for securely
conducting direct communication with at least another
one of the UEs, the UEs being in proximity to each
other and allowed to communicate with each other; and

[0161] response means for responding to a request from

a node with sending the root keys to the node, the node
supporting direct communication between the UEs.

A server comprising:

Supplementary Note 10

[0162] The server according to Supplementary note 9,
wherein the root keys are correlated with mutually different
UEs in a one-to-one manner.

Supplementary Note 11

[0163] The server according to Supplementary note 9,
wherein the root keys are a bunch of keys that are not
correlated with given UEs.

Supplementary Note 12

[0164] The server according to any one of Supplementary
notes 9 to 11, wherein the direct communication comprises
ProSe communication.

Supplementary Note 13

[0165]

[0166] a plurality of UEs that are in proximity to each
other and allowed to conduct direct communication
with each other;

A communication system comprising:

[0167] a node that supports the direct communication;
and
[0168] a server that manages root keys for each of UEs

to derive a pair of session keys for securely conducting
direct communication with at least another one of the
UEs,

[0169] wherein the node acquires the root keys from the
server upon successfully registering each of the UEs
with the node, and distributes the acquired root keys to
each of the UEs,

[0170] wherein each of the UEs derives the session keys
by using one of the distributed root keys.
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Supplementary Note 14

[0171] A method of controlling operations in a UE, the
method comprising:

[0172] acquiring root keys from a node upon success-
fully registering the UE with the node, the node sup-
porting direct communication between the UE and one
or more different UEs that are allowed to communicate
with the UE; and

[0173] deriving, by use of one of the root keys, a session
key for securely conducting direct communication with
one of the different UEs.

Supplementary Note 15

[0174] A method of controlling operations in a node that
supports direct communication between UEs being in prox-
imity to each other and allowed to communicate with each
other, the method comprising:

[0175] acquiring root keys from a server upon success-
fully registering one of the UEs with the node, the root
keys being used for said one of the UEs to derive a pair
of session keys for securely conducting direct commu-
nication with at least another one of the UESs, the server
managing the root keys; and

[0176] distributing the root keys to said one of the UEs.
Supplementary Note 16
[0177] A method of controlling operations in a server, the

method comprising:

[0178] storing root keys for each of UEs to derive a pair
of session keys for securely conducting direct commu-
nication with at least another one of the UEs, the UEs
being in proximity to each other and allowed to com-
municate with each other; and

[0179] responding to a request from a node with send-
ing the root keys to the node, the node supporting direct
communication between the UEs.

Supplementary Note 17

[0180] A UE (User Equipment) comprising:

[0181] first means for registering a public key of the UE
upon successfully registering the UE with a node, and
for retrieving public keys of one or more different UEs,
the different UEs being allowed to conduct direct
communication with the UE when the different UEs are
in proximity to the UE, the node supporting the direct
communication; and

[0182] second means for verifying, by using a public
key of a first UE among the different UEs, a request
from the first UE to conduct direct communication with
the UE, the request being protected with a private key
of the first UE.

Supplementary Note 18

[0183] The UE according to Supplementary note 17,

[0184] wherein the request is for requesting the UE to
conduct one-to-one direct communication with the first
UE,

[0185] wherein the second means is configured to:

[0186] derive a pair of session keys for securely con-
ducting the one-to-one direct communication, upon
succeeding in the verification;
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[0187] protect a response to the request with a private
key of the UE, the response including the session keys
or a material for deriving the session keys; and

[0188] transmit the response to the first UE.
Supplementary Note 19
[0189] The UE according to Supplementary note 17,

[0190] wherein the request is for requesting the UE to
conduct one-to-many direct communication together
with another one or more of the different UEs, and
includes a pair of session keys for securely conducting
the one-to-many direct communication,

[0191] wherein the second means is configured to
extract the session keys from the request.

Supplementary Note 20

[0192] The UE according to any one of Supplementary
notes 17 to 19,
[0193] wherein a plurality of public keys are allocated
to the UEs,
[0194] wherein the second means is configured to iden-
tify one of the public keys to be used for the verifica-
tion, based on an indicator included in the request.

Supplementary Note 21

[0195] A UE (User Equipment) comprising:

[0196] first means for registering a public key of the UE
upon successfully registering the UE with a node, and
for retrieving public keys of one or more different UEs,
the different UEs being allowed to conduct direct
communication with the UE when the different UEs are
in proximity to the UE, the node supporting the direct
communication; and

[0197] second means for verifying, by using a public
key of a first UE among the different UEs, a response
to a protected first request for requesting the first UE to
conduct one-to-one direct communication with the UE,
the response being protected with a private key of the
first UE.

Supplementary Note 22

[0198] The UE according to Supplementary note 21,

[0199] wherein the response includes a pair of first
session keys for securely conducting the one-to-one
direct communication or a material for deriving the first
session keys,

[0200] wherein the second means is configured to:

[0201] extract the first session keys or the material from
the response, upon succeeding in the verification; and

[0202] derive, when the material is extracted, the first
session keys from the material.

Supplementary Note 23

[0203] The UE according to Supplementary note 21 or 22,
wherein the second means is configured to:

[0204] derive, prior to one-to-many direct communica-
tion with two or more of the different UEs, a pair of
second session keys for securely conducting the one-
to-many direct communication;

[0205] include the second session keys in a second
request for requesting said two or more of the different
UEs to conduct the one-to-many direct communication;
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[0206] protect the second request with a private key of
the UE; and

[0207] transmit the second request to said two or more
of the different UEs through the node.

Supplementary Note 24

[0208] The UE according to any one of Supplementary
notes 21 to 23,
[0209] wherein a plurality of public keys are allocated
to the UE,
[0210] wherein the second means is configured to
include, in the request, an indicator of a
[0211] public key that corresponds to a private key of
the UE used for protecting the request.

Supplementary Note 25

[0212] A node that supports direct communication
between UEs in proximity to each other and allowed to
communicate with each other, the node comprising:

[0213] reception means for receiving, upon successfully
registering one of the UEs with the node, a public key
from said one of the UEs; and

[0214] transmission means for transmitting, to said one
of the UE, public keys of the other UEs as a response
to the successful registration,

[0215] wherein the public keys are used for each of the
UEs to verify at least a request for the direct commu-
nication.

Supplementary Note 26

[0216] The node according to Supplementary note 25,
further comprising:
[0217] registration means for registering the public key
of said one of the UE with the server; and
[0218] acquisition means for acquiring the public keys
of said other UEs from the server.

Supplementary Note 27

[0219] A server comprising:

[0220] storage means for storing public keys of UEs
that are allowed to conduct direct communication with
each other when the UEs are in proximity to each other,
the public keys being registered by a node that supports
the direct communication; and

[0221] response means for responding to a request from
the node with sending the stored public keys to the
node,

[0222] wherein the public keys are used for each of the
UEs to verify at least a request for the direct commu-
nication.

Supplementary Note 28

[0223] A communication system comprising:

[0224] a plurality of UEs that are allowed to conduct
direct communication with each other when the UEs
are in proximity to each other; and

[0225] a node that supports the direct communication,

[0226] wherein each of the UEs shares public keys of
the UEs through the node upon successfully registering
each of the UEs with the node, and verifies at least a
request for the direct communication by using one of
the public keys,
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[0227] wherein the node receives each of the public
keys from each of the UEs upon registering each of the
UEs with the node, and transmits, to each of the UEs,
the public keys of different UEs as a response to the
successful registration.

Supplementary Note 29

[0228] The communication system according to Supple-
mentary note 28, further comprising a server that manages
the public keys,

[0229] wherein the node registers each of the public
keys of each of the UEs with the server, and acquires
the public keys of the different UEs from the server,

[0230] wherein the server stores the public keys regis-
tered by the node, and responds to a request from the
node with sending the stored public keys to the node.

Supplementary Note 30

[0231] A method of controlling operations in a UE, the
method comprising:

[0232] registering a public key of the UE upon success-
fully registering the UE with a node, and retrieving
public keys of one or more different UEs, the different
UEs being allowed to conduct direct communication
with the UE when the different UEs are in proximity to
the UE, the node supporting the direct communication;
and

[0233] verifying, by using a public key of a first UE
among the different UEs, a request from the first UE to
conduct direct communication with the UE, the request
being protected with a private key of the first UE.

Supplementary Note 31

[0234] A method of controlling operations in a UE, the
method comprising:

[0235] registering a public key of the UE upon success-
fully registering the UE with a node, and retrieving
public keys of one or more different UEs, the different
UEs being allowed to conduct direct communication
with the UE when the different UEs are in proximity to
the UE, the node supporting the direct communication;
and

[0236] verifying, by using a public key of a first UE
among the different UEs, a response to a protected
request for requesting the first UE to conduct one-to-
one direct communication with the UE, the response
being protected with a private key of the first UE.

Supplementary Note 32

[0237] A method of controlling a node that supports direct
communication between UEs in proximity to each other and
allowed to communicate with each other, the method com-
prising:

[0238] receiving, upon successfully registering one of
the UEs with the node, a public key from said one of
the UEs; and

[0239] transmitting, to said one of the UE, public keys
of the other UEs as a response to the successful
registration,

[0240] wherein the public keys are used for each of the
UEs to verify at least a request for the direct commu-
nication.
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Supplementary Note 33

[0241] A method of controlling operations in a server, the
method comprising:

[0242] storing public keys of UEs that are allowed to
conduct direct communication with each other when
the UEs are in proximity to each other, the public keys
being registered by a node that supports the direct
communication; and

[0243] responding to a request from the node with
sending the stored public keys to the node,

[0244] wherein the public keys are used for each of the
UEs to verify at least a request for the direct commu-
nication.

[0245] This application is based upon and claims the
benefit of priority from Japanese patent application No.
2013-225200, filed on Oct. 30, 2013, and Japanese patent
application No. 2013-226681, filed on Oct. 31, 2013, the
disclosures of which are incorporated herein in their entire-
ties by reference.

REFERENCE SIGNS LIST

[0246] 10, 10_1-10_m, 110, 110_1-110_m UE
[0247] 11, 21,124 ACQUISITION UNIT

[0248] 12 DERIVATION UNIT

[0249] 20,20_1-20_rn, 120, 120_1-120_n ProSe Function
[0250] 22 DISTRIBUTION UNIT

[0251] 23 INDICATION UNIT

[0252] 30, 130 E-UTRAN

[0253] 40, 140 EPC

[0254] 50, 150 ProSe APP Server

[0255] 60, 160 3rd party (Server)

[0256] 61, 161 STORAGE UNIT

[0257] 62, 162 RESPONSE UNIT

[0258] 111 REGISTRATION/RETRIEVAL UNIT
[0259] 112 VERIFICATION UNIT

[0260] 121 RECEPTION UNIT

[0261] 122 TRANSMISSION UNIT

[0262] 123 REGISTRATION UNIT

What is claimed is:

1. A mobile communication system comprising:

a first User Equipment (UE);

a second UE;

a first network node;

a second network node; and

a third network node for managing key information,
wherein:

the first network node is configured to register the first
UE, and send the key information obtained from the
third network node to the first UE,

the second network node is configured to register the
second UE, and send the key information obtained
from the third network node to the second UE,

the first UE is configured to generate a security key from
the key information,
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the second UE is configured to generate the security key
from the key information, and
the first UE is configured to perform secure direct com-
munication with the second UE using the security key.
2. The mobile communication system of claim 1, wherein
the first UE and the second UE use a public key.
3. A communication method of a mobile communication
system, the communication method comprising:
registering, by a first network node, a first UE, and
sending key information obtained from a third network
node to the first UE;
registering, by a second network node, a second UE, and
sending the key information obtained from the third
network node to the second UE;
generating, by the first UE, a security key from the key
information;
generating, by the second UE, the security key from the
key information; and
performing, by the first UE, secure direct communication
with the second UE using the security key.
4. The communication method of claim 3, wherein the
first UE and the second UE use a public key.
5. A User Equipment (UE) in a mobile communication
system, the UE comprising:
at least one processor; and
at least one memory coupled to the at least one processor,
the memory storing instructions that when executed by
the at least processor cause the at least one processor to:
receive registration from a first network node,
receive key information from the first network node, the
first network node receiving the key information from
a third network node,
generate a security key from the key information, and
perform secure direct communication with another UE
using the security key, the another UE receiving the
registration from a second network node, receiving the
key information from the first network node, and gen-
erating the security key from the key information.
6. The UE of claim 5, wherein the first UE and the second
UE use a public key.
7. A communication method of a User Equipment (UE) in
a mobile communication system, the communication
method comprising:
receiving registration from a first network node;
receiving key information from the first network node, the
first network node receiving the key information from
a third network node;
generating a security key from the key information; and
performing secure direct communication with another UE
using the security key, the another UE receiving the
registration from a second network node, receiving the
key information from the first network node, and gen-
erating the security key from the key information.
8. The communication method of claim 7, wherein the
first UE and the second UE use a public key.
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