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PASSWORD AUTHENTICATION DEVICE,
IMAGE PROCESSING APPARATUS, AND
PASSWORD AUTHENTICATION METHOD

INCORPORATION BY REFERENCE

[0001] This application is based upon and claims the
benefit of priority from the corresponding Japanese Patent
Application No. 2020-027883 filed on Feb. 21, 2020, the
entire contents of which are incorporated herein by refer-
ence.

BACKGROUND

[0002] The present disclosure relates to a password
authentication device, an image processing apparatus, and a
password authentication method.

[0003] A password authentication device that authenti-
cates a user when an input password matches a registered
password that has been registered in advance is known. A
password authentication device that can assist a user who
has failed to input a registered password to input the next
password is known as a related art. In this password authen-
tication device, when the input password does not match the
registered password and the similarity ratio between the
input password and the registered password exceeds a
predetermined threshold value, support information for
assisting the user to input the next password is presented.
[0004] For example, when a user selectively uses a plu-
rality of passwords in accordance with the use, a password
different from the registered password may be selected from
the plurality of passwords and input to the password authen-
tication device by mistake of the user. In this case, the input
password and the registration password may not be similar,
and the related art may not be able to assist the user in
selecting the correct password.

SUMMARY

[0005] A password authentication device according to this
disclosure includes an authentication processing unit and an
output processing unit. The authentication processing unit
authenticates a user when an input password that is input
matches a predetermined first password. The output pro-
cessing unit outputs a hint of the first password when a
matching rate between a predetermined second password
different from the first password and the input password is
equal to or greater than a predetermined first threshold value.
[0006] An image processing apparatus according to this
disclosure includes the password authentication apparatus,
and one or both of an image reading unit and an image
forming unit. The image reading unit reads image data from
a document. The image forming unit forms an image based
on the image data.

[0007] An image forming method according to this dis-
closure is an image forming method using an image forming
apparatus that is connectable to a network, and includes an
operation display process of using a predetermined menu
configuration, a storing process of storing model type infor-
mation indicating a function executable by the image form-
ing apparatus, and a control process of controlling the
operation display process. The control process searches for
model type information to at least one other information
forming apparatus connected to the network, identifies a
substitutable function that is a function not executable by the
image forming apparatus but executable by the at least one
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other image forming apparatus, and returns information
indicating the function executable by the information form-
ing apparatus based on the model type information, in
accordance with the search of the model type information
from another information forming apparatus, where the
predetermined menu configuration includes a menu configu-
ration that is consistent with a menu configuration in the
operation display process of the other image forming appa-
ratus, and enables execution of the substitutable function
which has been identified, by the at least one other image
forming apparatus.

[0008] A password authentication method according to
this disclosure includes: authenticating a user when an input
password that is input matches a predetermined first pass-
word; and outputting a hint of the first password when a
matching rate between a predetermined second password
different from the first password and the input password is
equal to or greater than a predetermined first threshold value.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 is a block diagram illustrating a configura-
tion of an image processing apparatus according to an
embodiment of the present disclosure.

[0010] FIG. 2 is a diagram illustrating an example of user
authentication information stored in a storage unit of the
image processing apparatus according to the embodiment of
the present disclosure.

[0011] FIG. 3 is a diagram illustrating an example of input
history information stored in a storage unit of the image
processing apparatus according to the embodiment of the
present disclosure.

[0012] FIG. 4 is a diagram illustrating an example of
change history information stored in a storage unit of the
image processing apparatus according to the embodiment of
the present disclosure.

[0013] FIG. 5 is a diagram illustrating an example of a
password input screen used in the image processing appa-
ratus according to the embodiment of the present disclosure.
[0014] FIG. 6 is a diagram illustrating an example of a hint
displayed by the image processing apparatus according to
the embodiment of the present disclosure.

[0015] FIG. 7 is a diagram illustrating an example of a
password change screen used in the image processing appa-
ratus according to the embodiment of the present disclosure.
[0016] FIG. 8 is a flowchart illustrating an example of a
procedure of an authentication control process executed by
the image processing apparatus according to the embodi-
ment of the present disclosure.

[0017] FIG. 9 is a flowchart illustrating an example of a
procedure of password change processing executed by the
image processing apparatus according to the embodiment of
the present disclosure.

DETAILED DESCRIPTION

[0018] Hereinafter, embodiments of the present disclosure
will be described with reference to the accompanying draw-
ings, and will be provided for understanding of the present
disclosure.

[0019] [Configuration of Image Processing Apparatus 1]

[0020] As shown in FIG. 1, the image processing appa-
ratus 1 according to the embodiment includes an operation
unit 10, a display unit 11, an image reading unit 12, an image
forming unit 13, a storage unit 14, and a control unit 15. For
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example, the image processing apparatus 1 is a multifunc-
tion peripheral having a plurality of functions such as a
printing function and a copying function. The image pro-
cessing apparatus 1 may be a printer, a scanner, a copying
machine, or a fax machine.

[0021] The operation unit 10 includes an operation key or
a touch panel for inputting an instruction such as a print
request or various information in response to a user opera-
tion.

[0022] The display unit 11 is a display unit such as a liquid
crystal display for displaying information.

[0023] The image reading unit 12 includes a document
table, a light source, a mirror, an optical lens, and a charge
coupled device (CCD), and can read an image of a document
and output it as image data.

[0024] The image forming unit 13 is capable of executing
a printing process based on image data by an electro-
photographic method or an ink jet method, and forms an
image on a sheet based on the image data. For example,
when the image forming unit 13 is an image forming unit of
an electro-photographic type, the image forming unit 13
includes a photosensitive drum, a charger, an exposure
device, a developing device, a transfer device, a fixing
device, and the like.

[0025] The storage unit 14 is a nonvolatile storage device.
For example, the storage unit 14 is a storage device such as
a nonvolatile memory, such as a flash memory or EEPROM
(registered trademark), an SSD (solid state drive), or an
HDD (hard disk drive). The storage unit 14 stores user
authentication information 41 shown in FIG. 2 (information
shown in a region surrounded by a dot-and-dash line in FIG.
2), input history information 51 shown in FIG. 3 (informa-
tion shown in a region surrounded by a dot-and-dash line in
FIG. 3), and change history information 61 shown in FIG. 4
(information shown in a region surrounded by a dot-and-
dash line in FIG. 4).

[0026] The user authentication information 41 is informa-
tion used to authenticate a user of the image processing
apparatus 1. As shown in FIG. 2, the user authentication
information 41 includes a predetermined authentication ID
and a predetermined setting password corresponding to each
of the plurality of users. The authentication ID is identifi-
cation information used to identify the user. The setting
password is used to authenticate the user identified by the
authentication ID. Details of the input history information
51 and the change history information 61 will be described
later.

[0027] The control unit 15 includes control devices such
as a CPU, a ROM, and a RAM. The CPU is a processor that
executes various kinds of arithmetic processing. The ROM
is nonvolatile storage in which information such as a control
program for causing the CPU to execute various kinds of
processing is stored in advance. The RAM is volatile or
nonvolatile storage used as a temporary storage memory
(work area) for various kinds of processing executed by the
CPU.

[0028] The control unit 15 includes an authentication
processing unit 151, a first storage processing unit 152, a
second storage processing unit 153, and an output process-
ing unit 154 shown in FIG. 1. Specifically, the control unit
15 functions as an authentication processing unit 151, a first
storage processing unit 152, a second storage processing
unit 153, and an output processing unit 154 by executing
processing according to the control program. The control
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unit 15 may include an electronic circuit that implements the
processing functions of the authentication processing unit
151, the first storage processing unit 152, the second storage
processing unit 153, and the output processing unit 154. The
apparatus including the control unit 15 is an example of the
password authentication apparatus according to the present
disclosure.

[0029] The authentication processing unit 151 performs
authentication processing for authenticating the user based
on the input password input by the user, and the authenti-
cation processing unit 151 performs processing for receiving
the input password.

[0030] Specifically, the authentication processing unit 151
causes the display unit 11 to display the password input
screen 2 shown in FIG. 5 as necessary.

[0031] As shown in FIG. 5, the password input screen 2
includes an input field 21 and an input field 22. The input
field 21 is used to input the authentication ID. For example,
the authentication ID 25 shown in FIG. 5 is input to the input
field 21. The input field 22 is used to input the input
password. For example, the input password 26 is input to the
input field 22. In the input field 22, the character input by the
user is displayed by being replaced with a predetermined
symbol such as “*”. The password input screen 2 includes an
operation button 23 used for accepting input contents. The
password input screen 2 includes a hint output window 24.
The hint output window 24 will be described later.

[0032] For example, when the operation button 23 is
operated on the password input screen 2 shown in FIG. 5, the
authentication processing unit 151 receives the authentica-
tion ID 25 input to the input field 21 and the input password
26 input to the input field 22, and the authentication pro-
cessing unit 151 executes the authentication processing
based on the received authentication 1D 25 and the input
password 26.

[0033] Specifically, the authentication processing unit 151
acquires the setting password corresponding to the same
authentication 1D as the received authentication ID 25 from
the user authentication information 41 stored in the storage
unit 14, and the authentication processing unit 151 deter-
mines whether the received input password 26 matches the
acquired setting password (an example of the first password
of the present disclosure).

[0034] When the authentication processing unit 151 deter-
mines that the input password 26 and the setting password
match, the authentication processing unit 151 authenticates
(logs in) the user. For example, the authentication processing
unit 151 causes the display unit 11 to display a screen (not
shown) after login, such as an initial operation screen
corresponding to the authenticated user. On the other hand,
when the authentication processing unit 151 determines that
the input password 26 and the setting password do not
match, the authentication processing unit 151 does not
authenticate the user.

[0035] When a logout operation is performed on the
operation unit 10 after the user is logged in, when a
predetermined time has elapsed, or when another user is to
be logged in, the authentication processing unit 151 executes
a logout process to cause the currently logged-in user to log
out.

[0036] A password authentication device capable of sup-
porting input of a next password by the user who has failed
in input of the setting password is known as a related art. In
this password authentication device, support information for



US 2021/0266424 Al

supporting input of a next password by the user is presented
when the input password and the setting password do not
match and the similarity ratio between the input password
and the setting password exceeds a predetermined threshold
value.

[0037] Here, for example, in the case where the user uses
a plurality of passwords in accordance with the use, a
password different from the setting password may be
selected from the plurality of passwords and input to the
image processing apparatus 1 due to the user’s misunder-
standing. In this case, the input password and the setting
password may not be similar to each other, and the related
art may not be able to support the user’s selection of a
correct password. On the other hand, according to the image
processing apparatus 1 of this embodiment, it is possible to
support the user to input a correct password who has input
a different password by misunderstanding.

[0038] The output processing unit 154 outputs a hint of the
setting password when the input password matches a pre-
determined storage password (an example of the second
password in the present disclosure) different from the setting
password.

[0039] The storage password is a password dissimilar to
the setting password. Specifically, the storage password is a
password whose rate of coincidence with the setting pass-
word is less than a predetermined second threshold value.
The second threshold value is a value used for determining
whether or not the setting password and the storage pass-
word are in a non-similar relationship. The second threshold
value may be a value that is determined in advance to be
unchangeable, or may be a value that is arbitrarily deter-
mined in accordance with a user’s operation in the operation
unit 10.

[0040] The storage password is a password stored in the
storage unit 14 by a first storage processing unit 152 and a
second storage processing unit 153 which will be described
later. The storage password may be a password set in
accordance with a predetermined setting operation in the
operation unit 10.

[0041] The hint is information suggesting the contents of
the setting password.

[0042] For example, the output processing unit 154 causes
the hint output window 24 of the password input screen 2 to
display the hint. For example, as shown in FIG. 6, the hint
includes information disclosing a part of a character string
constituting the setting password.

[0043] The hint may include a message indicating a pos-
sibility that the user entered another password by misunder-
standing. The hint may include information disclosing the
number of characters in the character string constituting the
setting password. The hint may include information disclos-
ing some characters in the character string constituting the
setting password. The hint may be output by voice or may
be printed.

[0044] When the user is authenticated by the authentica-
tion processing unit 151, the first storage processing unit 152
causes all of the input passwords during the password input
reception period until the user is authenticated, having a rate
of coincidence (matching rate) with the setting password
that is less than the second threshold value, to be stored in
a predetermined first storage area 141 (an example of the
predetermined first storage unit in the present disclosure) of
the storage unit 14 as first saved passwords.

Aug. 26, 2021

[0045] For example, the first storage processing unit 152
stores the first storage password in the first storage area 141
of the storage unit 14 in association with the authentication
ID of the user who has input the first storage password and
the input date and time of the first storage password. The
password input reception period is a period from the display
start to the display end of the password input screen 2
displayed on the display unit 11 immediately before the user
is authenticated.

[0046] FIG. 3 shows input history information 51 com-
posed of a plurality of the first storage passwords stored in
the first storage area 141 of the storage unit 14 by the first
storage processing unit 152. The input history information
51 is associated with the authentication ID and includes a
plurality of sets of the first storage passwords and the input
date and time of the first storage password.

[0047] The first storage processing unit 152 may store, in
the first storage area 141, part of the input password during
the password input reception period, which is less than the
second threshold value in terms of the rate of coincidence
with the setting password, as the first storage password. For
example, the first storage processing unit 152 may cause the
first storage area 141 to store, as the first storage password,
only the input password that has a matching rate with the
setting password that is less than the second threshold value
and that is input first among the input passwords during the
password input reception period.

[0048] When the setting password is changed and the
matching rate between the passwords before and after the
change is less than the second threshold value, the second
storage processing unit 153 stores the password used as the
setting password until the change as a second storage
password in a predetermined second storage area 142 (an
example of a predetermined second storage unit in the
present disclosure) of the storage unit 14.

[0049] For example, the second storage processing unit
153 causes the display unit 11 to display the password
change screen 3 shown in FIG. 7 as necessary while the user
is logged in.

[0050] As shown in FIG. 7, the password change screen 3
includes an input field 31 and an input field 32. The input
field 31 is used to input the current setting password. For
example, the password 34 shown in FIG. 7 is input to the
input field 31. The input field 32 is used to input the changed
setting password. For example, the password 35 shown in
FIG. 7 is input to the input field 32. In the input field 31 and
the input field 32, characters input by the user are displayed
by being replaced with predetermined symbols such as “*”.
The password change screen 3 includes an operation button
33 used for receiving input contents.

[0051] For example, when the operation button 33 is
operated on the password change screen 3 shown in FIG. 7,
the second storage processing unit 153 compares the pass-
word 34 input in the input field 31 with the setting password
corresponding to the logged-in user. When the password 34
and the setting password match, the second storage process-
ing unit 153 causes the storage unit 14 to store the password
35 input in the input field 32 as the new setting password
corresponding to the logged-in user, instead of the setting
password before the change. The second storage processing
unit 153 causes the storage unit 14 to store the setting
password before the change as the second storage password
in the second storage area 142.
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[0052] Here, FIG. 4 shows change history information 61
composed of a plurality of the second storage passwords
stored in the second storage area 142 of the storage unit 14
by the second storage processing unit 153. The change
history information 61 is associated with the authentication
ID and includes a plurality of sets of the second storage
passwords and a date and time when the second storage
password became no longer the setting password.

[0053] The control unit 15 may not include either or both
of the first storage processing unit 152 and the second
storage processing unit 153.

[0054] [Authentication Control Processing]

[0055] Referring now to FIG. 8, an example of the authen-
tication control process executed by the control unit 15 of
the image processing apparatus 1 will be described. Here,
steps S11, S12, represent the number of the processing
procedure (step) executed by the control unit 15. The
authentication control process is started when the display
instruction of the password input screen 2 is input.

[0056] <Step S11>

[0057] First, in step S11, the control unit 15 causes the
display unit 11 to display the password input screen 2 shown
in FIG. 5. The process of step S11 is executed by the
authentication processing unit 151 of the control unit 15.
[0058] <Step S12>

[0059] In step S12, the control unit 15 receives the authen-
tication ID input to the input field 21 and the input password
input to the input field 22 in response to an operation on the
operation button 23 of the password input screen 2. The
processing in step S12 is executed by the authentication
processing unit 151 of the control unit 15.

[0060] <Step S13>

[0061] In step S13, the control unit 15 determines whether
or not the input password received in step S12 matches the
setting password corresponding to the authentication 1D
received in step S12. If both are matched (S13: Yes), the
process proceeds to step S14. If both are not matched (S13:
No), the process proceeds to step S17.

[0062] <Step S17>

[0063] In step S17, the control unit 15 records the authen-
tication failure of the user in the RAM of the control unit 15.
[0064] <Step S14>

[0065] On the other hand, in step S14, the control unit 15
authenticates (logs in) the user corresponding to the authen-
tication ID received in step S12. For example, the control
unit 15 causes the display unit 11 to display the initial setting
screen corresponding to the authenticated user. The process-
ing in step S14 is executed by the authentication processing
unit 151 of the control unit 15.

[0066] <Step S15>

[0067] In step S15, the control unit 15 determines whether
or not the authentication of the user has failed during the
execution of the authentication control process. Specifically,
the control unit 15 determines that the authentication of the
user has failed when the authentication failure of the user has
been recorded in the RAM. When it is determined that the
authentication of the user has failed (S15: Yes), the process
proceeds to step S16. When it is determined that the authen-
tication of the user has not failed (S15: No), the authenti-
cation control process ends.

[0068] <Step S16>

[0069] On the other hand, in step S16, the control unit 15
causes the storage unit 14 to store, in the first storage area
141, as the first storage password, a password of the input
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password received in step S12 whose rate of coincidence
(matching rate) with the setting password is less than the
second threshold value. For example, the control unit 15
causes the first storage password to be stored in the first
storage area 141 of the storage unit 14 in association with the
authentication ID of the user who has input the first storage
password and the input date and time of the first storage
password. The processing in step S16 is executed by the first
storage processing unit 152 of the control unit 15.

[0070] Thus, when the user authenticated in step S14
inputs another password different from the setting password
corresponding to the user by misunderstanding, the other
password is stored in the first storage arca 141 of the storage
unit 14 as the first storage password. Therefore, in another
authentication control process executed after completion of
the authentication control process, the hint can be output
based on the first storage password stored in the first storage
area 141 of the storage unit 14.

[0071] <Step S18>

[0072] Instep S18, the control unit 15 determines whether
or not the input password received in step S12 matches the
storage password (the first storage password or the second
storage password) corresponding to the authentication 1D
received in step S12. If both are matched (S18: Yes), the
process proceeds to step S19. If both are not matched (S18:
No), the process proceeds to step S12.

[0073] <Step S19>

[0074] In step S19, the control unit 15 outputs the hint to
the hint output window 24 of the password input screen 2.
Then, the process returns to step S12. The process in step
S19 is executed by the output processing unit 154 of the
control unit 15.

[0075] Password Change Processing

[0076] Referringto FIG. 9, an example of the procedure of
the password change processing executed by the control unit
15 of the image processing apparatus 1 will be described.
The password change processing is started when an instruc-
tion to display the password change screen 3 is input while
the user is logged in.

[0077] <Step S31>

[0078] First, in step S31, the control unit 15 causes the
display unit 11 to display the password change screen 3. The
processing in step S31 is executed by the second storage
processing unit 153 of the control unit 15.

[0079] <Step S32>

[0080] In step S32, the control unit 15 receives the input
password input in the input field 31 and the input password
input in the input field 32 in response to an operation on the
operation button 33 of the password change screen 3. The
processing in step S32 is executed by the second storage
processing unit 153 of the control unit 15.

[0081] <Step S33>

[0082] In step S33, the control unit 15 determines whether
or not the input password input to the input field 31 received
in step S32 matches the setting password corresponding to
the user who is currently logged in. If both passwords match
(S33: Yes), the process proceeds to step S34. If both pass-
words do not match (S33: No), the process proceeds to step
S32.

[0083] <Step S34>

[0084] In step S34, the control unit 15 changes the setting
password corresponding to the logged-in user based on the
input password input to the input field 32 received in step
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S32. The processing in step S34 is executed by the second
storage processing unit 153 of the control unit 15.

[0085] <Step S35>

[0086] In step S35, the control unit 15 causes the setting
password before the change to be stored as the second
storage password in the second storage area 142 of the
storage unit 14. Then, the password change processing ends.
The processing in step S35 is executed by the second storage
processing unit 153 of the control unit 15.

[0087] Thus, in the authentication control process
executed after completion of the password change process,
the hint can be output based on the second storage password
stored in the second storage area 142 of the storage unit 14.
[0088] The process of step S34 may be executed after the
process of step S35.

[0089] As described above, in the image processing appa-
ratus 1 according to this embodiment, when the storage
password different from the setting password and the input
password coincide with each other, the hint is output.
Therefore, according to the image processing apparatus 1
according to the present embodiment, it is possible to
support the input of a correct password by the user who
inputs another password by misunderstanding, specifically,
the first storage password or the second storage password.
[0090] The output processing unit 154 may output the hint
of the setting password when the rate of coincidence
between the storage password and the input password is
equal to or greater than a predetermined first threshold value.
This makes it possible to output the hint even when an input
error is made while trying to input the storage password by
misunderstanding.

[0091] Here, the first threshold value is a preset value, for
example, 0.9 (90 percent). The first threshold value may be
a value calculated based on the number of characters of the
storage password for checking. For example, the first thresh-
old value may be a value obtained by dividing a value (a
dividend value) obtained by subtracting 1 from the number
of characters of the storage password for checking, by the
number of characters of the storage password (a division
value).

[0092] The first threshold value may be a value arbitrarily
set according to a user’s operation in the operation unit 10.
The first threshold value may be the same value as the
second threshold value.

[0093] When the output processing unit 154 outputs the
hint based on the rate of coincidence between the input
password and the storage password, the first storage pro-
cessing unit 152 may exclude, from among the input pass-
words during the password input reception period, a pass-
word whose rate of coincidence with the storage password
is equal to or greater than the first threshold value, from a
target of storage in the first storage area 141 of the storage
unit 14. Thereby , it is possible to reduce the number of the
storage passwords stored in the storage unit 14 without
making the output condition of the recording hint strict.
[0094] In addition, the output processing unit 154 may
output the hint when the rate of coincidence between the
input password and the setting password is equal to or
greater than the second threshold value. Thus, the hint can
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also be output when the user makes an input error while
trying to input the setting password. In this case, the hint
may include a message indicating that the user has failed to
input the setting password due to an input error.
What is claimed is:
1. A password authentication device comprising:
an authentication processing unit that authenticates a user
when an input password that is input matches a prede-
termined first password; and
an output processing unit that outputs a hint of the first
password when a matching rate between a predeter-
mined second password different from the first pass-
word and the input password is equal to or greater than
a predetermined first threshold value.
2. The password authentication device according to claim
1, wherein the second password is a password whose match-
ing rate with the first password is less than a predetermined
second threshold value.
3. The password authentication device according to claim
2, further comprising a first storage processing unit that,
when the user has been authenticated by the authentication
processing unit, stores, in a predetermined first storage unit,
as the second password, a part or all of the passwords whose
matching rate with the first password is less than the second
threshold value among the input passwords during a pass-
word input reception period until the user is authenticated.
4. The password authentication device according to claim
3, wherein the first storage processing unit excludes a
password having a matching rate with the second password
equal to or higher than the first threshold value among the
input passwords during the password input reception period,
from a target of storage in the first storage unit.
5. The password authentication device according to claim
2, further comprising a second storage processing unit that
stores, when the first password is changed and a matching
rate of both passwords before and after the change is less
than the second threshold value, a password used as the first
password until the change as the second password in a
predetermined second storage unit.
6. The password authentication device according to claim
2, wherein the output processing unit outputs the hint when
a matching rate between the input password and the first
password is equal to or greater than the second threshold
value.
7. An image processing apparatus comprising:
the password authentication apparatus according to claim
1; and
one or both of an image reading unit that reads image data
from a document and an image forming unit that forms
an image based on the image data.
8. A password authentication method comprising:
authenticating a user when an input password that is input
matches a predetermined first password; and
outputting a hint of the first password when a matching
rate between a predetermined second password differ-
ent from the first password and the input password is
equal to or greater than a predetermined first threshold
value.



