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FUNCTIONAL SAFETY TECHNIQUES FOR
INDUSTRIAL AUTOMATION DEVICES

BACKGROUND

The disclosure generally relates to controlling, monitor-
ing, and disabling an industrial automation device. More
particularly, embodiments of the present disclosure are
related to systems and methods for implementing a func-
tional safety mechanism to prevent power from being pro-
vided to an industrial automation device and verifying that
circuitry used to implement the functional safety mechanism
is functioning properly.

Industrial automation devices, such as medium voltage
drives, are employed in a variety of environments. Under
certain circumstances, these industrial automation devices
are disabled and placed into a safe state. Accordingly, certain
functional safety mechanisms may be designed to reliably
disable the industrial automation devices under these cir-
cumstances. The design of such functional safety mecha-
nisms may be designed to comply with certain functional
safety standards, such as the International Electrotechnical
Commission (IEC) 61508. One such functional safety
mechanism involves the use of a Black Channel to send
sophisticated safety messages between a controller of an
industrial automation device and one or more power cells of
the industrial automation device. However, implementation
of a Black Channel may require the use of multiple intelli-
gent devices, such as field-programmable gate arrays (FP-
GAs), in circuit board designs for the industrial automation
device. This may lead to complex and expensive circuit
board designs. Additionally, development of the safety mes-
sages may require extensive work in order to meet the
functional safety standards. For example, code used to
configure the intelligent devices in the circuit board design
may be validated before implementation. Accordingly, it
would be desirable to develop a simple, low-cost functional
safety mechanism that may disable certain industrial auto-
mation devices and complies with functional safety stan-
dards.

This section is intended to introduce the reader to various
aspects of art that may be related to various aspects of the
present techniques, which are described and/or claimed
below. This discussion is believed to be helpful in providing
the reader with background information to facilitate a better
understanding of the various aspects of the present disclo-
sure. Accordingly, it should be understood that these state-
ments are to be read in this light, and not as admissions of
prior art.

BRIEF DESCRIPTION

A summary of certain embodiments disclosed herein is set
forth below. It should be understood that these aspects are
presented merely to provide the reader with a brief summary
of these certain embodiments and that these aspects are not
intended to limit the scope of this disclosure. Indeed, this
disclosure may encompass a variety of aspects that may not
be set forth below.

In one embodiment, a non-transitory, computer-readable
medium associated with an industrial automation device
may include instructions that when executed by one or more
processors, cause the processors to perform operations. The
operations may include receiving one or more inputs indica-
tive of a shutdown of one or more power modules of the
industrial automation device. The operations may also
include, in response to receiving the inputs, transmitting a
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2

first command to driver control circuitry to disable a driver
communicatively coupled to one or more transmitters and
transmitting a second command to transmitter control cir-
cuitry to prevent power from being provided to the trans-
mitters. The driver may transmit a control signal via the
transmitters to one or more respective power modules to
control an operation of a power converter that may provide
power to a motor. Each power module may receive the
control signal from the driver via the transmitters, monitor
the control signal for a lack of communication from the
driver, and in response to detecting the lack of communi-
cation based on the control signal, disable driver circuitry of
the power module that may control the operation of the
power converter to provide power to the motor and prevent
power from being provided to the driver circuitry.

In another embodiment, a method may include receiving,
by respective processing circuitry of one or more power
modules of an industrial automation device, a control signal
from a controller of the industrial automation device. The
power modules may include driver circuitry and a power
converter that may provide power to a motor based on the
signal. The method may also include, detecting, by the
respective processing circuitry, a lack of communication
from the controller based on the signal, and, in response to
detecting the lack of communication from the controller,
transmitting, by the respective processing circuitry, a first
command to gating signal enable circuitry to disable the
driver circuitry, and transmitting, by the respective process-
ing circuitry, a second command to drive power circuitry to
prevent power from being provided to the driver circuitry.

In yet another embodiment, a system may include a
controller that includes a driver communicatively coupled to
one or more transmitters and first processing circuitry. The
driver may transmit a control signal via the transmitters to
one or more respective power modules. The first processing
circuitry may receive one or more inputs indicative of a
shutdown of the respective power modules and, in response
to receiving the inputs, transmitting a first command to
driver control circuitry communicatively coupled to the
driver and transmitting a second command to transmitter
control circuitry communicatively coupled to the transmit-
ter. The first command may disable the driver, and the
second command may prevent power from being provided
to the transmitters. The system may also include a power
module that may control an operation of a power converter
to provide power to a motor. The power module is commu-
nicatively coupled to a first transmitter. The power module
includes driver circuitry that may control the operation of
the power converter, and second processing circuitry that
may receive the control signal from the first transmitter,
detect a lack of communication from the controller based on
the control signal, and, in response to detecting the lack of
communication, transmit a third command to gating signal
circuitry to disable the driver circuitry and transmit a fourth
command to drive power circuitry to prevent power from
being provided to the driver circuitry.

DRAWINGS

These and other features, aspects, and advantages of the
present invention will become better understood when the
following detailed description is read with reference to the
accompanying drawings in which like characters represent
like parts throughout the drawings, wherein:

FIG. 1 is a block diagram of an exemplary medium
voltage drive that includes control circuitry and one or more
power modules of the medium voltage drive that may
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implement a functional safety mechanism to prevent power
from being delivered to a motor from the medium voltage
drive, in accordance with an embodiment;

FIG. 2 is a block diagram of the control circuitry of the
exemplary medium voltage drive of FIG. 1, in accordance
with an embodiment; and

FIG. 3 is a block diagram of circuitry of a power module
of the exemplary medium voltage drive of FIG. 1, in
accordance with an embodiment.

DETAILED DESCRIPTION

One or more specific embodiments of the present disclo-
sure will be described below. In an effort to provide a
concise description of these embodiments, all features of an
actual implementation may not be described in the specifi-
cation. It should be appreciated that in the development of
any such actual implementation, as in any engineering or
design project, numerous implementation-specific decisions
must be made to achieve the developers’ specific goals, such
as compliance with system-related and business-related con-
straints, which may vary from one implementation to
another. Moreover, it should be appreciated that such a
development effort might be complex and time consuming,
but would nevertheless be a routine undertaking of design,
fabrication, and manufacture for those of ordinary skill
having the benefit of this disclosure.

When introducing elements of various embodiments of
the present disclosure, the articles “a,” “an,” “the,” and
“said” are intended to mean that there are one or more of the
elements. The terms “comprising,” “including,” and “hav-
ing” are intended to be inclusive and mean that there may be
additional elements other than the listed elements. One or
more specific embodiments of the present embodiments
described herein will be described below. In an effort to
provide a concise description of these embodiments, all
features of an actual implementation may not be described
in the specification. It should be appreciated that in the
development of any such actual implementation, as in any
engineering or design project, numerous implementation-
specific decisions must be made to achieve the developers’
specific goals, such as compliance with system-related and
business-related constraints, which may vary from one
implementation to another. Moreover, it should be appreci-
ated that such a development effort might be complex and
time consuming, but would nevertheless be a routine under-
taking of design, fabrication, and manufacture for those of
ordinary skill having the benefit of this disclosure.

Industrial automation devices, such as medium voltage
drives, are employed in a variety of environments. Under
certain circumstances, these industrial automation devices
may be disabled and placed into a safe state. Certain
functional safety mechanisms may be designed to reliably
disable the industrial automation devices. One such func-
tional safety mechanism involves the use of a Black Channel
to send sophisticated safety messages between a controller
of an industrial automation device and one or more power
cells of the industrial automation device to disable the
industrial automation device. However, implementation of a
Black Channel may involve the use of multiple intelligent
devices, such as field-programmable gate arrays (FPGAs), in
circuit board designs for the industrial automation device
that may result in complex and expensive circuit board
designs. Additionally, development of the sophisticated
safety messages may involve extensive work in order to
meet the functional safety standards, such as IEC 61508. For
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example, code used to configure the intelligent devices in the
circuit board design may need to be validated before imple-
mentation.

Accordingly, the present disclosure is generally directed
to a functional safety mechanism for an industrial automa-
tion device that may stop a communication stream between
the controller of the industrial automation device and one or
more power modules of the industrial automation device in
order to disable the industrial automation device (e.g., place
the power modules of the industrial automation device in a
safe state). In certain embodiments, the industrial automa-
tion device may include a medium voltage drive having a
controller and one or more power modules that may control
the operation of one or more corresponding power convert-
ers to provide power to a motor. Although certain embodi-
ments of the disclosure are described herein with reference
to the functional safety mechanism implemented within a
medium voltage drive (e.g., supply voltages of 2.3 kilovolts
(kV) to 11 kV), it should be understood that the functional
safety mechanism may be used with other industrial auto-
mation devices. For example, the industrial automation
devices may include a low voltage drive (e.g., supply
voltages below 2.3 kV), a high voltage drive (e.g., supply
voltages above 11 kV), a multi-axis motion servo drive, a
current source drive, or any other industrial automation
device that may utilize a communication stream and may be
placed in a functionally safe state without using dedicated
safety messages.

During normal operation of the medium voltage drive, the
controller of the medium voltage drive may transmit one or
more messages (e.g., data or command(s)) via a serial-based
communications link to the power modules(s) of the
medium voltage drive. After receiving the messages from
the controller, the power module(s) may control the opera-
tion of one or more corresponding power converters to
provide power to the motor based on the particular messages
received. In certain instances, the controller of the medium
voltage drive may trigger a functional safety mechanism to
place the power module(s) in a safe state. For example, the
controller of the medium voltage drive may receive a
command to initiate the functional safety mechanism from
various devices communicatively coupled to the controller,
such as an e-stop button, a programmable logic controller
(PLC), a light curtain, or the like. In response to the
functional safety mechanism being triggered, the controller
of the medium voltage drive may (1) disable respective
transmitters (e.g., turn off power to the transmitters) that
relay the messages between the controller and the power
module(s) and (2) disable generation of gating signals (e.g.,
enabling signals) that would control a driver of the controller
to transmit one or more messages to the respective trans-
mitters to relay the messages to the power module(s).

Additionally, each power module may include communi-
cation monitoring circuitry, such as a communication watch-
dog timer, that monitors for gaps in communication (e.g., a
period of time lacking message transmission) from the
controller. In response to the communication monitoring
circuitry of the power module detecting a gap in communi-
cation from the controller (i.e., after the functional safety
mechanism has been triggered), the power module may (1)
disable driver circuitry of the power module (e.g., turn off
power to the driver circuitry) that may generate one or more
signals to control an operation of one or more corresponding
power converters that provide power to the motor and (2)
disable generation of one or more gating signals (e.g., one or
more enabling signals) that would control the driver cir-
cuitry of the power module to generate the signals to control
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the operation of the corresponding power converter to
provide power to the motor. As a result, the power module
of the medium voltage drive may be disabled and placed in
a safe state.

In this way, the functional safety mechanism provides
multiple levels of redundancy by implementing different
methods to prevent the transmission of signals from the
controller to the power module(s) and different methods to
prevent power from being provided to the motor. That is, to
prevent the transmission of signals from the controller to the
power module(s), the controller of the medium voltage drive
may (1) disable the transmitters (e.g., turn off power to the
transmitters) and (2) disable generation of the gating signals
(e.g., the enabling signals) that would control the driver of
the controller to transmit one or more messages to the
respective transmitters to relay the messages to the power
module(s). Additionally, to prevent power form being pro-
vided to the motor, the power module may (1) disable the
driver circuitry of the power module (e.g., turn off power to
the driver circuitry) and (2) disable generation of the gating
signals (e.g., the enabling signals) that would control the
driver circuitry of the power module to generate the signals
to control the operation of the corresponding power con-
verter to provide power to the motor.

Further, one or more diagnostic tests may be implemented
within the medium voltage drives to verify the integrity of
the circuitry that may be used to implement the functional
safety mechanism in the controller of the medium voltage
drive, in each power module of the medium voltage drive, or
a combination thereof. In particular, a short test pulse (e.g.,
less than 100 nanoseconds) may be transmitted to one or
more components of the controller of the medium voltage
drive (e.g., transmitter control circuitry), one or more com-
ponents of the power module(s) of the medium voltage drive
(e.g., the driver control circuitry), or a combination thereof,
to verify the integrity or the ability of whether such com-
ponents can power down respective circuitry of the control-
ler and the power module(s) when requested. The controller
of the medium voltage drive may receive data that indicates
whether the diagnostic tests of the respective components of
the controller or the power module(s) were successful. If the
data indicates a diagnostic test was unsuccessful, the con-
troller may initiate the functional safety mechanism
described herein.

With the foregoing in mind, FIG. 1 is a block diagram 100
of'a medium voltage drive 102 that includes a controller 104
and one or more power module(s) 106 that may control the
operation of one or more corresponding power converters
108 to provide power to a motor 110. In general, each power
converter 108 may receive three-phase alternating current
(AC) voltage from a voltage source 112 or a direct current
(DC) voltage from the voltage source 112 and convert the
AC voltage or DC voltage into a voltage suitable for
powering a load. In this way, the power converter 108 may
supply a voltage source 112 to the motor 110 via one or more
inverters. For instance, the medium voltage drive 102 may
control the speed, torque, or other suitable operation of the
motor 110 by controlling characteristics of the voltage (e.g.,
amplitude or frequency) provided to the motor 110 via the
inverters.

As mentioned above, the controller 104 of the medium
voltage drive 102 may transmit one or more messages (e.g.,
data or command(s)) via a serial-based communications link
to the power modules(s) 106 of the medium voltage drive
102 during normal operation of the medium voltage drive
102. After receiving the messages from the controller 104,
the power module(s) 106 may generate one or more signals
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(e.g., pulse width modulation signals) to control the opera-
tion of the corresponding power converter(s) 108 to provide
power to the motor 110 based on the particular messages
received. In some embodiments, the motor 110 may be
coupled to and drive one or more fans, one or more pumps,
one or more compressors, or the like.

The controller 104 of the medium voltage drive 102 may
receive a command to initiate a functional safety mechanism
to shutdown the medium voltage drive 102. As described
herein, the term “shutdown” may refer to a situation in
which the power module(s) 106 of the medium voltage drive
102 are placed in a safe state or turned off such that the
power module(s) 106 are not generating signals to control
their corresponding power converters to provide power to
the motor 110. In certain embodiments, the controller 104 of
the medium voltage drive 102 may receive the command to
initiate the functional safety mechanism from various
devices communicatively coupled to the controller 104 via
a network. For example, such devices may include an e-stop
button, a programmable logic controller (PLC), a light
curtain, or the like. It should be noted that any suitable
network may be employed in the embodiments described
herein. For instance, the network may include any wired or
wireless network that may be implemented as a local area
network (LAN), a wide area network (WAN), and the like.
Indeed, other industrial communication network protocols,
such as Ethernet/IP, Common Industrial Protocol (CIP)
Safety, ProfiSafe, and the like, may also be used.

In response to receiving the command to initiate the
functional safety mechanism, the controller 104 of the
medium voltage drive 102 may send one or more respective
commands to corresponding circuitry in the controller 104
of the medium voltage drive 102 to (1) disable one or more
transmitters of the controller 104 that may relay messages
between the controller 104 and the power module(s) 106 and
(2) disable generation of gating signals (e.g., enabling sig-
nals) that would control a driver of the controller 104 to
transmit one or more messages to the transmitters to relay
the messages to the power module(s) 106. Each power
module 106 may include communication monitoring cir-
cuitry that monitors for gaps in communication from the
controller 104 to initiate the functional safety mechanism.
For instance, the power module(s) 106 may initiate the
functional safety mechanism in response to detecting a gap
(e.g., a period of time lacking transmissions) in communi-
cation from the controller 104 to (1) disable driver circuitry
of the power module 106 that may generate one or more
signals (e.g., pulse width modulation signals) to control
operation of a corresponding power converter to provide
power to the motor 110 and (2) disable generation of gating
signals (e.g., enabling signals) that would control the driver
circuitry of the power module 106 to generate the signals to
control the operation of the corresponding power converter.
In some embodiments, the time period of the gap in com-
munication may be greater than or equal to 100 millisec-
onds. However, it should be noted that any suitable time
period may be used to trigger the power module 106 to
initiate the functional safety mechanism. For example, the
time period of the gap may be based on the transmission rate
of data between the controller 104 and the power module(s)
106 and a required safety reaction time. In this way, the
functional safety mechanism provides multiple levels of
redundancy in disabling the medium voltage drive 102 by
preventing messages from being transmitted from the con-
troller 104 to the power module(s) 106 and preventing
power from being provided to the motor 110.
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In some embodiments, the medium voltage drive 102 may
have up to twenty-seven, or more, power modules 106.
However, it should be noted that the medium voltage drive
102 may have any suitable number of power modules 106 to
deliver power to the motor 110 during normal operation of
the medium voltage drive 102. Additionally, for each power
module 106 of the medium voltage drive 102, the controller
104 may have a respective transmitter for transmitting
messages from the controller 104 to a respective power
module controller 107 that controls operation of its corre-
sponding power converter 108 to provide power to the motor
110.

Additionally, during normal operation of the medium
voltage drive 102, the controller 104 may periodically
initiate one or more diagnostic tests to verify the integrity
(e.g., ability) or the operability of the circuitry that may be
used to implement the functional safety mechanism in the
controller 104 of the medium voltage drive 102, the circuitry
that may be used to implement the functional safety mecha-
nism in each power module 106 of the medium voltage drive
102, or a combination thereof. In some embodiments, the
controller 104 may initiate the diagnostic tests at 250
millisecond intervals, at 500 millisecond intervals, at one
second intervals, or any other suitable interval. Each diag-
nostic test may include transmitting a test pulse to the
circuitry of the controller 104 that may disable the trans-
mitters of the controller 104, transmitting a test pulse to the
circuitry of the controller 104 that may disable generation of
enabling signals that would control the driver of the con-
troller 104 to transmit the messages to the transmitters,
transmitting a test pulse to the circuitry of the power
module(s) 106 that may disable the driver circuitry of the
power module 106 that generates one or more signals to
control operation of a corresponding power converter to
provide power to the motor 110, transmitting a test pulse to
the circuitry of the power module(s) that may disable
generation of the enabling signals that would control the
driver circuitry of the power module 106 to generate the
signals to control operation of the corresponding power
converter, or a combination thereof. In some embodiments,
the test pulse may be less than or equal to 100 nanoseconds,
less than or equal to 80 nanoseconds, less than or equal to
60 nanoseconds, or any other suitable length such that the
diagnostic test may determine whether the circuitry of the
controller 104 and/or the circuitry of the power module(s)
may perform the functional safety mechanism but not trigger
the functional safety mechanism. That is, the diagnostic tests
of the circuitry of the controller 104 and the circuitry of the
power module(s) 106 may be carried out while the medium
voltage drive 102 continues to operate to provide power to
the motor 110.

The controller 104 may receive data indicative of the
results of each diagnostic test. If one or more of the
diagnostic tests returns an unsuccessful result, the controller
104 may initiate the functional safety mechanism to place
the power module(s) 106 of the medium voltage drive 102
in a safe state. For example, if a diagnostic test of one of the
power modules 106 of the medium voltage drive 102
determines that the circuitry of the power module 106 is not
able to (1) disable the driver circuitry of the power module
106 or (2) disable generation of the enabling signals that
would control the driver circuitry of the power module 106,
or both, the controller 104 may initiate the functional safety
mechanism described herein to place each power module
106 in a safe state.

With the foregoing in mind, FIG. 2 is block diagram 200
of the controller 104 of the medium voltage drive 102, and
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FIG. 3 is a block diagram 300 of a single power module 106
of'the medium voltage drive 102. As illustrated in FIG. 2, the
controller 104 may include processing circuitry 202 that
includes a processor 204 and a memory 206. The processor
204 may be any suitable type of computer processor or
microprocessor capable of executing computer-executable
code, including but not limited to one or more field pro-
grammable gate arrays (FPGA), application-specific inte-
grated circuits (ASIC), programmable logic devices (PLD),
programmable logic arrays (PLA), and the like. The pro-
cessor 204 may, in some embodiments, include multiple
processors. The memory 206 may include any suitable
articles of manufacture that serve as media to store proces-
sor-executable code, data, and the like. The memory 206
may store non-transitory processor-executable code used by
the processor 204 to perform the presently disclosed tech-
niques.

During normal operation of the medium voltage drive
102, the processing circuitry 202 of the controller 104 may
generate one or more messages that may be transmitted to a
driver 208 (e.g., driver circuitry 208) of the controller 104 to
provide to one or more power module(s) 106 of the medium
voltage drive 102 via one or more respective transmitters
210, 212, 214. For example, the power module controller
107 may generate one or more signals to control operation
of'its corresponding power converter to provide power to the
motor 110 based on the messages received from the con-
troller 104. As illustrated in FIG. 2, the processing circuitry
202 may include a communication engine 216 that generates
the messages transmitted to the driver 208 based on data
received by the processing circuitry 202 from one or more
input sources. In some embodiments, the input sources may
include one or more sensors associated with the medium
voltage drive 102, one or more sensors associated with the
motor 110, one or more user inputs, or the like. After the
driver 208 of the controller 104 receives the messages from
the processing circuitry 202, the driver 208 may transmit the
messages to the power modules 106 via the transmitters 210,
212, 214. In certain embodiments, the communication
engine 216 of the controller 104 may act as a buffer to
temporarily store the messages as the driver 208 transmits
the messages to the power module(s) 106 via the transmit-
ters 210, 212, 214. Additionally, the transmitters 210, 212,
214 may convert the messages (e.g., digital signals) received
from the driver 208 into a format compatible with the power
module(s) 106. In some embodiments, transmitters 210,
212, 214 may convert the messages into a fiber optic signal
before the transmitters 210, 212, 214 relay the fiber optic
signal to the power module(s) 106. Although three trans-
mitters 210, 212, 214 are illustrated in FIG. 2, it should be
understood that any suitable number of transmitters 210,
212, 214 may be included in the controller 104. For instance,
the number of transmitters 210, 212, 214 may correspond to
the number of power module(s) 106 of the medium voltage
drive 102. In this way, the controller 104 may individually
control each power module 106 via a respective transmitter
210, 212, 214 of the controller 104.

As illustrated in FIG. 3, the power module controller 107
of the power module (106) may include processing circuitry
302 that may receive the messages from the controller 104
via a receiver 304. In certain embodiments, the receiver 304
may receive the messages as a fiber optic signal and convert
the fiber optic signal into a digital signal that may be
interpreted by the processing circuitry 302. Like the pro-
cessing circuitry 202 of the controller 104, the processing
circuitry 302 of the power module controller 107 includes a
processor 306 and a memory 308. The processor 306 may be
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any suitable type of computer processor or microprocessor
capable of executing computer-executable code, including
but not limited to one or more field programmable gate
arrays (FPGA), application-specific integrated -circuits
(ASIC), programmable logic devices (PLD), programmable
logic arrays (PLA), and the like. The processor 306 may, in
some embodiments, include multiple processors. The
memory 308 may include any suitable articles of manufac-
ture that serve as media to store processor-executable code,
data, and the like. The memory 308 may store non-transitory
processor-executable code used by the processor 306 to
perform the presently disclosed techniques.

After the processing circuitry 302 of the power module
controller 107 receives the messages from the controller
104, the processing circuitry 302 may control the operation
of'its power converter 108 to provide power to the motor 110
based on the messages received from the controller 104. For
instance, a communication engine 310 of the processing
circuitry 302 may interpret the messages received from the
controller 104 and send a command to driver circuitry 312
to generate one or more signals (e.g., pulse width modula-
tion signals) to control the operation of its corresponding
power converter 108 to provide power to the motor 110.

During normal operation of the medium voltage drive
102, the processing circuitry 202 of the controller 104 may
receive a command to initiate the functional safety mecha-
nism to shutdown the medium voltage drive 102. For
example, the processing circuitry 202 of the controller 104
may receive the command to initiate the functional safety
mechanism from an e-stop button, a programmable logic
controller (PLC), a light curtain, or the like. In response to
receiving the command to initiate the functional safety
mechanism, the processing circuitry 202 of the controller
104 may send one or more respective commands to corre-
sponding circuitry of the controller 104 to (1) disable one or
more transmitters 210, 212, 214 of the controller 104 that
may relay messages between the controller 104 and the
power module(s) 106 and (2) disable generation of enabling
signals that would control the driver 208 of the controller
104 to transmit messages to the to the power module(s) 106
via the transmitters 210, 212, 214. In particular, the pro-
cessing circuitry 202 of the controller 104 may send a first
command to the transmitter control circuitry 218 to turn off
the power provided to the transmitters 210, 212, 214.
Additionally, the processing circuitry 202 of the controller
104 may send a second command to the driver control
circuitry 220 to disable the driver 208 in order to prevent
messages from being transmitted from the driver 208 to the
transmitters 210, 212, 214. In some embodiments, the pro-
cessing circuitry 202 of the controller 104 may send the first
command to the transmitter control circuitry 218 and the
second command to the driver control circuitry 220 at the
substantially the same time or simultaneously. In other
embodiments, the transmitter control circuitry 218 and/or
the driver control circuitry 220 may receive the command to
initiate the functional safety mechanism directly (e.g., from
the e-stop button, the PL.C, the light curtain, or the like).

During normal operation of the medium voltage drive
102, the power module 106 may continuously monitor for
gaps in communication from the controller 104 via commu-
nication monitoring circuitry 314 (e.g., a communication
watchdog timer) in order to initiate the functional safety
mechanism. For example, the receiver 304 may send the
messages (e.g., digital signal that includes the messages)
from the controller 104 to the processing circuitry 302 and
the communication monitoring circuitry 314. The commu-
nication monitoring circuitry 314 may detect a gap in
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communication from the controller 104 by analyzing the
digital signal from the receiver 304. In some embodiments,
a sufficient time period of a gap in communication from the
controller 104 to trigger the functional safety mechanism
may be greater than or equal to 100 milliseconds. In certain
embodiments, the power module 106 may monitor for a loss
of communication (e.g., messages) from the controller 104
or an irregular frequency of communication transmission
(e.g., an increase or a decrease in frequency of messages
received) from the controller 104. In such embodiments, the
communication monitoring circuitry 314 may detect the loss
of communication or the irregular frequency of communi-
cation transmission and trigger the functional safety mecha-
nism.

In response to the communication monitoring circuitry
314 detecting the gap in communication from the controller
104, the communication monitoring circuitry 314 may trans-
mit data indicative of the detected gap to the processing
circuitry 302 of the power module 106. The processing
circuitry 302 of the power module may then send one or
more respective commands to corresponding circuitry of the
power module 106 to (1) disable the driver circuitry 312 of
the power module 106 and (2) disable generation of enabling
signals that would control the driver circuitry 312 to gen-
erate and transmit one or more signals (e.g., pulse width
modulation signals) to the corresponding power converter
108 to provide power to the motor 110. In particular, the
processing circuitry 302 of the power module 106 may send
a first command to the driver power circuitry 316 to turn off
the power provided to the driver circuitry 312. Additionally,
the processing circuitry 302 of the power module 106 may
send a second command to the gating control circuitry 318
to disable the driver circuitry 312 in order to prevent the
driver circuitry 312 from generating and transmitting the
signals to control operation of the corresponding power
converter 108 to provide power to the motor 110. As a result,
the power module 106 of the medium voltage drive 102 may
be disabled and placed in a safe state.

In some embodiments, the processing circuitry 302 of the
power module 106 may send the first command to the driver
power circuitry 316 and the second command to the gating
control circuitry 318 at the substantially the same time or
simultaneously. In other embodiments, the driver power
circuitry 316 and/or the gating control circuitry 318 may
receive a command to initiate the functional safety mecha-
nism directly (e.g., from the communication monitoring
circuitry 314 in response to detecting the gap).

As described above, during normal operation of the
medium voltage drive 102, the controller 104 may periodi-
cally initiate one or more diagnostic tests (e.g., enable tests
and power tests) to verify the integrity or the operability of
the circuitry that may be used to implement the functional
safety mechanism in the controller 104 of the medium
voltage drive 102, the circuitry that may be used to imple-
ment the functional safety mechanism in each power module
106 of the medium voltage drive 102, or a combination
thereof. Referring back to FIG. 2, the processing circuitry
202 of the controller 104 may periodically initiate a diag-
nostic test to determine whether the transmitter control
circuitry 218 may successfully turn off the power provided
to the transmitters 210, 212, 214. For instance, the process-
ing circuitry 202 of the controller 104 may send a command
to the transmitter control circuitry 218 to generate a test
pulse via the power supply control circuitry 222 and provide
the test pulse to the power supply hold circuitry 224. The
transmitter control circuitry 218 may monitor whether the
test pulse causes a disruption in the power signal provided
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to the transmitters 210, 212, 214. It should be noted that the
power supply hold circuitry 224 provides a hold circuit that
supplies an additional power signal (e.g., a functional safety
power signal) to the transmitters 210, 212, 214 to maintain
operation of the transmitters 210, 212, 214 while the diag-
nostic test is implemented. It should be noted that the
functional safety power signal is distinct from the power
signal through which the test pulse is transmitted from the
power supply control circuitry 222 to the power supply hold
circuitry 224. In this way, communication between the
controller 104 and the power module(s) 106 is not disrupted
during the diagnostic test of the transmitter control circuitry
218.

In some embodiments, the power supply hold circuitry
224 may include a pulse test-latch disposed in the power
supply hold circuitry 224 before the hold circuit. The pulse
test-latch may receive the test pulse from the power supply
control circuitry 222 before it is transmitted to the hold
circuit. In response to receiving the test pulse, a clock input
of the pulse test-latch may switch to a logical one, thereby
causing an output of the pulse test-latch switching to a
logical zero. The hold circuit may then receive the test pulse
from the pulse test-latch, which is detected, thereby, veri-
fying the ability of the power supply hold circuitry 224 to
turn off the power to the transmitters 210, 212, 214. It should
be understood that the test pulse does not cause a disruption
of the power signal from the hold circuit to the transmitters
210, 212, 214 because a capacitor in the hold circuit does not
allow this test pulse through to the transmitters 210, 212,
214.

In response to the output of the pulse test-latch switching
to a logical zero, the transmitter control circuitry 218 may
send data indicative of a successful diagnostic test of the
transmitter control circuitry 218 to the processing circuitry
202 of the controller 104. The processing circuitry 202 of the
controller 104 may then store the successful diagnostic test
result in the memory 206. However, if the pulse test-latch
does not switch to a logical zero, the transmitter control
circuitry 218 may send data indicative of an unsuccessful
diagnostic test of the transmitter control circuitry 218 to the
processing circuitry 202 of the controller 104. If the pro-
cessing circuitry 202 of the controller 104 receives an
unsuccessful diagnostic test result from the transmitter con-
trol circuitry 218, the processing circuitry 202 of the con-
troller 104 may initiate the functional safety mechanism
described herein.

The processing circuitry 202 of the controller 104 may
also periodically initiate a diagnostic test to determine
whether the driver control circuitry 220 may successfully
turn off generation of enabling signals that would control the
driver 208 of the controller 104 to transmit messages to the
transmitters 210, 212, 214 that relay the messages to the
power module(s) 106. For instance, the processing circuitry
202 of the controller 104 may send a command to the driver
control circuitry 220 to generate a test pulse to disable
generation of the enabling signals of the driver 208 by the
enable signal circuitry 226. The driver control circuitry 220
may monitor whether the test pulse causes a disruption in the
enable signal of the enable signal circuitry 226.

Similar to that of the power supply hold circuit 224, the
enable signal circuitry 226 may include a pulse test-latch
that receives the test pulse. In response to receiving the test
pulse, a clock input of the pulse test-latch may switch to a
logical one, thereby causing an output of the pulse test-latch
switching to a logical zero. In response to the output of the
pulse test-latch switching to a logical zero, the driver control
circuitry 220 may send a disabling signal to the driver 208
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of the controller 104. After the driver 208 receives the
disabling signal and subsequently shuts down, the driver 208
may send a signal indicative of a successful shutdown to the
driver control circuitry 220, which sends data indicative of
a successful diagnostic test of the driver control circuitry
220 to the processing circuitry 202 of the controller 104.
Additionally, the driver control circuitry 220 may send an
enable signal to the driver 208 shortly after receiving the
signal indicative of the successful shutdown of the driver
208. In this way, the driver 208 experiences a short shut-
down such that the driver may be re-enabled before any loss
of data being transmitted. The processing circuitry 202 of
the controller 104 may then store the successful diagnostic
test result in the memory 206.

However, if the driver 208 receives the disabling signal
and does not successfully shutdown, the driver 208 may
send a signal indicative of an unsuccessful shutdown to the
driver control circuitry 220, which sends data indicative of
an unsuccessful diagnostic test to the processing circuitry
202 of the controller 104. After the processing circuitry 202
of'the controller 104 receives an unsuccessful diagnostic test
result from the driver control circuitry 220, the processing
circuitry 202 of the controller 104 may initiate the functional
safety mechanism described herein.

Additionally, with reference to FIG. 3, the processing
circuitry 302 of the power module(s) 106 may periodically
initiate one or more diagnostic tests to determine whether
the driver power circuitry 316 may successfully turn off the
power provided to the driver circuitry 312. For instance, the
processing circuitry 302 of the power module(s) may send a
command to the driver power circuitry 316 to generate a test
pulse via the power supply control circuitry 322 and provide
the test pulse to the power supply hold circuitry 320. The
driver power control circuitry 316 may monitor whether the
test pulse causes a disruption in the power signal provided
to the power supply hold circuitry 320. It should be noted
that the power supply hold circuitry 320 provides a hold
circuit that supplies an additional power signal (e.g., a
functional safety power signal) to the driver circuitry 312 to
maintain operation of the driver circuitry 312 while the
diagnostic test is implemented. It also should be noted that
the functional safety power signal may be distinct from the
power signal through which the test pulse is transmitted
from the power supply control circuitry 322 to the power
supply hold circuitry 320. In this way, the driver circuitry
312 may still generate one or more signals to control
operation of the corresponding power converter 108 to
provide power to the motor 110 during the diagnostic test of
the drive power circuitry 316.

Similar to the power supply hold circuitry 224 of the
controller 104, in some embodiments, the power supply hold
circuitry 320 may include a pulse test-latch disposed in the
power supply hold circuitry 320 before the hold circuit. The
pulse test-latch may receive the test pulse from the power
supply control circuitry 322 before it is transmitted to the
hold circuit. In response to receiving the test pulse, a clock
input of the pulse test-latch may switch to a logical one,
thereby causing an output of the pulse test-latch switching to
a logical zero. The hold circuit may then receive the test
pulse from the pulse test-latch, which is detected, thereby
verifying the ability of the power supply hold circuitry 320
to turn off the power to the driver circuitry 312. It should be
understood that the test pulse does not cause a disruption of
the power signal from the hold circuit to the driver circuitry
312 because the capacitor in the hold circuit does not allow
this test pulse to go through to the driver circuitry 312.
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In response to the output of the pulse test-latch switching
to a logical zero, the drive power circuitry 316 may send data
indicative of a successful diagnostic test of the drive power
circuitry 316 to the processing circuitry 302 of the power
module 106. The processing circuitry 302 of the power
module 106 may then transmit the data indicative of the
successful diagnostic test to the processing circuitry 202 of
the controller 104 via a transmitter 324. The processing
circuitry 202 of the controller may then store the data
indicative of the successful diagnostic test of the driver
power control circuitry 316 in the memory 206 of the
processing circuitry 202. In some embodiments, the pro-
cessing circuitry 302 of the power module 106 may also
store the data indicative of the successful diagnostic test of
the drive power circuitry 316 in the memory 308.

If the pulse test-latch does not switch to a logical zero, the
drive power circuitry 316 may send data indicative of an
unsuccessful diagnostic test of the drive power circuitry 316
to the processing circuitry 302 of the power module 106.
After the processing circuitry 302 receives the unsuccessful
diagnostic test result from the drive power circuitry 316, the
processing circuitry 302 may transmit the data indicative of
the unsuccessful diagnostic test of the drive power circuitry
316 to the processing circuitry 202 of the controller 104 via
the transmitter 324. After the processing circuitry 202 of the
controller 104 receives the data indicative of the unsuccess-
ful diagnostic test via a corresponding receiver 228, 230,
232 and receiver circuitry 234, the processing circuitry 202
may then initiate the functional safety mechanism as
described herein.

The processing circuitry 302 of the power module(s) 106
may also periodically initiate a diagnostic test to determine
whether gating signal enable circuitry 319 of driver control
circuitry 318 may successfully turn off generation of
enabling signals that would control the driver circuitry 312
of each power module 106 to generate one or more signals
to control operation of its corresponding power converter
108 to provide power to the motor 110. For instance, the
processing circuitry 302 of the power module 106 may send
a command to the gating signal enable circuitry 319 to
generate a test pulse to disable generation of the enabling
signals of the driver circuitry 312. The gating signal enable
circuitry 319 may monitor whether the test pulse causes a
disruption in the enable signal of the gating signal enable
circuitry 319.

Similar to that of the power supply hold circuit 320, the
gating signal enable circuitry 319 may include a pulse
test-latch that receives the test pulse. In response to receiv-
ing the test pulse, a clock input of the pulse test-latch may
switch to a logical one, thereby causing an output of the
pulse test-latch switching to a logical zero. In response to the
output of the pulse test-latch switching to a logical zero, the
gating signal enable circuitry 319 may send a disabling
signal to the driver circuitry 312 of the power module 106.
After the driver circuitry 312 receives the disabling signal
and subsequently shuts down, the driver circuitry 312 may
send a signal indicative of a successful shutdown to the
gating signal enable circuitry 319, which sends data indica-
tive of a successful diagnostic test of the gating signal enable
circuitry 319 to the processing circuitry 302 of the power
module 106. The processing circuitry 302 may then transmit
the data indicative of the successful diagnostic test of the
gating signal enable circuitry 319 to the processing circuitry
202 of the controller 104. The processing circuitry 202 may
then store the data in the memory 206 of the processing
circuitry 202. In some embodiments, the processing circuitry
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302 of the power module 106 may also store the data in the
memory 308 of the processing circuitry 302.

Additionally, the gating signal enable circuitry 319 may
send an enable signal to the driver circuitry 312 shortly after
receiving the signal indicative of the successful shutdown of
the driver circuitry 312. In this way, the driver circuitry 312
experiences a short shutdown such that the driver circuitry
312 may be re-enabled before there is any loss of data being
sent to the power converter 108.

However, if the driver circuitry 312 receives the disabling
signal and does not successfully shutdown, the driver cir-
cuitry 312 may send a signal indicative of an unsuccessful
shutdown to the gating signal enable circuitry 319, which
sends data indicative of an unsuccessful diagnostic test to
the processing circuitry 302 of the power module 106. The
processing circuitry 302 of the power module 106 may then
transmit the data indicative of the unsuccessful diagnostic
test to the processing circuitry 202 of the controller 104 via
the transmitter 324. The processing circuitry 202 may then
initiate the functional safety mechanism as described herein.

In some embodiments, each diagnostic test may be imple-
mented against the corresponding circuitry of the controller
104 and/or the power module(s) 106 at the same time or
substantially the same time. In other embodiments, an
execution time of each diagnostic test may overlap with at
least one other diagnostic test.

Further, the controller 104 may have power supply moni-
toring circuitry 236 and each power module 106 may have
respective power supply monitoring circuitry 326 that con-
tinuously verifies that each power supply provides power
within an appropriate range to the respective circuitry that
may be used to implement the functional safety mechanism
in the controller 104 of the medium voltage drive 102 and
the respective circuitry that may be used to implement the
functional safety mechanism in each power module 106 of
the medium voltage drive 102. For example, the appropriate
range may be the minimum voltage to maximum voltage
that allows the circuitry to operate within its operational
limits. If at least one of the power supplies that provides
power to the respective circuitry that may be used to
implement the functional safety mechanism in the controller
104 or the respective circuitry that may be used to imple-
ment the functional safety mechanism in each power module
106 deviates out of range, the power supply monitoring
circuitry 236 and/or the power supply monitoring circuitry
326 may send data indicating the deviation to the controller
104 of the medium voltage drive 102. The controller 104
may then initiate the functional safety mechanism described
herein.

Technical effects of the present disclosure include pro-
viding multiple levels of redundancy by implementing dif-
ferent methods to prevent the transmission of signals from
the controller to the power module(s) and different methods
to prevent power from being provided to the motor. That is,
to prevent the transmission of signals from the controller to
the power module(s), the controller of the medium voltage
drive may (1) disable the transmitters (e.g., turn off power to
the transmitters) and (2) disable generation of the gating
signals (e.g., the enabling signals) that would control the
driver of the controller to transmit one or more messages to
the respective transmitters to relay the messages to the
power module(s). Additionally, to prevent power from being
provided to the motor, the power module may (1) disable the
driver circuitry of the power module (e.g., turn off power to
the driver circuitry) and (2) disable generation of the gating
signals (e.g., the enabling signals) that would control the
driver circuitry of the power module to generate the signals
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to control the operation of the corresponding power con-
verter to provide power to the motor. Further, one or more
diagnostic tests may be implemented within the industrial
automation devices to verify the integrity of the circuitry
that may be used to implement the functional safety mecha-
nism in the industrial automation devices without disrupting
communication between the controller and the power mod-
ule(s) of the industrial automation devices. In this way, the
industrial automation device may continue to operate during
the diagnostic tests while certain functional safety standards
may be met. Further, the functional safety mechanism
described herein provides a simple and cost-effective design
as compared to Black Channel communication designs.

The techniques presented and claimed herein are refer-
enced and applied to material objects and concrete examples
of a practical nature that demonstrably improve the present
technical field and, as such, are not abstract, intangible or
purely theoretical. Further, if any claims appended to the end
of this specification contain one or more elements desig-
nated as “means for [perform]ing [a function] . . . ” or “step
for [perform]ing [a function] . . . ™, it is intended that such
elements are to be interpreted under 35 U.S.C. 112(f).
However, for any claims containing elements designated in
any other manner, it is intended that such elements are not
to be interpreted under 35 U.S.C. 112(%).

While only certain features of the invention have been
illustrated and described herein, many modifications and
changes will occur to those skilled in the art. It is, therefore,
to be understood that the appended claims are intended to
cover all such modifications and changes as fall within the
true spirit of the invention.

The invention claimed is:

1. A non-transitory, computer-readable medium associ-
ated with an industrial automation device, wherein the
non-transitory, computer-readable medium, comprises
instructions that when executed by one or more processors,
cause the one or more processors to perform operations
comprising:

receiving one or more inputs indicative of a shutdown of

one or more power modules of the industrial automa-
tion device;

in response to receiving the one or more inputs:

transmitting a first command to driver control circuitry
to disable a driver communicatively coupled to one
or more transmitters, wherein the driver is config-
ured to transmit a continuous control signal via the
one or more transmitters to one or more respective
power modules to control an operation of a power
converter configured to provide power to a motor;
and
transmitting a second command to transmitter control
circuitry to prevent power from being provided to the
one or more transmitters;
wherein each power module of the one or more respective
power modules is configured to:

receive the continuous control signal from the driver via

the one or more transmitters;

monitor, at the power module, the continuous control

signal for a lack of communication from the driver; and

in response to detecting the lack of communication
from the driver to the power module based on the
continuous control signal, utilize a gating signal
enable circuitry to disable driver circuitry of the
power module configured to control the operation of
the power converter to provide power to the motor
and prevent power from being provided to the driver
circuitry.
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2. The non-transitory, computer-readable medium of
claim 1, wherein the first command is transmitted to the
driver control circuitry and the second command is trans-
mitted to the transmitter control circuitry simultaneously.

3. The non-transitory, computer-readable medium of
claim 1, wherein each power module of the one or more
respective power modules is configured to disable the driver
circuitry of the power module and prevent power from being
provided to the driver circuitry at substantially the same
time.

4. The non-transitory, computer-readable medium of
claim 1, wherein a time period of the lack of communication
is based on a transmission rate of the control signal and a
safety reaction time.

5. The non-transitory, computer-readable medium of
claim 1, wherein the industrial automation device comprises
a voltage source drive or a current source drive.

6. A method, comprising:

receiving, by respective processing circuitry of one or

more power modules of an industrial automation
device, a continuous control signal from a controller of
the industrial automation device, wherein the one or
more power modules comprise driver circuitry and a
power converter configured to provide power to a
motor based on the signal;

detecting, by the respective processing circuitry, a lack of

communication from the controller based on the con-
tinuous control signal dropping out of communication
with the power module; and

in response to detecting, at the power module, the con-

tinuous control signal dropping out of communication
with the power module:

transmitting, by the respective processing circuitry, a first

command to gating signal enable circuitry to disable
the driver circuitry; and

transmitting, by the respective processing circuitry, a

second command to driver power circuitry to prevent
power from being provided to the driver circuitry.

7. The method of claim 6, comprising transmitting, by the
controller of the industrial automation device, the control
signal to each power module of the one or more power
modules.

8. The method of claim 6, comprising receiving, by the
controller of the industrial automation device, one or more
inputs indicative of a shutdown of the one or more power
modules.

9. The method of claim 6, comprising disabling, by the
controller of the industrial automation device, a driver of the
controller configured to transmit the control signal to each
power module of the one or more power modules via one or
more respective transmitters of the controller.

10. The method of claim 6, comprising preventing, by the
controller of the industrial automation device, power from
being provided to one or more respective transmitters of the
controller configured to transmit the control signal to each
power module of the one or more power modules.

11. The method of claim 6, comprising initiating, by the
respective processing circuitry, one or more diagnostic tests
configured to verify a first ability of the gating signal enable
circuitry to disable the driver circuitry, a second ability of
the driver power circuitry to prevent power from being
provided to the driver circuitry, or both.

12. The method of claim 11, comprising:

receiving, by the processing circuitry, data indicative of

an unsuccessful diagnostic test of the one or more
diagnostic tests; and
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transmitting, by the processing circuitry, the data indica-
tive of the unsuccessful diagnostic test to the controller
of the industrial automation device.

13. The method of claim 12, comprising:

receiving, by the controller of the industrial automation 4
device, the data indicative of the unsuccessful diagnos-
tic test;

disabling, by the controller of the industrial automation
device, a driver of the controller configured to transmit
the control signal to each power module of the one or
more power modules via one or more respective trans-
mitters of the controller; and

preventing, by the controller of the industrial automation
device, power from being provided to one or more
respective transmitters of the controller configured to
transmit the control signal to each power module of the
one or more power modules.

14. A system, comprising:

a controller, comprising:

a driver communicatively coupled to one or more
transmitters, wherein the driver is configured to
transmit a continuous control signal via the one or
more transmitters to one or more respective power
modules; and

first processing circuitry configured to:
receive one or more inputs indicative of a shutdown

of the one or more respective power modules;
in response to receiving the one or more inputs:
transmitting a first command to driver control
circuitry communicatively coupled to the
driver, wherein the first command is configured
to disable the driver; and
transmitting a second command to transmitter
control circuitry communicatively coupled to
the transmitter, wherein the second command is
configured to prevent power from being pro-
vided to the one or more transmitters; and
a power module of the one or more respective power
modules, wherein the power module is configured to
control an operation of a power converter to provide
power to a motor, wherein the power module is com-
municatively coupled to a first transmitter of the one or
more transmitters, and wherein the power module
comprises:
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driver circuitry configured to control the operation of
the power converter; and
second processing circuitry, at the power module, con-
figured to:
receive the continuous control signal from the first
transmitter;
detect a lack of communication from the driver based
on the continuous control signal;
in response to detecting the lack of communication:
transmit a third command to gating signal enable
circuitry at the power module to disable the
driver circuitry; and
transmit a fourth command to driver power cir-
cuitry to prevent power from being provided to
the driver circuitry.

15. The system of claim 14, wherein each power module
of the one or more respective power modules comprises a
communication timer that is configured to monitor the
continuous control signal for the lack of communication.

16. The system of claim 14, wherein the controller is
configured to initiate one or more diagnostic tests to verify
an ability of the driver control circuitry to disable the driver.

17. The system of claim 14, wherein the controller is
configured to initiate one or more diagnostic tests to verify
an ability of the transmitter control circuitry to prevent
power from being provided to the one or more transmitters.

18. The system of claim 14, wherein each power module
of the one or more respective power modules is configured
to initiate one or more diagnostic tests configured to verify
an ability of the gating signal enable circuitry to disable the
driver.

19. The system of claim 14, wherein each power module
of the one or more respective power modules is configured
to initiate one or more diagnostic tests configured to verify
an ability of the driver power circuitry to prevent power
from being provided to the driver circuitry.

20. The system of claim 14, wherein the one or more
inputs indicative of the shutdown of the one or more
respective power modules are associated with an e-stop
button, a programmable logic controller (PLC), a light
curtain, or a combination thereof.
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