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SEMI - PRIVATE BLOCKCHAIN VIRTUAL 
CURRENCY EXCHANGE SYSTEMS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[ 0001 ] This application is a continuation of , and claims 
priority under 35 U.S.C. § 120 to , U.S. patent application 
Ser . No. 16 / 008,606 , filed Jun . 14 , 2018 , the entire contents 
of which is fully incorporated herein by reference . 

restrictions but typically require substantial computational 
power to maintain a ledger on a large scale and provide little 
privacy and security . Conversely , private and semi - private 
blockchain systems restrict what entities are authorized to 
participate in writing to the distributed ledger . While helpful , 
existing blockchain systems struggle to provide appropriate 
control and flexibility in a manner that provides widespread 
access to customers and merchants wishing to participate , 
ensures the authenticity of rewards points , securely and 
cost - efficiently facilitates transactions , and avoids overload 
ing the computational power of the system . 
[ 0006 ] Accordingly , the disclosed semi - private blockchain 
virtual currency exchange systems and methods are directed 
to these and other considerations . 

FIELD 

[ 0002 ] This disclosed technology relates to semi - private 
blockchain virtual currency exchange systems , and more 
specifically to semi - private blockchain virtual currency 
exchange systems having merchant nodes exclusively 
capable of creating merchant - specific virtual currency units . 

BRIEF SUMMARY 

BACKGROUND 

[ 0003 ] Merchants often provide rewards points , discounts , 
promotions , etc. to customers in order to incentivize cus 
tomers to return for repeat purchases ( e.g. , buying five cups 
of coffee to receive a free sixth cup ) . These rewards may be 
attractive to “ regular " customers who frequently patron a 
particular merchant but are less effective for those who only 
make infrequent visits . Often , customers obtain rewards 
from a merchant that they are unlikely to redeem ( e.g. , 
because they live in an area that lacks a physical store for 
that merchant , they prefer another merchant , they do not 
need a particular volume of a product , etc. ) and are unable 
to benefit from the rewards by exchanging the reward with 
another customer who would like to redeem it . 
[ 0004 ] Some merchants ( e.g. , credit card issuers , airlines , 
etc. ) allow customers to exchange one type of their rewards 
points for another type of their rewards points or rewards 
points for an affiliated partner ( e.g. , credit card points in 
exchange for air mileage points with an affiliated partner , air 
mileage points in exchange for those of an affiliated partner 
airline , etc. ) , but such exchanges are limited to certain types 
of rewards points and partnerships between merchants , both 
of which are determined by the merchants . Instead , many 
customers may prefer to exchange rewards points for those 
affiliated with any merchant of their choosing , regardless of 
merchant partnerships or type of rewards points . Other 
existing Internet - based marketplaces allow customers to 
exchange rewards points for cash or freely barter any 
property , but typically either charge a substantial fee to 
facilitate the exchange for cash or are unregulated and 
present security and authenticity risks . 
[ 0005 ] To more freely and securely facilitate transactions 
and exchanges involving rewards points , some systems have 
turned to so - called distributed “ blockchain ” systems that can 
simultaneously record transaction - related entries in multiple 
places , and simultaneously . Unlike traditional centralized 
ledgers , which typically rely on a central authority to vali 
date the authenticity of transactions recorded in the database 
and make the system susceptible to lost information , tam 
pering , validation delays , etc. , such blockchain systems 
typically have no centralized data store . Instead , transactions 
are bundled into blocks that are chained together and then 
broadcasted to other nodes in the network . Different types of 
blockchain systems restrict who is allowed to particulate in 
the system and maintain the shared ledger . For example , 
public blockchain systems ( e.g. , Bitcoin ) have no participant 

[ 0007 ] The disclosed technology is directed to a merchant 
node among a plurality of merchant nodes on a semi - private 
blockchain virtual currency exchange system . The plurality 
of merchant nodes may include one or more merchant nodes 
associated with a first merchant ( i.e. , “ first merchant nodes ” ) 
and exclusively capable of creating virtual currency units 
corresponding to the first merchant ( i.e. , “ first virtual cur 
rency units ” ) . The plurality of merchant nodes may also 
include one or more merchant nodes associated with a 
second , unaffiliated merchant ( i.e. , “ second merchant nodes " 
or “ unaffiliated merchant nodes ” ) and exclusively capable of 
creating another type of merchant specific virtual currency 
units ( i.e. , “ second virtual currency units ” ) . Each merchant 
node may include one or more processors and a memory in 
communication with the one or more processors that stores 
instructions that , when executed , cause the merchant node to 
perform one or more steps of method ( s ) disclosed herein . 
[ 0008 ] In some exemplary embodiments , the first mer 
chant node may be configured to create a plurality of first 
virtual currency units and issue one or more of the first 
virtual currency units to a first customer account . Each 
customer account may be associated with a customer com 
puting device connected to the system and , unlike the 
merchant nodes , the customer computing devices are unable 
to create any type of virtual currency units within the 
system . The first merchant node may receive a transaction 
request for exchanging one or more of the first virtual 
currency units for a second currency type ( e.g. , second 
virtual currency units , generic virtual currency units , U.S. 
dollars , etc. ) between the first customer account and a 
second customer account . Responsive to the transaction 
request , the first merchant node may validate the transaction 
request and create a transaction receipt after the transaction 
request has been validated . The first merchant node may 
then send the transaction receipt to one or more of the 
unaffiliated merchant nodes ( e.g. , the second merchant 
nodes and / or third , fourth , fifth , etc. merchant nodes ) in 
order to store and record the transaction receipt on the 
system . 
[ 0009 ] In other exemplary embodiments , the first mer 
chant node may receive , from a point - of - sale ( POS ) terminal 
associated with the first merchant , a redemption request to 
redeem one or more of the first virtual currency units from 
a customer account ( e.g. , the first , second , third , etc. cus 
tomer account ) . In response , the first merchant node may 
validate the redemption request and create a redemption 
receipt after the redemption request is validated . The first 
merchant node may then send the redemption receipt to one 
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or more of the unaffiliated merchant nodes in order to store 
and record the redemption receipt on the system . 
[ 0010 ] Certain implementations of the disclosed technol 
ogy include a semi - private distributed ledger system that 
may provide a flexible , efficient , and secure means to issue , 
exchange , and redeem virtual currencies , rewards , loyalty 
points , and the like . 
[ 0011 ] Other implementations , features , and aspects of the 
disclosed technology are described in detail herein and are 
considered a part of the claimed disclosed technology . Other 
implementations , features , and aspects can be understood 
with reference to the following detailed description , accom 
panying drawings , and claims . 

BRIEF DESCRIPTION OF THE FIGURES 

[ 0012 ] Reference will now be made to the accompanying 
drawings , which are not necessarily drawn to scale , and 
which are incorporated into and constitute a portion of this 
disclosure , illustrate various implementations and aspects of 
the disclosed technology and , together with the description , 
serve to explain the principles of the disclosed technology . 
In the drawings : 
[ 0013 ] FIG . 1 is a system diagram a semi - private block 
chain virtual currency exchange system in accordance with 
some exemplary embodiments ; 
[ 0014 ] FIG . 2 is a component diagram of a merchant node 
in accordance with some exemplary embodiments ; 
[ 0015 ] FIG . 3 is a flow diagram for a transaction history in 
which merchant A issues virtual currency units to customer 
A , who transfers the virtual currency units to customer B , 
who eventually redeems them from merchant A , in accor 
dance with some exemplary embodiments ; 
[ 0016 ] FIG . 4 is a flow diagram for a chain of ownership 
in which a customer transfers a virtual digital currency 
associated with merchant A to merchant B in exchange for 
virtual digital currency associated with merchant B ; 
[ 0017 ] FIG . 5 is a block diagram of a chain made up of 
groups of transaction blocks to be timestamped and widely 
published , according to some exemplary embodiments ; 
[ 0018 ] FIG . 6 is a flow diagram of a method for providing 
units of a first virtual currency for exchange within the 
system of FIG . 1 in accordance with some exemplary 
embodiments ; and 
[ 0019 ] FIG . 7 is a flow diagram of a method for issuing 
virtual currency units to customers at a point - of - sale loca 
tion , according to some exemplary embodiments . 

[ 0021 ] It is also to be understood that the mention of one 
or more method steps does not preclude the presence of 
additional method steps or intervening method steps 
between those steps expressly identified . Similarly , it is also 
to be understood that the mention of one or more compo 
nents in a device or system does not preclude the presence 
of additional components or intervening components 
between those components expressly identified . 
[ 0022 ] According to one aspect of the disclosed technol 
ogy , a first merchant node on a semi - private blockchain 
virtual currency exchange system is disclosed . The first 
merchant node may be associated with a first merchant and 
exclusively capable of creating first virtual currency units 
within the system . One or more unaffiliated merchant nodes 
may be associated with an unaffiliated merchant and exclu 
sively capable of creating another type of merchant - specific 
virtual currency units within the system . The first merchant 
node may include one or more processors and a memory in 
communication with the processors and storing instructions 
that , when executed by the processors , are configured to 
cause the first merchant node to perform steps of a method . 
The first merchant node may create a plurality of first virtual 
currency units and issue one or more of the first virtual 
currency units to a first customer account associated with a 
first customer computing device . Each customer computing 
device within the system may be incapable of creating any 
type of virtual currency units within the system . The first 
merchant node may receive a first transaction request for 
exchanging one or more of first virtual currency units for 
second currency type between the first customer account and 
a second customer account associated with a second cus 
tomer computing device . In response , the first merchant 
node may validate the first transaction request , create a first 
transaction receipt after the first transaction request has been 
validated , and send the first transaction receipt to one or 
more of the unaffiliated merchant nodes for storage to record 
the first transaction receipt within the system . The first 
merchant node may receive , from a point - of - sale ( POS ) 
terminal associated with the first merchant , a first redemp 
tion request to redeem one or more of the first virtual 
currency units from one of the first customer account , the 
second customer account , or a third customer account asso 
ciated with a third customer computing device . In response , 
the first merchant node may validate the first redemption 
request , create a first redemption receipt after the first 
redemption request has been validated , and send the first 
redemption receipt to one or more of the unaffiliated mer 
chant nodes for storage to record the first redemption receipt 
within the system . 
[ 0023 ] In some embodiments , the first virtual currency 
units may include rewards credits that are exclusively 
redeemable from the first merchant . The second currency 
type may include one or more second virtual currency units 
( e.g. , rewards credits that are exclusively redeemable from 
the second merchant ) that are exclusively created by the 
second merchant node of the one or more unaffiliated 
merchant nodes . 
[ 0024 ] In some embodiments , issuing one or more of the 
first virtual currency units to the first customer account may 
include validating the issuance , creating an issuance receipt 
after the issuance has been validated , and sending the 
issuance receipt to one or more of the unaffiliated merchant 
nodes for storage to record the issuance receipt within the 
system . In other embodiments , issuing one or more of the 

DETAILED DESCRIPTION 

[ 0020 ] Some implementations of the disclosed techn 
will be described more fully with reference to the accom 
panying drawings . This disclosed technology may , however , 
be embodied in many different forms and should not be 
construed as limited to the implementations set forth herein . 
The components described hereinafter as making up various 
elements of the disclosed technology are intended to be 
illustrative and not restrictive . Many suitable components 
that would perform the same or similar functions as com 
ponents described herein are intended to be embraced within 
the scope of the disclosed electronic devices and methods . 
Such other components not described herein may include , 
but are not limited to , for example , components developed 
after development of the disclosed technology . 
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first virtual currency units to the first customer account may 
include receiving a virtual currency issue request for the first 
customer account when the first computing device is located 
proximate the POS terminal associated with the first mer 
chant , and issuing ( e.g. , by the merchant node or via the POS 
terminal or another device at the direction of the merchant 
node ) one or more of the first virtual currency units to the 
first customer account while the first computing device is 
located proximate the POS terminal . 
[ 0025 ] In further embodiments , sending the first transac 
tion receipt to one or more of the unaffiliated merchant nodes 
may include sending the one or more of the first transaction 
receipt to a randomly - selected first plurality of the unaffili 
ated merchant nodes . Additionally , sending the first redemp 
tion receipt to one or more of the unaffiliated merchant nodes 
may include sending the one or more of the first transaction 
receipt to a randomly - selected second plurality of the unaf 
filiated merchant nodes that differs from the first plurality of 
the unaffiliated merchant nodes . 
[ 0026 ] In some embodiments , validating the first transac 
tion may include receiving a notification of successful 
verification by the first customer computing device based on 
a first customer public key associated with the first customer 
computing device and a first customer private key known 
only to the first customer computing device , comparing a 
purported first merchant private key known only to the first 
merchant node and associated with a first merchant public 
key with a stored first merchant private key , and validating 
the first transaction based on the received notification and 
the comparison . 
[ 0027 ] In further embodiments , the first merchant node 
may also be configured to receive a second transaction 
receipt from one or more of the unaffiliated merchant nodes 
for storage to record the second transaction receipt within 
the system . 
[ 0028 ] According to another aspect of the disclosed tech 
nology , a semi - private blockchain virtual currency exchange 
system is disclosed . The system may include one or more 
processors and a memory in communication with the one or 
more processors and storing instructions that , when 
executed by the one or more processors , are configured to 
cause the system to perform steps of a method . The system 
may generate , by a first merchant node within the system , a 
plurality of first virtual currency units . The first merchant 
node may be associated with a first merchant . The system 
may issue , by the first merchant node , one or more of the first 
virtual currency units to a first customer account associated 
with a first customer computing device of a plurality of 
customer computing devices within the system . Each of the 
plurality of customer computing devices may be incapable 
of generating first virtual currency units or second virtual 
currency units . The system may receive , at the first merchant 
node , a first transaction request for transferring one or more 
of first virtual currency units from the first customer account 
to a second customer account associated with a second 
customer computing device of the plurality of customer 
computing devices within the system . In response , the 
system may validate , at the first merchant node , the first 
transaction request and generate , at the first merchant node , 
a first transaction receipt after the first transaction request 
has been validated . The system may transmit the first 
transaction receipt to at least a second merchant node on the 
system for storage to update a record of first virtual currency 
transactions within the system . The second merchant node 

may be associated with a second merchant and capable of 
creating one or more of the second virtual currency units . 
The system may also receive , at the first merchant node , a 
second transaction request for a second transaction transfer 
ring one or more of first virtual currency units from the 
second customer account to a third customer account asso 
ciated with a third customer computing device of the plu 
rality of customer computing devices within the system . In 
response , the system may validate , at the first merchant 
node , the second transaction request and generate , at the first 
merchant node , a second transaction receipt after the second 
transaction request has been validated . The system may 
transmit the second transaction receipt to at least the second 
merchant node on the system for storage to update the record 
of first virtual currency transactions within the system . The 
system may also receive , at a point - of - sale ( POS ) terminal 
associated with the first merchant , a first redemption request 
to redeem one or more of the first virtual currency units from 
one of the first customer account , the second customer 
account , or a third customer account associated with a third 
customer computing device of the plurality of customer 
computing devices within the system . In response , the 
system may validate , at the first merchant node , the first 
redemption request and generate , at the first merchant node , 
a first redemption receipt after the first redemption request 
has been validated . The system may transmit the first 
redemption receipt to at least the second merchant node on 
the system for storage to update the record of first virtual 
currency transactions within the system . 
[ 0029 ] In some embodiments , the first merchant node may 
include one or more first merchant nodes associated with the 
first merchant . The one or more first merchant nodes may be 
exclusively capable of creating the first virtual currency 
units within the system . Similarly , the second merchant may 
be unaffiliated with the first merchant and include one or 
more second merchant nodes associated with the second 
merchant . The one or more second merchant nodes may be 
exclusively capable of creating the second virtual currency 
units within the system . 
[ 0030 ] In further embodiments , issuing one or more of the 
first virtual currency units to the first customer account may 
include additional steps . For example , it may include vali 
dating , at the first merchant node , the issuance request and 
generating , at the first merchant node , an issuance receipt 
after the issuance request has been validated . It may also 
include sending the issuance receipt to at least the second 
merchant node on the system for storage to update the record 
of first virtual currency transactions within the system . 
[ 0031 ] In some embodiments , validating the first transac 
tion may include additional steps . For example , it may 
include receiving , by the first merchant node , a notification 
of successful verification by the first customer computing 
device based on a first customer public key associated with 
the first customer computing device and a first customer 
private key known only to the first customer computing 
device . It may also include comparing , by the first merchant 
node , a purported first merchant private key known only to 
the first merchant node and associated with a first merchant 
public key to a stored first merchant private key . Further , it 
may include validating the first transaction based on the 
received notification and the comparison . 
[ 0032 ] The system may be further configured to receive , at 
the first merchant node , a third transaction receipt from the 
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second merchant node for storage to update a record of 
second virtual currency transactions within the system . 
[ 0033 ] In yet another aspect of the disclosed technology , a 
first merchant node of a plurality of merchant nodes on a 
semi - private blockchain virtual currency exchange system is 
disclosed . The plurality of merchant nodes may include the 
first merchant node associated with a first merchant and a 
plurality of unaffiliated merchant nodes each associated with 
an unaffiliated merchant . The first merchant node may be 
exclusively capable of creating and redeeming first virtual 
currency units within the system . Each of the plurality of 
unaffiliated merchant nodes may be exclusively capable of 
creating and redeeming another type of merchant - specific 
virtual currency units within the system . The first merchant 
node may include one or more processors and a memory in 
communication with the one or more processors and storing 
instructions that , when executed by the one or more proces 
sors , are configured to cause the first merchant node to 
perform steps of a method . Specifically , the first merchant 
node may create a plurality of first virtual currency units and 
issue one or more of the first virtual currency units to one or 
more of a plurality of customer accounts each associated 
with one of a plurality of customer computing devices 
within the system . The first merchant node may create an 
issuance receipt after the one or more first virtual currency 
units have been issued and send the issuance receipt to a 
randomly - identified subset of the plurality of unaffiliated 
merchant nodes for storage to record the issuance receipt 
within the system . Further , the first merchant node may 
receive one or more transaction requests for transferring one 
or more of the first virtual currency units between two or 
more of the customer accounts . In response , the first mer 
chant node may validate each of the transaction requests , 
create a transaction receipt after each of the transaction 
requests has been validated , and send each of the transaction 
receipts to a first randomly - identified subset of the plurality 
of unaffiliated merchant nodes for storage to record the 
issuance receipt within the system . The first merchant node 
may also receive one or more redemption requests to redeem 
one or more of the first virtual currency units from one of the 
customer accounts . In response , the first merchant node may 
validate the redemption request , create a redemption receipt 
after the redemption request has been validated , and send the 
redemption receipt to a second randomly - identified subset of 
the plurality of unaffiliated merchant nodes for storage to 
record the issuance receipt within the system . 
[ 0034 ] In some embodiments , the first virtual currency 
may include rewards credits that are exclusively redeemable 
from the first merchant via the first merchant node . In some 
embodiments , the plurality of unaffiliated merchant nodes 
may include at least a second merchant node and a third 
merchant node , the second merchant node being exclusively 
capable of creating and redeeming second virtual currency 
units within the system and the third merchant node being 
exclusively capable of creating and redeeming third virtual 
currency units within the system . 
[ 0035 ] In further embodiments , the first merchant node is 
further configured to randomly determine the first randomly 
identified subset of the plurality of unaffiliated merchant 
nodes and randomly determine the second randomly - iden 
tified subset of the plurality of unaffiliated merchant nodes , 
the first randomly - identified subset differing from the second 
randomly - identified subset . 

[ 0036 ] In some embodiments , the first merchant node may 
also include a POS terminal associated with the first mer 
chant . The POS terminal may provide an interface for 
issuing and redeeming one or more of the first virtual 
currency units . In some embodiments , the POS terminal may 
be a physical POS terminal located at a merchant storefront , 
and in other embodiments , the POS terminal may be entirely 
virtual ( e.g. , in the case of an online merchant ) . 
[ 0037 ] Although some of the above embodiments are 
described with respect to systems , it is contemplated that 
embodiments with identical or substantially similar features 
may alternatively be implemented as methods and / or non 
transitory computer - readable media , and vice versa . 
[ 0038 ] Reference will now be made in detail to exemplary 
embodiments of the disclosed technology , examples of 
which are illustrated in the accompanying drawings and 
disclosed herein . Wherever convenient , the same references 
numbers will be used throughout the drawings to refer to the 
same or like parts . 
[ 0039 ] FIG . 1 depicts an example semi - private blockchain 
virtual currency exchange system according to an example 
implementation of the disclosed technology . The example 
system 100 may include a plurality of devices connected by 
a network 140. The system 100 may include a plurality of 
unaffiliated merchant nodes 120 ( individually 120A , 120B , 
etc. ) . Each merchant node may be associated with a mer 
chant and exclusively capable of creating and issuing virtual 
currency units within the system 100. It is to be understood 
that any merchant node ( e.g. , merchant node 120A ) may 
consist of a single node or multiple nodes all affiliated with 
a single merchant . One or more unaffiliated merchant nodes 
may be associated with an unaffiliated merchant and exclu 
sively capable of creating another type of merchant - specific 
virtual currency units within the system ( e.g. , merchant node 
120B is an unaffiliated merchant node with respect to 
merchant node 120A ) . Each merchant node 120 may include 
one or more of a plurality of merchant POS terminals 130 
( individually 130A , 130B , etc. ) , which may provide an 
interface for issuing and redeeming one or more of the 

tive virtual currency units which the merchant node 
120 may create . It is to be understood that the merchant POS 
terminal 130 associated with each merchant node 120 may 
be a single terminal or multiple terminals ( or other types of 
computing devices ) associated with the corresponding mer 
chant node 120 ( e.g. , the merchant node 120A may be 
matched with merchant POS terminal 130A ) . 
[ 0040 ] Further , the system 100 may be in communication 
( e.g. , via the network 140 ) with a plurality of customer 
devices 110 ( individually 110A , 110B , etc. ) . The plurality of 
customer device 110 may not create any type of virtual 
currency within the system 100 , but the system 100 may 
enable the plurality of merchant nodes 120 to transfer 
existing virtual currency units to one or more of the cus 
tomer devices 110. Each customer device 110 may also 
transfer virtual currency to any other customer device 110 
( e.g. , a transfer of currency from the customer device 110A 
to the customer device 110B ) . Whenever a transaction or 
redemption of any virtual currency occurs within the system 
100 , the merchant node 120 responsible for the transaction 
or redemption of currency may send a transaction or 
redemption receipt to one or more of the unaffiliated mer 
chant nodes 120 in order to record the transaction , where the 
respective unaffiliated merchant node 120 may store the 
transaction or redemption on a merchant database 122 ( e.g. , 
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each merchant node 120A corresponds to a respective mer 
chant database 122A ) . It is to be understood that the mer 
chant database 122 may be a single database or multiple 
databases associated with the corresponding merchant node 
120 . 
[ 0041 ] The system 100 may include an authorization node 
150 which may , via the network 140 , authorize the plurality 
of merchant nodes 120 to create and issue their correspond 
ing virtual currencies . The authorization node 150 may be in 
communication with an authorization database 152 on which 
the authorization node may store the identity of each mer 
chant node 120 in the system 100 , and which respective 
virtual currencies each merchant node 120 may create and / or 
issue . Like the merchant node 120 , it is understood that the 
authorization node 150 may include one or more authoriza 
tion nodes capable of authorizing the plurality of merchant 
nodes 120 to create and issue virtual currency . In some 
embodiments , the authorization node 150 and / or its desig 
nated nodes may be exclusively capable of creating and 
issuing generic virtual currency units within the system 100 . 
[ 0042 ] As shown in more detail in FIG . 2 , the merchant 
node 120 may include a processor 210 , an input / output 
( “ I / O ” ) device 220 , a memory 230 containing an operating 
system ( “ OS ” ) 240 , a program 250 , and a database 260. For 
example , the merchant node 120 may be a single device or 
server or may be configured as a distributed computer 
system including multiple servers , devices , or computers 
that interoperate to perform one or more of the processes and 
functionalities associated with the disclosed embodiments . 
In some embodiments , the merchant node 120 may further 
include a peripheral interface , a transceiver , a mobile net 
work interface in communication with the processor 210 , a 
bus configured to facilitate communication between the 
various components of the merchant node 120 , and a power 
source configured to power one or more components of the 
merchant node 120. Servers , databases , and other computing 
devices ( e.g. , the authorization node 150 , the merchant POS 
terminal 130 , and the customer device 110 ) included in the 
system 100 may include many components that are similar 
to or even have the same capabilities as those described with 
respect to the merchant node 120 . 
[ 0043 ] A peripheral interface may include hardware , firm 
ware and / or software that enables communication with 
various peripheral devices , such as media drives ( e.g. , 
magnetic disk , solid state , or optical disk drives ) , other 
processing devices , or any other input source used in con 
nection with the instant techniques . In some embodiments , 
a peripheral interface may include a serial port , a parallel 
port , a general - purpose input and output ( GPIO ) port , a 
game port , a universal serial bus ( USB ) , a micro - USB port , 
a high definition multimedia ( HDMI ) port , a video port , an 
audio port , a BluetoothTM port , a near - field communication 
( NFC ) port , another like communication interface , or any 
combination thereof . 
[ 0044 ] In some embodiments , a transceiver may be con 
figured to communicate with compatible devices and ID tags 
when they are within a predetermined range . A transceiver 
may be compatible with one or more of : radio - frequency 
identification ( RFID ) , near - field communication ( NFC ) , 
BluetoothTM , low - energy BluetoothTM ( BLE ) , WiFiTM , Zig 
BeeTM , ambient backscatter communications ( ABC ) proto 
cols or similar technologies . 
[ 0045 ] A mobile network interface may provide access to 
a cellular network , the Internet , a local area network , or 

another wide - area network . In some embodiments , a mobile 
network interface may include hardware , firmware , and / or 
software that allows the processor ( s ) 210 to communicate 
with other devices via wired or wireless networks , whether 
local or wide area , private or public , as known in the art . A 
power source may be configured to provide an appropriate 
alternating current ( AC ) or direct current ( DC ) to power 
components . 
[ 0046 ] The processor 210 may include one or more of a 
microprocessor , microcontroller , digital signal processor , 
co - processor or the like or combinations thereof capable of 
executing stored instructions and operating upon stored data . 
The memory 230 may include , in some implementations , 
one or more suitable types of memory ( e.g. , such as volatile 
or non - volatile memory , random access memory ( RAM ) , 
read only memory ( ROM ) , programmable read - only 
memory ( PROM ) , erasable programmable read - only 
memory ( EPROM ) , electrically erasable programmable 
read - only memory ( EEPROM ) , magnetic disks , optical 
disks , floppy disks , hard disks , removable cartridges , flash 
memory , a redundant array of independent disks ( RAID ) , 
and the like ) , for storing files including an operating system , 
application programs ( including , for example , a web 
browser application , a widget or gadget engine , and or other 
applications , as necessary ) , executable instructions and data . 
In one embodiment , the processing techniques described 
herein are implemented as a combination of executable 
instructions and data within the memory 230 . 
[ 0047 ] The processor 210 may be one or more known 
processing devices , such as a microprocessor from the 
PentiumTM family manufactured by IntelTM or the TurionTM 
family manufactured by AMDTM . The processor 210 may 
constitute a single core or multiple core processor that 
executes parallel processes simultaneously . For example , the 
processor 210 may be a single core processor that is con 
figured with virtual processing technologies . In certain 
embodiments , the processor 210 may use logical processors 
to simultaneously execute and control multiple processes . 
The processor 210 may implement virtual machine tech 
nologies , or other similar known technologies to provide the 
ability to execute , control , run , manipulate , store , etc. mul 
tiple software processes , applications , programs , etc. One of 
ordinary skill in the art would understand that other types of 
processor arrangements could be implemented that provide 
for the capabilities disclosed herein . 
[ 0048 ] The merchant node 120 may include one or more 
storage devices configured to store information used by the 
processor 210 ( or other components ) to perform certain 
functions related to the disclosed embodiments . In some 
embodiments , the merchant node 120 may include a 
memory 230 that includes instructions to enable processor 
210 to execute one or more applications , such as server 
applications , network communication processes , and any 
other type of application or software known to be available 
on computer systems . Alternatively , the instructions , appli 
cation programs , etc. may be stored in an external storage or 
available from a memory over a network . The one or more 
storage devices may be a volatile or non - volatile , magnetic , 
semiconductor , tape , optical , removable , non - removable , or 
other type of storage device or tangible computer - readable 
medium . 
[ 0049 ] In one embodiment , the merchant node 120 may 
include the memory 230 that includes instructions that , 
when executed by the processor 210 , perform one or more 
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processes consistent with the functionalities disclosed 
herein . Methods , systems , and articles of manufacture con 
sistent with disclosed embodiments are not limited to sepa 
rate programs or computers configured to perform dedicated 
tasks . For example , the merchant node 120 may include the 
memory 230 that may include one or more programs 250 to 
perform one or more functions of the disclosed embodi 
ments . Moreover , the processor 210 may execute one or 
more programs 250 located remotely from the system 100 . 
For example , the system 100 may access one or more remote 
programs 250 , that , when executed , perform functions 
related to disclosed embodiments . 
[ 0050 ] The memory 230 may include one or more memory 
devices that store data and instructions used to perform one 
or more features of the disclosed embodiments . The 
Memory 230 may also include any combination of one or 
more databases controlled by memory controller devices 
( e.g. , server ( s ) , etc. ) or software , such as document man 
agement systems , MicrosoftTM SQL databases , Mongo data 
bases , SharePointTM databases , OracleTM databases , Syb 
aseTM databases , or other relational or non - relational 
databases . The memory 230 may also include software , such 
as HadoopTM , enabling the system to store and process large 
volumes of data distributed across a cluster of commodity 
servers and commodity storage connected via the network 
140. The memory 230 databases may consist of files on the 
system 100 that are simply read into the memory , and the 
disclosed embodiments are not limited to separate databases 
or even to the use of a database . The memory 230 may 
include software components that , when executed by the 
processor 210 , perform one or more processes consistent 
with the disclosed embodiments . In some embodiments , the 
memory 230 may include a database 260 for storing related 
data to enable the merchant node 120 to perform one or more 
of the processes and functionalities associated with the 
disclosed embodiments . 
[ 0051 ] The merchant node 120 may also be communica 
tively connected to one or more memory devices ( e.g. , 
databases ) locally or through the network 140. The remote 
memory devices may be configured to store information and 
may be accessed and / or managed by the merchant node 120 . 
By way of example , the remote memory devices may be 
document management systems , MicrosoftTM SQL database , 
Mongo databases , SharePointTM databases , OracleTM data 
bases , SybaseTM databases , or other relational or non - rela 
tional databases . The remote memory devices may also 
include software , such as HadoopTM , enabling them to store 
and process large volumes of data distributed across a cluster 
of commodity servers and commodity storage connected via 
the network 140. These memory devices may consist of files 
on the system 100 that are simply read into the memory , and 
the disclosed embodiments are not limited to separate data 
bases or even to the use of a database . Systems and methods 
consistent with disclosed embodiments , however , are not 
limited to separate databases or even to the use of a database . 
[ 0052 ] The merchant node 120 may also include one or 
more I / O devices 220 that may comprise one or more 
interfaces for receiving signals or input from devices and 
providing signals or output to one or more devices that allow 
data to be received and / or transmitted by the merchant node 
120. For example , the merchant node 120 may include 
interface components , which may provide interfaces to one 
or more input devices , such as one or more keyboards , 
mouse devices , touch screens , track pads , trackballs , scroll 

wheels , digital cameras , microphones , sensors , scanners , 
and the like , that enable the merchant node 120 to receive 
data from one or more users . 
[ 0053 ] In exemplary embodiments of the disclosed tech 
nology , the merchant node 120 may include any number of 
hardware and / or software applications that are executed to 
facilitate any of the operations . The one or more I / O inter 
faces may be utilized to receive or collect data and / or user 
instructions from a wide variety of input devices . Received 
data may be processed by one or more computer processors 
as desired in various implementations of the disclosed 
technology and / or stored in one or more memory devices . 
[ 0054 ] While the merchant node 120 has been described as 
one form for implementing the techniques described herein , 
those having ordinary skill in the art will appreciate that 
other , functionally equivalent techniques may be employed . 
For example , as known in the art , some or all of the 
functionality implemented via executable instructions may 
also be implemented using firmware and / or hardware 
devices such as application specific integrated circuits 
( ASICs ) , programmable logic arrays , state machines , etc. 
Furthermore , other implementations of the merchant node 
120 may include a greater or lesser number of components 
than those illustrated . 
[ 0055 ] The disclosed embodiments also relate to tangible 
and non - transitory computer readable media that include 
program instructions or program code that , when executed 
by one or more processors , perform one or more computer 
implemented operations . The program instructions or pro 
gram code may include specially designed and constructed 
instructions or code , and / or instructions and code well 
known and available to those having ordinary skill in the 
computer software arts . For example , the disclosed embodi 
ments may execute high - level and / or low - level software 
instructions , such as machine code ( e.g. , such as that pro 
duced by a compiler ) and / or high - level code that can be 
executed by a processor using an interpreter . 
[ 0056 ] Returning to FIG . 1 , the customer device 110 may 
have some or all of the components of the merchant node 
120. The customer device 110 may be a mobile computing 
device carried by a user of the system . The customer device 
110 may be associated with a respective customer account 
capable of receiving virtual currency that may be issued by 
the merchant node 120. The customer device 110 may 
further be configured so that virtual currency may be trans 
ferred from one customer device 110 to another ( e.g. , from 
the customer device 110A to the customer device 110B ) by 
sending the associated merchant node 120 ( e.g. , the mer 
chant node 120A may be associated with the customer 
device 110A ) a transaction request be validated . Upon 
validation , the merchant node 120 may validate the trans 
action request and create a transaction receipt which may be 
broadcast to other nodes on the system 100 in order to record 
the transaction on the blockchain . In some embodiments , the 
customer device 110 may redeem virtual currency in its 
associated customer account by sending the POS terminal 
130 a redemption request when the customer device 110 is 
within a predetermined range of the respective merchant 
POS terminal 130 corresponding to the merchant node 120 
that created the virtual currency . 
[ 0057 ] The merchant node 120 may perform a variety of 
functions on the blockchain , including creating and issuing 
virtual currency units . Further , the merchant node 120 may 
be configured to receive transaction requests for exchanging 



US 2021/0192474 A1 Jun . 24 , 2021 
7 

one or more units of virtual currency for a second currency 
type of virtual currency between a customer account asso 
ciated with a first customer device 110A and a second 
customer device 110B , while neither of the customer devices 
110 may be authorized or capable of issuing or creating their 
own virtual currency units . The merchant node 120 may 
validate the transaction requests and in turn create a trans 
action receipt after validation . Following validation , the 
merchant node 120 ( e.g. , merchant node 120A ) , may send to 
an unaffiliated merchant node 120 ( e.g. , merchant node 
120B ) the transaction receipt for storage in order to record 
the transaction receipt on the system . Further , the merchant 
node 120 may receive redemption requests from the asso 
ciated merchant POS terminal 130 to redeem virtual cur 
rency from one of the plurality of user customer accounts 
associated with the plurality of customer devices 110. The 
merchant node 120 ( e.g. , merchant node 120A ) may validate 
the redemption requests and create a redemption receipt 
after validation and may send the generated redemption 
receipt to an unaffiliated merchant node 120 ( e.g. , merchant 
node 120B ) to record the redemption receipt on the block 
chain . 
[ 0058 ] Each of the plurality of merchant databases 122 
( e.g. , merchant databases 122A and 122B ) are associated 
with the corresponding merchant node 120 ( e.g. , merchant 
node 120A and 120B , respectively ) . Responsive to the 
corresponding merchant node 120 receiving either a trans 
action receipt or a redemption receipt from the unaffiliated 
merchant node 120 , the system 100 may save the contents of 
either the transaction receipt or redemption receipt to the 
corresponding merchant database 122 in order to record the 
transactions and redemptions to the blockchain . 
[ 0059 ] The system 100 may initiate a redemption request 
in response to an indication that the user device 110 would 
like to redeem virtual currency associated with the merchant 
node 120. The merchant POS terminal 130 , in response to an 
indication that the user device 110 is within a predetermined 
range and wishes to redeem virtual currency , may send the 
redemption requests to the associated merchant node 120 . 
Accordingly , the merchant POS terminal 130 provides an 
interface for issuing and redeeming virtual currency units . 
Further , in some embodiments the POS terminal may be a 
physical POS terminal located at a merchant storefront , and 
in other embodiments , the POS terminal may be entirely 
virtual ( e.g. , in the case of an online merchant ) . 
[ 0060 ] Facilitating communication between components 
of the system 100 , the network 140 may be of any suitable 
type , including individual connections via the Internet such 
as cellular or WiFi networks . In some embodiments , the 
etwork 140 may connect terminals , services , and mobile 

devices using direct connections such as radio - frequency 
identification ( RFID ) , near - field communication ( NFC ) , 
BluetoothTM , low - energy BluetoothTM ( BLE ) , WiFiTM , Eth 
ernet , ZigBeeTM , ambient backscatter communications 
( ABC ) protocols , USB , WAN , or LAN . Because the infor 
mation transmitted may be personal or confidential , security 
concerns may dictate one or more of these types of connec 
tions be encrypted or otherwise secured . In some embodi 
ments , however , the information being transmitted may be 
less personal , and therefore the network connections may be 
selected for convenience over security . 
[ 0061 ] The authorization node 150 of the system 100 may 
authorize certain nodes to become one of the plurality of the 
merchant node 120 , giving the merchant nodes 120 the sole 

authority to issue its corresponding virtual currency . In some 
embodiments , the respective merchant node 120 may also 
have sole authority to redeem its virtual currency , though an 
unaffiliated merchant node 120B may be capable of redeem 
ing another merchant's virtual currency ( e.g. , issued by 
merchant node 120A ) in other embodiments ( e.g. , when 
Bob's Burgers and Sally's Salad shop agree to let customers 
redeem either merchant's rewards points at both merchant 
locations ) . The authorization node 150 may be in commu 
nication with the authorization database 152 on which the 
authorization node may store the identity of each merchant 
node 120 in the system 100 , and which respective virtual 
currencies each of the merchant nodes 120 may create 
and / or issue . Further , the authorization node 150 may create 
a generic virtual currency and set an exchange value 
between each merchant - issued virtual currency and the 
generic virtual currency . In some embodiments , the autho 
rization node 150 may authorize an unaffiliated merchant 
node 120 to create and issue the generic virtual currency . 
[ 0062 ] FIG . 3 is a flow diagram for a chain of ownership 
in which each payor transfers a virtual digital currency to 
each successive recipient , in turn , by digitally ratifying a 
record including a hash of the previous transaction . It is to 
be understood that a transaction ( e.g. , transaction 310 ) may 
include a customer to customer virtual currency transfer , a 
merchant to customer virtual currency issuance , a customer 
to merchant virtual currency redemption , or even a merchant 
to merchant virtual currency exchange , where two unaffili 
ated merchants ( e.g. , via the merchant node 120A and 
unaffiliated merchant node 120B ) may exchange a first 
virtual currency for a second virtual currency , the first virtual 
currency issued exclusively by the first merchant node 120A 
and the second virtual currency issued exclusively by the 
second merchant node 120B . In a first transaction 310 , 
Merchant A ( e.g. , Al's Ice Cream Hut acting via the mer 
chant node 120A ) issues virtual currency ( e.g. , Al - points ) to 
Customer A by applying Merchant A's digital signature 316 , 
based on Merchant A's private key 308 , to a cryptographic 
hash 314 of the combination of the previous transaction's 
output combined with the public key 312 of the next owner , 
Customer A. A second transaction 320 indicates the transfer 
from Customer A to Customer B of the same virtual currency 
( e.g. , Al - points ) , characterized by the application of Cus 
tomer A's digital signature 326 , based on Customer A's 
private key 318 , to a cryptographic hash 324 of the combi 
nation of the previous transaction 310's output combined 
with Customer B’s public key 322. In a third transaction 
330 , Customer B redeems the same virtual currency ( e.g. , 
Al - points ) from Merchant A ( e.g. , with Al's Ice Cream Hut 
receiving the virtual currency and providing a corresponding 
discount , product or service to Customer B ) by applying 
Customer B’s digital signature 336 , based on the Customer 
B's private key 328 , to a cryptographic hash 334 of the 
combination of previous transaction 320's output combined 
with Merchant A's public key 332 . 
[ 0063 ] It shall be understood that transaction validation by 
way of a private key and signature is a non - limiting exem 
plary embodiment for ease of description , wherein this 
private form may be used for indicating that a corresponding 
entity ( e.g. , Customer A ) has ownership over the virtual 
currency which may be exercised by signing the correspond 
ing private key to the hash . 
[ 0064 ] Similarly , FIG . 4 is a flow diagram for a chain of 
ownership in which a customer transfers a virtual digital 
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one or more transactions , here including transaction 310 that 
is the transaction 310 of FIG . 3 , to be time stamped and 
widely publishes the cryptographic hash 314 by sending it a 
plurality of unaffiliated merchant nodes for recording to the 
system 100. The timestamp shows that the data within the 
block 510 , including the recordation of the transaction item 
310 existed at the time the block 510 was formed in order to 
be incorporated into cryptographic hash 314. Once Cus 
tomer A authorizes the transaction 320 of FIG . 3 , this 
transaction item 320 may be included in a subsequent block 
520 , which is cryptographically hashed in combination with 
the output of the previous hash 314. Similarly , once Cus 
tomer B authorizes the transaction 330 of FIG . 3 , this 
transaction 330 may be included in a subsequent block 530 , 
which is cryptographically hashed in combination with the 
output of the previous hash 324. Accordingly , each time 
stamp includes the previous timestamp in its hash to form a 
blockchain , each timestamp acting to reinforce the time 
stamp preceding it . It is to be understood that each block 
appended to the hash may contain additional transaction 
information beyond the type and amount of virtual currency 
transferred by the merchant node 120 , for example , 
the value of the transferred merchant virtual currency in a 
generic virtual currency units as defined by the authorization 
node 150 . 

such as , 

currency issued from Merchant A to Merchant B. In this 
scenario , Merchant A and Merchant B may have a mutual 
agreement to allow customers to exchange virtual currency 
associated with Merchant A with Merchant B and vice versa , 
for a predetermined exchange rate . For example , Al’s Ice 
Cream Hut and Bill's Burgers Joint may agree to exchange 
Al - points and Bill - points between one another and allow 
customers to redeem Al - points and / or Bill - points from either 
merchant . Once a customer redeems a first virtual currency 
( e.g. , Al - points ) from an unaffiliated merchant ( e.g. , Bill's 
Burgers ) , the two unaffiliated merchants ( e.g. , via the mer 
chant node 120A on behalf of Al's Ice Cream Hut and the 
merchant node 120B on behalf of Bill's Burger joint ) may 
exchange the first virtual currency ( e.g. , the previously 
mentioned Al - points ) for a second virtual currency ( e.g. , 
Bill - points ) . Each merchant can then proceed to reissue its 
respective points to future customer ( s ) , as each is exclu 
sively capable of issuing its merchant - specific virtual cur 
rency to customers ( e.g. , via merchant node 120A or B ) . As 
shown in FIG . 4 , Customer A in transaction 420 transfers 
virtual currency associated with Merchant A to Merchant B 
in lieu of virtual currency associated with Merchant B. 
Merchant B may then transfer the virtual currency associ 
ated with Merchant A to Merchant A in transaction 430 in 
exchange for a predetermined amount of virtual currency 
associated with Merchant B per the mutual agreement 
between the participating merchants . In an alternative 
embodiment , such a transfer of virtual currency to merchants 
may be facilitated by a predetermined exchange rate utiliz 
ing the generic virtual currency issued by the authorization 
node 150 as an intermediary currency for the exchange . In 
this manner , and in some embodiments , merchant - specific 
virtual currency may be redeemed at unaffiliated merchants 
working in cooperation with the issuing merchant , which 
may entice certain customers to make subsequent purchases 
( e.g. , ice cream or movie tickets following dinner ) utilizing 
obtained virtual currency without having to wait until they 
visit the same merchant again . 
[ 0065 ] A hash ( e.g. , hash 314 ) is a uniquely identifying 
cryptographic ' fingerprint of an arbitrarily large amount of 
data . The same hash will always result from the same data , 
but even the most minute change to the data will signifi 
cantly change the value of the hash . The cryptographic hash 
of a combination of the transaction's output and the public 
key of the next owner is appended to the end of the chain of 
ownership . A recipient may verify the hashes and corre 
sponding digital signatures based on the private keys in 
order to verify the chain of ownership . 
[ 0066 ] In order to verify the chain of ownership without a 
trusted intermediary , transactions may be publicly broadcast 
and a system of verification is employed for participants to 
agree on a single history of the distributed ledger , as shown 
in more detail in FIG . 5. The recipient of the virtual currency 
requires proof that , at the time of the transaction , all nodes 
having received the corresponding transaction receipt have 
verified the chain of ownership information contained within 
the cryptographic hash . 
[ 0067 ] An exemplary solution for providing the requisite 
level of proof to ensure the proper chain of ownership is to 
utilize a timestamp system implemented by each merchant 
node 120 capable of sending a transaction receipt for veri 
fication . The merchant nodes 120 may implement a process 
500 that takes the cryptographic hash 314 of the combina 
tion of a previous hash combined with a block 510 including 

[ 0068 ] The system may be configured to timestamp either 
the blocks alone or in conjunction with transaction time 
stamping . Alternatively , the system may timestamp transac 
tions in lieu of block timestamping . When timestamping 
transactions alone or in conjunction with timestamping 
blocks , the ordering of transactions with the block may be in 
chronological order . 
[ 0069 ] In exemplary embodiments of the present disclo 
sure , such a blockchain is maintained by the system of 
communicating nodes connected by the network 140. Trans 
actions ( e.g. , Customer X transferring Virtual Currency A to 
Customer Y ) may be validated by merchant node 120A , 
added to that node's copy of the ledger , and then broadcast 
to one or more unaffiliated merchant nodes 120B , 120C , etc. 
The receiving merchant nodes 120 may then store a copy of 
the blockchain . Each new block incorporates a group of 
verified transactions , and is added to the blockchain , which 
is published to a plurality of nodes . This allows a distributed 
blockchain system to determine when particular virtual 
currency units have been transferred or used . Determining 
when a particular virtual currency unit has been used is 
necessary to prevent double spending in a system without a 
central trusted authority . 
[ 0070 ] In exemplary embodiments of the present disclo 
sure , the system 100 helps provide merchants and their 
customers with certain benefits in the virtual currency mar 
ketplace . Particularly , the system 100 helps prevent fraudu 
lent transactions , avoid counterparty risk , verify rights and 
funds , and allows account oversight without requiring trans 
ferring title to such assets to the system . This is achieved by 
a process for onboarding carefully selected merchant nodes 
120 by the authorization node 150. A trusted network of 
merchants , each solely responsible for the creation and 
issuance of its own virtual currency is established . Merchant 
nodes 120 will be the custodians of the conventional rights 
to the virtual currency funds , and the customers associated 
with the plurality of customer devices 110 will control their 
own virtual currency assets . 
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[ 0071 ] FIG . 6 is a flow diagram of a method for providing 
units of a first virtual currency for exchange within the 
system of FIG . 1 in accordance with some exemplary 
embodiments . In block 610 , the semi - private blockchain 
virtual currency exchange system ( e.g. , via a first merchant 
node 120A ) may create a plurality of virtual currency units 
that are exclusively creatable by the first merchant node . In 
other embodiments , the merchant node 120A may create one 
or more types of virtual currency units , so long as merchant 
node 120A ( which represents all nodes associated with 
Merchant A ) is exclusively capable of creating those type ( s ) 
of merchant - specific virtual currency units on the system 
100. The virtual currency units may be associated with any 
type of rewards points , loyalty points , discounts , or other 
customer incentives to make a particular purchase ( e.g. , for 
a good or service sold by Merchant A ) or reward customer 
behavior . 
[ 0072 ] In block 620 , the first merchant node ( e.g. , the 
merchant node 120A ) may issue one or more of the first 
virtual currency units to one or more customer accounts , 
with each customer account being associated with its cor 
responding customer device ( e.g. , Customer Account A 
associated with customer device 110A ) . This issuing of first 
virtual currency units may happen at a point - of - sale ( POS ) 
location ( e.g. , immediately upon a first customer making a 
purchase at Merchant A ) and may be performed in conjunc 
tion with merchant POS terminal 130A . That is , the mer 
chant node 120A may issue one or more of the first virtual 
currency units to a first customer account associated with the 
customer device 110A directly ( e.g. , via the network 140 ) or 
indirectly through the merchant POS terminal 130A ( e.g. , 
via the network 140 or another direct communication means 
at the POS location ) . 
[ 0073 ] In some embodiments in which virtual currency 
units are issued at the POS location , the issuance step shown 
in block 620 may include additional steps shown in blocks 
622-628 as shown in FIG . 7. Optionally , in block 622 , the 
merchant node 120 ( e.g. , the merchant node 120A ) may 
validate an issuance if the issuance is properly verified with 
the appropriate signature based on the merchant private key 
( e.g. , merchant A private key 308 may be the appropriate 
private key for an issuance by the merchant node 120A ) . In 
response to a properly validated issuance in block 622 , the 
merchant node 120A may create an issuance receipt in block 
624 and send the issuance receipt to unaffiliated merchant 
nodes ( e.g. , merchant nodes 120B , 120C , etc. unaffiliated to 
merchant node 120A ) in block 626 in order to store and 
record the issuance to the blockchain . After generating the 
transaction or redemption receipt , the merchant node 120A 
may send the transaction or redemption receipt to one or 
more unaffiliated merchant nodes ( e.g. , merchant nodes 
120B , 120C , etc. ) for storage to record the transaction or 
redemption to the blockchain , as shown in block 660. In 
some embodiments , the merchant node 120A may send the 
receipt to all unaffiliated merchant nodes ( e.g. , merchant 
nodes 120B - Z out of merchant nodes 120A - Z ) on the system 
100. In other embodiments , the merchant node 120A may 
randomly identify a subgroup of unaffiliated merchant nodes 
( e.g. , merchant nodes 120B , 120E , and 120Z out of mer 
chant nodes 120B - Z ) each time it generates a receipt and 
only send the receipt to the identified subgroup . In other 
embodiments , the merchant node 120A may identify a 
subgroup of unaffiliated merchant nodes that are regionally 
nearest to the merchant node 120A and only send the receipt 

to the identified subgroup . Sending the receipt to the sub 
group of merchant nodes regionally nearest to the merchant 
node 120 may decrease transaction latency . The merchant 
node 120A may vary the number of unaffiliated merchant 
nodes in the subgroup in some embodiments or keep that 
number constant for sending receipts in other embodiments . 
Further , in some embodiments , the number of unaffiliated 
merchant nodes in the subgroup may stay above a prede 
termined minimum such that a " critical mass ” of merchant 
nodes on the system 100 can cross - reference and verify 
transactions without requiring that all merchant nodes 
expend resources to do so . After sending the receipt to other 
nodes , the merchant node 120A may determine whether to 
issue additional currency units as shown in block 628 and , 
if appropriate , repeat steps from blocks 622-626 . 
[ 0074 ) At any point in time ( e.g. , immediately upon 
acquiring first virtual currency units or after determining a 
subsequent purchase that any type of virtual currency units 
supported by the system 100 could be used for ) , the cus 
tomer may decide to either exchange or redeem one or more 
of the first virtual currency units using the customer device 
110A . When that occurs , as shown in block 630 , the first 
merchant node may receive one of ( i ) a transaction request 
to transfer the first virtual currency units between a first and 
a second customer account ( e.g. , between customer device 
110A and customer device 110B ) or ( ii ) a redemption 
request to redeem the first virtual currency units from a 
customer account , with each transfer and / or redemption of 
virtual currency units may follow the flow of ownership 
established in flow diagrams FIGS . 3 and 4 . 
[ 0075 ] Responsive to receiving a transaction request or 
redemption request in block 630 , the merchant node 120A 
may validate the request in block 640 in accordance with the 
steps described with respect to FIGS . 3 and / or 4. For 
example , for a transaction request between customers ( e.g. , 
between Customer A and Customer B as shown in the 
transaction 320 of FIG . 3 ) , Merchant A ( e.g. , via the mer 
chant node 120A ) may validate one or more of the transac 
tion history associated with the virtual currency units ( e.g. , 
hash 314 and / or Merchant A's signature 316 from transac 
tion 310 in FIG . 3 ) and Customer A's signature 326 based 
on Customer A's private key 318. In some embodiments a 
transaction may include a two - sided currency transfer ( e.g. , 
a virtual currency transfer going from Customer A to Cus 
tomer B and vice versa ) , and in other embodiments a 
transaction may include only one virtual currency transfer 
( e.g. , a virtual currency transfer going from Customer A to 
Customer B , with Customer B paying Customer A in cash ) . 
Customer to customer transactions may be accomplished by 
either a single transaction swapping two types of currencies , 
or may be accomplished with sequential transactions added 
to the blockchain at virtually the same time . 
[ 0076 ] Similarly , for a redemption request from a cus 
tomer ( e.g. , between Customer B and Merchant A in trans 
action 330 in FIG . 3 ) , Merchant A ( e.g. , via the merchant 
node 120A ) may validate one or more of the transaction 
history associated with the virtual currency units ( e.g. , hash 
324 , which includes hash 314 and Merchant A's signature 
316 from transaction 310 , and / or Customer A's signature 
326 based on Customer A's private key 318 from transaction 
320 in FIG . 3 ) and Customer A's signature 326 based on 
Customer A's private key 318. In some embodiments , it may 
be advantageous for the merchant node 120 to confirm that 
the customer a sufficient amount of virtual currency for the 
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transaction or redemption . This may be accomplished by 
validating the transaction history associated with the virtual 
currency units ( e.g. , hash 314 and / or Merchant A's signature 
316 from transaction 310 in FIG . 3 ) when the transaction 
history is configured to include a running total of each 
customer's virtual currencies . 

[ 0077 ] As shown in block 650 , the merchant node 120A 
may create a corresponding transaction or redemption 
receipt according to the validated request for either a trans 
action or redemption . In some embodiments , the transaction 
or redemption receipt will identify the transaction number , 
the type and amount of virtual currency units to be 
exchanged in the transaction or redemption , the date , the 
involved parties ( e.g. , sender and recipient ( s ) ) , and the type 
and amount of virtual currency units each participant holds 
in their respective customer account . After generating the 
transaction or redemption receipt , the merchant node 120A 
may send the transaction or redemption receipt to one or 
more unaffiliated merchant nodes ( e.g. , merchant nodes 
120B , 120C , etc. ) for storage to record the transaction or 
redemption to the blockchain , as shown in block 660. In 
some embodiments , the merchant node 120A may send the 
receipt to all unaffiliated merchant nodes ( e.g. , merchant 
nodes 120B - Z out of merchant nodes 120A - Z ) on the system 
100. In other embodiments , the merchant node 120A may 
randomly identify a subgroup of unaffiliated merchant nodes 
( e.g. , merchant nodes 120B , 120E , and 120Z out of mer 
chant nodes 120B - Z ) each time it generates a receipt and 
only send the receipt to the identified subgroup . In other 
embodiments , the merchant node 120A may identify a 
subgroup of unaffiliated merchant nodes that are regionally 
nearest to the merchant node 120A and only send the receipt 
to the identified subgroup . Sending the receipt to the sub 
group of merchant nodes regionally nearest to the merchant 
node 120 may decrease transaction latency . The merchant 
node 120A may vary the number of unaffiliated merchant 
nodes in the subgroup in some embodiments or keep that 
number constant for sending receipts in other embodiments . 
Further , in some embodiments , the number of unaffiliated 
merchant nodes in the subgroup may stay above a prede 
termined minimum such that a “ critical mass ” of merchant 
nodes on the system 100 can cross - reference and verify 
transactions without requiring that all merchant nodes 
expend resources to do so . 
[ 0078 ] After sending the receipt to other merchant node 
( s ) , the merchant node 120A may receive another transaction 
or redemption request , as shown in block 670 , and repeat the 
steps shown in blocks 640-660 . Optionally , the merchant 
node 120A may receive and store transaction and / or redemp 
tion receipts for transactions involving other virtual currency 
units ( e.g. , second virtual currency units , third virtual cur 
rency units , etc. ) from unaffiliated merchant nodes ( e.g. , 
merchant nodes 120B , 120C , etc. ) . In a similar manner that 
it randomly sends receipts to a subset of the merchant nodes 
on the system 100 in some embodiments , the merchant node 
120A may only receive a subset of receipts from other 
merchant nodes . That is , each merchant node 120 on the 
system 100 may be solely responsible for issuing its respec 
tive merchant - specific virtual currency units , validating 
transaction and redemption requests associated with those 
merchant - specific virtual currency units , and generating and 
sending receipts of those requests to a subset of other 
merchant nodes 120 on the system 100 . 

Exemplary Use Cases 
[ 0079 ] The following exemplary use case describes an 
example of a typical user flow pattern . They are intended 
solely for explanatory purposes and not in limitation . Mer 
chants often provide rewards , discounts , promotional offers , 
and the like to customers in order to incentivize and / or 
reward customer behavior ( e.g. , buying five cups of coffee 
to get a free cup ) . Such rewards may be very attractive to 
certain customers who frequent a particular merchant , but 
less attractive and less impactful to others . All too often , 
customers obtain rewards from a merchant that they are 
unlikely to redeem ( e.g. , because they live in an area that 
lacks a physical store for that merchant , they prefer another 
merchant , they do not need a particular volume of a product , 
etc. ) and are yet unable to benefit from the rewards by 
exchanging them with another customer who wants to 
redeem them . 
[ 0080 ] Certain example implementations of the disclosed 
technology provide technological improvements in issuing , 
recording , and validating transactions involving virtual cur 
rency . Certain example implementations of the disclosed 
technology may enable a customer to trade a virtual cur 
rency associated with rewards points for Merchant A directly 
for another virtual currency associated with rewards or 
loyalty points for Merchant B , without the need for an 
intermediary or a trusted central authority to verify the 
transaction . Each customer may have a customer account 
associated with a customer device ( e.g. , customer device 
110A , 110B , etc. ) . 
[ 0081 ] In one exemplary use case according to some 
embodiments , a first customer ( Customer A ) who has first 
virtual currency units ( e.g. , taco rewards points ) associated 
with a first merchant ( Merchant A ) is about to enter a coffee 
shop associated with a second merchant ( Merchant B ) and 
wishes to exchange some of her taco rewards points for 
coffee rewards points that can be used at the coffee shop . 
Using an application on the customer device 110A , Cus 
tomer A may manually identify or automatically be pre 
sented with ( e.g. , via the application on the customer device 
110A and / or one or more merchant nodes 120 ) one or more 
customers who have desired virtual currency units — here , 
coffee rewards points . The application identifies a second 
customer ( Customer B ) , who has coffee rewards points and 
wishes to acquire taco rewards points . Using the application 
on the customer device 110A , Customer A able to negotiate 
and agree on an exchange with Customer B , who is similarly 
using the application on the customer device 110B . In 
response to the two customers agreeing to exchange their 
respective virtual currencies , Merchant A ( e.g. , via merchant 
node 120A ) may receive a transaction request from Cus 
tomer A ( e.g. , from customer device 110A ) to transfer the 
first virtual currency units ( e.g. , taco rewards points ) from a 
customer account associated with the first customer device 
110A to a customer account associated with the second 
customer device 110B . The first merchant node 120A may 
validate the request after Customer A signs the hash that has 
been appended with the public key of Customer B ( e.g. , 
Customer A's signature 326 , based on Customer A's private 
key 318 , may be appended to the hash 324 and the Customer 
B public key in order to authorize and validate the transfer 
of the first virtual currency ) . Similarly , Merchant B ( e.g. , via 
merchant node 120B ) may receive a transaction request 
from Customer B ( e.g. , from customer device 110B ) to 
transfer the second virtual currency units ( e.g. , coffee 
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rewards points ) from a customer account associated with the 
second customer device 110B to a customer account asso 
ciated with the first customer device 110A . The second 
merchant node 120B may validate the request after Cus 
tomer B signs the hash that has been appended with the 
public key of Customer A. After the respective merchant 
nodes 120A and 120B each validate the transaction request 
as described with respect to block 640 in FIG . 6 , they each 
proceed to create and send a transaction receipt documenting 
movement of their respective virtual currency units to one or 
more unaffiliated merchant nodes , which may be selected at 
random ( e.g. , merchant node 120A sending its receipt to 
merchant nodes 120C and 120D and merchant node 120B 
sending its receipt to merchant nodes 120A and 120E - G ) . 
Once the transaction is complete , the two customers , via the 
application on their respective customer devices 110A and 
110B , receive confirmation that the transaction was success 
ful and can proceed to use their newly acquired virtual 
currency units . That is , Customer A can use customer device 
110A to communicate with merchant node 120B , directly 
via network 140 or through merchant POS terminal 130B , to 
redeem second virtual currency units ( e.g. , coffee rewards ) 
upon entering Merchant B’s coffee shop . 
[ 0082 ] One or more steps in this exemplary use case may 
be automated or facilitated by the system . For example , the 
system 100 ( e.g. , via merchant POS terminal 130B ) may 
detect entry of customer device 110A within a range of 
Merchant B's POS location and communicate the detection 
to the merchant node 120B . In turn , the merchant node 120B 
may direct the customer device 110A to identify , via the 
application , whether the customer account associated with 
the customer device 110A has a sufficient balance of the 
second virtual currency units ( e.g. , coffee rewards points ) to 
purchase any goods or one of Customer A's typical pur 
chases at Merchant B. If there are insufficient merchant 
specific virtual currency units on account , the system 100 
( e.g. , via merchant node 120B in communication with the 
application on the customer device 110A ) may prompt 
Customer A with an option to exchange another type of 
virtual currency for the coffee rewards points . The system 
100 ( e.g. , via merchant node 120B in communication with 
the application on the customer device 110A ) may automati 
cally determine a suggested amount of virtual currency units 
to acquire and / or a type and amount of other virtual currency 
units to trade in exchange based at least in part on Customer 
A's purchase history and / or user input from Customer A. 
Once the amount of the desired virtual currency has been 
identified along with the other virtual currency units avail 
able for trade , the system 100 ( e.g. , via merchant node 120B 
in communication with other merchant nodes on the system 
100 ) may identify one or more customers to facilitate one or 
more transactions with to arrive at the desired total and 
prompt Customer A ( e.g. , via merchant node 120B in 
communication with the application on the customer device 
110A ) to select desired transaction ( s ) / customer ( s ) from the 
identified list . 
[ 0083 ] To facilitate Customer A's transaction at Merchant 
B with an unlike virtual currency , it is possible for users of 
the system to set up an exchange system where each 
customer lists what currency they currently possess , the 
customer's target currency , and a stated exchange rate for 
exchanging virtual currency A for virtual currency B. 
Another customer ( e.g. , Customer B ) may see Customer A's 
listing and agree to make the exchange , which may be 

immediately initiated or initiated following confirmation by 
each customer involved . Further , each customer may specify 
a list of “ favorite ” virtual currencies , which may be at least 
partially based on the customer's transaction history and / or 
the merchant node ( s ) 120 within a predetermined distance to 
the customer device 110. In some embodiments , Customer A 
may be able to directly transact with Customer B by looking 

Customer B’s public key ( e.g. , the public key 322 ) based 
on identifying information associated with Customer B’s 
account ( e.g. , Customer B’s email address , or other identi 
fying information ) . This may be preferred when Customer A 
transfers virtual currency in return for a cash payment from 
Customer B or when Customer A wishes to gift Customer B 
some virtual currency . 
[ 0084 ] In a second , but related exemplary use case in 
accordance with some embodiments , the first customer 
( Customer A ) may have insufficient second virtual currency 
units ( e.g. , coffee rewards points ) , third virtual currency 
units ( e.g. , ice cream rewards points ) , etc. to conduct a direct 
A - for - B or A - and - C - for - B transaction with a second cus 
tomer ( Customer B ) on the system 100. In such a scenario , 
the system 100 may ( i ) involve three or more customers or , 
separate from or in combination with transactions between 
the customers , ( ii ) utilize generic virtual currency units 
produced by the authorization node , or with an unaffiliated 
merchant node authorized by the authorization node 150 . 
That is , Customer A ( e.g. , via customer device 110A ) may 
trade first virtual currency units for generic virtual currency 
units as a separate transaction with the authorization node 
150 or as part of a transaction with one or more other 
customers . For example , if Customer A has 1,000 coffee 
rewards points and 2,000 ice cream rewards points and 
wishes to obtain 1,500 taco rewards points , another cus 
tomer who has 1,500 taco rewards points may not be 
interested in Customer A's coffee rewards points or ice 
cream rewards points ( or the 1,000 coffee rewards points 
alone may be insufficient ) . To facilitate and expedite this 
transaction , the system 100 may ( e.g. , via authorization node 
in communication with customer device 110A ) prompt 
Customer A with an option to exchange his 1,500 of the ice 
cream rewards points for 1,500 generic rewards points , 
which can in turn be exchanged for Customer B's 1,500 taco 
rewards points . When Customer A accepts , the transaction 
proceeds with the authorization node 150 in the same 
manner as it would with another customer ( just first between 
Customer A and authorization node 150 , then between 
Customer A and Customer B ) . 
[ 0085 ] Utilizing virtual currency units may avoid the 
arduous task of a customer having to manually search for 
other customers to trade with or , if the system 100 auto 
matically identifies customers , expedite the identification 
process and maximize the trade possibilities . As previously 
described herein , the authorization node 150 , or its designee , 
may be exclusively capable of creating and issuing generic 
currency units within the system 100. By agreement among 
the merchant nodes and the authorization node , each type of 
virtual currency issued by a participating merchant node 
may be exchanged for a predetermined quantity of generic 
virtual currency according to an agreed - upon exchange rate . 
Alternatively , the exchange rate may be based on supply and 
demand , where there is a finite supply of generic currency 
( e.g. , only a certain amount of virtual currency units may be 
generated by the authorization node 150 ) . Exchange rates 
may be based on how many customers want the currencies 
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being traded in . For example , Coffee Company currency 
may be more valuable than Quick Taco Stand currency if 
more people are redeeming their Coffee Company rewards . 
[ 0086 ] Each merchant node 120 validates the transaction 
involving its own virtual currency , including the authoriza 
tion node 150 ( or merchant node authorized to act as the 
authorization node 150 ) validating the transaction of generic 
virtual currency . In some embodiments , the authorization 
node 150 may keep a reserve of all participating virtual 
currencies to facilitate exchanges of unlike virtual curren 
cies , and in other embodiments the authorization node 150 
may have an agreement in place with the various merchant 
nodes for the merchant nodes 120 to buy back their respec 
tive virtual currencies from the authorization node 150. This 
exemplary use case may also allow a customer , either 
manually or via the system 100 , to better take advantage of 
exchange rates between various virtual currency types and 
the generic currency . In some embodiments , it is contem 
plated that generic currency units may be acquired from the 
authorization node 150 , exclusively or non - exclusively , for 
cash or another currency type ( including Bitcoin or another 
virtual currency ) that serves as monetary tender outside of 
the system 100 . 
[ 0087 ] In a third exemplary use case in accordance with 
some embodiments , a customer may wish to redeem mer 
chant - specific virtual currency at the respective merchant's 
POS location . For example , Customer A may wish to redeem 
coffee rewards points at Merchant B's coffee shop . In 
response to detecting ( e.g. , via GPS data from the customer 
device 110 , beacons , RFID signals , local network connec 
tivity , etc. ) that the customer device 110 has entered a 
predetermined range of the merchant POS terminal 130B 
corresponding to the merchant node terminal 120B ( and 
Merchant B ) , the merchant node terminal 120B ( in commu 
nication with the application on the customer device 110A ) , 
the merchant node terminal 120 may prompt ( e.g. , via the 
application on the customer device 110A ) the customer with 
the option to redeem his or her virtual currency points in 
exchange for a specific merchant reward , discount , etc. For 
example , at a participating coffee shop , the customer may be 
given the option to redeem her “ 100 coffee rewards points ” 
for a free large latte . Alternatively , if the customer has less 
than the required number of “ coffee points ” for the free latte , 
the system 100 may instead prompt the customer that a 
discount proportional the number of virtual currency units 
the customer wishes to redeem ( e.g. , a 20 % discount in 
return for redeeming 20 “ coffee rewards points ” ) may be 
available to apply to his or her purchase . Upon accepting an 
offer via the application on his or her customer device 110A , 
and sending a redemption request via the customer device 
110A to merchant node 120B , the customer would complete 
a transaction with Merchant B as described herein . 
[ 0088 ] In a fourth exemplary use case in accordance with 
some exemplary embodiments , a customer ( e.g. , Customer 
A ) may wish to redeem virtual currency units ( e.g. , taco 
rewards points ) associated with Merchant A at Merchant B’s 
coffee shop . This may be accomplished by one of several 
ways . In response to detecting ( e.g. , via GPS data from the 
customer device 110 , beacons , RFID signals , local network 
connectivity , etc. ) that the customer device 110 has entered 
a predetermined range of the merchant POS terminal 130B 
corresponding to the merchant node terminal 120B ( and 
Merchant B ) , the merchant node terminal 120B ( in commu 
nication with the application on the customer device 110A ) , 

the merchant node terminal 120 may prompt ( e.g. , via the 
application on the customer device 110A ) the customer with 
the option to redeem his or her virtual currency points in 
exchange for a specific merchant reward , discount , etc. For 
example , the system 100 ( e.g. , via the merchant node 120 in 
communication with the application on the customer device 
110A ) may identify that the customer account associated 
with the customer device 110A does not have any coffee 
shop rewards associated with Merchant B , but does have 
1,000 taco rewards points associated with Merchant A and 
1,500 ice cream rewards points associated with Merchant C. 
The system 100 ( e.g. , via the merchant node 120 ) may have 
one or more stored rules regarding other virtual currencies 
that Merchant B accepts and , for this example , taco rewards 
points associated with Merchant A and generic rewards 
points are accepted while ice cream rewards points associ 
ated with Merchant C are not . As described with respect to 
other exemplary use cases , the system 100 ( e.g. , via the 
merchant node terminal 120 in communication with the 
application on the customer device 110A ) may then prompt 
the customer ( e.g. , via the customer device 110A ) to 
exchange some of his or her 1,000 taco rewards points for 
a manually inputted or system suggested amount of coffee 
rewards points to be redeemed at Merchant B's coffee shop , 
and complete the transaction after the customer accepts . 
Following the exchange , the customer may redeem his or her 
newly acquired coffee rewards points via merchant POS 
terminal 130B and / or merchant node 120B as previously 
described . Separately , the merchant node 120B may 
exchange the customer - redeemed taco rewards points in 
exchange for , at pre - agreed exchange rates , ( i ) Merchant B's 
own coffee rewards points in possession of the merchant 
terminal 120A associated with Merchant A and / or ( ii ) 
generic virtual currency rewards points in possession of the 
merchant terminal 120A associated with Merchant A. 
[ 0089 ] As used in this application , the terms “ component , 
“ module , " " system , ” “ server , ” “ processor , ” “ memory , ” and 
the like are intended to include one or more computer 
related units , such as but not limited to hardware , firmware , 
a combination of hardware and software , software , or soft 
ware in execution . For example , a component may be , but is 
not limited to being , a process running on a processor , an 
object , an executable , a thread of execution , a program , 
and / or a computer . By way of illustration , both an applica 
tion running on a computing device and the computing 
device can be a component . One or more components can 
reside within a process and / or thread of execution and a 
component may be localized on one computer and / or dis 
tributed between two or more computers . In addition , these 
components can execute from various computer readable 
media having various data structures stored thereon . The 
components may communicate by way of local and / or 
remote processes such as in accordance with a signal having 
one or more data packets , such as data from one component 
interacting with another component in a local system , dis 
tributed system , and / or across a network such as the Internet 
with other systems by way of the signal . 
( 0090 ] Certain embodiments and implementations of the 
disclosed technology are described above with reference to 
block and flow diagrams of systems and methods and / or 
computer program products according to example embodi 
ments or implementations of the disclosed technology . It 
will be understood that one or more blocks of the block 
diagrams and flow diagrams , and combinations of blocks in 
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the block diagrams and flow diagrams , respectively , can be 
implemented by computer - executable program instructions . 
Likewise , some blocks of the block diagrams and flow 
diagrams may not necessarily need to be performed in the 
order presented , may be repeated , or may not necessarily 
need to be performed at all , according to some embodiments 
or implementations of the disclosed technology . 
[ 0091 ] These computer - executable program instructions 
may be loaded onto a general - purpose computer , a special 
purpose computer , a processor , or other programmable data 
processing apparatus to produce a particular machine , such 
that the instructions that execute on the computer , processor , 
or other programmable data processing apparatus create 
means for implementing one or more functions specified in 
the flow diagram block or blocks . These computer program 
instructions may also be stored in a computer - readable 
memory that can direct a computer or other programmable 
data processing apparatus to function in a particular manner , 
such that the instructions stored in the computer - readable 
memory produce an article of manufacture including 
instruction means that implement one or more functions 
specified in the flow diagram block or blocks . 
[ 0092 ] As an example , embodiments or implementations 
of the disclosed technology may provide for a computer 
program product , including a computer - usable medium hav 
ing a computer - readable program code or program instruc 
tions embodied therein , said computer - readable program 
code adapted to be executed to implement one or more 
functions specified in the flow diagram block or blocks . 
Likewise , the computer program instructions may be loaded 
onto a computer or other programmable data processing 
apparatus to cause a series of operational elements or steps 
to be performed on the computer or other programmable 
apparatus to produce a computer - implemented process such 
that the instructions that execute on the computer or other 
programmable apparatus provide elements or steps for 
implementing the functions specified in the flow diagram 
block or blocks . 
[ 0093 ] Accordingly , blocks of the block diagrams and 
flow diagrams support combinations of means for form 
ing the specified functions , combinations of elements or 
steps for performing the specified functions , and program 
instruction means for performing the specified functions . It 
will also be understood that each block of the block dia 
grams and flow diagrams , and combinations of blocks in the 
block diagrams and flow diagrams , can be implemented by 
special - purpose , hardware - based computer systems that per 
form the specified functions , elements or steps , or combi 
nations of special - purpose hardware and computer instruc 
tions . 
[ 0094 ] Certain implementations of the disclosed technol 
ogy are described above with reference to user devices may 
include mobile computing devices . Those skilled in the art 
recognize that there are several categories of mobile devices , 
generally known as portable computing devices that can run 
on batteries but are not usually classified as laptops . For 
example , mobile devices can include , but are not limited to 
portable computers , tablet PCs , internet tablets , PDAs , ultra 
mobile PCs ( UMPCs ) , wearable devices , and smart phones . Additionally , implementations of the disclosed technology 
can be utilized with internet of things ( IoT ) devices , smart 
televisions and media devices , appliances , automobiles , 
toys , and voice command devices , along with peripherals 
that interface with these devices . 

[ 0095 ] In this description , numerous specific details have 
been set forth . It is to be understood , however , that imple 
mentations of the disclosed technology may be practiced 
without these specific details . In other instances , well - known 
methods , structures and techniques have not been shown in 
detail in order not to obscure an understanding of this 
description . References to " one embodiment , ” “ an embodi 
ment , ” “ some embodiments , ” “ example embodiment , ” 
“ various embodiments , " " one implementation , ” “ an imple 
mentation , " " example implementation , " " various imple 
mentations , " " some implementations , ” etc. , indicate that the 
implementation ( s ) of the disclosed technology so described 
may include a particular feature , structure , or characteristic , 
but not every implementation necessarily includes the par 
ticular feature , structure , or characteristic . Further , repeated 
use of the phrase “ in one implementation ” does not neces 
sarily refer to the same implementation , although it may . 
[ 0096 ] Throughout the specification and the claims , the 
following terms take at least the meanings explicitly asso 
ciated herein , unless the context clearly dictates otherwise . 
The term “ connected ” means that one function , feature , 
structure , or characteristic is directly joined to or in com 
munication with another function , feature , structure , or 
characteristic . The term “ coupled ” means that one function , 
feature , structure , or characteristic is directly or indirectly 
joined to or in communication with another function , fea 
ture , structure , or characteristic . The term “ or ” is intended to 
mean an inclusive “ or . ” Further , the terms “ a , " " an , " and 
“ the ” are intended to mean one or more unless specified 
otherwise or clear from the context to be directed to a 
singular form . By " comprising " or " containing " or " includ 
ing ” is meant that at least the named element , or method step 
is present in article or method , but does not exclude the 
presence of other elements or method steps , even if the other 
such elements or method steps have the same function as 
what is named . 
[ 0097 ] While certain embodiments of this disclosure have 
been described in connection with what is presently consid 
ered to be the most practical and various embodiments , it is 
to be understood that this disclosure is not be limited to 
the disclosed embodiments , but on the contrary , is intended 
to cover various modifications and equivalent arrangements 
included within the scope of the appended claims . Although 
specific terms are employed herein , they are used in a 
generic and descriptive sense only and not for purposes of 
limitation . 
[ 0098 ] This written description uses examples to disclose 
certain embodiments of the technology and also to enable 
any person skilled in the art to practice certain embodiments 
of this technology , including making and using any appa 
ratuses or systems and performing any incorporated meth 
ods . The patentable scope of certain embodiments of the 
technology is defined in the claims , and may include other 
examples that occur to those skilled in the art . Such other 
examples are intended to be within the scope of the claims 
if they have structural elements that do not differ from the 
literal language of the claims , or if they include equivalent 
structural elements with insubstantial differences from the 
literal language of the claims . 
We claim : 

1. A first merchant node on a semi - private blockchain 
virtual currency exchange system , the first merchant node 
being associated with a first merchant and comprising : 
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one or more processors ; and 
a memory in communication with the one or more pro 

cessors and storing instructions that , when executed by 
the one or more processors , are configured to cause the 
first merchant node to : 
issue , by applying a first merchant digital signature to 

a cryptographic hash of a previous transaction com 
bined with a first customer public key , one or more 
first virtual currency units to a first customer account 
associated with a first customer computing device of 
a plurality of customer computing devices within the 
semi - private blockchain virtual currency exchange 
system ; 

detect a presence of a respective computing device 
selected from the first customer computing device 
and a second customer computing device ; 

receive a first transaction request for exchanging one or 
more of the first virtual currency units for a second 
currency type between the first customer account and 
a second customer account associated with the sec 
ond customer computing device of the plurality of 
customer computing devices within the system , 
wherein the second currency type is created by one 
or more second merchant nodes associated with a 
second merchant on the semi - private blockchain 
virtual currency exchange system ; 

validate the first transaction request by validating a 
transaction history associated with the one or more 
first virtual currency units being requested , the trans 
action history comprising one of a first customer 
digital signature or a first merchant digital signature ; 

create a first transaction receipt after the first transac 
tion request has been validated ; and 

send the first transaction receipt to one or more of the 
second merchant nodes for storage to record the first 
transaction receipt within the system , 

wherein the first merchant node is a first node among 
one or more first nodes on the semi - private block 
chain virtual currency exchange system , wherein the 
one or more first nodes are associated with the first 
merchant and exclusively create the first virtual 
currency units within the semi - private blockchain 
virtual currency exchange system . 

2. The first merchant node of claim 1 , further comprising : 
acquiring the first customer's digital signature for valida 

tion ; and 
acquiring the cryptographic hash of the previous transac 

tion that can be combined with the first customer public 
key , 

wherein the first virtual currency comprises rewards cred 
its that are exclusively redeemable from the first mer 
chant . 

3. The first merchant node of claim 2 , wherein the second 
currency type comprises one or more second virtual cur 
rency units that are exclusively created by a second mer 
chant node of the one or more second merchant nodes . 

4. The first merchant node of claim 3 , wherein the one or 
more second virtual currency units comprises rewards cred 
its that are exclusively redeemable from the second mer 
chant , the second merchant being different from the first 
merchant . 

5. The first merchant node of claim 1 , wherein an issuance 
of one or more of the first virtual currency units to the first 
customer account comprises : 

validating the issuance ; 
creating an issuance receipt after the issuance has been 

validated ; 
sending the issuance receipt to one or more of the second 

merchant nodes for storage to record the issuance 
receipt within the system . 

6. The first merchant node of claim 1 , wherein issuing one 
or more of the first virtual currency units to the first customer 
account comprises : 

receiving a virtual currency issue request for the first 
customer account when the first customer computing 
device is located proximate a point of sale ( POS ) 
terminal associated with the first merchant ; 

issuing one or more of the first virtual currency units to 
the first customer account while the first customer 
computing device is located proximate the POS termi 
nal . 

7. The first merchant node of claim 1 , wherein sending the 
first transaction receipt to one or more of the second mer 
chant nodes comprises sending the first transaction receipt to 
a first plurality of the second merchant nodes . 

8. The first merchant node of claim 1 , wherein validating 
the first transaction request comprises : 

receiving a notification of successful verification by the 
first customer computing device based on a first cus 
tomer public key associated with the first customer 
computing device and a first customer private key 
known only to the first customer computing device ; 

validating a purported first merchant digital signature on 
the transaction history based on a first merchant private 
key known only to the first merchant node and asso 
ciated with a first merchant public key , the first mer 
chant digital signature being generated based on the 
first merchant private key ; 

validating the first transaction based on the received 
notification and the validation of the purported first 
merchant digital signature . 

9. The first merchant node of claim 1 , wherein the 
instructions are further configured to cause the first merchant 
node to : 

receive a second transaction request from one or more of 
the second merchant nodes for exchanging one or more 
of the first virtual currency units for second currency 
type between the first customer account and the second 
customer account associated with the second customer 
computing device of the plurality of customer comput 
ing devices within the system ; 

validate the second transaction request ; 
create a second transaction receipt after the second trans 

action request has been validated ; and 
send the second transaction receipt to one or more of the 

second merchant nodes for storage to record the second 
transaction receipt within the system . 

10. A first merchant system for operation within a semi 
private blockchain virtual currency exchange system , the 
first merchant system comprising : 

one or more first merchant nodes comprising one or more 
first processors ; 

a point - of - sale ( POS ) terminal comprising one or more 
POS terminal processors ; and 

one or more memories in communication with the one or 
more first processors and the one or more POS terminal 
processors and storing instructions that , when executed 
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by the one or more first processors and one or more 
POS terminal processors , are configured to cause the 
first merchant system to : 
generate , by the one or more first processors , a plurality 

of first virtual currency units , the first merchant node 
being associated with a first merchant ; 

detect a presence of , by one of the one or more POS 
terminal processors , a first computing device asso 
ciated with a first customer account ; 

receive , by the one or more POS terminal processors , 
one of a redemption request to redeem first virtual 
currency units for a purchase or a transaction request 
to exchange one or more second virtual currency 
units for one or more of the generated first virtual 
currency units ; 

responsive to the redemption request : 
redeem one or more of the first virtual currency units 

from the first customer account , wherein the POS 
terminal is associated with the first merchant ; and 

validate , at the one or more first processors , the 
redemption request by validating a transaction 
history associated with the plurality of first virtual 
currency units being redeemed ; 

responsive to the transaction request : 
transfer one or more of the first virtual currency units 

from the one or more first merchant nodes to the 
first computing device ; and 

validate , at the one or more first processors , the 
transaction request by validating a transaction 
history associated with the plurality of first virtual 
currency units being requested . 

11. The system of claim 10 , wherein the instructions are 
further configured to cause the first merchant system to : 

receive one or more second virtual currency units from 
the first computing device by the one or more first 
merchant nodes in response to the transfer of the one or 
more first virtual currency units from the one or more 
first merchant nodes to the first computing device . 

12. The system of claim 11 , wherein the one or more first 
merchant nodes exclusively generate the first virtual cur 
rency units and the one or more second virtual currency units 
are associated with one or more second merchant nodes 
associated with a second merchant , the second merchant 
different from the first merchant and the one or more second 
merchant nodes being exclusively capable of creating the 
second virtual currency units within the system . 

13. The system of claim 10 , further comprising an issu 
ance request of one or more of the first virtual currency units 
to the first customer account , comprising : 

validating , at the first merchant node , the issuance 
request ; 

generating , at the first merchant node , an issuance receipt 
after the issuance request has been validated ; 

sending the issuance receipt to one or more second 
merchant nodes on the system for storage to update a 
record of first virtual currency transactions within the 
system . 

14. The system of claim 10 , wherein validating the 
transaction request comprises : 

receiving , by the one or more first processors , a notifica 
tion of successful verification by the first computing 
device based on a first customer public key associated 
with the first computing device and a first customer 
private key known only to the first computing device ; 

validating , by the one or more first processors , a purported 
first merchant digital signature on the transaction his 
tory based on a first merchant private key known only 
to the one or more first merchant nodes and associated 
with a first merchant public key , the first merchant 
digital signature being generated based on the first 
merchant private key ; 

validating the first transaction request based on the 
received notification and the validation of the purported 
first merchant digital signature . 

15. The system of claim 10 , wherein the instructions are 
further configured to cause the system to generate , at the one 
or more first processors , a transaction receipt after the 
transaction request has been validated and transmit the 
transaction receipt to one or more second merchant nodes on 
the system for storage to update a record of first virtual 
currency transactions within the system . 

16. A first merchant node on a semi - private blockchain 
virtual currency exchange system , the first merchant node 
being associated with a first merchant and comprising : 

one or more processors ; and 
a memory in communication with the one or more pro 

cessors and storing instructions that , when executed by 
the one or more processors , are configured to cause the 
first merchant node to : 
create a plurality of first virtual currency units , wherein 

the first merchant node exclusively creates the first 
virtual currency units within the system ; 

issue one or more of the first virtual currency units to 
one or more of a plurality of customer accounts each 
associated with one of a plurality of customer com 
puting devices within the system ; 

detect a presence of a respective computing device 
selected from one of the plurality of customer com 
puting devices within a predetermined area ; 

prompt the respective computing device to generate a 
first redemption request ; 

receive , responsive to the prompt and from a point - of 
sale ( POS ) terminal associated with the first mer 
chant , one or more redemption requests to redeem 
one or more of the first virtual currency units from 
one of the customer accounts ; and 

validate each of the redemption requests by validating 
a transaction history associated with the plurality of 
first virtual currency units being redeemed . 

17. The first merchant node of claim 16 , wherein at least 
a portion of the first virtual currency units comprises 
rewards credits that are exclusively redeemable from the 
first merchant via the first merchant node . 

18. The first merchant node of claim 16 , further compris 
ing : 

creating a redemption receipt after the redemption request 
has been validated ; 

sending the redemption receipt to a plurality of second 
merchant nodes for storage to record the redemption 
receipt within the system , wherein the plurality of 
second merchant nodes comprises a second merchant 
node and a third merchant node , the second merchant 
node being exclusively capable of creating and redeem 
ing second virtual currency units within the system and 
the third merchant node being exclusively capable of 
creating and redeeming third virtual currency units 
within the system . 
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19. The first merchant node of claim 18 , wherein the 
instructions are further configured to cause the first merchant 
node to randomly identify a first subset of the plurality of 
second merchant nodes . 

20. The first merchant node of claim 16 , further compris 
ing the point - of - sale ( POS ) terminal providing an interface 
for issuing and redeeming one or more of the first virtual 
currency units . 


