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(57) ABSTRACT 
An information processing apparatus in a system which 
allows an access Source terminal to access an electronic file 
held by another device, includes a storage unit that holds a 
processing procedure for accessing an electronic file, and a 
determining unit that determines an execution procedure for 
accessing a designated electronic file from an execution pro 
cessing procedure corresponding to the processing procedure 
based on a size of the designated electronic file to be accessed 
and a state of an executing device of processing included in 
the processing procedure. 
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INFORMATION PROCESSINGAPPARATUS, 
INFORMATION PROCESSING SYSTEM, 

INFORMATION PROCESSING METHOD AND 
RECORDING MEDIUM RECORDING 

INFORMATION PROCESSING PROGRAM 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application is based upon and claims the ben 
efit of priority of the prior Japanese Patent Application No. 
2014-041428, filed on Mar. 4, 2014, the entire contents of 
which are incorporated herein by reference. 

FIELD 

0002 The present invention relates to an information pro 
cessing apparatus in an information processing system which 
allows access to an electronic file stored in another device, the 
information processing system, an information processing 
method and an information processing program. 

BACKGROUND 

0003. In recent years, in accordance with spread of smart 
devices such as Smartphones and tablet terminals, it has 
become a typical form in which an individual utilizes a plu 
rality of equipment including a PC. Further, a cloud service, 
which stores electronic files owned by a user and allows the 
user to access the content regardless of the location of the 
user, has been widespread. Still further, a system for remotely 
accessing an electronic file stored in equipmentathome using 
a Smart device, or the like, is also used. 
0004. In the system for remotely accessing the electronic 

file stored in the equipment at home using the Smart device, 
there is a case where a platform of the smart device is not 
compatible with the equipment (such as a PC) at home. For 
example, if the smart device is not compatible with the PC at 
home in terms of processing of the electronic file, it is difficult 
to open or edit the electronic file created on the PC using the 
smart device in the same way as the PC. 
0005. Therefore, there is a technique, called remote 
access, in which an electronic file is opened on a PC, and 
screen data on the PC is transmitted to a smart device so that 
it is possible to browse and handle the electronic file on the PC 
from the smart device. For example, in Windows (trademark), 
there is a remote desktop protocol (RDP) as service for imple 
menting remote access. 
0006 FIG. 1 is an example of a system which allows an 
electronic file stored in equipment at home to be remotely 
accessed using a smart device. (1) When a file which can be 
browsed or edited at the Smart device is accessed, the file is 
copied to the Smart device, and application for browsing or 
editing is executed at the Smart device. For example, in the 
example illustrated in FIG. 1, file B.pdf stored in a PC having 
a remote access server is copied to the Smart device. A case 
where the file can be browsed or edited at the smart device is, 
for example, a case where application for browsing or editing 
the file is installed in the smart device. 
0007 (2) When a file which is not able to be browsed or 
edited at the Smart device is accessed, the file is copied to a PC 
having a remote access server at home, if needed, and appli 
cation for browsing or editing is executed at the PC. The smart 
device accesses the file by remotely accessing the PC having 
the remote access server without copying the file to the own 
device. In the example illustrated in FIG. 1, file Appt stored 
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in the PC having the remote access server is executed on the 
PC and is remotely accessed by the smart device. A case 
where the file is notable to be browsed or edited at the smart 
device is, for example, a case where application for browsing 
or editing the file is not installed at the smart device. If virtual 
desktop service, or the like, is provided on the cloud, the file 
may be copied on the cloud, and the executed file may be 
remotely accessed. 
0008 (3) When the Smart device accesses a file of a large 
size, because transferring the file to the Smart device is expen 
sive, the file is copied to a PC having a remote access server. 
The Smart device accesses the PC through remote access, and 
application for browsing or editing the file is executed on the 
PC. While in the example illustrated in FIG. 1, the file stored 
in another terminal at home is copied to the PC having the 
remote access server, there is no need to copy the file if the file 
is stored in a storage of the PC in advance. 

PATENT DOCUMENT 

0009 Patent document 1 Japanese Patent Laid-OpenNo. 
2005-4916 

0010 Patent document 2 Japanese Patent Laid-OpenNo. 
10-240603 

0011. However, there are the following problems in the 
above-described system. For example, in any of the above 
described (1) to (3), a user him/herself performs judgment as 
to whether or not a file needs to be copied to the Smart device, 
designation of a device operating as the remote access server, 
designation of application for browsing or editing a file, or the 
like, which takes troubles. Further, as in the above-described 
(3), if the file is copied to the access server and the file is 
accessed through remote access, because the user performs a 
series of operation, Such operation is trouble for the user. A 
series of operation is, for example, copying the file to a PC 
which allows remote access, activating the remote access 
server, activating application for browsing or editing the file, 
activating a remote access client of the Smart device and 
designating remote access service for connection. 

SUMMARY 

0012. One aspect of the present invention is an informa 
tion processing apparatus in a system which allows an access 
Source terminal to access an electronic file held by another 
device, the information processing apparatus including a stor 
age unit that holds a processing procedure for accessing the 
electric file, and a determining unit that, based on a size of a 
designated electronic file to be accessed and a state of an 
executing device of processing included in the processing 
procedure, determines an execution procedure for accessing 
the designated electronic file from an execution processing 
procedure corresponding to the processing procedure. 
0013 The object and advantages of the invention will be 
realized and attained by means of the elements and combina 
tions particularly pointed out in the claims. 
0014. It is to be understood that both the foregoing general 
description and the following detailed description are exem 
plary and explanatory and are not restrictive of the invention. 

BRIEF DESCRIPTION OF DRAWINGS 

0015 FIG. 1 is an example of a system which allows an 
electronic file stored in equipment at home to be remotely 
accessed using a Smart device; 
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0016 FIG. 2 is a diagram illustrating a configuration 
example of a remote file access system according to a first 
embodiment; 
0017 FIG. 3 is a diagram illustrating an example of an 
abstracted processing procedure and a concretized processing 
procedure; 
0018 FIG. 4 is a diagram illustrating an example of a 
hardware configuration of a server; 
0019 FIG. 5AA is a diagram illustrating an example of a 
functional configuration of a server in the remote file access 
system according to the first embodiment; 
0020 FIG. 5AB is a diagram illustrating an example of a 
functional configuration of each of an access source terminal 
and a home equipment group in the remote file access system 
according to the first embodiment; 
0021 FIG. 5B is an example of a user equipment relation 

table; 
0022 FIG.5C is an example of an equipment information 
management table; 
0023 FIG. 6 is an example of the abstracted processing 
procedure; 
0024 FIG. 7 is an example of a processing procedure 
instance; 
0025 FIG. 8 is an example of evaluation formulas in the 
concretized processing procedure; 
0026 FIG. 9A is an example of a flowchart of processing 
of a processing procedure configuration managing unit; 
0027 FIG.9B is an example of a flowchart of the process 
ing of the processing procedure configuration managing unit; 
0028 FIG. 10A is an example of a flowchart of processing 
for confirming whether or not executable; 
0029 FIG. 10B is an example of a flowchart of processing 
for judging whether or not Action is executable; 
0030 FIG. 10C is an example of a flowchart of the pro 
cessing for judging whether or not Action is executable; 
0031 FIG. 10D is an example of a flowchart of the pro 
cessing for judging whether or not Action is executable; 
0032 FIG. 11A is an example of a flowchart of processing 
of a processing execution controlling unit; 
0033 FIG. 11B is an example of a flowchart of the pro 
cessing of the processing execution controlling unit; 
0034 FIG. 12 is an example of a flowchart of file execu 
tion processing: 
0035 FIG. 13 is an example of a flowchart of file copy 
processing; and 
0036 FIG. 14 is an example of a flowchart of post-pro 
cessing. 

DESCRIPTION OF EMBODIMENT 

0037. An embodiments of the present invention will be 
described below based on the drawings. Configurations in the 
embodiments described below are merely examples, and the 
present invention is not limited to the configurations in the 
embodiments. 

First Embodiment 

0038 FIG. 2 is a diagram illustrating a configuration 
example of a remote file access system according to a first 
embodiment. A remote file access system. 100 includes a 
server 1 and an home equipment group 3 at home, and 
includes an access Source terminal 2 outside home. 
0039 For example, the server 1 and the home equipment 
group 3 are connected to a LAN (Local Area Network) or a 
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WLAN (Wireless Local Area Network), and constitutes a 
home network. The server 1 has functions of, for example, a 
web server, a remote access server and a file transfer server. 
The function of the file transfer server may be integrated in the 
web server. The home equipment group 3 includes a plurality 
of equipment connected to the home network, and types, 
functions, processing performance, or the like of the equip 
ment included in the home equipment group 3 are different 
from each other. Each equipment of the home equipment 
group 3 has functions of a web client and a file transfer client. 
The function of the file transfer client may be integrated in the 
web client. 

0040. The access source terminal 2 has functions of, for 
example, a web client, a file transfer client and a remote 
access client. The function of the file transfer client may be 
integrated in the web client. The access source terminal 2 is 
connected from the web client to the server 1 via, for example, 
Internet, a LAN or a WLAN using an HTTP (Hypertext 
Transfer Protocol), an HTTPS (HTTP Secure), or the like. 
The access source terminal 2 accesses a file held in the server 
1 or the equipment of the home equipment group 3 via the 
server 1. 

0041. The server 1 is, for example, a PC. The home equip 
ment group 3 includes, for example, a laptop PC3A, a desk 
top PC 3B, a tablet terminal 3C, and the like. Note that the 
server 1 may be classified into the home equipment group 3. 
The access source terminal 2 is, for example, a Smartphone or 
a tablet terminal. 

0042. In the first embodiment, the server 1 holds a pro 
cessing procedure for accessing a file. If a file held by the 
home equipment group 3 is accessed from the access source 
terminal 2, the server 1 determines an execution processing 
procedure from the processing procedure based on a size of 
the file to be accessed and a device which can execute pro 
cessing included in the processing procedure. The processing 
procedure is held in an abstracted form without designating 
an executing device of the processing included in the process 
ing procedure, or the like, and, when the file is accessed from 
the access Source terminal 2, the executing device, or the like, 
is determined and the processing procedure is concretized. 
“Abstracted’ refers to a state where a device to be used, 
application to be executed, or the like, is not individually and 
specifically specified. Meanwhile, “concretized’ refers to a 
state where a device to be used, application to be executed, or 
the like, is individually and specifically specified. Therefore, 
the execution processing procedure corresponding to the pro 
cessing procedure refers to a concretized processing proce 
dure. The executing device is determined from the home 
equipment group 3 according to installed application, an 
equipment state, hardware performance, or the like. The 
equipment state is, for example, a state where the equipment 
is powered off, a state where the equipment is put into a sleep 
state, or a state where a user is being logged in. 
0043. Hereinafter, the processing procedure which is held 
in an abstracted manner is referred to as an abstracted pro 
cessing procedure. Meanwhile, the execution processing pro 
cedure concretized by determining the executing device, or 
the like is referred to as a concretized processing procedure. 
0044) When the concretized processing procedure to be 
executed is determined, the server 1 requests each equipment 
to execute the processing according to the concretized proce 
dure. 
0045 FIG. 3 illustrates examples of the abstracted pro 
cessing procedure and the concretized processing procedure. 
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When a file is browsed and edited, in common, first, action of 
“opening a file' is performed. The action of “opening a file' 
is represented in the following three types of the abstracted 
processing procedure using three processing of “file copy. 
“application execution' and “remote access. Here, the appli 
cation execution refers to opening a file using application 
installed in the apparatus. Hereinafter, the application execu 
tion is abbreviated as app execution. 
(Abstracted processing procedure 1) After “file copy” is per 
formed from an access destination device to an access Source 
terminal, "app execution' is performed at the access Source 
terminal. 
(Abstracted processing procedure 2) After "app execution' is 
performed at the access destination device, “remote access” is 
performed from the access Source terminal to the access des 
tination device. Note that, in this case, the access destination 
device is a remote access server. 
(Abstracted processing procedure 3) After “file copy” is per 
formed from the access destination device to a device of the 
remote access server, "app execution' is performed at the 
remote access server, and, further, “remote access” is per 
formed from the access source terminal to the device of the 
remote access Server. 

0046 For example, when a target file stored in a terminal 
B is accessed from a terminal A, that is, if the access Source 
terminal is the terminal A and the access destination device is 
the terminal B, the following concretized processing proce 
dure is obtained from the above-described abstracted pro 
cessing procedure. It is assumed that the remote access server 
is a terminal C. 
(Concretized processing procedure 1) The target file is copied 
from the terminal B to the terminal A, and the target file is 
opened using application which can execute the target file at 
the terminal A. 
(Concretized processing procedure 2) The target file is 
opened using application which can execute the target file at 
the terminal B, and remote access is performed from the 
terminal A to the terminal B. 
(Concretized processing procedure 3) The target file is copied 
from the terminal B to the terminal C, the target file is opened 
using application which can execute the target file at the 
terminal C, and remote access is performed from the terminal 
A to the terminal C. 
0047. The server 1 determines a procedure to be executed 
from the concretized processing procedure after obtaining the 
concretized processing procedure, and requests each device 
to execute the processing according to the determined con 
cretized processing procedure. 
0048 <Apparatus Configuration> 
0049 FIG. 4 is an example of a hardware configuration of 
the server 1. The server 1 is, for example, a general-purpose 
computer, or a computer dedicated for a server machine. The 
server 1 includes a processor 101, a main storage device 102. 
an input device 103, an output device 104, an auxiliary stor 
age device 105, a removable recording medium drive device 
106 and a network interface 107. These are connected to each 
other through a bus 108. 
0050. The input device 103 is, for example, an operation 
button, a touch panel, a keyboard, a keypad, or the like. Data 
input from the input device 103 is output to the processor 101. 
The input device may include an audio input device Such as a 
microphone. 
0051. The auxiliary storage device 105 stores various pro 
grams and data used by the processor 101 for executing each 
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program. The auxiliary storage device 105 is, for example, a 
non-volatile memory such as an EPROM (Erasable Program 
mable ROM), a flash memory and a hard disk drive. The 
auxiliary storage device 105 holds, for example, an operating 
system (OS), a processing procedure determining program, a 
processing procedure executing program, a web server pro 
gram, a file transfer server program, a remote access server 
program and other various application programs. The pro 
cessing procedure determining program is a program for 
determining a processing procedure to implement access to a 
file when the file under the control is accessed from a remote 
access executing terminal. The processing procedure execut 
ing program is a program for implementing processing 
instructed by a device which executes the processing proce 
dure determining program (the server 1 in the first embodi 
ment). 
0.052 The main storage device 102 provides a storage area 
and a working area to which a program stored in the auxiliary 
storage device 105 is loaded to the processor 101, or is used as 
a buffer. The main storage device 102 includes, for example, 
a semiconductor memory such as a ROM (Read Only 
Memory) and a RAM (Random Access Memory). 
0053. The processor 101 is, for example, a CPU (Central 
Processing Unit). The processor 101 executes various pro 
cessing by loading the OS and various application programs 
held by the auxiliary storage device 105 or the removable 
recording medium 501 to the main storage device 102 and 
executing them. The processor 101 is not limited to one, and 
a plurality of processors may be provided. 
0054 The removable recording medium drive device 106 
reads out the program and various data recorded in the remov 
able recording medium 501 and outputs them to the processor 
101. The removable recording medium 501 is, for example, a 
recording medium Such as a SD card, a miniSD card, a micro 
SD card, a USB (Universal Serial Bus) flash memory, a CD 
(Compact Disc), a DVD (Digital Versatile Disc), Blu-ray 
(trademark), Disc and a flash memory card. 
0055. The network interface 107 is an interface for input 
ting and outputting information from and to a network. The 
network interface 107 includes an interface for connecting to 
a wired network and an interface for connecting to a wireless 
network. The network interface 107 is, for example, a NIC 
(Network Interface Card), a wireless LAN (Local Area Net 
work) card, or the like. Data, or the like, received at the 
network interface 107 is output to the processor 101. 
0056. The output device 104 outputs a result of processing 
of the processor 101. The output device 104 includes an audio 
output device such as a speaker, a display and a printer. 
0057. Note that the hardware configuration of the server 1 
illustrated in FIG. 4 is merely an example, the hardware 
configuration is not limited to the above-described configu 
ration, and components can be omitted, replaced or added as 
appropriate according to embodiments. For example, the pro 
cessing procedure determining program may be recorded in 
the removable recording medium 501. For example, the 
server 1 may be a server that does not include the input device 
103 and the output device 104. 
0058. Further, equipment included in the home equipment 
group 3 is a dedicated or general-purpose computer, whose 
hardware configuration is Substantially the same as the con 
figuration illustrated in FIG. 4. The equipment included in the 
home equipment group 3, for example, holds the processing 
procedure executing program at the auxiliary storage device 
105. Further, the access source terminal 2 is, for example, a 
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smart device, a laptop PC, or the like, whose hardware con 
figuration is substantially the same as the configuration illus 
trated in FIG. 4, and the access source terminal 2 may include 
a touch panel, or the like, as the input device. The access 
Source terminal 2 holds, for example, a remote file access 
program, a processing execution procedure program, remote 
access client application, browser application, or the like, at 
the auxiliary storage device 105. The remote file access pro 
gram is a program for accessing a file existing within a pre 
determined private network Such as a home network from 
outside. 
0059 FIG. 5AA is an example of a function configuration 
of the server 1 in the remote file access system 100 according 
to the first embodiment. FIG. 5AB is a diagram illustrating an 
example of a functional configuration of each of an access 
Source terminal and a home equipment group in the remote 
file access system according to the first embodiment. 
0060. The server 1 includes a file system 11, a processing 
executing unit 12, a file transfer server 13, a remote access 
server 14, a processing execution controlling unit 15, a pro 
cessing procedure configuration managing unit 16, an equip 
ment information managing unit 17, a user equipment man 
aging unit 18, a file list generating unit 19, a concretized 
processing procedure table 110, an abstracted processing pro 
cedure table 120, a user equipment relation table 130 and an 
equipment information management table 140. 
0061 The concretized processing procedure table 110, the 
abstracted processing procedure table 120, the user equip 
ment relation table 130 and the equipment information man 
agement table 140 are each created in, for example, a storage 
area of the auxiliary storage device 105. It is also possible to 
create these tables in a storage area of the main storage device 
102. 
0062. In the abstracted processing procedure table 120, 
the abstracted processing procedure and an evaluation for 
mula for evaluating the concretized processing procedure are 
stored. The abstracted processing procedure table 120 is an 
example of a 'storage unit'. The abstracted processing pro 
cedure and the evaluation formula will be described in details 
later. In the concretized processing procedure table 110, the 
concretized processing procedure which has been determined 
to be executed is stored. 
0063 FIG. 5B is an example of the user equipment rela 
tion table 130. In the user equipment relation table 130, cor 
respondence between identification information of a user and 
identification information of equipment which can be used by 
the user is stored. The equipment which is registered in the 
user equipment relation table 130 as equipment which can be 
used by the user is, for example, equipment used by the user 
as the access source terminal 2. The information stored in the 
user equipment relation table 130 is registered by the user or 
a system manager in advance. Further, the user equipment 
relation table 130 may have user authentication information 
as an option, and in the example illustrated in FIG. 5B, the 
user equipment relation table 130 includes the user authenti 
cation information in an item of an entry of the user equip 
ment relation table 130. 
0064 FIG.5C is an example of the equipment information 
management table 140. In the equipment information man 
agement table 140, information relating to equipment within 
the remote file access system 100 is stored. More specifically, 
in the equipment information management table 140, infor 
mation relating to each equipment of the home equipment 
group 3, and each equipment of the access source terminal 2 
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and the server 1 is stored. The information relating to the 
equipment includes, for example, identification information 
of the equipment, a MAC address of the equipment, installed 
OS, installed software (such as an application name and the 
corresponding MIME type), a type of the connected network, 
a user who is using the equipment, a current IP address, a state 
of the equipment, information as to whether or not the equip 
ment can be remotely activated, or the like. The state of the 
equipment which is, for example, power OFF, power ON, 
sleep, or the like, is one of the information for judging 
whether or not the corresponding equipment is available by 
the server 1. Further, even if the equipment is put into a sleep 
state or a power OFF state, if the equipment can be remotely 
activated, information that the equipment can be remotely 
activated is set as the state of the equipment. The information 
as to whether or not the equipment can be remotely activated 
depends on internal settings such as Bios of the equipment or 
an environment where the equipment is placed (for example, 
the equipment is placed inside a firewall or a NAT router and 
is unable to receive an activation command from outside). 
The information as to whether or not the equipment can be 
remotely activated can be known by the equipment informa 
tion managing unit 17 regularly exchanging messages with 
the equipment, or the equipment information managing unit 
17 regularly exchanging messages with a relay server on the 
cloud. The information stored in the equipment information 
management table 140 is acquired and stored by the equip 
ment information managing unit 17 which will be described 
later. 
0065 Returning to FIG. 5AA, the processing execution 
controlling unit 15, the processing procedure configuration 
managing unit 16, the equipment information managing unit 
17, the user equipment managing unit 18 and the file list 
generating unit 19 are, for example, functions implemented 
by the processor 101 executing the processing procedure 
determining program Stored in the auxiliary storage device 
105. 

0066. When the file stored within the remote file access 
system 100 is accessed from the access source terminal 2, the 
user equipment managing unit 18 acquires identification 
information of the user corresponding to the identification 
information of the access Source terminal 2 from the user 
equipment relation table 130 and notifies the processing pro 
cedure configuration managing unit 16. 
0067. The file list generating unit 19 generates a list of files 
which are stored within the remote file access system 100 and 
which are accessible by the user of the access source terminal 
2, according to a request from the access Source terminal 2, 
and transmits the list to the access source terminal 2. The 
identification information of the user of the access Source 
terminal 2 is transmitted from the access source terminal 2 or 
acquired by making an inquiry to the user equipment manag 
ing unit 18. Further, the information of the files accessible by 
the user of the access source terminal 2 can be acquired from 
each equipment by the file list generating unit 19 transmitting 
a retrieval command to each equipment within the remote file 
access system 100 using user authority of the access Source 
terminal 2. 
0068 Alternatively, the file list generating unit 19 may 
have a file information table (which is not illustrated) in 
which identification information and storage destination 
information of all the files held in each equipment within the 
remote file access system 100 are stored. In this case, the file 
list generating unit 19 filters the information to be stored in 
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the file information table using the identification information 
of the user of the access source terminal 2 to generate a list of 
files accessible by the user of the access source terminal 2. 
Note that the information stored in the file information table 
is updated by, for example, collecting the information from 
each equipment at a predetermined cycle. 
0069. The equipment information managing unit 17 col 
lects the information relating to the equipment from each 
equipment within the remote file access system 100 and 
stores the information in the equipment information manage 
ment table 140. For example, the equipment information 
managing unit 17 may collect the information relating to the 
equipment from each equipment by making an inquiry to 
each equipment at a predetermined cycle. Further, each 
equipment may transmit the information relating to the own 
equipment to the equipment information managing unit 17 of 
the server 1, for example, using as a trigger, a change of the 
information relating to the own equipment Such as the state of 
the equipment. Further, the equipment information managing 
unit 17 may collect the information relating to the equipment 
from each equipment by making an inquiry to each equip 
ment, using as a trigger, an inquiry from the processing pro 
cedure configuration managing unit 16 as a result of reception 
of a request for accessing the file from the access Source 
terminal 2. The equipment information managing unit 17 
reads out the information relating to the equipment from the 
equipment information management table 140 according to 
the inquiry from the processing procedure configuration man 
aging unit 16. 
0070 The processing procedure configuration managing 
unit 16 creates a processing procedure instance by applying 
an actual value to the abstracted processing procedure using 
reception of the request for accessing the file from the access 
Source terminal 2 as a trigger, and determines a concretized 
processing procedure which can be executed from the pro 
cessing procedure instance based on the information relating 
to the equipment. The processing procedure instance is 
obtained by applying an actual value to the abstracted pro 
cessing procedure. If there are a plurality of concretized pro 
cessing procedures which can be executed, cost of each con 
cretized processing procedure is calculated using the 
evaluation formula stored in the abstracted processing proce 
dure table 120, and the concretized processing procedure to 
be executed is determined based on the calculated cost. The 
determination of the concretized processing procedure to be 
executed will be described in details later. The processing 
procedure configuration managing unit 16 notifies the pro 
cessing execution controlling unit 15 of the concretized pro 
cessing procedure to be executed. The processing procedure 
configuration managing unit 16 is an example of a “determin 
ing unit'. 
0071. The processing execution controlling unit 15 
instructs the corresponding equipment to execute the corre 
sponding processing according to the concretized processing 
procedure which is determined to be executed by the process 
ing procedure configuration managing unit 16. If the access 
Source terminal 2 or the home equipment group 3 other than 
the server 1 is instructed to execute the processing, a process 
ing execution request is transmitted to the corresponding 
equipment over a network. 
0072 The processing executing unit 12 operates when the 

file accessed from the access source terminal 2 is held in the 
server 1. The processing executing unit 12 is, for example, a 
function implemented by the processor 101 executing the 
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processing procedure executing program stored in the auxil 
iary storage device 105. The processing executing unit 12 
sorts the instructed processing to appropriate application, or 
the like, according to the instruction from the processing 
execution controlling unit 15. For example, ifactivation of the 
remote access server is instructed from the processing execu 
tion controlling unit 15, the processing executing unit 12 
activates the remote access server 14. 

(0073. The file system 11 is one of the functions of the OS 
for managing a file held in the auxiliary storage device 105 
within the server 1. The file transfer server 13 has a function 
of transmitting and receiving a file to and from the home 
equipment group 3 on the home network and the access 
source terminal 2. The function of the file transfer server may 
be performed by a web server instead. The remote access 
server 14 executes application on the own device and trans 
mits image data displayed at a display of the own device to a 
remote access client. Communication between the remote 
access server 14 and the remote access client may be per 
formed using secure communication Such as, for example, 
SSL (Secure Sockets Layer) and VPN (Virtual Private Net 
work). 
0074 The file transfer server 13 and the remote access 
server 14 are functions implemented by the processor 101 
respectively executing the file transfer server program and the 
remote access server program. The file transfer server pro 
gram includes, for example, a program which implements an 
FTP (File Transfer Protocol). The web server which is sub 
stituted for the file transfer server is implemented by the 
processor 101 executing the web server program. The web 
server program includes a program which implements a pro 
tocol such as an HTTP and an HTTPS. The remote access 
server program includes, for example, a program in which an 
RDP protocol is implemented. 
0075) Next, the access source terminal 2 has a processing 
executing unit 21, the remote access client 22, a file transmit 
ting and receiving unit 23, an equipment information collect 
ing unit 24, a file list outputting unit 25 and a file list acquiring 
unit 26. 

0076. The processing executing unit 21 is a function 
implemented by the processor of the access source terminal 2 
executing the processing procedure executing program stored 
in the auxiliary storage device. The processing executing unit 
21 sorts the instructed processing to appropriate application, 
or the like, according to the instruction from the processing 
execution controlling unit 15 of the server 1. For example, if 
remote access to the server 1 is instructed from the processing 
execution controlling unit 15 of the server 1, the processing 
executing unit 21 activates the remote access client 22 and 
starts remotely accessing the remote access server 14 of the 
server 1. For example, if copy of a target file is instructed from 
the processing execution controlling unit 15 of the server 1, 
the processing executing unit 21 instructs the file transmitting 
and receiving unit 23 and acquires a copy of the target file 
from the server 1 via the file transfer server 13 of the server 1. 

0077. The remote access client 22 and the file transmitting 
and receiving unit 23 are functions implemented by the pro 
cessor of the access Source terminal 2 executing respectively 
the remote access client program and the file transfer client 
program stored in the auxiliary storage device. For example, 
the remote access client program implements an RDP proto 
col. In the file transfer client program, for example, an FTP 
and an HTTP protocol are implemented. 
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0078. The equipment information collecting unit 24, the 
file list outputting unit 25 and the file list acquiring unit 26 are 
functions implemented by the processor of the access Source 
terminal 2 executing the remote file access program stored in 
the auxiliary storage device. The equipment information col 
lecting unit 24 transmits information relating to the equip 
ment of the access Source terminal 2 to the server 1 according 
to, for example, an inquiry from the server 1 or a predeter 
mined event occurring at the access source terminal 2. The 
predetermined event is, for example, upon activation of the 
terminal by user operation or immediately before the terminal 
being put into a sleep state. 
007.9 The file list acquiring unit 26, for example, makes an 
inquiry to the file list generating unit 19 of the server 1 after 
the remote file access program is activated, to acquire a list of 
files accessible by the access source terminal 2 from the file 
list generating unit 19 of the server 1. The file list acquiring 
unit 26 outputs the acquired list of files to the file list output 
ting unit 25. 
0080. The file list outputting unit 25 outputs the list of files 
acquired by the file list acquiring unit 26 to a display. By this 
means, the list of files for which the user has access authority 
is displayed to the user of the access source terminal 2, and a 
file to be browsed or edited is selected by the user. The file list 
outputting unit 25 receives user input of selection of the file to 
be browsed or edited and transmits an access request to the 
target file to the server 1. In the access request to the file, user 
identification information, identification information of the 
target file and identification information of the equipment of 
the access source terminal 2 are stored. 

0081. Next, each equipment of the home equipment group 
3 includes a file transmitting and receiving unit 31, an equip 
ment information collecting unit 32, a processing executing 
unit 33 and a file system 34. The file system 34 is one of 
functions of the OS for managing the files held in the auxiliary 
storage device within the equipment of the home equipment 
group 3. 
0082. The equipment information collecting unit 32 and 
the processing executing unit 33 are functions implemented 
by the processor of the equipment of the home equipment 
group 3 executing the processing procedure executing pro 
gram Stored in the auxiliary storage device. The equipment 
information collecting unit 32, for example, transmits the 
information relating to the equipment to the server 1 at a 
predetermined cycle according to the inquiry from the server 
1 or according to a change of a state of the own equipment. 
0083. The processing executing unit 33 is a function 
implemented by the processor of the equipment of the home 
equipment group 3 executing the processing procedure 
executing program stored in the auxiliary storage device. The 
processing executing unit 33 sorts the instructed processing to 
appropriate application, or the like, according to the instruc 
tion from the processing execution controlling unit 15 of the 
server 1. For example, if copy of the target file to the server 1 
is instructed from the processing execution controlling unit 
15 of the server 1, the processing executing unit 33 instructs 
the file transmitting and receiving unit 31 and transmits a 
copy of the target file to the file transfer server 13 of the server 
1. 

0084. The file transmitting and receiving unit 31 is a func 
tion implemented by the processor of the equipment of the 
home equipment group 3 executing the file transfer client 
program Stored in the auxiliary storage device. In the file 
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transfer client program, a protocol such as, for example, an 
FTP and an HTTP is implemented. 
I0085 <Example of Abstracted Processing Procedure> 
I0086 FIG. 6 is an example of the abstracted processing 
procedure. FIG. 6 illustrates the abstracted processing proce 
dure relating to action of “accessing a file’. For example, the 
abstracted processing procedure as illustrated in FIG. 6 is 
stored in the abstracted processing procedure table 120. 
I0087. The action of “accessing a file’ includes, for 
example, three types of processing procedures as illustrated 
in FIG. 3. The three types of processing procedures of the 
action of “accessing a file' explained in FIG.3 are described 
as illustrated in FIG. 6 in the first embodiment. Hereinafter, it 
is assumed that small letters of the alphabet indicate vari 
ables. 

I0088 File access(u, x, a, b) indicates that a user u 
accesses a file X located at equipment a from equipment b. 
File copy(u, x, a, b) indicates that the user u copies the file X 
located at the equipment a to the equipment b. File open (u, 
X, a) indicates that the useru opens the file X using application 
of the equipmenta. Remote access (u, x, a, b) indicates that 
the useru remotely accesses the file X from the equipmentato 
the equipment b. 
I0089. File access corresponding to the action of “access 
ing a file' is defined as a Goal. File copy, File open and 
Remote access corresponding to the processing for achiev 
ing the action of “accessing a file' are defined as Actions. The 
Actions are executed in the order of description. 
0090 Taking into account the above-mentioned points, 
the abstracted processing procedure relating to the processing 
of “accessing a file' is described as follows in the first 
embodiment: 

(1) File access (u, x, a, b)->File copy(u,X,a,b), File open (u, 
X, b) 

(2)File access(u,X,a,b)->File open(u.X.a), Remote access 
(u, X, b, a) 

(3)File access(u,X,a,b)->File copy (u.X,a,c), 
File open(u.X.c), Remote access(u.X.,b,c) 

0091. Further, in the case of File copy(u, x, a, b), there is 
a case where the file is unable to be directly copied from the 
equipment a to the equipment b, for example, a case where a 
firewall or a NAT router which blocks the network exists 
between the equipmenta and the equipment b. In Such a case, 
the file may be copied from the equipment a to the equipment 
b via a relay server c. In the processing procedure configura 
tion managing unit 16, because it is possible to constitute the 
procedure for copying a file via the relay server c, the 
abstracted processing procedure for the constitution can be 
expressed as follows: 

(4)File copy (u.X.a,b)->File copy (u.X.,a,c), 
File copy(u,X,c,b) 

0092 FIG. 7 is an example of the processing procedure 
instance. The processing procedure instance is obtained by 
applying an actual value to the abstracted processing proce 
dure. The processing procedure instance illustrated in FIG. 7 
is an example of one created from the abstracted processing 
procedure illustrated in FIG. 6. FIG. 7 illustrates an example 
of a case where “a user U1 opens a file URL1 on a terminal A 
using a terminal B. Hereinafter, big letters of the alphabet 
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indicate specific values (actual values). Note that a terminal C 
is used as a remote access server. 
0093. The processing procedure instance is created by 
applying actual values to the variables of the abstracted pro 
cessing procedure. In the example illustrated in FIG. 7, the 
processing procedure instance created by applying the user 
U1, the file URL1, the terminal A, the terminal B and the 
terminal Crespectively to the useru, the filex, the equipment 
a, the equipment b and the equipment c of the abstracted 
processing procedure illustrated in FIG. 6 is illustrated. The 
processing procedure instance in the example illustrated in 
FIG. 7 is as follows. 

(S1)File access(U1, URL1A,B)->File copy(U1, URL1A, 
B), File open(U1, URL1B) 

(S2) File access(U1, URL1A,B)->File open(U1, URL1A), 
Remote access(U1URL1.B.A) 
0094) (S3)File access(U1, URL1A.B)->File copy(U1, 
URL1A,C), File open(U1URL1,C), Remote access(U1, 
URL1,B,C) 

(S4)File copy(U1, URL1A,B)->File copy(U1, URL1AC), 
File copy(U1, URL1, C.B) 
0095. The description form of the processing procedure 
instance can be expressed as follow (i and n are positive 
integral numbers): 

Si: Goal->Action i 1. . . . . Action i ni 
0096. In the case of the example illustrated in FIG. 7, a 
variable i is 1sis4. A variable ni is 1snisthe number of 
Actions included in each instance. 
0097 Hereinafter, a right side of the executable processing 
procedure instance (that is, a portion except the Goal) will be 
referred to as a concretized processing procedure. Whether or 
not the processing procedure instance can be executed is 
judged through processing for confirming whether or not 
executable, which will be described later. 
0098 <Example of Evaluation Formulad 
0099 FIG. 8 is an example of an evaluation formula of the 
concretized processing procedure. The evaluation formula is 
a formula for obtaining cost of the concretized processing 
procedure. The evaluation formula is used to determine the 
concretized processing procedure to be executed if there area 
plurality of executable concretized processing procedures. 
0100 When the file is remotely accessed, a size of the file, 
line speed, or the like become factors for determining execu 
tion of file copy to the access source terminal 2 and remote 
access. Therefore, the cost of the concretized processing pro 
cedure is determined according to the size of the file and types 
of the lines. Further, as previously described, because the 
concretized processing procedure is a collection of a plurality 
of Actions, in the first embodiment, cost is obtained for each 
Action, and a sum of the cost of the Actions becomes the cost 
of the concretized processing procedure. 
0101 First, a cost Cost(File copy(u, x, a, b)) of File copy 
(u, x, a, b) is obtained from Cost f(X)xCost c(a, b). A cost 
Cost(File open(u, x, b)) of File open(u, x, b) is 0. A cost 
Cost(Remote access (u, x, b, a)) of Remote access(u, x, b) is 
obtained from Cost c(a,b). 
0102 Cost f(x) indicates cost of the file X. For example, 
the cost of the file X is determined according to the size of the 
file. In the first embodiment, if the size of the file X is 50 M 
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bytes or smaller, Cost f(x) is 1. If the size of the filex is larger 
than 50 Mbytes and 500 Mbytes or smaller, Cost f(x) is 2. If 
the size of the file X is larger than 500 Mbytes, Cost f(x) is 4. 
size(x) in FIG. 8 indicates the size of the file X. 
0103 Cost c(a, b) indicates cost of connection between 
the equipmenta and the equipment b. In the first embodiment, 
if the connection between the equipmenta and the equipment 
b is a LAN or a WLAN, Cost c(a,b) is 10. If the connection 
between the equipmenta and the equipment b is 3G, LTE, or 
the like, Cost c(a,b) is 30. 
0104. In the first embodiment, the concretized processing 
procedure with the lowest cost is determined as the concret 
ized processing procedure to be executed. Note that the evalu 
ation formula of the concretized processing procedure is not 
limited to the example illustrated in FIG. 8, and may be set 
according to the configuration of the system, or the like. 
Hereinafter, application of a specific value to the variables of 
the abstracted processing procedure will be referred to as 
instantiation. 
0105 <Flow of Processing> 
0106 FIG.9A and FIG.9B are examples of flowcharts of 
the processing of the processing procedure configuration 
managing unit 16. The flowcharts illustrated in FIG. 9A and 
FIG.9B, for example, start upon activation of the server 1 and 
are repeatedly implemented during activation of the server 1. 
0107. In OP1, the processing procedure configuration 
managing unit 16 receives an access request for a file from the 
access source terminal 2. In the access request, at least iden 
tification information of the equipment of the access source 
terminal 2 and identification information of the file to be 
accessed are stored. Note that the information included in the 
access request is not limited to these, and the access request 
may include user identification information, storage destina 
tion equipment of the file to be accessed, a file size, and the 
like. 
0.108 If information such as the user identification infor 
mation, the storage destination equipment of the file to be 
accessed and the file size is not included in the access request, 
the processing procedure configuration managing unit 16 
acquires these values by referring to each table. Specifically, 
the processing procedure configuration managing unit 16 
acquires the identification information of the user of the 
access Source terminal 2 associated with the identification 
information of the equipment of the access Source terminal 2 
from the user equipment relation table 130. The processing 
procedure configuration managing unit 16 makes an inquiry 
to the file list generating unit 19 to acquire the storage desti 
nation and the file size of the file to be accessed. 
0109 Hereinafter, it is assumed in the examples illustrated 
in FIG.9A and FIG.9B that a user U1, a URL1 which is the 
identification information of the file, equipment A which is 
the storage destination of the file, and equipment B which is 
the access source terminal 2 are respectively acquired as the 
useru, the file X, the equipmenta and the equipment b, which 
are variables, in the abstracted processing procedure. Subse 
quently, the processing proceeds to OP2. 
0110. In OP2, the processing procedure configuration 
managing unit 16 acquires the abstracted processing proce 
dure relating to the file access from the abstracted processing 
procedure table 120 and generates a processing procedure 
instance. For example, if the user U1, the file URL1, the 
equipment A and the equipment B are acquired as variables in 
OP1, the processing procedure instance illustrated in FIG. 7 is 
generated by applying these values to the variables in the 
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abstracted processing procedure illustrated in FIG. 6. Subse 
quently, the processing proceeds to OP3. 
0111. In OP3, the processing procedure configuration 
managing unit 16 selects a processing procedure instance Si. 
An initial value of i is 1. Further, if, for example, the process 
ing procedure instance Si illustrated in FIG. 7 is used, the 
variable i takes a value of 1sis3. Because a processing pro 
cedure instance S4 illustrated in FIG. 7 is accessorily used in 
the Action of File copy of the processing procedure instances 
S1 and S3, the processing procedure instance S4 is not 
included in the number of the processing procedure instances 
here. Subsequently, the processing proceeds to OP4. 
0112. In OP4, the processing procedure configuration 
managing unit 16 judges whether or not there is a variable 
which is not instantiated among the selected processing pro 
cedure instance Si. The variable which is not instantiated 
indicates a variable for which an actual value to be applied to 
the variable is not determined. If there is a variable which is 
not instantiated (OP4: Yes), the processing proceeds to OP7. 
If specific values are applied to all the variables (OP4: No), 
the processing proceeds to OP5. 
0113. In OP5, the processing procedure configuration 
managing unit 16 executes processing for confirming 
whether or not executable for judging whether or not the 
processing procedure instance Si is executable. The process 
ing for confirming whether or not executable will be 
described in details later. If the processing for confirming 
whether or not executable is finished, subsequently, the pro 
cessing proceeds to OP6. 
0114. In OP6, the processing procedure configuration 
managing unit 16 judges whether or not an executable flag is 
1. The executable flag indicates a result of the processing for 
confirming whether or not executable in OP5 for the process 
ing procedure instance Si. For example, a case where the 
executable flag is 1 indicates that the processing procedure 
instance Si is executable. A case where the executable flag is 
0 indicates that the processing procedure instance Si is not 
executable. If the executable flag is 1 (OP6: Yes), the process 
ing proceeds to OP12. If the executable flag is 0 (OP6: No), 
the processing proceeds to OP13. 
0115. In OP7, because there is a variable which is not 
instantiated among the selected processing procedure 
instance Si, the processing procedure configuration manag 
ing unit 16 extracts a list of candidate equipment which is a 
candidate to be applied to the variable which is not instanti 
ated. For example, in the case of the processing procedure 
instance S3 illustrated in FIG. 7, the terminal C which oper 
ates as a remote access server of Remote access(U1, URL1, 
B, C) is not instantiated when the user U1, the URL1, the 
equipment A and the equipment B are instantiated, and the 
processing of OP7 is executed. Subsequently, the processing 
proceeds to OP8. 
0116. In OP8, the processing procedure configuration 
managing unit 16 judges whether or not the equipment can be 
newly selected among the list of candidate equipment 
extracted in OP7, that is, whether or not the list of the candi 
date equipment is empty. If there is equipment which can be 
newly selected among the candidate equipment list (OP8; 
Yes), the processing proceeds to OP9. If there is no equipment 
which can be newly selected among the list of candidate 
equipment, that is, if the list of candidate equipment is empty 
(OP8: No), the processing proceeds to OP13. 
0117. In OP9, the processing procedure configuration 
managing unit 16 selects equipment to be actually applied to 
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a variable among the list of candidate equipment extracted in 
OP7 and deletes the selected equipment from the list of can 
didate equipment. Subsequently, the processing proceeds to 
OP10. 

0118. In OP10, the processing procedure configuration 
managing unit 16 executes processing for confirming 
whether or not executable for judging whether or not the 
processing procedure instance Si is executable. The process 
ing for confirming whether or not executable will be 
described in details later. If the processing for confirming 
whether or not executable is finished, subsequently, the pro 
cessing proceeds to OP11. 
0119. In OP11, the processing procedure configuration 
managing unit 16 judges whether or not the executable flag is 
1. If the executable flag is 1 (OP11: Yes), the processing 
proceeds to OP12. If the executable flag is 0 (OP11: No), the 
processing proceeds to OP8, and the processing from OP8 to 
OP11 is executed for the candidate equipment to be applied to 
the subsequent variable. 
I0120 In OP12, the processing procedure configuration 
managing unit 16 generates a concretized processing proce 
dure from an executable processing procedure instance, that 
is, a processing procedure instance whose executable flag is 1. 
and adds the executable processing procedure instance to the 
list of candidates. Subsequently, the processing proceeds to 
OP13. 

I0121. In OP13, the processing procedure configuration 
managing unit 16 judges whether or not there is a processing 
procedure instance Si--1 which is the next option. If there is a 
processing procedure instance Si+1 which is the next option 
(OP13: Yes), the processing returns to OP3, and the process 
ing from OP3 to OP12 is repeatedly executed for the next 
processing procedure instance Si--1. If there is no unproc 
essed processing procedure instance Si--1 which is the next 
option (OP13: No), the processing proceeds to OP14. 
I0122. In OP14, if there are a plurality of concretized pro 
cessing procedures in the list of candidates, the processing 
procedure configuration managing unit 16 calculates cost for 
each concretized processing procedure according to, for 
example, the evaluation formula illustrated in FIG.8. If there 
is one concretized processing procedure in the list of candi 
dates, the processing of OP14 is not executed. Subsequently, 
the processing proceeds to OP15. 
I0123. In OP15, the processing procedure configuration 
managing unit 16 selects a concretized processing procedure 
to be executed from the concretized processing procedures 
within the list of candidates. If the cost is calculated in OP14, 
the processing procedure configuration managing unit 16 
selects a concretized processing procedure with the Smallest 
cost as the concretized processing procedure to be executed. 
The selected concretized processing procedure is output to 
the processing execution controlling unit 15. Then, the pro 
cessing illustrated in FIG. 9A and FIG.9B is finished. 
0.124. Hereinafter, the processing execution controlling 
unit 15 instructs the equipment to execute the processing 
according to the concretized processing procedure. The pro 
cessing of the processing execution controlling unit 15 will be 
described later in FIG. 11A and FIG. 11B. 

0.125 FIG. 10A is an example of a flowchart of the pro 
cessing for confirming whether or not executable. The pro 
cessing for confirming whether or not executable is, for 
example, processing for judging whether or not the process 
ing procedure instance Siselected in the processing of OP3 in 



US 2015/0256620 A1 

FIG. 9A is executable. The form of the processing procedure 
instance Si is as described above. (Si:Goal-e Action i 1, ... 
Action i ni) 
0126. In OP21, the processing procedure configuration 
managing unit 16 selects a final action Action i ni from the 
processing procedure instance Si. Further, a variable k is set 
as kni. Subsequently, the processing proceeds to OP22. 
0127. In OP22, the processing procedure configuration 
managing unit 16 sets 0 for an executable flag of the process 
ing procedure instance Si. Subsequently, the processing pro 
ceeds to OP23. 
0128. In OP23, the processing procedure configuration 
managing unit 16 acquires information relating to a target 
equipment of Action i k by making an inquiry to the equip 
ment information managing unit 17. In the case of File copy 
(U1, URL1, A, B), the target equipment is the terminal A and 
the terminal B. In the case of File open(U1, URL1, B), the 
target equipment is the terminal B. In the case of Remote 
access (U1, URL1, B, C), the target equipment is the terminal 
B and the terminal C. Subsequently, the processing proceeds 
to OP24A. 
0129. In OP24A, the processing procedure configuration 
managing unit 16 performs processing for judging whether or 
not Action is executable for judging whether or not Action 
i k is executable. The processing for judging whether or not 
Action is executable will be described in details later. 
0130. If Action i kisjudged as executable (OP24B: Yes), 
the processing proceeds to OP25. In OP25, the processing 
procedure configuration managing unit 16 sets k-1 for the 
variable k. Subsequently, the processing proceeds to OP26. 
0131. In OP26, the processing procedure configuration 
managing unit 16 judges whether or not the variable k is a 
positive value. If the variable k is a positive value (OP26:Yes), 
because there remains Action for which it has not been judged 
whether or not Action is executable in the processing proce 
dure instance Si, the processing returns to OP23, and it is 
judged whether or not Action is executable for the next 
Action. 

(0132) If the variable k is not a positive value (OP26: No), 
the processing proceeds to OP27. In OP27, because it has 
been judged that Action is executable for all Actions included 
in the processing procedure instance Si, the processing pro 
cedure configuration managing unit 16 sets 1 for the execut 
able flag. Then, the processing for judging whether or not 
executable for the processing procedure instance Si illus 
trated in FIG. 10A is finished, and the processing proceeds to 
OP6 in FIG.9A or OP11 in FIG.9B. 
0133. In OP24B, if it has been judged that Action i k is 
not executable (OP24B: No), the processing proceeds to 
OP28. In OP28, if even one Action which is not executable is 
included, because the processing procedure instance Si is not 
executable, the processing procedure configuration manag 
ing unit 16 interrupts execution of the processing for judging 
whether or not executable for the processing procedure 
instance Si. Therefore, in this case, the executable flag of the 
processing procedure instance Si is 0. Then, the processing 
for judging whether or not executable for the processing 
procedure instance Si illustrated in FIG. 10A is finished, and 
the processing proceeds to OP6 in FIG.9A or OP11 in FIG. 
9B. 

0134 FIG. 10B, FIG. 10C and FIG. 10D are examples of 
flowcharts of the processing for judging whether or not 
Action is executable. The processing for judging whether or 
not Action is executable is, for example, processing for judg 
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ing whether or not Action i k selected in the processing of 
OP21 in FIG. 10A is executable. Note that the user U, the file 
X, the terminal A, and the terminal B used in the explanation 
of FIG. 10B, FIG. 10C and FIG. 10D are used for generalized 
explanation, and are not limited to a given user, file, terminal, 
or the like. 

I0135) If Action i k is File open (U, X, A) (OP81: Yes), 
the processing proceeds to OP82. If Action i k is File copy 
(U, X, A, B) (OP87:Yes), the processing proceeds to OP91. If 
Action i k is Remote Access(U, X, A, B) (OP88: Yes), the 
processing proceeds to OP101. If Action i k is none of the 
above (OP88: No), the processing illustrated in FIG. 10B is 
finished. 

0.136 The processing from OP82 to OP86 is processing in 
a case where Action i k is File open (U, X, A). In OP82, the 
processing procedure configuration managing unit 16 judges 
whether or not the terminal A can be used. The terminal A 
may be a device operating as a remote access server, other 
than the access source terminal 2. Therefore, first, the state of 
the terminal A is confirmed. A state where the terminal Acan 
be used is a state where the terminal A is powered ON, or the 
terminal Acan be remotely activated even if the terminal A is 
powered OFF or is put into a sleep state. This judgment is 
performed based on the equipment information management 
table 140. 

I0137 If the terminal A can be used (OP82: Yes), the pro 
cessing proceeds to OP83. If the terminal A is not able to be 
used (OP82: No), the processing proceeds to OP86. 
0.138. In OP83, the processing procedure configuration 
managing unit 16 judges whether or not the terminal Acan be 
used using authority of the user U at the present moment. 
Whether or not the terminal Acan be used using authority of 
the user U is judged by making an inquiry to the user equip 
ment relation table 130 and the equipment information man 
agement table 140. For example, it is assumed that if the 
terminal A is included in the equipment which can be used by 
the user U and a current user is not a user other than the user 
U, the terminal A can be used using the authority of the user 
U. 

0.139. If the file X on the terminal A is available using the 
authority of the user Uat the present moment (OP83:Yes), the 
processing proceeds to OP84. If the file X on the terminal A is 
not available using the authority of the user U at the present 
moment (OP83: No), the processing proceeds to OP86. 
0140. In OP84, the processing procedure configuration 
managing unit 16 judges whether or not application which 
can execute the file X is installed in the terminal A. This 
judgment is performed according to, for example, whether a 
MIME type corresponding to the file X is acquired from data 
(not illustrated) managing correspondence relationship 
between a file extension of the file X and a MIME type 
managed by a web server (the server 1 in the first embodi 
ment) and whether or not there is correspondence between 
application which can process the corresponding MIME type 
and the terminal Ain the equipment information management 
table 140. 

0.141. If application which can execute the file X is 
installed in the terminal A (OP84: Yes), the processing pro 
ceeds to OP85. In OP85, the processing procedure configu 
ration managing unit 16 judges that Action i k is executable. 
Then, the processing for judging whether or not Action is 
executable for Action i k is finished. 
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0142. If application which can execute the file X is not 
installed in the terminal A (OP84: No), the processing pro 
ceeds to OP86. 

0143. In OP86, because the terminal A is not able to be 
used, or the file X on the terminal A is not available using the 
authority of the user U at the present moment, or application 
which can execute the file X is not installed in the terminal A, 
the processing procedure configuration managing unit 16 
judges that Action i kis not executable. Then, the processing 
for judging whether or not Action is executable for Action 
i k is finished. 
0144. Note that the order of executing the judgment pro 
cessing of OP82, OP83 and OP84 is not limited to the 
example illustrated in FIG. 10B, and the processing may 
begin with any of OP82, OP83 and OP84. 
(0145 The processing from OP91 to OP96 is processing in 
a case where Action i k is File copy (U, X, A, B). In OP91, 
the processing procedure configuration managing unit 16 
judges whether or not the terminal A and the terminal B can be 
used using the authority of the user U at the present moment. 
This judgment is performed in a similar manner to OP83 
based on the user equipment relation table 130, the equipment 
information management table 140, and the user identifica 
tion information included in the access request. 
0146 If the terminal A and the terminal B can be used 
using the user authority of the user U (OP91: Yes), the pro 
cessing proceeds to OP93. If the terminal A and the terminal 
B are notable to be used using the user authority of the user 
U (OP91: No), the processing proceeds to OP96. 
0147 In OP93, the processing procedure configuration 
managing unit 16 judges whether or not connection between 
the terminal A and the terminal B can be secured in a state 
where file copy is possible. For example, the processing pro 
cedure configuration managing unit 16 acquires connection 
networks of the terminal A and the terminal B based on the 
equipment information management table 140 and confirms 
interconnectivity between the connection networks. 
0148 If the connection between the terminal A and the 
terminal B can be secured in a state where file copy is possible 
(OP93:Yes), the processing proceeds to OP94. If the connec 
tion between the terminal A and the terminal B is notable to 
be secured in a state where file copy is possible (OP93: No), 
the processing proceeds to OP96. 
0149. In OP94, the processing procedure configuration 
managing unit 16judges whether or not the terminal A and the 
terminal B can be used. This judgment is performed based on 
the equipment information management table 140. 
0150. If the terminal A and the terminal B can be used 
(OP94: Yes), the processing proceeds to OP95. In OP95, the 
processing procedure configuration managing unit 16 judges 
that Action i k is executable. Then, the processing for judg 
ing whether or not Action is executable for Action i k is 
finished. 

0151. If the terminal A and the terminal Bare notable to be 
used (OP94: No), the processing proceeds to OP96. In OP96, 
because the terminal A and the terminal B are notable to be 
used using the user authority of the user U, or the connection 
between the terminal A and the terminal B is not able to be 
secured, or the terminal A and the terminal Bare notable to be 
used, the processing procedure configuration managing unit 
16 judges that Action i k is not executable. Then, the pro 
cessing for judging whether or not Action is executable for 
Action i k is finished. 
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0152. Note that the order of executing the judgment pro 
cessing from OP91 to OP94 is not limited to the example 
illustrated in FIG. 10C, and the processing may begin with 
any of the processing. 
0153. The processing from OP101 to OP106 is processing 
in a case where Action i kis Remote access (U. X, A, B). In 
OP101, the processing procedure configuration managing 
unit 16 judges whether or not the terminal B has a remote 
access server. This judgment is performed, for example, 
based on the equipment information management table 140. 
0154). If the terminal Bhasaremote access server(OP101: 
Yes), the processing proceeds to OP102. If the terminal B 
does not have a remote access server (OP101: No), the pro 
cessing proceeds to OP106. 
0.155. In OP102, the processing procedure configuration 
managing unit 16 judges whether or not the terminal B can be 
used using the authority of the user U at the present moment. 
The judgment as to whether or not the terminal B can be used 
using the authority of the user U is performed in a similar 
manner to OP83 based on the user equipment relation table 
130, the equipment information management table 140, and 
the user identification information included in the access 
request. 

0156 If the file X on the terminal B is available using the 
authority of the user U at the present moment (OP102: Yes), 
the processing proceeds to OP103. If the file X on the terminal 
B is not available using the authority of the user U at the 
present moment (OP102: No), the processing proceeds to 
OP106. 

0157. In OP103, the processing procedure configuration 
managing unit 16 judges whether or not connection is pos 
sible from the terminal A to the terminal B using a remote 
access protocol. For example, the processing procedure con 
figuration managing unit 16 acquires connection networks of 
the terminal A and the terminal B based on the equipment 
information management table 140 and confirms intercon 
nectivity between the connection networks. 
0158 If connection from the terminal A to the terminal B 
is possible using a remote access protocol (OP103: Yes), the 
processing proceeds to OP104. If connection from the termi 
nal A to the terminal B is not possible using a remote access 
protocol (OP103: No), the processing proceeds to OP106. 
0159. In OP104, the processing procedure configuration 
managing unit 16 judges whether or not the terminal B can be 
used. This judgment is performed based on the equipment 
information management table 140. 
(0160 If the terminal B can be used (OP104: Yes), the 
processing proceeds to OP105. In OP105, the processing 
procedure configuration managing unit 16 judges that 
Action i k is executable. Then, the processing for judging 
whether or not Action is executable for Action i k is finished. 
(0161) If the terminal B is notable to be used (OP104: No), 
the processing proceeds to OP106. In OP106, because the 
terminal B does not have a remote access server, or the ter 
minal B is notable to be used using the authority of the user 
Uat the present moment, or the connection from the terminal 
A to the terminal B is not possible using a remote access 
protocol, or the terminal B is notable to be used, the process 
ing procedure configuration managing unit 16 judges that 
Action i k is not executable. Then, the processing for judg 
ing whether or not Action is executable for Action i k is 
finished. 
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0162 Note that the order of executing the judgment pro 
cessing from OP101 to OP104 is not limited to the example 
illustrated in FIG. 10D, and the processing may begin with 
any processing. 
(0163 FIG. 11A and FIG. 11B are examples of flowcharts 
of the processing of the processing execution controlling unit 
15. The processing illustrated in FIG. 11A and FIG. 11B 
starts along with activation of the server 1 and is repeatedly 
executed during activation of the server 1. In FIG. 11A and 
FIG. 11B, the concretized processing procedure P is repre 
sented as P1, P2, . . . . Pm. P1, P2, . . . . Pm correspond to 
Actions in the processing procedure instance. m is the number 
of processing (Actions) included in the concretized process 
ing procedure. 
0164. In OP31, the processing execution controlling unit 
15, for example, receives the concretized processing proce 
dure P determined by executing the processing in FIG.9A and 
FIG. 9B from the processing procedure configuration man 
aging unit 16. Subsequently, the processing proceeds to 
OP32. 
0.165. In OP32, the processing execution controlling unit 
15 sets 1 for the variable k. Further, the processing execution 
controlling unit 15 sets 0 for a post-processing flag, and sets 
an empty list for a post-processing list. The post-processing 
flag is a flag indicating a possibility that post-processing for 
performing write-back for reflecting edited content to an 
original file is performed when the copied file is edited after 
file copy. Further, the post-processing list is a list in which the 
concretized processing procedure of the post-processing 
which may be executed when the file copy is executed is 
stored. Subsequently, the processing proceeds to OP33. 
0166 In OP33, the processing execution controlling unit 
15 selects the processing of Pk from the processing. P1, P2, . 
. . . Pm included in the concretized processing procedure P. 
Subsequently, the processing proceeds to OP33B. 
0167. In OP33B, the processing execution controlling unit 
15 acquires a state of equipment included in the processing Pk 
from the equipment information managing unit 17, and, if the 
equipment is not activated, activates the corresponding equip 
ment. Further, if the corresponding equipment is not logged in 
by a user included in the processing Pk., the processing execu 
tion controlling unit 15 makes the corresponding user log in 
the equipment. Subsequently, the processing proceeds to 
OP34. 

(0168 If the processing Pk is File open(U, X, H) (OP34: 
Yes), the processing proceeds to OP35. If the processing Pk is 
Remote access(U, X, H1, H2) (OP34: No, OP36: Yes), the 
processing proceeds to OP37. If the processing Pk is File 
copy(U, X, H1, H2) (OP34: No, OP36: No, OP38: Yes), the 
processing proceeds to OP39. If the processing Pk is neither 
of File open (U, X, H), Remote access (U, X, H1, H2) and 
File copy(U, X, H1, H2), the processing proceeds to OP46. 
(0169. In OP35, because the processing Pk is File open(U, 
X, H), the processing execution controlling unit 15 instructs 
the processing executing unit 33 of equipment H to execute 
the file X as the user U. “As the user U” means “using the 
authority of the user U”. The file execution processing will be 
described in details later in FIG. 12. Subsequently, the pro 
cessing proceeds to OP41. 
(0170. In OP37, because the processing Pk is Remote 
access (U. X, H1, H2), the processing execution controlling 
unit 15 instructs the processing executing unit 33 of equip 
ment H1 to remotely access the file X on equipment H2 as the 
user U. Subsequently, the processing proceeds to OP40. In 
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OP40, the processing execution controlling unit 15 receives a 
processing result from the processing executing unit 33 of the 
equipment H1. Subsequently, the processing proceeds to 
OP41. 
(0171 In OP39, because the processing Pk is File copy(U, 
X, H1, H2), the processing execution controlling unit 15 
executes file copy processing. The file copy processing will 
be described in details later in FIG. 13. Subsequently, the 
processing proceeds to OP41. 
0172. In OP41, the processing execution controlling unit 
15 judges whether or not the execution result of the process 
ing Pk includes a success of execution of the processing Pk. If 
the execution of the processing Pk succeeds (OP41: Yes), the 
processing proceeds to OP42. If the execution of the process 
ing Pk fails (OP41: No), the processing proceeds to OP46. 
0173. In OP42, because the execution of the processing Pk 
Succeeds, the processing execution controlling unit 15 sets a 
value of k-1 for the variable k. Subsequently, the processing 
proceeds to OP43. 
0.174. In OP43, the processing execution controlling unit 
15judges whether or not the variable k is greater than m. If the 
variable k is greater than m (OP43: Yes), it indicates that all 
the processing included in the concretized processing proce 
dure has been executed, and the processing proceeds to OP44. 
If the variable k is m or less, (OP43:No), because there is 
processing which has not been executed, the processing pro 
ceeds to OP33, and the processing from OP33 to OP42 is 
performed for the Subsequent processing Pk. 
0.175. In OP44, the processing execution controlling unit 
15 judges whether or not the post-processing flag is 1, that is, 
whether or not the post-processing is executed. If the post 
processing flag is 1 (OP44: Yes), the processing proceeds to 
OP45. If the post-processing flag is 0 (OP44: No), the pro 
cessing illustrated in FIG. 11A and FIG. 11B is finished. 
0176). In OP45, the processing execution controlling unit 
15 executes the post-processing. The post-processing will be 
described in details later in FIG. 14. After the post-process 
ing, the processing illustrated in FIG. 11A and FIG. 11B is 
finished. 
0177. In OP46, because the execution of the processing Pk 
fails, the processing execution controlling unit 15 returns an 
error to the access source terminal 2. Then, the processing 
illustrated in FIG. 11A and FIG. 11B is finished. 
0.178 FIG. 12 is an example of a flowchart of file execu 
tion processing. The file execution processing is processing 
performed by the processing execution controlling unit 15 
when the processing Pk of the concretized processing proce 
dure P is File open (U, X, H) (the equipment Hopens the file 
X on the equipment H using the authority of the user U). 
0179. In OP51, the processing execution controlling unit 
15 instructs the processing executing unit 33 of the equipment 
H to execute the file X as the user U. Subsequently, the 
processing proceeds to OP52. In OP52, the processing execu 
tion controlling unit 15 receives a result from the equipment 
H. Subsequently, the processing proceeds to OP53. 
0180. In OP53, the processing execution controlling unit 
15 judges whether or not the execution result of the process 
ing Pk includes a success of the execution of the processing 
Pk. If the execution of the processing Pk succeeds (OP53: 
Yes), the processing proceeds to OP54. If the execution of the 
processing Pk fails (OP53: No), the processing proceeds to 
OP57. 
0181. In OP54, the processing execution controlling unit 
15 judges whether or not the post-processing list is empty. If 
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the post-processing list is empty (OP54: Yes), the processing 
proceeds to OP56. If the post-processing list is not empty 
(OP54: No), that is, the file copy processing has been per 
formed prior to the processing Pk., the processing proceeds to 
OP55. 
0182. In OP55, the processing execution controlling unit 
15 sets 1 for the post-processing flag. Subsequently, the pro 
cessing proceeds to OP56. 
0183 In OP56, because the execution of the processing Pk 
Succeeds, the processing execution controlling unit 15 returns 
a success and finishes the file execution processing illustrated 
in FIG. 12. 
0184. In OP57, because the execution of the processing Pk 

fails, the processing execution controlling unit 15 returns an 
error and finishes the file execution processing illustrated in 
FIG. 12. 
0185 FIG. 13 is an example of a flowchart of file copy 
processing. The file copy processing is processing performed 
by the processing execution controlling unit 15 when the 
processing Pk of the concretized processing procedure P is 
File copy (U, X, H1, H2) (the file X on the equipment H1 is 
copied to the equipment H2 using the authority of the user U). 
0186. In OP61, the processing execution controlling unit 
15 instructs the processing executing unit 33 of the equipment 
H2 to acquire (copy) the file X from the equipment H1 as the 
user U. Subsequently, the processing proceeds to OP62. In 
OP62, the processing execution controlling unit 15 receives a 
result from the processing executing unit 33 of the equipment 
H2. Subsequently, the processing proceeds to OP63. 
0187. In OP63, the processing execution controlling unit 
15 judges whether or not the execution result of the process 
ing Pk includes a success of the execution of the processing 
Pk. If the execution of the processing Pk succeeds (OP63: 
Yes), the processing proceeds to OP64. If the execution of the 
processing Pk fails (OP63: No), the processing proceeds to 
OP66. 
0188 In OP64, because the execution of the processing Pk 
Succeeds, inverse processing of the executed file copy pro 
cessing is added to the head of the post-processing list. The 
inverse processing of File copy (U, X, H1, H2) which is File 
copy(U. X", H2, H1), means file copy from the equipment H2 
to the equipment H1. Here, X is an identifier (URL) repre 
senting the file on H2 after the file X is copied. Subsequently, 
the processing proceeds to OP65, and, in OP65, the process 
ing execution controlling unit 15 returns a Success as the 
execution result of the processing Pk and finishes the file copy 
processing illustrated in FIG. 13. 
0189 In OP66, because the execution of the processing Pk 

fails, the processing execution controlling unit 15 returns an 
error and finishes the file copy processing illustrated in FIG. 
13. 

0.190 FIG. 14 is an example of a flowchart of the post 
processing. The post-processing is processing executed when 
the post-processing flag is 1, that is, the file copy processing 
is normally performed, and all the processing included in the 
concretized processing procedure has been finished. 
0191 In OP71, the processing execution controlling unit 
15 issues an application finish notification request for 
requesting the equipment H for which the file execution pro 
cessing File open (U. X, H) has been executed, to provide a 
notification as to whether or not file update is to occur. Sub 
sequently, the processing proceeds to OP72, and, in OP72, the 
processing execution controlling unit 15 waits until the appli 
cation finish notification is received from the equipment H. 
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0.192 The equipment Histores a final update time of the file 
at which the processing executing unit 33 starts the file execu 
tion processing and monitors the time until the corresponding 
application which executes the file is finished. When the 
corresponding application is finished, the processing execut 
ing unit 33 of the equipment H confirms a final update time of 
the corresponding file and compares the final update time of 
the corresponding file with the stored final update time. If the 
final update time of the file when the application is finished is 
later, the processing executing unit 33 of the equipment H 
judges that the file has been updated and transmits the appli 
cation finish notification including information indicating 
that the file has been updated to the processing execution 
controlling unit 15 of the server 1. 
(0193 In OP73, the processing executing unit 33 receives 
the application finish notification from the processing execut 
ing unit 33 of the equipment Hand judges whether or not the 
application finish notification includes the information indi 
cating that the file has been updated. If the application finish 
notification includes the information indicating that the file 
has been updated (OP73: Yes), the processing proceeds to 
OP74. If the application finish notification does not include 
information indicating that the file has been updated (OP73: 
No), the processing proceeds to OP79. 
(0194 In OP74 and OP75, the processing execution con 
trolling unit 15 which has been notified offile update, sequen 
tially executes the inverse processing stored in the post-pro 
cessing list in order of the list. The inverse processing stored 
in the post-processing list is file copy processing which is 
inverse processing of the file copy processing that has been 
executed before the file execution processing for which the 
update notification is requested in OP71. 
0.195. In OP74, the processing execution controlling unit 
15 extracts unprocessed inverse processing (file copy pro 
cessing P) from the post-processing list. The file copy pro 
cessing is extracted in order from the head of the post-pro 
cessing list. Subsequently, the processing proceeds to OP75. 
In OP75, the processing execution controlling unit 15 
executes the extracted file copy processing (see FIG. 13). By 
this means, the content of the updated file is reflected on the 
original file. Subsequently, the processing proceeds to OP76. 
(0196. In OP76, it is judged whether or not the execution of 
the file copy processing P succeeds. If the execution of the file 
copy processing P succeeds (OP76: Yes), the processing pro 
ceeds to OP77. If the execution of the processing Pk fails 
(OP76: No), the processing proceeds to OP79. 
0.197 In OP77, the processing execution controlling unit 
15 judges whether or not all the invers processing in the 
post-processing list has finished. If all the invers processing in 
the post-processing list has finished (OP77:Yes), the process 
ing proceeds to OP78. 
0198 If unprocessed invers processing is left in the post 
processing list (OP77: No), the processing proceeds to OP74. 
0199. In OP78, the processing execution controlling unit 
15 returns a Success and finishes the file execution processing 
illustrated in FIG. 14. 
0200. In OP79, the processing execution controlling unit 
15 returns an error and finishes the post-processing illustrated 
in FIG. 14. 
0201 Note that while omitted in the flowchart illustrated 
in FIG. 14, it is also possible to return a normal response oran 
error of the post-processing and return an error to the access 
source terminal 2 in the processing of FIG. 11A and FIG. 11B 
if the post-processing has failed. 
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0202 By execution of the post-processing as illustrated in 
FIG. 14, for example, it is possible to edit the target file 
through access from the access source terminal 2, and, even if 
the content of the file has been changed, it is possible to reflect 
the change to the original file, so that it is possible to maintain 
consistency of the content of the file. 
0203 <Operation and Effect of the First Embodiment> 
0204. In the first embodiment, because the server 1 holds 
the abstracted processing procedure in advance, when access 
to a file is requested from the access Source terminal 2, the 
server 1 creates a concretized processing procedure and 
instructs the corresponding equipment to execute the process 
ing. By this means, a user of the access Source terminal 2 can 
automatically sort appropriate processing to appropriate 
equipment by selecting a file to be accessed from a user 
interface. The user of the access source terminal 2 does not 
have to concern about a storage location of the target file, does 
not have to select equipment which will execute the process 
ing or does not have to select a method for accessing the file 
him/herself. Therefore, according to the first embodiment, it 
is possible to improve convenience of access to a file stored in 
another equipment. 
0205 According to the information processing apparatus, 
the information processing system, the information process 
ing method and the information processing program dis 
closed herein, it is possible to automate processing for access 
ing an electronic file stored in another device. 
0206 <Others> 
0207. In the first embodiment, while the server 1 also 
includes the remote access server 14 and the file transfer 
server 13, the present invention is not limited to this, and the 
server 1 does not have to include the remote access server 14 
and the file transfer server 13. The remote access server 14 
and the file transfer server 13 may be respectively provided at 
devices other than the server 1. 

0208. It is assumed in the first embodiment, that in the user 
equipment relation table 130, correspondence between the 
user identification information and the identification infor 
mation of the equipment available to the user is stored, and 
each of the equipment A and the equipment B stored in the 
user equipment relation table 130 illustrated in FIG. 5B is 
associated with the identification information of a sole user. 
This is because the equipment A and the equipment B is 
equipment Such as a Smartphone and a tablet terminal, which 
assumes to be possessed by a certain individual, that is, the 
equipment A and the equipment B is equipment which 
assumes one user with respect to one equipment. In the case 
of such equipment, even if the server 1 or the system 100 does 
not perform user authentication, the user is authenticated by 
the equipment at the beginning of use of the equipment. 
Therefore, it is guaranteed that access from the equipment A 
and the equipment B illustrated in FIG. 5B is performed by a 
user having the identification information of the user associ 
ated in the user equipment relation table 130. 
0209 However, the equipment which can be used as the 
access Source terminal 2 is not limited to equipment which is 
possessed by a certain individual as with a Smartphone or a 
tabletterminal and for which user authentication is performed 
by the equipment at the beginning of use of the equipment. 
For example, a PC shared by a plurality of people at home, a 
PC shared by an unspecified number of people at an Internet 
cafe, or the like, can be utilized as the access Source terminal 
2. 
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0210. If a PC shared by a plurality of people at home is 
utilized as the access source terminal 2, the PC and identifi 
cation information of users (such as user names and authen 
tication information) registered to the PC are registered in the 
user equipment relation table 130. Equipment C illustrated in 
FIG. 5B is such an example of the equipment. In the access 
request to the file from the PC, identification information of 
the equipment of the PC, identification of a user currently 
logging in the equipment and identification information of a 
target file are stored. The processing procedure configuration 
managing unit 16 of the server 1, for example, judges whether 
or not the identification information of the user stored in the 
access request matches any of the identification information 
of the users associated with the identification information of 
the equipment of the PC stored in the user equipment relation 
table 130 before starting the processing in FIG.9A. By this 
means, it is possible to perform user authentication. 
0211) Ifa PC shared by an unspecified number of people is 
used as the access Source terminal 2, user authentication is 
performed when access is performed from the PC. In this 
case, the server 1 includes an authenticating unit and an 
authentication table in which user IDs and passwords are 
stored, and the authenticating unit performs user authentica 
tion by judging whether or not a user ID and a password 
transmitted from the PC are stored in the authentication table. 
However, user authentication is not limited to this, and, for 
example, any user authentication method such as Public Key 
Infrastructure (PKI) may be used. 
0212. One of the other aspects of the present invention is 
an information processing system including the above-de 
scribed information processing apparatus, the access Source 
terminal and a device that holds an electronic file. Further, one 
of the other aspects of the present invention is an information 
processing method in which the information processing appa 
ratus executes the above-described processing. Still further, 
the other aspects of the present invention can include an 
information processing program which causes a computer to 
function as the above-described information processing 
apparatus, and a computer-readable recording medium in 
which the program is recorded. The recording medium which 
is readable by a computer, or the like, is a recording medium 
in which information Such as data and a program is non 
transitory accumulated by electric, magnetic, optical, 
mechanical or chemical action, and the information can be 
read out from a computer, or the like. 
0213 All examples and conditional language provided 
herein are intended for the pedagogical purposes of aiding the 
reader in understanding the invention and the concepts con 
tributed by the inventor to further the art, and are to be con 
Strued as limitations to such specifically recited examples and 
conditions, nor does the organization of such examples in the 
specification relate to a showing of the Superiority and infe 
riority of the invention. Although one or more embodiments 
of the present invention have been described in detail, it 
should be understood that the various changes, Substitutions, 
and alterations could be made hereto without departing from 
the spirit and scope of the invention. 
What is claimed is: 
1. An information processing apparatus in a system which 

allows an access Source terminal to access an electronic file 
held by another device, the information processing apparatus 
comprising: 

a storage unit that holds a processing procedure for access 
ing the electronic file; and 
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a determining unit that determines an execution procedure 
for accessing a designated electronic file from an execu 
tion processing procedure corresponding to the process 
ing procedure based on a size of the designated elec 
tronic file to be accessed and a state of an executing 
device of processing included in the processing proce 
dure. 

2. The information processing apparatus according to 
claim 1, wherein when receiving an access request to the 
designated electronic file from the access source terminal, the 
determining unit specifies the executing device of the pro 
cessing included in the processing procedure based on the 
access request and obtains the execution processing proce 
dure corresponding to the processing procedure. 

3. The information processing apparatus according to 
claim 2, wherein the determining unit judges whether or not 
the processing included in the execution processing proce 
dure corresponding to the processing procedure is executable 
based on the state of the executing device, and, when it is 
judged that all the processing included in the execution pro 
cessing procedure is executable, determines the execution 
processing procedure as the execution procedure. 

4. The information processing apparatus according to 
claim 3, wherein when there are a plurality of execution 
processing procedures for which it has been judged that all the 
processing is executable, the determining unit calculates cost 
of each execution processing procedure based on the size of 
the designated electronic file and attribute of a communica 
tion line and determines the execution procedure based on the 
COSt. 

5. The information processing apparatus according to 
claim 1, wherein 

the storage unit holds a plurality of the processing proce 
dures, and part of the plurality of the processing proce 
dures includes copy processing of the designated elec 
tronic file; and 

the determining unit obtains execution processing proce 
dures corresponding to the plurality of the processing 
procedures, and, when a storage destination device of 
the designated electronic file is not remotely accessible, 
determines the execution procedure from the execution 
processing procedures including the copy processing of 
the designated electronic file. 

6. The information processing apparatus according to 
claim 1, wherein 

the storage unit holds a plurality of the processing proce 
dures, and part of the plurality of the processing proce 
dures includes processing of remote access; and 

the determining unit obtains execution processing proce 
dures corresponding to the plurality of the processing 
procedures, and, when the access source terminal does 
not have application which allows the designated elec 
tronic file to be browsed or edited, determines the execu 
tion procedure from the execution processing proce 
dures including the remote access. 

7. The information processing apparatus according to 
claim 1, further comprising: 
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a controlling unit that instructs each executing device to 
perform each processing included in the execution pro 
cedure according to the execution procedure, 

wherein when the execution procedure includes the copy 
processing of the designated electronic file, the control 
ling unit instructs the corresponding executing device to 
execute processing of copying a copy file created by the 
copy processing to the designated electronic file again 
after all the processing included in the execution proce 
dure is finished. 

8. The information processing apparatus according to 
claim 1, wherein there are a plurality of the another devices 
within the system, and part orall of the devices have types and 
processing performance which are different from each other. 

9. The information processing apparatus according to 
claim 1, wherein the processing procedure is in a state where 
an executing device for executing processing and an elec 
tronic file to be processed are not specified. 

10. An information processing system comprising: 
a plurality of devices that hold electronic files; 
an access Source terminal that accesses an electronic file 

held by any of the plurality of devices: 
a storage unit that holds a processing procedure for access 

ing the electronic file; and 
a determining unit that determines an execution procedure 

for accessing a designated electronic file from an execu 
tion processing procedure corresponding to the process 
ing procedure based on a size of the designated elec 
tronic file to be accessed and a state of an executing 
device of processing included in the processing proce 
dure. 

11. An information processing method performed by an 
information processing apparatus in a system which allows an 
access source terminal to access an electronic file held by 
another device, the information processing method compris 
ing: 

holding a processing procedure for accessing the electronic 
file in a storage unit; and 

determining an execution procedure for accessing a desig 
nated electronic file from an execution processing pro 
cedure corresponding to the processing procedure based 
on a size of the designated electronic file to be accessed 
and a state of an executing device of processing included 
in the processing procedure. 

12. A non-transitory computer-readable recording medium 
recording an information processing program for causing a 
computer, in a system which allows an access source terminal 
to access an electronic file held by another device, to execute 
a process comprising: 

holding a processing procedure for accessing the electronic 
file in a storage unit; and 

determining an execution procedure for accessing a desig 
nated electronic file from an execution processing pro 
cedure corresponding to the processing procedure based 
on a size of the designated electronic file to be accessed 
and a state of an executing device of processing included 
in the processing procedure. 
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