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GENERATING DYNAMIC SECURITY
QUERIES FOR KNOWLEDGE-BASED
AUTHENTICATION BASED ON
HISTORICAL DATASETS

FIELD OF THE INVENTION

[0001] The present invention is generally directed to com-
puting security and, more specifically, authenticating users
based on knowledge-based queries that are dynamically
determined from historical datasets.

BACKGROUND

[0002] Knowledge-based authentication has been used as
one means of verifying a user’s identity. Such authentication
typically requires a user to choose from amongst a series of
predefined questions/queries (e.g., mother’s middle name,
high school mascot, and the like) and submit an answer to
each chosen question. The answers, and in some instances
the questions, are stored in a user catalog, such that, once the
user subsequently requires authentication for access pur-
poses or the like, the user is presented one or more of the
previously chosen questions and must provide the same
answer previously submitted (i.e., the answer stored in the
user’s catalog) in order to authenticate themselves.

[0003] However, the problem with typical knowledge-
based authentication is that the questions tend to be redun-
dant and, moreover, the answers, while personal to the user,
can readily be found within public records (e.g., mother’s
middle name, high school mascot or the like). Moreover,
since the answers are stored in the user’s catalog, if the
user’s catalog is compromised, then would-be wrongdoers
would be able to answer the questions as a means of
impersonating the user (i.e., wrongfully gaining access to
applications or services and/or nefariously conducting unau-
thorized activities).

[0004] Therefore, a need exists to develop systems, meth-
ods, computer program products and that like that generates
knowledge-based questions/queries that are dynamically
generated on-the-fly and are unique to the user. In this
regard, the answers to such questions should not be capable
of determination from any level of personal record search-
ing. Moreover, the questions/queries and answers should not
be susceptible to be uncovered by a nefarious entity. In this
regards, the questions/queries and the answers should not be
stored in a user catalog or any other means of permanent
computer storage.

BRIEF SUMMARY

[0005] The following presents a simplified summary of
one or more embodiments of the invention in order to
provide a basic understanding of such embodiments. This
summary is not an extensive overview of all contemplated
embodiments and is intended to neither identify key or
critical elements of all embodiments, nor delineate the scope
of any or all embodiments. Its sole purpose is to present
some concepts of one or more embodiments in a simplified
form as a prelude to the more detailed description that is
presented later.

[0006] Embodiments of the present invention address the
above needs and/or achieve other advantages by generating
dynamic security queries for knowledge-based authentica-
tion based on historical records. In this regard, once a user
has a need to authenticate (e.g., gain access to an application
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or service or perform a function requiring authentication),
the present invention retrieves a historical dataset associated
with the user from a historical datastore. Dynamic security
queries and the answers are then determined from the
historical dataset and the queries are presented to the user.
The user will either have first-hand knowledge of the
answers to the queries or be able to readily search within
user-specific datastores to find the answers to the queries.
[0007] In specific embodiments of the invention, the his-
toric datastores may include, but are not limited, a purchase
transaction historical datastore, an investment transaction
historical datastore, a user location historic datastore, a
financial account balance historical datastore or the like.
Thus, in such embodiments of the invention the queries and
the answers are determined/derived from data in such data-
stores.

[0008] Moreover, in accordance with other specific
embodiments of the invention, the dynamic nature of the
queries and answers means that once generated, the queries
and the answers are exclusively stored in temporary memory
(i.e., Random Access Memory (RAM) or the like). This
means that the questions and answers are permanently
erased from the temporary memory after they have been
presented to the user or, at a maximum, are erased from the
temporary memory once the computing session is termi-
nated.

[0009] In other specific embodiments of the invention, the
presenting of the dynamic security queries is part of a
two-part authentication process, in which both parts rely on
the historical dataset. Specifically, in the two-part authenti-
cation process the historical dataset is relied upon by encryp-
tion algorithms that use a random subset of one or more
historical datasets (including the historical dataset used to
determine the queries/answers) to generate authentication
tokens that are subsequently exchanged amongst a user
device and/or a managing entity and the application/service.
Once authentication is required, the user device/managing
entity presents the authentication key to the application/
service which verifies that the authentication key is the
authentication key of record for the user (i.e., matches the
authentication key previously exchanged/shared). In specific
embodiments of the invention, the authentication key-based
authentication is conducted first and, if such authentication
fails or is otherwise unable to be performed, the security
query knowledge-based authentication proceeds.

[0010] Thus, since the queries/answers are determined
from dynamic user-specific datasets compiled at the time of
authentication, the present invention is able to generate
knowledge-based queries that are not capable of identifica-
tion by other parties from any level of personal record
searching. Moreover, since the queries/answers are time-
sensitive and not stored in a user catalog or any other means
of permanent computer storage, the queries and answers are
not readily susceptible to being uncovered by a wrongdoer
in pursuit of impersonating the user for purposes of gaining
access to the user’s applications and/or conducting unau-
thorized activities on behalf of the user.

[0011] A system for user authentication defines first
embodiments of the invention. The system includes one or
more datastores, each datastore configured to store historical
data associated with a plurality of users. The system addi-
tionally includes a computing platform having a memory,
and one or more processing devices in communication with
the memory. The memory includes Random Access Memory
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(RAM) and Read-Only Memory (ROM). The ROM stores
instructions that are executable by the one or more process-
ing devices. The instructions are configured to receive, from
one of the plurality of users, a request to access a service or
application, and, in response to receiving the request,
receive, from the at least one of the one or more datastores,
a historical dataset associated with one of the plurality of
users. The instructions are further configured to determine
one or more security queries and answers for the one or more
security queries based on the historical dataset, and authen-
ticate the user by presenting at least one of the one or more
security queries to the user and receiving user responses to
the least one of the one or more security querier that match
the answers for the one or more security queries.

[0012] In specific embodiments of the system, the instruc-
tions are further configured to store the one or more security
queries and the answers exclusively in the RAM. This means
that since the queries and the answers are not stored in the
ROM, they are only stored temporarily (i.e., for the duration
of the computing session or the like).

[0013] In further specific embodiments of the system, the
instructions are further configured to determine a subset of
the historical dataset, and apply, via an encryption engine, a
plurality of encryption algorithms to a selection of data from
the determined subset of the historical dataset. The selection
of data is chosen at random. Further, in such embodiments
of'the system, the instructions are configured to generate, via
the encryption engine, an authentication token. The authen-
tication token is based on a set of results of the plurality of
encryption algorithms. In response to generating the authen-
tication token, the instructions are further configured to
exchange the authentication token amongst (i) the service or
application, and (ii) at least one of a user device or a
managing entity, for storage at (i) the service or application,
and (ii) at least one of a user device or a managing entity.
Moreover, in such embodiments the instructions are further
configured to, in response to receiving the request to access
the service or application, transmit the authentication token
from the user device or the managing entity to the service or
application. The service or application authenticates the user
by verifying that the transmitted authentication token
matches the exchanged authentication token stored at the
service or application. In related embodiments of the system,
the instructions are configured to initially attempt to authen-
ticate the user verifying that the transmitted authentication
token matches the exchanged authentication token stored at
service or application and, in an instance in which the
verification fails, authenticate the user by presenting at least
one of the one or more security queries to the user and
receiving user responses to the least one of the one or more
security querier that match the answers for the one or more
security queries.

[0014] In further specific embodiments of the system, the
one or more datastores further includes a purchase transac-
tion datastore configured to store historical purchase trans-
action data for purchase transactions conducted by the
plurality of users. In related embodiments of the system, the
instructions configured to receive, from the at least one of
the one or more datastores, a historical dataset associated
with one of the plurality of users are further configured to
receive, from the historical purchase transaction datastore, a
historical purchase transaction dataset for purchase transac-
tions conducted by the one of the plurality of users. Further,
the instructions configured to determine one or more secu-
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rity queries and answers for the one or more security queries
based on the historical dataset are further configured to
determine the one or more security queries and the answers
for the one or more security queries based on the historical
purchase transaction dataset.

[0015] In still further specific embodiments of the system,
the one or more datastores further include at least one of (i)
a historical investment datastore, (ii) a historical account
balance datastore, and (iii) a historical user location data-
store. In related embodiments of the system, the instructions
configured to receive, from the at least one of the one or
more datastores, a historical dataset associated with one of
the plurality of users are further configured to receive, from
the historical purchase transaction datastore and at least one
of (i) the historical investment datastore, (ii) the historical
account balance datastore, and (iii) the historical user loca-
tion datastore, a historical purchase transaction dataset for
purchase transactions conducted by the one of the plurality
of users and at least one of (a) a historical investment
transaction dataset for investment transactions conducted by
the one of the plurality of users, (b) a historical account
balance dataset for a financial account held by the one of the
plurality of users, and (c¢) a historical location dataset for
locations at which the one of the plurality of users physically
resided at associated points in time. Further, the instructions
configured to determine one or more security queries and
answers for the one or more security queries based on the
historical dataset are further configured to determine the one
or more security queries and the answers for the one or more
security queries based on the historical purchase transaction
dataset and at least one of (a) the historical investment
transaction dataset, (b) the historical account balance data-
set, and (c) the historical user location dataset.

[0016] A computer-implemented method for user authen-
tication defines second embodiments of the invention. The
computer-implemented method is executable by one or more
computing processor devices. The method includes receiv-
ing a request for a user to access a service or application,
and, in response to receiving the request, receiving, from at
least one historical datastore, at least one historical dataset
associated with the user. The method further includes deter-
mining one or more security queries and answers for the one
or more security queries based on the historical dataset, and
authenticating the user by presenting at least one of the one
or more security queries to the user and receiving user
responses to the least one of the one or more security querier
that match the answers for the one or more security queries.
[0017] In specific embodiments the method further
includes storing the one or more security queries and
answers for the one or more security queries exclusively in
Random Access Memory (RAM).

[0018] In other specific embodiments, the method further
includes determining a subset of the historical dataset, and
applying, via an encryption engine, a plurality of encryption
algorithms to a selection of data from the determined subset
of the historical dataset. The selection of data is chosen at
random. The method further includes generating, via the
encryption engine, an authentication token. The authentica-
tion token is based on a set of results of the plurality of
encryption algorithms. In addition, the method includes, in
response to generating the authentication token, exchanging
the authentication token amongst (i) the service or applica-
tion, and (ii) at least one of a user device or a managing
entity, for storage at (i) the service or application, and (ii) at
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least one of a user device or a managing entity. Moreover,
the method includes, in response to receiving the request to
access the service or application, transmitting the authenti-
cation token from the user device or the managing entity to
the service or application. The service or application authen-
ticates the user by verifying that the transmitted authentica-
tion token matches the exchanged authentication token
stored at the service or application. In further related
embodiments of the method, verifying that the transmitted
authentication token matches the exchanged authentication
token stored at the service or application occurs prior to
presenting at least one of the one or more security queries to
the user.

[0019] In further specific embodiments of the method,
receiving, from the at least one historical datastore, the at
least one historical dataset associated with the user further
includes receiving, from a purchase transaction datastore, a
historical purchase transaction dataset comprising purchase
transactions conducted by the user. In related embodiments
of the method, determining the one or more security queries
and the answers for the one or more security queries based
on the historical dataset further includes determining the one
or more security queries and the answers for the one or more
security queries based on the historical purchase transaction
dataset.

[0020] In other specific embodiments of the method,
receiving, from the at least one historical datastore, the at
least one historical dataset associated with the user further
includes receiving, from at least one of (i) a historical
investment datastore, (ii) a historical account balance data-
store, and (iii) a historical user location datastore, at least
one of (a) a historical investment transaction dataset com-
prising investment transactions conducted by the user, (b) a
historical account balance dataset comprising account bal-
ances incurred by the user, and (c¢) a historical location
dataset comprising geo-physical locations at which the user
has been located. In addition, determining the one or more
security queries and the answers for the one or more security
queries based on the historical dataset further includes
determining the one or more security queries and the
answers for the one or more security queries based on at
least one of (a), the historical investment transaction dataset,
(b) a historical account balance dataset, and (c) the historical
location dataset.

[0021] A computer program product including a non-
transitory computer-readable medium defines third embodi-
ments of the invention. The non-transitory computer-read-
able medium includes a first set of codes for causing a
computer to receive a request for a user to access a service
or application. In addition, the computer-readable medium
includes a second set of codes for causing a computer to, in
response to receiving the request, receive, from at least one
historical datastore, at least one historical dataset associated
with the user. Further, the computer-readable medium
includes a third set of codes for causing a computer to
determine one or more security queries and answers for the
one or more security queries based on the historical dataset.
In addition, the computer-readable medium includes a fourth
set of codes for causing a computer to authenticate the user
by presenting at least one of the one or more security queries
to the user and receiving user responses to the least one of
the one or more security querier that match the answers for
the one or more security queries.
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[0022] In specific embodiments of the computer program
product, the computer-readable medium additionally
includes a fifth set of codes for causing a computer to store
the one or more security queries and answers for the one or
more security queries exclusively in Random Access
Memory (RAM).

[0023] In other specific embodiments of the computer
program product, the computer-readable medium addition-
ally includes a fifth set of codes for causing a computer to
determine a subset of the historical dataset and a sixth set of
codes for causing a computer to apply, via an encryption
engine, a plurality of encryption algorithms to a selection of
data from the determined subset of the historical dataset,
wherein the selection of data is chosen at random. Addi-
tionally, the computer-readable medium includes a seventh
set of codes for causing a computer to generate, via the
encryption engine, an authentication token. The authentica-
tion token is based on a set of results of the plurality of
encryption algorithms and an eighth set of codes for causing
a computer to, in response to generating the authentication
token, exchange the authentication token amongst (i) the
service or application, and (ii) at least one of a user device
or a managing entity, for storage at (i) the service or
application, and (ii) at least one of a user device or a
managing entity. Further, the computer-readable medium
includes a ninth set of codes for causing a computer to, in
response to receiving the request to access the service or
application, transmit the authentication token from the user
device or the managing entity to the service or application.
The service or application authenticates the user by verify-
ing that the transmitted authentication token matches the
exchanged authentication token stored at the service or
application.

[0024] In other specific embodiments of the computer
program product, the second set of codes are further con-
figured to cause the computer to receive, from a purchase
transaction datastore, a historical purchase transaction data-
set including purchase transactions conducted by the user,
and the third set of codes are further configured to cause the
computer to determine the one or more security queries and
the answers for the one or more security queries based on the
historical purchase transaction dataset.

[0025] Moreover, in additional embodiments of the com-
puter program product, the second set of codes are further
configured to cause the computer to receive, from at least
one of (i) a historical investment datastore, (ii) a historical
account balance datastore, and (iii) a historical user location
datastore, at least one of (a) a historical investment trans-
action dataset comprising investment transactions conducted
by the user, (b) a historical account balance dataset com-
prising account balances incurred by the user, and (c) a
historical location dataset comprising geo-physical locations
at which the user has been located. In such embodiments of
the computer program product the third set of codes is
further configured to cause the computer to determine the
one or more security queries and the answers for the one or
more security queries based on at least one of (a), the
historical investment transaction dataset, (b) a historical
account balance dataset, and (c) the historical location
dataset.

[0026] Thus, according to embodiments of the invention,
which will be discussed in greater detail below, the present
invention addresses needs and/or achieves other advantages
by generating dynamic security queries for knowledge-
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based authentication based on historical records. The
dynamic nature of the queries and answers means that once
generated, the queries and the answers are exclusively stored
in temporary memory (i.e., Random Access Memory (RAM)
or the like). Moreover, since the queries/answers are deter-
mined from dynamic user-specific datasets compiled at the
time of authentication, the present invention is able to
generate knowledge-based queries that are not capable of
identification by other parties from any level of personal
record searching.

[0027] The features, functions, and advantages that have
been discussed may be achieved independently in various
embodiments of the present invention or may be combined
with yet other embodiments, further details of which can be
seen with reference to the following description and draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] Having thus described embodiments of the disclo-
sure in general terms, reference will now be made to the
accompanying drawings, wherein:

[0029] FIG.1is a schematic/block diagram of a system for
generating security queries for knowledge-based authenti-
cation based on historical datasets, in accordance with
embodiments of the present invention;

[0030] FIG. 2 is a schematic/block diagram of a system for
dual authentication incorporating security queries for
knowledge-based authentication based on historical datasets
and authentication tokens generated by encrypting a selected
portion of the historical dataset, in accordance with alternate
embodiments of the present invention;

[0031] FIG. 3 is a block diagram of a computing platform
for generating security queries for knowledge-based authen-
tication based on historical datasets, in accordance with
alternate embodiments of the present invention; and

[0032] FIG. 4 is a flow diagram of a method for generating
security queries for knowledge-based authentication based
on historical datasets, in accordance with alternate embodi-
ments of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0033] Embodiments of the present invention will now be
described more fully hereinafter with reference to the
accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the inven-
tion may be embodied in many different forms and should
not be construed as limited to the embodiments set forth
herein; rather, these embodiments are provided so that this
disclosure will satisfy applicable legal requirements. Like
numbers refer to like elements throughout.

[0034] As will be appreciated by one of skill in the art in
view of this disclosure, the present invention may be embod-
ied as a system, a method, a computer program product, or
a combination of the foregoing. Accordingly, embodiments
of the present invention may take the form of an entirely
hardware embodiment, an entirely software embodiment
(including firmware, resident software, micro-code, etc.), or
an embodiment combining software and hardware aspects
that may generally be referred to herein as a “system.”
Furthermore, embodiments of the present invention may
take the form of a computer program product comprising a
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computer-usable storage medium having computer-usable
program code/computer-readable instructions embodied in
the medium.

[0035] Any suitable computer-usable or computer-read-
able medium may be utilized. The computer usable or
computer-readable medium may be, for example but not
limited to, an electronic, magnetic, optical, electromagnetic,
infrared, or semiconductor system, apparatus, or device.
More specific examples (e.g., a non-exhaustive list) of the
computer-readable medium would include the following: an
electrical connection having one or more wires; a tangible
medium such as a portable computer diskette, a hard disk, a
time-dependent access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), a compact disc read-
only memory (CD-ROM), or other tangible optical or mag-
netic storage device.

[0036] Computer program  code/computer-readable
instructions for carrying out operations of embodiments of
the present invention may be written in an object oriented,
scripted, or unscripted programming language such as
JAVA, PERL, SMALLTALK, C++, PYTHON, or the like.
However, the computer program code/computer-readable
instructions for carrying out operations of the invention may
also be written in conventional procedural programming
languages, such as the “C” programming language or similar
programming languages.

[0037] Embodiments of the present invention are
described below with reference to flowchart illustrations
and/or block diagrams of methods or systems. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
particular machine, such that the instructions, which execute
by the processor of the computer or other programmable
data processing apparatus, create mechanisms for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

[0038] These computer program instructions may also be
stored in a computer-readable memory that can direct a
computer or other programmable data processing apparatus
to function in a particular manner, such that the instructions
stored in the computer-readable memory produce an article
of manufacture including instructions, which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

[0039] The computer program instructions may also be
loaded onto a computer or other programmable data pro-
cessing apparatus to cause a series of operational events to
be performed on the computer or other programmable
apparatus to produce a computer implemented process such
that the instructions, which execute on the computer or other
programmable apparatus, provide events for implementing
the functions/acts specified in the flowchart and/or block
diagram block or blocks. Alternatively, computer program
implemented events or acts may be combined with operator
or human implemented events or acts in order to carry out
an embodiment of the invention.

[0040] As the phrase is used herein, a processor may be
“configured to” perform or “configured for” performing a
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certain function in a variety of ways, including, for example,
by having one or more general-purpose circuits perform the
function by executing particular computer-executable pro-
gram code embodied in computer-readable medium, and/or
by having one or more application-specific circuits perform
the function.

[0041] “Computing platform” or “computing device” as
used herein refers to a networked computing device within
the computing system. The computing platform may include
a processor, a non-transitory storage medium (i.e., memory),
a communications device, and a display. The computing
platform may be configured to support user logins and inputs
from any combination of similar or disparate devices.
Accordingly, the computing platform includes servers, per-
sonal desktop computer, laptop computers, mobile comput-
ing devices and the like.

[0042] Thus, systems, apparatus, and methods are
described in detail below that generate dynamic security
queries for knowledge-based authentication based on his-
torical records. In this regard, once a user has a need to
authenticate (e.g., gain access to an application or service or
perform a function requiring authentication), the present
invention retrieves or otherwise receives a historical dataset
associated with the user from a historical datastore. Dynamic
security queries and the answers are then determined from
the historical dataset and the queries are presented to the
user. The user will either have first-hand knowledge of the
answers to the queries or be able to readily search within
user-specific datastores to find the answers to the queries.
[0043] In specific embodiments of the invention, the his-
toric datastores may include, but are not limited, a purchase
transaction historical datastore, an investment transaction
historical datastore, a user location historic datastore, a
financial account balance historical datastore or the like.
Thus, in such embodiments of the invention the queries and
the answers are determined/derived from data in such data-
stores.

[0044] Moreover, in accordance with other specific
embodiments of the invention, the dynamic nature of the
queries and answers means that once generated, the queries
and the answers are exclusively stored in temporary memory
(i.e., Random Access Memory (RAM) or the like). This
means that the questions and answers are permanently
erased from the temporary memory after they have been
presented to the user or, at a maximum, are erased from the
temporary memory once the computing session is termi-
nated.

[0045] In other specific embodiments of the invention, the
presenting of the dynamic security queries is part of a
two-part authentication process, in which both parts rely on
the historical dataset. Specifically, in the two-part authenti-
cation process the historical dataset is relied upon by encryp-
tion algorithms that use a random subset of one or more
historical datasets (including the historical dataset used to
determine the queries/answers) to generate authentication
tokens that are subsequently exchanged amongst a user
device and/or a managing entity and the application/service.
Once authentication is required, the user device/managing
entity presents the authentication key to the application/
service which verifies that the authentication key is the
authentication key of record for the user (i.e., matches the
authentication key previously exchanged/shared). In specific
embodiments of the invention, the authentication key-based
authentication is conducted first and, if such authentication
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fails or is otherwise unable to be performed, the security
query knowledge-based authentication proceeds.

[0046] Thus, since the queries/answers are determined
from dynamic user-specific datasets compiled at the time of
authentication, the present invention is able to generate
knowledge-based queries that are not capable of identifica-
tion by other parties from any level of personal record
searching. Moreover, since the queries/answers are time-
sensitive and not stored in a user catalog or any other means
of permanent computer storage, the queries and answers are
not readily susceptible to being uncovered by a wrongdoer
in pursuit of impersonating the user for purposes of gaining
access to the user’s applications and/or conducting unau-
thorized activities on behalf of the user.

[0047] Referring to FIG. 1, a schematic/block diagram is
presented of an exemplary system 100 for generating secu-
rity queries for knowledge-based authentication based on
historical datasets, in accordance with embodiments of the
present invention. The system 100 is implemented across a
distributed communication network 110, which may include
the Intranet, one or more intranets, one or more cellular
networks or the like. As depicted, the system 100 includes
one or more datastores 200 that are configured to store
historical data 202 associated with a plurality of users 210.
In specific embodiments of the system 100, the historical
data 202 stored by the one or more datastores 200 include,
but are not limited to, financial transaction data, including
purchasing transaction data (e.g., dates/times, amounts and/
or items of transactions associated with a user account),
investment transaction data (e.g., number of shares of a
particular stock/commodity purchased on a particular date,
number of shares of a particular stock/commodity sold on a
particular date, and/or the like), financial account balance
data (e.g., a credit card balance on a particular date, a
savings account balance on a particular date, and/or the
like), geophysical location data (e.g., data indicating the
geophysical location of the user on a specific date/time) and
the like.

[0048] The system additionally includes a computing plat-
form 300 having a memory 302 and one or more processing
devices 304 in communication with the memory 302. The
memory includes permanent storage, such as Read-Only
Memory (ROM) 302-1 and temporary memory, such as
Random-Access Memory (RAM) 302-2. ROM 302-1 stores
instructions 310 that are executable by the one or more
processing devices 304. Instructions 310 are configured to
receive an access request 320 from one of the plurality of
users 210. The access request 320 requests access to an
application, service or functionality within an application or
service and requires user authentication in order for the user
to access the application or service or perform the function-
ality within the application or service. In response to receiv-
ing the access request 320, instructions 310 are configured
to receive, or otherwise retrieve, via distributed communi-
cation network 110 from at least one of the one or more
datastores 200, one or more historical datasets 202-1 asso-
ciated with the user 210. In specific embodiments of the
system 100, the instructions 310 may be configured to
receive/retrieve the historical dataset 202-1 from one of the
datastores 200, while in other embodiments of the system
100, the instructions may be configured to retrieve multiple
historical datasets 202-1 from multiple different datastores
200.
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[0049] Further, instructions 310 are configured to deter-
mine one or more user-specific security queries 330 and the
corresponding answer(s) 332 to the one or more security
queries 330 based on the historical dataset(s) 202-1. For
example, in those embodiments of the system 100, in which
the historical dataset 202-1 is a historical purchaser trans-
action dataset, the security query 330 may be the last-in-time
item purchased at specified transaction location and/or
retailer, the last-in-time purchase amount at a specified
transaction location and/or retailer or the like. The security
queries 330 may be formatted as direct questions, multiple
choice questions, true/false questions or the like.

[0050] According to specific embodiments of the system,
once the one or more security queries 330 and the corre-
sponding answers 332 have been determined, the security
queries 330 and answers 332 are stored exclusively in RAM
302-2. In this regard, the storage of the security queries 330
and answers 332 is limited to temporary storage, such that
the security queries 330 and answers 332 are erased from
memory after completion of the authentication or, at a
maximum, after the completion of the user’s computing
session. As such, since the security queries 330 and answers
332 are only stored temporarily they are not prone to being
compromised by unauthorized entities or the like.

[0051] Further, instructions 310 are configured to perform
authentication 340 by presenting (e.g., visual, audio or the
like) at least one of the one or more security queries 330 to
the user 210 and receiving user response(s) 342 to the one
or more security queries 330 that are determined to match
344 the previously determined answers(s) 332 to the corre-
sponding one or more security queries 330. For example in
specific embodiments of the system 100, the user is pre-
sented with a series of the security queries 330 and must
provide correct/matching responses 342 to all or a signifi-
cant majority of the security queries 330 in order for
successful authentication 340 to occur (i.e., in order for the
user 210 to gain access to an application or service or
perform a function within the application or service).
[0052] Referring to FIG. 2, a schematic/block diagram is
presented of an exemplary system 100 for dual authentica-
tion implementing (i) knowledge-based authentication based
on generating security from historical datasets, and (ii)
token-based authentication in which the token is generated
by applying encryption algorithms to a portion of the same
historical datasets, in accordance with embodiments of the
present invention. Thus, the system 100 shown in FIG. 2
includes all of the elements shown in FIG. 1, however, for
the sake of brevity the instructions 310 shown and described
in relation to FIG. 1 are omitted from FIG. 2 and the
discussion thereof.

[0053] As previously discussed in relation to FIG. 1, in
response to receiving an access request 320 (shown in FIG.
1), instructions 310 are configured to receive/retrieve the
historical dataset(s) from the datastores 210. The instruc-
tions 310 are further configured to determine a dataset subset
202-2 from at least one of the historical dataset(s) 202-1 and
apply, via an encryption engine 350, a series of encryption
algorithms 352 to selected data 202-3 of the dataset subset
202-2. The encryption algorithms 352 may be dynamic,
rotating algorithms such that at any given point in time, the
selected data 202-3 used as well as the types of algorithms
applied to each selected data 202-3 from the dataset subset
202-2 may vary. In an exemplary embodiment of the system
100, the encryption engine 350 may be configured to apply
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one hundred different encryption algorithms 352 numbered
1-100 to any given selected data 202-3 from the dataset
202-2. In the same exemplary embodiment, the subset data
associated with a user may comprise three years of historical
account balances of a checking account, and a previous
month of transaction history associated with a virtual pay-
ment network. The encryption engine 350 may then shufile,
or randomly rotate, the encryption algorithms applied to the
selected data 202-3 of the dataset subset 202-2. Therefore, at
one given point in time, the encryption engine 350 may
apply algorithms numbered 1, 10, and 20 to the years of
historical account balances of the checking account, apply
algorithms numbered 45, 2, and 68 to the month of trans-
action history associated with the virtual payment network
and the like. The results of the series of algorithms 352 may
then be strung together or concatenated to generate a unique
authentication token 360. By rotating both the encryption
algorithms 352 used, as well as the selected data 202-3 being
encrypted, the system provides a high level of security such
that even if a user’s historical data was compromised, it
would be highly unlikely that an attacker would be able to
recreate the authentication token 360 stemming from the
historical dataset(s) 202-1 at any given point in time.
[0054] Instructions 310 additionally include token
exchange 370, in which the authentication token 360 and
information identifying the user 210 associated with the
authentication token 360 is transmitted, the user device 372
and/or the managing entity system (not shown in FIG. 2) and
the application/service 374 for storage.

[0055] In some embodiments, the process of authentica-
tion token generation may repeat beginning after a prede-
termined period of time (e.g., one day, one hour, ten minutes,
or the like) in order to provide the parties of the authenti-
cation process with newly generated tokens at regular inter-
vals. To increase the overall security of the process, in some
embodiments of the system, the time intervals between new
token generations may be randomly varied by the encryption
engine 350.

[0056] Instructions 310 additionally include authentica-
tion 380, which in response to determining the access
request 320 (shown in FIG. 1) by the user 210 for access to
an application or service or performing functionality within
the application/service, transmits the stored authentication
token 360 from the user device 372 and/or the managing
entity system to the application/service 342. Additionally, or
alternatively, the system may cause the application/service
342 to send a request to the user device 372 and/or the
managing entity system for the stored authentication token
360. The instructions 310 are further configured to compare
the authentication token 360 received by the user device 372
or the managing entity system to the authentication token
360 stored by the application/service 374 (i.e., the most
recently generated authentication token). If the received
authentication token 360 matches 382 the stored authenti-
cation token 360, the instructions 310 approves the authen-
tication of the user 210.

[0057] In specific embodiments of the system, both the
token-based authentication and the knowledge-based
authentication are required to be performed in order to
authenticate the user 210. In other embodiments of the
system 100, the token-based authentication is attempted first
and, if the authentication is unable to be performed or is
otherwise unsuccessfully in authenticating the user 210,
only then is the knowledge-based authentication performed.
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[0058] Referring to FIG. 3, a block diagram is depicted of
computing platform 300, in accordance with embodiments
of the present invention. In addition to providing greater
detail, FIG. 3 highlights various alternate embodiments of
the system 100. Computing platform 300 comprises one or
more computing devices/apparatus, such as servers or the
like configured to execute software programs, including
instructions, engines, algorithms, modules, routines, appli-
cations, tools, and the like. Computing platform 300
includes memory 302, which may comprise volatile and
non-volatile memory, such as read-only memory (ROM)
302-1 and/or random-access memory (RAM) 302-2,
EPROM, EEPROM, flash cards, or any memory common to
computer platforms). Moreover, memory 302 may comprise
cloud storage, such as provided by a cloud storage service
and/or a cloud connection service.

[0059] Further, computing platform 300 also includes pro-
cessing device(s) 304, which may be an application-specific
integrated circuit (“ASIC”), or other chipset, logic circuit, or
other data processing device. Processing device 304 may
execute an application programming interface (“API”) 306
that interfaces with any resident programs, such as instruc-
tions 310 and algorithms, sub-engines/routines associated
therewith or the like stored in the memory 302 of the
computing platform 300.

[0060] Processing device(s) 304 may include various pro-
cessing subsystems (not shown in FIG. 3) embodied in
hardware, firmware, software, and combinations thereof,
that enable the functionality of computing platform 300 and
the operability of computing platform 300 on a distributed
communication network 110 (shown in FIG. 1). For
example, processing subsystems allow for initiating and
maintaining communications and exchanging data with
other networked devices. For the disclosed aspects, process-
ing subsystems of processing device 304 may include any
subsystem used in conjunction with instructions 310 and
related engines, routines, algorithms, sub-algorithms, mod-
ules, sub-modules thereof.

[0061] Computing platform 300 additionally includes a
communications module (not shown in FIG. 3) embodied in
hardware, firmware, software, and combinations thereof,
that enables electronic communications between computing
platform 300 and other networks and/or networked devices,
such as, datastores 200 and the like. Thus, the communica-
tion module may include the requisite hardware, firmware,
software and/or combinations thereof for establishing and
maintaining a network communication connection with one
or more systems, platforms, networks, or the like.

[0062] As previously discussed in relation to FIG. 1, ROM
302-1 stores instructions 310 that are executable by the
processing device(s) 304 and configured to generate security
queries 330 and corresponding answers 332 for knowledge-
based authentication based on historical data 202. Instruc-
tions 310 are configured to receive an access request 320
from one of the plurality of users 210. The access request
320 requests access to an application, service or function-
ality within an application or service and requires user
authentication in order for the user to access the application
or service or perform the functionality within the application
or service. In response to receiving the access request 320,
instructions 310 are configured to receive, or otherwise
retrieve, from at least one of the one or more datastores 200
(shown in FIG. 1), one or more historical datasets 202-1
associated with the user 210. In specific embodiments of the
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system 100, the instructions 310 may be configured to
receive/retrieve one specific historical dataset 202-1, while
in other embodiments of the system 100, the instructions
may be configured to retrieve multiple historical datasets
202-1 from multiple different datastores 200. The historical
datasets may include, but are not limited to, a historical
purchase transaction dataset 202-1A (including date/time of
purchase, from whom the purchase was made (e.g., retailer
or the like), items purchased or the like), a historical
geophysical location dataset 202-1B (indicating a date/time
and location for the user), an investment transaction dataset
202-1C (including date/time of a stock/commodity/fund or
the like trade (e.g., buy or sell), the stock/commodity/fund
traded or the like), a historical account balance dataset
202-1D (indicating the account balance at specific dates and
times) and the like.

[0063] Further, instructions 310 are configured to deter-
mine one or more user-specific security queries 330 and the
corresponding answer(s) 332 to the one or more security
queries 330 based on the historical dataset(s) 202-1. For
example, in those embodiments of the system 100, in which
the historical dataset 202-1 is a historical purchaser trans-
action dataset, the security query 330 may be the last-in-time
item purchased at specified transaction location and/or
retailer, the last-in-time purchase amount at a specified
transaction location and/or retailer or the like. The security
queries 330 may be formatted as direct questions, multiple
choice questions, true/false questions or any other known or
future known query type.

[0064] According to specific embodiments of the system,
once the thee one or more security queries 330 and the
corresponding answers 332 have been determined, the secu-
rity queries 330 and answers 332 are stored exclusively in
RAM 302-2. In this regard, the storage of the security
queries 330 and answers 332 is limited to temporary storage,
such that the security queries 330 and answers 332 are
erased from memory after completion of the authentication
or, at a maximum, after the completion of the user’s com-
puting session. As such, since the security queries 330 and
answers 332 are only stored temporarily they are not prone
to being compromised by unauthorized entities or the like.
[0065] Further, instructions 310 are configured to perform
authentication 340 by presenting (e.g., in visual format,
audio format, multimedia format or the like) at least one of
the one or more security queries 330 to the user 210 and
receiving user response(s) 342 to the one or more security
queries 330 that are determined to match 344 the previously
determined answers(s) 332 to the corresponding one or more
security queries 330. For example, in specific embodiments
of the system 100, the user is presented with a series of the
security queries 330 and must provide correct/matching
responses 342 to all or a significant majority of the security
queries 330 in order for successful authentication 340 to
occur (i.e., in order for the user 210 to gain access to an
application or service or perform a function within the
application or service).

[0066] In alternate embodiments of the invention, the
instructions 310 are further configured to determine a dataset
subset 202-2 from at least one of the historical dataset(s)
202-1 and apply, via an encryption engine 350, a series of
encryption algorithms 352 to selected data 202-3 of the
dataset subset 202-2. The encryption algorithms 352 may be
dynamic, rotating algorithms such that, at any given point in
time, the selected data 202-3 used, as well as, the types of
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algorithms applied to each selected data 202-3 from the
dataset subset 202-2 may vary. The results of the series of
algorithms 352 are strung together or concatenated to gen-
erate a unique authentication token 360.

[0067] Instructions 310 additionally include token
exchange 370, in which the authentication token 360 and
information (not shown in FIG. 3) identifying the user 210
associated with the authentication token 360 is transmitted
to (i) the user device 372 (shown in FIG. 2) and/or the
managing entity system (not shown in FIG. 2) and (ii) the
application/service 374 (shown in FIG. 2) for storage at the
user device 372/managing entity system and application/
service 374.

[0068] Instructions 310 additionally include authentica-
tion 380, which in response to determining the access
request 320, transmits the stored authentication token 360
from the user device 372 and/or the managing entity system
to the application/service 342. Additionally, or alternatively,
the system may cause the application/service 342 to send a
request to the user device 372 and/or the managing entity
system for the stored authentication token 360. The instruc-
tions 310 are further configured to compare the authentica-
tion token 360 received by the user device 372 or the
managing entity system to the authentication token 360
stored by the application/service 374 (i.e., the most recently
generated authentication token). If the received authentica-
tion token 360 matches the stored authentication token 360,
the instructions 310 approves the authentication of the user
210.

[0069] As previously discussed, authentication 340 and
authentication 380 may both be required for purposes of
authenticating the user to access an application or service or
otherwise perform a function/activity within an application
or service. In alternate embodiments of the invention,
authentication 340 may be conditionally performed; in
response to authentication 380 being unable to be performed
(e.g., inability to transmit tokens) or failing in the authen-
tication process (e.g., tokens do not match).

[0070] Referring to FIG. 4, a flow diagram is depicted of
a method 400 for providing protection against voice misap-
propriation, in accordance with embodiments of the present
invention. At Event 410, a (i) digital signal representing a
perceived voice command and (ii) telemetry data indicating
the current operating state of a user device is received from
the user device. As previously discussed, at a minimum the
telemetry data includes thermal data indicating the current
degrees of one or more components of the user device, such
as processing device(s) or the like.

[0071] At Event 420, a determination is made, based on
the telemetry data, as to whether the perceived voice com-
mand is an actual voice command originating from a voice
of the user. As previously discussed, the perceived voice
command may originate from other means, such as a laser
or the like, used to nefariously replicate the voice of the user.

[0072] Inresponse to determining that the perceived voice
command is an actual voice command, at Event 430, a
response to the command identified in the digital signal is
generated and transmitted to the user device for subsequent
output. In response to determining that the perceived voice
command is likely not an actual voice command, at Event
440, an action/inaction is performed. The action may consist
of generating and transmitting an error message to the user
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device for subsequent output. The inaction may consist of
refraining from generating a response to the command (i.e.,
taking no action).

[0073] Referring to FIG. 4, a flow diagram is depicted of
a method 400 for knowledge-based authentication, in accor-
dance with embodiments of the present invention. At Event
410, a request for a user to access or perform function(s)/
event(s) within an application/service is received. The
request requires user authentication in order for the user to
access the application or service or perform the functionality
within the application or service. In response to receiving the
request, at Event 420 one or more historical datasets asso-
ciated with the user are received, or otherwise retrieved,
from at least one of historical datastores/databases. In spe-
cific embodiments of the method, one specific historical
dataset may be received/retrieved, while in other embodi-
ments of the method, multiple historical datasets are
received/retrieved from multiple different datastores. The
historical datasets may include, but are not limited to, a
historical purchase transaction dataset (including date/time
of purchase, from whom the purchase was made (e.g.,
retailer or the like), items purchased or the like), a historical
geophysical location dataset (indicating a date/time and
location for the user), an investment transaction dataset
(including date/time of a stock/commodity/fund or the like
trade (e.g., buy or sell), the stock/commodity/fund traded or
the like), a historical account balance dataset (indicating the
account balance at specific dates and times) and the like.
[0074] At Event 430, one or more user-specific security
queries and the corresponding answer(s) to the one or more
security queries are determined based on the historical
dataset(s). For example, in those embodiments of the
method, in which the historical dataset is a historical pur-
chaser transaction dataset, the security query may be the
last-in-time item purchased at a specified transaction loca-
tion and/or retailer, the last-in-time purchase amount at a
specified transaction location and/or retailer or the like. The
security queries may be formatted as direct questions, mul-
tiple choice questions, true/false questions or any other
known or future known query type.

[0075] At Event 440, authentication is performed by pre-
senting (e.g., in visual format, audio format, multimedia
format or the like) at least one of the one or more security
queries to the user and receiving user response(s) to the one
or more security queries that are determined to match the
previously determined answers(s) to the corresponding one
or more security queries. For example, in specific embodi-
ments of the method, the user is presented with a series of
the security queries and must provide correct/matching
responses to all or a significant majority of the security
queries in order for successtul authentication to occur (i.e.,
in order for the user to gain access to an application or
service or perform a function within the application or
service).

[0076] Thus, as described in detail above, present embodi-
ments of the invention include systems, methods, computer
program products and/or the like for generating dynamic
security queries for knowledge-based authentication based
on historical records. In this regard, once a user has a need
to authenticate (e.g., gain access to an application or service
or perform a function requiring authentication), a historical
dataset associated with the user is retrieved from a historical
datastore. Dynamic security queries and the answers are then
determined from the historical dataset and presented to the
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user. The user will either have first-hand knowledge of the
answers to the queries or be able to readily search within
user-specific datastores to find the answers to the queries.
The dynamic nature of the queries and answers means that
once generated, the queries and the answers are exclusively
stored in temporary memory (i.e., Random Access Memory
(RAM) or the like). This means that the questions and
answers are permanently erased from memory after they
have been presented to the user or, at a maximum, are erased
from memory once the computing session is terminated.
Thus, since the queries/answers are determined from
dynamic user-specific datasets compiled at the time of
authentication, the present invention is able to generate
knowledge-based queries that are not capable of identifica-
tion by other parties from any level of personal record
searching.

[0077] While certain exemplary embodiments have been
described and shown in the accompanying drawings, it is to
be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this
invention not be limited to the specific constructions and
arrangements shown and described, since various other
changes, combinations, omissions, modifications and sub-
stitutions, in addition to those set forth in the above para-
graphs, are possible.

[0078] Those skilled in the art may appreciate that various
adaptations and modifications of the just described embodi-
ments can be configured without departing from the scope
and spirit of the invention. Therefore, it is to be understood
that, within the scope of the appended claims, the invention
may be practiced other than as specifically described herein.

What is claimed is:
1. A system for user authentication, the system compris-
ing:
one or more datastores, each datastore configured to store
historical data associated with a plurality of users;
a computing platform including a memory, and one or
more processing devices in communication with the
memory, wherein the memory comprises Random
Access Memory (RAM) and Read-Only Memory
(ROM), wherein the ROM stores instructions that are
executable by the one or more processing devices and
configured to:
receive, from one of the plurality of users, a request to
access a service or application,

in response to receiving the request, receive, from the
at least one of the one or more datastores, a historical
dataset associated with one of the plurality of users;

determine one or more security queries and answers for
the one or more security queries based on the his-
torical dataset;

authenticate the user by presenting at least one of the
one or more security queries to the user and receiv-
ing user responses to the least one of the one or more
security querier that match the answers for the one or
more security queries.

2. The system of claim 1, wherein the instructions are
further configured to store the one or more security queries
and the answers exclusively in the RAM;

3. The system of claim 1, wherein the instructions are
further configured to:

determine a subset of the historical dataset,
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apply, via an encryption engine, a plurality of encryption
algorithms to a selection of data from the determined
subset of the historical dataset, wherein the selection of
data is chosen at random,

generate, via the encryption engine, an authentication

token, wherein the authentication token is based on a
set of results of the plurality of encryption algorithms,
in response to generating the authentication token,
exchange the authentication token amongst (i) the
service or application, and (ii) at least one of a user
device or a managing entity, for storage at (i) the
service or application, and (ii) at least one of a user
device or a managing entity, and

in response to receiving the request to access the service

or application, transmit the authentication token from
the user device or the managing entity to the service or
application, wherein the service or application authen-
ticates the user by verifying that the transmitted authen-
tication token matches the exchanged authentication
token stored at the service or application.

4. The system of claim 3, wherein the instructions are
configured to initially attempt to authenticate the user veri-
fying that the transmitted authentication token matches the
exchanged authentication token stored at service or appli-
cation and, in an instance in which the verification fails,
authenticate the user by presenting at least one of the one or
more security queries to the user and receiving user
responses to the least one of the one or more security querier
that match the answers for the one or more security queries.

5. The system of claim 1, wherein the one or more
datastores further comprises a purchase transaction datastore
configured to store historical purchase transaction data for
purchase transactions conducted by the plurality of users.

6. The system of claim 5, wherein the instructions con-
figured to receive, from the at least one of the one or more
datastores, a historical dataset associated with one of the
plurality of users are further configured to receive, from the
historical purchase transaction datastore, a historical pur-
chase transaction dataset for purchase transactions con-
ducted by the one of the plurality of users, and

wherein the instructions configured to determine one or

more security queries and answers for the one or more
security queries based on the historical dataset are
further configured to determine the one or more secu-
rity queries and the answers for the one or more
security queries based on the historical purchase trans-
action dataset.

7. The system of claim 5, wherein the one or more
datastores further comprise at least one of (i) a historical
investment datastore, (ii) a historical account balance data-
store, and (iii) a historical user location datastore.

8. The system of claim 7, wherein the instructions con-
figured to receive, from the at least one of the one or more
datastores, a historical dataset associated with one of the
plurality of users are further configured to receive, from the
historical purchase transaction datastore and at least one of
(1) the historical investment datastore, (ii) the historical
account balance datastore, and (iii) the historical user loca-
tion datastore, a historical purchase transaction dataset for
purchase transactions conducted by the one of the plurality
of users and at least one of (a) a historical investment
transaction dataset for investment transactions conducted by
the one of the plurality of users, (b) a historical account
balance dataset for a financial account held by the one of the
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plurality of users, and (c) a historical location dataset for
locations at which the one of the plurality of users physically
resided at associated points in time, and

wherein the instructions configured to determine one or

more security queries and answers for the one or more
security queries based on the historical dataset are
further configured to determine the one or more secu-
rity queries and the answers for the one or more
security queries based on the historical purchase trans-
action dataset and at least one of (a) the historical
investment transaction dataset, (b) the historical
account balance dataset, and (c) the historical user
location dataset.

9. A computer-implemented method for user authentica-
tion, the computer-implemented method is executable by
one or more computing processor devices, the method
comprising:

receiving a request for a user to access a service or

application;

in response to receiving the request, receiving, from at

least one historical datastore, at least one historical
dataset associated with the user;

determining one or more security queries and answers for

the one or more security queries based on the historical
dataset; and

authenticating the user by presenting at least one of the

one or more security queries to the user and receiving
user responses to the least one of the one or more
security querier that match the answers for the one or
more security queries.

10. The computer-implemented method of claim 9, fur-
ther comprising:

storing the one or more security queries and answers for

the one or more security queries exclusively in Random
Access Memory (RAM).

11. The computer-implemented method of claim 9, further
comprising:

determining a subset of the historical dataset;

applying, via an encryption engine, a plurality of encryp-

tion algorithms to a selection of data from the deter-
mined subset of the historical dataset, wherein the
selection of data is chosen at random:;
generating, via the encryption engine, an authentication
token, wherein the authentication token is based on a
set of results of the plurality of encryption algorithms;

in response to generating the authentication token,
exchanging the authentication token amongst (i) the
service or application, and (ii) at least one of a user
device or a managing entity, for storage at (i) the
service or application, and (ii) at least one of a user
device or a managing entity; and

in response to receiving the request to access the service

or application, transmitting the authentication token
from the user device or the managing entity to the
service or application, wherein the service or applica-
tion authenticates the user by verifying that the trans-
mitted authentication token matches the exchanged
authentication token stored at the service or applica-
tion.

12. The computer-implemented method of claim 11,
wherein verifying that the transmitted authentication token
matches the exchanged authentication token stored at the
service or application occurs prior to presenting at least one
of the one or more security queries to the user.

Feb. 2, 2023

13. The computer-implemented method of claim 9,
wherein receiving, from the at least one historical datastore,
the at least one historical dataset associated with the user
further comprises receiving, from a purchase transaction
datastore, a historical purchase transaction dataset compris-
ing purchase transactions conducted by the user.

14. The computer-implemented method of claim 13,
wherein determining the one or more security queries and
the answers for the one or more security queries based on the
historical dataset further comprises determining the one or
more security queries and the answers for the one or more
security queries based on the historical purchase transaction
dataset.

15. The computer-implemented method of claim 9,
wherein receiving, from the at least one historical datastore,
the at least one historical dataset associated with the user
further comprises receiving, from at least one of (i) a
historical investment datastore, (ii) a historical account
balance datastore, and (iii) a historical user location data-
store, at least one of (a) a historical investment transaction
dataset comprising investment transactions conducted by the
user, (b) a historical account balance dataset comprising
account balances incurred by the user, and (c) a historical
location dataset comprising geo-physical locations at which
the user has been located, and

wherein determining the one or more security queries and
the answers for the one or more security queries based
on the historical dataset further comprises determining
the one or more security queries and the answers for the
one or more security queries based on at least one of
(a), the historical investment transaction dataset, (b) a
historical account balance dataset, and (c) the historical
location dataset.

16. A computer program product including a non-transi-
tory computer-readable medium, the non-transitory com-
puter-readable medium comprising:

a first set of codes for causing a computer to receive a

request for a user to access a service or application;

a second set of codes for causing a computer to, in
response to receiving the request, receive, from at least
one historical datastore, at least one historical dataset
associated with the user;

a third set of codes for causing a computer to determine
one or more security queries and answers for the one or
more security queries based on the historical dataset;
and

a fourth set of codes for causing a computer to authenti-
cate the user by presenting at least one of the one or
more security queries to the user and receiving user
responses to the least one of the one or more security
querier that match the answers for the one or more
security queries.

17. The computer program product of claim 16, wherein

the computer-readable medium further comprises:

a fifth set of codes for causing a computer to store the one
or more security queries and answers for the one or
more security queries exclusively in Random Access
Memory (RAM).

18. The computer program product of claim 16, further

comprising:

a fifth set of codes for causing a computer to determine a
subset of the historical dataset;

a sixth set of codes for causing a computer to apply, via
an encryption engine, a plurality of encryption algo-
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rithms to a selection of data from the determined subset
of the historical dataset, wherein the selection of data is
chosen at random;

a seventh set of codes for causing a computer to generate,
via the encryption engine, an authentication token,
wherein the authentication token is based on a set of
results of the plurality of encryption algorithms;

an eighth set of codes for causing a computer to, in
response to generating the authentication token,
exchange the authentication token amongst (i) the
service or application, and (ii) at least one of a user
device or a managing entity, for storage at (i) the
service or application, and (ii) at least one of a user
device or a managing entity; and

a ninth set of codes for causing a computer to, in response
to receiving the request to access the service or appli-
cation, transmit the authentication token from the user
device or the managing entity to the service or appli-
cation, wherein the service or application authenticates
the user by verifying that the transmitted authentication
token matches the exchanged authentication token
stored at the service or application.

19. The computer program product of claim 16, wherein

the second set of codes are further configured to cause the
computer to receive, from a purchase transaction datastore,
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a historical purchase transaction dataset comprising pur-
chase transactions conducted by the user, and wherein the
third set of codes are further configured to cause the com-
puter to determine the one or more security queries and the
answers for the one or more security queries based on the
historical purchase transaction dataset.

20. The computer-implemented method of claim 16,
wherein the second set of codes are further configured to
cause the computer to receive, from at least one of (i) a
historical investment datastore, (ii) a historical account
balance datastore, and (iii) a historical user location data-
store, at least one of (a) a historical investment transaction
dataset comprising investment transactions conducted by the
user, (b) a historical account balance dataset comprising
account balances incurred by the user, and (c) a historical
location dataset comprising geo-physical locations at which
the user has been located, and

wherein the third set of codes is further configured to

cause the computer to determine the one or more
security queries and the answers for the one or more
security queries based on at least one of (a), the
historical investment transaction dataset, (b) a histori-
cal account balance dataset, and (c) the historical
location dataset.



