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(57) ABSTRACT

The techniques described herein relate to methods and
apparatus for firearm safety mechanisms, visual safety indi-
cators, and related techniques. A firearm includes a handle
comprising one or more buttons disposed at least partially
within a surface of the handle, such that the one or more
buttons can be in contact with an operator’s hand when the
operator grasps the handle; a safety mechanism in mechani-
cal communication with the trigger. The safety mechanism
comprises: a first position that blocks actuation of the
trigger; and a second position that does not block actuation
of'the trigger; and at least one processor configured to: upon
determining an input code matches a stored code, transmits
a signal to the safety mechanism to change the safety
mechanism from the first position to the second position so
that the firearm can be fired by the operator.
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FIREARM SAFETY MECHANISMS, VISUAL
SAFETY INDICATORS, AND RELATED
TECHNIQUES

RELATED APPLICATIONS

[0001] This application is a continuation-in-part under 35
U.S.C. § 120 of U.S. application Ser. No. 17/023,831, filed
Sep. 17, 2020, entitled “Firearm Safety Mechanisms, Visual
Safety Indicators, and Related Techniques,” which claims
priority under 35 U.S.C. § 119(e) to U.S. Provisional Appli-
cation Ser. No. 62/901,899, filed Sep. 18, 2019, entitled
“Firearm Safety Mechanisms, Visual Safety Indicators, and
Related Techniques,” the contents of each of which is herein
incorporated by reference in its entirety. This application
also claims priority under 35 US.C. § 119(e) to U.S.
Provisional Application Ser. No. 63/274,209, filed Nov. 1,
2021, entitled “Firearm Safety Mechanisms, Visual Safety
Indicators, and Related Techniques,” and U.S. Provisional
Application Ser. No. 63/300,677, filed Jan. 19, 2022, entitled
“Firearm Safety Mechanisms, Visual Safety Indicators, and
Related Techniques,” the contents of each of which is herein
incorporated by reference in its entirety.

TECHNICAL FIELD

[0002] The techniques described herein are generally
related to firearm safety mechanisms, visual safety indica-
tors, and related firearm techniques. More specifically, the
techniques provide for electronically controlled, mechani-
cally operated grip safety mechanisms. The techniques also
provide for visual indicators, such as laser sites, that can be
used to indicate when a firearm can be fired and/or to
indicate other aspects of the firearm (including the user’s
interaction with the firearm).

BACKGROUND

[0003] Generally, a firearm is a device that is designed to
expel a projectile (e.g., a bullet) through the barrel of the
firearm upon action of an explosive (e.g., gunpowder within
a casing of a cartridge that also holds the bullet). Firearms
often include a trigger configured to actuate a firing pin to
strike a fuse of the cartridge to action the explosive, which
causes the bullet to be expelled through the barrel of the
firearm. Such interaction of the firing pin to the fuse is often
controlled by depressing the trigger. Firearms can include
one or more safety mechanisms designed to prevent inten-
tional and/or unintentional firing (e.g., by locking the trigger
and/or preventing the firing pin from contacting the fuse).
For example, some firearms include a grip safety comprised
of a single back-strap that is located along the back portion
of the firearm grip. Such grip safeties can be designed to
require a firearm operator to depress the back-strap safety
while engaging the trigger in order to fire the firearm.
Otherwise, if the trigger is engaged without depressing the
back-strap safety, the firearm will not fire. Such safeties can
be designed to require a certain hand size and/or hand
strength, which can limit the ability of most children to fire
the weapon. However, such safeties are typically purely
mechanical safeties that cannot prevent unauthorized adult
use.

[0004] Another example of a firearm safety is an external
mechanical safety switch that has two or three positions
(e.g., safe mode and semi-auto mode, or safe mode, semi-
auto mode, and auto mode). Such safeties can be operated by
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both children and adults, and therefore cannot be used to
limit use to just adults that are authorized to use the firearm.
Further, such safeties can be cumbersome to use and can fail
to provide quick and safe firearm use in situations, such as
emergency situations. For example, a user may raise the
weapon to a target without disengaging the safety. As
another example, a user may properly deactivate the safety
when raising the weapon to a target, but fail to activate the
safety when lowering the weapon from the target, such that
the firearm unintentionally remains in use.

SUMMARY OF INVENTION

[0005] Some embodiments relate to a firearm. The firearm
includes a handle comprising one or more buttons disposed
at least partially within a surface of the handle, such that the
one or more buttons can be in contact with an operator’s
hand when the operator grasps the handle. The firearm
includes a trigger that is actuatable to fire the firearm. The
firearm includes a safety mechanism in mechanical commu-
nication with the trigger, wherein the safety mechanism
comprises: a first position that blocks actuation of the
trigger; and a second position that does not block actuation
of the trigger. The firearm includes at least one processor in
electrical communication with the safety mechanism, the
one or more sensors, and a memory storing computer-
readable instructions that, when executed by the at least one
processor, cause the at least one processor to: receive input
data from the one or more buttons indicative of an input
code; determine whether the input code matches a stored
code; and upon determining the input code matches the
stored code, transmitting a signal to the safety mechanism to
change the safety mechanism from the first position to the
second position so that the firearm can be fired by the
operator.

[0006] According to some embodiments, a firearm is
provided. The firearm comprises: a handle comprising one
or more buttons disposed at least partially within a surface
of the handle, such that the one or more buttons can be
accessed by an operator’s hand when the operator grasps the
handle; a trigger that is actuatable to fire the firearm; a safety
mechanism in mechanical communication with the trigger,
wherein the safety mechanism comprises:

a first position that blocks actuation of the trigger; and a
second position that does not block actuation of the trigger;
and at least one processor in electrical communication with
the safety mechanism, the one or more sensors, and a
memory storing computer-readable instructions that, when
executed by the at least one processor, cause the at least one
processor to: receive input data from the one or more buttons
indicative of an input code; determine whether the input
code matches a stored code; and upon determining the input
code matches the stored code, transmitting a signal to the
safety mechanism to change the safety mechanism from the
first position to the second position so that the firearm can be
fired by the operator.

[0007] According to some embodiments, a computerized
method for controlling operation of a firearm is provided.
The method comprises: using at least one processor to
perform: receiving data from one or more buttons disposed
at least partially within a surface of a handle of the firearm,
wherein the data is indicative of an input code provided by
a series of presses of the one or more buttons by an operator
over an input time period; determining whether the input
code matches a stored code; and upon determining the input
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code matches the stored code, transmitting a signal to a
safety mechanism to change the safety mechanism from (a)
a first position that blocks actuation of a trigger that is
actuatable to fire the firearm to (b) a second position that
does not block actuation of the trigger, so that the firearm
can be fired by the operator.

[0008] According to some embodiments, a non-transitory
computer-readable storage medium storing instructions is
provided. The instructions, when executed by at least one
processor, cause the at least one processor to perform:
receiving data from one or more buttons disposed at least
partially within a surface of a handle of the firearm, wherein
the data is indicative of an input code provided by a series
of presses of the one or more buttons by an operator over an
input time period; determining whether the input code
matches a stored code; and upon determining the input code
matches the stored code, transmitting a signal to a safety
mechanism to change the safety mechanism from (a) a first
position that blocks actuation of a trigger that is actuatable
to fire the firearm to (b) a second position that does not block
actuation of the trigger, so that the firearm can be fired by the
operatotr.

[0009] According to some embodiments, an electronically
controlled mechanically operated (ECMO) firearm safety
system embedded inside a firearm is provided. The system
comprises: a cam; a motor mechanically coupled to the cam,
the motor configured to rotate the cam; and a trigger bar stop
having a first position in which the trigger bar stop prevents
firing of the firearm and a second position in which the
trigger bar stop allows discharging of the firearm; wherein
the cam is configured to move the trigger bar stop between
the first position and the second position.

[0010] According to some embodiments, a firearm is
provided. The firearm comprises: a trigger bar configured to
move in a first direction to trigger discharging of the firearm;
a cam; a motor mechanically coupled to the cam; and a
trigger bar stop having a first position in which the trigger
bar stop prevents discharging of the firearm and a second
position in which the trigger bar stop allows firing of the
firearm.

[0011] According to some embodiments, a safety system
embedded inside a firearm is provided. The safety system
comprises: a safety mechanism having a locked position that
prevents discharging of the firearm and an unlocked position
that permits discharging of the firearm; a wireless commu-
nication circuit configured to communicate with at least one
device; a processor configured to: receive, through the
wireless communication circuit from the at least one device,
an unlock signal; and cause the safety mechanism to change
from the locked position to the unlocked position in
response to receiving the unlock signal.

[0012] According to some embodiments, a mobile device
for communication with a safety system embedded inside a
firearm is provided. The safety system is configured to lock
the firearm to prevent firing of the firearm and unlock the
firearm to allow discharging of the firearm. The mobile
device comprising: a wireless communication circuit; and a
processor configured to: receive, through an input interface
of the mobile device, authentication information from a user
of the mobile device; determine, based on the authentication
information, whether the user has permission to discharge
the firearm; and transmit, using the wireless communication
circuit to the safety system, a signal that causes the safety
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system to unlock the firearm to allow discharging of the
firearm when it is determined that the user has permission to
discharge the firearm.

[0013] According to some embodiments, a charging sta-
tion configured to charge at least one safety system embed-
ded inside at least one firearm is provided. The at least one
safety system is configured to lock the at least one firearm
to prevent discharging of the at least one firearm and unlock
the at least one firearm to allow discharging of the at least
one firearm. The charger station comprising: at least one
dock for placement of the at least one fire firearm; at least
one electrical contact configured to make an electrical
connection with at least one charging element of the at least
one safety system; and at least one electrical charging circuit
configured to transmit electricity to the at least one safety
system when the at least one electrical contact makes an
electrical connection with the at least one charging element
of the at least one firearm.

[0014] According to some embodiments, a safety system
embedded inside a firearm is provided. The safety system
comprises: a safety mechanism having a locked position that
prevents discharging of the firearm and an unlocked position
that allows discharging of the firearm; a fingerprint sensor
located on an outer surface of the firearm, the fingerprint
sensor configured to generate a fingerprint scan of a finger
contacting the fingerprint sensor; a light source located
proximate the fingerprint sensor; and an electrical circuit
configured to: cause the safety mechanism to change
between the locked position and the unlocked position in
response to receiving the first signal from the fingerprint
sensor indicating detection of the fingerprint of the user
permitted to use the firearm.

[0015] There has thus been outlined, rather broadly, the
features of the disclosed subject matter in order that the
detailed description thereof that follows may be better
understood, and in order that the present contribution to the
art may be better appreciated. There are, of course, addi-
tional features of the disclosed subject matter that will be
described hereinafter and which will form the subject matter
of'the claims appended hereto. It is to be understood that the
phraseology and terminology employed herein are for the
purpose of description and should not be regarded as lim-
iting.

BRIEF DESCRIPTION OF FIGURES

[0016] Various objectives, features, and advantages of the
disclosed subject matter can be more fully appreciated with
reference to the following detailed description of the dis-
closed subject matter when considered in connection with
the following drawings, in which like reference numerals
identify like elements.

[0017] FIGS. 1A-1B is a diagram of a firearm with an
example of an electrically controlled, mechanically operated
safety, according to some embodiments;

[0018] FIG. 1C is a diagram showing other exemplary
locations for a set of sensors to allow the user to program the
sensors for locking and/or unlocking the firing mechanism,
according to some embodiments.

[0019] FIGS. 1D-1F are diagrams showing further exem-
plary locations for a set of sensors to allow the user to use
a pin pad feature for locking and/or unlocking the firing
mechanism, according to some embodiments.
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[0020] FIG. 1G is a diagram of an example process for
unlocking and/or locking a safety system of a firearm using
a pin code, according to some embodiments.

[0021] FIG. 2 is a diagram showing an example of the
points on a person’s hand that contact mechanical aspects of
the electrically controlled, mechanically operated safety,
according to some embodiments;

[0022] FIG. 3 is a diagram showing a handshake process
for authenticating a user to a firearm with an electrically
controlled, mechanically operated safety, according to some
embodiments; and

[0023] FIG. 4 is a diagram showing an example of a visual
indicator that can be used in conjunction with an electrically
controlled, mechanically operated safety, according to some
embodiments.

[0024] FIG. 5 is a diagram showing an example of a visual
indicator of the firearms status to aid the user, according to
some embodiments.

[0025] FIG. 6 shows an illustrative implementation of a
system that may be used to perform any of the aspects of the
embodiments.

[0026] FIGS. 7A-7] are diagrams of illustrative mechani-
cal components used to mechanically lock and unlock the
firearm, according to some embodiments.

[0027] FIGS. 8A-8D are diagrams that show the mechani-
cal operation of the components described in FIGS. 7A-7J,
according to some embodiments.

[0028] FIGS. 9A-9B are phantom diagrams of an exem-
plary firearm with the components of FIGS. 7A-7] disposed
within the firearm, according to some embodiments.
[0029] FIGS.10A-10B are images of exemplary machined
components used to implement and test the components
described herein, according to some embodiments.

[0030] FIG. 11 is a diagram illustrating an example safety
system embedded inside a firearm, according to embodi-
ments.

[0031] FIG. 12 is a firearm with a pin pad for locking and
unlocking the firearm, according to some embodiments.
[0032] FIG. 13 is a diagram illustrating unlocking of a
firearm using a mobile device, according to some embodi-
ments.

[0033] FIG. 14 is another diagram illustrating unlocking
of a firearm using a mobile device, according to some
embodiments.

[0034] FIG. 15 is a diagram illustrating various example
states of a safety system status indicator, according to some
embodiments.

[0035] FIG. 16A is a graphical user interface (GUI) dis-
played on a mobile device showing connections with safety
systems of various firearms, according to some embodi-
ments.

[0036] FIG. 16B is a GUI showing a status of the safety
system in each firearm, according to some embodiments.
[0037] FIG. 17 is a firearm with a fingerprint scanner for
locking and unlocking the firearm, according to some
embodiments.

[0038] FIG. 18 is a diagram of a firearm including a
fingerprint sensor and a light source associated with the
fingerprint sensor, according to some embodiments.

[0039] FIG. 19A is a firearm placed in a charging station,
according to some embodiments.

[0040] FIG. 19B is a closeup of an electrical contact
interface between the firearm and the charging station of
FIG. 19A, according to some embodiments.
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[0041] FIG. 19C is a view of a base of a grip of the firearm
of FIGS. 19A-19B, according to some embodiments.
[0042] FIGS. 20A-20B is a charging station for charging
safety systems of multiple firearms, according to some
embodiments.

[0043] FIG. 21A s a firearm including an inductive charg-
ing element, according to some embodiments.

[0044] FIG. 21B is a charging station for charging the
firearm of FIG. 21A, according to some embodiments.
[0045] FIG. 21C shows the firearm of FIG. 21A placed on
the charging station of FIG. 21B for charging, according to
some embodiments.

[0046] FIG. 22 is a diagram of an example process for
unlocking and/or locking a safety system of a firearm using
a computing device, according to some embodiments.

DETAILED DESCRIPTION

[0047] The techniques described herein provide for elec-
tronically controlled, mechanically operated (ECMO) fire-
arm safeties. Generally, one or more safety components can
be used to control use of the firearm. In some embodiments,
the ECMO safety system can include a mechanical safety
component, such as mechanical components internal to the
firearm, a back-strap safety and/or other type of mechanical
safety component (e.g., a set of pressure sensors incorpo-
rated into the firearm grip, a set of pin pad sensors, etc.). The
ECMO safety system can additionally or alternatively
include electronic components (e.g., within the housing of
the firearm) that are used to authenticate a user to use the
firearm. The ECMO safety system can include a visual
indicator on the firearm and/or a visual indicator on a target,
such as a colored laser site, a colored dot (e.g., a red dot site,
green dot site, etc.), a reflex site, and/or the like to visually
indicate the state of the firearm (e.g., locked, unlocked, etc.).
The ECMO safety system can include a battery to power the
electronics (e.g., also within the housing of the firearm). The
ECMO safety system can include a recharging component to
recharge the battery, which can include a port on the outside
of the firearm for connecting the firearm to a recharging
station. The ECOM safety system can include an electrical
motor and associated mechanical components that are used
to mechanically unlock and lock the firearm. The firearm can
further include onboard diagnostic and usage data, which
can be used to provide a black box of firearm usage data for
subsequent collection and/or analysis.

[0048] In operation, a user can authenticate the firearm to
enable use of the firearm. In some embodiments, the user can
authenticate the firearm to enable an additional safety com-
ponent. For example, the user can authenticate the firearm to
enable a grip safety, and then depress the grip safety to
enable the trigger to be depressed. In some embodiments, a
user may be required to perform multiple different authen-
tications in order to enable use of the firearm. The user may
be required to perform any combination of authentications
described herein. For example, the user may be required to
authenticate with a pin pad and a biometric sensor (e.g.,
fingerprint sensor) to enable use of the firearm. As another
example, the user may be required to authenticate using a
mobile device and a pin pad. As another example, the user
may be required to authenticate using a mobile device and
a biometric sensor. As another example, the user may be
required to authenticate using a mobile device, a pin pad,
and a biometric sensor. In some embodiments, the user can
use a computer application (e.g., a mobile application run-
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ning on a smartphone) to configure which authentication
technique(s) are required to unlock the firearm. As a result,
the firearm can receive (e.g., via a wireless communication
circuit) from the application a configuration signal indicative
of whether to use the pin pad on the firearm, the biometric
sensor on the firearm, the computer application, and/or or
any combination thereof, to unlock the firearm. In response
to the configuration signal, the firearm (e.g., via a processor)
can configure the firearm accordingly so that the safety
mechanism is not changed from the locked position to the
unlocked position until the appropriate authentication tech-
nique(s) are completed.

[0049] Once a user has sufficiently authenticated the fire-
arm, the firearm actuates an electronic motor that causes the
firearm to mechanically unlock so that the firearm can be
fired by the user. After completion of use of the firearm, the
electronic motor can actuate again to cause the firearm to
mechanically lock to prevent firing.

[0050] In some embodiments, the ECMO safety can pro-
vide various advantages, including providing firearm safety
measures that are achieved by requiring appropriate user
authentication prior to allowing use of the firearm. In some
embodiments, the ECMO safety can be configured to work
in conjunction with various authentication processes (e.g.,
pin codes, biometric sensors, wireless (e.g., Bluetooth,
RFID), etc.) to actuate the ECMO safety. For example,
whether using a pin code, active/passive token pairing,
biometric authentication, and/or other authentication tech-
niques, the authentication process can be used as a step that
must be completed in order to render the firearm usable. For
example, even if a mechanical portion of the safety is
activated (e.g., such as by depressing a back strap, applying
sufficient pressure to the ECMO sensors, entering a pin code,
and/or the like), the firearm is not usable until completion of
an electronic authentication or pairing process between the
user and the firearm (e.g., via a mobile application). Thus,
the pairing process provides an authentication step that is not
available with conventional mechanical safeties. Accord-
ingly, the techniques described herein can use one or more
authentication techniques, including pin codes, pressure
sensing, biometric authentication, pairing, and/or some com-
bination thereof, in order to provide a robust safety mecha-
nism for firearms.

[0051] In some embodiments, the ECMO safety can be
configured for use with conventional firearms lacking any
authentication features. For example, the ECMO safety can
be deployed in rifle-style firearms, such as AR-15 rifles,
pistols, and/or other types of firearms that conventionally
only include mechanical safeties. Rifle-style firearms, for
example, often include an external mechanical safety with
two or three positions. Rifles often include such safeties
because they are sling carried, and therefore do not have a
holster (e.g., like with pistols) or other mechanism to cover
the trigger to protect the trigger from inadvertent actuation.
The ECMO grip safety techniques described herein can be
used in conjunction with, or in place of, such an external
safety. Use of such a grip safety can, for example, make
training for such firearms much safer and simpler compared
to using just an external safety.

[0052] Another exemplary advantage provided by the
ECMO safety is that users can configure an activation time
period such that, once activated, the firearm remains in an
authenticated state and does not require re-authentication
until after the authentication time period. For example, a
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user can authenticate the firearm to enable the grip safety.
Once authentication is complete, as described herein the user
can depress the safety (e.g., either by pressure or by
mechanical operation) to enable the trigger to be depressed.
Once authenticated and operated, the firearm can remain in
an active state for the activation time period, such that the
user can simply fire the firearm without needing to re-
authenticate the firearm and/or to mechanically actuate the
safety again. For example, for a safety with a mechanical
component actuated when the user grabs the grip of the
firearm, if the user removes his or her hand from the firearm,
the safety can be configured to maintain the firearm in an
active ready state for the activation time period (e.g., which
can be pre-configured and/or determined by the user).

[0053] Additionally or alternatively, the techniques can
provide for one or more visual indicators to indicate a locked
state of the firearm. Some firearms can include a light (e.g.,
a LED light) or other indicator on the firearm to indicate a
status of the firearm. For example, some firearms include a
colored light that is visible in the user’s field of view, such
as a light that is disposed on the slide of a firearm in a
position that is visible to the user when aiming the firearm.
The light can change color to indicate whether the firearm is
not usable (e.g., one color, such as red, green, etc.) or is
usable (e.g., another color different than that used to indicate
the firearm is useable). For example, if red is used to indicate
the firearm is not usable, then green can be used to indicate
the firearm is usable. As another example, if green is used to
indicate the firearm is not usable, then red can be used to
indicate the firearm is usable. However, such lights can be
difficult to use, and often require use of replaceable batteries,
which can be cumbersome to the user. Accordingly, the
techniques can provide for low power indicators, such as
LED indicators, sights, lasers, and/or the like, that can
leverage a built-in and rechargeable power source of the
firearm.

[0054] Some embodiments provide a firearm. The firearm
may include a handle comprising one or more buttons
disposed at least partially within a surface of the handle,
such that the one or more buttons can be accessed by an
operator’s hand when the operator grasps the handle. The
firearm may include a trigger that is actuatable to fire the
firearm. The firearm may further include a safety mechanism
in mechanical communication with the trigger. The safety
mechanism may include: (1) a first position that blocks
actuation of the trigger; and (2) a second position that does
not block actuation of the trigger. The firearm may include
a processor in electrical communication with the safety
mechanism, the one or more sensors. The processor is
configured to: (1) receive input data from the one or more
buttons indicative of an input code; (2) determine whether
the input code matches a stored code; and (3) upon deter-
mining the input code matches the stored code, transmitting
a signal to the safety mechanism to change the safety
mechanism from the first position to the second position so
that the firearm can be fired by the operator.

[0055] In some embodiments, the firearm may further
include a barrel and a chamber disposed adjacent to the
barrel. The chamber may be sized to receive a cartridge. The
cartridge may comprise a casing, a bullet disposed at a
proximal end of the casing, a fuse disposed at a distal end of
the casing, and an explosive disposed within a portion of the
casing between the fuse and the bullet, and a firing pin
mechanically actuatable by the trigger. Upon actuation, the
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firing pin is configured to contact the fuse of the cartridge to
ignite the explosive and to cause the bullet to be expelled
through the barrel.

[0056] In some embodiments, the one or more buttons
each comprises a tactile button configured to provide an
input to the processor when pressed by the operator. The one
or more tactile buttons comprise a plurality of tactile but-
tons, wherein each tactile button is associated with a differ-
ent code input. In some embodiments, the one or more
buttons comprise three buttons. The three buttons may be
disposed on a side of a grip of the handle, such that each
button is spaced from the other buttons along the side of the
grip of the handle such that each button is configured to be
accessed by a different finger of the operator’s hand when
the handle is grasped by the operator. In some embodiments,
receiving the input data from the three buttons indicative of
the input code comprises receiving a first ordered sequence
of inputs from each of at least some of the three buttons as
they are actuated by the operator over time.

[0057] In some embodiments, the stored code comprises a
second ordered sequence indicative of a single, specific
combination of inputs from the three buttons. Determining
whether the input code matches the stored code comprises
determining whether the first ordered sequence matches the
second ordered sequence. In some embodiments, the stored
code is configurable.

[0058] In some embodiments, the safety mechanism com-
prises an electric motor in communication with the proces-
sor, a cam mounted to the electric motor and rotatable by the
electric motor, a trigger bar stop, and a trigger bar mechani-
cally coupled to the trigger. Transmitting the signal to the
safety mechanism to change the safety mechanism from the
first position to the second position so that the firearm can be
fired by the operator comprises actuating the electric motor
to rotate the cam to cause the trigger bar stop to disengage
from the trigger bar to allow actuation of the trigger.
[0059] In some embodiments, the at least one processor is
configured to: receive usage data of the firearm, diagnostic
data associated with the firearm, or some combination
thereof; and store the usage data, diagnostic data, or both as
stored data, so that the stored data can be retrieved from the
firearm. In some embodiments, the at least one processor is
configured to activate an indicator to indicate the safety
mechanism is in the second position. In some embodiments,
the indicator comprises a laser sight, a reflex sight, or some
combination thereof.

[0060] In some embodiments, a computerized method for
controlling the operation of a firearm is provided. The
method comprises using at least one processor to receive
data from one or more buttons disposed at least partially
within a surface of a handle of the firearm. The data is
indicative of an input code provided by a series of presses of
the one or more buttons by an operator over an input time
period. The method includes determining whether the input
code matches a stored code, and upon determining the input
code matches the stored code, transmitting a signal to a
safety mechanism to change the safety mechanism from (a)
a first position that blocks actuation of a trigger that is
actuatable to fire the firearm to (b) a second position that
does not block actuation of the trigger, so that the firearm
can be fired by the operator.

[0061] In some embodiments, the one or more buttons
each comprise a tactile button and receiving the data from
the one or more buttons comprises receiving an electrical
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signal input in response to the operator contacting any of the
one or more buttons. In some embodiments, the one or more
buttons comprise a plurality of buttons and receiving the
data from the one or more buttons comprises receiving an
ordered sequence of inputs from each of the plurality of
buttons as they are actuated by the operator over time.

[0062] In some embodiments, the method comprises
receiving usage data of the firearm, diagnostic data associ-
ated with the firearm, or some combination thereof. The
method further comprises storing the usage data, diagnostic
data, or both as stored data in a memory device disposed in
the firearm. In some embodiments, the method comprises
activating an indicator to indicate the safety mechanism is in
the second position.

[0063] In some embodiments, a non-transitory computer-
readable storage medium storing processor-executable
instructions is provided. The instructions, when executed by
at least one processor, cause the at least one processor to
receive data from one or more buttons disposed at least
partially within a surface of a handle of the firearm, wherein
the data is indicative of an input code provided by a series
of presses of the one or more buttons by an operator over an
input time period. The at least one processor determines
whether the input code matches a stored code, and upon
determining the input code matches the stored code, trans-
mits a signal to a safety mechanism to change the safety
mechanism from (a) a first position that blocks actuation of
a trigger that is actuatable to fire the firearm to (b) a second
position that does not block actuation of the trigger, so that
the firearm can be fired by the operator.

[0064] In some embodiments, the one or more buttons
each comprises a tactile button and receiving the data from
the one or more buttons comprises receiving an electrical
signal input in response to the operating contacting any of
the one or more buttons. In some embodiments, the one or
more buttons comprise a plurality of buttons and receiving
the data from the one or more buttons comprises receiving
an ordered sequence of inputs from each of the plurality of
buttons as they are actuated by the operator over time.

[0065] Some embodiments provide an electronically con-
trolled mechanically operated (ECMO) firearm safety sys-
tem embedded inside a firearm is provided. The system
comprises a cam and a motor mechanically coupled to the
cam. The motor is configured to rotate the cam. The system
comprises a trigger bar stop having a first position in which
the trigger bar stop prevents firing of the firearm and a
second position in which the trigger bar stop allows dis-
charging of the firearm. The cam is configured to move the
trigger bar stop between the first position and the second
position.

[0066] In some embodiments, when the trigger bar stop is
in the first position: a portion of the trigger bar stop is
engaged with a trigger bar of the firearm and prevents
movement of the trigger bar in a lateral direction to trigger
discharging of the firearm. In some embodiments, when the
trigger bar stop is in the second position: the portion of the
trigger bar stop is disengaged from the trigger bar of the
firearm allowing the trigger bar to move in the lateral
direction to trigger discharging of the firearm.

[0067] In some embodiments, the trigger bar stop com-
prises a pivot point, and the trigger bar stop rotates about the
pivot point when changing between the first position and the
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second position. In some embodiments, rotation of the cam
by the motor causes rotation of the trigger bar stop about the
pivot point.

[0068] In some embodiments, the trigger bar stop com-
prises a corner. The corner fits within a recess of the cam
when the trigger bar stop is in the first position. The corner
is outside of the cam the trigger bar stop is in the second
position. In some embodiments, the trigger bar stop prevents
discharging of the firing arm when the trigger bar stop is in
the first position by preventing actuation of a firing pin of the
firearm.

[0069] In some embodiments, the system comprises a
screw that mechanically couples the motor to the cam. In
some embodiments, the system comprises a printed circuit
board (PCB) electrically coupled to the motor. In some
embodiments, the PCB is a flexible PCB. In some embodi-
ments, the PCB may comprise a control circuit configured to
control the motor. In some embodiments, the PCB comprises
a wireless communication circuit configured to communi-
cate with at least one device.

[0070] In some embodiments, the system comprises a
battery. The system may further comprise a charging ele-
ment configured to make an electrical connection with a
charger to charge the battery. In some embodiments, the
charger comprises an inductive charger, and the charging
element comprises an inductive contact configured to make
an electrical connection with the inductive charger. In some
embodiments, the charging element comprises one or more
pins configured to make an electrical connection with one or
more electrical contacts of the charger. In some embodi-
ments, the charging element is located on a base of a handle
of the firearm. In some embodiments, the charging element
is located on a side surface of a handle of the firearm.
[0071] Some embodiments provide a firearm. The firearm
comprises a trigger bar configured to move in a first direc-
tion to trigger discharging of the firearm. The firearm further
includes a cam and a motor mechanically coupled to the
cam. The firearm may further include a trigger bar stop
having a first position in which the trigger bar stop prevents
discharging of the firearm and a second position in which the
trigger bar stop allows firing of the firearm.

[0072] In some embodiments, rotation of the cam causes
rotation of the trigger bar stop between the first position and
the second position. In some embodiments, when the trigger
bar stop is in the first position, the trigger bar stop is engaged
with the trigger bar preventing actuation of the trigger bar in
the first direction. In some embodiments, when the trigger
bar stop is in the second position, the trigger bar stop is
disengaged from the trigger bar allowing actuation of the
trigger bar in the first direction.

[0073] In some embodiments, a corner of the trigger bar
stop fits into a recess of the cam when the trigger bar stop
is in the first position. The corner of the trigger bar stop is
outside of the recess of the cam when the trigger bar stop is
in the second position. In some embodiments, the cam and
the motor are disposed at least partially in a handle or grip
of the firearm.

[0074] Some embodiments provide a safety system
embedded inside a firearm. The safety system comprises a
safety mechanism having a locked position that prevents
discharging of the firearm and an unlocked position that
permits discharging of the firearm. The safety system further
comprises a wireless communication circuit configured to
communicate with at least one device. The safety system
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further comprises a processor. The processor is configured
to: (1) receive, through the wireless communication circuit
from the at least one device, an unlock signal; and (2) cause
the safety mechanism to change from the locked position to
the unlocked position in response to receiving the unlock
signal.

[0075] In some embodiments, the processor is configured
to: (1) receive, through the wireless communication circuit
from the at least one device, a lock signal; and (2) cause the
safety mechanism to change from the unlocked position to
the locked position in response to receiving the lock signal.
In some embodiments, the processor is configured to: after
causing the safety mechanism to change from the unlocked
position to the locked position, transmit, using the wireless
communication circuit to the at least one device, a signal
indicating that the safety mechanism is in the locked posi-
tion.

[0076] In some embodiments, the processor is configured
to: after causing the safety mechanism to change from the
locked position to the unlocked position, transmit, using the
wireless communication circuit to the at least one device, a
signal indicating that the safety mechanism is in the
unlocked position.

[0077] In some embodiments, the safety system further
comprises a status indicator indicating a current position of
the safety mechanism. The status indicator has a first state
indicating that the safety mechanism is in the locked posi-
tion and a second state indicating that the safety mechanism
is in the unlocked position. In some embodiments, the
processor is configured to: (1) cause the status indicator to
change from the first state to the second state after causing
the safety mechanism to change from the locked position to
the unlocked position; and (2) cause the status indicator to
change from the second state to the first state after causing
the safety mechanism to change from the unlocked position
to the locked position. In some embodiments, the status
indicator comprises a light source. The light source is
configured to emit light of a first color in the first state and
emit light of a second color in the second state.

[0078] In some embodiments, the unlock signal indicates
that a user has successfully been authenticated by the at least
one device. In some embodiments, the at least one device is
a smartphone or a smartwatch. In some embodiments, the
unlock signal comprises a Bluetooth signal. In some
embodiments, the unlock signal comprises a near-field com-
munication (NFC) signal.

[0079] In some embodiments, the firearm comprises a
trigger bar, and the safety mechanism is configured to
prevent actuation of the trigger bar when the safety mecha-
nism is in the locked position. In some embodiments, the
safety system comprises a battery, and a charging element
configured to make an electrical connection with a charger
to charge the battery. In some embodiments, the charger
comprises an inductive charger, and the charging element
comprises an inductive contact configured to make an elec-
trical connection with the inductive charger. In some
embodiments, the charging element comprises one or more
pins configured to make an electrical connection with one or
more electrical contacts of the charger. In some embodi-
ments, the charging element is located on a base of a handle
of the firearm. In some embodiments, the charging element
is located on a side surface of a handle of the firearm.
[0080] Some embodiments provide a mobile device for
communication with a safety system embedded in a firearm.
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The safety system is configured to lock the firearm to
prevent firing of the firearm and unlock the firearm to allow
discharging of the firearm. The mobile device comprises a
wireless communication circuit and a processor. The pro-
cessor is configured to: (1) receive, through an input inter-
face of the mobile device, authentication information from
a user of the mobile device; (2) determine, based on the
authentication information, whether the user has permission
to discharge the firearm; and (3) transmit, using the wireless
communication circuit to the safety system, a signal that
causes the safety system to unlock the firearm to allow
discharging of the firearm when it is determined that the user
has permission to discharge the firearm.

[0081] In some embodiments, the processor is further
configured to: (1) receive, through the input interface, user
input indicating a command to lock the firearm; and (2)
transmit, using the wireless communication circuit to the
safety system, a signal that causes the safety system to lock
the firearm to prevent discharging of the firearm. In some
embodiments, the signal comprises a Bluetooth signal. In
some embodiments, the signal comprises an NFC signal.

[0082] Some embodiments provide a charging station con-
figured to charge at least one safety system embedded inside
at least one firearm. The at least one safety system config-
ured to lock the at least one firearm to prevent discharging
of the at least one firearm and unlock the at least one firearm
to allow discharging of the at least one firearm. The charger
station comprises at least one dock for placement of the at
least one fire firearm, at least one electrical contact config-
ured to make an electrical connection with at least one
charging element of the at least one safety system, and at
least one electrical charging circuit configured to transmit
electricity to the at least one safety system when the at least
one electrical contact makes an electrical connection with
the at least one charging element of the at least one firearm.

[0083] In some embodiments, the at least one electrical
charging circuit comprises an inductive charging circuit. In
some embodiments, the at least one safety system comprises
a plurality of safety systems and the at least one firearm
comprises a plurality of firearms. The at least one electrical
charging circuit is configured to transmit electricity to the
plurality of safety systems when the at least one electrical
contact makes an electrical connection with charging ele-
ments of the plurality of safety systems. In some embodi-
ments, the at least one electrical contact makes an electrical
connection with the at least one charging element of the at
least one firearm when a side of the at least one firearm is
placed on the charging station. In some embodiments, the at
least one electrical contact is configured to make an elec-
trical connection with at least one electrical pin of the at least
one safety system.

[0084] Some embodiments provide a safety system
embedded inside a firearm. The safety system comprises: a
safety mechanism having a locked position that prevents
discharging of the firearm and an unlocked position that
allows discharging of the firearm; a fingerprint sensor
located on an outer surface of the firearm, the fingerprint
sensor configured to generate a fingerprint scan of a finger
contacting the fingerprint sensor; a light source located
proximate the fingerprint sensor; and an electrical circuit.
The electrical circuit is configured to cause the safety
mechanism to change between the locked position and the
unlocked position in response to receiving the first signal
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from the fingerprint sensor indicating detection of the fin-
gerprint of the user permitted to use the firearm.

[0085] In some embodiments, the light source emits light
without requiring a power source. In some embodiments, the
light source comprises a luminescent material. In some
embodiments, the luminescent material comprises a phos-
phor that emits absorbed energy as light.

[0086] In some embodiments, the light source indicates
whether the safety mechanism is in the locked position or the
unlocked position. In some embodiments, the light source is
configured to emit light of a first color when the safety
mechanism is in the locked position and emit light of a
second color when the safety mechanism is in the unlocked
position. In some embodiments, the light source is a multi-
color light-emitting diode (LED). In some embodiments, the
light source is configured to emit light along an outer
boundary of the fingerprint sensor.

[0087] In the following description, numerous specific
details are set forth regarding the systems and methods ofthe
disclosed subject matter and the environment in which such
systems and methods may operate, etc., in order to provide
a thorough understanding of the disclosed subject matter. In
addition, it will be understood that the examples provided
below are exemplary, and that it is contemplated that there
are other systems and methods that are within the scope of
the disclosed subject matter.

[0088] According to some embodiments, the ECMO
safety system includes a set of sensors. FIGS. 1A-1C are
diagrams of a firearm with examples of an electrically
controlled, mechanically operated safety, according to some
embodiments. As shown in FIGS. 1A-1B, the firearm
includes an ECMO safety with three mechanical compo-
nents: backstrap component 106, and side components 102
and 104. In some embodiments, the mechanical components
are designed to require contact by a user’s hand, as shown
in FIG. 1B and FIG. 2. FIG. 2 is a diagram showing an
example of the points on a person’s hand that contact
mechanical aspects of the electrically controlled, mechani-
cally operated safety, according to some embodiments.
Contact point 206 contacts mechanical component 102,
contact point 204 contacts mechanical component 104, and
contact point 202 contacts mechanical component 106. In
some embodiments, the mechanical components may not
require points on a person’s hand to contact specific areas of
the ECMO safety system.

[0089] In some embodiments, one or more sensors
includes a biometric fingerprint sensor. For example, one or
more of sensors 102 and/or 104 can be fingerprint sensors.
Further examples of fingerprint sensors are described herein,
such as in conjunction with FIGS. 12 and 17-18. The
position of the biometric fingerprint sensor can be config-
ured based on a desired finger for use with the fingerprint
sensor. For example, the sensor can be mounted at a position
similar to that shown as 102 and/or 104 for contact with the
user’s thumb. For contact with other fingers besides the
user’s thumb and/or for possible use with multiple fingers,
the fingerprint sensor can be disposed on the firearm at an
appropriate location accordingly. For example, for contact
with the middle finger of the user while the user grips the
firearm, the fingerprint sensor can be disposed on a side of
the grip so that the middle finger of the user (while hand
gripping the gun) will contact the fingerprint sensor. Addi-
tionally or alternatively, the user may instead choose to use
their thumb with the fingerprint sensor. The biometric fin-
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gerprint sensor can also be used by the operator when not
grasping the firearm. For example, while the fingerprint
sensor may be placed in a location designed for contact with
a user’s finger while they grip the firearm, the user could
operate the fingerprint sensor when not gripping the firearm.
For example, a person with a hand size that is too small to
operate the fingerprint sensor while grasping the firearm
could use the fingerprint sensor with a finger (e.g., thumb or
another finger) just prior to gripping the firearm.

[0090] While FIGS. 1A-1B show an ECMO safety system
with three mechanical components (e.g., the side compo-
nents 102/104 and the backstrap component 106), it should
be appreciated that this is for illustrative purposes, as any
number of mechanical components and arrangements can be
used to carry out the techniques described herein (e.g.,
including those described herein). Further, it should be
appreciated that other arrangements of the sensors and/or
locations of the sensors can be used to carry out the
techniques described herein. FIG. 1C is a diagram showing
other exemplary locations for a set of one or more sensors
to allow the user to program the sensors for locking and/or
unlocking the firing mechanism, according to some embodi-
ments. As shown in FIG. 1C, one or more sensors can be
located along the front of the grip 150 of the handle of the
firearm. For example, a first sensor can be placed at the top
location 150A, a second sensor can be placed at the middle
location 150B, and/or a third sensor can be placed at the
bottom location 150C.

[0091] It should be appreciated that the locations 150A-
150C shown in FIG. 1C are for illustrative purposes, and that
other locations can be used according to the techniques
described herein. For example, the sensor(s) can be located
on a side of the grip (e.g., as described in conjunction with
FIGS. 1D-1F), such as a left side of the grip (e.g., for a
right-handed user) and/or a right side of the grip (e.g., for a
left-handed user). In some embodiments, when sensors are
disposed on a side of the grip, the sensors can be disposed
close to the front edge of the grip and/or partially on both the
front edge of the grip and the side of the grip (e.g., such that
the sensors are disposed on a corner of the grip). As
described herein, the number of sensors is configurable, and
can include one sensor (e.g., disposed to come into contact
with a first finger of the user when the user grasps the
handle), two sensors (e.g., disposed to come into contact
with a first and second respective finger of the user), three
sensors (e.g., disposed to come into contact with a first,
second and third respective finger of the user), four sensors,
and/or the like.

[0092] According to some embodiments, the side compo-
nents 102/104 and the backstrap component 106 can be
sensors. For example, the sensors can be pressure-sensitive
sensors within the grip of the handle. The pressure sensor
can be a device that senses pressure and converts it into an
electric signal where the amount depends upon the pressure
applied. According to some embodiments, the pressure
sensors can be hidden within the grip, such that the sensors
are not visible to the user. As a non-limiting example of a
pressure sensor that could be used according to the tech-
niques described herein, pressure sensors available from TE
Connectivity (TE) could be employed within the handle of
the firearm. TE provides both standard and custom pressure
sensors, from board level components to fully amplified and
packaged transducers. Based on piezoresistive Micro-elec-
tromechanical systems (MEMS) and silicon strain gauge
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(Microtused, Krystal Bond) technology, TE’s sensors can be
used to measure a range of pressures that can be applied by
an operator’s hand. For example, assume the average adult
male can achieve around 110 pounds (50 kg) of force in one
hand and the average woman can achieve 66 pounds (30 kg)
of force, the sensors can be configured to sense pressure over
an area (e.g., in psi) sufficient to indicate that an adult male
or female is grasping the handle of the firearm.

[0093] According to some embodiments, the sensors (e.g.,
sensors 150) can be used to implement a pin-pad type
function. Such sensors can be, for example, input buttons,
such that once pressed the sensor provides a signal indica-
tive of the press(es), but if not pressed the sensor does not
provide the signal. For example, an input button may be a
tactile button. As another example, an input button may be
a capacitive button.

[0094] In some embodiments, a tactile button may be a
button that, when depressed, creates an electrical connec-
tion. For example, depression and release of the button may
change a position of a switch of an electrical circuit (e.g., of
a PCB). The switch may be turned on when the button is
depressed, and the switch may be turned off when the button
is released. Pressing of the tactile button may be detected
based on an electrical signal obtained in response to creation
of an electrical connection (e.g., when a switch is closed).
One or more tactile buttons maybe programmed to accept a
sequence of inputs unique to the individual. In some
embodiments, a tactile button may be dome shaped.
[0095] In some embodiments, the button(s) can be pro-
gramed to accept a sequence of inputs that is unique to the
individual (e.g., set by the individual) to unlock the firearm.
For example, one or more of sensors 150 can be used to
implement a pin-pad-type function that allows a user to
provide a code to unlock the firearm. The user may press
each of the one or more sensors in a particular order in order
to input the code. In some embodiments, the user only
presses one sensor at a time to enter the code. In some
embodiments, the user may press multiple sensors at a time
as part of the pin to enter the code. The firearm can store a
code that is compared with the input code to determine
whether the user provided the proper authentication code,
and therefore whether to unlock the firearm.

[0096] In some embodiments, one or more fingerprint
sensors may be disposed on a same side of the grip of the
firearm as a set of sensors used to implement a pin-pad
function. For example, three tactile buttons or capacitive
sensors can be disposed on a left side of the firearm (e.g., as
shown in FIG. 1D). In some embodiments, such sensors can
be disposed on the left side of the grip towards the front of
the firearm. In some embodiments, such sensors can be
disposed in other locations of the firearm, such as in a middle
portion of the grip (e.g., on the left side and/or right side of
the grip of the firearm), towards the bottom portion of the
grip (e.g., at a lower-right portion of the left side of the grip
and/or a lower-left portion of the right side of the grip).
[0097] FIGS. 1D-1F are diagrams showing further exem-
plary locations for a set of sensors 150 to allow the user to
use a pin pad feature for locking and/or unlocking the firing
mechanism, according to some embodiments. In this
example, the firearm includes the three sensors 150A, 150B
and 150C in a lower portion of the left side of the grip of the
firearm. In this example, the sensors 150 are disposed in the
lower portion of the left side of the grip toward a rear of the
firearm. While, in some embodiments, the sensors may be
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disposed in a location of the firearm for contact with the
operator’s hand during use, in some embodiments some
sensors may be disposed in a location to avoid contact with
an operator’s hand during use (e.g., to avoid inadvertent
pressing of the sensors during use). FIG. 1E shows that when
a user grasps the firearm with a right hand, the user’s fingers
are not in contact with the sensors 150 given that they are
disposed towards a back portion of the handle of the firearm
(and thus, in this example, beyond where the user’s fingers
reach when grasping the firearm).

[0098] FIGS. 1D-1F also show exemplary indicators that
can be used to indicate the state of the firearm, including a
grip indicator 160 and a sight indicator 170 (which includes
a front portion 170A and a rear portion 170B). The grip
indicator 160 in this example can be a colored indicator that
is disposed towards the back and bottom of the grip of the
firearm (e.g., so that the indicator is visible when the
operator is grasping the firearm). The sight indicator 170 can
include one colored indicator at the front portion 170A and
two colored indicators at the rear portion 170B, such that the
indicators of the sight 170 can be used to aim the firearm
(e.g., by aligning the indicators with the front indicator
between the two rear indicators). As described herein, the
grip indicator 160 and/or sight indicator 170 can change
colors to indicate the locked state of the firearm.

[0099] FIG. 1G is a diagram of an example process for
unlocking and/or locking a safety system of a firearm using
a pin code, according to some embodiments. At step 182, a
processor of the firearm in communication with the pin pad
receives input data from the one or more buttons indicative
of an input code. At step 184, the processor determines
whether the input code matches a stored code. Upon deter-
mining the input code matches the stored code, at step 186,
the processor unlocks the firearm. For example, as discussed
herein, the firearm can transmit a signal to a safety mecha-
nism to change the safety mechanism from a first position to
the second position so that the firearm can be fired by the
operator. Otherwise, upon determining the input code does
not match the stored code, at step 188, the processor takes
no action and does not unlock the firearm. For example, the
firearm may wait for further input from the user, such as
additional pin data and/or other data, such as biometric
authentication data, pairing data, instructions from an appli-
cation, and/or the like, as described herein.

[0100] In some embodiments, the ECMO system may
store an initial pin that can be used to unlock the firearm. A
user of the firearm may be required to change the initial pin.
For example, the user may be required to change the initial
pin prior to a first use of the firearm. In some embodiments,
the initial pin may be a default pin that the ECMO system
can be reset to (e.g., through another authentication if the
user forgets a pin).

[0101] In some embodiments, the sensors can be suffi-
ciently spaced from each other such that each sensor is
configured for contact with a different finger of the user
when the user grasps the handle of the firearm (e.g., if
desired by the user). For example, a first sensor can be
configured for contact with the user’s pointer finger, a
second sensor can be configured for contact with the user’s
middle finger, and a third sensor can be configured for
contact with the user’s ring finger. This can, for example,
allow a user to easily enter a pin code to unlock or lock the
firearm. It should be appreciated that, while the pin pad
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sensors can be configured for use by separate fingers, a user
may choose to use the pin pad sensor using any desired
finger or finger(s).

[0102] Insome embodiments, the fingerprint sensor can be
configured such that the user can operate the fingerprint
sensor using one or more fingers (e.g., if desired by the user).
For example, the fingerprint sensor can be disposed further
into the left side of the handle so that the user can contact the
fingerprint sensor with multiple fingers (e.g., the user’s
middle finger and/or thumb) when the user grasps the
handle.

[0103] According to some embodiments, the sensors can
be in electrical communication with a power source (e.g., a
battery) and one or more processors and one or more
non-transitory computer-readable storage media (memory
and/or non-volatile storage device(s)), as discussed further
herein. The one or more processors may control writing data
to and reading data from the non-transitory media in any
suitable manner, as the aspects of the invention described
herein are not limited in this respect. To perform function-
ality and/or techniques described herein, the processor(s)
may execute one or more instructions stored in one or more
computer-readable storage media, which may serve as non-
transitory computer-readable storage media storing instruc-
tions for execution by the processor.

[0104] FIG. 12 is a firearm 1200 with a pin-pad 1202 and
a fingerprint sensor 1204 for locking and unlocking the
firearm, according to some embodiments. In the example
firearm 1200 of FIG. 12, the pin-pad 1202 is located on a
surface of the grip of the firearm 1200. The pin-pad 1202 is
placed such that a user’s fingers may contact buttons of the
pin-pad 1202 when holding the grip of the firearm 1200. For
example, the pin-pad 1202 may include buttons that can be
pressed by the fingers of a user holding the grip of the
firearm to input a code that locks or unlocks a firing
mechanism of the firearm 1200 (e.g., by causing a safety
mechanism embedded within the firearm 1200 to change
between a locked position and an unlocked position).
[0105] In the example of FIG. 12, the fingerprint sensor
1204 is disposed on a side surface of the firearm 1200. The
fingerprint sensor 1204 may be configured such that a user
can contact one or more of the user’s fingers with the
fingerprint sensor 1204 to lock or unlock a firing mechanism
of the firearm 1200 (e.g., by changing a position of a safety
mechanism within the firearm). For example, the user may
place an index finger on the fingerprint sensor 1204. If a
detected fingerprint is determined to be associated with a
user authorized to use the firearm 1200, the firing mecha-
nism of the firearm 1200 may be unlocked (e.g., by changing
a position of a safety mechanism to allow actuation of a
trigger bar within the firearm 1200).

[0106] FIGS. 7A-7F show examples of an electrical motor
used to drive a cam that mechanically actuates a trigger bar
stop, according to some embodiments. FIG. 7A is a per-
spective view of the trigger bar stop 700, which includes a
lower portion with a curved end that extends outwards from
the surface of the lower portion. FIGS. 7B-7C show to
different perspective views of cam 702, according to some
embodiments. The cam 702 in this example has an approxi-
mate circular shape about its axis of orientation, such that
the cam 702 is cylindrical. The cam 702 has a lower portion
and an upper portion, with the full circular body of the
cylinder present at the lower portion of the cam 702 and only
approximately half of the circular body of the cylinder
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present at the upper portion of the cam 702 (the cam 702 also
includes a hollow middle portion extending along the axis of
orientation, which in this example is also cylindrical in
shape). FIG. 7D shows the cam 702 mounted on an electrical
motor 704 via a protrusion of the motor extending along the
axis of rotation into the hollow middle portion of the cam
702, and secured to the protrusion via a screw. FIG. 7E
shows the cam 702 rotated to a first position by the motor
704, at which the corner 700A of the curved end of the lower
extending portion of the trigger bar stop 700 fits within a
recess 704A of the cam 702, where the recess 704A is
provided by the half of the circular shape present for the
upper portion of the cam 702. In this example, the protrusion
from the motor 704 only extends into the lower portion of
the cam 702 and not into the upper portion of the cam 702,
and the screw is secured to a flat surface of the protrusion
(the remaining shape of the protrusion is cylindrical) via a
screw hole in the lower portion of the cam 702. As will be
described further, this first position effectuates a locked
position of the firearm where the trigger bar stop 700
prevents firing of the firearm. FIG. 7F shows the cam 700
rotated to a second position by the motor 704, at which the
side 700B of the trigger bar stop 700 is pushed towards the
front of the firearm by the side 704B of the cam 702. As will
also be described further, this position unlocks the firearm
and allows firing of the firearm.

[0107] FIGS. 7G and 7H show different perspective views
of a flexible printed circuit board (PCB) 710, according to
some embodiments. While some examples use a flexible
PCB, it should be appreciated that the techniques are not so
limited, and that other PCB configurations can be used with
the techniques described herein. For example, the techniques
can use rigid PCBs and/or a combination of one or more
flexible PCBs and one or more rigid PCBs (and/or a PCB
with both flexible and rigid portions).

[0108] FIGS. 71 and 7J show the trigger bar stop 700, cam
702, motor 704, and flexible PCB 710 as mounted within a
portion of an exemplary firearm. Additional components are
shown in FIGS. 71 and 7], including a connector bar 720 and
a trigger bar 722.

[0109] FIGS. 8A-8D illustrate the operation of the
mechanical components of the firearm, including the trigger
bar stop 700, cam 702, motor 704, and trigger bar 722, to
lock and unlock the firearm, according to some embodi-
ments. Generally, when a user presses the trigger, the trigger
pushes the trigger bar 722 backwards (towards the right of
FIGS. 8A-8D). When the trigger bar stop 720 is in a locked
position as shown in FIG. 7A, the top protrusion 700C of the
trigger bar stop 700 is in a position that engages with the
portion 722A of the trigger bar 722. As a result, when the
user presses the trigger, the trigger bar 722 is blocked from
moving backwards by the trigger bar stop 700. Accordingly,
the trigger bar 722 cannot engage with the connector 720 to
move the connector 720 downwards from the sear 730A of
the firing pin 730 in order to fire the firearm. This locked
position is effectuated by having the cam 702 in the first
position shown in FIG. 7E (effectuated by the motor 704).
Since the trigger bar stop 700 rotates about pivot point
700D, when in the locked first position, the corner 700A fits
within the cam 702 so that the trigger bar stop 700 is rotated
upwards so that the top protrusion 700C of the trigger bar
stop 700 engages the portion 722A of the trigger bar 722.

[0110] When the trigger bar stop 720 is in an unlocked
position as shown in FIG. 8B, the top protrusion 700C of the
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trigger bar stop 700 is moved downwards so that it does not
engage with the portion 722A of the trigger bar 722. As a
result, when the user presses the trigger, the trigger bar 722
is allowed to move backwards so that the trigger bar 722 can
engage with the connector 720 to move the connector 720
downwards from the sear 730A of the firing pin 730 in order
to fire the firearm. In some embodiments, the connector 720
only needs to be moved a few thousands of an inch down-
wards to release the sear 730A of the firing pin 730. This
unlocked position is effectuated by having the cam 702 in
the second position shown in FIG. 7F (again, effectuated by
the motor 704). When in the unlocked second position, the
side 700B of the trigger bar stop 700 is pushed towards the
front of the firearm by the side 704B of the cam 702, causing
the trigger bar stop 700 to rotate downward about pivot point
700D.

[0111] FIG. 8C shows a first position 740 of the trigger bar
722 (shown in fantom), prior to the user pressing the trigger,
and a second position 742 of the trigger bar 722 after the user
presses the trigger. In FIG. 8C, the connector 720 has been
moved downwards from the sear 730A due to the movement
of the trigger bar 722 to the second position 742, allowing
actuation of the firing pin 730. FIG. 8D shows the resulting
movement of the firing pin 730 from a first position 750 to
a second position 752, at which point the firing pin 730
strikes the primer of the cartridge 780 to fire the firearm.
[0112] FIGS. 9A-9B show the components discussed in
conjunction with FIGS. 7A-8D within an exemplary firearm
900, according to some embodiments. FIGS. 10A-10B show
exemplary machined parts used to implement and test the
components discussed in conjunction with FIGS. 7A-8D,
according to some embodiments. FIGS. 10A-10B show, in
particular, the cam 702 and the motor 704.

[0113] In some embodiments, the firearm can include an
onboard memory and/or other computerized storage for
storing usage data, firearm metrics, and/or other informa-
tion. For example, the flexible PCB can include a memory
used to store firearm usage data. The usage data can be used,
in effect, as an on-board black box that stores use data and
can be accessed for future analysis (e.g., to investigate a use
of the firearm). The usage data can include, for example,
data indicative of each time the firearm is locked and/or
unlocked (e.g., including a timestamp for each associated
change in the firearm lock state). As another example, the
usage data can additionally or alternatively include data
indicative of each time the firearm is discharged (e.g.,
including timestamp data). As a further example, the usage
data can additionally or alternatively include data indicative
of battery state information (e.g., when the battery is
charged, when the battery becomes low, etc.). As another
example, the usage data can additionally or alternatively
include data indicative of a firearm malfunction (e.g., dead
battery). In some embodiments, the usage data can be
compiled for the lifetime of the firearm. In some embodi-
ments, the usage data can be cleared and/or reset (e.g.,
manually, by computer and/or a phone application that
interfaces with the firearm, after a predetermined duration
(e.g., five years, ten years, etc.)).

[0114] In some embodiments, the storage of the firearm
may store configuration settings for a user. The configuration
settings may be customized by the user. For example, a user
may configure a setting indicating a state of the firearm if a
battery of the ECMO system dies. As another example, a
user may configure a setting for a number of unlock attempts
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allotted before the firearm is disabled (e.g., and requires a
master unlock authentication to be performed to unlock the
firearm). As another example, a user may configure a setting
indicating an amount of time of non-activity that triggers
locking of the firearm. As another example, the configura-
tion settings may indicate data that is to be stored in storage.
The data may include, for example, shot count, time between
shots, and/or other data. These settings may be stored in the
storage of the firearm.

[0115] In some embodiments, the storage of the firearm
may store information that may be obtained from a mobile
device communicatively coupled with the firearm. For
example, the storage may store user information (e.g.,
identification information), mobile device information (e.g.,
identification information), geographic location data, and/or
other information. The storage of the firearm may store
information in conjunction with firearm usage data. For
example, the storage may store geographic location associ-
ated with discharge(s) of the firearm, locking/unlocking of
the firearm, charging, and/or other firearm usage data.

[0116] An illustrative implementation of a system 600 that
may be used to perform any of the aspects of the techniques
and embodiments disclosed herein is shown in FIG. 6. The
system 600 can be disposed in, for example, a firearm as
described herein. The system 600 may include one or more
processors 610 and one or more non-transitory computer-
readable storage media (e.g., memory 620 and/or one or
more non-volatile storage media 630) and a set of one or
more sensors 640. The processor 610 may control writing
data to and reading data from the memory 620 and the
non-volatile storage device 630 in any suitable manner, as
the aspects of the invention described herein are not limited
in this respect. To perform functionality and/or techniques
described herein, the processor 610 may execute one or
more instructions stored in one or more computer-readable
storage media (e.g., the memory 620, storage media, etc.),
which may serve as non-transitory computer-readable stor-
age media storing instructions for execution by the processor
610.

[0117] In connection with techniques described herein,
code used to, for example, provide electronic control of a
firearm based on the one or more sensors 640 may be stored
on one or more computer-readable storage media of system
600. Processor 610 may execute any such code to provide
any techniques for providing an ECMO, as described herein.
Any other software, programs or instructions described
herein may also be stored and executed by system 600. It
will be appreciated that computer code may be applied to
any aspects of methods and techniques described herein. For
example, computer code may be applied to interact with an
operating system to provide an ECMO as described herein
through conventional operating system processes. While not
shown, the system 600 can include one or more mechanical
locking aspects used to control the locking and unlocking of
the firearm.

[0118] According to some embodiments, the processor
610 can be configured to execute computer program instruc-
tions that cause the processor to monitor data from the
sensor(s) 640 and determine, based on the monitored data,
whether to unlock the firearm for use. In some embodiments,
the processor can monitor data from a biometric sensor, such
as a fingerprint sensor, as described herein, to determine
whether a user’s fingerprint matches stored authentication
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data (e.g., stored fingerprint and/or data used to analyze
information received from the fingerprint sensor).

[0119] In some embodiments, as described herein, the
ECMO can be designed to require a user to input a pin code
in order to activate the firearm for use. For example, the
processor 610 can be programmed to require receiving data
indicative of a pin code prior to unlocking the firearm. The
processor 610 can further be programmed to allow a user to
lock an unlocked firearm, such as by entering the same pin
code and/or automatically locking the firearm after one or
more associated actions (e.g., expiration of a time duration,
charging the firearm, holstering the firearm, receiving a lock
indication from a remote computing device, etc.).

[0120] In some embodiments, as described herein, the
ECMO can be designed to require a certain degree of contact
of auser’s hand to the firearm in order to activate the firearm
for use. For example, the processor 610 can be programmed
to require receiving data indicative of a certain level of
pressure from each of the sensors 640 prior to unlocking the
firearm (e.g., at least 70% of the expected pressure for
sufficient contact to each sensor). According to some
embodiments, the pressure required at each sensor 640 can
be that sufficient to require an adult hand to activate the
firearm, such that a child’s hand will not be able to suffi-
ciently exert pressure at each of the sensors (which are
spaced out accordingly) to activate the firearm.

[0121] According to some embodiments, the operation of
the ECMO sensors can be customized for each user. For
example, the ECMO can be adjusted to fit the operation of
the ECMO sensors to each particular user, since hand sizes,
grips, and/or the like may vary from individual to individual.
As another example, the ECMO can be programmed by a
user to use a desired pin to lock and/or unlock the firearm.
In some embodiments, for example, a remote computing
device can pair with the firearm to control the settings of the
ECMO.

[0122] According to some embodiments, an authentica-
tion process (e.g., a wireless pairing process, a fingerprint
authentication, etc.) can be used in conjunction with the
ECMO. FIG. 3 is a diagram showing a handshake process
302 for authenticating a user to a firearm 304 with an
electrically controlled, mechanically operated safety,
according to some embodiments. A user can wear an authen-
tication device 306 as shown in FIG. 3. The authentication
device can be a smart watch and/or any other type of
authentication device, such as a smartphone, RFID-enabled
ring, a device that includes an authentication hardware
and/or circuitry, and/or the like. Once the authentication
device is within a certain distance, shown as “X” in FIG. 3
(e.g., a proximity that is supported by Bluetooth, RFID,
near-field communication (NFC) etc.), the authentication
device is configured to perform a handshake process with
the ECMO safety to authenticate the user to use the firearm.
The processor used to implement the ECMO can include
wireless communication functionality (e.g., RFID, Blu-
etooth, etc.). In some embodiments, the wireless communi-
cation functionality may comprise a wireless communica-
tion circuit that can be used by the processor to communicate
with the device 306. For example, while not shown in FIG.
6, the processor 610 can include wireless communication
functionality that allows the processor 610 to wirelessly
communicate with the authentication device 306. In some
embodiments, the ECMO can include an antenna that can be
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used for use in transmission and reception of signals (e.g.,
Bluetooth signals, NFC signals, RFID signals, etc.).
[0123] FIG. 11 is a diagram illustrating an example safety
system embedded inside a firearm 1100, according to
embodiments. As shown in FIG. 11, the safety system is
disposed partially within the firearm 1100. A portion of the
safety system is in a grip of the firearm 1100. The safety
system includes an integrated circuit 1104 disposed on an
inner surface of the grip adjacent a trigger of the firearm
1100. The safety system includes a locking mechanism 1102
that is mechanically coupled to a trigger bar of the firearm
1100. As described herein, the locking mechanism may
comprise of a trigger bar stop that prevents actuation of a
trigger bar of the firearm 1100 when in a locked position.
The locking mechanism may allow actuation of the trigger
bar (thereby allowing discharging of the firearm) when the
locking mechanism is in an unlocked position. The inte-
grated circuit 1104 is configured to control the position of
the locking mechanism 1102 by controlling a motor
mechanically coupled to a cam that can move the locking
mechanism 1102 between locked and unlocked positions.
[0124] In some embodiments, a computer application
(e.g., an application on a mobile device, such as a smart
phone) can be used to lock and/or unlock the firearm. FIG.
13 is a diagram illustrating unlocking of a firearm using a
mobile device 1320, according to some embodiments. As
shown in FIG. 13, the mobile device 1320 transmits a signal
1322 (e.g., a Bluetooth signal, an RFID signal, an NFC
signal, and/or other suitable signal) to a receiver of the
ECMO embedded within the firearm (e.g., through a wire-
less communication circuit to a processor of the ECMO).
Reference number 1300 indicates the firearm prior to being
unlocked, and the reference number 1310 indicates the
firearm after being unlocked as a result of receiving the
signal 1322. In some embodiments, the mobile device 1320
is configured to: (1) receive, through an input interface of the
mobile device 1320, authentication information from a user;
(2) determine, using the authentication information, whether
the user is permitted to use (e.g., fire) the firearm; and (3)
transmit the signal 1322 when it is determined that the user
is permitted to use the firearm. The authentication informa-
tion may, for example, include an entered password, a
sensed fingerprint, a facial recognition input (e.g., an image
of'the user’s face), a pin, a sliding pattern, and/or other input.
[0125] As illustrated in FIG. 13, the mobile device 1320 is
configured to display an indication that the firearm is
unlocked. For example, the mobile device 1320 may gen-
erate a graphical user interface (GUI) in an application
indicating that the firearm is unlocked. In some embodi-
ments, the mobile device 1320 is configured to: (1) receive,
from the ECMO of the firearm, a signal indicating that the
firing mechanism of the firearm has been unlocked; and (2)
generate the GUI indicating that the firearm is unlocked in
response to receiving the signal indicating that the firing
mechanism of the firearm has been unlocked. In some
embodiments, the mobile device 1320 is configured to
generate the GUI indicating that the firearm is unlocked in
response to transmitting the signal 1322 (e.g., without
receiving a subsequent signal from an ECMO of the fire-
arm).

[0126] As illustrated in FIG. 13, the firearm includes a
status indicator 1302. The status indicator 1302 is a light
source. The status indicator 1302 emits a first color light
(e.g., green) when a firing mechanism is locked (e.g., when
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an ECMO is in a locked position), as indicated by reference
number 1300. The status indicator 1302 emits a second color
(e.g., red) different from the first color when the firing
mechanism of the firearm is unlocked (e.g., when the ECMO
is in an unlocked position), as indicated by reference number
1310. In the example of FIG. 13, the status indicator 1302
comprises a light source located on the grip of the firearm
located proximate a base of the grip. In some embodiments,
the status indictor 1302 may be located elsewhere on the
firearm. It should be appreciated that colors of a status
indicator discussed herein are used for illustrative purposes.
Some embodiments may use different colors and combina-
tions thereof than those mentioned herein.

[0127] FIG. 14 is another diagram illustrating unlocking
of a firearm using a mobile device 1410, according to some
embodiments. In the example of FIG. 14, the firearm
includes a status indicator 1402 on a back surface of the
firearm’s grip. When a firing mechanism of the firearm is
locked (indicated by reference number 1400), the status
indicator 1402 emits light of a first color (e.g., green). When
the firing mechanism of the firearm is unlocked (indicated
by reference number 1410) by a signal from the mobile
device 1410, the status indicator emits light of a second
color (e.g., red) different from the first color.

[0128] FIG. 22 is a diagram of an example process 2200
for unlocking and/or locking a safety system of a firearm
using a computing device (e.g., a smartphone), according to
some embodiments. Process 2200 may be performed
between a computing device such as a mobile device (e.g.,
a smartphone, smartwatch, tablet, or other mobile device)
and a safety system (e.g., an ECMO safety system) of a
firearm. As described herein, the safety system may include
wireless communication hardware (e.g., a wireless commu-
nication circuit) for communicating with the computing
device. The safety system may further include a processor
(e.g., a microcontroller) for controlling a safety mechanism
(e.g., a locking mechanism) of the safety system.

[0129] Process 2200 begins at block 2202, where the
device receives, through an input interface, authentication
information provided by a user. The authentication infor-
mation may be information that can be used to verify an
identity of an identity of the user. For example, the authen-
tication information may be information that uniquely iden-
tifies the user and/or information that is only known to the
user. In some embodiments, the device may be configured to
receive a password or pin entered by the user into a GUI of
an application, a fingerprint detected by contacting a portion
of a screen of the device, a facial scan image, a voice input
and/or other suitable information that may be used to verify
an identity of the user.

[0130] Next, process 2200 proceeds to block 2204, where
the device determines, using the authentication information,
whether the user is permitted to use the firearm. The device
may be configured to determine whether a user identity
indicated by the authentication information belongs to a user
permitted to use the firearm. In some embodiments, the
device may be configured to compare the authentication
information to previously stored authentication information
of one or more users permitted to use the firearm. For
example, the device may compare a received password, pin,
fingerprint scan, facial scan, voice input, received at block
2202 to a stored password, pin, fingerprint scan, facial scan,
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voice input, or other authentication information of a user
permitted to use the firearm to determine whether there is a
sufficient match.

[0131] Next, process 2200 proceeds to block 2206, where
the device transmits an unlock signal (e.g., a Bluetooth
signal, NFC signal, RFID signal, or other suitable wireless
communication signal) to the safety system of the firearm
when it is determined that the user is permitted to user the
firearm. For example, the device may transmit the unlock
signal when the device determines that the authentication
information received at block 2202 sufficiently matches
previously stored authentication information of user(s) per-
mitted to use the firearm. If the device determines that the
user is not permitted to use the firearm, then the process
2200 may end. In this case, the device may not transmit an
unlock signal. In some embodiments, the device may be
configured to transmit a signal indicating that the user is not
permitted to use the firearm, or that authentication failed.
[0132] Next, process 2200 proceeds to block 2208, where
the safety system of the firearm receives the unlock signal
from the device. For example, the safety system may include
a wireless communication circuit through which the safety
system receives the unlock signal. Next, process 2200
proceeds to block 2210, where the safety system changes a
safety mechanism of the safety system from a locked
position to an unlocked position. For example, the safety
mechanism may include a trigger bar stop, and the safety
system may move the trigger bar stop from a locked position
to an unlocked position (e.g., by using a motor to rotate a
cam that causes the trigger bar stop to rotate from the locked
position to the unlocked position). After changing the safety
mechanism from the locked position to the unlocked posi-
tion, a firing mechanism of the firearm may be unlocked.
The user may then be able to pull a trigger of the firearm and
fire the weapon.

[0133] At block 2212, the device may update a GUI (e.g.,
of an application) to indicate that a firing mechanism of the
firearm is unlocked. Example GUIs are described herein
with reference to FIGS. 13-14. In some embodiments, the
device may be configured to update the GUI in response to
transmitting the unlock signal to the safety system. In some
embodiments, the device may be configured to: (1) receive
a confirmation signal from the safety system indicating that
the firearm has been unlocked; and (2) update the GUI to
indicate that the firearm is unlocked in response to receiving
the confirmation signal. In some embodiments, the device
may be configured to store a record of the unlocking of
firearm. For example, the device may store a record of usage
of the firearm in memory of the device. The device may add
an entry to the record indicating that the firearm was
unlocked and a timestamp indicating a time at which the
firearm was unlocked.

[0134] After unlocking a firearm, a user may decide to
lock the firearm (e.g., after a period of use). At block 2214,
the device may receive, through an input interface of the
device, user input indicating a command to lock the firearm.
In some embodiments, the user input may include authen-
tication information (e.g., as described herein with reference
to block 2202). In some embodiments, the user input may
indicate a command to lock the firearm without including
authentication information. The device may thus lock the
firearm without requiring authentication.

[0135] In some embodiments, the device may be config-
ured to determine whether to allow a user to lock the firearm.
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For example, the device may use authentication information
received at block 2214 to determine whether the user is
permitted to use the firearm. If the device determines that the
user is permitted to use the firearm, the device may deter-
mine that the user is allowed to lock the firearm. Examples
ot how the device may determine whether a user is permitted
to use the firearm are described herein at block 2204.
[0136] Next, process 2200 proceeds to block 2216, where
the device transmits a lock signal (e.g., a Bluetooth signal,
NFC signal, RFID signal, or other wireless communication
signal) to the safety system of the firearm. In some embodi-
ments, the device may be configured to transmit the lock
signal after it has verified that the user is permitted to use the
firearm. In such embodiments, if the device determines that
the user is not permitted to use the firearm, the device may
not transmit the lock signal.

[0137] Next, process 2200 proceeds to block 2218, where
the safety system of the firearm receives the lock signal from
the device. For example, the safety system may include a
wireless communication circuit through which the safety
system receives the lock signal. Next, process 2200 proceeds
to block 2220 where the safety system changes a safety
mechanism from the unlocked position to the locked posi-
tion (e.g., by using a motor to rotate a cam that causes a
trigger bar stop to move from an unlocked position to a
locked position of the trigger bar stop). As a result, a firing
mechanism of the firearm may be locked thereby preventing
firing of the firearm.

[0138] At block 2222, the device may update a GUI (e.g.,
of an application) to indicate that a firing mechanism of the
firearm is locked. Example GUIs are described herein with
reference to FIGS. 13-14. In some embodiments, the device
may be configured to update the GUI in response to trans-
mitting the lock signal to the safety system. In some embodi-
ments, the device may be configured to: (1) receive a
confirmation signal from the safety system indicating that
the firearm has been locked; and (2) update the GUI to
indicate that the firearm is locked in response to receiving
the confirmation signal. In some embodiments, the device
may be configured to store a record of the locking of firearm.
For example, the device may store a record of usage of the
firearm in memory of the device. The device may add an
entry to the record indicating that the firearm was locked and
a timestamp indicating a time at which the firearm was
locked.

[0139] In some embodiments, the safety system of the
firearm may be configured to store a record of usage of the
firearm. For example, the safety system may include a black
box comprising of memory storing information about usage
of the firearm. The safety system may be configured to store
a record of locking and unlocking of the firearm. For
example, the safety system may store a record indicating
times (e.g., timestamps) at which the firearm was locked or
unlocked by the safety system. In some embodiments, the
safety system may be configured to detect when the firearm
is discharged (e.g., by detecting pulling of a trigger of the
firearm). The safety system may be configured to store a
record of when the firearm was discharged. For example, the
safety system may store, in a black box memory, a record of
times (e.g., timestamps) at which the firearm was dis-
charged.

[0140] Insome embodiments, a status indicator of a safety
system may have various states indicating respective states
of the safety system. For example, the status indicator may
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have a first state indicating that the safety system is in an
unlocked position, a second state indicating that the safety
system is in the locked position, a third state indicating that
the safety system needs to be charged, a fourth state indi-
cating that the safety system is being charged, and/or other
states. FIG. 15 is a diagram illustrating various example
states of a safety system status indicator, according to some
embodiments. When a firing mechanism of the firearm is
unlocked (indicated by reference number 1500), the status
indicator 1502 (e.g., a light) is in a first state in which it
indicates that the firing mechanism is unlocked. In the
example of FIG. 15, the status indicator is emitting a red
light to indicate that the firing mechanism is unlocked. When
a firing mechanism of the firearm is locked (indicated by
reference number 1510), the status indicator is in a second
state in which it indicates that the firing mechanism is
locked. In the example of FIG. 15, the status indicator is
emitting a green light to indicate that the firing mechanism
is locked. When the safety system needs to be charged
(indicated by reference number 1520), the status indicator is
in a third state in which it indicates that the safety system
requires charging. In the example of FIG. 15, the safety
indicator emits a white light to indicate that the safety
system needs to be charged.

[0141] In some embodiments, a mobile device may be
configured to control safety systems of multiple different
firearms. For example, the mobile device may be configured
to communicate with a safety system of each firearm as
described herein with reference to FIGS. 13-14 and 22. FIG.
16A is a graphical user interface (GUI) 1600 displayed on a
mobile device showing connections with safety systems of
various firearms. Each of the firearms may have a respective
name stored by the device (e.g., as data for an application of
the device). In the example of FIG. 16A, the device is
connected to three devices: “Lodestar SMM 17, “Lodestar
9MM 27, and “Lodestar 45 1”. For example, the device may
have established a Bluetooth connection with safety systems
in each of the firearms. FIG. 16B is a GUI 1610 showing a
status of the safety system in each firearm. In the example
of FIG. 16B, the firing mechanism of firearm “Lodestar
9MM 17 is locked, the firing mechanism of firearm “Lode-
star 9MM 2” is locked, and the firing mechanism of firearm
“Lodestar 45 1” is unlocked. The GUI 1610 may allow a
user to select a graphical element associated with a respec-
tive firearm to provide authentication information to lock or
unlock the firearm, and/or to view more information about
the firearm.

[0142] In some embodiments, the mobile device may be
configured to display a respective GUI for each of multiple
firearms. For example, when the mobile device receives user
input (e.g., a touch or tap) indicating selection of one of the
firearms shown in FIGS. 16A-16B, the mobile device may
display a GUI for the selected firearm. The GUI may display
information about the selected firearm. For example, the
GUI may display usage information, diagnostic data, set-
tings, and/or other information about the selected firearm. In
some embodiments, the GUI may allow the user to configure
settings for the firearm (e.g., for an ECMO system of the
firearm).

[0143] The techniques described herein provide a visual
indicator on a target, such as a colored laser site, a colored
dot (e.g., a red dot site), a reflex site, and/or the like to
visually indicate the state of the firearm (e.g., locked,
unlocked, etc.). For example, a laser site can be used that
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projects a laser or pattern onto the target. The color of the
laser, or simply the presence of the laser at all, can be used
to indicate the state of the firearm. For example, if the
firearm is locked, the laser can be off and/or project a color
that indicates the firearm is locked (e.g., red or green). Once
the firearm is unlocked, the laser site can be turned on (e.g.,
a red laser site can appear), and/or the color of the laser site
can change (e.g., from red to green, or vice versus). As
another example, a reflex site can be used that includes a
reticle used to aim at the target. The presence of the reticle
can be used to indicate whether the firearm is locked. For
example, if the firearm is locked, then no reticle is present
and/or the reticle can be displayed in a color that indicates
the firearm is locked. If the firearm is unlocked, then the
reticle can be present and/or the color can be changed to a
color that indicates the firearm is active. A separate power
source can be used for the visual indicator, and/or the visual
indicator can share the same power source used for the
ECMO safety. As described herein, in some embodiments
the firearm can include a recharge port that can be used to
recharge the power source(s) of the firearm, which can
include a recharge port for the power source of the laser.

[0144] FIG. 4 is a diagram showing an example of a visual
indicator that can be used in conjunction with an electrically
controlled, mechanically operated safety, according to some
embodiments. In the example of FIG. 4, the visual indicator
is mounted under the barrel of the firearm and arranged such
that a laser 402 is projected from the firearm (e.g., onto a
target). The laser 402 can be used to indicate the state of the
firearm, as described herein. In some embodiments, the laser
402 can be used to indicate other aspects of the firearm, such
as when an operator’s finger is placed into the trigger guard,
as shown by location 404.

[0145] In some embodiments, after the ECMO safety is
activated (e.g., by authenticating a user to the firearm and
engaging the safety mechanism), other visual indicators can
be activated to alert the user that the firearm is ready to
shoot. FIG. 5 is a diagram showing an example of a visual
indicator 502 (e.g., a colored light) of the firearm to indicate
the firearm status to aid the user, according to some embodi-
ments. As described herein, the visual indicator 502 the
visual indicator 502 is electrically controlled, such that the
visual indicator can be turned on and off based on the ECMO
safety, an authentication process, a user placing their index
finger in the trigger guard, and/or the like. Such a visual
indicator can have one or more advantages over existing
techniques. For example, compared to colored lights on a
firearm, the laser sight techniques described herein are
instinctive because having a laser (or dot) appear where
round will impact is easier to understand than a light in the
user’s field of view. The techniques described herein can
also save power and extend battery life. For example, as
described herein some embodiments do not activate the laser
site until the firearm is ready to shoot, which can save power
compared to systems that always illuminate a light on the
firearm. In some embodiments, colored lights can be used to
indicate aspects of the firearm, such as battery state (e.g.,
different color lights to indicate full battery, low battery,
dead battery, etc.), whether the firearm has malfunctioned,
etc.

[0146] As another example, the techniques described
herein can force users to use laser sites, which can help
improve gun safety. For example, current data suggests that
only approximately 13% percent of rounds fired by police
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officers in the field actually hit the intended target. This low
percentage can be caused by the gun being fired before
proper sight alignment through the iron sights. Using a laser
site can help improve this percentage.

[0147] As a further example, the techniques can be used to
alert a user to other aspects of the firearm (e.g., other than
simply whether the firearm is ready to shoot), which can
help improve gun safety. For example, as described in
conjunction with FIG. 4, the techniques can be used to alert
users when they have their finger in the trigger guard 404.
Such additional indicators can be used to present real-time
indicators of the user’s operation of the firearm, which can
help reduce the number of firearm accidents.

[0148] In some embodiments, one or more sensors of the
firearm can include a light source. Such a light source can,
for example, make it easier for a user to locate aspects of the
safety mechanism to lock or unlock the firearm (e.g., in a
dark room, at night, etc.). FIG. 17 is a firearm 1700 with a
fingerprint sensor 1702 for locking and unlocking the fire-
arm, according to some embodiments. In some embodi-
ments, the fingerprint sensor 1702 may be a component of
a safety system. The fingerprint sensor 1702 may be elec-
tronically coupled to a circuit (e.g., a PCB) of the safety
system such that an electrical signal generated by the
fingerprint sensor 1702 may be used to authenticate a user of
the firearm 1700. In some embodiments, the fingerprint
sensor 1702 may comprise a grid of capacitors that discharge
in response to contact by ridges of a finger contacting the
fingerprint sensor 1702. An electrical signal generated from
discharging of the capacitors may be used to authenticate a
user of the firearm 1700. In some embodiments, the finger-
print sensor 1702 may be an optical sensor that captures an
optical scan (e.g., an image) of a finger contacting the
fingerprint sensor 1702. The optical scan may be used by a
processor of the safety system to determine whether to
unlock the firearm 1700. In some embodiments, the finger-
print sensor 1702 may be an ultrasonic sensor that transmits
an ultrasonic pulse to the fingerprint sensor 1702 and detects
a returning ultrasonic pulse to generate a scan of a finger
contacting the fingerprint sensor 1702. The scan of the finger
may then be used by a processor of the safety system to
determine whether to unlock the firearm 1700.

[0149] In some embodiments, a safety system may be
configured to store one or more fingerprint scans of one or
more users permitted to use the firearm 1700. The safety
system may be configured to determine whether to unlock a
firing mechanism of the firearm 1700 by comparing a
fingerprint scan obtained by the fingerprint sensor 1702 to
the stored fingerprint scan(s). When the safety system deter-
mines that the obtained fingerprint scan matches a stored
fingerprint scan of a user with permission to use the firearm
1700, the safety system may unlock a firing mechanism of
the firearm 1700 (e.g., by moving a safety mechanism from
a locked position to an unlocked position).

[0150] In some embodiments, a fingerprint sensor of a
firearm may include a light source. The light source may
illuminate the fingerprint sensor such that a user may
recognize a location of the fingerprint sensor on the firearm
in conditions where there is insufficient light for the user to
discern the location of the fingerprint sensor without any
such illumination. In some embodiments, the light source
may emit light without requiring a light source. For
example, the light source may be a luminescent material
comprising a phosphor that emits absorbed energy as light.
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The luminescent material may be a phosphorescent material
that discharges previously absorbed light. In some embodi-
ments, the light source may be a light-emitting diode (LED).

[0151] FIG. 18 is a diagram of a firearm 1800 including a
fingerprint sensor 1802 and a light source 1804 associated
with the fingerprint sensor, according to some embodiments.
As shown in FIG. 18, the light source 1804 illuminates an
outer boundary of the fingerprint sensor 1802 on the firearm
1800. The illumination by the light source 1804 may allow
a user of the firearm 1800 to easily locate the fingerprint
sensor 1802 thereby allowing the user to place a finger on
the fingerprint sensor 1802 to lock or unlock a firing
mechanism of the firearm 1800.

[0152] In some embodiments, components of an ECMO
safety system may be powered by electrical energy. The
ECMO system may include a battery storing electrical
energy that can be used to power components of the ECMO
system. For example, a motor of the ECMO system may use
battery power to rotate a cam. As another example, a
processor of the ECMO may be powered by the battery. As
another example, wireless communication hardware may be
powered by the battery. In some embodiments, the battery
may be a rechargeable battery. The ECMO system may
include hardware to recharge the battery. The ECMO system
may include a charging element that is configured to make
an electrical connection with a charger (e.g., a charging
station) that provides electrical energy to recharge the bat-
tery.

[0153] FIG. 19A is a firearm 1900 placed in a charging
station 1902, according to some embodiments. In the
example embodiment of FIG. 19A, the charging station
1902 is a charging dock into which the firearm 1900 is
placed. As shown in FIG. 19A, a portion of the barrel of the
firearm, a portion of the trigger, and a portion of the base of
the handle of the firearm 1900 rest in the charging station
1902 in a manner that keeps the firearm propped upwards for
easy insertion and removal by a user. The firearm may
include a charging element that makes an electrical connec-
tion with the charging station 1902 for transmission of an
electrical current. The charging element may comprise one
or more electrical contact pins or one or more stubs that
make an electrical connection with the charging station 1902
when placed in contact with a corresponding contact (e.g.,
pin(s) or stub(s)) of the charging station 1902. A battery of
the EMCO safety system of the firearm 1900 may thus be
charged by an electrical current flowing through the elec-
trical connection.

[0154] FIG. 19B is a closeup view of the electrical contact
interface 1904 between the firearm 1900 and the charging
station 1902. The electrical contact interface 1904 shows
contact pins of the charging station 1902 that make an
electrical connection with a corresponding charging element
of the firearm 1900. FIG. 19C is a view of a base of the grip
of the firearm 1900. The firearm 1900 includes electrical
contacts 1906 that form an electrical connection with cor-
responding contacts of the charging station 1902 when the
firearm 1900 is placed therein. In the example of FIG. 19B,
the electrical contacts 1906 are stubs configured to make
contact with pins of the charging station 1902. In some
embodiments, the electrical contacts 1906 may be pins (e.g.,
that may be inserted into slots of the charging station 1902).
As shown in FIG. 19C, the electrical contacts can be located
at the bottom of the grip towards the back of the grip, such
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that the magazine may (or may not) be loaded in the firearm
1900 without interfering with charging.

[0155] In some embodiments, a charging station may be
configured to charge ECMO safety systems of multiple
firearms simultaneously. The charging station may allow
multiple firearms to be placed in the charging station such
that batteries within the firearms can be charged. FIGS.
20A-20C show a charging station 2000 that can charge
multiple firearms 2002 simultaneously. As shown in FIGS.
20A-20B, the firearms 2002 may be placed in adjacent one
another in the charging station 2000. Each of the firearms
2002 may include a charging element (e.g., pin(s) or stub(s))
that make an electrical connection with a corresponding
contact (e.g., stub(s), slot(s) or pin(s)) of the charging station
2000. A battery of each firearm may then be charged by an
electrical current received through the electrical connection.
[0156] FIG. 21A is a firearm 2100 including an inductive
charging element 2102. The inductive charging element
2102 may make an electrical connection with a correspond-
ing inductive element of a charger. FIG. 21B shows an
inductive charger 2110 including an inductive conduct ele-
ment 2112 that makes an electrical connection with the
charging element 2102 of the firearm 2100. In some embodi-
ments, the inductive elements 2102, 2112 may make a
wireless electrical connection when the firearm 2100 is
placed on the charger 2110. Power may be transferred
between the inductive elements 2102, 2112 is transferred to
through electromagnetic induction. A battery of an ECMO
safety system of the firearm 2100 may be charged by an
electrical current generated through the electromagnetic
induction. FIG. 21C shows the firearm 2100 placed on the
charger 2110 such that the inductive charging elements 2102
of the firearm 2100 makes an electrical connection with the
inductive element 2112 of the charger 2110.

[0157] The various methods or processes outlined herein
may be coded as software that is executable on one or more
processors that employ any one of a variety of operating
systems or platforms. Additionally, such software may be
written using any of numerous suitable programming lan-
guages and/or programming or scripting tools, and also may
be compiled as executable machine language code or inter-
mediate code that is executed on a virtual machine or a
suitable framework.

[0158] In this respect, various inventive concepts may be
embodied as at least one non-transitory computer readable
storage medium (e.g., a computer memory, one or more
floppy discs, compact discs, optical discs, magnetic tapes,
flash memories, circuit configurations in Field Program-
mable Gate Arrays or other semiconductor devices, etc.)
encoded with one or more programs that, when executed on
one or more computers or other processors, implement the
various embodiments of the present invention. The non-
transitory computer-readable medium or media may be
transportable, such that the program or programs stored
thereon may be loaded onto any computer resource to
implement various aspects of the present invention as dis-
cussed above.

[0159] The terms “program,” “software,” and/or “applica-
tion” are used herein in a generic sense to refer to any type
of computer code or set of computer-executable instructions
that can be employed to program a computer or other
processor to implement various aspects of embodiments as
discussed above. Additionally, it should be appreciated that
according to one aspect, one or more computer programs
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that when executed perform methods of the present inven-
tion need not reside on a single computer or processor, but
may be distributed in a modular fashion among different
computers or processors to implement various aspects of the
present invention.

[0160] Computer-executable instructions may be in many
forms, such as program modules, executed by one or more
computers or other devices. Generally, program modules
include routines, programs, objects, components, data struc-
tures, etc. that perform particular tasks or implement par-
ticular abstract data types. Typically, the functionality of the
program modules may be combined or distributed as desired
in various embodiments.

[0161] Also, data structures may be stored in non-transi-
tory computer-readable storage media in any suitable form.
Data structures may have fields that are related through
location in the data structure. Such relationships may like-
wise be achieved by assigning storage for the fields with
locations in a non-transitory computer-readable medium that
convey relationship between the fields. However, any suit-
able mechanism may be used to establish relationships
among information in fields of a data structure, including
through the use of pointers, tags or other mechanisms that
establish relationships among data elements.

[0162] It is to be understood that the disclosed subject
matter is not limited in its application to the details of
construction and to the arrangements of the components set
forth in the following description or illustrated in the draw-
ings. The disclosed subject matter is capable of other
embodiments and of being practiced and carried out in
various ways. Also, it is to be understood that the phrase-
ology and terminology employed herein are for the purpose
of description and should not be regarded as limiting.

[0163] As such, those skilled in the art will appreciate that
the conception, upon which this disclosure is based, may
readily be utilized as a basis for the designing of other
structures, methods, and systems for carrying out the several
purposes of the disclosed subject matter. It is important,
therefore, that the description provided herein be regarded as
including such equivalent constructions insofar as they do
not depart from the spirit and scope of the disclosed subject
matter.

[0164] Use of ordinal terms such as “first,” “second,”
“third,” etc., in the claims to modify a claim element does
not by itself connote any priority, precedence, or order of
one claim element over another or the temporal order in
which acts of a method are performed, but are used merely
as labels to distinguish one claim element having a certain
name from another element having a same name (but for use
of the ordinal term) to distinguish the claim elements.

[0165] Also, the phraseology and terminology used herein
is for the purpose of description and should not be regarded
as limiting. The use of “including,” “comprising,” “having,”
“containing,” “involving,” and variations thereof herein, is
meant to encompass the items listed thereafter and equiva-

lents thereof as well as additional items.

[0166] The word “exemplary” is used herein to mean
serving as an example, instance, or illustration. Any embodi-
ment, implementation, process, feature, etc. described herein
as exemplary should therefore be understood to be an
illustrative example and should not be understood to be a
preferred or advantageous example unless otherwise indi-
cated.
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[0167] Although the disclosed subject matter has been
described and illustrated in the foregoing exemplary
embodiments, it is understood that the present disclosure has
been made only by way of example, and that numerous
changes in the details of implementation of the disclosed
subject matter may be made without departing from the
spirit and scope of the disclosed subject matter.

What is claimed is:

1. An electronically controlled mechanically operated
(ECMO) firearm safety system embedded inside a firearm,
the system comprising:

a cam;

a motor mechanically coupled to the cam, the motor

configured to rotate the cam; and

a trigger bar stop having a first position in which the
trigger bar stop prevents firing of the firearm and a
second position in which the trigger bar stop allows
discharging of the firearm;

wherein the cam is configured to move the trigger bar stop
between the first position and the second position.

2. The system of claim 1, wherein when the trigger bar

stop is in the first position:

a portion of the trigger bar stop is engaged with a trigger
bar of the firearm and prevents movement of the trigger
bar in a lateral direction to trigger discharging of the
firearm.

3. The system of claim 2, wherein when the trigger bar

stop is in the second position:

the portion of the trigger bar stop is disengaged from the
trigger bar of the firearm allowing the trigger bar to
move in the lateral direction to trigger discharging of
the firearm.

4. The system of claim 1, wherein:

the trigger bar stop comprises a pivot point; and

the trigger bar stop rotates about the pivot point when
changing between the first position and the second
position.

5. The system of claim 4, wherein rotation of the cam by
the motor causes rotation of the trigger bar stop about the
pivot point.

6. The system of claim 1, wherein:

the trigger bar stop comprises a corner;

the corner fits within a recess of the cam when the trigger
bar stop is in the first position; and

the corner is outside of the cam the trigger bar stop is in
the second position.

7. The system of claim 1, wherein the trigger bar stop
prevents discharging of the firing arm when the trigger bar
stop is in the first position by preventing actuation of a firing
pin of the firearm.

8. The system of claim 1, further comprising a screw that
mechanically couples the motor to the cam.

9. The system of claim 1, further comprising:

a printed circuit board (PCB) electrically coupled to the

motor.
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10. The system of claim 9, wherein the PCB i a flexible
PCB.

11. The system of claim 9, wherein the PCB comprises a
control circuit configured to control the motor.

12. The system of claim 9, wherein the PCB comprises a
wireless communication circuit configured to communicate
with at least one device.

13. The system of claim 1, further comprising:

a battery; and

a charging element configured to make an electrical

connection with a charger to charge the battery.

14. The system of claim 13, wherein the charger com-
prises an inductive charger, and the charging element com-
prises an inductive contact configured to make an electrical
connection with the inductive charger.

15. The system of claim 13, wherein the charging element
comprises one or more pins configured to make an electrical
connection with one or more electrical contacts of the
charger.

16. The system of claim 13, wherein the charging element
is located on a base of a handle of the firearm.

17. The system of claim 13, wherein the charging element
is located on a side surface of a handle of the firearm.

18. A firearm comprising:

a trigger bar configured to move in a first direction to

trigger discharging of the firearm;

a cam;

a motor mechanically coupled to the cam; and

a trigger bar stop having a first position in which the

trigger bar stop prevents discharging of the firearm and
a second position in which the trigger bar stop allows
firing of the firearm.

19. The firearm of claim 18, wherein rotation of the cam
causes rotation of the trigger bar stop between the first
position and the second position.

20. The firearm of claim 18, wherein, when the trigger bar
stop is in the first position, the trigger bar stop is engaged
with the trigger bar preventing actuation of the trigger bar in
the first direction.

21. The firearm of claim 18, wherein, when the trigger bar
stop is in the second position, the trigger bar stop is
disengaged from the trigger bar allowing actuation of the
trigger bar in the first direction.

22. The firearm of claim 18, wherein:

the cam comprises a recess;

the trigger bar stop comprises a corner;

the corner of the trigger bar stop fits into the recess of the

cam when the trigger bar stop is in the first position;
and

the corner of the trigger bar stop is outside of the recess

of the cam when the trigger bar stop is in the second
position.

23. The firearm of claim 18, wherein the cam and the
motor are disposed at least partially in a handle of the
firearm.



