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METHOD FOR DETECTING A RISK OF
SUBSTITUTION OF A TERMINAL,
CORRESPONDING DEVICE, PROGRAM
AND RECORDING MEDIUM

1. FIELD OF THE INVENTION

[0001] The invention relates to the field of payment ter-
minals. The technique relates more particularly to the secur-
ing of payment terminals.

2. PRIOR ART

[0002] Payment terminals are subjected to numerous
hacking attempts. Indeed, because of the nature of the
information that they contain and the sensitivity of the data
that they process, payment terminals are of great value to
malicious persons.

[0003] A certain type of fraud is becoming widespread:
this is a type of fraud where an authentic/valid payment
terminal is replaced by a fraudulent/counterfeit payment
terminal. A substitution is carried out on the authentic
payment terminal in a business establishment and this
authentic terminal is immediately replaced by a payment
terminal that has an appearance of validity but has actually
been modified, for example in order to read and copy data
from customers’ bank cards, so as to enable the performance
of fraudulent transactions with preliminarily read client data.
The merchant who is unaware can easily be duped and it will
be several days before he realizes that the substitution has
been made.

[0004] One way to resolve this problem of replacement is
to apply a tag or marking to the terminal. Such a tag enables
the merchant to realize that his terminal has been replaced.
This technique is efficient when the fraudulent person is not
himself in a position to reproduce this tag. This technique is
therefore limited by the capacity of the fraudulent individual
to reproduce the tag. Now, for a tag to be efficient, it must
be visible. If this tag is visible, then it is also visible to the
fraudulent individual who can therefore easily reproduce it.
Thus, this simple solution for applying a tag is actually not
really efficient.

[0005] Another way to resolve this problem is to have only
wired payment terminals, i.e. payment terminals that are
physically connected to a cash register for example. This
solution is no doubt efficient but is in fact ill-suited to the
current practice of offering greater mobility to merchants
and customers. Nevertheless, this technique is used for
example in large stores and in certain types of shops.
[0006] The existing techniques are however limited when
fraud has to be prevented in smaller-scale shops. There is
therefore a need to provide the technique that enables the
merchant to detect fraud by substitution of terminals and that
makes it possible for him to prevent the negative effects of
such fraud.

3. SUMMARY OF THE INVENTION

[0007] The invention relates to a method for detecting a
risk of replacement of an authentic electronic payment
terminal by a fraudulent electronic payment terminal at a
sales point.

[0008] According to various embodiments of the inven-
tion, the method comprises a step for generating an alert
when a number of transactions geographically associated
with the sales point is above a pre-determined threshold (Si).
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[0009] Thus, the invention proposes a novel and inventive
solution for combating the substitution of payment terminals
enabling the rapid detection if, at a sales point, a given
authentic electronic payment terminal has been replaced by
a fraudulent electronic payment terminal, by detecting a
number of suspicious transactions that are suspect because
their number is greater than an “expected” number of
transactions for a given sales point.

[0010] To this end, the invention in its different embodi-
ments is based on the fact that most sales points enjoy
functions that make it possible, for each transaction made, to
know and communicate information on the location of the
transaction. It is therefore possible to list all the transactions
made in the same place.

[0011] Now, when a fraudulent electronic payment termi-
nal has been replaced by an authentic electronic payment
terminal at a sales point, the number of transactions per-
formed by this fraudulent electronic payment terminal is
generally far greater than the number of transactions “clas-
sically” performed by an authentic electronic payment ter-
minal. Indeed, the goal sought by this type of fraud is to
implement a large number of transactions by using a same
piece of data read from a card involved in a “true” transac-
tion several times.

[0012] Thus, for example, for a transaction corresponding
to a real purchase of an item or a service at a sales point
through a client’s bank card, a fraudulent terminal succes-
sively carries out the plurality of transactions using data of
this bank card of the customer even if the card is no longer
present in the electronic payment terminal.

[0013] The invention, in its different embodiments, there-
fore enables the detection of a suspicious number of trans-
actions for a given sales point and the generation of an alert
accordingly.

[0014] For example, the alert indicates that, for a given
period (a morning or the two hours preceding the alert), the
number of transactions has exceeded a pre-determined
threshold and that this can be an indication of an attempted
fraud against the electronic payment terminal.

[0015] According to one particular aspect of the invention,
the method comprises the following steps for at least one
transaction made:

[0016] a step for receiving at least one piece of infor-
mation on location of the transaction;

[0017] a step for geographically associating the trans-
action with the sales point when the received informa-
tion on location is substantially identical to that of the
sales point, delivering a number of transactions geo-
graphically associated with the sales point.

[0018] Thus, according to this embodiment of the inven-
tion, a transaction is associated with a sales point according
to the information on location associated with the place at
which a transaction is made, received by the device imple-
menting the invention.

[0019] It is thus possible to count up the number of
transactions located in proximity to a given sale point.
[0020] In particular, the step for receiving a piece of
information on location comprises a sub-step for authenti-
cating the received piece of information on location.
[0021] Thus, according to this embodiment of the inven-
tion, the information on location is authenticated before a
transaction is geographically associated with a sales point in
such a way as to respond to a securing requirement. Indeed,
according to the principle of the invention and its different
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embodiments, the location of a transaction plays a role in
determining an attempt at fraud and it should therefore not
be open to question.

[0022] For example, this authentication of location can be
based on the use of an identifier or a password or else on a
challenge/response type of exchange between the device
providing the information on location and the server receiv-
ing it, or any other technique that can be used to ensure that
the information on location is authentic and truly corre-
sponds to the place of the transaction.

[0023] According to one particular characteristic, the sales
point is associated with at least one merchant and the method
furthermore comprises a step for sending out the generated
alert towards at least one entity pre-associated with the
merchant.

[0024] Thus, according to this embodiment of the inven-
tion, one sales point is associated with one merchant, which
is mostly the case (except in a multiple-merchant sales
point), and the alert generated following the detection of a
suspicious number of transactions associated with this sales
point is transmitted for example to a mobile terminal of the
merchant or to his cash-desk computer.

[0025] Thus, in a first stage, the merchant can ask ques-
tions about the number of transactions truly made during the
period in question and can validate or not validate the
possibility that a unusually great number of transactions has
actually been made (for example, the number of transactions
can indeed be greater than normal during periods of sales or
periods of special and one-time promotional or sales
actions).

[0026] Then, if the number of transactions made does not
seem to him to have been greater than a pre-determined
average, the merchant can ascertain that the electronic
payment terminal that he is using for transactions with his
clients is authentic or that it has effectively been replaced by
a fraudulent electronic payment terminal.

[0027] For example, the merchant can verify the serial
number or other distinctive signs enabling him to recognize
the authentic electronic payment terminal or he can decide
to no longer use the electronic payment terminal if he has a
doubt on its authenticity without being able to verify it by
himself.

[0028] For example, the information on location corre-
sponds to the GPS coordinates of the place at which the
transaction is made.

[0029] According to one particular aspect of the invention,
the method comprises a step for determining a piece of
information on location of the sales point and the step of
association implements a comparison between the informa-
tion on location of the transaction and the sales point.
[0030] For example, the method is implemented by a
remote server corresponding to a server of at least one
banking institution of the merchant.

[0031] Thus, according to this embodiment of the inven-
tion, the pieces of information on location corresponding to
the place of each transaction made are transmitted through
a device of the sales point to the bank server of at least one
bank account of the merchant, pre-identified and capable of
implementing the invention.

[0032] This remote server can therefore implement the
invention for a plurality of sales points or merchants. In this
case, it receives information on location corresponding
potentially to a plurality of pre-identified sales points and,
for a given transaction, compares the received information
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on location with the locations of these different sales points
s0 as to associate the transaction with the corresponding
sales point.

[0033] The invention also relates to a device for detecting
a risk of replacement, in a sales point, of an authentic
electronic payment terminal by a fraudulent electronic pay-
ment terminal comprising means for generating an alert
when a number of transactions geographically associated
with the sales point is greater than a pre-determined thresh-
old (SI). Such a device is especially suited to implementing
the method described previously. Such a device could of
course comprise the different characteristics pertaining to
the method according to the invention which can be com-
bined or taken in isolation. Thus, the characteristics and
advantages of this device are the same as those of the
method of optimization and shall not be described in more
ample detail.

[0034] The invention also relates to one or more computer
programs comprising instructions to implement a method for
detecting a risk of substitution or replacement as described
here above when this program or these programs are
executed by a processor.

[0035] The method for detecting a risk of substitution
according to the invention can therefore be implemented in
various ways, especially in wired form or in software form.
This program or these programs can use any programming
language whatsoever and can be in the form of source code,
object code or a code that is intermediate between source
code and object code, such as in a partially compiled form
or in any other desirable form whatsoever.

[0036] The invention finally relates to a computer-read-
able recording medium comprising instructions to execute
the steps of the method for detecting a risk of substitution as
described here above.

4. FIGURES

[0037] Other features and advantages of the proposed
technique shall appear more clearly from the following
description of a preferred embodiment, given by way of a
simple illustratory and non-exhaustive example and from the
appended drawings, of which

[0038] FIG. 1 is a block diagram of the proposed tech-
nique according to one particular embodiment;

[0039] FIG. 2 is a system in which the proposed technique
can be implemented according to one particular embodi-
ment;

[0040] FIGS. 3 and 4 show two examples of a detection
device according to the proposed technique according to one
particular embodiment.

5. DESCRIPTION

5.1. General Principle

[0041] The general principle of the proposed technique
described with reference to FIGS. 1 and 2 consists of the
detection, for a given sales point, of a number of suspicious
transactions to generate an alert of a risk of replacement of
an authentic electronic payment terminal by a fraudulent
electronic payment terminal.

[0042] Indeed, in the case of a replacement, in a given
sales point, of the authentic electronic payment terminal by
a fraudulent electronic payment terminal, a large number of
fraudulent transactions are performed in a short time, using
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card data read for example during the first “real” transaction
made when a customer purchases an item or a service.
[0043] Thus, the detection of a number Nb-transactions-
POSi of transactions that are suspicious because this number
is greater than a pre-determined number represented by a
threshold denoted as Si, in proximity to a sales point, enables
the generation of an alert, at a step 10, about a risk of
replacement of the authentic electronic payment terminal by
a fraudulent electronic payment terminal at this sales point.
[0044] To this end, it is necessary initially to detect the
number of transactions made at the sales point, i.e. to
geographically associate a transaction with a given sales
point.

[0045] Numerous sales points possess this function mak-
ing it possible not only to know (and communicate) their
geolocation but also to communicate a piece of information
on location associated with each transaction performed at a
sales point.

[0046] For example, at a given sales point, the merchant’s
cash desk can communicate the geolocation of the sales
point (the position of the cash-desk computer or another
place at the sales point) and know the geolocation of the
electronic payment terminal or terminals used at this sales
point.

[0047] In another example, the electronic payment termi-
nal itself that benefits from this function enabling it to know
its own location within the sales point and communicate it
either to another entity of the sales point (the cash-desk
computer or a merchant’s terminal) or to a remote server.
[0048] Thus, in a large store, it is possible for example to
know the location of a particular point such as the reception
or the central cash desk but also the position of each of the
electronic payment terminals associated with the different
cash desks.

[0049] For example, the location of a place corresponds to
the GPS coordinates of this place. The location of a place
can also be obtained by using an IP address (of an electronic
payment terminal, a computer etc.), a Universally Unique
Identifier (UUID) of & “beacon” type sensor, the mobile
network coordinates, the caller number in the case of a
landline telephone etc.

[0050] In addition, it is also possible progressively, or
even comprehensively at the end of a given period, to list all
the transactions made by an electronic payment terminal.
This information representing each transaction made can for
example be centralized for a sales point at a particular entity
such as the central cash desk of a large store or a cash-desk
computer in the case of a small merchant.

[0051] It is therefore possible, for any transaction made at
a sales point, to obtain a piece of information representing
the location associated with each transaction.

[0052] Using this information on location associated with
this transaction and knowing the geolocation of a given sales
point, it is possible to geographically associate a transaction
with a given sales point.

[0053] To meet security needs and prevent false alerts, the
invention according to one embodiment provides for authen-
ticating the information on location received before geo-
graphically associating a transaction with a given sales
point.

[0054] Forexample, this authentication can be based on an
identifier or password transmitted with the information on
location by the entity providing this information on location.
The authentication can also be based on a challenge/re-
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sponse type of exchange between the device sending out the
information on location and the device receiving it. The
information on location can also be transmitted by a sensor
generating a piece of encrypted information or a sensor
situated in an encrypting enclosure thus enabling authenti-
cation of the transmitted information on location. The infor-
mation on location can also be entered manually and asso-
ciated with a physical link between the electronic payment
terminal implementing the transaction and the given sales
point.

[0055] Any other method/technique used to authenticate
the information on location, when generated or when it is
being transmitted, can also be implemented in order to
secure the geographical association of a transaction with a
given sales point.

[0056] The invention in its different embodiments then
makes it possible, for a given period, or in real time, to count
the number of transactions geographically associated with a
given sales point and compare this number with a pre-
determined threshold associated with this given sales point
in order to generate or not generate an alert depending on
this comparison.

[0057] According to a first alternative embodiment, the
number of transactions geographically associated with this
given sales point is incremented in real time, at each new
transaction made, and this number is compared at each
increment with the pre-determined threshold associated with
the given sales point. Thus, an alert can be generated as soon
as the number of transactions geographically associated with
the give sales point exceeds a pre-determined threshold.
[0058] According to a second alternative embodiment, the
number of transactions geographically associated with a
given sales point is incremented in real time, at each new
transaction made, but this number is compared with the
pre-determined threshold associated with the given sales
point only periodically, for example every two hours or
again at the end of the morning or at the end of the day. Thus,
an alert can be generated periodically.

[0059] Whatever the variant, the alert generated is then
transmitted preferably to the merchant so that he can verify
whether the substitution of terminals has actually happened
and act accordingly.

[0060] For example, the alert is transmitted to the mer-
chant via a message on a pre-identified communications
terminal such as the sales point landline or the merchant’s
mobile phone or again his computer. In this way, the
merchant can then verify whether the electronic payment
terminal used has been replaced by a fraudulent electronic
payment terminal and, if this is so, stop using it. The
merchant can also ignore the alert in cases of exceptional use
of the electronic payment terminal, for example if in fact an
exceptionally large number of clients has made purchases
over the given period.

[0061] In the case of a large department store implement-
ing a plurality of electronic payment terminals (also called
a fleet of terminals), the alert can be transmitted to a person
pre-identified as being in charge of security of the fleet of
electronic payment terminals who will then make the checks
needed to confirm or deny that there has been a replacement
of the electronic payment terminal or terminals by one or
more fraudulent electronic payment terminals.

[0062] According to one particular embodiment of the
invention, in such a situation of a fleet of electronic payment
terminals, if the location associated with each transaction
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made in the large store is sufficiently precise (for example
when it is associated with the cash desk with which each
electronic payment terminal is connected), then the elec-
tronic payment terminal that could have been replaced by a
fraudulent electronic payment terminal can also be identified
precisely, without any need to check all the electronic
payment terminals of the fleet.

[0063] In all the situations, the invention in its different
particular embodiments can be implemented by an entity
situated at the given sales point or by a remote entity called
a remote server for example.

[0064] Thus, if we again consider the example of a large
store having a fleet of electronic payment terminals, the
invention can be implemented in a central entity for the
management of payment terminals within the large store
itself. For example, this central entity is connected to a
local-area network to which all the cash desks are also
connected. Through the local-area network, these cash desks
send the central entity a precise piece of information on
location associated with each transaction made by a cash
desk. In this way, the central entity can geographically
associate each transaction with the large store (the given
sales point) using this information on location and on the
geolocation of the large store. It is then also the central entity
that generates the alert when the number of transactions
geographically associated with the sales point exceeds a
pre-determined threshold.

[0065] According to one alternative embodiment illus-
trated in FIG. 2, an entity 20 remote from any sales point
implements the invention in its different embodiments.
[0066] For example, this remote entity corresponds to a
remote server of a banking institution and more particularly
to a banking institution managing one or more bank
accounts for one or more sales points POS1, POS2, . . .
POSi.

[0067] Thus, each of the merchants of the sales points
POS1, POS2, . .. POSI is deemed to have subscribed to a
service for managing the security of the electronic payment
terminals through his banking institution, the service being
especially implemented by the remote server 20.

[0068] According to this embodiment of the invention, for
each transaction made at a given sales point, a piece of
information on location LocPOSi is transmitted to this
remote serve 20. This server carries out several steps inter-
nally enabling it if necessary to generate an alert to be sent
to one or more sales points.

[0069] Thus, initially, the remote server geographically
associates each transaction with the corresponding sales
points, on the basis of information on location LocPOSi
received and of information on location of the different sales
points, received preliminarily through each of the sales
points. For example, this information on location associated
with the given sales point is transmitted to the remote server
20 at the time when the merchant of the given sales point
subscribes to the above-mentioned service for managing the
security of the electronic payment terminals. The remote
server 20 then memorizes each of the locations of the sales
points concerned so as to then be able to establish the
geographical associations of these transactions.

[0070] In a second stage, the remote server 20 compares
the number of geographical transactions associated with the
sales point with a pre-determined threshold for this sales
point. This pre-determined threshold can be given to the
remote server at the same time as the information on location
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of the sales point, for example when the merchant of the
given sales point subscribes to the above-mentioned service
for managing the security of the electronic payment termi-
nals.

[0071] As already described here above, the number of
transactions geographically associated with a sales point can
be compared with a threshold pre-determined for this sales
point as and when the transactions are made or periodically.

[0072] In addition, the pre-determined threshold associ-
ated with a given sales point can be static or variable, for
example depending on time.

[0073] Thus, depending on the activity of a sales point,
several thresholds can be defined as a function of particular
time periods. Thus, one threshold can be defined for week-
days and a different threshold can be determined for Satur-
days (days with potentially greater activity), or else different
thresholds can be defined according to the time of day with
a specific threshold for the midday time slot. Particular
periods of sales or periods of specific promotional opera-
tions can also be taken into account to define a specific
threshold. Such a variable threshold makes it possible
indeed to remove or at least to limit the generation of “false”
alerts.

[0074] Finally, when the remote server 20 has detected the
fact that a number of transactions geographically associated
with a sales point is greater than the threshold associated
with this sales point, the server 20 generates an alert and
transmits it, according to the different embodiments already
described here above, to a pre-defined entity (the portable
terminal of the merchant or of a person in charge of security
of a fleet of terminals).

[0075] Thus, the proposed solution, in the different par-
ticular embodiments described here above which can be
combined with each other, makes it possible to detect a risk
of replacement of an authentic electronic payment terminal
by a fraudulent electronic payment terminal and, in the event
of detection of such a risk, to alert the person pre-identified
as being capable of validating or not validating the fact that
this replacement has taken place and of implementing the
associated actions if necessary.

5.2. Other Characteristics and Advantages

[0076] Referring to FIGS. 3 and 4, we describe an
example of a device for detecting a risk of replacement, in
a sales point, of an authentic electronic payment terminal by
a fraudulent electronic payment terminal comprising means
for executing the method described here above.

[0077] As illustrated in FIG. 3, such a device 20, for
example a remote server as described here above with
reference to FIG. 2 or again an entity of a sales point,
comprises means 30 (for example in the form of one or more
modules) for comparing a number Nb-transactions-POSi of
transactions, geographically associated with a given sales
point, with a pre-determined threshold Si for this sales point.
The device 20 also comprises means (for example in the
form of one or more modules) for generating an alert 31
when the means of comparison have delivered a positive
result.

[0078] This device 20 is now described with reference to
FIG. 4.
[0079] For example, the device comprises a memory 41

constituted by a buffer memory, a processing unit 42
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equipped for example with the microprocessor and driven by
the computer program 43 implementing a method for veri-
fying authenticity.

[0080] At initialization, the code instructions of the com-
puter program 43 are for example loaded into a memory and
then executed by the processor of the processing unit 42. The
processing unit 42 inputs for example a number Nb-trans-
actions-POSi of transactions geographically associated with
a given sales point. The microprocessor of the processing
unit 42 implements the steps of the method for detecting a
risk of replacement, in a sales point, of an authentic elec-
tronic payment terminal by a fraudulent electronic payment
terminal, according to the instructions of the computer
program 43 to generate an alert.

[0081] To this end, the device comprises, an addition to the
buffer memory 41, means 30 for comparing a number
Nb-transactions-POSi of transactions, geographically asso-
ciated with the given sales point, with a pre-determined
threshold Si for this sales point and means (for example in
the form of one or more modules) for generating an alert 31,
when the means of comparison have delivered a positive
result.

1. A method for detecting a risk of replacement, at a sales
point, of an authentic electronic payment terminal by a
fraudulent electronic payment terminal, wherein the method
comprises the following acts for at least one transaction
made:

receiving at least one piece of information on a location

of said transaction;

geographically associating said transaction with said sales

point when said received information on location is
substantially identical to that of said sales point, deliv-
ering a number of transactions geographically associ-
ated with said sales point; and

generating an alert when the number of transactions

geographically associated with said sales point is above
a pre-determined threshold (Si).

2. (canceled)

3. The method for detecting according to claim 2, wherein
the act of receiving a piece of information on the location
comprises a sub-act authenticating said received piece of
information on the location.

4. The method for detecting according to claim 1, wherein
said sales point is associated with at least one merchant and
the method furthermore comprises sending out said gener-
ated alert towards at least one entity pre-associated with said
merchant.
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5. The method for detecting according to claim 1, wherein
said at least one piece of information on the location
corresponds to the GPS coordinates of a place at which the
transaction is made.

6. The method for detecting according to claim 1, wherein
the method comprises an act of determining a piece of
information on location of said sales point and said act of
association implements a comparison between said infor-
mation on location of said transaction and the sales point.

7. The method for detecting according to claim 4, wherein
the method is implemented by a remote server correspond-
ing to a server of at least one banking institution of said
merchant.

8. A device for detecting a risk of replacement, in a sales
point, of an authentic electronic payment by a fraudulent
electronic payment terminal, wherein the device comprises:

a non-transitory computer-readable medium comprising

program code instructions stored thereon;

a processor configured by the program code instructions

to perform acts comprising:

receiving at least one piece of information on a location

of said transaction;

geographically associating said transaction with said sales

point when said received information on location is
substantially identical to that of said sales point, deliv-
ering a number of transactions geographically associ-
ated with said sales point; and

generating an alert when the number of transactions

geographically associated with said sales point is
greater than a pre-determined threshold.

9. (canceled)

10. A non-transitory computer-readable medium compris-
ing instructions stored thereon for performing a method of
detecting a risk of replacement, in a sales point, of an
authentic electronic payment by a fraudulent electronic
payment terminal, when the instructions are executed by a
processor, wherein the instructions configure the processor
to perform acts comprising:

receiving at least one piece of information on a location

of said transaction;

geographically associating said transaction with said sales

point when said received information on location is
substantially identical to that of said sales point, deliv-
ering a number of transactions geographically associ-
ated with said sales point; and

generating an alert when the number of transactions

geographically associated with said sales point is
greater than a pre-determined threshold.
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