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(57) ABSTRACT

Systems, methods, and storage media for management of
identity systems in an identity infrastructure are disclosed.
Exemplary implementations may: install a discovery agent
in the identity infrastructure; assess the identity infrastruc-
ture by the discovery agent; install an identity fabric in the
identity infrastructure based on the assessing; receive, at the
identity infrastructure, one or more data flows pertaining to
identity data or identity metadata for at least one identity
domain/system; manage, by a controller element, control
plane operations across one or more elements or agents;
manage, by at least one of the agents, the one or more data
flows; detect and monitor, by the one or more elements or
agents, at least one event linked to the one or more data
flows; and assess the identity data or metadata and an
associated state across the identity domains in the identity
infrastructure based on the detecting and monitoring.
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SYSTEMS, METHODS, AND STORAGE
MEDIA FOR ADMINISTRATION OF
IDENTITY MANAGEMENT SYSTEMS
WITHIN AN IDENTITY INFRASTRUCTURE

CLAIM OF PRIORITY UNDER 35 U.S.C. § 119

[0001] The present Application for Patent claims priority
to U.S. Provisional Application No. 63/002,921 filed Mar.
31, 2020, and assigned to the assignee hereof, which is
hereby expressly incorporated by reference herein.

FIELD OF THE DISCLOSURE

[0002] The present disclosure relates to systems, methods,
and storage media for administration of identity manage-
ment systems within an identity infrastructure. Specifically,
but not intended to limit the invention, the present invention
relates to one or more systems, methods, and/or devices that
enable centralized configuration and administration of dis-
parate identity management systems.

BACKGROUND

[0003] An identity management system refers to comput-
ing platforms implementing a set of technologies used for
controlling individual identities, their authentication, autho-
rization, roles and privileges within or across the system and
any enterprise boundaries associated with the system. These
identity management systems are utilized to increase secu-
rity within the system and enterprise boundaries, thereby
increasing productivity, while decreasing cost, downtime,
and repetitive tasks.

[0004] Types of functions provided by an identity man-
agement system include digital file access control, password
management, provisioning of services within the network;
enabling single sign-on (SSO), managing security tokens;
and mitigating risk, among others. To provide these features,
identity management systems frequently use identifiers
comprising data used to identify a subject, credentials com-
prising evidence to support for claims about identities or
parts thereof, and attributes comprising characteristics of a
subject.

[0005] Since many entities utilize multiple third-party
providers of cloud services, there is increased fragmentation,
layering, and dispersion of identity management within
single organizations that utilize multiple services. This frag-
mentation, layering, and dispersion of identity management
can create a cumbersome system to effectively administer.

SUMMARY

[0006] The following presents a summary relating to one
or more aspects and/or embodiments disclosed herein. The
following summary should not be considered an extensive
overview relating to all contemplated aspects and/or
embodiments, nor should the following summary be
regarded to identify key or critical elements relating to all
contemplated aspects and/or embodiments or to delineate
the scope associated with any particular aspect and/or
embodiment. Accordingly, the following summary has the
sole purpose to present certain concepts relating to one or
more aspects and/or embodiments relating to the mecha-
nisms disclosed herein in a simplified form to precede the
detailed description presented below. For the purposes of
this disclosure, the term “authentication” may refer to the
process of verifying who a user is (i.e., to confirm that users
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are who they say they are), while the term “authorization”
may refer to the process of verifying what a user has access
to (e.g., access to a resource, such as an app, a document, a
database, etc.).

[0007] Given the number and complexity of separate
identity management systems utilized by a single organiza-
tion, consolidating the administration of these identity man-
agement systems is difficult. However, described herein are
systems, methods, and storage media for administering
numerous distinct identity management systems.

[0008] Specifically, one aspect disclosed herein relates to
systems, methods, and/or devices that enable the centralized
configuration and management of disparate identity man-
agement systems. It introduces systems elements such as
executable scripts and code (i.e., workers and proxies) that
assist in the overall management (i.e., meta-management) of
identity information to facilitate the orchestration, integra-
tion, and abstraction of identity data and metadata. In some
cases, Discovery Agents may be installed within an existing
Identity Infrastructure (e.g., systems 316 seen in FIG. 3A),
wherein the Discovery Agents may be configured to report
back details about the existing Identity Infrastructure. In
some embodiments, Discovery Agents may also help iden-
tity one or more Identity Fabric elements, (as described in
Paragraph 0023 and elsewhere), also referred to herein as
identity fabric agents, “elements”, and/or “agents”, for
installing and/or may identify one or more locations for
installing Controller Agent(s) to manage at least a portion of
the elements installed (it is contemplated that the one or
more of the Identity Fabric elements and the agents
described herein may be hereinafter referred to as the
“Identity Fabric”). Alternatively, in lieu of a Controller
Agent, each element may be configured and managed
directly. In some embodiments, Orchestrating Agents may
be installed and placed as proxies and orchestrators within
the flow of Identity Data (e.g., authentication and authori-
zation requests, managing users, setting and reading user
attributes) and Identity Metadata (e.g., setting, editing, and
reading access policies, password rules, data locations, rules
controlling user administration tasks and the hierarchy del-
egation of those tasks, rules for assigning user memberships
in groups, roles, etc., and rules or policies to determine the
assignment of accounts to users) of the existing system or
identity infrastructure. Additional types of Identity Data may
comprise security token registration and/or presentation,
registration of user devices, user metrics used to inform
authentication and/or authorization decisions, and session
tokens. Such user metrics may include information related to
the user at the time the user provides a request. For example,
auser’s current IP address, the configuration of a user device
including any extensions used by a user, and behavioral data
(e.g., how quickly a user types, implied velocity a user has
traveled since a previous authentication attempt, which may
be based upon the geographic locations of each authentica-
tion attempt) or risk data (how a user’s current behavior
compares to a similar cohort of users, how many times a user
has attempted to authenticate over a period of time) may all
comprise such user metrics.

[0009] Decisions about when and how to authenticate or
authorize access are based on these conditions, and so are
not “fixed” by attributes that are known about the user in
advance. In some cases, Fabric Connectors may be added to
the Orchestrating Agents to facilitate communication with
Identity Domains of different types. Furthermore, Monitor-
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ing Agents and Configuration Agents may be added to the
identity infrastructure to assist in the management of the
flow of Identity Data and Identity Metadata. In some
examples, event data may be collected from the one or more
elements of the Identity Fabric and made available for audit
and/or compliance.

[0010] One aspect of the present disclosure relates to a
system configured for management of identity management
systems (e.g., systems 316 seen in FIG. 3A) in an identity
infrastructure (e.g., architecture 301-a in FIG. 3A). The
system may include one or more hardware processors con-
figured by machine-readable instructions. The processor(s)
may be configured to install at least one discovery agent
element in the identity infrastructure. The identity infra-
structure may include one or more identity domains (which
may comprise, include, be a part of, or otherwise incorporate
systems 316 seen in FIG. 3A). The at least one discovery
agent element may be installed on or adjacent to an identity
infrastructure element in the identity infrastructure (e.g.,
systems 316 seen in FIG. 3A). The processor(s) may be
configured to assess, via information provided by the at least
one discovery agent element, the identity infrastructure. The
assessing may include one or more of detecting and report-
ing identity data and identity metadata from the identity
infrastructure, the current hardware in the identity infra-
structure, and the identity infrastructure network compo-
nents and network communication configuration, and iden-
tifying one or more identity fabric elements or agents for
installing. The identity data may include one or more of a
user identity, a user credential, and a user attribute for one
or more individual users of the one or more identity
domains, or other data as described herein. The identity
metadata may include one or more of a password rule, an
authorization policy, an authentication policy, a trust policy,
and network locations for identity domain elements of the
one or more identity domains, or other data as described
herein. The processor(s) may be further configured to install
the identified identity fabric elements in the identity infra-
structure based at least in part on the assessing. The identity
fabric elements may include the one or more elements or
agents in communication with each other. The elements or
agents may be selected from a group comprising orchestrat-
ing agents, fabric connectors utilizing a common application
programming interface for communications with the one or
more identity domains, controller elements, configuration
agents, and monitoring agents. At least one element or agent
may be configurable into another type of element or agent or
as more than one type of element or agent. This may happen
when new identity systems 316 are discovered, when net-
work infrastructure changes, and/or when system adminis-
trators need to alter the architecture/infrastructure of the
identity fabric. The processor(s) may be configured to
receive one or more data flows pertaining to identity data or
identity metadata for at least one identity domain. The one
or more data flows may be linked to at least one event.
Events may comprise user authentication and authorization,
changes in policy, requests for user attribute information,
changes to user attributes or identity metadata, addition of
user identity and attribute stores, connections to and
exchange of metadata with 3rd party identity providers
(from outside of the enterprise boundary), changes (create/
update/delete) to user administration policies, and configur-
ing integration between the identity system and supplemen-
tal systems. One such supplemental system may comprise a
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system that manages user metrics. Such a system may gather
information about a user’s current behavior, compare the
information to a cohort of similar users, and place the user
within a percentile, based on the similarity of the user’s
behavior to the identified cohort. In one such example, if a
user’s behavior across an identified period of time is the
same as, or greater than, the behavior of an identified
percentage of the comparative cohort, the user will be
identified as “low risk” and granted access, “medium risk”,
or “high risk”. One such identified period of time may
comprise a configurable period of time and may include an
“impossible” period of time setting. An example of an
impossible period of time may comprise a distance greater
than an allowed distance for the time between access
attempts. The allowed distance may be based upon a maxi-
mum speed to travel between two locations. In one example,
a first access attempt using a New York, N.Y. geographical
location and a second access attempt five minutes after the
first access attempt using a Los Angeles, Calif. geographical
location would comprise such an impossible period of time.
A user may be denied access if they are identified as high
risk and allowed access if they are low risk. A configurable
action may occur for medium risk as well. The percentage
similarity for low risk may be 85%, although each of the
percentages for determining “low”, “medium”, and “high”
risk are configurable.

[0011] In the example above, a supplemental system
would gather information about the user’s current behavior
and compare that to a cohort of similar users and determine
things such as a % comparison. This person’s current
behavior is similar to the behavior of 85% of the compara-
tive cohort and therefore represents a relative risk that is
represented by some scale (low-medium-high, or number is
scale of 1-100). Change in policy may be related to policy
changes affecting how to authenticate or authorize users
trying to access applications, services, or other resources or
may be related to controlling the actions of the administra-
tors of the identity system itself. Administrator policies may
determine the privileges and permissions a given identity
administrator has when interacting with the identity system.
For example, such policies may determine whether the
administrator can change a user’s authentication policies
that control access to applications, services or other
resources.

[0012] The other are policies that control the actions of the
administrators of the identity system itself. These policies
determine the privileges and permissions a given identity
administrator has when interacting with the identity system,
for example whether he/she can change the authentication
policies that control the end user’s access to applications,
services or other resources. The processor(s) may be con-
figured to manage, by the controller element, control plane
operations across the one or more elements or agents. The
processor(s) may be configured to manage, by at least one of
the orchestrating agents, the configuration agent and the
monitoring agent. The one or more data flows may flow
through the identity fabric or via the fabric connectors. The
processor(s) may be configured to detect and monitor, by the
one or more elements or agents of the identity fabric, the at
least one event linked to the one or more data flows. The
processor(s) may be configured to assess the identity data or
metadata and an identity data or metadata state across the
one or more identity domains in the identity infrastructure
based at least in part on the detecting and monitoring.
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[0013] Another aspect of the present disclosure relates to
a method for management of identity management systems
in an identity infrastructure. The method may include install-
ing at least one discovery agent element in the identity
infrastructure. The identity infrastructure may include one or
more identity domains. The at least one discovery agent
element may be installed on or adjacent to an identity
infrastructure element in the identity infrastructure. The
method may include assessing, by the at least one discovery
agent element, the identity infrastructure. The assessing may
include one or more of detecting and reporting identity data
and identity metadata from the identity infrastructure and
identifying one or more elements or agents for installing.
The identity data may include one or more of a user identity,
a user credential, and a user attribute for one or more
individual users of the one or more identity domains. The
identity metadata may include one or more of a password
rule, an authorization policy, an authentication policy, a trust
policy, and network locations for identity domain elements
of the one or more identity domains. The method may
include installing identity fabric elements in the identity
infrastructure based at least in part on the assessing. The
identity fabric elements may include the one or more ele-
ments or agents in communication with each other. The
elements or agents may be selected from a group consisting
of orchestrating agents, fabric connectors utilizing a com-
mon application programming interface for communications
with the one or more identity domains, controller elements,
configuration agents, monitoring agents, and additional dis-
covery agents. At least one element or agent may be con-
figurable into another type of element or agent or as more
than one type of element or agent. The method may include
receiving, at the identity infrastructure, one or more data
flows pertaining to identity data or identity metadata for at
least one identity domain. The one or more data flows may
be linked to at least one event. The method may include
managing, by the controller element, control plane opera-
tions across the one or more elements or agents. The method
may include managing, by at least one of the orchestrating
agent, the configuration agent and the monitoring agent, the
one or more data flows, where the one or more data flows
may flow through the identity fabric or via the fabric
connectors. The method may include detecting and moni-
toring, by the one or more elements or agents of the identity
fabric, the at least one event linked to the one or more data
flows. The method may include assessing the identity data or
metadata and an identity data or metadata state across the
one or more identity domains in the identity infrastructure
based at least in part on the detecting and monitoring.

[0014] Yet another aspect of the present disclosure relates
to a non-transient computer-readable storage medium hav-
ing instructions embodied thereon, the instructions being
executable by one or more processors to perform a method
for management of identity management systems in an
identity infrastructure. The method may include installing at
least one discovery agent element in the identity infrastruc-
ture. The identity infrastructure may include one or more
identity domains. The at least one discovery agent element
may be installed on or adjacent to a critical identity infra-
structure element in the identity infrastructure. The method
may include assessing, by the at least one discovery agent
element, the identity infrastructure. The assessing may
include one or more of detecting and reporting identity data
and identity metadata from the identity infrastructure and
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identifying one or more elements or agents for installing.
The identity data may include one or more of a user identity,
a user credential, and a user attribute for one or more
individual users of the one or more identity domains. The
identity metadata may include one or more of a password
rule, an authorization policy, an authentication policy, a trust
policy, and network locations for identity domain elements
of the one or more identity domains. The method may
include installing an identity fabric in the identity infrastruc-
ture based at least in part on the assessing. The identity
fabric may include the one or more elements or agents in
communication with each other. The elements or agents may
be selected from a group consisting of orchestrating agents,
fabric connectors utilizing a common application program-
ming interface for communications with the one or more
identity domains, controller elements, configuration agents,
and monitoring agents. At least one element or agent may be
configurable into another type of element or agent or as more
than one type of element or agent. The method may include
receiving, at the identity infrastructure, one or more data
flows pertaining to identity data or identity metadata for at
least one identity domain. The one or more data flows may
be linked to at least one event. The method may include
managing, by the controller element, control plane opera-
tions across the one or more elements or agents. The method
may include managing, by at least one of the orchestrating
agent, the configuration agent and the monitoring agent. The
one or more data flows may flow through the identity fabric
or via the fabric connectors. The method may include
detecting and monitoring, by the one or more elements or
agents of the identity fabric, the at least one event linked to
the one or more data flows. The method may include
assessing the identity data or metadata and an identity data
or metadata state across the one or more identity domains in
the identity infrastructure based at least in part on the
detecting and monitoring.

[0015] These and other features, and characteristics of the
present technology, as well as the methods of operation and
functions of the related elements of structure and the com-
bination of parts and economies of manufacture, will
become more apparent upon consideration of the following
description and the appended claims with reference to the
accompanying drawings, all of which form a part of this
specification, wherein like reference numerals designate
corresponding parts in the various figures. It is to be
expressly understood, however, that the drawings are for the
purpose of illustration and description only and are not
intended as a definition of the limits of the invention. As
used in the specification and in the claims, the singular form
of ‘a’, ‘an’, and ‘the’ include plural referents unless the
context clearly dictates otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] FIG. 1 illustrates a system configured for manage-
ment of identity management systems in an identity infra-
structure, in accordance with one or more implementations.
[0017] FIG. 2 illustrates a method for management of
identity management systems in an identity infrastructure, in
accordance with one or more implementations.

[0018] FIG. 3A illustrates a distributed identity manage-
ment environment comprising the system of FIG. 1, accord-
ing to an embodiment of the disclosure.

[0019] FIG. 3B illustrates a detailed view of the system in
FIG. 3A, according to an embodiment of the disclosure.
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[0020] FIG. 4 illustrates a process flow for identity orches-
tration, according to an embodiment of the disclosure.
[0021] FIG. 5 illustrates a process flow for integrating
identity across multiple identity systems according to an
embodiment of the disclosure.

[0022] FIG. 6 illustrates an example of an identity control
plane for managing control plane operations, according to an
embodiment of the disclosure.

[0023] FIG. 7 illustrates a block diagram of a computing
system, according to an embodiment of the disclosure.
[0024] Table 1 is alist of agents or elements configured for
management of identity systems in an identity infrastructure,
in accordance with one or more implementations.

DETAILED DESCRIPTION

[0025] FIG. 1 illustrates a system 100 for operating iden-
tity management systems in an identity infrastructure. Seen
in FIG. 3A is a system 300-¢ in a distributed identity
management environment, where the system 300-a is com-
municatively coupled to various identity management sys-
tems 316 via one or more fabric connectors 315. Returning
now to FIG. 1, in some implementations, system 100 may
include one or more servers 102. Server(s) 102 may be
configured to communicate with one or more client com-
puting platforms 104 according to a client/server architec-
ture and/or other architectures. Client computing platform(s)
104 may be configured to communicate with other client
computing platforms via server(s) 102 and/or according to a
peer-to-peer architecture and/or other architectures. Users
may access system 100 via client computing platform(s)
104. In some examples, the client computing platforms 104
may comprise the identity management systems 316. Alter-
natively, the client computing platform 104 may be com-
municatively coupled to the identity management systems
316.

[0026] Server(s) 102 may be configured by machine-
readable instructions 106. Machine-readable instructions
106 may include one or more instruction modules. The
instruction modules may include computer program mod-
ules. The instruction modules may further include one or
more of an agent element installment module 108, identity
infrastructure assessment module 110, identity fabric ele-
ments installment module 112, data receiving module 114,
control plane operation managing module 116, configuration
agent managing module 118, element agent detection mod-
ule 120, identity data assessment module 122, message
authentication module 124, message checking module 126,
message authorizing module 128, identity data moving
module 130, and/or other instruction modules. It is contem-
plated that the identity fabric elements installment module
112 may also be referred to herein as an identity fabric
installment module 112. Further, the element agent detection
module 120 may also be referred to as an event detection
module 120.

[0027] Element agent detection module 120 (or event
detection module 120) may be configured to detect and
monitor, by the one or more elements or agents of the
identity fabric 318, as seen in FIG. 3A, at least one event
linked to the one or more data flows in the identity fabric
318. In circumstances, the element agent detection module
120 may work in conjunction with one or more elements
within the identity fabric 318 and communicatively coupled
to the identity fabric 318, including, but not limited to,
orchestrating agents, fabric connectors utilizing a common
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application programming interface (API) for communica-
tions with the one or more identity domains (i.e., the identity
management systems 316 in FIG. 3A), controller elements,
configuration agents, monitoring agents, and discovery
agents, further described in relation to FIGS. 3A and 3B, to
detect and monitor events linked to data flows through the
identity fabric or via the fabric connectors. For instance,
individual elements or agents of the identity fabric may
detect and monitor data flows passing through them, and
relay information pertaining to events linked to the data
flows to the element agent detection module 120. In this
way, the element agent detection module 120 may be able to
monitor events linked to data flows pertaining to identity
data or identity metadata received at the identity infrastruc-
ture. In some examples, system 100 may comprise more
than one element agent detection or event detection module
120.

[0028] Agent element installment module 108 may be
configured to install at least one discovery agent element in
the identity infrastructure. The identity infrastructure may
include one or more identity domains. The at least one
discovery agent element may be installed on or adjacent to
an identity infrastructure element in the identity infrastruc-
ture.

[0029] Identity infrastructure assessment module 110 may
be configured to assess, by the at least one discovery agent
element, the identity infrastructure. The assessing may
include one or more of detecting and reporting identity data
and identity metadata from the identity infrastructure and
identifying one or more elements or agents for installing.
Communication between the one or more elements or agents
may be secured via transport layer security. By way of
non-limiting example, the identity data may include one or
more of a user identity, a user credential, and a user attribute
for one or more individual users of the one or more identity
domains. By way of non-limiting example, the identity
metadata may include one or more of a password rule, an
authorization policy, an authentication policy, a trust policy,
and network locations for identity domain elements of the
one or more identity domains.

[0030] Identity fabric installment module 112 may be
configured to install various identity fabric elements to
create the identity fabric 318, as seen in FIG. 3A, in the
identity infrastructure based at least in part on the assessing.
By way of non-limiting example, managing the one or more
data flows through the identity fabric may include managing
the one or more data flows pertaining to identity data, the
identity data including one or more of an authentication
request, an authorization request, and an update of user
attributes or credentials. Managing control plane operations
may further include spawning one or more new elements or
agents or decommissioning one or more existing elements or
agents in the identity fabric. The identity fabric may include
the one or more elements or agents in communication with
each other. In some embodiments, the communication may
further include requesting, by an element or agent, at least
one action from another element or agent. Examples of such
actions include, but are not limited to performing a local file
change to effect a configuration update in the local Identity
Domain (outside of the purview of the requesting element),
updating the requestee’s software version or configuration,
having the requestee delete itself, and/or performing local
searches for specific information outside of the requester’s
purview.
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[0031] By way of non-limiting example, the elements or
agents may be selected from a group consisting of orches-
trating agents, fabric connectors utilizing a common API for
communications with the one or more identity domains,
controller elements, configuration agents, and monitoring
agents. For example, fabric connectors may utilize a master
API configured to communicate with different APIs for
different identity domains. Specifically, communication to
the connectors, agents and administrators may utilize a
common API to receive tasks. One such task may comprise
a “CreateUser” task for setting up a user in the system and/or
a specific Identity Domain. In such a scenario, the connec-
tors may translate between the master API (i.e., a common
language API) to the specific APIs for the Identity Domain
(s). In some circumstances, each identity domain may have
its own API, either explicitly or implicitly, which may or
may not be published for general public use. In some
examples, at least one element or agent may be configurable
into another type of element or agent, or as more than one
type of element or agent.

[0032] Data receiving module 114 may be configured to
receive, at the identity infrastructure, one or more data flows
pertaining to identity data or identity metadata for at least
one identity domain. The one or more data flows may be
linked to at least one event. The communication may further
include reporting, by at least one element or agent, the at
least one event to the one or more other elements or agents.
[0033] Control plane operation managing module 116 may
be configured to manage, by the controller element, control
plane operations across the one or more elements or agents,
further described in relation to FIGS. 3B and 6.

[0034] Configuration agent managing module 118 may be
configured to manage, by at least one of the orchestrating
agent, the configuration agent and the monitoring agent, the
one or more data flows through the identity fabric or via the
fabric connectors.

[0035] Identity data assessment module 122 may be con-
figured to assess the identity data or metadata and an identity
data or metadata state across the one or more identity
domains in the identity infrastructure based at least in part on
the detecting and monitoring.

[0036] Message authentication module 124 may be con-
figured to authenticate incoming messages from a message
originator. One such authentication may comprise key/
certification matching. Other authentication mechanisms
may include but are not limited to standards-based authen-
tication mechanisms such as OpenlD Connect, OAuth,
SAML, and password-based mechanisms. In some cases, the
message originator may be a user or an administrator. By
way of non-limiting example, managing the one or more
data flows via the fabric connector may include one or more
of detecting and applying changes in an overall state of the
identity infrastructure and acting upon an identity domain of
the one or more identity domains on behalf of a user or an
administrator based at least in part on an authentication
performed by the user, a request for permission to access a
protected resource by the user, an update to user attributes or
credentials by the user, or setting of access policy rules by
an administrator.

[0037] Message checking module 126 may be configured
to check the incoming messages for authorization based at
least in part on evaluating message contents of the incoming
messages with respect to permissions granted to the message
originator.
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[0038] Message authorizing module 128 may be config-
ured to authorize or flag the incoming messages based at
least in part on the checking.

[0039] Identity data moving module 130 may be config-
ured to move identity data and associated identity data
requests for the one or more identity domains between
different geographic regions based at least in part on one or
more identity regulatory constraints.

[0040] In some cases, managing the one or more data
flows through the identity fabric may include directing
requests to one or more other elements or agents of the
identity fabric or to an appropriate identity domain of the
one or more identity domains.

[0041] In some implementations, by way of non-limiting
example, the one or more data flows pertaining to identity
metadata may include one or more of setting access policies,
password rules, and data locations of identity data and
metadata. In some implementations, managing control plane
operations may further include updating software versions
or certificate versions in the identity infrastructure. In some
implementations, managing control plane operations may
further include indicating, by the controller element, an
indication of a new traffic flow to one or more elements or
agents based at least in part on identifying a new identity
workflow.

[0042] In some implementations, server(s) 102, client
computing platform(s) 104, and/or external resources 132
may be operatively linked via one or more electronic com-
munication links. For example, such electronic communi-
cation links may be established, at least in part, via a
network such as the Internet and/or other networks. It will be
appreciated that this is not intended to be limiting, and that
the scope of this disclosure includes implementations in
which server(s) 102, client computing platform(s) 104,
and/or external resources 132 may be operatively linked via
some other communication media.

[0043] A given client computing platform 104 may
include one or more processors configured to execute com-
puter program modules. The computer program modules
may be configured to enable an expert or user associated
with the given client computing platform 104 to interface
with system 100 and/or external resources 132, and/or
provide other functionality attributed herein to client com-
puting platform(s) 104. By way of non-limiting example, the
given client computing platform 104 may include one or
more of a desktop computer, a laptop computer, a handheld
computer, a tablet computing platform, a NetBook, a Smart-
phone, a gaming console, and/or other computing platforms.

[0044] External resources 132 may include sources of
information outside of system 100, external entities partici-
pating with system 100, and/or other resources. In some
implementations, some or all of the functionality attributed
herein to external resources 132 may be provided by
resources included in system 100.

[0045] Server(s) 102 may include electronic storage 134,
one or more processors 136, and/or other components.
Server(s) 102 may include communication lines, or ports to
enable the exchange of information with a network and/or
other computing platforms. Illustration of server(s) 102 in
FIG. 1 is not intended to be limiting. Server(s) 102 may
include a plurality of hardware, software, and/or firmware
components operating together to provide the functionality
attributed herein to server(s) 102. For example, server(s) 102



US 2021/0306325 Al

may be implemented by a cloud of computing platforms
operating together as server(s) 102.

[0046] Electronic storage 134 may comprise non-transi-
tory storage media that electronically stores information.
The electronic storage media of electronic storage 134 may
include one or both of system storage that is provided
integrally (i.e., substantially non-removable) with server(s)
102 and/or removable storage that is removably connectable
to server(s) 102 via, for example, a port (e.g., a USB port,
a firewire port, etc.) or a drive (e.g., a disk drive, etc.).
Electronic storage 134 may include one or more of optically
readable storage media (e.g., optical disks, etc.), magneti-
cally readable storage media (e.g., magnetic tape, magnetic
hard drive, floppy drive, etc.), electrical charge-based stor-
age media (e.g.,, EEPROM, RAM, etc.), solid-state storage
media (e.g., flash drive, etc.), and/or other electronically
readable storage media. Electronic storage 134 may include
one or more virtual storage resources (e.g., cloud storage, a
virtual private network, and/or other virtual storage
resources). Electronic storage 134 may store software algo-
rithms, information determined by processor(s) 136, infor-
mation received from server(s) 102, information received
from client computing platform(s) 104, and/or other infor-
mation that enables server(s) 102 to function as described
herein.

[0047] Processor(s) 136 may be configured to provide
information processing capabilities in server(s) 102. As
such, processor(s) 136 may include one or more of a digital
processor, an analog processor, a digital circuit designed to
process information, an analog circuit designed to process
information, a state machine, and/or other mechanisms for
electronically processing information. Although processor
(s) 136 is shown in FIG. 1 as a single entity, this is for
illustrative purposes only. In some implementations, proces-
sor(s) 136 may include a plurality of processing units. These
processing units may be physically located within the same
device, or processor(s) 136 may represent processing func-
tionality of a plurality of devices operating in coordination.
Processor(s) 136 may be configured to execute modules 108,
110,112, 114, 116, 118, 120, 122, 124, 126, 128, and/or 130,
and/or other modules. Processor(s) 136 may be configured
to execute modules 108, 110, 112, 114, 116, 118, 120, 122,
124, 126, 128, and/or 130, and/or other modules by soft-
ware; hardware; firmware; some combination of software,
hardware, and/or firmware; and/or other mechanisms for
configuring processing capabilities on processor(s) 136. As
used herein, the term “module” may refer to any component
or set of components that perform the functionality attrib-
uted to the module. This may include one or more physical
processors during execution of processor readable instruc-
tions, the processor readable instructions, circuitry, hard-
ware, storage media, or any other components.

[0048] It should be appreciated that although modules
108,110, 112, 114, 116, 118, 120, 122, 124, 126, 128, and/or
130 are illustrated in FIG. 1 as being implemented within a
single processing unit, in implementations in which proces-
sor(s) 136 includes multiple processing units, one or more of
modules 108, 110, 112, 114, 116, 118, 120, 122, 124, 126,
128, and/or 130 may be implemented remotely from the
other modules. The description of the functionality provided
by the different modules 108, 110, 112, 114, 116, 118, 120,
122, 124, 126, 128, and/or 130 described below is for
illustrative purposes, and is not intended to be limiting, as
any of modules 108, 110, 112, 114, 116, 118, 120, 122, 124,
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126, 128, and/or 130 may provide more or less functionality
than is described. For example, one or more of modules 108,
110, 112, 114, 116, 118, 120, 122, 124, 126, 128, and/or 130
may be eliminated, and some or all of its functionality may
be provided by other ones of modules 108, 110, 112, 114,
116, 118, 120, 122, 124, 126, 128, and/or 130. As another
example, processor(s) 136 may be configured to execute one
or more additional modules that may perform some or all of
the functionality attributed below to one of modules 108,
110,112, 114,116, 118, 120, 122, 124, 126, 128, and/or 130.

[0049] FIG. 2 illustrates a method 200 for management of
identity management systems in an identity infrastructure, in
accordance with one or more implementations. The opera-
tions of method 200 presented below are intended to be
illustrative. In some implementations, method 200 may be
accomplished with one or more additional operations not
described, and/or without one or more of the operations
discussed. Additionally, the order in which the operations of
method 200 are illustrated in FIG. 2 and described below is
not intended to be limiting.

[0050] In some implementations, method 200 may be
implemented in one or more processing devices (e.g., a
digital processor, an analog processor, a digital circuit
designed to process information, an analog circuit designed
to process information, a state machine, and/or other mecha-
nisms for electronically processing information). The one or
more processing devices may include one or more devices
executing some or all of the operations of method 200 in
response to instructions stored electronically on an elec-
tronic storage medium. The one or more processing devices
may include one or more devices configured through hard-
ware, firmware, and/or software to be specifically designed
for execution of one or more of the operations of method
200.

[0051] A first operation 202 may include installing at least
one discovery agent element (e.g., shown as discovery agent
374 in FIG. 3B) in the identity infrastructure. The identity
infrastructure may include one or more identity domains. In
some cases, an identity domain may also be referred to as an
identity access management system or an identity system
316. The at least one discovery agent element may be
installed on or adjacent to a critical identity infrastructure
element (e.g., an Apache server, or an identity provider such
as an LDAP or SQL database, or at network ingress) in the
identity infrastructure. First operation 202 may be per-
formed by one or more hardware processors configured by
machine-readable instructions including a module that is the
same as or similar to agent element installment module 108,
in accordance with one or more implementations.

[0052] A second operation 204 may include assessing, by
the at least one discovery agent element, the identity infra-
structure. The assessing may include one or more of detect-
ing and reporting identity data and identity metadata from
the identity infrastructure and identifying one or more
elements or agents for installing. The identity data may
include one or more of a user identity, a user credential, and
a user attribute for one or more individual users of the one
or more identity domains. The identity metadata may
include one or more of a password rule, an authorization
policy, an authentication policy, a trust policy, and network
locations for identity domain elements of the one or more
identity domains. Second operation 204 may be performed
by one or more hardware processors configured by machine-
readable instructions including a module that is the same as
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or similar to identity infrastructure assessment module 110,
in accordance with one or more implementations.

[0053] Third operation 206 may include installing an
identity fabric in the identity infrastructure based at least in
part on the assessing. The identity fabric may include the one
or more elements or agents in communication with each
other. The elements or agents may be selected from a group
consisting of orchestrating agents, fabric connectors utiliz-
ing a common application programming interface for com-
munications with the one or more identity domains, con-
troller elements, configuration agents, and monitoring
agents. At least one element or agent may be configurable
into another type of element or agent, or as more than one
type of element or agent. Third operation 206 may be
performed by one or more hardware processors configured
by machine-readable instructions including a module that is
the same as or similar to identity fabric installment module
112, in accordance with one or more implementations.
[0054] Fourth operation 208 may include receiving, at the
identity infrastructure, one or more data flows pertaining to
identity data or identity metadata for at least one identity
domain. The one or more data flows may be linked to at least
one event, such as a user login, or a user requesting access
to a protected resource (e.g., an app, a document, etc.).
Fourth operation 208 may be performed by one or more
hardware processors configured by machine-readable
instructions including a module that is the same as or similar
to data receiving module 114, in accordance with one or
more implementations.

[0055] Fifth operation 210 may include managing, by the
controller element, control plane operations across the one
or more elements or agents, further described in relation to
FIG. 6. Fitth operation 210 may be performed by one or
more hardware processors configured by machine-readable
instructions including a module that is the same as or similar
to control plane operation managing module 116, in accor-
dance with one or more implementations.

[0056] Sixth operation 212 may include managing, by at
least one of the orchestrating agent, the configuration agent
and the monitoring agent, the one or more data flows. The
one or more data flows may flow through the identity fabric
or via the fabric connectors. Sixth operation 212 may be
performed by one or more hardware processors configured
by machine-readable instructions including a module that is
the same as or similar to configuration agent managing
module 118, in accordance with one or more implementa-
tions.

[0057] Seventh operation 214 may include detecting and
monitoring, by the one or more elements or agents of the
identity fabric, the at least one event linked to the one or
more data flows. Seventh operation 214 may be performed
by one or more hardware processors configured by machine-
readable instructions including a module that is the same as
or similar to element agent detection module 120, in accor-
dance with one or more implementations.

[0058] Eighth operation 216 may include assessing the
identity data or metadata and an identity data or metadata
state across the one or more identity domains in the identity
infrastructure based at least in part on the detecting and
monitoring. Eighth operation 216 may be performed by one
or more hardware processors configured by machine-read-
able instructions including a module that is the same as or
similar to identity data assessment module 122, in accor-
dance with one or more implementations.
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[0059] FIG. 3A illustrates a distributed identity manage-
ment environment 301 according to an embodiment of the
disclosure. In some cases, the distributed identity manage-
ment environment may comprise identity infrastructure for
one or more disparate identity systems 316 in use by a client
organization or enterprise. In some cases, at least a portion
of the disparate identity systems 316 may be associated with
one or more cloud computing platforms. For instance, the
client organization may utilize the cloud computing plat-
forms for running applications (“apps”) used by the client
organization’s workforce (e.g., a CRM app, such as SALES-
FORCE, an accounting app, project management app, an
app or software used by their HR department, to name a few
non-limiting examples) and/or the client organization’s cus-
tomers (e.g., a customer self-service portal used by custom-
ers of a wireless provider or internet-cable company). In
some cases, the system of the present disclosure facilitates
a distributed identity management environment through the
use of the identity fabric 318. In some aspects, the identity
fabric 318 may refer to a distributed identity model, which
may allow a client or user to consistently manage identity
and policies across multiple clouds or disparate identity
systems 316. In some cases, the distributed identity man-
agement environment 301 may comprise a system 300-a
configured for administration of one or more identity sys-
tems 316. System 300-¢ may be similar or substantially
similar to the system 100 described in relation to FIG. 1. In
some embodiments, the system 300-a may comprise a server
(not shown). Alternatively, the system 300-a may be imple-
mented using a server (e.g., the system 300-¢ may be hosted
on a server), where the server may be utilized to manage the
identity infrastructure. In some other cases, the server or
system 300-a may be configured to manage multiple dis-
tributed identity management environments, each distrib-
uted identity management environment associated with at
least one enterprise or organization and comprising one or
more identity systems. For instance, the server (or system
300-a) may be located in the cloud (i.e., not exclusive to a
single client) and may be configured to simultaneously
communicate with identity systems across multiple distrib-
uted identity management environments via the cloud. Alter-
natively, the identity infrastructure and/or disparate identity
systems (e.g., cloud-based identity systems, on-premises
identity systems) for each client organization or enterprise
may be managed via an existing identity infrastructure
element (e.g., identity infrastructure element 390 in FIG. 3B,
which may be an example of an on-premises Apache or
Nginx server).

[0060] In some cases, the system 300-¢ may comprise a
common Application Programming Interface (335) for com-
munications with the one or more identity domains or
identity systems 316. In some embodiments, applications or
apps may be distributed across multiple cloud platforms. For
instance, a company or organization may comprise first apps
325-a deployed on a first cloud platform 316-a, second apps
325-b deployed on a second cloud platform 316-4, third apps
325-¢ deployed on a third cloud platform 316-¢, fourth apps
325-d deployed on a fourth cloud platform 316-d, fifth apps
325-¢ deployed on a fifth cloud platform 316-¢, and sixth
apps 325-f deployed on a sixth cloud platform 316-f. In some
cases, each cloud platform 316 may be associated with a
unique identity infrastructure system and management sys-
tem. Additionally, since each cloud platform 316 may com-
prise varying identity capabilities, consistent management of
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user access policies may pose some challenges. The system
300-a may be configured to work as an abstraction layer
(e.g., by integrating with one or more cloud platforms and/or
identity systems, which allows apps to be decoupled from
identity), an identity control plane (e.g., by managing con-
sistent user identity and access policies for apps deployed
across multiple cloud platforms), or a combination thereof,
allowing organizations or enterprises to run apps 325 on
various cloud and identity systems (i.e., identity systems
316). In some examples, fabric connectors 305 may provide
for integration with different cloud platforms and/or identity
systems. Some non-limiting examples of identity systems
that may be supported by the fabric connectors include
AZURE ACTIVE DIRECTORY (AD) provided by
Microsoft Inc., of Redmond, Wash., OKTA provided by
Okta, Inc., of San Francisco, Calif.,, SYMANTEC SITE-
MINDER provided by Broadcom, Inc., of San Jose, Calif.,
ORACLE ACCESS MANAGER (OAM) provided by
Oracle Corporation of Austin, Tex., PING provided by Ping
Identity Corporation of Denver, Colo., SALESFORCE pro-
vided by Salesforce, Inc., of San Francisco, Calif., PLAINID
provided by PlainID Inc., of Tel Aviv, Israel, and FORG-
EROCK provided by ForgeRock of San Francisco, Calif. As
shown, the identity fabric 318 may comprise one or more
fabric connectors 305 (e.g., fabric connectors 305-a, 305-5,
305-¢, 305-d, 305-¢, 305-f). These fabric connectors 305
may allow one or more agents or elements of the system
300-a to manage the policies of the built-in identity systems,
further described in relation to FIG. 3B. As shown, the one
or more fabric connectors 305 may be in communication
with at least some of the other fabric connectors 305 (shown
by the dashed lines). Each of the dashed lines may represent
a data flow 315. As used herein, the term “data flow” may
refer to a path for data to move from different parts of the
distributed identity management environment. For instance,
data flow may refer to a path for data to move between
different identity systems 316, between different fabric con-
nectors 305 of the identity fabric 315, between a fabric
connector 305 and the system 300-a, and/or between dif-
ferent elements/agents within the identity fabric (e.g.,
between an orchestrating agent and a fabric connector,
between a discovery agent and a configuration agent, etc.),
to name a few non-limiting examples. In some examples, a
data flow may represent a single data element (e.g., user
name, date of birth, Social Security Number (SSN), etc.).
Alternatively, a data flow may represent a set of data
elements (i.e., a data structure). In some other cases, a data
flow may be used to organize and persist self-service data
(i.e., data may be transformed as part of the data flow). In
some aspects, data flows may help reusability of the under-
lying data elements, for instance, between different identity
domains or identity systems.

[0061] In some cases, the one or more data flows 315 may
pertain to identity data or identity meta data for at least one
identity domain (or identity system 316). While not shown,
an orchestrating agent within the identity fabric 318 may be
configured to direct flow of identity data (i.e., identity data
flow 315) through the identity fabric 318, directing requests
to other elements in the identity fabric 318 or to appropriate
identity systems 316. In this way, the system 300-a may
support identity orchestration and automation. For instance,
the system 300-¢ may facilitate in automating identity
workloads including authentication, access control, migra-
tion, and last-mile integration across different identity sys-
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tems. In some cases, the identity systems 316 may be
on-premises, in the cloud, or a combination.

[0062] In some embodiments, the fabric connectors 305
may implement a specified set of behaviors to be utilized
within the identity environment 301-a. Further, the fabric
connectors 305 may be written in any computing language
so long as the language is accepted by the defined API 335-a
and it is contemplated that the fabric connectors 305 can be
‘low code’ in that the connectors act as a facade layer
between an element (such as an orchestrator) in the identity
fabric and an individual identity domain or cloud platform.
In some examples, fabric connectors 305 may use the same
API across disparate identity domains or identity systems
316, which may allow the system 300-a to interact with one
or more of the identity systems 316 equivalently with
specialized code and behavior targeted to the particular
identity system’s needs contained within the fabric connec-
tors 305, for instance. Such specialized code and behavior is
related to system’s 316 individualized authentication and
authorization policies.

[0063] FIG. 3B illustrates a detailed view of a system
300-b operating in a distributed identity management envi-
ronment 301-b, according to an embodiment of the disclo-
sure. In some cases, the system 300-6 may be similar or
substantially similar to the system 300-a in FIG. 3A. Further,
the distributed identity management environment 301-b may
be similar or substantially similar to the distributed identity
management environment 301-a described in relation to
FIG. 3A. In some cases, the system 300-5 may comprise one
or more of: an API 335-5, an identity infrastructure assess-
ment module 310, an orchestrating agent 370, a controller
element 371, an agent element installment module 308, a
configuration agent 372, a discovery agent 374, a monitoring
agent 375, an element agent detection module 376, and an
identity fabric installment module 377. In some embodi-
ments, the one or more fabric connector(s) 305 may utilize
the common application programming interface (API) 335-b
for communications with the disparate identity systems 316,
controller elements, configuration agents, monitoring
agents, etc. In some embodiments, additional modules or
elements not shown in FIG. 3B may be installed in the
system 300-b4. For instance, while not shown, the system
300-5 may comprise an identity fabric elements installment
module, a data receiving module, a control plane operation
managing module, etc., previously described in relation to
FIG. 1 and elsewhere. In some cases, the various elements,
agents, and/or modules of the system 300-5 may be embod-
ied in hardware, software, or a combination thereof. Further,
the one or more agents and elements may be in communi-
cation via a bus 340.

[0064] In some cases, centralized configuration and man-
agement of disparate identity management systems (e.g.,
identity systems 316-g, 316-2, etc.) may begin by the
introduction of workers and/or proxies into the identity
infrastructure. These workers and/or proxies may be con-
figured to assist in the meta-management of the identity
information associated with these systems. In some cases,
one or more discovery agents 374 may be installed within
the identity infrastructure (e.g., the infrastructure associated
with the distributed identity management environment 301-
b). In some examples, the discovery agents 374 may be
configured to report information about the identity infra-
structure to the agent element installment module 308 or any
of the other modules described in relation to FIG. 1, such as
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the identity infrastructure assessment module 110, identity
fabric installment module 112, etc. Such information may
comprise where the various identity systems 316 are located
in the network (e.g., IP addresses, etc.), how the identity
systems 316 communicate with each other and/or other
devices in the architecture, what types of authentication and
authorization the systems 316 require, and what metadata
the systems use, such as authentication or authorization
policies, password policy, etc.). Additionally, or alterna-
tively, the discovery agents 374 may be configured to report
information about which identity fabric elements (e.g.,
orchestrating agent 370, monitoring agent 375, configura-
tion agent 372, etc.) need to be installed and at what
locations the controller element 371 (also referred to as a
controller agent) may be installed to manage each of the
other elements installed. It is contemplated that the one or
more of the identity fabric elements and the agents described
may herein be referred to as the identity fabric (shown as
identity fabric 318 in FIG. 3A). Alternatively, in lieu of the
controller element 371, each element may be configured and
managed directly via configuration files or API. It should be
noted that, while FIG. 3B depicts the various agents and
elements as being within the system 300-5, one or more of
the various agents and elements (e.g., discovery agents 374)
may be dispersed into the identity infrastructure by the
system 300-b, and as shown in Table 1 (Identity Infrastruc-
ture Reference Architecture 1000), to gather information
about the architecture of the identity infrastructure and
communications (e.g., data flows 315) between various
users of the identity infrastructure and different apps or
subsystems being accessed by said users, to name a few
non-limiting examples. As shown, the identity infrastructure
may comprise one or more disparate identity systems (e.g.,
identity system 316-g, 316-%, 316-i). In some cases, each
identity system may be associated with one or more con-
figurations 361, groups 362, roles 363, features 364, and/or
identities 365 related to the system’s policies . Further, the
one or more disparate identity systems may enforce one or
more policies before users are allowed to gain access to
applications through the corresponding identity system. In
some aspects, the identity system may also serve as a
gateway to the applications.

[0065] In some cases, an agent element installment mod-
ule 372 may be configured to install 319 at least one
discovery agent element (e.g., discovery agent 374) in the
identity infrastructure. The identity infrastructure may
include the one or more identity domains or identity sys-
tems, and the at least one discovery agent 374 may be
installed on or adjacent to an identity infrastructure element
390 in the identity infrastructure. In some examples, the
identity infrastructure element 390 may be an Apache
Server, an IIS Server, or any other piece of identity infra-
structure located in the cloud and adapted to communicate
and otherwise exchange data with other devices in the
identity architecture 301-¢ via any identity protocol, for
example OIDC, SAML, NTLM; or via any other software
communication protocol such as HTTP, TCP, etc.

[0066] Next, the identity infrastructure assessment module
310 may be configured to assess, by the at least one
discovery agent 374, the identity infrastructure. The assess-
ing may include one or more of detecting and reporting to
the identity infrastructure element 390 identity data and
identity metadata from the identity infrastructure and iden-
tifying one or more identity fabric elements or agents for
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installing within the infrastructure. For instance, the assess-
ing may include detecting and reporting identity data (e.g.,
information pertain to identities 365, roles 363, groups 362,
etc.) and identity metadata (e.g., information pertaining to
configurations 361, features 364, policies, such as an autho-
rization policy, network locations for identity domain ele-
ments of the one or more identity systems 316, etc.) from
identity systems 316-g and/or 316-% in the identity infra-
structure. Communication between the one or more ele-
ments or agents may be secured via a transport layer security
(e.g., communications over bus 340, data flows 315, etc.).
By way of a non-limiting example, the identity data may
include one or more of a user identity, a user credential, and
a user attribute for one or more individual users of the one
or more identity domains. By way of non-limiting example,
the identity metadata may include one or more of a password
rule, an authorization policy, an authentication policy, a trust
policy, and network locations for identity domain elements
of the one or more identity domains.

[0067] In some embodiments, the discovery agents 374
may be used to assess and document the established identity
infrastructure. In some examples, this can be done before
any other identity fabric elements are in place within the
identity management environment 301-5 and may be con-
sidered to be a precursor to installation of the full identity
fabric (e.g., shown as identity fabric 318 in FIG. 3A). The
discovery agents 374 may be installed on or adjacent to
identity infrastructure elements, e.g., on an Apache or Nginx
server, or on the control elements of an established identity
domain or identity system 316, such as an Oracle Access
Manager (OAM) Server. The discovery agent 374 may be
configured to detect and report identity data and identity
metadata from the established identity infrastructure. Some
non-limiting examples include user identities and attributes,
configuration of the identity infrastructure and its flows, and
authorization policies and rules. Such attributes may com-
prise name, address, and group associations.

[0068] Following assessment and/or documentation of the
identity infrastructure, the identity fabric installment module
377 may be configured to install the identity fabric (shown
as identity fabric 318 in FIG. 3A) in the identity infrastruc-
ture based at least in part on the assessing.

[0069] In some embodiments, eclement agent detection
module 376 (or event detection module 376) may comprise
the discovery agent 374 and be configured to detect and
monitor, by the one or more elements or agents of the
identity fabric (e.g., via API), at least one event associated
with the one or more data flows 315. The element agent
detection module 376 may initiate/spawn or otherwise work
in conjunction with the one or more elements of the identity
fabric, including, but not limited to, orchestrating agents
370, fabric connectors for communications (e.g., the com-
municatively coupled connection or data flows 315) with the
one or more identity domains (i.e., the identity management
systems 316), controller elements 371, configuration agents
372, monitoring agents 375, and discovery agents 374, to
detect and monitor events linked to data flows 315 through
the identity fabric or via the fabric connectors. For instance,
individual elements or agents of the identity fabric may
detect and monitor data flows passing through them, and
relay information pertaining to events linked to the data
flows to the element agent detection module 376. In this
way, the element agent detection module 376 may be able to
monitor events linked to data flows pertaining to identity
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data or identity metadata received at the identity infrastruc-
ture. In some examples, more than one element agent
detection or event detection module 376 may be deployed in
the identity fabric.

[0070] In some examples, controller element 371 may be
configured to coordinate and/or orchestrate behavior of
elements or agents. For instance, the controller element 371
may indicate new traffic flows to proxy elements when one
identity domain or identity system 316 is ready for retire-
ment and a new identity workflow (i.e., data flow 315) is
ready for production. System 316 retirement may occur
upon customer request - .g., the customer is no longer using
the system set for retirement. In some embodiments, the
controller element 371 also may manage control plane
operations across the individual elements, further described
in relation to FIG. 6. Some non-limiting examples of control
plane operations may include the updating of software
versions or updating encryption certificate versions across
the disparate identity systems 316. In some cases, the
controller element 371 may also be configured to direct new
elements or agents to be spawned, or existing elements to be
decommissioned. For instance, the discovery agent can
transform its behavior to become a configuration agent or
monitoring agent after it has detected and documented an
Apache configuration. Decommissioning occurs when sys-
tem identity fabric elements are no longer required due to,
for example, retirement of systems 316. A new monitoring
agent may be spawned when additional points of monitoring
(such as a new web server) is installed, or an existing
monitoring agent may be decommissioned when its associ-
ated web server is removed.

[0071] Monitoring agents 375 and configuration agents
372 may be added to the identity infrastructure to assist in
the management of the flow of identity data and identity
metadata. In some embodiments, event data may be col-
lected from the elements of the identity fabric by the
monitoring agents 375 and/or configuration agents 372 and
made available for audit and compliance. In some cases, the
system 300-6 may facilitate unified identity management
across multiple identity systems 316 and/or cloud platforms,
which may not only allow consistent identities across
clouds, but also policies, fundamentals of access control,
and/or authentication. For instance, the system 300-b may
enable an administrator for an organization to create unified
policies, as well as consolidate rules (e.g., authentication
rules, password rules, etc.), roles, groups, configurations,
features, etc., across disparate identity systems 316. In this
way, the system 300-5 may allow the administrator to
manage identities across the different identity systems in a
unified manner, which may ease cross-platform compliance,
auditing, and/or migration from on-premises systems to the
cloud. By way of non-limiting example, managing the one
or more data flows through the identity fabric may include
managing the one or more data flows pertaining to identity
data, where the identity data includes one or more of an
authentication request, an authorization request, and an
update of user attributes or credentials.

[0072] FIG. 4 illustrates a process flow 400 for identity
orchestration according to an embodiment of the disclosure.
In some examples, identity orchestration may be performed
by an orchestrating agent. Additionally, or alternatively,
identity orchestration may also be performed by a configu-
ration agent and/or a monitoring agent. In some cases,
identity orchestration may comprise managing the one or
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more data flows through the identity fabric or via the fabric
connectors, previously described in relation to FIGS. 1, 3A,
and 3B. Identity orchestration may comprise managing
identity data flows across multiple runtime systems (e.g.,
authenticate system 421, access system 423, attributes sys-
tem 426, device system 422, risk system 424) for authenti-
cation (e.g., multi-factor authentication (MFA)), authoriza-
tion, gathering identity attributes, retrieving threat or risk
scores, and performing device verification, to name a few
non-limiting examples. As shown, the process flow 400 may
begin by a login 401 from a user. Login 401 may comprise
receiving identity data, including one or more of a username,
a password, a fingerprint, iris scan, voice input, unique
identifier, unique pin, etc.

[0073] Following login, the user input may be relayed to
any one of the runtime systems as an identity data flow 415.
For instance, an orchestrating agent acting as a proxy
associated with the system (e.g., identity system 316 in FIG.
3B) the login pertains to may identify the login as identity
data and manage the identity data flow 415 through the
identity fabric or via fabric connectors. In some cases,
managing the one or more data flows through the identity
fabric may comprise directing requests to one or more other
elements or agents (e.g., monitoring and/or configuration
agents, which, together with the fabric connector in some
embodiments, and the configuration and monitoring agents,
facilitate management of the flow of identity data and
identity metadata) of the identity fabric. For example, upon
a user entering login information to a system 316 or attempt-
ing to access a protected resource within the system 316 or
on a network, an orchestrating agent may begin directing
identity data flow 415, as described herein. Additionally or
alternatively, managing the one or more data flows (i.e.,
identity data flow 415) through the identity fabric may
comprise managing then one or more data flows pertaining
to identity data, where the identity data comprises one or
more of an authentication request (e.g., for authenticate
system 421), an authorization request (e.g., for access sys-
tem 423), an update of user attributes or credentials and/or
a query of user attributes or credentials (e.g., for attributes
system 426). In some embodiments, fabric connectors may
be added to or work in conjunction with orchestrating
agent(s) to facilitate communications with different identity
domains or identity systems. For instance, an orchestrating
agent may identify the login 401 as associated with a
particular identity system (e.g., identity system 316-d in
FIG. 3A) and coordinate with a corresponding fabric con-
nector (e.g., fabric connector 305-d in FIG. 3A) to direct the
identity data flow 415 (e.g., login information) so that it is
relayed to the appropriate identity system (i.e., identity
system 316-d). In another case, the orchestrating agent may
identify the login 401 as associated with another identity
system (e.g., identity system 316-a¢ in FIG. 3A) and may
coordinate with fabric connector 305-a to direct the identity
data flow 415 to the identity system 316-a. The fabric
connectors 305-a and 305-d may utilize the same API (e.g.,
API 335-a) across identity systems 315-a and 316-d, thus
allowing the system (e.g., system 300-a) to interact with
either identity system equivalently. It should be noted that
the fabric connectors 305-a and 305-4 may comprise spe-
cialized code and/or instructions to facilitate interactions and
control their behavior with their respective identity systems.

[0074] In this example, the identity data flow 415 may be
sent to one or more of an authenticate system 421, an access
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system 423, an attributes system 426, a device system 422,
and/or a risk system 424 associated with an identity system
(e.g., shown as identity system 316 in FIG. 3B), to name a
few non-limiting examples. In some cases, the identity flow
415 may be sent to other systems not identified herein. In
some cases, the authenticate system 421 may support multi-
factor authentication 429, the access system 423 may sup-
port identity as a service (IDaaS) 431 for authorization, and
the attributes system 426 may be linked or associated with
a Lightweight Directory Access Protocol (LDAP) 433 for
gathering identity attributes. In some embodiments, the
identity data flow 415 may pertain to identity metadata, and
the managing may comprise setting one or more of access
policies (e.g., a list of roles and the resources, such as apps,
with which roles are provisioned), password rules (e.g., at
least 8 characters long and includes one Uppercase, one
lowercase, and a special character), and/or data locations
(e.g., a specific datacenter, a server meeting certain security
criteria, a specific country, such as the United States, a
specific city, such as Denver, Colo., etc.) of identity data and
identity metadata in the identity infrastructure. In some
cases, an identity may belong to one or more roles (e.g., User
A may belong to the Administrator and User roles, while
User B may only belong to the User role). In some circum-
stances, organizations may limit access to resources based
on roles, for instance, by specifying roles which a user must
be a member of to access the requested resource. In this way,
an organization may utilize roles to create and manage the
records of a collection of users to whom the organization
wants to permit access to a common functionality, such as
access rights, permissions, etc. In some cases, managing the
one or more data flows via the fabric connector may com-
prise one or more of detecting and applying changes in an
overall state of the identity infrastructure and/or acting upon
an identity domain of the one or more identity domains or
identity systems on behalf of the user or an administrator
based at least in part on one or more identity-centric opera-
tions, as described herein with respect to the identity data,
metadata, and identity elements. In some examples, the one
or more identity-centric operations may comprise at least
one of authentication performed by the user (e.g., login 401
and authentication by authenticate system 421), a request for
permission to access a protected resource by the user (e.g.,
request to access app 425), an update to user attributes or
credentials by the user (e.g., in attributes system 426), and
setting of access policy rules by an administrator (e.g., in
access system 423). In one non-limiting example, the detec-
tion of a password change in one identity domain (e.g., a
password change in identity system 316-c in FIG. 3A) as it
is proxied through a fabric connector (e.g., fabric connector
305-¢) may necessitate a corresponding change in another
identity domain (e.g., identity system 316-5). In such cases,
the fabric connectors associated with the different identity
domains or systems may be configured to communicate
directly (e.g., data flow 315 between fabric connectors 305-¢
and 305-b, where the data flow 315 is transported over a
secure channel), or via one or more other agents or modules
(e.g., fabric connector 305-c may relay an indication of the
password change in identity system 316-c to an element
agent detection module 120).

[0075] In the example shown, the device system 422 may
be linked or associated with a first custom API 427-a, which
may be configured to perform device verification, and the
risk system 424 may be linked or associated with a second
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custom API 427-b, which may be configured to retrieve a
threat or risk score. In some embodiments, the APIs 427-a
and/or 427-b may link the device system 422 and/or risk
system 424, respectively, to one or more applications (not
shown), where the one or more applications may be third-
party applications. In some cases, the one or more third party
applications may be executed or hosted on another server
(not shown). For instance, the device system 422 may be
configured to interact with a third-party device verification
application by making a call (e.g., an API call) using API
427-a. The third-party device verification application may
then process the information received from the device
system 422 (e.g., via the API 427-a) and relay a response
(e.g., Verified or Not verified, 1 or 0, Yes or No, etc.) to the
device system 422, based on which the user device from
which the login 401 was received may be verified. In some
cases, the device system 422 may receive the response via
the API 427-a. In some cases, the risk system 424 may also
interact with a third-party risk verification application by
making an API call using API 427-b, where the third-party
risk verification application may then relay a response back
to the risk system 424 via the API 427-b. In some embodi-
ments, the third-party risk and verification applications may
be executed or hosted on the same or a different third-party
server. In some cases, device verification may serve as an
added level of security (i.e., in addition to a username and
password, for instance) and may be used to verify that the
login 401 is coming from a recognized device (e.g., mobile
device, laptop, computer, etc.) associated with an authorized
user. In some cases, device verification may comprise trans-
mitting a verification code over text (SMS), a phone call, an
app, etc., to a recognized device associated with the user.
The device system 422 may verify the device from which the
login 401 was received upon the user inputting the same
verification code. In some cases, the threat or risk score may
be associated with a perceived or estimated threat level (e.g.,
for a user’s identity), and may be based on one or more
factors, including, but not limited to, time of day, day of
week, geographic data, and/or IP address. For instance, a
higher risk score may be assigned when the login 401 is
during non-working hours (e.g., 3 AM) as compared to
during working hours (e.g., 11 am). In another example, a
lower risk score may be assigned when the login 401 is from
a known IP address as opposed to unknown IP address. In
yet another example, a higher risk score may be assigned
when the login 401 is from a geographic region (e.g., city,
state, country, etc.) that the user has never logged in from
before.

[0076] In some cases, the risk system 424 may be config-
ured to authorize or flag the login 401 based in part on
comparing the retrieved risk or threat score to a threshold. In
one non-limiting example, the login 401 and access to
resource (e.g., app 425) may be denied based on the risk
score exceeding the threshold. In another example, the user
requesting the login 401 may be prompted to change their
password based on receiving a link or code on a registered
device. In this case, the user may need to first click the link
or input the code received on their registered device (e.g., a
smartphone associated with the user) and then proceed to
update their password. The user may then restart the login
401 process via the one or more runtime systems. Alterna-
tively, if the risk or threat score is under a threshold, the
login 401 may be successful and a session may be initiated
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434 (e.g., the user device may display a Welcome Screen
with one or more links to access different apps or resources,
including app 425).

[0077] It should be noted that the identity data flow 415
may interact with any of the runtime systems illustrated in
FIG. 4, and in any order. In some other cases, the identity
data flow 415 may interact with different runtime systems in
parallel (e.g., authenticate system 421 and device system
422 simultaneously). In other cases, the identity data flow
415 may interact with the runtime systems in a first branch
(e.g., the left branch in FIG. 4), followed by the runtime
systems in the second branch (i.e., right branch). Once the
identity data flow 415 has been relayed across the one or
more runtime systems (e.g., by the one or more agents or
elements in the identity fabric, such as the orchestrating
agent, fabric connector associated with the identity domain,
monitoring agent, etc.), the process 400 may comprise
initiating session 434 and providing the user access to app
425. In some cases, a session may refer to a temporary and
interactive information interchange between two or more
communicating devices (e.g., a user device associated with
login 401 and a server hosting app 425). Further, an estab-
lished session may be a prerequisite for performing a
connection-oriented communication. In some cases, a ses-
sion may be initiated or established before data is trans-
ferred. As described above, session initiation 434 may
comprise displaying a successful login screen or welcome
screen with one or more links to resources or apps autho-
rized for use by the user, for instance, which may be
indicative of a connection between the user device and the
server hosting the app 425.

[0078] In some cases, elements or agents of the identity
fabric may be configured to individually authenticate and
authorize communications with other elements of the iden-
tity fabric. In some examples, communications between the
one or more agents or elements of the identity fabric may be
secured via transport layer security. Further, the system may
be configured to authenticate incoming messages (e.g., data
flow 315 in FIG. 3A) from a message originator via key/
certification matching. One such matching occurs via a
secondary layer of security between the components of the
fabric which ensures the component that initiates the com-
munication presents proper security credentials. Addition-
ally, or alternatively, the system may be configured to check
the incoming messages for authorization (e.g., via tokens
such as OAuth and/or JWT) to confirm that the message
originator has been granted appropriate permissions for the
message contents, for instance. In some cases, OAuth may
refer to an open standard for access delegation and is a
commonly used industry standard protocol for authorization.
Further, JWT may refer to JSON Web Tokens, which is an
open standard that defines a compact and self-contained way
for securely transmitting information between parties as a
JSON object. In some cases, JWTs may be signed used a
secret (e.g., with an HMAC algorithm, which uses a cryp-
tographic hash function and a secret cryptographic key) or a
public/private key pair using RSA (a public-key cryptosys-
tem) or an Elliptic Curve Digital Signature Algorithm
(ECDSA).

[0079] FIG. 5 illustrates a process flow 500 for integrating
identity data across multiple existing identity systems (e.g.,
identity systems 316 seen in FIG. 3A) according to an
embodiment of the disclosure. In some cases, the system of
the present disclosure may allow an enterprise or organiza-
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tion to connect 551 multiple identity systems 516 (e.g.,
identity system 516-a, identity system 516-b, identity sys-
tem 516-¢) using at least one connector 505. In some
examples, the at least one connector 505 may be a fabric
connector. As shown, the at least one connector 505 may be
used to connect 551 to the multiple identity systems. In some
other cases, there may be a connector for each of the
different identity systems 516 (e.g., shown as connectors 305
in FIG. 3A). In some cases, the connector 505 may be a
general purpose last-mile connector configured to work with
a plurality of applications (e.g., web apps) running on
different cloud platforms or identity systems 516. In some
other cases, the connector 505 may be an on-premises
identity connector configured to work with SYMANTEC
SITEMINDER provided by Broadcom, Inc., of San Jose,
Calif.,, ORACLE ACCESS MANAGER (OAM) provided
by Oracle Corporation of Austin, Tex., ACTIVE DIREC-
TORY (AD) provided by Microsoft Inc., of Redmond,
Wash., PING FEDERATE/ACCESS provided by Ping Iden-
tity Corporation of Denver, Colo., WS02 provided by WS02
of Colombo, Sri Lanka, to name a few non-limiting
examples. In yet other cases, the connector 505 may be a
cloud identity connector configured to work with OKTA
provided by Okta, Inc., of San Francisco, Calif.,, AZURE AD
provided by Microsoft Inc., of Redmond, Wash., AWS
IDENTITY provided by Amazon, Inc., of Seattle, Wash.,
GCP IDENTITY provided by Alphabet, Inc., of Mountain
View, Calif, to name a few non-limiting examples. The
connector 505 may support workflows and may be deployed
for helping with identity integration across systems 316,
516, such as identity migration, last mile single sign on
(SSO), session abstraction, identity replication (e.g., repli-
cate user authorization policies to apps or resources
deployed on different identity systems to ensure consis-
tency), and/or identity data and/or metadata synchronization
across clouds. In some cases, last mile SSO or last mile
integration refers to the application side connection, which
presents the application to the user. For instance, after user
authentication (e.g., via a security token), the user may be
provided access to the protected application via the last-mile
connection between a server, such as a federation server
(e.g., a server placed behind a firewall in an organization to
authenticate user credentials) or another server (e.g., oper-
ated by a cloud platform hosting the app) and the applica-
tion. In some cases, the user may be presented to the
application which then creates (or initiates) a session and
renders the application for the authenticated user.

[0080] In some cases, the connector 505 may facilitate
configuring workflows for identity integration, which may
enable apps to be run across different identity systems. In
some cases, the workflow may comprise one or more of user
authentication, session creation, connecting identity to app,
etc. Current techniques for identity integration are lacking.
For instance, in some circumstances, apps integrated with
legal identity systems, such as an on-premises identity
system, may need to be rewritten to work with a new identity
system, such as a cloud-based identity system. In some
cases, the time and cost needed to rewrite apps may be
significant, which may deter organizations from moving to
the cloud. According to aspects of this disclosure, workflow
actions, such as user authentication, session creation, etc.,
may be performed through connectors, such as connector
505, which may be configured to integrate with legacy and
cloud identity systems. In some regards, the connector 505
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may optimize identity integration and minimize time and
cost spent on rewriting apps to work with different identity
systems.

[0081] In some cases, connectors may serve to accelerate
deployment and provide an identity fabric (shown as identity
fabric 318 in FIG. 3) for running apps at different geographic
locations and on different identity management systems or
cloud platforms. In some cases, the system of the present
disclosure may also allow a user (i.e., client, administrator,
etc.) to switch between identity platforms (i.e., identity
systems 516) and/or move identity data and associated
identity data requests between different geographic regions
or regulatory areas, shown by the arrow signs. In some
cases, different geographic regions or regulatory areas may
enforce different identity regulatory constraints (e.g., Gen-
eral Data Protection Regulation (GDPR) in the EU). Addi-
tionally, or alternatively, the at least one connector 505 may
allow the enterprise or organization to consistently manage
identity and access for apps running on the multiple identity
systems 516. For instance, with the system of the present
disclosure, a client may integrate silos of identities across
the different identity systems 517 (e.g., in the cloud, on-
prem, hybrid, etc.) to enforce consistent policies (e.g.,
shown by the arrow signs). Additionally, or alternatively, the
system may allow the client running an app on a first identity
system 516-a to seamlessly switch the app to run on identity
system 516-5 and/or identity system 516-c, for instance.

[0082] FIG. 6 illustrates a system level diagram 600 of an
identity control plane for managing control plane operations
according to an embodiment of the disclosure. In some
examples, a controller element (e.g., shown as controller
element 371 in FIG. 3B) may be configured to manage
control plane operations across the one or more elements or
agents in the identity fabric. The system of the present
disclosure may support a multi-c loud identity control plane
that is configured to work as an abstraction layer (e.g., for
decoupling apps from identity). As shown, a client or user
may utilize multiple platforms for storing data, running
applications, etc., for their work force and/or their clients. In
some cases, the platforms may comprise a mix of on-
premises platforms, private cloud platforms, and/or hybrid
cloud platforms. A private cloud platform may refer to a
platform providing an on-demand configurable pool of
shared resources allocated within a public cloud environ-
ment and providing a certain level of isolation between the
different organizations using the resources. One non-limit-
ing example of a private cloud is AWS VIRTUAL PRIVATE
CLOUD (VPC) provided by Amazon, Inc., of Seattle, Wash.
In some cases, public cloud may refer to a cloud platform
delivering cloud infrastructure as a service (IaaS). Some
non-limiting examples of public clouds may include
GOOGLE DRIVE provided by Alphabet, Inc., of Mountain
View, Calif., AMAZON AWS provided by Amazon, Inc., of
Seattle, Wash., AZURE provided by Microsoft Inc., of
Redmond, Wash., DROPBOX provided by Dropbox Inc., of
San Francisco, Calif., etc. In such cases, a client or user may
essentially rent a slice of the distributed data center infra-
structure owned by another entity. Further, a hybrid cloud
may refer to a type of cloud computing that combines
on-premises infrastructure or a private cloud with a public
cloud. In some examples, hybrid clouds may be configured
to allow data and/or apps to move between the two envi-
ronments. In the example shown in FIG. 6, a client or user
may be utilizing one or more platforms 652 (e.g., platform
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652-a, platform 652-b, platform 652-c, platform 652-d),
each running one or more apps 625 (e.g., apps 625-a on
platform 652-a, apps 625-b on platform 652-b, apps 625-c¢
on platform 652-c, apps 625-¢ on platform 652-d). In some
embodiments, a client organization may also utilize an
identity and access management (IAM) platform, such as
OKTA provided by Okta, Inc., of San Francisco, Calif., for
running one or more Software as a Service (SaaS) apps
625-d. In this example, platforms 652-a, 652-b, and 652-¢
may be examples of private, public, and/or cloud computing
platforms managed by third party entities, while platform
652-d may be an example of an on-premises platform
installed and managed by the client organization. As seen,
each platform 652 may be associated with its own [AM
system 651 (e.g., [AM system 651-a, IAM system 651-b,
IAM system 651-c, IAM system 651-¢). In some cases,
going multi-cloud (e.g., deploying apps that span multiple
cloud platforms) may entail managing new identity silos that
come with each cloud. As noted above, in some circum-
stances, each cloud may have varying capabilities, making
consistent management of user access policies (e.g., setting
one or more of access policies, password rules, data loca-
tions of identity data and metadata, etc.) challenging. Fur-
ther, manual efforts to manage a large number of policies
may lead to drift and/or unintentional access exposure, since
each TAM system 651 and/or authentication system may
comprise one or more APIs, requiring custom coding and/or
maintenance.

[0083] As illustrated, the client organization may also
utilize one or more existing identity systems 616 (e.g.,
identity system 616-a, identity system 616-b, identity sys-
tem 616-c, identity system 616-d) for identity management
and/or access control. The existing identity systems 616 may
be on site. Further, the client organization may also utilize
one or more policy systems (e.g., policy systems 617-a,
617-b, 617-c, 617-d) for one or more of authenticating and
authorizing users, computers, etc., in a network domain,
assigning and enforcing policies for devices, installing or
updating software, etc. Some non-limiting examples of
identity systems 616 may include SITEMINDER provided
by Broadcom, Inc., of San Jose, Calif., ORACLE OAM
provided by Oracle Corporation of Austin, Tex., CLEART-
RUST provided by RSA Security, LL.C of Bedford, Mass.,
and ACTIVE DIRECTORY provided by Microsoft Inc., of
Redmond, Wash. Further, the one or more policy systems
617 may utilize one or more of a Lightweight Directory
Access Protocol (LDAP), a policy database, multi-factor
authentication (MFA) techniques, and/or APIs. Thus, the
identity infrastructure for the client organization may com-
prise the identity systems 616, the policy systems 617, the
one or more platforms 652, and the one or more IAM
systems 651.

[0084] Insome cases, at least one discovery agent element
may assess the identity infrastructure, where the assessing
includes detecting and reporting identity data and/or identity
metadata from the identity infrastructure. Next, an identity
fabric may be installed in the identity infrastructure, shown
as identity fabric 318 in FIG. 3A, the identity fabric com-
prising one or more elements or agents in communication
with each other, the elements or agents including one or
more of an orchestrator or orchestrating agent, fabric con-
nectors 605 (e.g., fabric connectors 605-a, 605-b, 605-c,
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605-d, 605-¢) utilizing a common API for communications
with the one or more identity domains (e.g., identity systems
616, IAM systems 651, etc.)

[0085] In some cases, one or more authentication and/or
authorization policies may have been pre-defined to protect
the applications or resources, such as apps 625. In this case,
the client organization wishes to extend their on-premises
identity systems 616 to the cloud and integrate with the
cloud. In some embodiments, the system of the present
disclosure provides an identity infrastructure software,
where the identity infrastructure software is adapted to
integrate with multiple cloud platforms, cloud identity sys-
tems, and/or on-premises identity and app infrastructures.
The session abstraction may comprise creating composite
identity profiles from the multiple identity systems 616. For
instance, after receiving one or more data flows linked to at
least one event (e.g., a login, access request to a resource,
password reset or password update, etc.), one or more
composite identity profiles may be created. Further, at least
one of the orchestrating agent, configuration agent, or moni-
toring agent, may manage the one or more data flows
through the identity fabric via the fabric connectors 605. In
some other cases, session abstraction comprises enabling a
central policy configuration (e.g., for access policies) from
the policy systems 617 to the multiple platforms 652. In
some cases, an orchestrating agent may be used to manage
the policies of built-in identity systems, such as IAM sys-
tems 651, via the fabric connectors 605. In this way, the
client organization may be able to deploy their existing
authentication and/or authorization policies, as well as allow
their workforce and customers to run apps 625 on the
various platforms 652.

[0086] In some examples, managing control plane opera-
tions comprises one or more of: updating software versions
or certificate versions in the identity infrastructure, spawn-
ing one or more new elements or agents or decommissioning
one or more existing elements or agents in the identity fabric
(e.g., spawning a new orchestrating agent or fabric connec-
tor), indicating, by the controller element, an indication of a
new traffic flow to one or more elements or agents based at
least in part on identifying a new identity workflow (e.g.,
identifying a new identity workflow via fabric connector
605-a, and indicating the same to the other fabric connectors
605), etc. Additionally, or alternatively, managing control
plane operations may comprise managing consistent user
identity and access policies for apps 625 deployed across the
multiple platforms (i.e., platforms 652-a, 652-b, etc.). In
some cases, managing consistent user identity and access
policies may be based on session abstraction, for instance,
using an abstraction layer, where the abstraction layer may
be integrated with the multiple identity domains used by the
client organization.

[0087] In addition to the above, the following is also
related and/or comprises one or more embodiments of the
invention. The identity fabric is the term of art applied to the
collection of the elements described herein and their collec-
tive and coordinated behavior. Identity data refers to indi-
vidual users’ data, including their credentials and attributes.
Identity metadata is information about how identity is man-
aged and coordinated. This may include password rules,
authorization policies, network location of elements of an
identity domain, etc. An identity domain is a self-contained
realm with consistent identity data and identity metadata
throughout along with the mechanism to enforce access
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control and other policies. Examples of an identity domain
include an Active Directory domain or a Web Access Man-
agement (WAM) deployment such as an OKTA implemen-
tation for a specific company. An orchestrating agent works
to direct flow of identity data through the identity fabric,
directing requests to other elements in the identity fabric or
to appropriate identity domains. In some cases, the identity
domain may be referred to as an identity system. In some
embodiments, an orchestrating agent transforms data flows
and actions for an identity domain via a fabric connector.
This could be to detect and apply changes in the overall state
of the identity infrastructure, or to act upon a given identity
domain on a user’s or administrator’s behalf. Examples of
these interactions include when a user performs an authen-
tication or requests permission to access a protected
resource, or when the user updates their attributes or cre-
dentials. Other interactions may include the setting of access
policy rules by an administrator. In some cases, fabric
connectors may implement a specified set of behaviors or
instructions to be utilized within the system, where the
instructions may be written in any language, for instance, as
long as they meet the defined API. In some cases, the fabric
connectors may be ‘low code’ in that they act as a facade
layer between an element (such as an orchestrator) in the
identity fabric and an individual identity domain. Fabric
connectors may use the same API across disparate identity
domains or identity systems. This may allow the system
(e.g., system 100 in FIG. 1, system 300-a in FIG. 3A) to
interact, equivalently, with a plurality of identity domains or
systems with specialized code and behavior contained
within the fabric connectors.

[0088] Additional elements of any type may be added into
the identity fabric as needed, which may or may not require
a rebuild or restart of the system as a whole. This may be a
proscribed process as additional functionality necessitates
additional elements, or it may be an automated process that
occurs in reaction to environmental changes, e.g., additional
elements are spawned to handle spikes in traffic.

[0089] The identity fabric and the elements of which it is
composed may span multiple conceptual domains. These
domains may include network domains, cloud providers,
identity domains (i.e., identity systems or identity access
management systems), geographic locations, etc. Such a
configuration may enable the identity fabric to coordinate
behavior across the identity infrastructure, which itself spans
said domains. In some examples, each element in the
identity fabric may be configured to communicate with any
other element for choreography of behaviors. For example,
the detection of a password change in one identity domain
or identity system (e.g., identity system 616-a in FIG. 6) as
it is proxied through a fabric connector (e.g., fabric connec-
tor 605-a) may necessitate a corresponding change in
another identity domain (e.g., associated with platform
652-a). In some cases, one or more of an orchestrating agent,
a configuration agent, or a monitoring agent, may detect the
password change. Further, the agent or element may manage
the data flow through the identity fabric via the fabric
connector (e.g., fabric connector 605-a) and assess the
identity data or its state in the identity domain (e.g., asso-
ciated with platform 652-a). The two elements may be able
to communicate directly via a secure communication chan-
nel to coordinate this change.

[0090] Behavior of elements may also be coordinated and
orchestrated from a controller element (e.g., shown as con-
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troller element 371 in FIG. 3A). For example, the controller
element may indicate new ‘traffic flows” (also referred to as
data flows, identity workflows) to proxy elements (e.g.,
orchestrating agent, fabric connector, configuration agent,
monitoring agent) when one identity domain is ready for
retirement and a new identity workflow is ready for produc-
tion. Additionally, or alternatively, the controller element
manages ‘control plane’ operations across the individual
elements or agents. Examples of this include the updating of
software versions or updating encryption certificate ver-
sions, supporting consistent identity related information
across identity systems or cloud platforms, etc. It can also
direct new elements to be spawned or existing elements to
be decommissioned. For instance, once the discovery agent
has assessed the identity infrastructure, it may be decom-
missioned or adapted to perform the functions of another
element, such as a monitoring agent.

[0091] Furthermore, the elements of the identity fabric are
able to individually authenticate and authorize communica-
tion with other elements of the identity fabric. Each com-
munication may be secured via Transport Layer Security for
secrecy and authenticated by key/certificate matching for
identification and authentication of the incoming messages.
After authentication is established the message may be
checked for authorization via OAuth, JWT or other appli-
cable technologies, to confirm that the message originator
has been granted appropriate permissions for the message
contents.

[0092] Direct communication between any two elements,
such as between two fabric connectors, may be used to
request actions or report events in a one-on-one manner.
Additionally, or alternatively, events may be generated and
shared with the system as a whole. Elements may be able to
monitor these events and react accordingly and autono-
mously or in concert.

[0093] Insome embodiments, events may also be recorded
in long-term storage for future use, for instance, using an
event system. The long-term storage of the complete cata-
logue of events affecting the system may allow for genera-
tion of historical state and prediction of system behavior in
that past state. It may also allow for assessment of identity
data and/or an identity data state across identity domains
from one centralized location (e.g., system 300-a in FIG. 3A
is in a centralized location with respect to the multiple
identity systems and cloud platforms), which may aid com-
pliance and auditing efforts.

[0094] In some embodiments, discovery agent elements
may be used to assess and document the established identity
infrastructure. Assessment and documentation may be per-
formed before any other elements are in place within the
system, and may be considered as a precursor to installation
of the identity fabric. As noted previously, the discovery
agents may be installed on or adjacent to critical identity
infrastructure elements, e.g., on an Apache or Nginx server,
or on the control elements of an established identity domain,
such as an Oracle Access Manager (OAM) Server. In some
cases, the discovery agent may be configured to detect and
report identity data and identity metadata from the estab-
lished identity infrastructure. Examples include user identi-
ties and attributes, configuration of the identity infrastruc-
ture and its flows, and authorization policies and rules. The
discovery agent—and any element described in this docu-
ment—has the ability to mutate its purpose and become an
element of another type. For example, after detecting and
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documenting an Apache configuration, the discovery agent
may transform its behavior to become a configuration agent
or a monitoring agent.

[0095] In some other cases, an individual element may
behave as more than one type as defined above. An agent
installed on an Apache Server, for instance, might act as both
a configuration agent and a monitoring agent.

[0096] The elements of the identity fabric may act in
concert to apply meta-behavior across multiple identity
domains. An example of this includes moving or directing
identity data and associated requests to particular geographic
regions in order to comply with identity regulatory con-
straints. One such regulatory constraint may comprise the
European Union’s and European Economic Area’s General
Data Protection Regulation (GDPR) 2016/679 and/or the
California Consumer Privacy Act (CCPA). Other regulatory
constraints known or unknown at the time of filing are also
contemplated. The locations in which such regulatory con-
straints apply, or conversely, do not apply, may be referred
to herein as “regulatory areas”.

[0097] FIG. 7 illustrates a diagrammatic representation of
one embodiment of a computer system 700, within which a
set of instructions can execute for causing a device to
perform or execute any one or more of the aspects and/or
methodologies of the present disclosure. The components in
FIG. 7 are examples only and do not limit the scope of use
or functionality of any hardware, software, firmware,
embedded logic component, or a combination of two or
more such components implementing particular embodi-
ments of this disclosure. Some or all of the illustrated
components can be part of the computer system 700. For
instance, the computer system 700 can be a general-purpose
computer (e.g., a laptop computer) or an embedded logic
device (e.g., an FPGA), to name just two non-limiting
examples.

[0098] Moreover, the components may be realized by
hardware, firmware, software or a combination thereof.
Those of ordinary skill in the art in view of this disclosure
will recognize that if implemented in software or firmware,
the depicted functional components may be implemented
with processor-executable code that is stored in a non-
transitory, processor-readable medium such as non-volatile
memory. In addition, those of ordinary skill in the art will
recognize that hardware such as field programmable gate
arrays (FPGAs) may be utilized to implement one or more
of the constructs depicted herein.

[0099] Computer system 700 includes at least a processor
701 such as a central processing unit (CPU) or a graphics
processing unit (GPU) to name two non-limiting examples.
Any of the subsystems described throughout this disclosure
could embody the processor 701. The computer system 700
may also comprise a memory 703 and a storage 708, both
communicating with each other, and with other components,
via a bus 740. The bus 740 may also link a display 732, one
or more input devices 733 (which may, for example, include
a keypad, a keyboard, a mouse, a stylus, etc.), one or more
output devices 734, one or more storage devices 735, and
various non-transitory, tangible computer-readable storage
media 736 with each other and/or with one or more of the
processor 701, the memory 703, and the storage 708. All of
these elements may interface directly or via one or more
interfaces or adaptors to the bus 740. For instance, the
various non-transitory, tangible computer-readable storage
media 736 can interface with the bus 740 via storage
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medium interface 726. Computer system 700 may have any
suitable physical form, including but not limited to one or
more integrated circuits (ICs), printed circuit boards (PCBs),
mobile handheld devices (such as mobile telephones or
PDAs), laptop or notebook computers, distributed computer
systems, computing grids, or servers.

[0100] Processor(s) 701 (or central processing unit(s)
(CPU(s))) optionally contains a cache memory unit 732 for
temporary local storage of instructions, data, or computer
addresses. Processor(s) 701 are configured to assist in execu-
tion of computer-readable instructions stored on at least one
non-transitory, tangible computer-readable storage medium.
Computer system 700 may provide functionality as a result
of the processor(s) 701 executing software embodied in one
or more non-transitory, tangible computer-readable storage
media, such as memory 703, storage 708, storage devices
735, and/or storage medium 736 (e.g., read only memory
(ROM)). Memory 703 may read the software from one or
more other non-transitory, tangible computer-readable stor-
age media (such as mass storage device(s) 735, 736) or from
one or more other sources through a suitable interface, such
as network interface 720. Any of the subsystems herein
disclosed could include a network interface such as the
network interface 720. The software may cause processor(s)
701 to carry out one or more processes Or one or more steps
of one or more processes described or illustrated herein.
Carrying out such processes or steps may include defining
data structures stored in memory 703 and modifying the data
structures as directed by the software. In some embodi-
ments, an FPGA can store instructions for carrying out
functionality as described in this disclosure. In other
embodiments, firmware includes instructions for carrying
out functionality as described in this disclosure.

[0101] The memory 703 may include various components
(e.g., non-transitory, tangible computer-readable storage
media) including, but not limited to, a random-access
memory component (e.g., RAM 704) (e.g., a static RAM
“SRAM”, a dynamic RAM “DRAM, etc.), a read-only
component (e.g., ROM 707), and any combinations thereof.
ROM 707 may act to communicate data and instructions
unidirectionally to processor(s) 701, and RAM 704 may act
to communicate data and instructions bidirectionally with
processor(s) 701. ROM 707 and RAM 704 may include any
suitable non-transitory, tangible computer-readable storage
media. In some instances, ROM 707 and RAM 704 include
non-transitory, tangible computer-readable storage media
for carrying out a method. In one example, a basic input/
output system 706 (BIOS), including basic routines that help
to transfer information between elements within computer
system 700, such as during start-up, may be stored in the
memory 703.

[0102] Fixed storage 708 is connected bi-directionally to
processor(s) 701, optionally through storage control unit
707. Fixed storage 708 provides additional data storage
capacity and may also include any suitable non-transitory,
tangible computer-readable media described herein. Storage
708 may be used to store operating system 707, EXECs 710
(executables), data 711, API applications 712 (application
programs), and the like. Often, although not always, storage
708 is a secondary storage medium (such as a hard disk) that
is slower than primary storage (e.g., memory 703). Storage
708 can also include an optical disk drive, a solid-state
memory device (e.g., flash-based systems), or a combination
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of any of the above. Information in storage 708 may, in
appropriate cases, be incorporated as virtual memory in
memory 703.

[0103] In one example, storage device(s) 735 may be
removably interfaced with computer system 700 (e.g., via an
external port connector (not shown)) via a storage device
interface 725. Particularly, storage device(s) 735 and an
associated machine-readable medium may provide nonvola-
tile and/or volatile storage of machine-readable instructions,
data structures, program modules, and/or other data for the
computer system 700. In one example, software may reside,
completely or partially, within a machine-readable medium
on storage device(s) 735. In another example, software may
reside, completely or partially, within processor(s) 701.

[0104] Bus 740 connects a wide variety of subsystems.
Herein, reference to a bus may encompass one or more
digital signal lines serving a common function, where appro-
priate. Bus 740 may be any of several types of bus structures
including, but not limited to, a memory bus, a memory
controller, a peripheral bus, a local bus, and any combina-
tions thereof, using any of a variety of bus architectures. As
an example, and not by way of limitation, such architectures
include an Industry Standard Architecture (ISA) bus, an
Enhanced ISA (EISA) bus, a Micro Channel Architecture
(MCA) bus, a Video Electronics Standards Association local
bus (VLB), a Peripheral Component Interconnect (PCI) bus,
a PCI-Express (PCI-X) bus, an Accelerated Graphics Port
(AGP) bus, HyperTransport (HTX) bus, serial advanced
technology attachment (SATA) bus, and any combinations
thereof.

[0105] Computer system 700 may also include an input
device 733. In one example, a user of computer system 700
may enter commands and/or other information into com-
puter system 700 via input device(s) 733. Examples of an
input device(s) 733 include, but are not limited to, an
alpha-numeric input device (e.g., a keyboard), a pointing
device (e.g., a mouse or touchpad), a touchpad, a touch
screen and/or a stylus in combination with a touch screen, a
joystick, a gamepad, an audio input device (e.g., a micro-
phone, a voice response system, etc.), an optical scanner, a
video or still image capture device (e.g., a camera), and any
combinations thereof. Input device(s) 733 may be interfaced
to bus 740 via any of a variety of input interfaces 723 (e.g.,
input interface 723) including, but not limited to, serial,
parallel, game port, USB, FIREWIRE, THUNDERBOLT, or
any combination of the above.

[0106] In particular embodiments, when computer system
700 is connected to network 730, computer system 700 may
communicate with other devices, such as mobile devices and
enterprise systems, connected to network 730. Communica-
tions to and from computer system 700 may be sent through
network interface 720. For example, network interface 720
may receive incoming communications (such as requests or
responses from other devices) in the form of one or more
packets (such as Internet Protocol (IP) packets) from net-
work 730, and computer system 700 may store the incoming
communications in memory 703 for processing. Computer
system 700 may similarly store outgoing communications
(such as requests or responses to other devices) in the form
of one or more packets in memory 703 and communicated
to network 730 from network interface 720. Processor(s)
701 may access these communication packets stored in
memory 703 for processing.
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[0107] Examples of the network interface 720 include, but
are not limited to, a network interface card, a modem, and
any combination thereof. Examples of a network 730 or
network segment 730 include, but are not limited to, a wide
area network (WAN) (e.g., the Internet, an enterprise net-
work), a local area network (LAN) (e.g., a network associ-
ated with an office, a building, a campus or other relatively
small geographic space), a telephone network, a direct
connection between two computing devices, and any com-
binations thereof. A network, such as network 730, may
employ a wired and/or a wireless mode of communication.
In general, any network topology may be used.

[0108] Information and data can be displayed through a
display 732. Examples of a display 732 include, but are not
limited to, a liquid crystal display (LCD), an organic liquid
crystal display (OLED), a cathode ray tube (CRT), a plasma
display, and any combinations thereof. The display 732 can
interface to the processor(s) 701, memory 703, and fixed
storage 708, as well as other devices, such as input device(s)
733, via the bus 740. The display 732 is linked to the bus 740
via a video interface 722, and transport of data between the
display 732 and the bus 740 can be controlled via the
graphics control 721. In addition to a display 732, computer
system 700 may include one or more other peripheral output
devices 734 including, but not limited to, an audio speaker,
a printer, a check or receipt printer, and any combinations
thereof. Such peripheral output devices may be connected to
the bus 740 via an output interface 724. Examples of an
output interface 724 include, but are not limited to, a serial
port, a parallel connection, a USB port, a FIREWIRE port,
a THUNDERBOLT port, and any combinations thereof.

[0109] In addition, or as an alternative, computer system
700 may provide functionality as a result of logic hardwired
or otherwise embodied in a circuit, which may operate in
place of or together with software to execute one or more
processes or one or more steps of one or more processes
described or illustrated herein. Reference to software in this
disclosure may encompass logic, and reference to logic may
encompass software. Moreover, reference to a non-transi-
tory, tangible computer-readable medium may encompass a
circuit (such as an IC) storing software for execution, a
circuit embodying logic for execution, or both, where appro-
priate. The present disclosure encompasses any suitable
combination of hardware, software, or both.

[0110] Those of skill in the art will understand that infor-
mation and signals may be represented using any of a variety
of different technologies and techniques. Those of skill will
further appreciate that the various illustrative logical blocks,
modules, circuits, and algorithm steps described in connec-
tion with the embodiments disclosed herein may be imple-
mented as electronic hardware, computer software, or com-
binations of both. To clearly illustrate this interchangeability
of hardware and software, various illustrative components,
blocks, modules, circuits, and steps have been described
above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software
depends upon the particular application and design con-
straints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for
each particular application, but such implementation deci-
sions should not be interpreted as causing a departure from
the scope of the present disclosure.

[0111] The various illustrative logical blocks, modules,
and circuits described in connection with the embodiments
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disclosed herein may be implemented or performed with a
general-purpose processor, a digital signal processor (DSP),
an application specific integrated circuit (ASIC), a field
programmable gate array (FPGA) or other programmable
logic device, discrete gate or transistor logic, discrete hard-
ware components, or any combination thereof designed to
perform the functions described herein. A general-purpose
processor may be a microprocessor, but in the alternative,
the processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be
implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of
microprocessors, one or more mMicroprocessors in conjunc-
tion with a DSP core, or any other such configuration.

[0112] The steps of a method or algorithm described in
connection with the embodiments disclosed herein may be
embodied directly in hardware, in a software module
executed by a processor, a software module implemented as
digital logic devices, or in a combination of these. A
software module may reside in RAM memory, flash
memory, ROM memory, EPROM memory, EEPROM
memory, registers, hard disk, a removable disk, a CD-ROM,
or any other form of non-transitory, tangible computer-
readable storage medium known in the art. An exemplary
non-transitory, tangible computer-readable storage medium
is coupled to the processor such that the processor can read
information from, and write information to, the non-transi-
tory, tangible computer-readable storage medium. In the
alternative, the non-transitory, tangible computer-readable
storage medium may be integral to the processor. The
processor and the non-transitory, tangible computer-read-
able storage medium may reside in an ASIC. The ASIC may
reside in a user terminal. In the alternative, the processor and
the non-transitory, tangible computer-readable storage
medium may reside as discrete components in a user termi-
nal. In some embodiments, a software module may be
implemented as digital logic components such as those in an
FPGA once programmed with the software module.

[0113] It is contemplated that one or more of the compo-
nents or subcomponents described in relation to the com-
puter system 700 shown in FIG. 7 such as, but not limited
to, the network 730, processor 701, memory, 703, etc., may
comprise a cloud computing system. In one such system,
front-end systems such as input devices 733 may provide
information to back-end platforms such as servers (e.g.,
computer systems 700) and storage (e.g., memory 703).
Software (i.e., middleware) may enable interaction between
the front-end and back-end systems, with the back-end
system providing services and online network storage to
multiple front-end clients. For example, a software-as-a-
service (SAAS) model may implement such a cloud-com-
puting system. In such a system, users may operate software
located on back-end servers through the use of a front-end
software application such as, but not limited to, a web
browser.

[0114] Although the present technology has been
described in detail for the purpose of illustration based on
what is currently considered to be the most practical and
preferred implementations, it is to be understood that such
detail is solely for that purpose and that the technology is not
limited to the disclosed implementations, but, on the con-
trary, is intended to cover modifications and equivalent
arrangements that are within the spirit and scope of the
appended claims. For example, it is to be understood that the
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present technology contemplates that, to the extent possible,
one or more features of any implementation can be com-
bined with one or more features of any other implementa-
tion.

What is claimed is:

1. A system configured for management of identity man-
agement systems in an identity infrastructure, the system
comprising:

one or more hardware processors configured by machine-

readable instructions to:

assess, by at least one discovery agent element, the
identity infrastructure, wherein the assessing
includes one or more of detecting and reporting
identity data and identity metadata from the identity
infrastructure and identifying one or more elements
or agents for installing, and wherein the identity data
comprises one or more of a user identity, a user
credential, and a user attribute for one or more
individual users of the one or more identity domains,
and wherein the identity metadata comprising one or
more of a password rule, an authorization policy, and
network locations for identity domain elements of
the one or more identity domains;

install an identity fabric in the identity infrastructure
based at least in part on the assessing, the identity
fabric comprising the one or more elements or agents
in communication with each other, and wherein the
elements or agents are selected from a group con-
sisting of orchestrating agents, fabric connectors
utilizing a common application programming inter-
face for communications with the one or more iden-
tity domains, controller elements, configuration
agents, and monitoring agents, and wherein at least
one element or agent is configurable into another
type of element or agent or as more than one type of
element or agent;

receive, at the identity infrastructure, one or more data
flows pertaining to identity data or identity metadata
for at least one identity domain, and wherein the one
or more data flows are linked to at least one event;

manage, by the controller element, control plane opera-
tions across the one or more elements or agents;

manage, by at least one of the orchestrating agent, the
configuration agent and the monitoring agent, the
one or more data flows through the identity fabric or
via the fabric connectors;

detect and monitor, by the one or more elements or
agents of the identity fabric, the at least one event
linked to the one or more data flows; and

assess the identity data or metadata and an identity data
or metadata state across the one or more identity
domains in the identity infrastructure based at least
in part on the detecting and monitoring.

2. The system of claim 1, wherein,

the one or more hardware processors are further config-

ured by machine-readable instructions to install the at
least one discovery agent element in the identity infra-
structure, the identity infrastructure comprising one or
more identity domains, and wherein the at least one
discovery agent element is installed on or adjacent to an
identity infrastructure element in the identity infra-
structure;

managing the one or more data flows through the identity

fabric comprises directing requests to one or more other
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elements or agents of the identity fabric or to an
appropriate identity domain of the one or more identity
domains; and

managing the one or more data flows through the identity
fabric comprises managing the one or more data flows
pertaining to identity data, the identity data comprising
one or more of an authentication request, an authori-
zation request, an update of user attributes or creden-
tials, and a query of user attributes or credentials; and

wherein the one or more data flows pertaining to identity
metadata comprises setting one or more of access
policies, password rules, and data locations of identity
data and metadata.

3. The system of claim 1, wherein managing the one or
more data flows via the fabric connector comprises one or
more of detecting and applying changes in an overall state
of the identity infrastructure and acting upon an identity
domain of the one or more identity domains on behalf of a
user or an administrator based at least in part on one or more
identity-centric operations.

4. The system of claim 3 wherein the one or more
identity-centric operations comprise at least one of, authen-
tication performed by the user, a request for permission to
access a protected resource by the user, an update to user
attributes or credentials by the user, and setting of access
policy rules by an administrator.

5. The system of claim 1, wherein communication
between the one or more elements or agents is secured via
transport layer security;

wherein the one or more hardware processors are further
configured by machine-readable instructions to authen-
ticate incoming messages from a message originator
via key/certification matching, wherein the message
originator is a user or an administrator;

wherein the one or more hardware processors are further
configured by machine-readable instructions to check
the incoming messages for authorization based at least
in part on evaluating message contents of the incoming
messages with respect to permissions granted to the
message originator; and

wherein the one or more hardware processors are further
configured by machine-readable instructions to autho-
rize or flag the incoming messages based at least in part
on the checking.

6. The system of claim 5, wherein the communication
further comprises requesting, by an element or agent, at least
one action from another element or agent; or

wherein the communication further comprises reporting,
by at least one element or agent, the at least one event
to the one or more other elements or agents.

7. The system of claim 1, wherein managing control plane
operations further comprises updating software versions or
certificate versions in the identity infrastructure; or

wherein managing control plane operations further com-

prises spawning one or more new elements or agents or
decommissioning one or more existing elements or
agents in the identity fabric; or

wherein managing control plane operations further com-

prises indicating, by the controller element, an indica-
tion of a new traffic flow to one or more elements or
agents based at least in part on identifying a new
identity workflow.
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8. The system of claim 1, wherein the one or more
hardware processors are further configured by machine-
readable instructions to:

move identity data and associated identity data requests
for the one or more identity domains between different
geographic regions or regulatory areas based at least in
part on one or more identity regulatory constraints.

9. A method for management of identity management
systems in an identity infrastructure, comprising:

installing at least one discovery agent clement in the
identity infrastructure, the identity infrastructure com-
prising one or more identity domains, and wherein the
at least one discovery agent element is installed on or
adjacent to an identity infrastructure element in the
identity infrastructure;

assessing, by the at least one discovery agent element, the
identity infrastructure, wherein the assessing includes
one or more of detecting and reporting identity data,
identity related hardware, software installations, and
identity metadata from the identity infrastructure and
identifying one or more elements or agents for install-
ing, and wherein the identity data comprises one or
more of a user identity, a user credential, and a user
attribute for one or more individual users of the one or
more identity domains, and wherein the identity meta-
data comprising one or more of a password rule, an
authorization policy, and network locations for identity
domain elements of the one or more identity domains;

installing an identity fabric in the identity infrastructure
based at least in part on the assessing, the identity fabric
comprising the one or more clements or agents in
communication with each other, and wherein the ele-
ments or agents are selected from a group consisting of
orchestrating agents, fabric connectors utilizing a com-
mon application programming interface for communi-
cations with the one or more identity domains, control-
ler elements, configuration agents, and monitoring
agents, and wherein at least one element or agent is
configurable into another type of element or agent or as
more than one type of element or agent;

receiving, at the identity infrastructure, one or more data
flows pertaining to identity data or identity metadata for
at least one identity domain, and wherein the one or
more data flows are linked to at least one event;

managing, by the controller element, control plane opera-
tions across the one or more elements or agents;

managing, by at least one of the orchestrating agent, the
configuration agent and the monitoring agent, the one
or more data flows through the identity fabric or via the
fabric connectors;

detecting and monitoring, by the one or more elements or
agents of the identity fabric, the at least one event
linked to the one or more data flows; and

assessing the identity data or metadata and an identity
data or metadata state across the one or more identity
domains in the identity infrastructure based at least in
part on the detecting and monitoring.

10. The method of claim 9, wherein,

the identity related hardware comprises at least one of
routers, proxy devices, and data stores;

managing the one or more data flows through the identity
fabric comprises directing one or more requests to one
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or more other elements or agents of the identity fabric
or to an appropriate identity domain of the one or more
identity domains;

managing the one or more data flows through the identity

fabric comprises managing the one or more data flows
pertaining to identity data, the identity data comprising
one or more of an authentication request, an authori-
zation request, an update of user attributes, and an
update of user credentials; and

the one or more data flows pertaining to identity metadata

comprises one or more of setting of access policies,
password rules, and data locations of identity data and
metadata.

11. The method of claim 10, wherein managing the one or
more data flows via the fabric connector comprises one or
more of detecting and applying changes in an overall state
of the identity infrastructure and acting upon an identity
domain of the one or more identity domains on behalf of a
user or an administrator based at least in part on an authen-
tication performed by the user, a request for permission to
access a protected resource by the user, an update to user
attributes or credentials by the user, or setting of access
policy rules by an administrator.

12. The method of claim 11, wherein the one or more data
flows comprise data flow content, and further comprising,

modifying the data flow content; and
modifying the one or more requests to contain at least one
of:
additional and different user attributes,
different and additional credentials,
an additional and different user.
13. The method of claim 9, wherein communication
between the one or more elements or agents is secured via
transport layer security;
authenticating incoming messages from a message origi-
nator via key/certification matching, wherein the mes-
sage originator is a user or an administrator;

checking the incoming messages for authorization based
at least in part on evaluating message contents of the
incoming messages with respect to permissions granted
to the message originator; and

authorizing or flagging the incoming messages based at

least in part on the checking.

14. The method of claim 13, wherein the communication
further comprises requesting, by an element or agent, at least
one action from another element or agent; or

wherein the communication further comprises reporting,

by at least one element or agent, the at least one event
to the one or more other elements or agents.

15. The method of claim 9, wherein managing control
plane operations further comprises updating software ver-
sions or certificate versions in the identity infrastructure; or

wherein managing control plane operations further com-

prises spawning one or more new elements or agents or
decommissioning one or more existing elements or
agents in the identity fabric; or

wherein managing control plane operations further com-

prises indicating, by the controller element, an indica-
tion of a new traffic flow to one or more elements or
agents based at least in part on identifying a new
identity workflow.

16. The method of claim 9, further comprising:

moving identity data and associated identity data requests

for the one or more identity domains between different
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geographic regions based at least in part on one or more
identity regulatory constraints.
17. A non-transient computer-readable storage medium
having instructions embodied thereon, the instructions being
executable by one or more processors to perform a method
for management of identity management systems in an
identity infrastructure, the method comprising:
installing at least one discovery agent clement in the
identity infrastructure, the identity infrastructure com-
prising one or more identity domains, and wherein the
at least one discovery agent element is installed on or
adjacent to an identity infrastructure element in the
identity infrastructure;
assessing, by the at least one discovery agent element, the
identity infrastructure, wherein the assessing includes
one or more of detecting and reporting identity data and
identity metadata from the identity infrastructure and
identifying one or more elements or agents for install-
ing, and wherein the identity data comprises one or
more of a user identity, a user credential, and a user
attribute for one or more individual users of the one or
more identity domains, and wherein the identity meta-
data comprising one or more of a password rule, an
authorization policy, and network locations for identity
domain elements of the one or more identity domains;

installing an identity fabric in the identity infrastructure
based at least in part on the assessing, the identity fabric
comprising the one or more clements or agents in
communication with each other, and wherein the ele-
ments or agents are selected from a group consisting of
orchestrating agents, fabric connectors utilizing a com-
mon application programming interface for communi-
cations with the one or more identity domains, control-
ler elements, configuration agents, and monitoring
agents, and wherein at least one element or agent is
configurable into another type of element or agent or as
more than one type of element or agent;
receiving, at the identity infrastructure, one or more data
flows pertaining to identity data or identity metadata for
at least one identity domain, and wherein the one or
more data flows are linked to at least one event;

managing, by the controller element, control plane opera-
tions across the one or more elements or agents;

managing, by at least one of the orchestrating agent, the
configuration agent and the monitoring agent, the one
or more data flows through the identity fabric or via the
fabric connectors;
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detecting and monitoring, by the one or more elements or
agents of the identity fabric, the at least one event
linked to the one or more data flows; and

assessing the identity data or metadata and an identity

data or metadata state across the one or more identity
domains in the identity infrastructure based at least in
part on the detecting and monitoring.

18. The computer-readable storage medium of claim 17,
wherein managing the one or more data flows through the
identity fabric comprises directing requests to one or more
other elements or agents of the identity fabric or to an
appropriate identity domain of the one or more identity
domains; and

wherein managing the one or more data flows through the

identity fabric comprises the one or more data flows
pertaining to identity data, wherein the identity data
comprises one or more of an authentication request, an
authorization request, and an update of user attributes
or credentials; and

wherein the one or more data flows pertaining to identity

metadata comprises one or more of setting of access
policies, password rules, and data locations of identity
data and metadata.
19. The computer-readable storage medium of claim 17,
wherein managing the one or more data flows via the fabric
connector comprises one or more of detecting and applying
changes in an overall state of the identity infrastructure and
acting upon an identity domain of the one or more identity
domains on behalf of a user or an administrator based at least
in part on an authentication performed by the user, a request
for permission to access a protected resource by the user, an
update to user attributes or credentials by the user, or setting
of access policy rules by an administrator.
20. The computer-readable storage medium of claim 17,
wherein communication between the one or more elements
or agents is secured via transport layer security, and wherein
the method further comprises:
authenticating incoming messages from a message origi-
nator via key/certification matching, wherein the mes-
sage originator is a user or an administrator;

checking the incoming messages for authorization based
at least in part on evaluating message contents of the
incoming messages with respect to permissions granted
to the message originator; and

authorizing or flagging the incoming messages based at

least in part on the checking.
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