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(57) ABSTRACT

A network quality measurement method includes obtaining
feature parameter of a to-be-measured data packet set, where
the to-be-measured data packet set is in a packet flow and is
based on an encrypted transmission protocol, the to-be-
measured data packet set includes at least two to-be-mea-
sured data packets, and the feature parameter are parameter
read from headers of the to-be-measured data packets based
on the encrypted transmission protocol, determining a data
transmission mode of the to-be-measured data packet set
based on the feature parameter of the to-be-measured data
packet set, determining, based on the data transmission
mode, a measurement index of network quality measure-
ment, and performing, based on the measurement index, the
network quality measurement on the to-be-measured data
packets corresponding to the feature parameter.
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NETWORK QUALITY MEASUREMENT
METHOD AND APPARATUS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of International
Patent Application No. PCT/CN2018/124498, filed on Dec.
27, 2018, which claims priority to Chinese Patent Applica-
tion No. 201711471035.3, filed on Dec. 28, 2017. The
disclosures of the aforementioned applications are hereby
incorporated by reference in their entireties.

TECHNICAL FIELD

[0002] Embodiments of this application relate to the field
of data processing technologies, and specifically, to a net-
work quality measurement method and apparatus.

BACKGROUND

[0003] Transmission protocols on a network may be clas-
sified into a non-encrypted transmission protocol and an
encrypted transmission protocol. The non-encrypted trans-
mission protocol includes a common Transmission Control
Protocol (TCP) and User Datagram Protocol (UDP), and the
like. The encrypted transmission protocol includes a Quick
UDP Internet Connections (QUIC) protocol and the like.
[0004] QUIC is a multi-stream concurrent connections
transmission protocol that is provided by GOOGLE and that
is an improvement of the UDP transmission protocol. A
design objective of QUIC is to decrease a network commu-
nication delay in the TCP, and provide data transmission
security equivalent to encryption of Transport Layer Secu-
rity (TLS)/Secure Sockets Layer (SSL). In other words,
QUIC is equivalent to UDP-based Hypertext Transfer Pro-
tocol (HTTP)Y/HTTP 2.0+TLS/SSL.

[0005] As a new transmission protocol, QUIC has a con-
nection-oriented reliable transmission feature similar to that
of the TCP, for example, an acknowledgement mechanism,
a retransmission and lost packet recovery mechanism, and a
congestion control mechanism. In addition, QUIC has a
connectionless and low-delay feature of the UDP, for
example, a zero round-trip time (RTT) handshake. However,
due to an encryption feature of QUIC, all previous TCP/
UDP-based measurement methods of basic network quality
cannot meet a quality evaluation requirement of QUIC.
Measurement of basic network quality may include RTT
measurement, packet loss measurement, packet out-of-order
measurement, and the like.

[0006] Currently, the QUIC protocol is mainly applied to
a video playback application program, an audio playback
application program, a browser application program, and a
video call application program, and may be applied to more
application programs in the future. When an application
range of the QUIC protocol is increasingly large, how to
measure network quality that is based on the QUIC protocol
is an urgent problem to be resolved.

SUMMARY

[0007] A technical problem to be resolved in embodiments
of this application is to provide a network quality measure-
ment method and apparatus, to measure network quality
based on an encrypted transmission protocol, for example, to
measure network quality based on the QUIC protocol.
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[0008] A first aspect of the embodiments of this applica-
tion provides a network quality measurement method,
including obtaining feature parameter of a to-be-measured
data packet set, where the to-be-measured data packet set is
in a packet flow and is based on an encrypted transmission
protocol, the to-be-measured data packet set includes at least
two to-be-measured data packets, and the feature parameter
are parameter read from headers of the to-be-measured data
packets based on the encrypted transmission protocol, deter-
mining a data transmission mode of the to-be-measured data
packet set based on the feature parameter of the to-be-
measured data packet set, determining, based on the data
transmission mode, a measurement index of network quality
measurement, and caching the feature parameter of the
to-be-measured data packet set, and performing, based on
the measurement index, the network quality measurement
on the to-be-measured data packets corresponding to the
cached feature parameter.

[0009] In the first aspect of the embodiments of this
application, the network quality measurement is performed
by determining the data transmission mode of the to-be-
measured data packets that are based on the encrypted
transmission protocol such that a technical problem of how
to measure network quality based on the encrypted trans-
mission protocol is resolved, and network quality measure-
ment based on the encrypted transmission protocol is imple-
mented. The data transmission mode is determined based on
the feature parameter, without decrypting the to-be-mea-
sured data packets that are based on the encrypted transmis-
sion protocol such that a measurement process can be
simplified.

[0010] The encrypted transmission protocol may be the
QUIC protocol, and network quality measurement based on
the QUIC protocol can be implemented using the method
provided in the first aspect.

[0011] The feature parameter may include but are not
limited to at least one of a packet size, a packet direction, a
packet number, a packet number length, a packet arrival
time, and an uplink-downlink packet exchange transmit
frequency. The feature parameter are parameter read from
headers based on the QUIC protocol, and may be used to
determine packet type, to determine the data transmission
mode. A difference between the feature parameter and
parameter read from a header based on a TCP protocol lies
in that the feature parameter include no acknowledgement
number (ACK). Therefore, the data transmission mode
needs to be determined, and further the network quality
measurement is performed.

[0012] The at least two to-be-measured data packets
included in the to-be-measured data packet set include a first
to-be-measured data packet and at least one second to-be-
measured data packet. Packet arrival times of the at least two
to-be-measured data packets are continuous, and a packet
arrival time of the at least one second to-be-measured data
packet is earlier than a packet arrival time of the first
to-be-measured data packet. That is, the packet arrival time
of the at least one second to-be-measured data packet is
earlier than the packet arrival time of the first to-be-mea-
sured data packet. It may be understood that the first
to-be-measured data packet is a data packet currently
obtained from the packet flow, and the second to-be-mea-
sured data packet is a data packet previously obtained from
the packet flow.
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[0013] The to-be-measured data packets corresponding to
the cached feature parameter not only include the to-be-
measured data packet set, but also include other to-be-
measured data packets. The other to-be-measured data pack-
ets may be cached previously based on a procedure of the
to-be-measured data packet set.

[0014] Inapossible implementation, the data transmission
mode of the to-be-measured data packet set is determined
based on the feature parameter of the to-be-measured data
packets included in the to-be-measured data packet set.
Packet type of the to-be-measured data packets are first
determined based on the feature parameter of the to-be-
measured data packets, and then the data transmission mode
of' the to-be-measured data packet set is determined based on
the feature parameter and the packet type of the to-be-
measured data packets. The to-be-measured data packets are
based on the QUIC protocol, and the packet type of the
to-be-measured data packets cannot be directly determined.
Therefore, the packet type of the to-be-measured data pack-
ets are determined based on the feature parameter and
definitions of the packet type, to determine the data trans-
mission mode.

[0015] The packet type may be classified into a quasi
request packet, an application data packet, and a quasi
acknowledgement packet. The quasi request packet is a data
packet that is sent by a data receive end to a data transmit
end and requests to transmit application data and whose
packet size is less than a first threshold. The application data
packet is a data packet that is sent by the data transmit end
to the data receive end and carries the application data and
whose packet size is greater than a second threshold. The
quasi acknowledgement packet is a data packet that is sent
by the data receive end to the data transmit end and indicates
that the data receive end receives the application data packet
and whose packet size is less than a third threshold. Both the
first threshold and the third threshold are less than the second
threshold. For ease of differentiation, the first threshold and
the second threshold are usually different.

[0016] Ina possible implementation, the feature parameter
and the packet type of the to-be-measured data packets are
matched with a preset data transmission mode determining
rule, and the data transmission mode of the to-be-measured
data packet set is determined based on a matching result. The
preset data transmission mode determining rule is obtained
by analyzing a plurality of sample quasi request packets, a
plurality of sample application data packets, and a plurality
of sample quasi acknowledgement packets, to determine the
data transmission mode of the to-be-measured data packet
set, further determine the measurement index, and further
perform the network quality measurement.

[0017] In apossible implementation, the preset data trans-
mission mode determining rule indicates that there is a
packet loss feature in a data packet set, and the packet loss
feature is that packet numbers of two application data
packets having continuous packet arrival times are discon-
tinuous. If there is the packet loss feature in the to-be-
measured data packet set, the data transmission mode of the
to-be-measured data packet set may be determined as a
packet loss transmission mode, that is, there is packet loss in
the to-be-measured data packet set. Further, the measure-
ment index of the network quality measurement may be
determined as the packet loss feature in the packet loss
transmission mode, that is, a packet loss rate may be
calculated based on the packet loss feature. The packet loss
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rate is a type of the network quality, and therefore a packet
loss rate based on the QUIC protocol can be calculated.

[0018] In a possible implementation, if the data transmis-
sion mode is the packet loss transmission mode, a quantity
of packet loss feature in the to-be-measured data packets
corresponding to the cached feature parameter are collected,
that is, a quantity of packet losses in the to-be-measured data
packets corresponding to the cached feature parameter are
collected. One packet loss feature may correspond to one
packet loss. The packet loss rate may be calculated based on
the quantity of packet loss feature. The packet loss rate may
be calculated by dividing the quantity of packet loss feature
by a quantity of application data packets in the to-be-
measured data packets corresponding to the cached feature
parameter.

[0019] Ina possible implementation, the preset data trans-
mission mode determining rule indicates that a data packet
set has an out-of-order feature, and the out-of-order feature
is a packet number of a first application data packet being
greater than a packet number of a second application data
packet, packet arrival times of the first application data
packet and the second application data packet being con-
tinuous, and the packet arrival time of the first application
data packet being less than the packet arrival time of the
second application data packet. If the to-be-measured data
packet set has the out-of-order feature, it may be determined
that the data transmission mode of the to-be-measured data
packet set is an out-of-order transmission mode, that is, it
may be determined that disorder occurs in the to-be-mea-
sured data packet set. Further, the out-of-order feature may
be determined as the measurement index of the network
quality measurement in the out-of-order transmission mode,
that is, an out-of-order rate may be calculated based on the
out-of-order feature. The out-of-order rate is a type of the
network quality, and therefore an out-of-order rate based on
the QUIC protocol can be calculated.

[0020] In a possible implementation, if the data transmis-
sion mode is the out-of-order transmission mode, a quantity
of out-of-order feature in the to-be-measured data packets
corresponding to the cached feature parameter are collected,
that is, a quantity of out-of-order times in the to-be-mea-
sured data packets corresponding to the cached feature
parameter are collected. One out-of-order feature may cor-
respond to one time of disorder. The out-of-order rate may
be calculated based on the quantity of out-of-order feature.
The out-of-order rate may be calculated by dividing the
quantity of out-of-order feature by the quantity of applica-
tion data packets in the to-be-measured data packets corre-
sponding to the cached feature parameter.

[0021] Ina possible implementation, the preset data trans-
mission mode determining rule indicates that a data packet
set has a response feature, and the response feature is that
there is a quasi acknowledgement packet and an application
data packet corresponding to the quasi acknowledgement
packet. If the to-be-measured data packet set has the
response feature, it may be determined that the data trans-
mission mode of the to-be-measured data packet set is a
response transmission mode, that is, it may be determined
that there is a data transmission response in the to-be-
measured data packet set. Further, the response feature may
be determined as the measurement index of the network
quality measurement in the response transmission mode,
that is, a delay may be calculated based on the response
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feature. The delay is a type of the network quality, and
therefore a delay based on the QUIC protocol can be
calculated.

[0022] In a possible implementation, if the data transmis-
sion mode is the response transmission mode, a quantity of
response feature in the to-be-measured data packets corre-
sponding to the cached feature parameter are collected, and
a packet arrival time difference between a quasi acknowl-
edgement packet in each response feature and an application
data packet corresponding to the quasi acknowledgement
packet is calculated. Finally, a delay is calculated based on
the quantity of response feature and the packet arrival time
differences corresponding to all response feature. That is, the
packet arrival time differences corresponding to all response
feature are accumulated. The delay is calculated by dividing
an accumulated sum by the quantity of response feature.

[0023] In a possible implementation, when the network
quality measurement is performed, based on the measure-
ment index, on the to-be-measured data packets correspond-
ing to the cached feature parameter, the network quality
measurement may be performed, based on the measurement
index, on all the to-be-measured data packets corresponding
to all the cached feature parameter, that is, an overall packet
loss rate, out-of-order rate, and delay are calculated, the
network quality measurement may be performed, based on
the measurement index, on some of all the to-be-measured
data packets corresponding to all the cached feature param-
eter, that is, a partial packet loss rate, out-of-order rate, and
delay are calculated, and the network quality measurement
may be performed, based on the measurement index, on a
to-be-measured data packet corresponding to a feature
parameter cached within a preset time period, that is, a
packet loss rate, an out-of-order rate, and a delay within a
period of time are calculated. Network quality measurement
can be performed on to-be-measured data packets with
different bases, and flexibility and selectivity of the network
quality measurement can be improved.

[0024] In a possible implementation, when the feature
parameter of the to-be-measured data packet set are
obtained, feature identifiers of the to-be-measured data
packets may be further obtained. The feature identifiers are
used to identify a service category, an application category,
a user category, and the like of the to-be-measured data
packets, and may include at least one of identifiers such as
a service identifier, an application identifier, and a user
identifier. When the feature identifiers of the to-be-measured
data packets are obtained, the feature parameter of the
to-be-measured data packets are cached into cache locations
corresponding to the feature identifiers of the to-be-mea-
sured data packets. That is, the feature parameter of the
to-be-measured data packets are cached pertinently, to per-
form network quality measurement pertinently, for example,
perform network quality measurement on to-be-measured
data packets of a same service.

[0025] In a possible implementation, when the feature
identifiers of the to-be-measured data packets are obtained,
to-be-measured data packets having a same feature identifier
may be obtained from the to-be-measured data packets
corresponding to the cached feature parameter, and network
quality measurement is performed, based on the measure-
ment index, on the to-be-measured data packets having the
same feature identifier, to implement pertinent network
quality measurement.
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[0026] A second aspect of the embodiments of this appli-
cation provides a network quality measurement apparatus.
The network quality measurement apparatus has functions
of implementing the method provided in the first aspect. The
functions may be implemented by hardware, or may be
implemented by hardware executing corresponding soft-
ware. The hardware or the software includes one or more
modules corresponding to the foregoing functions.

[0027] In a possible implementation, the network quality
measurement apparatus includes an obtaining unit config-
ured to obtain feature parameter of a to-be-measured data
packet set, where the to-be-measured data packet set is in a
packet flow and is based on an encrypted transmission
protocol, the to-be-measured data packet set includes at least
two to-be-measured data packets, and the feature parameter
are parameter read from headers of the to-be-measured data
packets based on the encrypted transmission protocol, a
determining unit configured to determine a data transmission
mode of the to-be-measured data packet set based on the
feature parameter of the to-be-measured data packet set,
where the determining unit is further configured to deter-
mine, based on the data transmission mode, a measurement
index of network quality measurement, a cache unit config-
ured to cache the feature parameter of the to-be-measured
data packet set, and a measurement unit configured to
perform, based on the measurement index, the network
quality measurement on to-be-measured data packets corre-
sponding to the cached feature parameter.

[0028] In a possible implementation, the network quality
measurement apparatus includes a processor, a memory, an
input device, and an output device. The memory stores a
computer program, the computer program includes a pro-
gram instruction, and the processor is configured to invoke
the program instruction to perform the following operations
obtaining feature parameter of a to-be-measured data packet
set, where the to-be-measured data packet set is in a packet
flow and is based on an encrypted transmission protocol, the
to-be-measured data packet set includes at least two to-be-
measured data packets, and the feature parameter are param-
eter read from headers of the to-be-measured data packets
based on the encrypted transmission protocol, determining a
data transmission mode of the to-be-measured data packet
set based on the feature parameter of the to-be-measured
data packet set, determining, based on the data transmission
mode, a measurement index of network quality measure-
ment, and caching the feature parameter of the to-be-
measured data packet set, and performing, based on the
measurement index, the network quality measurement on
to-be-measured data packets corresponding to the cached
feature parameter.

[0029] For a problem-resolving principle and beneficial
effects of the apparatus, refer to the method according to the
first aspect and beneficial effects brought by the method.
Therefore, for implementation of the apparatus, refer to
implementation of the method. Repeated content is not
described again.

[0030] A third aspect of the embodiments of this applica-
tion provides a computer-readable storage medium. The
computer-readable storage medium stores an instruction.
When the instruction is run on a computer, the computer is
enabled to perform the method according to the first aspect.

[0031] A fourth aspect of the embodiments of this appli-
cation provides a computer program product including an
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instruction. When the computer program product is run on a
computer, the computer is enabled to perform the method
according to the first aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0032] To describe the technical solutions in the embodi-
ments of this application or in the background more clearly,
the following describes the accompanying drawings
required for describing the embodiments of this application
or the background.

[0033] FIG. 1 is a schematic diagram of a system archi-
tecture according to an embodiment of this application.
[0034] FIG. 2 is a schematic structural diagram of a data
analysis system shown in FIG. 1.

[0035] FIG. 3 is a schematic diagram of a measurement
principle in a current network quality measurement method.
[0036] FIG. 4 is a schematic flowchart of a network
quality measurement method according to an embodiment of
this application.

[0037] FIG. 5 is a schematic diagram of a QUIC data
transmission principle according to an embodiment of this
application.

[0038] FIG. 6 is a schematic diagram of a measurement
principle in a network quality measurement method accord-
ing to an embodiment of this application.

[0039] FIG. 7 is a schematic diagram of a logical structure
of a network quality measurement apparatus according to an
embodiment of this application.

[0040] FIG. 8 is a schematic diagram of a physical struc-
ture of a network quality measurement apparatus according
to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0041] The following describes, with reference to the
accompanying drawings, a network quality measurement
method and apparatus that are provided in the embodiments
of this application.

[0042] FIG. 1 is a schematic diagram of a system archi-
tecture according to an embodiment of this application. The
schematic diagram of the system architecture shown in FIG.
1 may be a schematic diagram of a system architecture of a
data analysis system on a carrier network side. A terminal
device accesses a network (Internet) or a server over an
access network, a core network, or a transport network. The
data analysis system may collect, analyze, and process
information sent by the terminal device to the network
(Internet) or the server, and collect, analyze, and process
information sent by the network or the server to the terminal
device. In other words, the data analysis system collects,
analyzes, and processes information transmitted between the
terminal device and the network or the server. The data
analysis system is mainly used for application service qual-
ity assessment or user perception quality management, and
is configured to measure network quality in the embodiment
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of'this application. The network quality may include a delay,
a packet loss rate, or an out-of-order rate, and the like.
[0043] A device corresponding to the data analysis system
may be placed in a carrier equipment room and managed by
related personnel. The data analysis system may correspond
to one device, that is, one device acquires, analyzes, and
processes the information, outputs a result, and so on, or the
data analysis system may correspond to a plurality of
devices, for example, one device is configured to acquire the
information, one device is configured to analyze and process
the information, and one device is configured to output a
result. Forms and a quantity of devices corresponding to the
data analysis system are not limited in the embodiments of
this application.

[0044] Assuming that the data analysis system corre-
sponds to a plurality of devices, for the schematic structural
diagram of the data analysis system shown in FIG. 1, refer
to FIG. 2. The data analysis system may include a data
collection system, a data processing system, and a remote
management system. The three systems may respectively
correspond to one device. The data collection system is
configured to collect information transmitted between a
terminal device and a network or a server, and transmit the
collected information to the data processing system, and the
data processing system analyzes and processes the collected
information. The data processing system may transmit a
processing result to the remote management system, and the
remote management system outputs the processing result
(for example, a measurement result) in a form of a graph or
the like.

[0045] The terminal device is also referred to as user
equipment (UE), a mobile station (MS), a mobile terminal
(MT), or the like, and is a device that provides voice and/or
data connectivity for a user, for example, a handheld device,
a vehicle-mounted device, or the like that has a wireless
connection function. Currently, some examples of a terminal
are a mobile phone, a tablet computer, a notebook computer,
a palmtop computer, a mobile Internet device (MID), a
wearable device, a virtual reality (VR) device, an augmented
reality (AR) device, a wireless terminal in industrial control,
a wireless terminal in self driving, a wireless terminal in
remote medical surgery, a wireless terminal in smart grid, a
wireless terminal in transportation safety, a wireless terminal
in a smart city, a wireless terminal in a smart home, and the
like.

[0046] The network quality measurement apparatus in the
embodiments of this application may be the foregoing data
analysis system. In the embodiments of this application, an
example in which the data analysis system corresponds to
one device is used, and the network quality measurement
apparatus is the device.

[0047] The following compares features of a QUIC
packet, a TCP packet, and a UDP packet. Refer to Table 1
below.

TABLE 1

Comparison item

QUIC packet TCP packet UDP packet

Security

Encrypted, the Non-encrypted,  Non-encrypted, the

packet being the packet packet being readable

unreadable being readable
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TABLE 1-continued
Comparison item QUIC packet TCP packet UDP packet
Link Support zero-delay = Three-way No link
establishment and link establishment, handshake and establishment and

release delay no link release four-way wave release

Slow start None Slow start and a  None
bandwidth
throughput being
affected
Retransmission and Application layer Transport layer None
lost packet assurance assurance
recovery mechanism mechanism
Multiplexing Support a Head-of-line None
connection and blocking problem
multiplexing
[0048] A current network quality measurement method is

for the TCP packet. In the method, network quality mea-
surement is mainly performed by evaluating packet loss,
retransmission, and an RTT of the TCP packet. For a
measurement principle in the method, refer to FIG. 3. ATCP
packet number (seq) indicates a number of a first byte of data
sent by the packet. In a TCP connection, each byte of a
transmitted byte stream is numbered in sequence. An ACK
indicates a number of the first piece of byte data of a next
packet segment that a data receive end expects to receive
from a data transmit end. A TCP packet header carries a
packet number and an ACK that are readable in plaintext
such that an RTT of the TCP packet can be directly mea-
sured, and a retransmission status of a lost packet of a
service can be measured based on a TCP retransmission and
a lost packet recovery mechanism.

[0049] The QUIC packet is based on an encrypted trans-
mission protocol, that is, a QUIC packet header does not
carry an ACK, and the foregoing network quality measure-
ment method is for a TCP. Therefore, the network quality
measurement method is not applicable to network quality
measurement that is based on the QUIC protocol. In view of
this, the embodiments of this application provide a network
quality measurement method and apparatus, to implement
the network quality measurement that is based on the QUIC
protocol, and further implement network quality measure-
ment that is based on the encrypted transmission protocol.
[0050] In the embodiments of this application, based on
descriptions of the QUIC protocol, network quality mea-
surement is performed using a request response mechanism
for connection-based reliable data transmission as a refer-
ence. In QUIC, data transmission is controlled over an
application layer. Although control information ciphertext is
unreadable after the application layer is encrypted, the
application layer still essentially meets a TCP mechanism,
for example, application data packet arrival acknowledge-
ment, congestion control, and control of retransmission of a
lost packet.

[0051] The request response mechanism means that for
each QUIC application data packet sent by the data transmit
end, the data receive end sends a corresponding response
packet to indicate whether the QUIC application data packet
is normally received. Once packet loss occurs, in QUIC, the
application data packet is retransmitted in a manner of
forward error correction or re-encapsulation.

[0052] Different from the TCP packet number, a QUIC
packet number (PKN) indicates a quantity of packets that
have been sent within a determined range (for example, 0 to

255 packets). The packet number does not represent a total
quantity of packets that have been sent by the data transmit
end. The data transmit end and the data receive end sepa-
rately count the packet number, and there is no correspon-
dence.

[0053] The following describes, with reference to FIG. 4
to FIG. 6, the network quality measurement method pro-
vided in the embodiments of this application in detail.
[0054] FIG. 4 is a schematic flowchart of a network
quality measurement method according to an embodiment of
this application. The method may include but is not limited
to the following steps.

[0055] Step S401. Obtain feature parameter of a to-be-
measured data packet set, where the to-be-measured data
packet set is in a packet flow and is based on an encrypted
transmission protocol, the to-be-measured data packet set
includes at least two to-be-measured data packets, and the
feature parameter are parameter read from headers of the
to-be-measured data packets based on the encrypted trans-
mission protocol.

[0056] Before obtaining the to-be-measured data packet
set that is in the packet flow and that is based on the
encrypted transmission protocol, the network quality mea-
surement apparatus collects a packet flow between a termi-
nal device and a server. Specifically, the network quality
measurement apparatus may collect the packet flow using
the data collection system shown in FIG. 2. The network
quality measurement apparatus may acquire and obtain
carrier channel traffic in a manner of optical splitting or
being embedded in a primary device, that is, acquire and
obtain the packet flow between the terminal device and the
server. The primary device may be an access network device
or a server device.

[0057] The packet flow between the terminal device and
the server includes data packets. The data packets may be
based on the QUIC protocol, or may be based on the TCP
protocol, or may be based on another protocol. The network
quality measurement apparatus performs QUIC identifica-
tion on the data packets in the collected packet flow, to
identify whether the data packets are based on the QUIC
protocol, that is, identify whether the data packets are QUIC
data packets. The network quality measurement apparatus
may perform QUIC protocol identification on the data
packets in the packet flow using but not limited to detection
and parsing technologies such as a 5-tuple, a transport layer
character string, an application layer character string, a
server name, a specific message, and a state transition
mechanism. The network quality measurement apparatus
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performs identification based on a form of a flow. In an
embodiment, when collecting a data packet, the network
quality measurement apparatus performs QUIC protocol
identification on the data packet, and when collecting a next
data packet, the network quality measurement apparatus
performs QUIC protocol identification on the data packet.
[0058] The S-tuple refers to five elements a source Internet
Protocol (IP) address, a source port, a destination IP address,
a destination port, and a transport layer protocol. A transport
layer protocol of a data packet may be obtained by parsing
a 5-tuple of the data packet, and further whether the data
packet is based on the QUIC protocol can be identified.
[0059] In a possible implementation, when performing
QUIC identification on a data packet, the network quality
measurement apparatus may further perform, on the data
packet based on the QUIC protocol, service identification,
application granularity identification, user identification, and
the like. The service identification is used to identify a
service type carried in a QUIC data packet, for example, a
video service. The application granularity identification is
used to identify an application carried in the QUIC data
packet, for example, the application YOUKU. The user
identification is used to identify a terminal device or a user
account that corresponds to the QUIC data packet.

[0060] The network quality measurement apparatus
obtains the feature parameter of the to-be-measured data
packet set, where the to-be-measured data packet set is in the
packet flow and is based on the QUIC protocol. That is, The
network quality measurement apparatus obtains the feature
parameter of the to-be-measured data packets included in the
to-be-measured data packet set.

[0061] The feature parameter are parameter read from
headers of the to-be-measured data packets based on the
QUIC protocol, and may include but is not limited to at least
one of a packet size, a packet direction, a packet number, a
packet number length, a packet arrival time, or an uplink-
downlink packet exchange transmit frequency, and the like.
The packet direction is used to indicate uplink or downlink.
If a data packet is a QUIC data packet, the packet number
is a PKN. For an uplink data packet or a downlink data
packet, the packet number and the packet number length are
used to measure a packet loss rate and an out-of-order rate.
The packet size, the packet direction, the packet arrival time,
and the uplink-downlink packet exchange transmit fre-
quency are used to measure a response delay of data
transmission. If more parameter can be obtained to improve
accuracy of feature extraction, parameter may be added. A
difference between the feature parameter and parameter read
from a header based on the TCP protocol lies in that the
feature parameter include no ACK. Therefore, network
quality measurement cannot be directly performed based on
the parameter read from the header, a data transmission
mode needs to be determined, and further the network
quality measurement is performed.

[0062] The to-be-measured data packet set includes the at
least two to-be-measured data packets. The at least two
to-be-measured data packets include a first to-be-measured
data packet and at least one second to-be-measured data
packet. Packet arrival times of the at least two to-be-
measured data packets are continuous, and a packet arrival
time of the at least one second to-be-measured data packet
is earlier than a packet arrival time of the first to-be-
measured data packet. That is, the packet arrival time of the
at least one second to-be-measured data packet is earlier
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than the packet arrival time of the first to-be-measured data
packet. It may be understood that the first to-be-measured
data packet is a data packet currently obtained from the
packet flow, and the second to-be-measured data packet is a
data packet previously obtained from the packet flow. A
specific quantity of the at least one second to-be-measured
data packet is not limited in this embodiment of this appli-
cation, and depends on a specific case.

[0063] For example, the network quality measurement
apparatus sequentially obtains, from the packet flow, a
to-be-measured data packet 1, a to-be-measured data packet
2, a to-be-measured data packet 3, and a to-be-measured
data packet 4 that are included in the to-be-measured data
packet set. That is, a sequence of packet arrival times of the
four to-be-measured data packets is the to-be-measured data
packet 1, the to-be-measured data packet 2, the to-be-
measured data packet 3, and the to-be-measured data packet
4. In addition, all the four data packets are based on the
QUIC protocol. Assuming that the to-be-measured data
packet 4 is the first to-be-measured data packet, the to-be-
measured data packet 1, the to-be-measured data packet 2,
and the to-be-measured data packet 3 are the second to-be-
measured data packets.

[0064] In a possible implementation, when obtaining the
feature parameter of the to-be-measured data packets, the
network quality measurement apparatus further obtains fea-
ture identifiers of the to-be-measured data packets. The
feature identifiers may include but are not limited to at least
one of identifiers such as a service identifier, an application
identifier, and a user identifier. The three feature identifiers
may respectively correspond to identification results of the
service identification, the application granularity identifica-
tion, and the user identification. The service identifier is used
to distinguish different type of services, the application
identifier is used to distinguish different applications, and the
user identifier is used to distinguish different users. The user
identifier may be a MS international Integrated Service
Digital Network (ISDN) number (MSISDN), an interna-
tional mobile subscriber identity (IMSI), a user IP, or the
like.

[0065] If the to-be-measured data packets are based on an
encrypted transmission protocol other than the QUIC pro-
tocol, the feature identifiers further include a protocol iden-
tifier, used to identify a specific encrypted transmission
protocol.

[0066] Step S402. Determine a data transmission mode of
the to-be-measured data packet set based on the feature
parameter of the to-be-measured data packet set.

[0067] In a possible implementation, the network quality
measurement apparatus may first determine packet type of
the to-be-measured data packets based on the feature param-
eter of the to-be-measured data packets, and then determine
the data transmission mode of the to-be-measured data
packet set based on the feature parameter and the packet type
of the to-be-measured data packets.

[0068] The network quality measurement apparatus may
determine the packet type of the to-be-measured data pack-
ets in the following two manners.

[0069] Manner 1. The network quality measurement appa-
ratus may determine the packet type of the to-be-measured
data packets based on definitions of the packet type. The
packet type may be classified into a quasi request packet, an
application data packet, or a quasi acknowledgement packet.
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[0070] The quasirequest packet is a data packet that is sent
by a data receive end to a data transmit end and requests to
transmit application data and whose packet size is less than
a first threshold. The data receive end may be a client, and
the data transmit end may be a server. The data receive end
may be a server, and the data receive end may be a client.
The quasi request packet may be classified into an uplink
quasi request packet and a downlink quasi request packet.
The uplink quasi request packet may be a request that is for
a specific action on a resource of the server and that is
initiated by the client to the server. Such a packet occurs
after an encrypted handshake message or occurs at the same
time as an encrypted handshake message, and is a start of a
continuous data transmission. Similarly, the downlink quasi
request packet may be a request that is for a specific action
on a resource of the client and that is initiated by the server
to the client. The quasi request packet is similar to a TCP
packet obtained through HTTP GET. The name of the quasi
request packet does not constitute a limitation on this
embodiment of this application. Other names for describing
the essence of the quasi request packet fall within the
protection scope of this embodiment of this application.

[0071] The application data packet is a data packet that is
sent by the data transmit end to the data receive end and
carries the application data and whose packet size is greater
than a second threshold. The application data packet may be
classified into an uplink application data packet and a
downlink application data packet, that is, the application
data packet is a carrier for continuous data transmission. The
application data packet is usually sent after the quasi request
packet, and has a typical large packet or full packet feature.
In addition, application data packets for a continuous data
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cation data packet, has a typical small packet feature, and
has a direction opposite to a direction of the application data
packet. In addition, packet quantity distribution feature of
the application data packet and the quasi acknowledgement
packet may also be used as one of distinguishing methods.
The quasi acknowledgement packet is similar to a TCP
acknowledgement packet. The name of the quasi acknowl-
edgement packet does not constitute a limitation on this
embodiment of this application. Other names for describing
the essence of the quasi acknowledgement packet fall within
the protection scope of this embodiment of this application.
The second threshold is greater than the third threshold. For
ease of distinguishing the quasi request packet and the quasi
acknowledgement packet, the first threshold is different
from the third threshold.

[0073] Both the quasi request packet and the quasi
acknowledgement packet are data packets sent by the data
receive end to the data transmit end. The quasi request
packet and the quasi acknowledgement packet may also be
distinguished by determining whether a previous data packet
of a data packet sent by the data receive end to the data
transmit end is the application data packet. If the previous
data packet is the application data packet, the data packet
sent by the data receive end to the data transmit end is the
quasi acknowledgement packet, otherwise, the data packet is
the quasi request packet.

[0074] The network quality measurement apparatus may
define classification principles and usage principles of the
quasi request packet, the application data packet, and the
quasi acknowledgement packet. For details, refer to Table 2
below.

TABLE 2

Packet type

Packet type usage

Packet type classification principle principle

Quasi request

packet

Application
data packet

Quasi

acknowledgement

packet
Packet type

Determine that a
transaction or data
transmission starts
Determine payload
data sent or received
by a client
Determine whether
payload data is
normally received
Packet type usage
principle

First uplink packet/downlink packet whose
packet size meets a first threshold

A packet size meets a second threshold, and
a packet arrival time sequence meets a
continuous and codirectional requirement

A packet size meets a third threshold, a
packet arrival time sequence meets a
requirement, uplink-downlink packet

Packet type classification principle

interaction meets a requirement, and a
packet direction meets a requirement.

transmission are generally in a same direction, which is
similar to TCP data packets. The second threshold is greater
than the first threshold.

[0072] The quasi acknowledgement packet is a data packet
that is sent by the data receive end to the data transmit end
and indicates that the data receive end receives the applica-
tion data packet and whose packet size is less than a third
threshold. That is, the quasi acknowledgement packet is
used to acknowledge that the application data packet is
received. The quasi acknowledgement packet may be clas-
sified into an uplink quasi acknowledgement packet and a
downlink quasi acknowledgement packet, that is, the quasi
acknowledgement packet is an acknowledgement packet for
the application data packet. The quasi acknowledgement
packet is sent after the data receive end receives the appli-

[0075] Manner 2. The network quality measurement appa-
ratus may set a preset quasi request packet feature parameter,
a preset application data packet feature parameter, and a
preset quasi acknowledgement packet feature parameter
based on Table 2. The packet type of the to-be-measured
data packets are determined by matching the feature param-
eter of the to-be-measured data packets with the preset quasi
request packet feature parameter, the preset application data
packet feature parameter, and the preset quasi acknowledge-
ment packet feature parameter.

[0076] The preset quasi request packet feature parameter
may include that the packet direction is uplink and the first
threshold. If packet directions of the to-be-measured data
packets are uplink and packet sizes of the to-be-measured
data packets are less than the first threshold, it may be
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determined that the feature parameter of the to-be-measured
data packets are matched with the preset quasi request
packet feature parameter, and the packet type of the to-be-
measured data packets are quasi request packets.

[0077] The preset application data packet feature param-
eter may include the second threshold, a first preset packet
direction, and a first preset packet arrival time. The first
preset packet direction is related to a direction of a packet
before or after the to-be-measured data packets, that is, a
packet direction of continuous packets. The first preset
packet arrival time is deduced based on a packet arrival time
of'an application data packet that is before a data packet, and
has a time difference range with the application data packet
that is before the data packet. The second threshold is greater
than a first packet size threshold. If the packet directions of
the to-be-measured data packets are the same as the first
preset direction, that is, the packet directions of the to-be-
measured data packets are the same as the direction of the
continuous data packets, the packet sizes of the to-be-
measured data packets are greater than the second threshold,
and packet arrival times of the to-be-measured data packets
are later than a packet arrival time of a previous application
data packet, which meets the time difference, it may be
determined that the feature parameter of the to-be-measured
data packets are matched with the preset application data
packet feature parameter, and the packet type of the to-be-
measured data packets are application data packets.

[0078] The preset quasi acknowledgement packet feature
parameter may include the third threshold, a second preset
packet direction, a second preset packet arrival time, and a
preset uplink-downlink packet exchange transmit frequency
range. The third threshold is less than the second threshold.
The second preset packet direction is opposite to the first
preset packet direction. The second preset packet arrival
time is deduced based on a packet arrival time of an
application data packet that is before a data packet, and has
a time difference range with the application data packet that
is before the data packet. The preset uplink-downlink packet
exchange transmit frequency range describes an interaction
frequency between the application data packet and the quasi
acknowledgement packet, for example, an interaction fre-
quency between three application data packets and one quasi
acknowledgement packet. If the packet sizes of the to-be-
measured data packets are less than the third threshold, the
packet directions of the to-be-measured data packets are the
same as the second preset packet direction, the packet arrival
times of the to-be-measured data packet are after the last
continuous application data packet, which meets the time
difference, and the preset uplink-downlink packet exchange
transmit frequency range is met, it may be determined that
the feature parameter of the to-be-measured data packets are
matched with the preset quasi acknowledgement packet
feature parameter, and the packet type of the to-be-measured
data packets are quasi acknowledgement packets.

[0079] The network quality measurement apparatus may
determine the data transmission mode of the to-be-measured
data packet set based on the feature parameter and the packet
type of the to-be-measured data packets in the following
manner. The feature parameter and the packet type of the
to-be-measured data packets in the to-be-measured data
packet set are matched with a preset data transmission mode
determining rule, and the data transmission mode of the
to-be-measured data packet sets is determined based on a
matching result.
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[0080] The preset data transmission mode determining
rule is obtained by analyzing a plurality of sample quasi
request packets, a plurality of sample application data pack-
ets, and a plurality of sample quasi acknowledgement pack-
ets. A network impairment emulator is erected between the
data transmit end and the data receive end, and packets are
captured at both the data transmit end and data receive end.
Different network feature such as packet loss, out-of-order,
and a response may be set in the network impairment
emulator. A lost packet, an out-of-order packet, and an
acknowledgement packet of a packet, and the like may be
clearly known by capturing packets at both ends. The preset
data transmission mode determining rule is obtained by
performing analysis and abstraction on a basis of a large
quantity of labeled samples.

[0081] Case 1. The preset data transmission mode deter-
mining rule may specify that a data packet set has a packet
loss feature. The packet loss feature is that packet numbers
of two application data packets with continuous packet
arrival times are inconsecutive. For example, a packet
number of an application data packet 1 is 4, a packet number
of an application data packet 2 is 6, and packet arrival times
of the application data packet 1 and the application data
packet 2 are continuous (in an embodiment, the application
data packet 1 arrives first, and the application data packet 2
arrives by following the application data packet 1). Then, a
data packet set including the application data packet 1 and
the application data packet 2 has a packet loss feature. It may
be understood that one packet loss feature corresponds to
one packet loss. If there are a plurality of packet loss feature
in the data packet set, packets are lost for a plurality of times
in the data packet set. The packet loss feature is determined
using a void in a packet number of an application data packet
in an uplink or downlink acknowledgement direction.

[0082] If the matching result is that the to-be-measured
data packet set has the packet loss feature, it is determined
that the data transmission mode of the to-be-measured data
packet set is a packet loss transmission mode, that is, a
packet is lost in the to-be-measured data packet set, to
determine the packet loss feature as a measurement index of
the network quality measurement. For example, the to-be-
measured data packet set includes three application data
packets (an application data packet 1, an application data
packet 2, and an application data packet 3), the three
application data packets have continuous packet arrival
times, and the application data packet 2 and the application
data packet 3 have discontinuous packet numbers. It may be
determined that there is a packet loss feature in the to-be-
measured data packet set.

[0083] Case 2. The preset data transmission mode deter-
mining rule indicates that a data packet set has an out-of-
order feature. The out-of-order feature is a packet number of
a first application data packet being greater than a packet
number of a second application data packet, packet arrival
times of the first application data packet and the second
application data packet being continuous, and the packet
arrival time of the first application data packet being earlier
than the packet arrival time of the second application data
packet. For example, a packet number of an application data
packet 1 is 6, a packet number of an application data packet
2 is 5, and packet arrival times of the application data packet
1 and the application data packet 2 are continuous (in an
embodiment, the application data packet 1 arrives first, and
the application data packet 2 arrives by following the
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application data packet 1). Then, a data packet set including
the application data packet 1 and the application data packet
2 has an out-of-order feature. It may be understood that one
out-of-order feature corresponds to one time of disorder. If
there are a plurality of out-of-order feature in the data packet
set, disorder occurs for a plurality of times in the data packet
set. The out-of-order feature is determined using a sequence
of packet numbers of application data packets in an uplink
or downlink acknowledgement direction.

[0084] If the matching result is that the to-be-measured
data packet set has the out-of-order feature, it is determined
that the data transmission mode of the to-be-measured data
packet set is an out-of-order transmission mode, that is,
disorder occurs in the to-be-measured data packet set, to
determine the out-of-order feature as the measurement index
of the network quality measurement. For example, the
to-be-measured data packet set includes three application
data packets (an application data packet 1, an application
data packet 2, and an application data packet 3), packet
arrival times of the three application data packets are con-
tinuous (the application data packet 1 arrives first, then the
application data packet 2 arrives, and then, the application
data packet 3 arrives), and a packet number of the applica-
tion data packet 2 is greater than a packet number of the
application data packet 3. Then, it may be determined that
the to-be-measured data packet set has an out-of-order
feature.

[0085] Case 3. The preset data transmission mode deter-
mining rule indicates that a data packet set has a response
feature, and the response feature is that there is a quasi
acknowledgement packet and an application data packet
corresponding to the quasi acknowledgement packet. For
example, the data packet set includes three application data
packets and one quasi acknowledgement packet, and packet
arrival times of the three application data packets and the
quasi acknowledgement packet are continuous. Then, it may
be determined that the quasi acknowledgement packet and
the application data packets corresponding to the quasi
acknowledgement packet in the data packet set has the
response feature. If the data packet set includes one appli-
cation data packet and one quasi acknowledgement packet,
the application data packet is an application data packet
corresponding to the quasi acknowledgement packet. If the
data packet set includes a plurality of application data
packets and one quasi acknowledgement packet, one of the
plurality of application data packets that has the earliest
packet arrival time is an application data packet correspond-
ing to the quasi acknowledgement packet. If the data packet
set includes one quasi request packet, a plurality of appli-
cation data packets, and one quasi acknowledgement packet,
one of the plurality of application data packets that has a
packet arrival time closest to the quasi request packet is an
application data packet corresponding to the quasi acknowl-
edgement packet. If there is a quasi acknowledgement
packet and an application data packet corresponding to the
quasi acknowledgement packet, it may be considered that
there is a response feature, and one response feature may
correspond to one data transmission response. If there are a
plurality of quasi acknowledgement packets in the data
packet set, analogy may be performed based on the forego-
ing several cases.

[0086] If the matching result is that the to-be-measured
data packet set has the response feature, it is determined that
the data transmission mode of the to-be-measured data
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packet set is a response transmission mode, that is, the
to-be-measured data packet set has a data transmission
response, to determine the response feature as the measure-
ment index of the network quality measurement. For
example, the to-be-measured data packet set includes one
quasi request packet, three application data packets (an
application data packet 1, an application data packet 2, and
an application data packet 3), and one quasi acknowledge-
ment packet in a sequence of packet arrival times. It may be
determined that the application data packet 1 is an applica-
tion data packet corresponding to the quasi acknowledge-
ment packet, and the to-be-measured data packet set has the
response feature.

[0087] The foregoing three cases may be combined. For
example, the to-be-measured data packet set has the packet
loss feature and the response feature, and the data transmis-
sion mode of the to-be-measured data packet set is the
packet loss transmission mode plus the response transmis-
sion mode.

[0088] In a possible implementation, the network quality
measurement apparatus may first sort the to-be-measured
data packet set based on the feature parameter of the
to-be-measured data packets included in the to-be-measured
data packet set, to obtain a to-be-measured data packet
sequence, then determine the packet type of the to-be-
measured data packets, and finally determine the data trans-
mission mode of the to-be-measured data packet set.
[0089] The to-be-measured data packets in the to-be-
measured data packet sequence are sorted in ascending order
of packet arrival times, and packet directions of the to-be-
measured data packets are specified. For example, the to-be-
measured data packet sequence includes a to-be-measured
data packet 1 (a client—a server), a to-be-measured data
packet 2 (a server—a client), and a to-be-measured data
packet 3 (a server—a client).

[0090] For determining the packet type of the to-be-
measured data packets, refer to specific descriptions in the
foregoing possible implementation. For determining the data
transmission mode of the to-be-measured data packet set,
refer to specific descriptions in the foregoing possible imple-
mentation.

[0091] In a possible implementation, the network quality
measurement apparatus may sort the to-be-measured data
packet set based on the feature parameter of the to-be-
measured data packets included in the to-be-measured data
packet set, to obtain a to-be-measured data packet sequence,
determine the packet type of the to-be-measured data pack-
ets, and finally determine the data transmission mode of the
to-be-measured data packet set.

[0092] If the data transmission mode of the to-be-mea-
sured data packet set cannot be determined in the foregoing
manner, a quantity of to-be-measured data packet sets may
be increased to determine a data transmission mode of the
increased to-be-measured data packet set, or a new to-be-
measured data packet set is obtained to determine a data
transmission mode of the to-be-measured data packet set.
[0093] Step S403. Determine, based on the data transmis-
sion mode, the measurement index of the network quality
measurement, and cache the feature parameter of the to-be-
measured data packet set.

[0094] Case 1. If the data transmission mode is the packet
loss transmission mode, the network quality measurement
apparatus determines the packet loss feature as the measure-
ment index of the network quality measurement. That is, a
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packet loss rate may be calculated based on the packet loss
feature. The packet loss rate is a type of network quality.
[0095] Case 2. If the data transmission mode is the out-
of-order transmission mode, the network quality measure-
ment apparatus determines the out-of-order feature as the
measurement index of the network quality measurement.
That is, an out-of-order rate may be calculated based on the
out-of-order feature. The out-of-order rate is a type of
network quality.

[0096] Case 3. If the data transmission mode is the
response transmission mode, the network quality measure-
ment apparatus determines the response feature as the mea-
surement index of the network quality measurement. That is,
a delay may be calculated based on the response feature. The
delay is a type of network quality.

[0097] After the data transmission mode of the to-be-
measured data packet set is determined, the feature param-
eter of the to-be-measured data packet set are buffered. That
is, the feature parameter of the to-be-measured data packets
included in the to-be-measured data packet set are cached.
For example, the data transmission mode of the to-be-
measured data packet set is the packet loss transmission
mode, and the to-be-measured data packet set includes a
to-be-measured data packet 1, a to-be-measured data packet
2, a to-be-measured data packet 3, and a to-be-measured
data packet 4. The network quality measurement apparatus
caches a feature parameter of the to-be-measured data
packet 1, a feature parameter of the to-be-measured data
packet 2, a feature parameter of the to-be-measured data
packet 3, and a feature parameter of the to-be-measured data
packet 4. Caching the feature parameter is caching the
to-be-measured data packets corresponding to the feature
parameter.

[0098] In a possible implementation, the network quality
measurement apparatus may pertinently cache the feature
parameter of the to-be-measured data packets, and caches
the feature parameter of the to-be-measured data packets
into cache locations corresponding to the feature identifiers
of the to-be-measured data packets. It may be understood
that the network quality measurement apparatus performs
associated caching on to-be-measured data packets having a
same feature identifier, for example, performs associated
caching on to-be-measured data packets of a same user, and
for another example, performs associated caching on to-be-
measured data packets of a same service.

[0099] Step S404. Perform, based on the measurement
index, the network quality measurement on the to-be-mea-
sured data packets corresponding to the cached feature
parameter.

[0100] The network quality measurement apparatus may
perform, based on the measurement index, the network
quality measurement on all the to-be-measured data packets
corresponding to all the cached feature parameter, or may
perform, based on the measurement index, the network
quality measurement on some of all the to-be-measured data
packets corresponding to all the cached feature parameter, or
may perform, based on the measurement index, the network
quality measurement on a to-be-measured data packet cor-
responding to a feature parameter cached within a preset
time period. It may be understood that the network quality
measurement apparatus may perform the network quality
measurement on the to-be-measured data packets with dif-
ferent bases, and can improve flexibility and selectivity of
the network quality measurement.
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[0101] The network quality measurement apparatus may
obtain to-be-measured data packets having a same feature
identifier from the data packets corresponding to the cached
feature parameter, and perform the network quality mea-
surement on the to-be-measured data packets having the
same feature identifier based on the measurement index. It
may be understood that the network quality measurement
apparatus may pertinently perform the network quality mea-
surement on to-be-measured data packets having a same
service identifier or a same user identifier.

[0102] Network quality may include but is not limited to
at least one of the delay, the packet loss rate, the out-of-order
rate, and the like.

[0103] If the data transmission mode is the packet loss
transmission mode, the network quality measurement appa-
ratus collects a quantity of packet loss feature in the to-be-
measured data packets corresponding to the cached feature
parameter, that is, collects a quantity of packet losses in the
to-be-measured data packets corresponding to the cached
feature parameter. One packet loss feature may correspond
to one time of disorder. The packet loss rate is calculated
based on the quantity of packet loss feature. The packet loss
rate may be calculated by dividing the quantity of packet
loss feature by a quantity of application data packets in the
to-be-measured data packets corresponding to the cached
feature parameter.

[0104] If the data transmission mode is the out-of-order
transmission mode, the network quality measurement appa-
ratus collects a quantity of out-of-order feature in the
to-be-measured data packets corresponding to the cached
feature parameter, that is, collects a quantity of out-of-order
times in the to-be-measured data packets corresponding to
the cached feature parameter. One out-of-order feature may
correspond to one time of disorder. The out-of-order rate
may be calculated based on the quantity of the out-of-of-
order feature. The out-of-order rate may be calculated by
dividing the quantity of out-of-order feature by the quantity
of the application data packets in the to-be-measured data
packets corresponding to the cached feature parameter.
[0105] If the data transmission mode is the response
transmission mode, the network quality measurement appa-
ratus collects a quantity of response feature in the to-be-
measured data packets corresponding to the cached feature
parameter, and calculates a packet arrival time difference
between a quasi acknowledgement packet in each response
feature and an application data packet corresponding to the
quasi acknowledgement packet, where the packet arrival
time is a data transmission response delay. Finally, a delay
is calculated based on the quantity of response feature and
each data transmission response delay. That is, the data
transmission response delay corresponding to each response
feature is accumulated, and the delay is calculated by
dividing an accumulated sum by the quantity of response
feature.

[0106] FIG. 5 is a schematic diagram of a QUIC data
transmission principle according to an embodiment of this
application. A data transmission response is actually a QUIC
data transmission request response delay, is an index similar
to a TCP RTT, and samples a specific packet exchange
mode, to approximately reflect a RTT of a QUIC packet in
transmission. As shown in FIG. 5, a QUIC packet request
acknowledgement exchange process includes a quasi
acknowledgement packet and a downlink application data
packet corresponding to the quasi acknowledgement packet.
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A time difference between a packet arrival time of the
downlink application data packet and a packet arrival time
of the quasi acknowledgement packet is a data transmission
response delay. It should be noted that a packet number in
the QUIC protocol does not represent a total quantity of
packets that have been sent by the data transmit end, the data
transmit end and the data receive end separately count the
packet number, and there is no correspondence. Therefore,
there is no correspondence between a packet number of the
quasi acknowledgement packet and a packet number of the
application data packet corresponding to the quasi acknowl-
edgement packet. A packet loss rate is used to feed back a
data transmission packet loss status of a service carried
based on QUIC, and may be determined based on a packet
number of an application data packet. An out-of-order rate
is used to feed back a data transmission out-of-order status
of the service carried based on the QUIC, and may be
determined based on the packet number of the application
data packet.

[0107] FIG. 6 is a schematic diagram of a measurement
principle in the network quality measurement method
according to an embodiment of this application. (1) is a start
time of a QUIC connection, (2) is a start time of the first
QUIC data transmission transaction, and (3) is a start time
of the second QUIC data transmission transaction. A QUIC
data transmission transaction starts when a MT sends an
uplink quasi request packet. For an uplink service (for
example, publishing a picture), after the uplink quasi request
packet, the MT sends a server response quasi acknowledge-
ment packet (used to respond to the uplink quasi request
packet, and then send an uplink application data packet) and
the uplink application data packet. For a downlink service
(for example, watching a video), after the uplink quasi
request packet, a server sends a client response quasi
acknowledgement packet (used to respond to the uplink
quasi request packet, and then send a downlink application
data packet) and the downlink application data packet. A
transaction end point is a quasi acknowledgement packet
that is before the MT sends the uplink quasi request packet
next time. It may be understood that all the data packets
shown in FIG. 6 are cached data packets.

[0108] As shown in FIG. 6, an application data packet
corresponding to a quasi acknowledgement packet (PKN=2)
is QUIC Data (PKN=2), and a packet arrival time difference
between the quasi acknowledgement packet (PKN=2) and
the application data packet (PKN=2) is a data transmission
response delay. If an application data packet (PKN=7)
between an application data packet (PKN=6) and an appli-
cation data packet (PKN=8) is lost, it may be determined
that packet loss occurs once. An error occurs in a sequence
of packet arrival times of an application data packet
(PKN=10) and an application data packet (PKN=9). It may
be determined that the two packets are out of order once.

[0109] It can be learned from FIG. 6 that, the MT and the
server separately count the PKN, and there is no correspon-
dence. It is coincident that the quasi acknowledgement
packet (PKN=2) has a same packet number as the applica-
tion data packet (PKN=2) corresponding to the quasi
acknowledgement packet (PKN=2), and this is not repre-
sentative. Actually, a packet number of a quasi acknowl-
edgement packet is irrelevant to a packet number of an
application data packet corresponding to the quasi acknowl-
edgement packet.
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[0110] Assuming that the preset time period is 0 to 400
seconds. Within this range, the network quality measure-
ment apparatus collects response feature for a total of X
times, data transmission response delays are respectively
XX milliseconds (ms) for the first time, . . . for the second
time, and the like, and a statistical average value is Xx ms.
Therefore, it is learned that a delay measured this time is xx
ms. Within this range, a total of xx packet loss feature are
collected. Therefore, it is learned that a packet loss rate
measured this time is xx/a quantity of application data
packets. Within this range, out-of-order feature for xx times
are measured. Therefore, an out-of-order rate measured this
time is xx/the quantity of the application data packets.

[0111] After the delay, the packet loss rate, and the out-
of-order rate are measured, the network quality measure-
ment apparatus may output the measurement results in a
form of a graph or text. Specifically, the remote management
system shown in FIG. 2 may output the measurement
results. The network quality measurement apparatus may
also output measurement results of a same service or a same
user.

[0112] The measurement method in the embodiments of
this application is stable and universally applicable. Most of
the extracted feature parameter and the determined feature
(the packet loss feature, the out-of-order feature, and the
response feature) in the embodiments of this application are
transport layer feature, and only a field of a QUIC header is
extracted. Therefore, dependency on a version of the QUIC
protocol is low. Even through the QUIC version is fre-
quently upgraded and reconstructed, the method is not
greatly affected. For example, a relatively large change in a
packet format in QUIC version upgrades for a plurality of
times does not affect the embodiments of this application.
Second, the method does not distinguish service type such as
browsing, video, and voice over Internet Protocol (VOIP),
and a same calculation method is used for all type of data
packets. Therefore, the method is universally applicable to
various internet services and applications.

[0113] The embodiment shown in FIG. 4 is described for
the QUIC protocol. The embodiments of this application
may be further applied to network quality measurement
based on another encrypted transmission protocol, for
example, HTTP 2.0. A difference between HTTP 2.0 and
QUIC lies in that the former is based on TCP and the latter
is based on UDP. The embodiment shown in FIG. 4 may be
directly migrated to network quality measurement based on
HTTP 2.0. Only an HTTP 2.0 bearer protocol needs to be
identified, no procedure needs to be added, but obtained
feature parameter and parameter used for feature identifica-
tion are different. In addition, HTTP 2.0 is an application
layer protocol based on TCP, and in which a packet response
relationship can be directly obtained. In other words, in
HTTP 2.0, a response packet can be accurately obtained to
replace the quasi acknowledgement packet, and the quasi
request packet and the application data packet are still
constructed according to the embodiments of this applica-
tion. In the embodiments of this application, a data trans-
mission encryption problem is resolved by determining the
data transmission mode using the quasi request packet, the
application data packet, and the quasi acknowledgement
packet such that service quality can be further evaluated.
[0114] The following describes the network quality mea-
surement apparatus provided in the embodiments of this
application. The network quality measurement apparatus is
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configured to implement the method embodiment shown in
FIG. 4. For a part that is not described in the apparatus
embodiment, refer to specific descriptions in the method
embodiment.

[0115] FIG. 7 is a schematic diagram of a logical structure
of a network quality measurement apparatus according to an
embodiment of this application. The network quality mea-
surement apparatus 60 includes an obtaining unit 601, a
determining unit 602, a cache unit 603, and a measurement
unit 604.

[0116] The obtaining unit 601 is configured to obtain
feature parameter of a to-be-measured data packet set, where
the to-be-measured data packet set is in a packet flow and is
based on an encrypted transmission protocol, the to-be-
measured data packet set includes at least two to-be-mea-
sured data packets, and the feature parameter are parameter
read from headers of the to-be-measured data packets based
on the encrypted transmission protocol.

[0117] The determining unit 602 is configured to deter-
mine a data transmission mode of the to-be-measured data
packet set based on the feature parameter of the to-be-
measured data packet set.

[0118] The determining unit 602 is further configured to
determine, based on the data transmission mode, a measure-
ment index of network quality measurement.

[0119] The cache unit 603 is configured to cache the
feature parameter of the to-be-measured data packet set.
[0120] The measurement unit 604 is configured to per-
form, based on the measurement index, the network quality
measurement on the to-be-measured data packets corre-
sponding to the cached feature parameter.

[0121] In an implementation, the encrypted transmission
protocol is the QUIC protocol.

[0122] When the determining unit 602 is configured to
determine the data transmission mode of the to-be-measured
data packet set based on the feature parameter of the
to-be-measured data packet set, the determining unit 602 is
further configured to determine packet type of the to-be-
measured data packets based on the feature parameter of the
to-be-measured data packets, and determine the data trans-
mission mode of the to-be-measured data packet set based
on the feature parameter of the to-be-measured data packets
in the to-be-measured data packet set and the packet type of
the to-be-measured data packets.

[0123] The packet type is a quasi request packet, an
application data packet, or a quasi acknowledgement packet,
the quasi request packet is a data packet that is sent by a data
receive end to a data transmit end and requests to transmit
application data and whose packet size is less than a first
threshold, the application data packet is a data packet that is
sent by the data transmit end to the data receive end and
carries the application data and whose packet size is greater
than a second threshold, the quasi acknowledgement packet
is a data packet that is sent by the data receive end to the data
transmit end and indicates that the data receive end receives
the application data packet and whose packet size is less than
a third threshold, and the first threshold and the third
threshold are less than the second threshold.

[0124] In an implementation, when the determining unit
602 is configured to determine the data transmission mode
of the to-be-measured data packet set based on the feature
parameter of the to-be-measured data packets in the to-be-
measured data packet set and the packet type of the to-be-
measured data packets, the determining unit 602 is further

Oct. 8, 2020

configured to match the feature parameter of the to-be-
measured data packets in the to-be-measured data packet set
and the packet type of the to-be-measured data packets with
a preset data transmission mode determining rule, and
determine the data transmission mode of the to-be-measured
data packet set based on a matching result.

[0125] In an implementation, the preset data transmission
mode determining rule indicates that a data packet set has a
packet loss feature, and the packet loss feature is that packet
numbers of two application data packets with continuous
packet arrival times are inconsecutive.

[0126] When the determining unit 602 is configured to
determine the data transmission mode of the to-be-measured
data packet set based on the matching result, the determining
unit 602 is further configured to determine that the data
transmission mode of the to-be-measured data packet set is
a packet loss transmission mode if the matching result is that
the to-be-measured data packet set has the packet loss
feature.

[0127] When the determining unit 602 is configured to
determine, based on the data transmission mode, the mea-
surement index of the network quality measurement, the
determining unit 602 is further configured to determine the
packet loss feature as the measurement index of the network
quality measurement in the packet loss transmission mode.
[0128] In an implementation, when the measurement unit
604 is configured to perform, based on the measurement
index, the network quality measurement on the to-be-mea-
sured data packets corresponding to the cached feature
parameter, the measurement unit 604 is further configured to
collect a quantity of packet loss feature in the to-be-mea-
sured data packets corresponding to the cached feature
parameter, and calculate a packet loss rate based on the
quantity of packet loss feature.

[0129] In an implementation, the preset data transmission
mode determining rule indicates that a data packet set has an
out-of-order feature, and the out-of-order feature is a packet
number of a first application data packet is greater than a
packet number of a second application data packet, packet
arrival times of the first application data packet and the
second application data packet are continuous, and the
packet arrival time of the first application data packet is
earlier than the packet arrival time of the second application
data packet.

[0130] When the determining unit 602 is configured to
determine the data transmission mode of the to-be-measured
data packet set based on the matching result, the determining
unit 602 is further configured to determine that the data
transmission mode of the to-be-measured data packet set is
an out-of-order transmission mode if the matching result is
that the to-be-measured data packet set has the out-of-order
feature.

[0131] When the determining unit 602 is configured to
determine, based on the data transmission mode, the mea-
surement index of the network quality measurement, the
determining unit 602 is further configured to determine the
out-of-order feature as the measurement index of the net-
work quality measurement in the out-of-order transmission
mode.

[0132] In an implementation, when the measurement unit
604 is configured to perform, based on the measurement
index, the network quality measurement on the to-be-mea-
sured data packets corresponding to the cached feature
parameter, the measurement unit 604 is further configured to



US 2020/0322243 Al

collect a quantity of out-of-order feature in the to-be-
measured data packets corresponding to the cached feature
parameter, and calculate an out-of-order rate based on the
quantity of out-of-order feature.

[0133] In an implementation, the preset data transmission
mode determining rule indicates that a data packet set has a
response feature, and the response feature is that there is a
quasi acknowledgement packet and an application data
packet corresponding to the quasi acknowledgement packet.

[0134] When the determining unit 602 is configured to
determine the data transmission mode of the to-be-measured
data packet set based on the matching result, the determining
unit 602 is further configured to determine that the data
transmission mode of the to-be-measured data packet set is
a data transmission response mode if the matching result is
that the to-be-measured data packet set has the response
feature.

[0135] When the determining unit 602 is configured to
determine, based on the data transmission mode, the mea-
surement index of the network quality measurement, the
determining unit 602 is further configured to determine the
response feature as the measurement index of the network
quality measurement in the data transmission response
mode.

[0136] In an implementation, when the measurement unit
604 is configured to perform, based on the measurement
index, the network quality measurement on the to-be-mea-
sured data packets corresponding to the cached feature
parameter, the measurement unit 604 is further configured to
collect a quantity of response feature in the to-be-measured
data packets corresponding to the cached feature parameter,
calculate a packet arrival time difference between the quasi
acknowledgement packet and the application data packet
corresponding to the quasi acknowledgement packet in the
response feature, and calculate a delay based on the quantity
of response feature and the packet arrival time difference.

[0137] In an implementation, the at least two to-be-mea-
sured data packets include a first to-be-measured data packet
and at least one second to-be-measured data packet, the at
least two to-be-measured data packets have continuous
packet arrival times, and a packet arrival time of the at least
one second to-be-measured data packet is earlier than a
packet arrival time of the first to-be-measured data packet.

[0138] In an implementation, the feature parameter
include at least one of a packet size, a packet direction, a
packet number, a packet number length, a packet arrival
time, and an uplink-downlink packet exchange transmit
frequency.

[0139] In an implementation, when the measurement unit
604 is configured to perform, based on the measurement
index, the network quality measurement on the to-be-mea-
sured data packets corresponding to the cached feature
parameter, the measurement unit 604 is further configured to
perform, based on the measurement index, the network
quality measurement on all the to-be-measured data packets
corresponding to all the cached feature parameter, perform,
based on the measurement index, the network quality mea-
surement on some of all the to-be-measured data packets
corresponding to all the cached feature parameter, or per-
form, based on the measurement index, the network quality
measurement on a to-be-measured data packet correspond-
ing to a feature parameter cached within a preset time
period.
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[0140] In an implementation, the obtaining unit 601 is
further configured to obtain feature identifiers of the to-be-
measured data packets, where the feature identifiers include
at least one of a service identifier, an application identifier,
and a subscriber identifier.

[0141] When the cache unit 603 is configured to cache the
feature parameter of the to-be-measured data packet set, the
cache unit 603 is further configured to cache the feature
parameter of the to-be-measured data packets into cache
locations corresponding to the feature identifiers of the
to-be-measured data packets.

[0142] In an implementation, when the measurement unit
604 is configured to perform, based on the measurement
index, the network quality measurement on the to-be-mea-
sured data packets corresponding to the cached feature
parameter, the measurement unit 604 is further configured to
obtain to-be-measured data packets having a same feature
identifier from the to-be-measured data packets correspond-
ing to the cached feature parameter, and perform, based on
the measurement index, the network quality measurement
on the to-be-measured data packets having the same feature
identifier.

[0143] The obtaining unit 601 is configured to perform
step S401 in the embodiment shown in FIG. 4, and may
correspond to the data collection system shown in FIG. 2, or
may correspond to the data processing system shown in FIG.
2. The determining unit 602 is configured to perform step
S402 in the embodiment shown in FIG. 4, is further con-
figured to perform step S403 in the embodiment shown in
FIG. 4, in an embodiment, determine, based on the data
transmission mode, the measurement index of the network
quality measurement, and may correspond to the data pro-
cessing system shown in FIG. 2. The cache unit 603 is
configured to perform step S403 in the embodiment shown
in FIG. 4, in an embodiment, cache the feature parameter of
the to-be-measured data packet set. The measurement unit
604 is configured to perform step S404 in the embodiment
shown in FIG. 4, and may correspond to the data processing
system shown in FIG. 2. For specific implementation pro-
cesses of the foregoing units, refer to specific descriptions of
the embodiment shown in FIG. 4, and details are not
described herein again.

[0144] FIG. 8 is a schematic diagram of a physical struc-
ture of a network quality measurement apparatus according
to an embodiment of this application. The network quality
measurement apparatus 70 may include a processor 701 and
a memory 702, and may further include an input device 703
and an output device 704. The components may be con-
nected to each other using a bus 705, or may be connected
in another manner. Related functions implemented by the
obtaining unit 601, the determining unit 602, and the mea-
surement unit 604 shown in FIG. 6 may be implemented by
one or more processors 701. The cache unit 603 shown in
FIG. 6 may be implemented using the memory 702.
[0145] The processor 701 may include one or more pro-
cessors, for example, include one or more central processing
units (CPU) or one or more graphics processing units
(GPUs). When the processor is one CPU, the CPU may be
a single-core CPU or a multi-core CPU. Applied to this
embodiment of this application, the processor 701 is con-
figured to perform steps S401, S402, and S404, and deter-
mine, based on the data transmission mode, the measure-
ment index of the network quality measurement in step S403
in the embodiment shown in FIG. 4. For details, refer to the
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descriptions in the embodiment shown in FIG. 4. Details are
not described herein again. The processor 701 may be
configured to implement the data processing system shown
in FIG. 2.

[0146] The memory 702 includes but is not limited to a
random-access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM), or a compact disc read-only memory (CD-
ROM). The memory 702 is configured to store related
program code and data. Applied to this embodiment of this
application, the memory 702 is further configured to cache
feature parameter and data packets, that is, perform step
S403 in the embodiment shown in FIG. 4, in an embodi-
ment, cache the feature parameter of the to-be-measured
data packet set.

[0147] The input device 703 may include but is not limited
to a display screen, a stylus, a keyboard, a mouse, a
microphone, and the like, and is configured to receive an
input operation of a user. Applied to this embodiment of this
application, the input device 703 is configured to obtain a
to-be-measured data packet.

[0148] The output device 704 may include but is not
limited to a display screen, an acoustic device, a loud-
speaker, and the like, and is configured to output an audio
file, a video file, an image file, and the like. Applied to this
embodiment of this application, the output device 704 is
configured to output measured network quality, that is,
output a packet loss rate, an out-of-order rate, and a delay.
[0149] It may be understood that FIG. 8 shows only a
simplified design of the network quality measurement appa-
ratus. During actual application, the network quality mea-
surement apparatus may also include other necessary com-
ponents, including but not limited to any quantity of
transceivers, communications units, and the like, and all
devices that can implement this application shall all fall
within the protection scope of this application.

[0150] A person of ordinary skill in the art may understand
that all or some of the processes of the methods in the
embodiments may be completed by a computer program
instructing relevant hardware. The program may be stored in
a computer-readable storage medium. When the program is
executed, the processes of the method embodiments are
performed. The foregoing storage medium includes any
medium that can store program code, such as a ROM, a
RAM, a magnetic disk, or an optical disc. Therefore, another
embodiment of this application provides a computer-read-
able storage medium. The computer-readable storage
medium stores an instruction, and when the instruction is run
on a computer, the computer is enabled to perform the
methods in the foregoing aspects.

[0151] Another embodiment of this application further
provides a computer program product including an instruc-
tion. When the computer program product is run on a
computer, the computer is enabled to perform the methods
in the foregoing aspects.

[0152] A person of ordinary skill in the art may be aware
that, in combination with the examples described in the
embodiments disclosed in this application, units and algo-
rithm steps may be implemented by electronic hardware or
a combination of computer software and electronic hard-
ware. Whether the functions are performed by hardware or
software depends on particular applications and design
constraint conditions of the technical solutions. A person
skilled in the art may use different methods to implement the
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described functions for each particular application, but it
should not be considered that the implementation goes
beyond the scope of this application.

[0153] It may be clearly understood by a person skilled in
the art that, for the purpose of convenient and brief descrip-
tion, for a detailed working process of the foregoing system,
apparatus, and unit, refer to a corresponding process in the
foregoing method embodiments, and details are not
described herein again.

[0154] In the several embodiments provided in this appli-
cation, it should be understood that the disclosed system,
apparatus, and method may be implemented in other man-
ners. For example, the foregoing apparatus embodiment is
merely an example. For example, division into the units is
merely logical function division and may be other division
in actual implementation. For example, a plurality of units or
components may be combined or integrated into another
system, or some feature may be ignored or not performed. In
addition, the displayed or discussed mutual couplings or
direct couplings or communication connections may be
implemented using some interfaces. The indirect couplings
or communication connections between the apparatuses or
units may be implemented in electronic, mechanical, or
other forms.

[0155] The units described as separate parts may or may
not be physically separate, and parts displayed as units may
or may not be physical units, may be located in one position,
or may be distributed on a plurality of network units. Some
or all of the units may be selected based on actual require-
ments to achieve the objectives of the solutions of the
embodiments.

[0156] In addition, functional units in the embodiments of
this application may be integrated into one processing unit,
or each of the units may exist alone physically, or two or
more units are integrated into one unit.

[0157] All or some of the foregoing embodiments may be
implemented using software, hardware, firmware, or any
combination thereof. When software is used to implement
the embodiments, the embodiments may be implemented
completely or partially in a form of a computer program
product. The computer program product includes one or
more computer instructions. When the computer program
instructions are loaded and executed on the computer, the
procedures or functions according to the embodiments of the
present disclosure are all or partially generated. The com-
puter may be a general-purpose computer, a dedicated
computer, a computer network, or other programmable
apparatuses. The computer instruction may be stored in a
computer-readable storage medium, or may be transmitted
using the computer-readable storage medium. The computer
instructions may be transmitted from a website, computer,
server, or data center to another website, computer, server, or
data center in a wired (for example, a coaxial cable, an
optical fiber, or a digital subscriber line (DSL)) or wireless
(for example, infrared, radio, or microwave) manner. The
computer-readable storage medium may be any usable
medium accessible by a computer, or a data storage device,
such as a server or a data center, integrating one or more
usable media. The usable medium may be a magnetic
medium (for example, a floppy disk, a hard disk, or a
magnetic tape), an optical medium (for example, a digital
versatile disc (DVD)), a semiconductor medium (for
example, a solid-state drive (SSD)), or the like.
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What is claimed is:

1. A network quality measurement method, comprising:

obtaining a first feature parameter of a to-be-measured

data packet set from headers of the to-be-measured data
packet set, wherein the to-be-measured data packet set
comprises to-be-measured data packets using an
encrypted transmission protocol;

determining a data transmission mode of the to-be-mea-

sured data packet set based on the first feature param-
eter;
determining a measurement index of network quality
measurement based on the data transmission mode; and

performing the network quality measurement on the to-
be-measured data packets based on the measurement
index.

2. The network quality measurement method of claim 1,
wherein the encrypted transmission protocol is a Quick User
Data Packet Internet Connections (QUIC) protocol, wherein
determining the data transmission mode comprises:

determining packet types of the to-be-measured data

packets based on a second feature parameter of the
to-be-measured data packets, wherein the packet types
are a quasi request packet from a data receive end to a
data transmit end that requests to transmit application
data and comprises a packet size less than a first
threshold, an application data packet from the data
transmit end to the data receive end that carries the
application data and comprises a packet size greater
than a second threshold, or a quasi acknowledgement
packet from the data receive end to the data transmit
end that indicates the data receive end receives the
application data packet and comprises a packet size less
than a third threshold, and wherein the first threshold
and the third threshold are less than the second thresh-
old; and

determining the data transmission mode based on the

second feature parameter and the packet types.

3. The network quality measurement method of claim 2,
wherein determining the data transmission mode comprises:

matching the second feature parameter and the packet

type of the to-be-measured data packets with a preset
data transmission mode determining rule; and

determining the data transmission mode based on a

matching result of the matching.

4. The network quality measurement method of claim 3,
wherein the preset data transmission mode determining rule
indicates that a data packet set has a packet loss feature
indicating whether packet numbers of two application data
packets with continuous packet arrival times are inconsecu-
tive, wherein determining the data transmission mode com-
prises determining that the data transmission mode is a
packet loss transmission mode when the to-be-measured
data packet set has the packet loss feature, and wherein
determining the measurement index of network quality
measurement comprises determining the packet loss feature
as the measurement index of the network quality measure-
ment in the packet loss transmission mode.

5. The network quality measurement method of claim 4,
wherein performing the network quality measurement on the
to-be-measured data packets comprises:

collecting a quantity of packet loss features in the to-be-

measured data packets; and

calculating a packet loss rate based on the quantity of

packet loss features.
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6. The network quality measurement method of claim 3,
wherein the preset data transmission mode determining rule
indicates that a data packet set has an out-of-order feature
when a packet number of a first application data packet is
greater than a packet number of a second application data
packet, packet arrival times of the first application data
packet and the second application data packet are continu-
ous, and the packet arrival time of the first application data
packet is earlier than the packet arrival time of the second
application data packet, wherein determining the data trans-
mission mode comprises determining that the data transmis-
sion mode is an out-of-order transmission mode when the
matching result shows that the to-be-measured data packet
set has the out-of-order feature, and wherein determining the
measurement index of the network quality measurement
comprises determining the out-of-order feature as the mea-
surement index of the network quality measurement in the
out-of-order transmission mode.

7. The network quality measurement method of claim 6,
wherein performing the network quality measurement on the
to-be-measured data packets comprises:

collecting a quantity of out-of-order feature in the to-be-

measured data packets; and

calculating an out-of-order rate based on the quantity of

out-of-order feature.

8. The network quality measurement method of claim 3,
wherein the preset data transmission mode determining rule
indicates that a data packet set has a response feature,
comprising the quasi acknowledgement packet and the
application data packet, wherein determining the data trans-
mission mode comprises determining that the data transmis-
sion mode is a data transmission response mode when the
matching result shows that the to-be-measured data packet
set has the response feature, and wherein determining the
measurement index of network quality measurement com-
prises determining the response feature as the measurement
index of the network quality measurement in the data
transmission response mode.

9. The network quality measurement method of claim 8,
wherein performing the network quality measurement on the
to-be-measured data packets comprises:

collecting a quantity of response features in the to-be-

measured data packets;

calculating a packet arrival time difference between the

quasi acknowledgement packet and the application data
packet in the response feature; and

calculating a delay based on the quantity of response

features and the packet arrival time difference.

10. The network quality measurement method of claim 1,
wherein the to-be-measured data packets comprise a first
to-be-measured data packet and a second to-be-measured
data packet, wherein packet arrival times of the to-be-
measured data packets are continuous, and wherein a packet
arrival time of the second to-be-measured data packet is
earlier than a packet arrival time of the first to-be-measured
data packet.

11. The network quality measurement method of claim 1,
wherein the first feature parameter comprises at least one of
a packet size, a packet direction, a packet number, a packet
number length, a packet arrival time, or an uplink-downlink
packet exchange transmit frequency.

12. The network quality measurement method of claim 1,
wherein performing the network quality measurement on the
to-be-measured data packets comprises:
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performing the network quality measurement on all of the
to-be-measured data packets based on the measurement
index;

performing the network quality measurement on some of

the to-be-measured data packets based on the measure-
ment index; or

performing the network quality measurement on a to-be-

measured data packet corresponding to a third feature
parameter cached within a preset time period based on
the measurement index.
13. The network quality measurement method of claim 1,
further comprising:
obtaining feature identifiers of the to-be-measured data
packets comprising at least one of a service identifier,
an application identifier, or a user identifier; and

caching a second feature parameter of the to-be-measured
data packets into cache locations corresponding to the
feature identifiers.

14. The network quality measurement method of claim
13, wherein performing the network quality measurement on
the to-be-measured data packets comprises:

obtaining a quantity of to-be-measured data packets hav-

ing a same feature identifier as the to-be-measured data
packets; and

performing the network quality measurement on the quan-

tity of to-be-measured data packets based on the mea-
surement index.

15. A network quality measurement apparatus, compris-
ing:

a processor; and

a memory coupled to the processor and storing instruc-

tions that, when executed by the processor, cause the

network quality measurement apparatus to be config-

ured to:

obtain a first feature parameter of a to-be-measured
data packet set from headers of the to-be-measured
data packet set, wherein the to-be-measured data
packet set comprises to-be-measured data packets
using an encrypted transmission protocol;

determine a data transmission mode of the to-be-
measured data packet set based on the first feature
parameter,

determine a measurement index of network quality
measurement based on the data transmission mode;
and

perform the network quality measurement on the to-be-
measured data packets based on the measurement
index.

16. The network quality measurement apparatus of claim
15, wherein the encrypted transmission protocol is a Quick
User Data Packet Internet Connections (QUIC) protocol,
wherein the instructions further cause the network quality
measurement apparatus to be configured to:

determine packet types of the to-be-measured data pack-

ets based on a second feature parameter of the to-be-
measured data packets, wherein the packet types are a
quasi request packet from a data receive end to a data
transmit end that requests to transmit application data
and comprises a packet size less than a first threshold,
an application data packet from the data transmit end to
the data receive end that carries the application data and
comprises a packet size greater than a second threshold,
or a quasi acknowledgement packet from the data
receive end to the data transmit end that indicates the
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data receive end receives the application data packet
and comprises a packet size less than a third threshold,
and wherein the first threshold and the third threshold
are less than the second threshold; and

determine the data transmission mode based on the sec-
ond feature parameter and the packet type of the
to-be-measured data packets.

17. A computer program product comprising computer-
executable instructions for storage on a non-transitory com-
puter-readable medium that, when executed by a processor,
cause a network quality measurement apparatus to:

obtain a first feature parameter of a to-be-measured data
packet set from headers of the to-be-measured data
packet set, wherein the to-be-measured data packet set
comprises to-be-measured data packets using an
encrypted transmission protocol;

determine a data transmission mode of the to-be-mea-
sured data packet set based on the first feature param-
eter;

determine a measurement index of network quality mea-
surement based on the data transmission mode; and

perform the network quality measurement on the to-be-
measured data packets based on the measurement
index.

18. The computer program product of claim 17, wherein
the encrypted transmission protocol is a Quick User Data
Packet Internet Connections (QUIC) protocol, wherein the
instructions further cause the network quality measurement
apparatus to:

determine packet types of the to-be-measured data pack-
ets based on a second feature parameter of the to-be-
measured data packets, wherein the packet types are a
quasi request packet from a data receive end to a data
transmit end that requests to transmit application data
and comprises a packet size less than a first threshold,
an application data packet from the data transmit end to
the data receive end that carries the application data and
comprises a packet size greater than a second threshold,
or a quasi acknowledgement packet from the data
receive end to the data transmit end that indicates the
data receive end receives the application data packet
and comprises a packet size less than a third threshold,
and wherein the first threshold and the third threshold
are less than the second threshold; and

determine the data transmission mode based on the sec-
ond feature parameter and the packet type of the
to-be-measured data packets

19. The computer program product of claim 18, wherein

the instructions further cause the network quality measure-
ment apparatus to:

match the second feature parameter and the packet type of
the to-be-measured data packets with a preset data
transmission mode determining rule; and

determine the data transmission mode based on a match-
ing result.

20. The computer program product of claim 19, wherein
the preset data transmission mode determining rule indicates
that a data packet set has a packet loss feature indicating
whether packet numbers of two application data packets
with continuous packet arrival times are inconsecutive,
wherein the instructions further cause the network quality
measurement apparatus to:
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determine that the data transmission mode is a packet loss
transmission mode when the to-be-measured data
packet set has the packet loss feature; and

determine the packet loss feature as the measurement
index of the network quality measurement in the packet
loss transmission mode.
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