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FIG. 2
Profile/Configuration ,535
- MANUFACTURER
- MODEL NAME
- USER INFORMATION

- VERSION INFORMATION

- MANUFACTURER AND NAME OF CONNECTABLE MODEL

- MANUFACTURER AND NAME OF SAFELY COMPATIBLE MODEL

- LIST OF CONNECTED NETWORK DEVICES/LIST OF CONNECTED DEVICES
- ACCESSIBLE H/W RESOURCES
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FIG. 4
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FIG. 5
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FIG. 7
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FIG. 8
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FIG. 9
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FIG. 11
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FIG. 12
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SYSTEM ON CHIP (SOC) AND DEVICES
HAVING THE SOC

CROSS-REFERENCE TO THE RELATED
APPLICATIONS

[0001] This application claims priority from U.S. provi-
sional patent application No. 62/132,837 filed on Mar. 13,
2015, and Korean Patent Application No. 10-2015-0063958
filed on May 7, 2015, the entire disclosures of which are
incorporated herein by reference.

BACKGROUND

[0002] Apparatuses and methods consistent with exem-
plary embodiments of the inventive concept relate to a system
on chip (SoC), and more particularly, to a SoC capable of
sharing at least one of hardware resources and/or software
resources of a network device through connection with the
network device, and devices including the same.

SUMMARY

[0003] According to some exemplary embodiments of the
inventive concept, there is provided a system on chip struc-
tured in a second network device. The system on chip may
include: a first resource which is structured as at least one of
hardware and software; a resource management module; and
a processor configured to control or execute the resource
management module to monitor a state of the first resource,
and manage a sharing condition of the first resource to be
shared by a first network device and the second network
device and shared information of at least one second resource
which is hardware and/or software, currently shared by the
second network device and a third network device.

[0004] The sharing condition may include at least one of a
manufacturer name and a model name of the first network
device which shares the first resource with the second net-
work device, and the shared information may include at least
one of information about the third network device and infor-
mation about the second resource.

[0005] The second resource may be included in one of the
second network device and the third network device, and
include at least one of the processor included in the system on
chip, a processor of the third network device, a data storage,
a sensor node, and an analytic engine configured to process
data.

[0006] The resource management module may include: a
resource coordinator configured to manage sharing of the first
resource and sharing of the second resource between the two
network devices; a resource manager configured to monitor a
current state of the first resource and transmit a monitoring
result to the resource coordinator; and a manager configured
to manage update and storing of the sharing condition and the
shared information.

[0007] When the first hardware resource is the processor
which is a central processing unit (CPU) of the system on
chip, the current state may include at least one of CPU utili-
zation, CPU usage, and CPU occupancy a central processing
unit (CPU), the current state may include at least one among
CPU utilization, CPU usage, and CPU occupancy.

[0008] The resource management module may transmit an
analytic engine and data from the first network device to the
first hardware resource. The first hardware resource may ana-
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lyze the data using the analytic engine and transmit analyzed
data to the first network device through the resource manage-
ment module.

[0009] When the first resource is the processor which is a
first CPU and the second resource is a second CPU included
in the third network device, the resource management module
may transmit an analytic engine and data from the first net-
work device to either of the first and second CPUs based on
usage of the first CPU and usage of the second CPU. When
either of the first and second CPUs analyzes the data using the
analytic engine and outputs analyzed data, the resource man-
agement module may receive the analyzed data and transmit
the analyzed data to the first network device.

[0010] The system on chip may further include an actuator
configured to actuate either a driving device or a sensor node.
The resource management module may transmit an actuation
instruction from the first network device to the actuator and
the actuator may control actuation of either the driving device
or the sensor node in response to the actuation instruction.
[0011] The first resource may include an analytic engine.
The resource management module may transmit data from
the first network device to the analytic engine, the analytic
engine may analyze the data to generate analyzed data, and
the resource management module may transmit the analyzed
data to the first network device.

[0012] According to some exemplary embodiments of the
inventive concept, there is provided a system on chip struc-
tured in a first network device. The system on chip may
include: a first resource; a resource management module; and
a processor configured to control or execute the resource
management module to monitor a state of the first resource
and a state of at least one second resource included in at least
one second network device, respectively, and select at least
one of the first network device and the second network device
based on a result of the monitoring so that the resource
included in the selected network device is used by the first
network device, wherein each of the first and second
resources is structured as at least one of hardware and soft-
ware. The resource management module may receive an
instruction from a user regarding the selection of the at least
one network device, transmit information about the result of
the processing the data to the user, and receive an instruction
to control a device connected to at least one of the first and
second network devices related to the result of the processing
the data

[0013] The resource management module may transmit to
the selected network device, at least one of data obtained by
the first network device and an analytic engine used to process
the data, and receive a result of the processing the data.
[0014] According to some exemplary embodiments of the
inventive concept, there is provided a second network device
including a first resource which is structured as at least one of
hardware and software; a resource management module; and
a processor configured to control or execute the resource
management module to monitor a state of the first resource
and control sharing of at least one of the first resource of the
second network device and a second resource included in a
third network device by at least two of a first network device,
the second network device and the third network device,
based on information about the first, second and third network
devices.

[0015] The second network device may further include a
memory configured to store the information about the first,
second and third network devices. The resource management
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module may transmit at least a part of the information about
the first, second and third network devices from the memory
to the first network device in response to an information
transmission request output from the first network device.
[0016] Alternatively, the second network device may fur-
ther include a memory configured to store the information
about the first, second and third network devices. At this time,
the resource management module may transmit a device
information request signal to the first network device in
response to an information request signal received from the
first network device, receive device information from the first
network device, determine whether the first and second net-
work devices are compatible with each other based on the
device information, and transmit at least a part of the infor-
mation about the first, second and third network devices from
the memory to the first network device in response to deter-
mining that the first and second network devices are compat-
ible.

[0017] When the first resource is a first CPU and the second
resource is the processor which is a second CPU included in
the third network device, the resource management module
may transmit an analytic engine and data from the first net-
work device to either of the first and second CPUs based on
usage of the first CPU and usage of the second CPU. When
either of the first and second CPUs analyzes the data using the
analytic engine and outputs analyzed data, the resource man-
agement module may receive the analyzed data and transmit
the analyzed data to the first network device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The above and other features and advantages of the
inventive concept will become more apparent by describing
in detail exemplary embodiments thereof with reference to
the attached drawings, in which:

[0019] FIGS. 1A through 1IN are block diagrams of net-
work devices according to some exemplary embodiments of
the inventive concept;

[0020] FIG. 2 is adiagram of profile/configuration stored in
a profile/configuration storage included in the network
devices illustrated in FIGS. 1A through 1N according to some
exemplary embodiments of the inventive concept;

[0021] FIG. 3 is a diagram of a network system including
network devices according to some exemplary embodiments
of the inventive concept;

[0022] FIG.4 is adiagram of profile/configuration stored in
a profile/configuration storage included in a second network
device illustrated in FIG. 3, according to some exemplary
embodiments of the inventive concept;

[0023] FIG.5 is adiagram of profile/configuration stored in
a profile/configuration storage included in a third network
device illustrated in FIG. 3, according to some exemplary
embodiments of the inventive concept;

[0024] FIG. 6 is a data flow diagram for explaining the
operation of the network system illustrated in FIG. 3 accord-
ing to some embodiments of the inventive concept, according
to some exemplary embodiments of the inventive concept;
[0025] FIG. 7 is a conceptual diagram for explaining a
procedure for selecting at least one network device to be
connected in the data flow illustrated in FIG. 6, according to
some exemplary embodiments of the inventive concept;
[0026] FIG. 8 is a first connection node graph correspond-
ing to second profile/configuration transmitted from the sec-
ond network device to a first network device in the data flow
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illustrated in FIG. 6, according to some exemplary embodi-
ments of the inventive concept;

[0027] FIG. 9 is a second connection node graph corre-
sponding to third profile/configuration transmitted from the
third network device to the first network device in the data
flow illustrated in FIG. 6, according to some exemplary
embodiments of the inventive concept;

[0028] FIG. 10 is a data flow diagram for explaining the
operation of the network system illustrated in FIG. 3 accord-
ing to other embodiments of the inventive concept, according
to some exemplary embodiments of the inventive concept;
[0029] FIG. 11 is a flowchart of a method of selecting a
master network device in the network system illustrated in
FIG. 3 according to some exemplary embodiments of the
inventive concept;

[0030] FIG. 12 is a flowchart of a method of selecting a
master network device in the network system illustrated in
FIG. 3 according to some exemplary embodiments of the
inventive concept;

[0031] FIG. 13 is a data flow diagram for explaining a
procedure in which a first network device controls a device
connected to a second network device using a mobile com-
puting device according to some exemplary embodiments of
the inventive concept;

[0032] FIG. 14 is a data flow diagram for explaining a
procedure in which a first network device controls a device
connected to a second network device according to some
exemplary embodiments of the inventive concept;

[0033] FIG. 15 is a data flow diagram for explaining a
procedure in which data transmitted from a first network
device is analyzed by other network device using its comput-
ing power according to some exemplary embodiments of the
inventive concept;

[0034] FIG. 16 is a data flow diagram for explaining a
procedure in which data transmitted from a first network
device is analyzed by other network device using its analytic
engine according to some exemplary embodiments of the
inventive concept;

[0035] FIG. 17 is a data flow diagram for explaining a
procedure in which a first network device sets a device con-
nected to a fourth network device as a shared resource accord-
ing to some exemplary embodiments of the inventive con-
cept;

[0036] FIG. 18 is a flowchart of a method of determining a
sharable network device based on the capacity of a data
storage included in each of network devices according to
some exemplary embodiments of the inventive concept;
[0037] FIG. 19 is a flowchart of a method of determining a
sharable network device based on the operating mode of each
of network devices according to some exemplary embodi-
ments of the inventive concept;

[0038] FIG. 20 is a diagram of a network system including
network devices according to some exemplary embodiments
of the inventive concept;

[0039] FIG. 21 is a diagram of a network system including
network devices according to some exemplary embodiments
of the inventive concept;

[0040] FIG. 22 is a diagram of a network system including
network devices according to some exemplary embodiments
of the inventive concept;

[0041] FIG. 23 is a diagram of a network system including
network devices according to some exemplary embodiments
of the inventive concept; and
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[0042] FIG. 24 is a diagram of a network system including
network devices according to some exemplary embodiments
of the inventive concept.

DETAILED DESCRIPTION OF THE
EXEMPLARY EMBODIMENTS

[0043] The inventive concept now will be described more
fully hereinafter with reference to the accompanying draw-
ings, in which exemplary embodiments of the inventive con-
cept are shown. This inventive concept may, however, be
embodied in many different forms and should not be con-
strued as limited to the embodiments set forth herein. Rather,
these embodiments are provided such that this disclosure will
be thorough and complete, and will fully convey the scope of
the inventive concept to those skilled in the art. In the draw-
ings, the size and relative sizes of layers and regions may be
exaggerated for clarity. Like numbers refer to like elements
throughout.

[0044] It will be understood that when an element is
referred to as being “connected” or “coupled” to another
element, it can be directly connected or coupled to the other
element or intervening elements may be present. In contrast,
when an element is referred to as being “directly connected”
or “directly coupled” to another element, there are no inter-
vening elements present. As used herein, the term “and/or”
includes any and all combinations of one or more of the
associated listed items and may be abbreviated as “/”.
[0045] It will be understood that, although the terms first,
second, etc. may be used herein to describe various elements,
these elements should not be limited by these terms. These
terms are only used to distinguish one element from another.
For example, a first signal could be termed a second signal,
and, similarly, a second signal could be termed a first signal
without departing from the teachings of the inventive con-
cept.

[0046] The terminology used herein is for the purpose of
describing particular embodiments only and is not intended to
be limiting of the invention. As used herein, the singular
forms “a”, “an” and “the” are intended to include the plural
forms as well, unless the context clearly indicates otherwise.
It will be further understood that the terms “comprises” and/
or “comprising,” or “includes” and/or “including” when used
in this specification, specify the presence of stated features,
regions, integers, steps, operations, elements, and/or compo-
nents, but do not preclude the presence or addition of one or
more other features, regions, integers, steps, operations, ele-
ments, components, and/or groups thereof.

[0047] Unless otherwise defined, all terms (including tech-
nical and scientific terms) used herein have the same meaning
as commonly understood by one of ordinary skill in the art to
which this invention belongs. It will be further understood
that terms, such as those defined in commonly used dictio-
naries, should be interpreted as having a meaning that is
consistent with their meaning in the context of the relevant art
and/or the present application, and will not be interpreted in
an idealized or overly formal sense unless expressly so
defined herein.

[0048] A network device (e.g., 200-1 shown in FIG. 1A to
be described below) may be a sink node, a hub, a gateway, an
Internet of things (IoT) device, an Internet of everything (IoE)
device, a wearable computing device, home appliance, indus-
trial equipment, military equipment, healthcare equipment,
medical equipment, agriculture equipment, an automobile (or
a car), or a vehicle, but not being restricted to thereto. In a
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wireless sensor network (WSN), a sink node is called a base
station. The sink node may function as a gateway connecting
the WSN with an external network (e.g., the Internet), and
may assign each sensor node a task and may collect an event
detected by each sensor node.

[0049] The term “hub” may refer to a networking device
that connects computers or different network devices with
each other. A gateway is a node or a router on a transmission
control protocol/internet protocol (TCP/IP) network and may
function as an access point toward another network.

[0050] Hereinafter, a device (e.g., 201-1 or 201-1') con-
nected to the network device through a wired or wireless
network may refer to a sink node, a hub, a gateway, an [oT
device, an IoE device, or a sensor node, but the inventive
concept is not restricted to these examples. For instance, a
sensor node may be a node that performs processing and
gathering of sensory information and performs communica-
tion among connected nodes in a WSN.

[0051] The network device (e.g., 200-1) or the device (e.g.,
201-1 or 201-1') that can communicate with the network
device has an accessible wired/wireless interface. It may
include equipment that can transmit or receive data to or from
at least one another network device or at least one another
device through the wired/wireless interface.

[0052] An accessible wired/wireless interface (e.g., a con-
nective module 210) may include a modem communication
interface accessible to a local area network (LLAN), a wireless
LAN (WLAN) such as wireless fidelity (Wi-Fi), a wireless
personal area network (WPAN) such as Bluetooth, a wireless
universal serial bus (USB), Zigbee, near field communication
(NFC), a radio-frequency identification (RFID), or a mobile
cellular network. The mobile cellular network may be a third
generation (3G) mobile cellular network, a fourth generation
(4G) mobile cellular network, or a long term evolution
(LTE™%) mobile cellular network. The Bluetooth interface
may support Bluetooth low energy (BLE). The connectivity
module 210 illustrated in FIGS. 1A through 1N may be or
may include a wired interface, a wireless interface, or a
modem communication interface.

[0053] The terms “module”, “coordinator”, “manager”,
“engine”, or “secure element” may refer to hardware (or a
hardware component), software or a functional and/or struc-
tural combination thereof that can perform functions and/or
operations corresponding to its name, or an electronic record-
ing medium (e.g., a processor or a central processing unit
(CPU)) storing a computer program code for executing the
functions and/or operations, but the inventive concept is not
restricted thereto.

[0054] FIGS. 1A through 1N are block diagrams of net-
work devices 200-1 through 200-14 (collectively denoted by
numeral 200) according to some exemplary embodiments of
the inventive concept. Referring to FIG. 1A, the network
device 200-1 may include a connectivity module 210, a
resource management module 230A, hardware resources
250-1, and one or more actuators 270-1 through 270-a (where
“a” is a natural number of at least 3). The resource manage-
ment module 230 A and an analytic engine 290 may be imple-
mented in one or more hardware modules including a proces-
sor configured to execute functions and operations of the
resource management module 230 A described in reference to
FIGS. 1A through 1N. These functions and operations may be
implemented as computer instructions stored in a memory
(not shown) included in or connected to the resource man-
agement module 230A.
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[0055] The connectivity module 210 may search for any
accessible network device(s) through wireless communica-
tion (e.g., Wi-Fi or Bluetooth) and may control communica-
tion of software resources of the network device 200-1 with
any network device(s) connected with the network device
200-1. For example, the software resources may include pro-
file/configuration information (hereinafter, referred to as
“profile/configuration”) which will be described with refer-
ence to FIG. 2, software engine, and/or data, but the inventive
concept is not restricted these examples.

[0056] A system on chip (SoC) 220A may include a
resource management module 230A and an AP core 251.
Although the SoC 220A includes the resource management
module 230A and the AP core 251 in the embodiments illus-
trated in FIG. 1A, the SoC 220A may also include the con-
nectivity module 210 and/or the actuators 270-1 through
270-a in other exemplary embodiments.

[0057] The SoC 220A may be an integrated circuit (IC), a
motherboard, an application processor (AP), a mobile AP, or
a chip set. The AP core 251 may be a central processing unit
(CPU) or processor which includes at least one core. The AP
core 251 may be a computing logic circuit that executes a
software engine and processes data.

[0058] Theresource management module 230 A may moni-
tor a current state of the hardware resources 250-1. The
resource management module 230A also manage sharing
conditions of the hardware resources 250-1 to be shared by
the network device 200-1 with at least one another network
device and shared information about a hardware resource
currently shared by the network device 200-1 with at least one
another network device. The sharing conditions and the
shared information may include profile/configuration which
will be described with reference to FIG. 2.

[0059] In detail, the resource management module 230A
may monitor a current state of the hardware resources 250-1
included in (or connected to) the network device 200-1, a
profile of sharing conditions, and a configuration of shared
information. The resource management module 230A may
include a hardware resource manager 231, a resource coordi-
nator 233, and a profile/configuration manager 237.

[0060] The hardware resource manager 231 may monitor
and analyze the current state of the hardware resources 250-1
included in (or connected to) the network device 200-1. When
the AP core 251 is a CPU, the current state may include at
least one among CPU utilization, CPU usage, CPU occu-
pancy, and CPU workload. The hardware resource manager
231 may also monitor an available memory capacity of a data
storage 255-1 as the current state of the hardware resources
250-1. According to an exemplary embodiment, the hardware
resource manager 231 may also monitor and analyze a current
state of software resources such as the profile/configuration,
the analytic engine 290, etc. Thus, the hardware resource
manger 231 may be termed a resource manager.

[0061] The resource coordinator 233 may control the hard-
ware resource manager 231 and the profile/configuration
manager 237. For example, the resource coordinator 233 may
communicate a command and/or data with the hardware
resource manager 231 and the profile/configuration manager
237.

[0062] Forexample, the resource coordinator 233 may pro-
vide the current state of the hardware resource 250-1 in real
time (or on-the-fly) to at least one network device connected
to the network device 200-1 through the connectivity module
210. For example, the resource coordinator 233 may manage
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sharing of hardware resource(s) with at least one network
device to be connected or have been connected to the network
device 200-1. The hardware resources shared or to be shared
may include at least one resource among the AP core 251, data
storage 255-1, a secure element 253-1 and the analytic engine
290 included in the network device 200-1, and one or more
devices 201-1 through 201-a connected to the network device
2001.

[0063] The profile/configuration manager 237 may manage
transmission and/or update of profile/configuration. In detail,
the profile/configuration manager 237 may read the profile/
configuration from a profile/configuration storage 235, and
transmit the profile/configuration to the resource coordinator
233 according to a control of the resource coordinator 233.
The resource coordinator 233 may transmit the profile/con-
figuration received from the profile/configuration manager
237 to at least one another network device to be connected or
have been connected to the network device 200-1 through the
connectivity module 210.

[0064] When profile/configuration of another network
device is input to the network device 200-1, the resource
coordinator 233 transmits the profile/configuration received
through the connectivity module 210 to the profile/configu-
ration manager 237. The profile/configuration manager 237
may store the profile/configuration of the other network
device in the profile/configuration storage 235. In other
words, the profile/configuration storage 235 may store the
profile/configuration of the other network device as well as
the profile/configuration of the network device 200-1.

[0065] When another network device is connected to the
network device 2001, the profile/configuration manager 237
may update the profile/configuration of the network device
200-1 and/or the profile/configuration of the other network
device. When software resources and/or hardware resources
shared or to be shared are added or changed, the profile/
configuration manager 237 may update the profile/configu-
ration of the network device 200-1 and/or the profile/configu-
ration of the other network device.

[0066] The hardware resources 250-1 may include the AP
core 251, the secure element 253-1, and the data storage
255-1. The AP core 251 may control the connectivity module
210, the resource management module 230A, the hardware
resources 250-1, and the actuators 270-1 through 270-a.

[0067] The AP core 251 may control the overall operation
of the network device 200-1. The AP core 251 may execute
applications that provide Internet browsers, games, or mov-
ing pictures. The AP core 251 may have a single core or
multi-core architecture. The multi-core architecture may be
dual-core, triple-core, quad-core, hexa-core, octa-core, or
magni-core, but the inventive concept is not restricted to the
number of cores included in the AP core 251. When the AP
core 251 has a multi-core structure, at least one core among
multiple cores may be assigned as a hardware resource to be
shared with another network device according to a sharing
policy managed by the AP core 251 or the resource coordi-
nator 233. The multiple cores may have different perfor-
mance and power consumption, respectively.

[0068] The AP core 251 may include the analytic engine
290. The analytic engine 290 may receive and analyze an
event detected by one or more devices 201-1 through 201-a.
The analytic engine 290 may also analyze data transmitted
from at least one another network device, and may transmit an
analysis result to the resource management module 230A.
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[0069] The secure element 253-1 may include a processor
(not shown) which controls operations of the secure element
253-1 and the profile/configuration storage 235 which stores
profile/configuration. This processor and the profile/configu-
ration storage 235 may be formed together in a single pack-
age, and an internal bus connecting the processor and the
profile/configuration storage 235 may be formed within the
package. The secure element 253-1, e.g., the processor, may
have a function of defending against an external attack, e.g.,
a lab attack. Accordingly, the secure element 253-1 may
safely store security data relevant to the profile/configuration
stored in the profile/configuration storage 235. The secure
element 253-1 may also store security data for the AP core
251. For example, the profile/configuration and the security
data for the AP core 251 may be stored in the profile/configu-
ration storage 235.

[0070] For example, the secure element 253-1 and the AP
core 251 may generate a session key through mutual authen-
tication. As a result, a security level of the network device
200-1 may be increased or enhanced. For example, the secure
element 253-1 and the AP core 251 may be formed together in
a single package. For example, the secure element 253-1 may
be implemented as a subscriber identity module (SIM), a user
identity module (UIM), or a universal SIM (USIM), but the
inventive concept is not restricted to these examples.

[0071] The data storage 255-1 may store data needed by the
AP core 251 or the analytic engine 290 or data generated by
the AP core 251 or the analytic engine 290. The data stored in
the data storage 255-1 may be data that has been sensed by
one or more devices 201-1 through 201-a.

[0072] The data storage 255-1 may be formed using a vola-
tile memory and/or a non-volatile memory. Although one data
storage 255-1 is illustrated in FIG. 1A, the data storage 255-1
may refer to a group of data storages including one or more
volatile memories and/or non-volatile memories.

[0073] The data storage 255-1 may store a boot image for
booting the network device 200-1. The data storage 255-1
may be implemented as a non-volatile memory device such as
a flash memory device, a solid state drive or solid state disk
(SSD), a universal flash storage (UFS), or a hard disk drive
(HDD), but the inventive concept is not restricted to these
examples.

[0074] The data storage 255-1 may store data needed for
the operation of the network device 200-1 or data generated
by the network device 200-1. The data storage 255-1 may be
implemented as a volatile memory device such as random
access memory (RAM), dynamic RAM (DRAM), or static
RAM (SRAM), but the inventive concept is not restricted to
these examples.

[0075] The actuators 270-1 through 270-a may control the
devices 201-1 through 201-a, respectively, according to the
AP core 251 or the resource management module 230A.
Although the actuators 270-1 through 270-a are included in
the network device 200-1 in the embodiments illustrated in
FIG. 1A, the actuators 270-1 through 270-a may be included
in devices 201-1' through 201-a’, respectively, as shown in
FIG. 1D.

[0076] As described above, each of the devices 201-1
through 201-a may be implemented as a sink node, a hub, a
gateway, an loT device, an IoE device, or a sensor node. For
example, one of the devices 201-1 through 201-¢ may be
implemented as a sensor such as an image sensor, a bio sensor
detecting biometric information, an acoustic sensor, a sound
sensor, a vibration sensor, a sensor relevant to automotive and
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transportation, a sensor relevant to chemicals, a sensor rel-
evantto environment, weather, moisture or humidity, a sensor
relevant to flow or fluid velocity, or a sensor relevant to
navigation instruments.

[0077] Referring to FIG. 1B, a network device 200-2 may
include the connectivity module 210, the resource manage-
ment module 230A, hardware resources 250-2, and the actua-
tors 270-1 through 270-a. The structure and functions of the
network device 200-2 illustrated in FIG. 1B are the same as or
similar to those of the network device 200-1 illustrated in
FIG. 1A, except for the fact that a data storage 255-2 includes
the profile/configuration storage 235 that stores profile/con-
figuration.

[0078] A secure element 253-2 may include a processor
(not shown) that controls operations of the secure element
253-2 and a storage (not shown) that stores security data. The
secure element 253-2 may control an access operation, such
as a write operation or a read operation, on the profile/con-
figuration storage 235.

[0079] In detail, when the profile/configuration manager
237 accesses the profile/configuration storage 235, the secure
element 253-2 may control an access to the profile/configu-
ration storage 235. Accordingly, when the access to the pro-
file/configuration storage 235 is permitted by the secure ele-
ment 253-2, the profile/configuration manager 237 is allowed
to read or update profile/configuration of the network device
200-2 and/or profile/configuration of another network device
stored in the profile/configuration storage 235.

[0080] Therefore, the secure element 253-2 may safely
manage the profile/configuration stored in the profile/con-
figuration storage 235. The secure element 253-2 may include
a storage (not shown) that stores security data for the AP core
251. The secure element 253-2 may be implemented as a
SIM, a UIM, or a USIM, but the inventive concept is not
restricted to these examples.

[0081] The data storage 255-2 may store dataneeded by the
AP core 251 or the analytic engine 290 or data generated by
the AP core 251 or the analytic engine 290. Data sensed by at
least one of the devices 201-1 through 201-a may be stored in
the data storage 255-2.

[0082] The data storage 255-2 may include the profile/
configuration storage 235 that stores the profile/configura-
tion. The profile/configuration storage 235 may refer to a
non-volatile memory device or a portion of a memory area
included in the non-volatile memory device. The data storage
255-2 may store a boot image for booting the network device
200-2. The data storage 255-2 may be implemented as a
non-volatile memory device such as a flash memory device,
an SSD, a UFS, or an HDD, but the inventive concept is not
restricted to these examples.

[0083] Referring to FIG. 1C, a network device 200-3 may
include the connectivity module 210, the resource manage-
ment module 230A, hardware resources 250-3, and the actua-
tors 270-1 through 270-a. The structure and functions of the
network device 200-3 illustrated in FIG. 1C are substantially
the same as or similar to those of the network device 200-1
illustrated in FIG. 1A, except for a secure element 253-3 and
a data storage 255-3.

[0084] When the profile/configuration manager 237
accesses the profile/configuration storage 235, the profile/
configuration storage 235 may send (or transmit) an access
signal to the secure element 253-3. The secure element 253-3
may determine whether to permit the profile/configuration
manager 237 to access the profile/configuration storage 235
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based on the access signal and a security policy, and may send
(or transmit) an indicator signal corresponding to a determi-
nation result to the profile/configuration storage 235.

[0085] The secure element 253-3 may include a processor
(not shown) that controls operations of the secure element
253-3 and a storage (not shown) that stores security data.
[0086] The secure element 253-3 may control an access
operation, such as a write operation or a read operation, on the
profile/configuration storage 235. In detail, when the profile/
configuration manager 237 accesses the profile/configuration
storage 235, the secure element 253-3 may control an access
to the profile/configuration storage 235. Accordingly, when
the access to the profile/configuration storage 235 is permit-
ted by the secure element 253-3, the profile/configuration
manager 237 is allowed to read or update profile/configura-
tion of the network device 200-3 and/or profile/configuration
of another network device stored in the profile/configuration
storage 235.

[0087] Therefore, the secure element 253-3 may safely
manage the profile/configuration stored in the profile/con-
figuration storage 235. The secure element 253-3 may include
a storage (not shown) that stores security data for the AP core
251. The secure element 253-3 may be implemented as a
SIM, a UIM, or a USIM, but the inventive concept is not
restricted to these examples.

[0088] The data storage 255-3 may store data needed by the
AP core 251 or the analytic engine 290 or data generated by
the AP core 251 or the analytic engine 290. Data sensed by at
least one of the devices 201-1 through 201-a may be stored in
the data storage 255-3.

[0089] The data storage 255-3 may include the profile/
configuration storage 235 that stores the profile/configura-
tion. The profile/configuration storage 235 may refer to a
non-volatile memory device or a portion of a memory area
included in the non-volatile memory device.

[0090] Referring to FIG. 1D, a network device 200-4 may
include the connectivity module 210, the resource manage-
ment module 230A, and hardware resources 250-4. Referring
to FIGS. 1A and 1D, devices 201-1' through 201-a’ may
include the actuators 270-1 through 270-q, respectively. As
described above, each of the devices 201-1' through 201-a’
may be implemented as a sink node, a hub, a gateway, an [oT
device, an IoE device, or a sensor node.

[0091] The structure and functions of a secure element
253-4 illustrated in FIG. 1D are substantially the same as or
similar to those of the secure element 253-1 illustrated in FIG.
1A. The structure and functions of a data storage 255-4 illus-
trated in FIG. 1D are substantially the same as or similar to
those of the data storage 255-1 illustrated in FIG. 1A. Here,
“being substantially the same as” means being completely the
same as physically or being the same as within the margin of
error.

[0092] Referring to FIG. 1E, a network device 200-5 may
include the connectivity module 210, the resource manage-
ment module 230A, and hardware resources 250-5. Referring
to FIGS. 1B and 1E, the devices 201-1' through 201-a’ may
include the actuators 270-1 through 270-a, respectively.
[0093] The structure and functions of a secure element
253-5 illustrated in FIG. 1E are substantially the same as or
similar to those of the secure element 253-2 illustrated in FIG.
1B. The structure and functions of a data storage 255-5 illus-
trated in FIG. 1E are substantially the same as or similar to
those of the data storage 255-2 illustrated in FIG. 1B.
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[0094] Referring to FIG. 1F, a network device 200-6 may
include the connectivity module 210, the resource manage-
ment module 230A, and hardware resources 250-6. Referring
to FIGS. 1C and 1F, the devices 201-1' through 201-a’ may
include the actuators 270-1 through 270-a, respectively.

[0095] The structure and functions of a secure element
253-6 illustrated in FIG. IF are substantially the same as or
similar to those of the secure element 253-3 illustrated in FIG.
1C. The structure and functions of a data storage 255-6 illus-
trated in FIG. IF are substantially the same as or similar to
those of the data storage 255-3 illustrated in FIG. 1C.

[0096] Referring to FIG. 1G, a network device 200-7 may
include the connectivity module 210, a resource management
module 230B, hardware resources 250-7, and the actuators
270-1 through 270-a. The resource management module
230B, a secure element 253, and the analytic engine 290 may
be implemented in software (or as software components) that
can be executed in an AP core 251. The resource management
module 230B may be stored in a data storage 255-7, and may
be executed by the AP core 251.

[0097] The hardware resources 250-7 may include the AP
core 251, the profile/configuration storage 235, and the data
storage 255-7. Although the data storage 255-7 is provided
outside the AP core 251 in the embodiments illustrated in
FIG. 1G, the data storage 255-7 may be implemented as a
memory device (not shown) existing within the AP core 251.

[0098] The secureelement 253 executed by the AP core 251
may control an access operation, such as a write operation or
a read operation, on the profile/configuration storage 235. In
detail, when the profile/configuration manager 237 accesses
the profile/configuration storage 235, the secure element 253
may control an access to the profile/configuration storage
235. Accordingly, when the access to the profile/configura-
tion storage 235 is permitted by the secure element 253, the
profile/configuration manager 237 is allowed to read or
update profile/configuration of the network device 200-7 and/
or profile/configuration of another network device.

[0099] The functions of the software components 231, 233,
237, 253, and 290 illustrated in FIG. 1G are substantially the
same as or similar to those of the hardware components 231,
233,237, 253-1, and 290 illustrated in FIG. 1A. The structure
and functions of the data storage 255-7 illustrated in FIG. 1G
are substantially the same as or similar to those of the data
storage 255-1 illustrated in FIG. 1A.

[0100] Referring to FIG. 1H, a network device 200-8 may
include the connectivity module 210, the resource manage-
ment module 230B, hardware resources 250-8, and the actua-
tors 270-1 through 270-a. The resource management module
230B, a secure element 253, and the analytic engine 290 may
be implemented in software (or as software components) that
can be executed in the AP core 251. A data storage 255-8 may
include the profile/configuration storage 235.

[0101] The secureelement 253 executed by the AP core 251
may control an access operation, such as a write operation or
a read operation, on the profile/configuration storage 235. In
detail, when the profile/configuration manager 237 accesses
the profile/configuration storage 235, the secure element 253
may control an access to the profile/configuration storage
235. Accordingly, when the access to the profile/configura-
tion storage 235 is permitted by the secure element 253, the
profile/configuration manager 237 is allowed to read or
update profile/configuration of the network device 200-8 and/
or profile/configuration of another network device.
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[0102] The structure and functions of the data storage
255-8 illustrated in FIG. 1H are substantially the same as or
similar to those of the data storage 255-2 illustrated in FIG.
1B. The functions of the software components 231, 233, 237,
253, and 290 illustrated in FIG. 1H are substantially the same
as or similar to those of the hardware components 231, 233,
237, 253-1, and 290 illustrated in FIG. 1A.

[0103] Referring to FIG. 11, the network device 200-9 may
include the connectivity module 210, the resource manage-
ment module 230B, and hardware resources 250-9. Referring
to FIGS. 1G and 11, the devices 201-1' through 201-a’ may
include the actuators 270-1 through 270-a, respectively. The
resource management module 230B or the AP core 251 may
control the actuators 270-1 through 270-a. The hardware
resources 250-9 may include the AP core 251, the profile/
configuration storage 235, and a data storage 255-9.

[0104] The functions of the software components 231, 233,
237, 253, and 290 illustrated in FIG. 11 are substantially the
same as or similar to those of the hardware components 231,
233,237,253-1, and 290 illustrated in FIG. 1A. The structure
and functions of the data storage 255-9 illustrated in FIG. 11
are substantially the same as or similar to those of the data
storage 255-1 illustrated in FIG. 1A.

[0105] Referring to FIG. 1], a network device 200-10 may
include the connectivity module 210, the resource manage-
ment module 230B, and hardware resources 250-10. Refer-
ring to FIGS. 1H and 1J, the devices 201-1' through 201-a’
may include the actuators 270-1 through 270-q, respectively.
The resource management module 230B or the AP core 251
may control the actuators 270-1 through 270-a. The functions
of the software components 231, 233, 237, 253, and 290
illustrated in FIG. 1] are substantially the same as or similar
to those of the hardware components 231, 233, 237, 253-1,
and 290 illustrated in FIG. 1A.

[0106] An SoC 220B illustrated in FIGS. 1G through 17J
may include the AP core 251.

[0107] Referring to FIG. 1K, a network device 200-11 may
include the connectivity module 210, the resource manage-
ment module 230A, hardware resources 250-11, the actuators
270-1 through 270-a, and the analytic engine 290. The SoC
220A may include the resource management module 230A,
the AP core 251, the secure element 253, and the analytic
engine 290.

[0108] While the AP core 251 includes the analytic engine
290 and the secure element 253-1 includes a profile/configu-
ration storage 235 in the embodiments illustrated in FIG. 1A,
the AP core 251 does not include the analytic engine 290 and
the secure element 253 does not include the profile/configu-
ration storage 235 in the embodiments illustrated in FIG. 1K.

[0109] The functions of the secure element 253 illustrated
in FIG. 1K are substantially the same as or similar to those of
the secure element 253-1 illustrated in FIG. 1A. The functions
of the analytic engine 290 illustrated in FIG. 1K are substan-
tially the same as or similar to those of the analytic engine 290
illustrated in FIG. 1A. The structure and functions of a data
storage 255-11 illustrated in FIG. 1K are substantially the
same as or similar to those of the data storage 255-1 illustrated
in FIG. 1A.

[0110] Referring to FIG. 1L, a network device 200-12 may
include the connectivity module 210, the resource manage-
ment module 230A, and hardware resources 250-12. Refer-
ring to FIGS. 1K and 1L, the devices 201-1' through 201-a’
may include the actuators 270-1 through 270-q, respectively.
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The resource management module 230A or the AP core 251
may control the actuators 270-1 through 270-a.

[0111] Referring to FIG. 1M, a network device 200-13 may
include the connectivity module 210, the resource manage-
ment module 230B, hardware resources 250-13, and the
actuators 270-1 through 270-a. The resource management
module 230B and the analytic engine 290 may be imple-
mented in software (or as software components) that can be
executed in the AP core 251. The hardware resources 250-13
may include the AP core 251, the secure element 253, the
profile/configuration storage 235, and a data storage 255-13.

[0112] The SoC 220B may include the AP core 251 and the
secure element 253. Referring to FIGS. 1A through 1N, hard-
ware and software components having like names may per-
form the same or similar functions.

[0113] Referring to FIG. 1N, a network device 200-14 may
include the connectivity module 210, the resource manage-
ment module 230B, and hardware resources 250-14. Refer-
ring to FIGS. 1M and 1N, the devices 201-1' through 201-a’
may include the actuators 270-1 through 270-q, respectively.
The resource management module 230B or the AP core 251
may control the actuators 270-1 through 270-a. The hardware
resources 250-14 may include the AP core 251, the secure
element 253, the profile/configuration storage 235, and a data
storage 255-14.

[0114] In the network devices 200-1 through 200-14
described with reference to FIGS. 1A through 1N, at least one
element among the resource management module, the secure
element, and the analytic engine may be implemented in
hardware or software. The profile/configuration storage 235
may or may not be included in a hardware secure element.
The actuators 270-1 through 270-¢ may or may not be
included in each of the network devices 200-1 through 200-14
and may or may not be included in the devices 201-1 through
201-a.

[0115] FIG. 2 is a diagram of profile/configuration stored in
the profile/configuration storage 235 included in the network
device 200 illustrated in FIGS. 1A through 1N according to
some exemplary embodiments of the inventive concept.
Referring to FIGS. 1A through 2, the profile/configuration
may include sharing conditions and shared information. In
detail, the profile/configuration may include a manufacturer
of the network device 200, a model name, user information,
version information, a manufacturer and name of a connect-
able model, a manufacturer and name of a safely compatible
model, a list of connected network devices and/or a list of
connected devices, and accessible hardware resources, but
the profile/configuration stored in the profile/configuration
storage 235 is not restricted to these examples.

[0116] At least one among the manufacturer, the model
name, the user information, the version information, the
manufacturer and name of a connectable model, and the
manufacturer and name of a safely compatible model may be
a sharing condition. At least one among the list of connected
network devices and/or the list of connected devices and the
accessible hardware resources may be shared information.
The profile/configuration may include profile/configuration
of at least one another network device as well as the profile/
configuration of the network device 200.

[0117] FIG. 3 is a diagram of a network system 100A
including network devices 200, 300, 400, 500, 600, and 700
according to some exemplary embodiments of the inventive
concept. Referring to FIGS. 1A through 3, the network sys-
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tem 100A may include the network devices 200, 300, 400,
500, 600, and 700 having different hardware resources.
[0118] Referring to FIG. 3, a second network device 300 is
connected with a third network device 400 through a first
network 110-1 and is connected with a sixth network device
700 through a second network 110-2, a third network device
400 is connected with a fourth and fifth network devices 500
and 600 through a third network 110-3, and a first network
device 200 is a new network device that requests an access to
the network system 100A. It is also assumed that each of the
network devices 200, 300, 400, 500, 600, and 700 has the
structure of one of the network devices 200-1 through 200-14
described with reference to FIGS. 1A through 1N, and may be
connected with or may communicate with at least one device.
For instance, the first network device 200 may be connected
with the devices 201-1 through 201-¢ or may communicate
with the devices 201-1 through 201-a via a wired or wireless
connection. As described with reference to FIGS. 1A through
1N, each of the devices 201-1 through 201-¢ may or may not
include an actuator. The first network device 200 includes the
first profile/configuration storage 235. The first profile/con-
figuration storage 235 may store profile/configuration of the
first network device 200 and profile/configuration of at least
one another network device as well.

[0119] The first network device 200 may communicate
commands and/or data with a mobile computing device 800
through the connectivity module 210. The mobile computing
device 800 may be implemented as a laptop computer, a
cellular phone, a smart phone, a tablet personal computer
(PC), a personal digital assistant (PDA), an enterprise digital
assistant (EDA), a digital still camera, a digital video camera,
a portable multimedia player (PMP), a personal navigation
device or portable navigation device (PND), a handheld game
console, a mobile internet device (MID), a wearable com-
puter, an IoT device, an IoE device, a drone, or an e-book.
[0120] The first network device 200 may receive and trans-
mit commands and/or data through an input/output interface
201-0. The input/output interface 201-0 may include an input
device (such as a touch pad, a keypad, or an input button) and
an output device (such as a display or a speaker).

[0121] Since each of the network devices 200, 300, 400,
500, 600, and 700 has one of the structures 200-1 through
200-14 described with reference to FIGS. 1A through 1N, it
may communicate commands and/or data with the mobile
computing device 800 through the connectivity module 210.
Although an input/output interface for each of the network
devices 300, 400, 500, 600, and 700 is not illustrated in FIG.
3, the network devices 300, 400, 500, 600, and 700 may
include an input/output interface the same as or similar to the
input/output interface 201-0.

[0122] The second network device 300 may be connected
with devices 301-1 through 301-5 or may communicate with
the devices 301-1 through 301-b via a wired or wireless
connection. As described with reference to FIGS. 1A through
1N, each of the devices 301-1 through 301-5 may or may not
include an actuator. The second network device 300 includes
a second profile/configuration storage 235-2. The second pro-
file/configuration storage 235-2 may store profile/configura-
tion of the second network device 300 and profile/configura-
tion of at least one another network device as well.

[0123] The third network device 400 may be connected
with devices 401-1 through 401-¢ or may communicate with
the devices 401-1 through 401-c via a wired or wireless
connection. As described with reference to FIGS. 1A through
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1N, each of the devices 401-1 through 401-c may or may not
include an actuator. The third network device 400 includes a
third profile/configuration storage 235-3. The third profile/
configuration storage 235-3 may store profile/configuration
of'the third network device 400 and profile/configuration of at
least one another network device as well.

[0124] The fourth network device 500 may be connected
with devices 501-1 through 501-d or may communicate with
the devices 501-1 through 501-d via a wired or wireless
connection. As described with reference to FIGS. 1A through
1N, each of the devices 501-1 through 501-d may or may not
include an actuator. The fourth network device 500 includes a
fourth profile/configuration storage 235-4. The fourth profile/
configuration storage 235-4 may store profile/configuration
of' the fourth network device 500 and profile/configuration of
at least one another network device as well.

[0125] Thefifth network device 600 may be connected with
devices 601-1 through 601-¢ or may communicate with the
devices 601-1 through 601-¢ via a wired or wireless connec-
tion. As described with reference to FIGS. 1A through 1N,
each of the devices 601-1 through 601-¢ may or may not
include an actuator. The fifth network device 600 includes a
fifth profile/configuration storage 235-5. The fifth profile/
configuration storage 235-5 may store profile/configuration
of'the fifth network device 600 and profile/configuration of at
least one another network device as well.

[0126] The sixth network device 700 may be connected
with devices 701-1 through 701-f or may communicate with
the devices 701-1 through 701-fvia a wired or wireless con-
nection. As described with reference to FIGS. 1A through 1N,
each of the devices 701-1 through 701-f may or may not
include an actuator. The sixth network device 700 includes a
sixth profile/configuration storage 235-6. The sixth profile/
configuration storage 235-6 may store profile/configuration
of'the sixth network device 700 and profile/configuration of at
least one another network device as well.

[0127] Each of the networks 110-1, 110-2, and 110-3 may
be LAN, WLAN like WiFi, WPAN like Bluetooth, wireless
USB, Zigbee, NFC, RFID, or mobile cellular network but is
not restricted thereto.

[0128] FIG. 4 is a diagram of the profile/configuration
stored in the profile/configuration storage 235-2 included in
the second network device 300 illustrated in FIG. 3. Referring
to FIGS. 3 and 4, the second profile/configuration storage
235-2 may store the profile/configuration of one or more
other network devices as well as the profile/configuration of
the second network device 300. FIG. 4 shows an example of
profile/configuration, i.e., shared information PCI1.

[0129] Referring to FIG. 4, from the view point of the
second network device 300, the second network device 300
may have shared or will share an AP core AP Core2, a data
storage Data Storage2, and a device Device2-1 among its
hardware resources. The second network device 300 may use,
as shared hardware resources, an AP core AP Core3, a data
storage Data Storage3, and devices Device3-1 through
Device3-¢ among hardware resources of the third network
device 400.

[0130] The second network device 300 may use, as shared
hardware resources, an AP core AP Cored, a data storage Data
Storaged, and devices Deviced-1 and Deviced-2 among hard-
ware resources of the fourth network device 500 through the
third network device 400. The second network device 300
may use, as shared hardware resources, an AP core AP CoreS
and devices Device5-1 and Device5-¢ among hardware
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resources of the fifth network device 600 through the third
network device 400. The second network device 300 may use,
as shared hardware resources, an AP core AP Core6 and
devices Device6-2 and Device6-f among hardware resources
of the sixth network device 700.

[0131] FIG.5is adiagram of profile/configuration stored in
the profile/configuration storage 235-3 included in the third
network device 400 illustrated in FIG. 3. Referring to FIGS.
3 and 5, the third profile/configuration storage 235-3 may
store the profile/configuration of one or more other network
devices as well as the profile/configuration of the third net-
work device 400. FIG. 5 shows an example of profile/con-
figuration, i.e., shared information PCI2.

[0132] Referring to FIG. 5, from the view point of the third
network device 400, the third network device 400 may have
shared or will share an AP core AP Core3, a data storage Data
Storage3, and devices Device3-1 and Device3-2 among its
hardware resources. The third network device 400 may use, as
shared hardware resources, an AP core AP Core2, a data
storage Data Storage2, and devices Device2-1, Device2-2,
and Device2-b among hardware resources of the second net-
work device 300.

[0133] The third network device 400 may use, as shared
hardware resources, a device Device6-2 among hardware
resources of the sixth network device 700 through the second
network device 300. The third network device 400 may use,
as shared hardware resources, an AP core AP Cored, a secure
element, and devices Device4-1 and Device4-2 among hard-
ware resources of the fourth network device 500. The third
network device 400 may use, as shared hardware resources, a
data storage Data Storage5 and devices Device5-1 and
Device5-¢ among hardware resources of the fifth network
device 600.

[0134] FIG. 6 is a data flow diagram for explaining opera-
tions ofthe network system 100A illustrated in FIG. 3 accord-
ing to some exemplary embodiments of the inventive concept.
A procedure in which the new network device 200 is con-
nected to the second network device 300 and/or the third
network device 400 will be described with reference to FIGS.
1A through 6.

[0135] A user may register in the new network device 200,
i.e., the first network device 200, using the mobile computing
device 800 or the input/output interface 201-0 connected to
the first network device 200. When registering user informa-
tion in the first network device 200 using the mobile comput-
ing device 800, the user may access the first network device
200 using Bluetooth or Wi-Fi of the mobile computing device
800 and then register the user information in the first network
device 200. When registering the user information using the
input/output interface 201-0 connected to the first network
device 200, the user may register the user information in the
first network device 200 using the input/output interface 201-
0. The connectivity module 210 may be connected with the
mobile computing device 800 or the input/output interface
201-0 in a wired or wireless manner, and therefore, the
resource management module 230A or 230B may store the
user information, which has been provided from the user
through the mobile computing device 800 or the input/output
interface 201-0, in the profile/configuration storage 235.
[0136] As described above, the user information may be
stored in the profile/configuration storage 235 according to
the control of a hardware secure element or a software secure
element. The user information may include a password and/or
bio-information. The bio-information may be finger print
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information, iris information, or voice information, but is not
restricted to these examples. The mobile computing device
800 or the input/output interface 201-0 may provide the user
with a user interface allowing the user to input the user infor-
mation. The user information may be registered in the first
network device 200 through the above-described procedure.
[0137] After the registration of the user information, the
mobile computing device 800 or the input/output interface
201-0 may transmit a search request REQO input by the user
to the first network device 200 in operation S101. The con-
nectivity module 210 may searches for connectable network
devices in response to the search request REQO and transmit
the search result to the resource management module 230A or
230B, and the resource management module 230A or 230B
may create a list of the connectable network devices based on
the search result in operation S103. The resource manage-
ment module 230A or 230B may transmit the list of the
connectable network devices to the connectivity module 210,
and the connectivity module 210 may transmit the list of the
connectable network devices to the mobile computing device
800 or the input/output interface 201-0 in operation S105.
[0138] FIG. 7 is a conceptual diagram for explaining a
procedure for selecting at least one network device to be
connected in the data flow illustrated in FIG. 6. Referring to
FIG. 7, the mobile computing device 800 or the input/output
interface 201-0 may include a display 810 for input and
output of data. It is assumed that the display 810 includes a
touch screen or a touch pad for data input.

[0139] Referring to FIGS. 6 and 7, the mobile computing
device 800 or the input/output interface 201-0 may display
the list of network devices connectable with the first network
device 200 on the display 810, as shown in FIG. 7. It is
assumed that the user selects the second and third network
devices 300 and 400 to be connected with the first network
device 200 in the list of network devices displayed on the
display 810. Accordingly, the user may select graphical user
interfaces (GUIs) 811 and 813 displayed on the display 810 in
operation S109. The mobile computing device 800 or the
input/output interface 201-0 may transmit selection informa-
tion SI to the first network device 200 in operation S111.
[0140] The connectivity module 210 of the first network
device 200 may transmit the selection information SI to the
resource management module 230A or 230B. The resource
management module 230A or 230B may analyze the selec-
tion information SI, generate a first request REQ1 and a
second request REQ2 according to the analysis result, and
transmit the first request REQ1 and the second request REQ2
to the connectivity module 210. The connectivity module 210
may transmit the first request REQ1 to a connectivity module
of the second network device 300 in operation S113-1 and
may transmit the second request REQ2 to a connectivity
module of the third network device 400 in operation S113-2.
[0141] A resource management module of the second net-
work device 300 may determine whether the first network
device 200 is connectable or compatible with the second
network device 300 based on the first request REQ1 in opera-
tion S119-1. When it is determined that the first network
device 200 is connectable or compatible with the second
network device 300, the resource management module of the
second network device 300 may transmit second profile/con-
figuration GI1 stored in the second profile/configuration stor-
age 235-2 to the first network device 200 in operation S121-1.
[0142] A resource management module of the third net-
work device 400 may determine whether the first network
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device 200 is connectable or compatible with the third net-
work device 400 based on the second request REQ?2 in opera-
tion S119-2. When it is determined that the first network
device 200 is connectable or compatible with the third net-
work device 400, the resource management module of the
third network device 400 may transmit third profile/configu-
ration GI2 stored in the third profile/configuration storage
235-3 to the first network device 200 in operation S121-2.
[0143] When it is necessary to tighten up access security
between the first network device 200 and the second network
device 300, the resource management module of the second
network device 300 may transmit a third request REQ1-1
requesting profile/configuration of the first network device
200 to the resource management module 230A or 230B of'the
first network device 200 in response to the first request REQ1
in operation S115-1. The resource management module 230A
or 230B of the first network device 200 may transmit first
profile/configuration GI0 stored in its profile/configuration
storage 235 to the resource management module of the sec-
ond network device 300 in response to the third request
REQ1-1 in operation S117-1. Operations S115-1 and S117-1
may be selectively performed according to a sharing policy.
However, when the resource management module 230A or
230B of'the first network device 200 does not transmit the first
profile/configuration GI0 to the second network device 300,
the resource management module of the second network
device 300 may or may not transmit the second profile/con-
figuration GI1 to the first network device 200 according to the
sharing policy.

[0144] The resource management module of the second
network device 300 may determine whether the first network
device 200 is connectable or compatible with the second
network device 300 based on the first profile/configuration
GI0 in operation S119-1. When it is determined that the first
network device 200 is connectable or compatible with the
second network device 300, the resource management mod-
ule of'the second network device 300 may transmit the second
profile/configuration GI1 stored in the second profile/con-
figuration storage 235-2 to the first network device 200 in
operation S121-1.

[0145] When it is necessary to tighten up the access secu-
rity between the first network device 200 and the third net-
work device 400, the resource management module of the
third network device 400 may transmit a fourth request
REQ2-1 requesting profile/configuration of the first network
device 200 to the resource management module 230A or
230B of'the first network device 200 in response to the second
request REQ2 in operation S115-2. The resource manage-
ment module 230A or 230B of the first network device 200
may transmit the first profile/configuration GI0 stored in its
profile/configuration storage 235 to the resource management
module of the third network device 400 in response to the
fourth request REQ2-1 in operation S117-2. Operations
S115-2 and S117-2 may be selectively performed according
to a sharing policy. However, when the resource management
module 230A or 230B of the first network device 200 does not
transmit the first profile/configuration GI0 to the third net-
work device 400, the resource management module of the
third network device 400 may or may not transmit the third
profile/configuration GI2 to the first network device 200
according to the sharing policy.

[0146] The resource management module of the third net-
work device 400 may determine whether the first network
device 200 is connectable or compatible with the third net-
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work device 400 based on the first profile/configuration GI0
in operation S119-2. When it is determined that the first
network device 200 is connectable or compatible with the
third network device 400, the resource management module
of'the third network device 400 may transmit the third profile/
configuration GI2 stored in the third profile/configuration
storage 235-3 to the first network device 200 in operation
S121-2.

[0147] The first network device 200 may transmit the sec-
ond profile/configuration GI1 from the second network
device 300 to the mobile computing device 800 or the input/
output interface 201-0 in operation S123-1. The first network
device 200 may also transmit the third profile/configuration
G12 from the third network device 400 to the mobile comput-
ing device 800 or the input/output interface 201-0 in opera-
tion S123-2. The mobile computing device 800 or the input/
output interface 201-0 may display the second profile/
configuration GI1 and the third profile/configuration GI2 on
the display 810 in operation S125.

[0148] FIG. 8 is a first connection node graph correspond-
ing to the second profile/configuration GI1 transmitted from
the second network device 300 to the first network device 200
in the data flow illustrated in F1G. 6. Referring to FIGS. 3 and
4 and FIGS. 6 through 8, the first connection node graph
corresponding to the second profile/configuration GI1 may
correspond to the shared information PCB illustrated in FIG.
4.

[0149] FIG. 9 is a second connection node graph corre-
sponding to the third profile/configuration GI2 transmitted
from the third network device 400 to the first network device
200 in the data flow illustrated in FIG. 6. Referring to FIG. 3,
FIGS. 5 through 7, and FIG. 9, the second connection node
graph corresponding to the third profile/configuration GI2
may correspond to the shared information PCI2 illustrated in
FIG. 5.

[0150] The user may select at least one hardware resource
to be shared with the first network device 200 from among
hardware resources in the first and second connection node
graphs. When at least one hardware resource is selected by the
user, the mobile computing device 800 or the input/output
interface 201-0 may transmit shared information regarding
the at least one selected hardware resource to the first network
device 200. The first network device 200 may transmit the
shared information from the connectivity module 210 to the
resource management module 230A or 230B. The resource
management module 230A or 230B may update profile/con-
figuration stored in the profile/configuration storage 235
based on the shared information. According to another exem-
plary embodiment, when at least one hardware resource is
selected by the user, the mobile computing device 800 or the
input/output interface 201-0 may transmit selection informa-
tion about the at least one selected hardware resource to the
first network device 200 so that the resource management
module 230A or 230B may update profile/configuration
stored in the profile/configuration storage 235 based on the
second profile/configuration GI1 and/or the third profile/con-
figuration GI2 which the first network device 200 received
from the second network device 300 and the third network
device 300 in operations S121-1 and S121-2 of FIG. 6.
[0151] For example, when the user selects all of the hard-
ware resources illustrated in FIGS. 8 and 9, the profile/con-
figuration stored in the first profile/configuration storage 235
may be updated with the shared information PCI1 illustrated
in FIG. 4 and the shared information PCI2 illustrated in FIG.
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5 as the “list of connected network devices/list of connected
devices” and/or the “accessible hardware resources” in FIG.
2. When the user selects at least one among hardware
resources included in the first network device 200 and/or at
least one of network devices connected to the first network
device 200 as a hardware resource to be shared, shared infor-
mation regarding the at least one selected hardware resource
may be transmitted to the first network device 200 through the
mobile computing device 800 or the input/output interface
201-0. The first network device 200 may update the profile/
configuration stored in the profile/configuration storage 235
with the shared information regarding the at least one selected
hardware resource. In other words, the at least one selected
hardware resource may be a shared hardware resource.
[0152] The first network device 200 may transmit the
shared information about its shared hardware resource to the
second network device 300 and the third network device 400.
Accordingly, the resource management module of the second
network device 300 may update the second profile/configu-
ration GI1 stored in the second profile/configuration storage
235-2 based on the shared hardware resource information
transmitted from the first network device 200. In addition, the
resource management module of the third network device 400
may update the third profile/configuration G21 stored in the
third profile/configuration storage 235-3 based on the shared
hardware resource information transmitted from the first net-
work device 200. Accordingly, the first network device 200
may use at least one of the shared hardware resources of the
second network device 300, at least one of the shared hard-
ware resources of the third network device 400, at least one of
the shared hardware resources of the fourth network device
500, at least one of the shared hardware resources of the fifth
network device 600, and/or at least one of the shared hard-
ware resources of the sixth network device 700 based on the
profile/configuration, i.e., the shared information PCI1 and
the shared information PCI2 stored in the profile/configura-
tion storage 235.

[0153] In addition, each of the network devices 300, 400,
500, 600, and 700 may use at least one of the shared hardware
resources of the first network device 200. In other words, the
new first network device 200 may use at least one hardware
resource permitted to be shared by each of the network
devices 300, 400, 500, 600, and 700 through the connection
with the existing network devices 300, 400, 500, 600, and
700.

[0154] The shared information PCI1 and the shared infor-
mation PCI2 may be changed based on the sharing policy of
each of the network devices 300, 400, 500, 600, and 700. At
this time, the network devices 200, 300, and 400 may syn-
chronize shared information through communication.
Accordingly, when the sharing policy of each of the network
devices 300, 400, 500, 600, and 700 is changed, the profile/
configuration of each network devices 300, 400, 500, 600, or
700 may be updated.

[0155] FIG.10is a data flow diagram for explaining opera-
tions ofthe network system 100A illustrated in FIG. 3 accord-
ing to other exemplary embodiments of the inventive concept.
Referring to FIGS. 3, 4, 6, and 8, user information URI
regarding the first network device 200 may be set using the
mobile computing device 800 or the input/output interface
201-0 in operation S201. The mobile computing device 800
or the input/output interface 201-0 may transmit the user
information URI input by the user to the first network device
200 via a wireless or wired communication network in opera-
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tion S203. The resource management module 230A or 230B
of'the first network device 200 may store the user information
URI received through the connectivity module 210 in the
profile/configuration storage 235 as the “user information”.
[0156] Afterthe user information is stored, the first network
device 200 may update its firmware or software resources to
the newest version in operation S205. At this time, the update
may be performed using firmware over-the-air (FOTA), but
the inventive concept is not restricted to the current embodi-
ments.

[0157] The connectivity module 210 of the first network
device 200 may search for at least one connectable network
device through wireless communication (such as Wi-Fi or
Bluetooth). When the second network device 300 is detected
as a connectable network device, the first network device 200
may transmit a version update request to the second network
device 300 through the connectivity module 210 in operation
S207. The second network device 300 may update its firm-
ware or software resources to the newest version in response
to the version update request in operation S209.

[0158] After the version update of the second network
device 300 is completed, the second network device 300 may
transmit a completion reply ACK to a first network device 200
in operation S211. The first network device 200 may transmit
the firstrequest REQ1 to the resource management module of
the second network device 300 based on the completion reply
ACK in operation S213.

[0159] The resource management module of the second
network device 300 may determine whether the first network
device 200 is connectable or compatible with the second
network device 300 based on the first request REQ1 in opera-
tion S219. When it is determined that the first network device
200 is connectable or compatible with the second network
device 300, the resource management module of the second
network device 300 may transmit the second profile/configu-
ration GI1 stored in the second profile/configuration storage
235-2 to the first network device 200 in operation S221.
[0160] When it is necessary to tighten up the access secu-
rity between the first network device 200 and the second
network device 300, the resource management module of the
second network device 300 may transmit the third request
REQ1-1 requesting the profile/configuration of the first net-
work device 200 to the resource management module 230A
or 230B of'the first network device 200 in response to the first
request REQ1 in operation S215. The resource management
module 230A or 230B of the first network device 200 may
transmit the first profile/configuration GI0 stored in its pro-
file/configuration storage 235 to the resource management
module of the second network device 300 in response to the
third request REQ1-1 in operation S217.

[0161] However, when the resource management module
230A or 230B of the first network device 200 does not trans-
mit the first profile/configuration GI0 to the second network
device 300, the resource management module of the second
network device 300 may or may not transmit the second
profile/configuration GI1 to the first network device 200
according to a sharing policy.

[0162] The first network device 200 may transmit the sec-
ond profile/configuration GI1 from the second network
device 300 to the mobile computing device 800 or the input/
output interface 201-0 in operation S223. The mobile com-
puting device 800 or the input/output interface 201-0 may
display the second profile/configuration GI1 on the display
810 in operation S225.
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[0163] As described above with reference to FIG. 6, when
at least one of the hardware resources of the first network
device 200 and at least one of the hardware resources of the
second network device 300 are shared, the resource manage-
ment module 230A or 230B of the first network device 200
may store shared information in the profile/configuration
storage 235 using the user information set in the first network
device 200.

[0164] FIG. 11 is a flowchart of a method of selecting a
master network device in the network system 100 A illustrated
in FIG. 3 according to some exemplary embodiments of the
inventive concept. As described above with reference to FIG.
6, the user may select at least one of the network devices 200,
300, 400, 500, 600, and 700 connected with one another as a
master network device in operation S310.

[0165] At least one network device that has not been
selected as the master network device may be set as a slave
network device in operation S320. At this time, the user may
select the master network device and the slave network device
using the mobile computing device 800 or the input/output
interface 201-0.

[0166] When the first network device 200 is not connected
with either the second network device 300 or the third net-
work device 400 in F1G. 3, the second network device 300 and
the third network device 400 may be selected by the user as
master network devices. However, when the first network
device 200 is connected with the second and third network
devices 300 and 400, the first network device 200 may be
selected by the user as the master network device and the
second and third network devices 300 and 400 may be
selected by the user as slave network devices. When the first
network device 200 is set as the master network device, the
mobile computing device 800 or the input/output interface
201-0 may transmit configuration information to the first
network device 200 and the first network device 200 may
transmit the configuration information to the network devices
300, 400, 500, 600, and 700.

[0167] FIG. 12 is a flowchart of a method of selecting a
master network device in the network system 100 A illustrated
in FIG. 3 according to other exemplary embodiments of the
inventive concept. With reference to F1G. 6, at least one of the
connected network devices 200, 300, 400, 500, 600, and 700
may be automatically selected as a master network device.
[0168] An AP core of each ofthe network devices 200, 300,
400, 500, 600, and 700 may calculate a computing power in
operation S331. The computing power may be a performance
index indicating how fast an operation can be performed. The
computing power calculated by the AP core of each of the
network devices 200, 300, 400, 500, 600, and 700 may be
shared with the AP cores of the other network devices in
operation S333. In other words, a network device may trans-
mit its computing power to and receive a computing power
from the other network devices.

[0169] The AP cores of the respective network devices 200,
300, 400, 500, 600, and 700 may automatically select, as a
master network device, a network device having the highest
computing power among the network devices 200, 300, 400,
500, 600, and 700 in operation S335. The network device set
as the master network device may transmit configuration
information to the other network devices. The computing
power of each of the network devices 200, 300, 400, 500, 600,
and 700 may be periodically calculated or may be calculated
when a new network device is connected to the network
system 100A, but the inventive concept is not restricted to the
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current embodiments. The network device set as the master
network device may set the hardware resources of each of the
other network devices (i.e., the slave network devices) as
shared resources or may relieve them from the shared
resources, but the inventive concept is not restricted to the
current embodiments.

[0170] FIG. 13 is a data flow diagram for explaining a
procedure in which the first network device 200 controls a
device connected to the second network device 300 using the
mobile computing device 800 according to some exemplary
embodiments of the inventive concept. It is assumed that the
first and second network devices 200 and 300 illustrated in
FIG. 3 share at least one hardware resource through opera-
tions described with reference to FIG. 6 or 10.

[0171] A user may select a device Device2-1 connected to
the second network device 300 as a target of control using the
display 810 of the mobile computing device 800 (FIG. 7 and
S401). The mobile computing device 800 may generate an
actuation instruction Al according to the user’s input, and
transmit the actuation instruction Al to the connectivity mod-
ule 210 of the first network device 200 in operation S403. The
connectivity module 210 may transmit the actuation instruc-
tion Al to the resource management module 230A or 230B of
the first network device 200. The actuation instruction Al may
include identification information and actuation information
of the device Device2-1.

[0172] The resource management module 230A or 230B
may determine that the device Device2-1 connected to the
second network device 300 is a shared hardware resource
based on the actuation instruction Al and the shared informa-
tion PCI1 stored in the profile/configuration storage 235, and
transmit the actuation instruction Al to the connectivity mod-
ule of the second network device 300 through the connectiv-
ity module 210 based on the determination result in operation
S405. The connectivity module of the second network device
300 may transmit the actuation instruction Al to the resource
management module of the second network device 300. The
resource management module of the second network device
300 may confirm that the device Device2-1 connected to the
second network device 300 is a hardware resource shared by
the firstand second network devices 200 and 300 based on the
actuation instruction Al and the shared information PCI1
stored in the profile/configuration storage 235-2 in operation
S407.

[0173] The second network device 300 may transmit the
actuation instruction Al to an actuator that actuates the device
Device2-1 according to the confirmation result in operation
S409. The device Device2-1 may perform an operation cor-
responding to the actuation instruction Al according to the
control of the actuator in operation S411. After the operation
is completed, the device Device2-1 or the actuator may trans-
mit an acknowledgement ACK to the second network device
300 in operation S413. The second network device 300 may
transmit the acknowledgement ACK to the first network
device 200 in operation S415. The first network device 200
may transmit the acknowledgement ACK to the mobile com-
puting device 800 in operation S417.

[0174] Consequently, the first network device 200 may
control the device Device2-1 that is not directly connected to
the first network device 200. For instance, when a gas valve,
a window, or a front door is open, the device Device2-1 may
transmit an indicator signal indicating that the gas valve, the
window, or the front door has been open to the mobile com-
puting device 800 through the network devices 200 and 300.
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When a user lying in a bedroom wants to close the gas valve,
the window, or the front door using the device Device2-1
connected to the second network device 300 through the
mobile computing device 800, the user may issue the actua-
tion instruction Al for controlling the device Device2-1 using
the mobile computing device 800 which can communicated
with the first network device 200 connected to the second
network device 300. The mobile computing device 800 may
receive the acknowledgement ACK indicating that the gas
valve, the window, or the front door has been closed by the
device Device2-1 through the network devices 200 and 300.
Here, the actuation information included in the actuation
instruction Al may be a command “close”.

[0175] FIG. 14 is a data flow diagram for explaining a
procedure in which the first network device 200 controls a
device connected to the second network device 300 according
to some exemplary embodiments of the inventive concept. It
is assumed that the first and second network devices 200 and
300 illustrated in FIG. 3 share at least one hardware resource
through operations described with reference to FIG. 6 or 10.

[0176] A user may select the device Device2-1 connected
to the second network device 300 as a target of control using
the input/output interface 201-0 (FIGS. 7 and S501). The
input/output interface 201-0 may generate an actuation
instruction Al according to the user’s input and may transmit
the actuation instruction Al to the connectivity module 210 of
the first network device 200 in operation S503. The connec-
tivity module 210 may transmit the actuation instruction Al to
the resource management module 230A or 230B of the first
network device 200. The actuation instruction Al may include
identification information and actuation information of the
device Device2-1.

[0177] The resource management module 230A or 230B
may determines that the device Device2-1 connected to the
second network device 300 is a shared hardware resource
based on the actuation instruction Al and the shared informa-
tion PCI1 stored in the profile/configuration storage 235, and
may transmit the actuation instruction Al to the connectivity
module of the second network device 300 through the con-
nectivity module 210 based on the determination result in
operation S503. The connectivity module of the second net-
work device 300 may transmit the actuation instruction Al to
the resource management module of the second network
device 300. The resource management module of the second
network device 300 may confirm that the device Device2-1
connected to the second network device 300 is a hardware
resource shared by the first and second network devices 200
and 300 based on the actuation instruction Al and the shared
information PCI1 stored in the profile/configuration storage
235-2 in operation S505.

[0178] The second network device 300 may transmit the
actuation instruction Al to an actuator that actuates the device
Device2-1 according to the confirmation result in operation
S507. The device Device2-1 may perform an operation cor-
responding to the actuation instruction Al according to the
control of the actuator in operation S509. After the operation
is completed, the device Device2-1 or the actuator may trans-
mit an acknowledgement ACK to the second network device
300 in operation S511. The second network device 300 may
transmit the acknowledgement ACK to the first network
device 200 in operation S513. The first network device 200
may transmit the acknowledgement ACK to the input/output
interface 201-0 in operation S515.
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[0179] Consequently, the first network device 200 may
control the device Device2-1 that is not directly connected to
the first network device 200. For instance, when the first
network device 200 is a smart refrigerator and the device
Device2-1 is a closed-circuit television (CCTV) connected to
the second network device 300 that manages a garage, the
smart refrigerator may generate the actuation instruction Al
for controlling a rotation direction of the CCTV according to
the user’s input. The actuation instruction Al may be trans-
mitted to the CCTV through the network devices 200 and 300.
Once the rotation direction of the CCTV is controlled, the
acknowledgement ACK output from the CCTV may be trans-
mitted to the input/output interface 201-0 through the net-
work devices 200 and 300 and video filmed by the CCTV may
be played in the input/output interface 201-0 through the
network devices 200 and 300.

[0180] FIG. 15 is a data flow diagram for explaining a
procedure in which data transmitted from the first network
device 200 is analyzed by another network device using its
computing power according to some exemplary embodi-
ments of the inventive concept. It is assumed that the resource
management module 230A or 230B is implemented in hard-
ware and/or software and an analytic engine AE1 executed in
the first network device 200 is implemented in software. A
method by which the first network device 200 transmits its
software analytic engine AE1 and data to the second or third
network device 300 or 400 will be described with reference to
FIGS. 1G through 12 and FIG. 15.

[0181] When the AP core 251 of the first network device
200 is a CPU, the resource management module 230A or
230B may analyze at least one among CPU utilization, CPU
usage, and CPU occupancy. In other words, the resource
management module 230A or 230B may determine whether
hardware resources for analyzing the data are deficient in
operation S601. For example, while the version of firmware
or software installed in the first network device 200 is being
updated, the CPU utilization may increase. When the CPU
usage is high and it is necessary to analyze the data sensed by
at least one of the devices 201-1 through 201-a, hardware
resources in the first network device 200 may be deficient to
analyze the data in operation S601.

[0182] The first network device 200 may monitor a usage
AP Core2_UT2 of an AP core of the second network device
300 in operation S603-1. The first network device 200 may
also monitor ausage AP Core3_UT3 ofan AP core of the third
network device 400 in operation S603-2.

[0183] Operations S603-1and S603-2 may be performed in
real time or on the fly. Operations S603-1 and 5603-2 may be
performed before or simultaneously (or in parallel) with
operation S601. The first network device 200 may request AP
core usages AP Core2_UT2 and AP Core3_UT3 from the
respective network devices 300 and 400, and receive the AP
core usages AP Core2_UT2 and AP Core3_UT3 from the
network devices 300 and 400, respectively.

[0184] The resource management module 230A or 230B or
the AP core 251 of the first network device 200 may compare
the AP core usage AP Core2_UT?2 of the second network
device 300 with the AP core usage AP Core3_UT3 of the third
network device 400 in operation S605. When the AP core
usage AP Core2_UT2 of the second network device 300 is
greater than the AP core usage AP Core3_UT3 of the third
network device 400, the resource management module 230A
or 230B or the AP core 251 may transmit the analytic engine
AFE]1 and the data of the first network device 200 to the third
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network device 400 in operation S607-1. The resource man-
agement module of the third network device 400 may trans-
mit the analytic engine AE1 and the data to the AP core AP
Core3 of the third network device 400 in operation S609-1.
The AP core AP Core3 may analyze the data using the ana-
Iytic engine AE1 in operation S611-1 and may transmit a first
analysis result RLT1 to the resource management module of
the third network device 400 in operation S613-1. The
resource management module may transmit the first analysis
result RLT1 to the first network device 200 in operation
S615-1.

[0185] However, when the AP core usage AP Core2_UT2
of the second network device 300 is not greater than the AP
core usage AP Core3_UT3 of the third network device 400,
the resource management module 230A or 230B or the AP
core 251 may transmit the analytic engine AE1 and the data of
the first network device 200 to the second network device 300
in operation S607-2. The resource management module of the
second network device 300 may transmit the analytic engine
AFE1 and the data to the AP core AP Core2 of the second
network device 300 in operation S609-2. The AP core AP
Core2 may analyze the data using the analytic engine AE1 in
operation S611-2 and may transmit a second analysis result
RLT2 to the resource management module of the second
network device 300 in operation S613-2. The resource man-
agement module may transmit the second analysis result
RLT2 to the first network device 200 in operation S615-2.
[0186] The resource management module 230A or 230B of
the first network device 200 may transmit the analysis result
RLT1 or RLT2 to the AP core 251. The AP core 251 may
transmit a first command CMD1 to the actuator 270-a, which
drives a device Devicel-a, based on the analysis result RLT1
or RI'T2 in operation S617. The actuator 270-a may drive the
device Devicel-a based on the first command CMD1 in
operation S619.

[0187] FIG. 16 is a data flow diagram for explaining a
procedure in which data transmitted from the first network
device 200 is analyzed by another network device using its
analytic engine according to some embodiments of the inven-
tive concept. It is assumed that a resource management mod-
ule and an analytic engine included in each of the network
devices 200 and 300 are implemented in hardware and/or
software. A method by which the first network device 200
transmits data to the second network device 300 will be
described with reference to FIGS. 1A through 12 and FIG. 15.

[0188] The resource management module 230A or 230B of
the first network device 200 determines whether hardware
resources are deficient to analyze data ADATA in operation
S701. For instance, when the performance of the analytic
engine of the first network device 200 is lower than that of the
second network device 300, the resource management mod-
ule 230A or 230B of the first network device 200 may trans-
mit the data ADATA output from the device Devicel-2 and an
analysis request AREQ to the second network device 300 in
operation S703. The analytic engine implemented in each of
the network devices 200 and 300 may perform encoding and
decoding.

[0189] The resource management module of the second
network device 300 may transmit the data ADATA and the
analysis request AREQ to the AP core of the second network
device 300. The AP core of the second network device 300
may transmit the data ADATA to Analytic Engine#2 imple-
mented in the second network device 300 in response to the
analysis request AREQ in operation S705. Alternatively, the
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resource management module of the second network device
300 may directly transmit the data ADATA and the analysis
request AREQ to Analytic Engine#2 in operation S705.
[0190] Analytic Engine#2 may analyze the data ADATA in
operation S707 and may transmit an analysis result RLT3 to
the resource management module of the second network
device 300 in operation S709. The resource management
module of the second network device 300 may transmit the
analysis result RLT3 to the resource management module
230A or 230B of the first network device 200 in operation
S711.

[0191] The resource management module 230A or 230B
may transmit the analysis result RT3 to the AP core 251. The
resource management module 230A or 230B or the AP core
251 may generate a second command CMD2 based on the
analysis result RUT3 and may transmit the second command
CMD2 to the actuator 270-2 driving the device Devicel-2 in
operation S713. The actuator 270-2 may drive the device
Devicel-2 based on the second command CMD2 in operation
S715.

[0192] Forinstance, when the analytic engine of the second
network device 300 can process high-resolution image data
and the analytic engine of the first network device 200 pro-
cesses low-resolution image data, the first network device 200
may transmit the data

[0193] ADATA taken by the device Devicel-2to the second
network device 300.

[0194] FIG. 17 is a data flow diagram for explaining a
procedure in which the first network device 200 sets a device
connected to the fourth network device 500 as a shared
resource according to some exemplary embodiments of the
inventive concept. A procedure for setting or adding a device
Device4-c connected to the fourth network device 500 as a
shared resource will be described with reference to FIGS. 3,
9, and 17.

[0195] A user may issue an add request REQN for adding
the device Deviced-c as a shared hardware resource to the first
network device 200 using the mobile computing device 800
in operation S801. As described above with reference to FIG.
6 or 10, the user may issue the add request REQN for adding
the device Deviced-c as a shared hardware resource to the first
network device 200 using the input/output interface 201-0 in
operation S801. The add request REQN may include identi-
fication information of the device Deviced-c and a device
information request RDI.

[0196] When the device Deviced-c is newly set as a shared
hardware resource, hardware of the device Deviced-c is
changed, or the version of firmware of the device Deviced-cis
upgraded, the fourth network device 500 may transmit a
change indicator signal to the third network device 400. The
third network device 400 may transmit the change indicator
signal to the first network device 200, and the resource man-
agement module 230A or 230B of the first network device
200 may transmit the change indicator signal to the mobile
computing device 800 or the input/output interface 201-0.
The mobile computing device 800 or the input/output inter-
face 201-0 may receive first change information, which indi-
cates that any of sharing conditions and shared information of
each network device included in the network system 100A
illustrated in FIG. 3 is changed, and/or second change infor-
mation, which indicates that any of sharing conditions and
shared information of a device connected to each network
device is changed, from the first network device 200. The user
may add or change a hardware or software resource to be
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shared and/or a shared hardware resource using the mobile
computing device 800 or the input/output interface 201-0.
[0197] he first network device 200 may transmit the add
request REQN to the fourth network device 500 through the
third network device 400 in operation S803. A resource man-
agement module of the fourth network device 500 may inter-
pret the add request REQN, generate the device information
request RDI based on the interpretation result, and transmit
the device information request RDI to the device Device4-c in
operation S805. The device Deviced4-c may transmit device
information DI to the resource management module of the
fourth network device 500 in response to the device informa-
tion request RDI in operation S807. The device information
DI may include the sharing condition information and/or
shared information illustrated in FIG. 2.

[0198] The resource management module of the fourth net-
work device 500 may transmit the device information DI to
the resource management module of the third network device
400 and the resource management module of the third net-
work device 400 may transmit the device information DI to
the resource management module 230A or 230B of the first
network device 200 in operation S809.

[0199] The resource management module 230A or 230B of
the first network device 200 may transmit the device infor-
mation DI to the mobile computing device 800 in operation
S811. The user may select the device Deviced-c as a shared
hardware resource based on the device information DI in
operation S813. The mobile computing device 800 may trans-
mit a selection signal SELI indicating that the device
Deviced4-c has been selected as a shared hardware resource to
the resource management module 230A or 230B of the first
network device 200 in operation S815. The resource manage-
ment module 230A or 230B of the first network device 200
may update profile/configuration stored in the profile/con-
figuration storage 235 based on the selection signal SELI in
operation S817. As a result, the device Deviced-c is added as
a shared hardware resource.

[0200] FIG. 18 is a flowchart of a method of determining a
sharable network device based on a capacity of a data storage
included in each of network devices according to some exem-
plary embodiments of the inventive concept. Referring to
FIGS. 1A through 10 and FIG. 18, the resource management
module of the third network device 400 may detect or monitor
an available memory capacity of the fourth network device
500 and an available memory capacity of the fifth network
device 600 in operation S910.

[0201] The available memory capacity of the fourth net-
work device 500 may include an available memory capacity
of a data storage in the fourth network device 500 and/or an
available memory capacity of at least one data storage con-
nected to the fourth network device 500. The available
memory capacity of the fifth network device 600 may include
an available memory capacity of a data storage in the fifth
network device 600 and/or an available memory capacity ofat
least one data storage connected to the fifth network device
600.

[0202] When the first network device 200 uses the available
memory capacity of the fourth network device 500 as a shared
hardware resource, i.e., when the first network device 200
accesses the fourth network device 500, the first network
device 200 may transmit a sharing request signal to the third
network device 400 in operation S912. The resource manage-
ment module of the third network device 400 may determine
whether the available memory capacity of the fourth network
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device 500 is sufficient based on the determination result
obtained in operation S910 in response to the sharing request
signal in operation S914. It is assumed that the available
memory capacity of the fourth network device 500 is suffi-
cient.

[0203] When it is determined that the available memory
capacity of the fourth network device 500 is sufficient (in case
of YES) in operation S914, the resource management module
of the third network device 400 may control the fourth net-
work device 500 so that the first network device 200 accesses
the fourth network device 500 in operation S916. However,
when it is determined that the available memory capacity of
the fourth network device 500 is not sufficient (in case of NO)
in operation S914, the resource management module of the
third network device 400 may control the fifth network device
600 so that the first network device 200 accesses the fifth
network device 600 instead of the fourth network device 500
in operation S918.

[0204] FIG. 19 is a flowchart of a method of determining a
sharable network device based on an operating mode of each
of network devices according to some exemplary embodi-
ments of the inventive concept. Referring to FIGS. 1A
through 10 and FIG. 19, the resource management module of
the third network device 400 may check or monitor an oper-
ating mode of the fourth network device 500 and an operating
mode of the fifth network device 600 in operation S1010.
Here, the operating mode may be a power saving mode like a
sleep mode or an active mode for normal operation, but the
inventive concept is not restricted to these examples.

[0205] When the first network device 200 uses the fourth
network device 500 and/or at least one of the devices 501-1
through 501-d connected to the fourth network device 500 as
a shared hardware resource, that is, when the first network
device 200 accesses the fourth network device 500, the first
network device 200 may transmit a sharing request signal to
the third network device 400 in operation S1012. The
resource management module of the third network device 400
may determine whether the fourth network device 500 is in
the sleep mode based on the check result obtained in opera-
tion S1010 in response to the sharing request signal in opera-
tion S1014. It is assumed that the fifth network device 600 is
not in the sleep mode.

[0206] Whenitis determined that the fourth network device
500 is in the sleep mode (in case of YES) in operation S1014,
the resource management module of the third network device
400 may control the fifth network device 600 so that the first
network device 200 accesses the fifth network device 600
instead of the fourth network device 500 in operation S1016.
However, when it is determined that the fourth network
device 500 is not in the sleep mode (in case of NO) in opera-
tion S1014, the resource management module of the third
network device 400 may control the fourth network device
500 so that the first network device 200 accesses the fourth
network device 500 in operation S1018. According to an
exemplary embodiment, when it is determined that the fourth
network device 500 is in the sleep mode (in case of YES) in
operation S1014, the resource management module of the
third network device 400 may control the fourth network
device 500 instead of the fifth network device 600 to relieve
overload in the fifth network device 600.

[0207] FIG. 20 is a diagram of a network system 100B
according to some exemplary embodiments of the inventive
concept. Referring to FIGS. 1A through 20, the network
system 100B may include the network devices 200, 300, 400,
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500,600, and 700. The network system 100B may correspond
to ahome automation network topology. It is assumed that the
first network device 200 is an access point, the second net-
work device 300 is a home automation system, the third
network device 400 is a smart TV, the fourth network device
500 is a computer, the fifth network device 600 is a smart
refrigerator, and the sixth network device 700 is a home
security system.

[0208] As described above with reference to FIGS. 3
through 19, a user may control on or off of the device
Device2-1, e.g., a light, connected to the second network
device 300 using the mobile computing device 800 and the
first network device 200. The user may control or use the
network devices 300, 400,500, 600, and 700 using the mobile
computing device 800 and the first network device 200. When
the device Device6-1 is a CCTV camera, the user may control
a direction of the CCTV camera, which is not directly con-
nected to the access point 200, using the mobile computing
device 800. Although a device is not connected to each of the
network devices 200, 400, 500, 600, and 700 in the embodi-
ments illustrated in FIG. 20, at least one device may be
connected to each of the network devices 200, 400, 500, 600,
and 700 as shown in FIG. 3 in other embodiments.

[0209] FIG. 21 is a diagram of a network system 100C
according to some exemplary embodiments of the inventive
concept. Referring to FIGS. 1A through 19 and FIG. 21, the
network system 100C may include the network devices 200,
300, 400, 500, 600, and 700 each corresponding to an auto-
mobile, a car, or a vehicle.

[0210] A new network device, i.e., the first network device
200, may be connected to the network devices 300 and 400
using the method described above. The first network device
200 may use a device 601-1, e.g., a car front camera, con-
nected to the fifth network device 600 as a shared hardware
resource. A driver of a car including the first network device
200 can view video transmitted from the car front camera
601-1 using a display connected to the first network device
200.

[0211] FIG. 22 is a diagram of a network system 100D
according to some exemplary embodiments of the inventive
concept. Referring to FIGS. 1A through 19 and FIG. 22, the
network system 100D may include the existing network
devices 300, 400, 500, 600, and 700 and the new network
device 200. The new network device, i.e., the first network
device 200 may be connected to the network devices 300 and
400 using the method described above.

[0212] It is assumed that a patrol car or an ambulance
includes the first network device 200 and devices 201-1 and
201-2, the network devices 300, 400, 500, 600, and 700 are
CCTV systems installed at different places, and CCTV cam-
eras 301-1, 401-1, 501-1, 601-1, and 701-1 are respectively
connected to the network devices 300, 400, 500, 600, and 700.
When the first network device 200 is connected to the network
devices 300 and 400, the first network device 200 may use the
CCTV cameras 301-1, 401-1, 501-1, 601-1, and 701-1 as
shared hardware resources.

[0213] When a control signal is input to the monitor 201-1
connected to the first network device 200 installed at the
patrol car or ambulance, the first network device 200 may
control the shared hardware resources 301-1, 401-1, 501-1,
601-1, and 701-1, may receive video from the shared hard-
ware resources 301-1, 401-1, 501-1, 601-1, and 701-1, and
may transmit the video to the monitor 201-1. For instance,
when a criminal runs away, a policeman can view video
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transmitted from the shared hardware resources 301-1, 401-1,
501-1, 601-1, and 701-1 on the monitor 201-1, thereby detect-
ing the criminal’s escape route. In addition, an ambulance
worker can view video transmitted from the shared hardware
resources 301-1,401-1,501-1, 601-1, and 701-1 on the moni-
tor 201-1 and thereby judge a situation of a scene of an
accident.

[0214] FIG. 23 is a diagram of a network system 100E
according to some exemplary embodiments of the inventive
concept. Referring to FIGS. 1A through 19 and FIG. 23, the
network system 100E may include the network devices 200,
400,500, and 600. It is assumed that the network devices 200,
500, and 600 are different wireless access points; the third
network device 400 is included in a digital distribution sys-
tem; the digital distribution system controls the digital play-
ers 401-1, 401-2, and 401-¢; the fourth network device 500
communicates with the wireless PC 501-1 and the wireless
robot cleaner 501-2; and the fifth network device 600 com-
municates with the wireless CCTV system 601-1.

[0215] The new network device, i.e., the first network
device 200, is shared with the existing third network device
400, the first network device 200 may control or use the
digital players 401-1, 401-2, and 401-c, the wireless PC 501-
1, the wireless robot cleaner 501-2, and the wireless CCTV
system 601-1 as shared hardware resources. A user may
access the first network device 200 using the mobile comput-
ing device 800 and may control or use the digital players
401-1, 401-2, and 401-¢, the wireless PC 501-1, the wireless
robot cleaner 501-2, and the wireless CCTV system 601-1 as
the shared hardware resources using the mobile computing
device 800. The mobile computing device 800 may be a smart
phone, a tablet PC, or a wireless PC but is not restricted
thereto.

[0216] FIG. 24 is a diagram of a network system 100F
according to some exemplary embodiments of the inventive
concept. Referring to FIGS. 1A through 19 and FIG. 24, the
network system 100F may include the network devices 200,
300, and 400. It is assumed that the first network device 200
is a smart watch, the second network device 300 is a fall
detection sensor, the third network device 400 is a blood
pressure sensor, the device 301-1 is a stress detection sensor,
the device 301-2 is a calorie sensor, the device 301-bis asleep
sensor for inducing sleep, the device 401-1 is an oxygen
saturation sensor, the device 401-2 is a skin temperature sen-
sor, and the device 401-c is a pedometer.

[0217] When the new network device, i.e., the first network
device 200, is shared with the existing network devices 300
and 400, the first network device 200 may control or use the
devices 301-1, 301-2, 301-5, 401-1, 401-2, and 401-c as
shared hardware resources. For instance, a user may let data
from the devices 301-1, 301-2, 301-5, 401-1, 401-2, and
401-¢ displayed on the display 201-0 connected to the first
network device 200.

[0218] As described above, according to the above exem-
plary embodiments of the inventive concept, an SoC uses at
least one resource among hardware and software resources of
at least one another network device through the connection
with the other network device. The SoC transmits its own
software and/or data to the other network device and receives
data analyzed by the software executed by the hardware
resource. Consequently, the SoC uses computing power of the
other network device. Moreover, since the SoC transmits its
own data to the other network device and receives data ana-
lyzed by at least one among the hardware and software
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resources of the other network device, the SoC uses the com-
puting power of the other network device.

[0219] According to the above exemplary embodiments of
the inventive concept, a network device including an SoC
uses at least one resource among hardware and software
resources of at least one another network device through the
connection with the other network device. In addition, the
network device uses computing power of the other network
device.

[0220] While the inventive concept has been particularly
shown and described with reference to exemplary embodi-
ments thereof, it will be understood by those of ordinary skill
in the art that various changes in forms and details may be
made therein without departing from the spirit and scope of
the inventive concept as defined by the following claims.

What is claimed is:

1. A system on chip structured in a second network device,
the system on chip comprising:
a first resource which is structured as at least one of hard-
ware and software;

a resource management module; and

a processor configured to control or execute the resource
management module to monitor a state of the first
resource, and manage a sharing condition of the first
resource to be shared by a first network device and the
second network device and shared information of at least
one second resource which is hardware and/or software,
currently shared by the second network device and a
third network device.

2. The system on chip of claim 1, wherein the sharing
condition comprises at least one of a manufacturer name and
amodel name of the first network device which shares the first
resource with the second network device, and wherein the
shared information comprises at least one of information
about the third network device and information about the
second resource.

3. The system on chip of claim 1, wherein the second
resource is included in one of the second network device and
the third network device, and comprises at least one of the
processor included in the system on chip, a processor of the
third network device, a data storage, a sensor node, and an
analytic engine configured to process data.

4. The system on chip of claim 1, wherein the resource
management module comprises:

aresource coordinator configured to manage sharing of the
first resource and sharing of the second resource
between the two network devices;

aresource manager configured to monitor a current state of
the first resource and transmit a monitoring result to the
resource coordinator; and

a manager configured to manage update and storing of the
sharing condition and the shared information.

5. The system on chip of claim 4, wherein the first resource
comprises the processor which is a central processing unit
(CPU) of the system on chip, and the current state comprises
at least one of CPU utilization, CPU usage, and CPU occu-
pancy.

6. The system on chip of claim 4, wherein the current state
of the first resource comprises at least one of an available
memory capacity of the first resource and an operating mode
of the second network device.
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7. The system on chip of claim 1, wherein the resource
management module is configured to transmit an analytic
engine and data output from the first network device to the
first resource, and

wherein the first resource is configured to analyze the data

using the analytic engine, and transmit analyzed data to
the first network device through the resource manage-
ment module.

8. The system on chip of claim 1, wherein the first resource
comprises the processor which is a first central processing
unit (CPU) of the system on chip, and the second resource is
a second CPU included in the third network device,

wherein the resource management module is configured to

transmit an analytic engine and data output from the first
network device to one of the first CPU and the second
CPU based on usage of the first CPU and usage of the
second CPU, and

wherein, in response to analyzing the data using the ana-

Iytic engine by the one of the first CPU and the second
CPU, the resource management module is configured to
receive the analyzed data and transmit the analyzed data
to the first network device.

9. The system on chip of claim 1, further comprising an
actuator configured to actuate one of a driving device and a
sensor node,

wherein the resource management module is configured to

transmit an actuation instruction output from the first
network device to the actuator, and the actuator is con-
figured to control actuation of one of the driving device
and the sensor node in response to the actuation instruc-
tion.

10. The system on chip of claim 1, wherein the first
resource comprises an analytic engine,

wherein the resource management module is configured to

transmit data output from the first network device to the
analytic engine,

wherein the analytic engine is configured to analyze the

data, and

wherein the resource management module is configured to

transmit the analyzed data to the first network device.
11. A system on chip structured in a first network device,
the system on chip comprising:
a first resource;
a resource management module; and
a processor configured to control or execute the resource
management module to monitor a state of the first
resource and a state of at least one second resource
included in at least one second network device, respec-
tively, and select at least one of the first network device
and the second network device based on a result of the
monitoring so that the resource included in the selected
network device is used by the first network device,

wherein each of the first and second resources is structured
as at least one of hardware and software.

12. The system on chip of claim 11, wherein the resource
management module is configured to receive an instruction
from a user regarding the selection of the at least one network
device, transmit information about the result of the process-
ing the data to the user, and receive an instruction to control a
device connected to at least one of the first and second net-
work devices related to the result of the processing the data.

13. The system on chip of claim 11, wherein the resource
management module is configured to transmit to the selected
network device, at least one of data obtained by the first
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network device and an analytic engine used to process the
data, and receive a result of the processing the data.

14. The system on chip of claim 13, further comprising a
storage configured to store profile/configuration information
about the second network device,

wherein the profile/configuration information comprises

information about the second network device and the
second resource.

15. A second network device comprising:

a first resource which is structured as at least one of hard-

ware and software;

a resource management module; and

a processor configured to control or execute the resource

management module to monitor a state of the first
resource and control sharing of at least one of the first
resource of the second network device and a second
resource included in a third network device by at least
two of a first network device, the second network device
and the third network device, based on information
about the first, second and third network devices.

16. The second network device of claim 15, wherein the
resource management module comprises:

aresource coordinator configured to manage sharing of the

first resource and sharing of the second resource
between the two network devices;

aresource manager configured to monitor a current state of

the first resource and transmit a monitoring result to the
resource coordinator; and

a manager configured to manage update and storing of the

information about the first, second and third network
devices.

17. The second network device of claim 15, further com-
prising a memory configured to store the information about
the first, second and third network devices,

wherein the resource management module is configured to

transmits at least a part of the information about the first,
second and third network devices from the memory to
the first network device in response to an information
transmission request output from the first network
device.
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18. The second network device of claim 15, further com-
prising a memory configured to store the information about
the first, second and third network devices,
wherein the resource management module is configured to
transmit a device information request signal to the first
network device in response to an information request
signal output from the first network device, receive
device information from the first network device, deter-
mine whether the first and second network devices are
compatible with each other based on the device infor-
mation, and transmit at least a part of the information
about the first, second and third network devices from
the memory to the first network device in response to
determining that the first and second network devices are
compatible.
19. The second network device of claim 15, wherein when
the first resource comprises the processor which is a first
central processing unit (CPU) and the second resource com-
prises a second CPU included in the third network device,
wherein the resource management module is configured to
transmit an analytic engine and data from the first net-
work device to one of'the first CPU and the second CPU
based on usage of the first CPU and usage of the second
CPU; and

wherein in response to analyzing the data using the analytic
engine by the one of the first CPU and the second CPU,
the resource management module is configured to
receive the analyzed data and transmit the analyzed data
to the first network device.

20. The second network device of claim 15, further com-
prising an actuator configured to actuate one of a driving
device and a sensor node,

wherein the resource management module is configured to

transmit an actuation instruction output from the first
network device to the actuator and the actuator is con-
figured to control actuation of one of the driving device
and the sensor node in response to the actuation instruc-
tion.



