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METHODS AND SYSTEMIS FOR CONTENT 
AVAILABILITY BASED ON LOCATION 

TECHNICAL FIELD 

0001. The present embodiments relate generally to pro 
tected content and, more particularly, but not exclusively, to 
managing access to content based on a location of the content 
(and/or client device having the content) with respect to a 
defined region, and further selectively based on the region 
being mobile, movable, or in motion. 

BACKGROUND 

0002. In today’s society, people have become increasingly 
mobile. In response, today's computing devices have also 
become more mobile, providing users with a greater oppor 
tunity to access content virtually anywhere and/or anytime. 
However, while there is a desire by many to have increased 
access to content, content providers may, for a variety of 
reasons, prefer to restrict access. Such restrictions may be for 
security reasons, costs reasons, as well as other reasons. 
Therefore, there is a desire to be able to balance the desire for 
increased access while maintaining selected restrictions to 
the content. Thus, it is with respect to these considerations 
and others that the present invention has been made. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0003) Non-limiting and non-exhaustive embodiments are 
described with reference to the following drawings. In the 
drawings, like reference numerals refer to like parts through 
out the various figures unless otherwise specified. 
0004 For a better understanding of the present embodi 
ments, reference will be made to the following Detailed 
Description, which is to be read in association with the 
accompanying drawings, in which: 
0005 FIG. 1-A illustrates a system diagram of one 
embodiment of an environment in which the subject innova 
tions may be practiced; 
0006 FIG. 1-B illustrates a system diagram of another 
embodiment of an environment in which the subject innova 
tions may be practiced; 
0007 FIG. 2 illustrates one possible embodiment of a 
client device usable within the environment of FIGS. 1A and 
1B: 
0008 FIG. 3 illustrates one possible embodiment of a 
network device usable by a content provider within the envi 
ronment of FIGS. 1A and 1B: 
0009 FIG. 4 illustrates a flow chart of one embodiment of 
a process usable to manage selective access to content that is 
protected based on a relationship of the content to a mobile 
region; and 
0010 FIG. 5 illustrates a flow chart of one embodiment of 
a process usable to manage selective access to content that is 
protected based on a relationship of the content to a region 
and further based on a motion of the content relative to the 
region. 

DETAILED DESCRIPTION 

0011. The present embodiments now will be described 
more fully hereinafter with reference to the accompanying 
drawings, which form a part hereof, and which show, by way 
of illustration, specific aspects in which the embodiments 
may be practiced. These embodiments may, however, take 
many different forms and should not be construed as limited 
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to the embodiments set forth herein; rather, these embodi 
ments are provided so that this disclosure will be thorough 
and complete, and will fully convey the scope to those skilled 
in the art. Among other things, the present embodiments may 
include methods or devices. Accordingly, the present 
embodiments may take the form of entirely hardware or a 
combination of software and hardware aspects. The follow 
ing detailed description is, therefore, not to be taken in a 
limiting sense. 
0012. Throughout the specification and claims, the fol 
lowing terms take the meanings explicitly associated herein, 
unless the context clearly dictates otherwise. The phrase “in 
one embodiment” as used herein does not necessarily refer to 
the same embodiment, though it may. Furthermore, the 
phrase “in another embodiment as used herein does not 
necessarily refer to a different embodiment, although it may. 
Thus, as described below, various embodiments of the inven 
tion may be readily combined, without departing from the 
Scope or spirit of the invention. 
0013. In addition, as used herein, the term 'or' is an inclu 
sive 'or' operator, and is equivalent to the term “and/or.” 
unless the context clearly dictates otherwise. The term “based 
on' is not exclusive and allows for being based on additional 
factors not described, unless the context clearly dictates oth 
erwise. In addition, throughout the specification, the meaning 
of “a,” “an.” and “the include plural references. The meaning 
of “in includes “in and “on. 

0014. As used herein, the term “content includes any 
digital data that may be communicated over a network, or 
otherwise provided to a client device. Non-exhaustive 
examples of content include but are not limited to movies, 
Videos, music, spoken word, pictures, illustrations, graphics, 
images, text, e-books, spreadsheets, and the like. Content 
may also include an application, Such as a game, a script, or 
the like. In one embodiment, the content may be protected 
through a license that describes how, where, when, by whom, 
or so forth, content that is protected may be accessed, distrib 
uted, copied, or the like. For example, the content can be 
protected from being accessible or otherwise playable when 
the content is determined to be outside of a defined three 
dimensional region and selectively when detected to be in 
motion relative to a defined position. In one embodiment, the 
content is protected using encryption. 
0015. As used herein, encryption refers to the process of 
transforming digital content (referred to as plaintext) using an 
algorithm (called a cipher) to make it unreadable to anyone 
except those possessing special knowledge, usually referred 
to as a key. Decryption is the process of converting encrypted 
digital content back into its original form. As used herein, 
"unencrypted digital content refers to digital content 
received in plaintext—or that is otherwise not encrypted, and 
therefore does not need to be decrypted. Unencrypted content 
as used herein then is also referred to as unlocked content. 
Encrypted content then is locked content that is not accessible 
for play or other access. 
0016 Encryption can use symmetric key encryption, or 
asymmetric key encryption, or even a combination of sym 
metric and asymmetric key encryption. Asymmetric key 
encryption is sometimes known as public/private key encryp 
tion. In some embodiments, the private key is uniquely asso 
ciated with a user, content, application, or other component, 
Such that attempts to access the private key improperly could 
result in disabling Subsequent access to the private key. 
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0017. It should be understood plaintext digital content, 
may be received, in at least one embodiment, in a compressed 
form, or encoded form, and still be considered as plaintext for 
the purposes described herein. Moreover, as discussed further 
below, digital content may include portions that are 
encrypted, and other portions that are unencrypted within a 
same stream or larger context of digital content. Further, 
different encrypted portions of the digital content may be 
encrypted using different encryption keys, and/or employ 
different licenses. In one embodiment, keys useable for 
decrypting the differently encrypted digital content may be 
rotated, reused, or renegotiated. 
0018. The following briefly provides a simplified sum 
mary of the Subject innovations in order to provide a basic 
understanding of Some aspects. This brief description is not 
intended as an extensive overview. It is not intended to iden 
tify key or critical elements, or to delineate or otherwise 
narrow the scope. Its purpose is merely to present some con 
cepts in a simplified form as a prelude to the more detailed 
description that is presented later. 
0019 Briefly stated, subject innovations are directed 
towards managing access to content based on a location of the 
content with respect to a defined region and may further 
include selectively determining access based on whether the 
content is detected to be in motion relative to a defined posi 
tion. Thus, the content may be locked unless it is determined 
to be within one or more defined regions. Within a defined 
range or region, the content may be unlocked Such that a user 
may access and/or otherwise interact with the content. When 
the content is moved outside of the defined region, the content 
is forced closed and locked. In some embodiments, use of the 
content might be automatically terminated, if currently being 
accessed, and Subsequently locked. To open or unlock and 
access the content again, would then involve at least moving 
the content back within the region. 
0020. In some embodiments, the region is defined as being 
within a determinable distance from a defined position. How 
ever, the region or regions need not be symmetric, and may 
include irregularly shaped regions about the defined position 
as well. The regions may be defined in one-dimension (e.g., a 
distance from a particular point) or in two-dimensions (e.g., 
with a two-dimensional boundary) or in three-dimensions 
(e.g., with a three-dimensional boundary). In some embodi 
ments, the region includes an elevation as measured from a 
point on the earth, or from some other reference point. For 
example, content may be locked except for use within a 
specified floor in a building. In modern city environments, 
many businesses could occupy a same two-dimensional (2D) 
geographic region, but be identified by a building floor that 
they occupy. Thus, Subject invocations address this issue by 
including elevation in the region definitions such that content 
may then be locked/unlocked based on the content's physical 
relationship to the region. 
0021. In some embodiments the region is a region that is 
mobile or movable. That is, the region may be associated with 
or otherwise defined to move relative to a position on the 
earth. Examples of Such mobile or movable regions include, 
but are not limited to regions associated with a car or bus (or 
other motor vehicle), a boat, a train, a plane, or the like. A 
region that is in motion then would represent a moving 
vehicle, moving boat, moving train, moving bus, or the like. 
The content may then be made accessible to a client device 
that is within the region that is in motion, and locked or 
otherwise inaccessible otherwise. It will be understood that in 
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at least some embodiments, the mobile or movable region is 
not necessarily constantly in motion, but may beat rest during 
certain time periods (e.g., at a bus stop, train station, or air 
port.) The movable or mobile region can be defined one 
dimension (e.g., a distance from a particular point like the 
vehicle, train, plane, or the like) or in two-dimensions (e.g., 
with a two-dimensional boundary) or in three-dimensions 
(e.g., with a three-dimensional boundary). 
0022. In some embodiments, the content can also be 
locked except for an interlocking chain of regions so that 
content is locked except along a defined route. Such as might 
be traveled by a commercial vehicle like a bus, train, or the 
like. In other embodiments, the content can be secured within 
a region that moves. For example, the content might be use 
able when the content is detected within a bus, train, or other 
vehicle, even when that vehicle takes (is moving through) a 
different route. Further, the content may be locked based on 
elevation, as well as motion. Thus, for example, a user might 
purchase, or otherwise request, the content prior to boarding 
a plane. The content might remain locked until the plane 
exceeds a particular elevation during flight. Further, when the 
plane again descends below the particular elevation, or a 
differently defined elevation, the content may again be locked 
from access. In this way, airlines may provide content, while 
maintaining a level of safety. 
0023. Similarly, motion may be used to selectively lock 
and/or unlock content based further on the type of content. 
For example, when it is determined that the content includes 
video or other graphics, and the client device having the 
content is determined to be moving relative to some defined 
position, then the content may be locked from access. In this 
way, a user might be obliged to look away from their client 
device, say when they are walking around in a building. By 
locking the content in this manner, the user is less likely to be 
distracted. When the content is determined to be audio con 
tent absent graphics, then the content might be allowed to be 
unlocked. 

0024 However, in other situations, when the user is mov 
ing and it is determined that the defined position is also in 
motion, then the content may be unlocked. This situation 
might arise when the user is a passenger on a commercial 
vehicle. The content may be locked when the vehicle is 
stopped and unlocked when the vehicle is moving (and the 
content is within the region). In some embodiments, the con 
tent might be allowed to remain unlocked when both the 
vehicle and the client device has stopped moving. In this 
manner, the user may continue to access the content even 
while the vehicle stops such as at Stations, stop lights, or the 
like. When the user then leaves the vehicle, and therefore the 
region, the content automatically terminates or otherwise is 
locked against access. In this manner, a train company, air 
line, or other transportation provider, may provide content 
free, or at a reduced fee, to a passenger with expectations that 
the content would increase the likelihood that their passen 
gers would come back. 
0025 FIG. 1-A shows components of one embodiment of 
an environment in which the invention may be practiced. Not 
all the components may be required to practice the invention, 
and variations in the arrangement and type of the components 
may be made without departing from the spirit or scope of the 
invention. As shown, system 100-1 of FIG. 1-A includes 
network 107, client devices 102-105, and Access Device 110. 
In one embodiment, Access Device 110 may also be a defined 
position for reference. Also shown is region 120. 
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0026 Region 120 may be any region that is defined in 
two-dimensional or three-dimensional space. As such, region 
120 may be uniquely defined, for example, to describe a floor 
layout of a building, dimensions of vehicle, or any of a variety 
of other regions. For example, a region 120 might be defined 
around a landmark, a street corner, a park, a store, or the like. 
Region 120 may be defined using any of a variety of coordi 
nate systems, including, for example, latitude, longitudes, 
and attitudes. However, region 120 may also be defined based 
on a radial distance from a defined position. In some embodi 
ments, region 120 may reflect a physical constraint, such as 
mightarise from a building. However, region 120 need not be 
so constrained, and may instead be an artificial perimeter 
about any point or points taken in space. 
0027 Region 120 may be defined in a file, document, 
spreadsheet, or other mechanism that is stored within a com 
puting device, such as access device 110. However, the defi 
nition of region 120 may also be stored, or otherwise acces 
sible from any of a variety of other sources. In some 
embodiments, a definition of the region and/or other regions 
of constraint, as well as motion constraints, as appropriate, 
may be provided along with the protected content, and com 
ponent, to a client device. 
0028. One embodiment of client devices 102-105 is 
described in more detail below in conjunction with FIG. 2. In 
one embodiment, at least some of client devices 102-105 may 
operate over a wired and/or a wireless network Such as net 
work 107. As shown, client devices 102-105 may include 
Virtually any computing device capable of communicating 
over a network to send and receive information, including 
instant messages, performing various online activities, or the 
like. The set of such devices may include devices that typi 
cally connect using a wired or wireless communications 
medium Such as personal computers, multiprocessor sys 
tems, microprocessor-based or programmable consumer 
electronics, network PCs, or the like. Also, client devices 
102-105 may include virtually any device usable as a video 
display device, such as a television, display monitor, display 
screen, projected Screen, and the like. Additionally, client 
device 106 may include any kind of consumer electronic 
device, e.g., a Blu-ray player, DVD player, CD player, por 
table music playing device, portable display projector, and 
the like. Moreover, client devices 102-105 may provide 
access to various computing applications, including a 
browser, or other web-based application. 
0029 Generally, however, client devices 102-105 may 
include virtually any portable computing device capable of 
receiving and sending messages over a network, accessing 
and/or playing content, such as network 107, or the like. 
Further, client devices 102-105 may include virtually any 
portable computing device capable of connecting to another 
computing device and receiving information Such as, laptop 
computer, Smart phone, and tablet computers, and the like. 
However, portable computer devices are not so limited and 
may also include other portable devices such as cellular tele 
phones, display pagers, radio frequency (RF) devices, 
infrared (“IR”) devices, Personal Digital Assistants 
("PDAs), handheld computers, wearable computers, inte 
grated devices combining one or more of the preceding 
devices, and the like. As such, client devices 102-105 typi 
cally range widely in terms of capabilities and features. 
0030 A web-enabled client device may include a browser 
application that is configured to receive and to send web 
pages, web-based messages, and the like. The browser appli 
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cation may be configured to receive and display graphics, 
text, multimedia, media content, and the like, employing Vir 
tually any Internet based and/or network-based protocol, 
including but not limited to a wireless application protocol 
messages (“WAP), Hypertext Transfer Protocol (“HTTP"), 
or the like. In one embodiment, the browser application is 
enabled to employ Handheld Device Markup Language 
(“HDML'), Wireless Markup Language (“WML'), WML 
Script, JavaScript, or other Scripting language, Standard Gen 
eralized Markup Language (“SGML), HyperText Markup 
Language (“HTML'), eXtensible Markup Language 
(XML), and the like, to display and send a message. In one 
embodiment, a user of a client device may employ the 
browser application to perform various activities over a net 
work (online) However, another application may also be used 
to perform various online activities. 
0031. As described further below, the browser application 
may enable a user to access content, over a network (e.g., 
network 107), such as might be provided through Access 
Device 110. In some embodiments. Access Device 110 may 
include within a webpage accessed by client device 102-105, 
one or more Scripts, links, and/or other instructions that 
enable the client device to download for installation one or 
more components, definitions of regions, and/or other access 
constraints, along with the protected content from Access 
Device 110. 

0032 Client devices 102-105 also may include at least one 
other client application that is configured to receive and/or 
send content between another computing device. The client 
application may include a capability to send and/or receive 
content, or the like. The client application may further pro 
vide information that identifies itself, including a type, capa 
bility, name, and the like. In one embodiment, client devices 
102-105 can identify themselves as part of a class of devices. 
In another embodiment, client devices 102-105 can uniquely 
identify themselves through any of a variety of mechanisms, 
including a phone number, Mobile Identification Number 
(“MIN), an electronic serial number (“ESN), Internet Pro 
tocol (IP) Address, network address, or other mobile device 
identifier. The information may also indicate a content format 
that the mobile device is enabled to employ. Such information 
may be provided in a networkpacket, or the like, sent between 
other client devices. Access Device 110, or other computing 
devices. Moreover, it should be readily understood that 
devices and/or components within a device that is communi 
cating with a client device may also identify themselves using 
any of a variety of mechanisms, including those used by the 
client device. 

0033. In at least some embodiments, the client devices of 
FIG. 1-A, or content on the client devices, can be labeled as 
“locked.” “unlocked,” or “selectively locked to illustrate 
various instances of the protected content with respect to 
region 120. Client device 102 is shown to be within region 
120, and therefore, the content is unlocked and accessible. 
Both client devices 104-105 are outside of region 120, and 
therefore their respective protected content is locked. Client 
device 103 is illustrated as being in motion relative to Access 
Device 110's defined position. As discussed elsewhere, based 
on being within region 120, and further based on the type of 
content being protected, the content may be selectively 
locked or unlocked. 

0034 Network 107 is configured to couple client devices 
102-105 and their components with Access Device 110. Net 
work 107 may include any of a variety of wireless sub-net 
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works that may further overlay stand-alone ad-hoc networks, 
and the like, to provide an infrastructure-oriented connection 
for client devices 102-105. Such sub-networks may include 
mesh networks, Wireless LAN (“WLAN) networks, cellular 
networks, and the like. In one embodiment, the system may 
include more than one wireless network. 

0035 Network 107 may further include an autonomous 
system of terminals, gateways, routers, and the like connected 
by wireless radio links, and the like. These connectors may be 
configured to move freely and randomly and organize them 
selves arbitrarily, such that the topology of network 107 may 
change rapidly. 
0036) Network 107 may further employ a plurality of 
access technologies including 2nd (2G), 3rd (3G), 4th (4G), 
or future generation radio access for cellular systems, 
WLAN, Wireless Router (“WR) mesh, and the like. Access 
technologies such as 2G, 3G, 4G and future access networks 
may enable wide area coverage for mobile devices, such as 
client devices 102-105 with various degrees of mobility. In 
one non-limiting example, network 107 may enable a radio 
connection through a radio network access Such as Global 
System for Mobil communication (“GSM'), General Packet 
Radio Services (“GPRS), Enhanced Data GSM Environ 
ment (“EDGE'), Wideband Code Division Multiple Access 
(“WCDMA'), and the like. In essence, network 107 may 
include virtually any wireless communication mechanism by 
which information may travel between client devices 102 
105 and another computing device, network, and the like. 
0037 Also, network 107 can include the Internet in addi 
tion to LANs, WANs, direct connections, such as through a 
universal serial bus (“USB) port, other forms of network 
mechanism, or any combination thereof. On an intercon 
nected set of LANs, including those based on differing archi 
tectures and protocols, a router acts as a link between LANs, 
enabling messages to be sent from one to another. In addition, 
communication links within LANs typically include twisted 
wire pair or coaxial cable, while communication links 
between networks may utilize analog telephone lines, full or 
fractional dedicated digital lines including T1, T2, T3, and 
T4, and/or other carrier mechanisms including, for example, 
E-carriers, Integrated Services Digital Networks (“ISDNs), 
Digital Subscriber Lines (“DSLs”), wireless links including 
satellite links, or other communications links known to those 
skilled in the art. Moreover, communication links may further 
employ any of a variety of digital signaling technologies, 
including without limit, for example, DS-0, DS-1, DS-2. 
DS-3, DS-4, OC-3, OC-12, OC-48, or the like. Furthermore, 
remote computers and other related electronic devices could 
be remotely connected to either LANs or WANs via a modem 
and temporary telephone link. In one embodiment, network 
107 may be configured to transport information using an 
Internet Protocol ("IP"). In essence, network 107 includes 
any communication method by which information may travel 
between computing devices. 
0038. Additionally, network mechanisms by way of 
example, network mechanisms include wired media Such as 
twisted pair, coaxial cable, fiber optics, wave guides, and 
other wired media and wireless media Such as acoustic, RF, 
infrared, and other wireless media. 
0039. One embodiment of Access Device 110 is described 
in more detail below in conjunction with FIG. 3. Briefly, 
however, Access Device 110 includes virtually any network 
device usable to operate as a content server to connect to 
network 107 to provide content to client devices 102-105, and 
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to further manage access to the content based in part on a 
region with possible motion. In some embodiments, Access 
Device 110 may provide protected content to a client device. 
The protected content may be provided along with a compo 
nent such as an application, Script, or the like. In some 
embodiments, a definition of one or more regions, along with 
any other access constraints, are also downloaded to the client 
device. In some embodiments, not only is the content 
encrypted, but the definitions of the regions and other access 
constraints may also be encrypted. The component can be 
configured to further manage access to the content when the 
client device is outside of a defined region, Such as region 120. 
0040. In some embodiments, the component might 
include a capability to perform decryption on the content by 
receiving a decryption key from Access Device 110. In some 
embodiments, the decryption key is encrypted using a public 
key associated with the component. The private key associ 
ated with the public key can be, in some embodiments, 
embedded within the component, such that the private is 
inaccessible other than through use of the component. In 
Some embodiments, the component might include a tamper 
detection agent that monitors for improper attempts access 
the keys or the content. When such attempts are detected, the 
component might then perform any of a variety of security 
actions, including, destroying the keys, destroying the con 
tent, or any of a variety of other actions. 
0041. In some embodiments, the component provided 
with the content may perform actions as described further 
below in conjunction with FIG. 4 to manage access to the 
content. In some embodiments, the content may be made 
accessible for use with anotherapplication, such as a browser, 
media player or the like, resident within the client device. 
0042. It should be readily recognized that Access Device 
110 is configured to operate on behalf of a content owner, 
distributor, or similar business entity. However, while used 
herein to represent such network devices useable to provide 
content, it is further recognized that other devices may also be 
employed. For example, a content provider may employ one 
network device to provide content, and a different network 
device for use in managing access to that content based at 
least on a region. Thus, other configurations and variations of 
devices serving content are also envisaged, and other embodi 
ments are not constrained to a single configuration/arrange 
ment of devices. Moreover, Access Device 110 may contain a 
plurality of network devices to provide content, licenses, 
and/or decryption keys to a client device, such as client 
devices 102-105. Similarly, in another embodiment, Access 
Device 110 may contain a plurality of network devices that 
operate using a master/slave approach, where one of the plu 
rality of network devices of Access Device 110 operates to 
manage and/or otherwise coordinate operations of the other 
network devices. In other embodiments, the Access Device 
110 may operate as a plurality of network devices within a 
cluster architecture, a peer-to-peer architecture, and/or even 
within a cloud architecture. Thus, the invention is not to be 
construed as being limited to a single environment, and other 
configurations, and architectures are also envisaged. 
0043. As shown in FIG. 1-A, Access Device 110 is illus 
trated to be within region 120. However, other embodiments 
are not so limited. For example, Access Device 110 might 
reside outside of region 120, while another defined position 
remains within region 120. In this manner. Access Device 110 
might be configured to provide access management over a 
plurality of different regions. 
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0044 Devices that may operate as Access Device 110 
include various network devices, including, but not limited to 
personal computers, desktop computers, multiprocessor sys 
tems, microprocessor-based or programmable consumer 
electronics, network PCs, server devices, network appliances, 
and the like. 
0045 FIG. 1-B shows components of another embodi 
ment of an environment in which the invention may be prac 
ticed. Not all the components may be required to practice the 
invention, and variations in the arrangement and type of the 
components may be made without departing from the spirit or 
scope of the invention. As shown, system 100-2 of FIG. 1-B 
includes network 107-2, client device 102, and Access Device 
110. In one embodiment, Access Device 110 may also be a 
defined position for reference. However, as illustrated, a 
defined position 190 may be established that is other than 
Access Device 110. Also shown is region 160, which may 
represent an internal perimeter of an aircraft, or other struc 
ture. As illustrated, region 160 is above a reference point 199 
by Some elevation, and is shown to be in motion. 
0046 Client device 102. Access Device 110, and network 
107-2 are similar to those components described above in 
conjunction with FIG. 1-A. Further, as illustrated in FIG. 1-B, 
the protected content on client device 102 is unlocked. As 
discussed herein, this state of the content may be based on the 
content being within the defined region 160 including being 
above a defined elevation. 

0047 FIG. 2 shows one embodiment of client device 200 
that may be included in a system implementing the invention. 
Client device 200 may represent any of a variety of platforms 
useable to perform actions as disclosed within. Client device 
200 may include many more or less components than those 
shown in FIG. 2. However, the components shown are suffi 
cient to disclose an illustrative embodiment for practicing the 
present invention. Client device 200 may represent, for 
example, one embodiment of at least one of client devices 
102-105 of FIG. 1-A. 
0048. As shown in the figure, client device 200 includes a 
central processing unit (“CPU”) 202 in communication with 
a mass memory 226 via a bus 234. Client device 200 also 
includes a power Supply 228, one or more network interfaces 
236, an audio interface 238, a display 240, a keypad 242, an 
illuminator 244, a video interface 246, an input/output inter 
face 248, a haptic interface 250, and a global positioning 
systems (“GPS) receiver 232. 
0049 Power supply 228 provides power to client device 
200. A rechargeable or non-rechargeable battery may be used 
to provide power. The power may also be provided by an 
external power Source. Such as an alternating current (AC) 
adapter or a powered docking cradle that Supplements and/or 
recharges a battery. 
0050 Client device 200 may optionally communicate 
with a base station (not shown), or directly with another 
computing device. Network interface 236 includes circuitry 
for coupling client device 200 to one or more networks, and is 
constructed for use with one or more communication proto 
cols and technologies including, but not limited to, GSM, 
code division multiple access (“CDMA), time division mul 
tiple access (“TDMA), user datagram protocol (“UDP), 
transmission control protocol/Internet protocol (“TCP/IP), 
Short Message Service (“SMS), GPRS, WAP, ultra wide 
band (“UWB), Institute of Electrical and Electronics Engi 
neers (“IEEE) 802.16 Worldwide Interoperability for 
Microwave Access (“WiMax'), session initiated protocol/ 
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real-time transport protocol (“SIP/RTP), or any of a variety 
of other wired and/or wireless communication protocols. 
Network interface 236 is sometimes known as a transceiver, 
transceiving device, or network interface card (“NIC). 
0051 Audio interface 238 is arranged to produce and 
receive audio signals such as the Sound of a human Voice. For 
example, audio interface 238 may be coupled to a speaker and 
microphone (not shown) to enable telecommunication with 
others and/or generate an audio acknowledgement for some 
action. 

0.052 Display 240 may bean LCD, gas plasma, light emit 
ting diode (“LED), or any other type of display used with a 
computing device. Display 240 may also include a touch 
sensitive screen arranged to receive input from an object Such 
as a stylus or a digit from a human hand. 
0053 Moreover, display 240 may be configured to employ 
any of a variety of network connection types, including, but 
not limited to High-Bandwidth Digital Content Protection 
(HDCP) connection types, Display Port (DP). Digital Visual 
Interface (DVI), and High-Definition Multimedia Interface 
(HDMI), as well as Gigabit Video Interface (GVIF), Stan 
dard-definition (SD), Unified Display Interface (UDI), or 
Intel Wireless Display (WiLDi). At least some of these network 
connection types provide a form of digital copy protection. A 
detection of whether display 240 is connected through one of 
these, or other types, of network connection types may be 
determined using a variety of techniques, including signature 
transmissions, protocol handshakes, authentication proce 
dures, or the like. 
0054 Keypad 242 may comprise any input device 
arranged to receive input from a user. For example, keypad 
242 may include a push button numeric dial, or a keyboard. 
Keypad 242 may also include command buttons that are 
associated with selecting and sending images. 
0055 Illuminator 244 may provide a status indication and/ 
or provide light. Illuminator 244 may remain active for spe 
cific periods of time or in response to events. For example, 
when illuminator 244 is active, it may backlight the buttons 
on keypad 242 and stay on while the client device is powered. 
Also, illuminator 244 may backlight these buttons in various 
patterns when particular actions are performed, such as dial 
ing another client device. Illuminator 244 may also cause 
light sources positioned within a transparent or translucent 
case of the client device to illuminate in response to actions. 
0056 Video interface 246 is arranged to capture video 
images, such as a still photo, a video segment, an infrared 
video, or the like. For example, video interface 246 may be 
coupled to a digital video camera, a web-camera, or the like. 
Video interface 246 may comprise a lens, an image sensor, 
and other electronics. Image sensors may include a comple 
mentary metal-oxide-semiconductor (“CMOS) integrated 
circuit, charge-coupled device (“CCD), or any other inte 
grated circuit for sensing light. 
0057 Client device 200 also comprises input/output inter 
face 248 for communicating with external devices, such as a 
headset, or other input or output devices not shown in FIG. 2. 
Input/output interface 248 can utilize one or more communi 
cation technologies, such as USB, infrared, BluetoothTM, or 
the like. Haptic interface 250 is arranged to provide tactile 
feedback to a user of the client device. For example, the haptic 
interface 250 may be employed to vibrate client device 200 in 
a particular way when another user of a computing device is 
calling. 
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0058 GPS transceiver 232 can determine the physical 
coordinates of client device 200 on the surface of the Earth. 
GPS transceiver 232, in some embodiments, may be optional. 
GPS transceiver 232 typically outputs a location as latitude 
and longitude values. However, GPS transceiver 232 can also 
employ other geo-positioning mechanisms, including, but not 
limited to, triangulation, assisted GPS (AGPS), Enhanced 
Observed Time Difference (“E-OTD), Cell Identifier (“CI), 
Service Area Identifier (“SAI), Enhanced Timing Advance 
(“ETA), Base Station Subsystem (“BSS), or the like, to 
further determine the physical location of client device 200 on 
the surface of the Earth. It is understood that under different 
conditions, GPS transceiver 232 can determine a physical 
location within millimeters for client device 200; and in other 
cases, the determined physical location may be less precise, 
Such as within a meter or significantly greater distances. In 
one embodiment, however, mobile device 200 may through 
other components, provide other information that may be 
employed to determine a physical location of the device, 
including for example, a Media Access Control (MAC) 
address, IP address. In some embodiments, information from 
GPS transceiver 232 may be used to indicate whether client 
device 200 is moving. This may be achieved, for example, 
based on determining a change of locations over time. How 
ever, other sensors within client device 200 might also be 
useable to indicate whether client device 200 is moving, 
including, accelerometers, gyroscopes, or the like. 
0059 Mass memory 226 includes a Random Access 
Memory (“RAM) 204, a Read-only Memory (“ROM) 222, 
and other storage means. Mass memory 226 illustrates an 
example of computer readable storage media (devices) for 
storage of information Such as computer readable instruc 
tions, data structures, program modules or other data. Mass 
memory 226 stores a basic input/output system (“BIOS) 224 
for controlling low-level operation of client device 200. The 
mass memory also stores an operating system 206 for con 
trolling the operation of client device 200. It will be appreci 
ated that this component may include a general-purpose oper 
ating system such as a version of UNIX, or LINUXTM, or a 
specialized client communication operating system Such as 
Windows MobileTM, or the Symbian R) operating system. The 
operating system may include, or interface with a Java virtual 
machine module that enables control of hardware compo 
nents and/or operating system operations via Java application 
programs. However, the operating system may also provide 
interfaces to any of a variety of other scripting language 
programs as well, and are therefore not constrained to Java. 
0060 Mass memory 226 further includes one or more data 
storage 208, which can be utilized by client device 200 to 
store, among other things, applications 214, protected con 
tent, and/or other data. For example, data storage 208 may 
also be employed to store information that describes various 
capabilities of client device 200. The information may then be 
provided to another device based on any of a variety of events, 
including being sent as part of a header during a communi 
cation, sent upon request, or the like. Data storage 208 may 
also be employed to store information including address 
books, buddy lists, aliases, user profile information, or the 
like. Further, data storage 208 may also store messages, web 
page content, downloaded components, protected content, or 
any of a variety of other content. At least a portion of the 
information may also be stored on another component of 
client device 200, including, but not limited to a disk drive, 
non-transitory processor-readable storage device 230 within 
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client device 200, or even on a physical storage device acces 
sible by client device 200 through network interfaces 236, or 
the like. 
0061 Applications 214 may include computer executable 
instructions which, when executed by client device 200, 
transmit, receive, and/or otherwise process messages (e.g., 
SMS, Multimedia Message Service (“MMS), instant mes 
sages (“IM), email, and/or other messages), audio, video, 
and enable telecommunication with another user of another 
client device. Other examples of application programs 
include calendars, search programs, email clients, IM appli 
cations, SMS applications, voice over Internet Protocol 
(“VOIP) applications, contact managers, task managers, 
transcoders, database programs, word processing programs, 
security applications, spreadsheet programs, games, search 
programs, and so forth. Applications 214 may include, for 
example, browser 218, media player 261, and Region Detec 
tion Application (RDA) 272. 
0062 Browser 218 may include virtually any application 
configured to receive and display graphics, text, multimedia, 
and the like, employing virtually any web based protocol. In 
one embodiment, the browser application is enabled to 
employ HDML, WML, WMLScript, JavaScript, other script 
ing languages, SGML, HTML, XML, and the like, to display 
and send a message. However, any of a variety of other 
web-based programming languages may be employed. In one 
embodiment, browser 218 may enable a user of client device 
200 to provide and/or receive content from another comput 
ing device, such as Access Device 110 of FIG. 1-A. Although 
browser 218 is described herein, it should be noted that there 
are a plurality of other applications that may operate as a user 
agent configured to request and/or access content over a net 
work. Thus, other user agents may also be included within 
client device 200. Moreover, while a single browser is illus 
trated, it should be noted that client device 200 may include a 
plurality of browsers or applications providing functionality 
of a browser application. 
0063 As an aside, while client device 200 may receive 
content over a network such as network 107 of FIG. 1-A, 
content may be obtained through other mechanisms as well, 
including via a portable storage device, such as a DVD, USB 
storage device, CD, or the like. 
0064 Media player 261 represents any of a variety of 
Software and/or hardware configurations arranged to receive 
and play various content. As such, in one embodiment, media 
player 261 may also represent a hardware component that 
might be installed within client device 200 and/or coupled 
electrically to client device 200 to enable client device 200 to 
access and play content. In one embodiment, media player 
261 may receive protected content from browser 218, and 
employ RDA272 to enable access and/or play of the received 
protected content. 
0065. While browser 218 and media player 261 are illus 
trated, it should be understood that client device 200 may 
include a plurality of other applications usable to enable 
client device to play or otherwise access unlocked content. 
0.066 RDA 272 represents a component that may be 
installed within client device 200 to manage selective access 
to content that is protected at least based on a relationship to 
a defined region, and/or a motion of the client device. RDA 
272 may be configured to access one or more encryption/ 
decryption keys usable to unlock protected content 273. In 
one embodiment, the decryption keys may be provided to 
RDA 272 from another device. In some embodiments, the 
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decryption keys may be configured to expire after a defined 
period of time. In this manner, a new decryption key will be 
needed to continue to provide access to protected content 273. 
In other embodiments, the new decryption key might be sent 
to client device 200 by another device based on a determina 
tion that the client device 200 is within a defined region for 
protected content 273, and optionally further satisfies a 
motion criteria. 
0067. In some embodiments, RDA 272 may include a 
private key associated with a public key. The decryption keys 
sent to client device 200 may then be encrypted using the 
public key. In this manner, access may be further controlled 
by RDA 272. RDA 272 may employ a process such as 
described below in conjunction with FIGS. 4-5 to perform at 
least some of its actions. 

0068 FIG. 3 shows one embodiment of a network device 
300, according to at least one embodiment of the invention. 
Network device 300 may include many more or less compo 
nents than those shown. The components shown, however, are 
sufficient to disclose an illustrative embodiment for practic 
ing the subject innovations. Network device 300 may be 
configured to operate as a server, a client, a peer, a host, or any 
other device. Network device 300 may represent, for example 
Access Device 110 of FIG. 1-A. 
0069 Network device 300 includes central processing 
unit 302, computer readable storage device 328, network 
interface unit 330, an input/output interface 332, hard disk 
drive 334, video display adapter 336, and a mass memory, all 
in communication with each other via bus 326. The mass 
memory generally includes RAM 304, ROM 322 and one or 
more permanent (non-transitory) mass storage devices, such 
as hard disk drive 334, tape drive, optical drive, and/or floppy 
disk drive. The mass memory stores operating system 306 for 
controlling the operation of network device 300. Any general 
purpose operating system may be employed. BIOS324 is also 
provided for controlling the low-level operation of network 
device 300. As illustrated in FIG. 3, network device 300 also 
can communicate with the Internet, or some other communi 
cations network, via network interface unit 330, which is 
constructed for use with various communication protocols 
including the TCP/IP protocol. Network interface unit 330 is 
Sometimes known as a transceiver, transceiving device, or 
network interface card (NIC). 
0070 Network device 300 also comprises input/output 
interface 332 for communicating with external devices, such 
as a keyboard, or other input or output devices not shown in 
FIG. 3. Input/output interface 332 can utilize one or more 
communication technologies, such as USB, infrared, Blue 
toothTM, or the like. 
0071. The mass memory as described above illustrates 
another type of computer-readable media, namely computer 
readable storage media and/or processor-readable storage 
media. Computer-readable storage media (devices) may 
include volatile, nonvolatile, removable, and non-removable 
media implemented in any method or technology for storage 
of information, such as computer readable instructions, data 
structures, program modules, or other data. Examples of com 
puter readable storage media include RAM, ROM, Electri 
cally Erasable Programmable Read-only Memory (“EE 
PROM), flash memory or other memory technology, 
Compact Disc Read-only Memory (“CD-ROM), digital ver 
satile disks (“DVD) or other optical storage, magnetic cas 
settes, magnetic tape, magnetic disk storage or other mag 
netic storage devices, or any other physical media which can 
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be used to store the desired information and which can be 
accessed by a computing device. 
0072. As shown, data storage 308 may include a database, 
text, spreadsheet, folder, file, or the like, that may be config 
ured to maintain and store user account identifiers, user pro 
files, email addresses, IM addresses, and/or other network 
addresses, or the like. Data storage 308 may further include 
program code, data, algorithms, and the like, for use by a 
processor, such as central processing unit 302 to execute and 
perform actions. In one embodiment, at least Some of data 
storage 308 might also be stored on another component of 
network device 300, including, but not limited to non-transi 
tory (processor) computer readable storage device 328, hard 
disk drive 334, or the like. 
0073 Data storage 308 may further store protected con 
tent 310. Protected content 310 represents any of a variety of 
content that may be protected from access using based on a 
relationship to a defined region or regions, and optionally 
based on motion criteria. Although not shown, data storage 
308 may also include storage for encryption/decryption keys, 
downloadable components usable by client devices to man 
age access, as well as definitions of regions, and/or other 
access criteria. 
0074 The mass memory also stores program code and 
data. One or more applications 314 are loaded into mass 
memory and run on operating system 306. Examples of appli 
cation programs may include transcoders, Schedulers, calen 
dars, database programs, word processing programs, Hyper 
text Transfer Protocol (“HTTP) programs, customizable 
user interface programs, IPSec applications, encryption pro 
grams, security programs, SMS message servers, IM message 
servers, email servers, account managers, and so forth. Web 
server 318 and Region Detection Manager 320 may also be 
included as application programs within applications 314. 
(0075 Web server 318 represent any of a variety of services 
that are configured to provide content, including messages, 
over a network to another computing device. Thus, web 
server 318 includes, for example, a web server, an FTP server, 
a database server, a content server, or the like. Web server 318 
may provide the content including messages over the network 
using any of a variety of formats including, but not limited to 
WAP, HDML, WML, SGML, HTML, XML, Compact 
HTML (“chTML), Extensible HTML (“xHTML), or the 
like. Web Server 318 may also be configured to enable a user 
of a client device, such as client devices 102-105 of FIG.1, to 
browse content, such as protected content 310, and select 
content for access on the client device. Further, web server 
318 may be configured to provide for installation and/or 
execution at a client device, a downloadable component. Such 
as discussed above. 
(0076 Region Detection Manager (RDM) 320 represents 
one or more applications that are configured to manage access 
to protected content on a client device based in part on a 
region or regions, and possibly based further on a motion of 
the content in relationship to some defined position. RDM 
320 may operate in conjunction with a downloaded compo 
nent on the client device, or independent of a downloaded 
component. In some embodiments, RDM 320 may receive 
information indicating a location of a client device, and in 
conjunction with one or more defined regions, determine 
whether the client device having protected content is within a 
defined region to enable access. When the client device is 
within the defined region, and other criteria, such as motion 
criteria, so allows, then RDM 320 may provide decryption 
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keys or other information to the client device usable to enable 
the client device to unlock and access the content. Thus, in 
Some embodiments, determination and directions to unlock 
content may be performed by RDM 320. However, as noted 
above, in other embodiments, such determinations may be 
performed by the downloaded component and not by RDM 
320. Thus, various configurations may be used to provide 
increased flexibility in managing access to the protected con 
tent. In any event, in some embodiments, RDM 320 employs 
a process such as described below in conjunction with FIGS. 
4-5 to perform at least some of its actions. 
0077. The operation of certain aspects of various embodi 
ments will now be described with respect to FIGS. 4-5. FIG. 
4 illustrates a flow chart of one embodiment of a process 
usable to manage selective access to content that is protected 
based on a relationship of the content to a mobile region. 
0078 Process 400 of FIG. 4 may be performed within a 
client device, such as the client devices of FIGS. 1-A and 1-B. 
However, in other embodiments, process 400 can also be 
performed by a network device, such as Access Device 110 of 
FIGS. 1-A and 1-B. In still other embodiments, at least some 
of the steps shown in process 400 may be performed in a client 
device, while other steps might be performed within a net 
work device, such as Access Device 110 of FIGS. 1-A and 
1-B. 
0079. In any event, prior to or during process 400, a client 
device receives protected content. The client device may 
receive the protected content using any of a variety of mecha 
nisms, including over a network, through a portable non 
transitory storage device, or the like. In some embodiments, 
the protected content may be purchased and thereby licensed 
for use outside of a region. However, in other embodiments 
the protected content may include a license that further 
restricts the access of the content to being within a defined 
region or regions. 
0080. In any event, process 400 begins, after a start block, 
at block 402, where a mobile region is determined for the 
protected content. A mobile region includes any region that is 
mobile or otherwise movable. Such regions, as discussed 
above, include regions that might be associated with a moving 
vehicle. Such as a train, bus, car, motorcycle, plane, boat, or 
the like. In some embodiments, the region is defined as a 
region that is in motion. Non-exhaustive examples of a region 
that is in motion might include a plane in flight, a boat that is 
in motion, a car, train, or bus that is traveling a route, or the 
like. The mobile region might include, for example, an inte 
rior region of such mobile or movable vehicles. However, 
other regions may be defined. In some embodiments, a posi 
tion within or associated with the vehicle might be used to 
define a distance from the position that is then used to define 
the mobile region. For example, consider a position on a bus, 
Such as a dashboard location, overhead position on the roof of 
the bus, or the like. Then the region might be defined as being 
within a definable distance from that position. In some 
embodiments, the distance from that position might asym 
metric, such that distances above the position might be 
excluded, while distances measured below the position would 
be included. Other definitions are also useable. Thus, these 
examples are not to be construed as limiting the embodi 
ments. Moreover, in Some embodiments, the mobile region is 
a region that is in motion. 
0081 Process 400 then flows to block 404, where a loca 
tion of the client device is determined, such that it is then 
determined whether the client device is within the mobile 
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region. Any of a variety of mechanisms may be used to make 
Such a determination, including use of GPS systems, IR sys 
tems, network signal strengths, or the like. 
I0082 Moving to decision block 406, a determination is 
made whether the client device is within the mobile region. 
For example, a determination can be made whether the client 
device is within the region that is in motion. In some embodi 
ments, such determination further includes a determination 
whether the region (and the client device) is in motion or 
above a defined altitude or the like. If it is determined that the 
client device is within the region, then processing flows to 
block 410; otherwise processing flows to block 408. 
0083. At block 408, when it is determined that the client 
device is outside of the region and/or other definable region 
criteria (e.g., whether the region is in motion or the altitude of 
the region or the like), then access to the protected content by 
the client device is denied. Processing then flows back to 
block 404 to continue processing. In some embodiments, 
processing can flow back to block 402 to enable the region to 
be dynamically determined/re-determined. 
0084. At block 410, when it is determined that the client 
device is within the region and/or other definable region cri 
teria (e.g., whether the region is in motion or the altitude of the 
region or the like), then access to the protected content is 
selectively allowed. In some embodiments, the access might 
still be denied based on other criteria. For example, should it 
be determined that an improper attempt to access the pro 
tected content is detected, such as hacking, tampering, or the 
like, then, access might continue to be denied. In some 
embodiments, such detection might include destroying of the 
protected content, Such that further attempts to improperly 
access the content would be futile. 
I0085. When access is allowed, this might include provid 
ing a decryption key access to a module that enable decryp 
tion of the protected content. The decryption key, in some 
embodiments might be encrypted based on a public/private 
cryptographic key pair, where the decryption key is encrypted 
with the public key. Access to the private key might be 
restricted to the module protecting the content, such as RDA 
272, discussed above in conjunction with FIG. 2. 
I0086 Process 400 may then optionally flow to block 412. 
In some embodiments, block 412 might be excluded, such 
that processing instead flows back to block 404 (or 402). In 
any event, when block 412 is included, then an analysis is 
performed to determine whether the mobile region is no 
longer in motion. Such evaluation might be performed when 
the region is a region that is in motion. Moving to decision 
block 414, when it is determined that the region is no longer 
in motion, then processing flows to block 408, where access 
to the protected content is denied. Otherwise, processing 
loops back to block 404 (or 402). 
I0087. It should be noted that process 400 may be termi 
nated at any time, based on detecting an improper attempt to 
access the content, a purchase of a license that allows access 
to the content independent of the region, or other region 
related criteria. 

0088 FIG. 5 illustrates a flow chart of one embodiment of 
a process usable to manage selective access to content that is 
protected based on a relationship of the content to a region 
and further based on a motion of the content relative to the 
region. 
I0089. Process 500 of FIG. 5 may be performed within a 
client device, such as the client devices of FIGS. 1-A and 1-B. 
However, in other embodiments, process 500 can also be 
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performed by a network device, such as Access Device 110 of 
FIGS. 1-A and 1-B. In still other embodiments, at least some 
of the steps shown in process 500 may be performed in a client 
device, while other steps might be performed within a net 
work device, such as Access Device 110 of FIGS. 1-A and 
1-B. 
0090. In any event, prior to process 500 a client device 
receives protected content. In some embodiments, the pro 
tected content is provided when the client device is detected 
to be within a defined region. However, other region defini 
tions also are applicable. As discussed above, the protected 
content may provided with another component that manages 
access to the protected content. 
0091. In some embodiments, the protected content can be 
received by the client device while outside of the defined 
region. As discussed above, the protected content is locked 
Such that access to the protected contentis denied at least until 
the client device with the protected content is determined to 
be within the region. Thus, for example, a user might acquire 
the protected content from one location, but be unable to 
actually access the content until within the region. However, 
in some embodiments, a user can purchase, or otherwise 
acquire, access to the protected content that is unconstrained 
by a region. 
0092. Thus, process 500 begins at optional decision block 
502, where a determination is made whether unrestricted 
access to the protected content has been purchased, or other 
wise acquired. For example, by completing a form, paying for 
a license, or taking other appropriate actions, a user might 
acquire a license for use of the protected content uninhibited 
by a region. If it is determined that unrestricted access has 
been appropriately acquired, processing flows to block 504; 
otherwise processing flows to block 506. Decision block 502 
may not be applicable in instances where unrestricted access 
to the content is not available, in which case process 500 can 
begin at block 506. 
0093. At block 504, a license, or other mechanism is used 
to enable the protected content to be unlocked, such that 
access to the protected content is provided to the user unin 
hibited by a region. Processing then flows to decision block 
524. 

0094. At block 506, a location of the client device is deter 
mined. In some embodiments, the location is determined by 
the client device using any of a variety of techniques. In other 
embodiments, the location of the client device is determined 
by another network device other than the client device. 
0095 Continuing to decision block 508, a determination is 
then made whether the client device's location is within a 
defined region for the protected content. If so, then processing 
flows to block 512; otherwise, processing flows to block 510. 
Alternatively, in Some instances only a two-dimensional loca 
tion is determined, particularly in those instances access to 
content is determined solely on the two-dimensional location 
without reference to a third dimension (e.g., elevation). 
0096. At block 510, access to the protected content is 
denied. In some embodiments, a message can be displayed to 
the user indicating that access is denied. Processing then 
flows to decision block 524. 

0097. At block 512, a determination is made of a relative 
motion between the client device and a defined position. The 
defined position can be within the region, or external to the 
region. For example, in some embodiments, the defined posi 
tion might be a same position as Access Device 110. Deter 
mining relative motion allows for increased flexibility in 
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managing access to the protected content. For example, it 
might be determined that when a user is walking and reading 
the protected content, there is an increased likelihood that the 
user might bump into something or someone. Therefore, for 
safety reasons, when it is determined that the user is moving 
relative to a defined position, then it might make sense to 
disable access to the protected content. However, in other 
situations, where both the user and the defined position are in 
motion, access might be allowable. For example, consider 
where the user is on a train, bus, in a cab, airplane, or other 
moving vehicle. In such situations, and assuming that the user 
is not driving the vehicle, then access would be allowable. In 
still other situations, it might be determined that the protected 
content does not include visual content. For example, the 
protected content might be a music file, or the like. In Such 
situations, it might be determined that relative motion is 
acceptable, and therefore access to the protected content is 
acceptable. Thus, because the protected content, and the 
defined position, may have differing motion criteria, a deter 
mination is made at block 514 of what the relative motion 
criteria is for the protected content given the defined position, 
and/or region. 
0.098 Flowing next to decision block 516, a determination 

is made whether the relative motion criteria is satisfied. If so, 
processing then flows to block 522; otherwise, processing 
flows to block 520. At block 520, access is denied to the 
protected content. Processing continues to decision block 
524. At block 522, access is allowed to the protected content, 
based on the criteria. Processing then flows to decision block 
524. 

0099. At decision block 524, a determination is made 
whether to continue to monitor access to the protected con 
tent. If monitoring is to continue, then processing branches 
back to decision block 502; otherwise, processing returns. 
0100. It will be understood that each block of the flowchart 
illustration, and combinations of blocks in the flowchart illus 
tration, can be implemented by computer program instruc 
tions. These program instructions may be provided to a pro 
cessor to produce a machine, such that the instructions, which 
execute on the processor, create means for implementing the 
actions specified in the flowchart block or blocks. The com 
puter program instructions may be executed by a processor to 
cause a series of operational steps to be performed by the 
processor to produce a computer-implemented process Such 
that the instructions, which execute on the processor to pro 
vide steps for implementing the actions specified in the flow 
chart block or blocks. The computer program instructions 
may also cause at least some of the operational steps shown in 
the blocks of the flowchart to be performed in parallel. More 
over, some of the steps may also be performed across more 
than one processor, Such as might arise in a multi-processor 
computer system, a cloud system, a multi-server system, or 
the like. In addition, one or more blocks or combinations of 
blocks in the flowchart illustration may also be performed 
concurrently with other blocks or combinations of blocks, or 
evenina different sequence than illustrated without departing 
from the scope or spirit of the invention. 
0101. Accordingly, blocks of the flowchart illustration 
Support combinations of means for performing the specified 
actions, combinations of steps for performing the specified 
actions and program instruction means for performing the 
specified actions. It will also be understood that each block of 
the flowchart illustration, and combinations of blocks in the 
flowchart illustration, can be implemented by special purpose 
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hardware based systems, which perform the specified actions 
or steps, or combinations of special purpose hardware and 
computer instructions. 
0102. As discussed above, the subject innovations are 
directed towards allowing high quality content suppliers like 
magazines, and book shops to license their content to geo 
graphic locations of a business. Any customer within range of 
the location of the business could then be allowed to make 
free use of the content. 
(0103) Many shops, cafes, and coffee houses, for example, 
value returning business. They often want the customer to 
have a positive experience in the location and comeback with 
repeat business. When the customer was in the middle of an 
interesting piece of content, when they left the location, they 
are likely to feel encouraged to go back or buy the content. 
0104. Other places like barbers, dentists, doctor's offices, 
and so forth, where waiting is part of the experience offer free 
magazines and newspapers to their customers. The conven 
tion is that the newspaper or magazine is left behind for the 
next customer. The content supplied then might be consumed 
during the waiting of the service, and made inaccessible oth 
erwise. Using the subject innovations disclosed herein, loca 
tions that might include waiting could offer high quality 
digital content for free and for use during waiting periods, 
within a waiting region. 
0105 Similarly, books, music, and software stores could 
offer full access to their goods whilst the customer was in the 
shop or even in a shopping mall. The user would be able to 
pick up an e-book for sale in the book shop and read it in the 
café next door. When they left the shopping mall the content 
would lock again, unless of course they decided to buy it. If 
the user came back to the shopping mall, they could carry on 
reading the book. 
0106 Electronic exam papers could also be restricted to 
access and opened when the papers are within a physical 
exam hall, and locked otherwise—until ready for grading in a 
particular location. Training material could only be accessed 
at the training course site. Voting ballots can be locked against 
Voting stations. 
0107 Content licensed to libraries and schools may also 
be restricted based on a geographic region. This would allow 
the licensors of the content to lower the cost of the content to 
the library or school. If the content user wanted to take the 
content home with them they would then buy an extended 
license. 
0108) Again, in each of these examples, motion of the 
content in relationship to some defined position may be used 
to further restrict access of the content. In this way, a user of 
the content might be obliged to look up while walking, and 
possibly avoid an accident. 
0109 Content usage is not constrained to these examples. 
For example, a welcome pack might be sent to a user before 
a Visit that has high quality digital content (e.g., audio and 
video presentations). The content may be downloaded onto 
the user's client device but can’t be played. However, when 
the user arrives at an attraction, the content becomes unlocked 
and can be enjoyed. In some embodiments, the user might be 
allowed to continue to use the content while walking around. 
However, in other situations, the content might lock while the 
user moves from one attraction to another, in which case, the 
content becomes unlocked again. 
0110. When the user leaves the attraction(s), the content is 
locked. If the user wanted to take the content home, they may 
be allowed to buy an additional license. 
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I0111) Moreover, in other examples, the content might be 
an application, such as a game. For example, a series of 
content might be downloaded that is locked against locations. 
The location for the first piece of content is released. When 
the player gets to the location the content is unlocked and 
gives a clue to a next location. At the next location, the content 
is unlocked and so on. 
I0112. In still another example, a user might be allowed to 
work on content while inside the office. However, such con 
tent might be protected such that when the user attempts to 
take it out of the company’s location, such as outside, the 
content instantly locks. When the user again walks back into 
the building the content again instantly unlocks. Corporate 
policy could be used to lock files against the office location. 
Then any files that go outside need to be authorized and 
exported to a password protected file, or other mechanism 
appropriate to the corporate policy. 
0113 Forms may also be locked based on location. For 
example, once at a location, the form can be opened and filled 
in. Once the user leaves the location, the form locks. In this 
way, a company might ensure that data is entered at a given 
site, and not when the user goes back to the office. Again, the 
above are meant as examples, and other usages are envisaged. 
Thus, these examples do not restrict the subject innovations. 
0114. The above specification, examples, and data provide 
a complete description of the manufacture and use of the 
composition of the invention. Since many embodiments of 
the invention can be made without departing from the spirit 
and scope of the invention, the invention resides in the claims 
hereinafter appended. 
What is claimed as new and desired to be protected by 

Letters Patent of the United States is: 
1. A client device, comprising: 
a receiving element to receive content over a network; and 
one or more processors that perform actions, including: 

receiving protected content; 
determining whether the client device is within a region 

that is in motion; 
when the client device is outside of the region that is in 

motion, denying access to the protected content by the 
client device; and 

when the client device is within the region that is in 
motion, selectively allowing access to the protected 
content by the client device. 

2. The client device of claim 1, wherein the one or more 
processors perform actions, further including: 

detecting that the region is no longer in motion, and 
in response to such detection, denying access to the pro 

tected content. 
3. The client device of claim 1, wherein the one or more 

processors perform actions, further including: when the client 
device is within the region that is in motion, detecting whether 
the client device or the region that is in motion is above a 
defined altitude, and when below the defined attitude, deny 
ing access to the protected content. 

4. The client device of claim 1, wherein the protected 
content includes a component that protects the content using 
a public/private cryptographic key pair. 

5. The client device of claim 1, wherein the one or more 
processors that perform actions, including: 

receiving from a network device a decryption key that 
enables access to the protected content when the client 
device is within the region that is in motion. 
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6. The client device of claim 1, wherein determining that 
the client device is within the region that is in motion com 
prises determining that the client device is within the region 
based on a distance between the client device and a defined 
position within the region that is in motion. 

7. The client device of claim 1, wherein the region that is in 
motion is defined as a three-dimensional region. 

8. A computer-based method, wherein a plurality of actions 
are performed by a processor operating within a computing 
device, the actions comprising: 

receiving protected content at a client device; 
determining whether the client device is within a region 

that is in motion; 
when the client device is outside of the region that is in 

motion, denying the client device access to the protected 
content; and 

when the client device is within the region that is in motion, 
Selectively allowing the client device access to the pro 
tected content. 

9. The computer-based method of claim 8, wherein the 
processor performs actions further comprising: 

detecting that the region is no longer in motion, and 
in response, denying access to the protected content. 
10. The computer-based method of claim 8, wherein the 

region includes a network device usable to define region 
based on a distance from the network device. 

11. The computer-based method of claim 8, further com 
prising detecting that the client device or the region that is in 
motion is above a defined altitude, and when below the 
defined attitude, denying access to the protected content. 

12. The computer-based method of claim 8, wherein the 
protected content is protected from access using an encryp 
tion key. 

13. The computer-based method of claim 8, wherein the 
processor performs actions further comprising: 
when an improper attempt to access the protected content 

is detected, destroying the protected content such that 
the protected content is no longer accessible. 
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14. The computer-based method of claim 8, wherein the 
actions further include: 

sending a license to the client device that enables extended 
access to the protected content outside of the region. 

15. The computer-based method of claim 8, wherein the 
region is associated with a mobile vehicle, including a train, a 
boat, a motor vehicle, or an airplane. 

16. An apparatus comprising a non-transitory computer 
readable medium, having computer-executable instructions 
stored thereon, that in response to execution by a client 
device, cause the client device to perform operations, com 
prising: 

receiving protected content onto the client device; 
determining whether the client device is within a region 

that is in motion; 
when the client device is outside of the region that is in 

motion, denying access to the protected content by the 
client device; and 

when the client device is within the region that is in motion, 
Selectively allowing access to the protected content by 
the client device. 

17. The apparatus of claim 16, wherein the apparatus per 
forms actions, further including: 

detecting that the region is no longer in motion, and 
in response, denying access to the protected content. 
18. The apparatus of claim 16, further comprising detect 

ing that the client device or the region that is in motion is 
above a defined altitude, and when below the defined attitude, 
denying access to the protected content. 

19. The apparatus of claim 16, wherein receiving the pro 
tected content further includes receiving the protected con 
tent over a network or from a portable storage device. 

20. The apparatus of claim 16, wherein the region is 
defined based on either a distance between a position within 
the region and the client device, or based on a three-dimen 
sional boundary. 


