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METHOD AND APPARATUS FOR SECURE
PROCESSING OF SHORT MESSAGE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of International
Application No. PCT/CN2013/070447, filed on Jan. 15,
2013, which claims priority to Chinese Patent Application
No. 201210018183.0, filed on Jan. 19, 2012, both of which
are hereby incorporated by reference in their entireties.

TECHNICAL FIELD

[0002] The present invention relates to the field of wireless
communications technologies, and in particular, to a method
and apparatus for secure processing of a short message.

BACKGROUND

[0003] The machine-to-machine (M2M) technology is an
integration of wireless communications and information
technologies, and means that direct communication can be
performed between machines without human intervention.
There are a wide variety of M2M applications, including the
following five major applications: automatic instruments
(water-power-gas meters), remote monitoring, industrial
safety and home automation, payment systems (automatic
teller machines, supporting terminals, parking meters, and
the like), and vehicle remote control (such as fleet manage-
ment, toll charging, vehicle recovery, and insurance premium
payment according to a driving condition). Vehicle-mounted
applications include handsfree devices, remote communica-
tions systems, built-in navigation systems, emergency call-
ing, remote diagnosis, built-in alarming, and the like. M2M
communication is also called machine type communication
(MTC). M2M communication has many machine type com-
munication characteristics due to features such as a huge
number of devices, low mobility, and small communication
traffic. The 3rd Generation Partnership Project (3GPP) has
now commenced an effort to optimize a network system in
terms of the characteristics, and an M2M device is called an
MTC device.

[0004] An MTC device may be triggered by an Short Mes-
sage (SM), to execute a related operation instructed by the
SM. For example, when the SM is a short message for trig-
gering an MTC device to access a network, when an attacker
obtains an Mobile Station International Integrated Services
Digital Network Number (MSISDN) or an International
Mobile Subscriber Identity (IMSI) of the MTC device, the
attacker can easily initiate a fake trigger attack by using a
terminal, which wastes power or network resources of the
MTC device, and compromises security of the MTC device.

SUMMARY

[0005] Embodiments of the present invention provide a
method and apparatus for secure processing of a short mes-
sage, thereby improving security of an MTC device, and
saving power or network resources of the MTC device.
[0006] To achieve the foregoing objectives, the embodi-
ments of the present invention use the following technical
solutions:

[0007] In a first preferred aspect the invention may com-
prise a method for secure processing of a short message
comprising:
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[0008] receiving, by a second device, identifier information
sent by a first device;

[0009] sending a rejection indication or a query result to the
first device if the second device determines, according to the
identifier information, that a receiver is a machine type com-
munication MTC device or determines that the identifier
information is not in an authorization list; or

[0010] sending an acknowledgement indication or a query
result to the first device if the second device determines,
according to the identifier information, that a receiver is
another device other than an MTC device or determines that
the identifier information is in an authorization list.

[0011] In a first preferred implementation of the first pre-
ferred aspect, the receiving, by a second device, identifier
information sent by a first device comprises:

[0012] receiving, by the second device, a short message that
carries the identifier information and is sent by the first
device.

[0013] In a second preferred implementation of the first
preferred aspect, the receiving, by a second device, identifier
information sent by a first device comprises:

[0014] receiving, by the second device, an identifier of the
receiver that is sent by the first device; and

[0015] before the second device determines, according to
the identifier information, that a receiver is a machine type
communication MTC device, the method further comprises:
[0016] determining, by the second device, whether a termi-
nal corresponding to the identifier of the receiver is an MTC
device.

[0017] In a first preferred implementation of the second
preferred implementation of the first preferred aspect, the
determining, by the second device, whether a terminal corre-
sponding to the identifier of the receiver is an MTC device
comprises:

[0018] checking, according to a mapping list between inter-
nal identifiers and external identifiers which is on the second
device, whether the identifier of the receiver is among the
internal identifiers in the mapping list, and if the identifier of
the receiver is among the internal identifiers in the mapping
list, the receiver corresponding to the identifier of the receiver
is an MTC device; or

[0019] searching, by the second device, for subscription
data corresponding to the identifier of the receiver according
to the identifier of the receiver, and determining whether the
receiver is a machine type communication MTC device
according to a result of the search.

[0020] In a third preferred implementation of the first pre-
ferred aspect, the receiving, by a second device, identifier
information sent by a first device comprises:

[0021] receiving, by the second device, an identifier of a
sender and an identifier of the receiver that are sent by the first
device; and

[0022] the sending a rejection indication or a query result to
the first device if the second device determines, according to
the identifier information, that the identifier information is not
in an authorization list comprises:

[0023] querying, by the second device, an authorized
sender identifier list corresponding to the identifier of the
receiver according to the identifier of the receiver; and
[0024] sending the rejection indication or the query result
to the first device if the identifier of the sender is not in the
authorized sender identifier list.



US 2014/0357262 Al

[0025] Inasecond preferred aspect the invention may com-
prise a method for secure processing of a short message
includes:

[0026] receiving, by a terminal, a short message that carries
identifier information;

[0027] ignoring the short message if the terminal deter-
mines, according to the identifier information, that the iden-
tifier information is not in an authorization list; or

[0028] establishing, by the terminal, a connection with a
network side if the terminal determines, according to the
identifier information, that the identifier information is in an
authorization list.

[0029] In a first preferred implementation of the second
preferred aspect, the receiving, by a terminal, a short message
that carries identifier information comprises:

[0030] receiving, by the terminal, the short message that
carries an identifier of a sender; and

[0031] before the terminal determines, according to the
identifier information, that the identifier information is in an
authorization list, the method further comprises:

[0032] determining, by the terminal, whether the identifier
of the sender is in the authorization list according to the
identifier of the sender.

[0033] In a third preferred aspect the invention may com-
prise a method for secure processing of a short message
includes:

[0034] receiving, by a first device, a short message that
carries identifier information;

[0035] performing a reject processing operation if the first
device determines, according to the identifier information,
that a receiver is a machine type communication MTC device
and/or determines that the identifier information is not in an
authorization list; or

[0036] continuing with a short message procedure if the
first device determines, according to the identifier informa-
tion, that a receiver is another device other than an MTC
device or determines that the identifier information is in an
authorization list.

[0037] In a first preferred implementation of the third pre-
ferred aspect, the first device further receives type informa-
tion of the short message, and the method further comprises:
[0038] rejecting sending the short message if the first
device determines, merely according to the type information
of the short message, that the receiver is an MTC device.
[0039] In a second preferred implementation of the first
preferred implementation of the third preferred aspect, that
the first device determines, merely according to the type
information of the short message, that the receiver is an MTC
device comprises:

[0040] determining, by the first device, that the receiver is
an MTC device if a type of the short message is a trigger short
message.

[0041] In a third preferred implementation of the first pre-
ferred implementation of the third preferred aspect, when the
identifier information is an identifier of the receiver and an
identifier of a sender, the method further comprises:

[0042] querying, by the first device, an authorized sender
identifier list corresponding to the identifier of the receiver
according to the identifier of the receiver; and

[0043] the performing a reject processing operation if the
first device determines, according to the identifier informa-
tion, that the identifier information is not in an authorization
list comprises:
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[0044] rejecting sending the short message if the identifier
of the sender is not in the authorized sender identifier list.
[0045] In a second preferred implementation of the third
preferred aspect, the receiving, by a first device, a short mes-
sage that carries identifier information comprises:

[0046] receiving, by the first device, the short message that
carries an identifier of a sender and an identifier of the
receiver; and

[0047] the performing a reject processing operation if the
first device determines, according to the identifier informa-
tion, that a receiver is an MTC device and determines that the
identifier information is not in an authorization list com-
prises:

[0048] determining, by the first device, that the receiver is
an MTC device according to the identifier of the receiver; and
further querying, by the first device, an authorized sender
identifier list corresponding to the identifier of the receiver
according to the identifier of the receiver; and

[0049] rejecting sending the short message if the identifier
of the sender is not in the authorized sender identifier list.
[0050] In a third preferred implementation of the third pre-
ferred aspect, the receiving, by a first device, a short message
that carries identifier information comprises:

[0051] receiving, by the first device, the short message that
carries an identifier of the receiver; and

[0052] the performing a reject processing operation if the
first device determines, according to the identifier informa-
tion, that a receiver is an MTC device comprises:

[0053] performing the reject processing operation if the
first device determines, according to the identifier of the
receiver, that the receiver is an MTC device.

[0054] In a fourth preferred implementation of the third
preferred aspect, the receiving, by a first device, a short mes-
sage that carries identifier information comprises:

[0055] receiving, by the first device, the short message that
carries the identifier of the receiver; and

[0056] before the first device determines, according to the
identifier information, that a receiver is an MTC device, the
method further comprises:

[0057] determining, by the first device, whether a terminal
corresponding to the identifier of the receiver is an MTC
device.

[0058] In a first preferred implementation of the fourth
preferred implementation of the third preferred aspect, the
determining, by the first device, whether a terminal corre-
sponding to the identifier of the receiver is an MTC device
comprises:

[0059] determining, according to a format and a preset
number segment of the identifier of the receiver, whether the
terminal corresponding to the identifier of the receiver is an
MTC device.

[0060] In a fifth preferred implementation of the third pre-
ferred aspect, the receiving, by a first device, a short message
that carries identifier information comprises:

[0061] receiving, by the first device, the short message that
carries an identifier of the receiver and an identifier of a
sender; and

[0062] the performing a reject processing operation if the
first device determines, according to the identifier informa-
tion, that the identifier information is not in an authorization
list comprises:

[0063] querying, by the first device, an authorized sender
identifier list corresponding to the identifier of the receiver
according to the identifier of the receiver; and
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[0064] rejecting sending the short message if the identifier
of the sender is not in the authorized sender identifier list.
[0065] In asixth preferred implementation of the third pre-
ferred aspect, if the first device determines, according to the
identifier information, that the receiver is an MTC device, the
method further comprises:

[0066] forwarding, by the first device, the identifier infor-
mation or the short message that carries the identifier infor-
mation to a second device, so that the second device deter-
mines, according to the identifier information or the short
message that carries the identifier information, whether the
identifier information is in the authorization list; if the iden-
tifier information is not in the authorization list, sends a
rejection indication or a determining result to the first device;
and if the identifier information is in the authorization list,
sends an acknowledgement indication or a determining result
to the first device;

[0067] rejecting sending the short message if the first
device receives the rejection indication sent by the second
device;

[0068] continuing with the short message procedure if the
first device receives the acknowledgement indication sent by
the second device; and

[0069] rejecting sending the short message or continuing
with the short message procedure according to the determin-
ing result if the first device receives the determining result
sent by the second device.

[0070] In afourth preferred aspect the invention may com-
prise a method for secure processing of a short message
includes:

[0071] receiving, by a terminal, a short message that carries
a message authentication code and a fresh;

[0072] calculating, by the terminal, a local authentication
code according to a Ktrigger preconfigured by the terminal,
the message authentication code, and the fresh;

[0073] ignoring the short message if the message authenti-
cation code is inconsistent with the local authentication code;
or

[0074] establishing, by the terminal, a connection with a
network side if the message authentication code is consistent
with the local authentication code.

[0075] In a first preferred implementation of the fourth
preferred aspect, the fresh comprises a random number, a
timestamp, or a sequence number.

[0076] In a fifth preferred aspect the invention may com-
prise an apparatus for secure processing of a short message
includes:

[0077] a receiving unit, configured to receive identifier
information sent by a first device; and

[0078] a processing unit, configured to send a rejection
indication or a query result to the first device if it is deter-
mined, according to the identifier information received by the
receiving unit, that a receiver is a machine type communica-
tion MTC device or it is determined that the identifier infor-
mation is not in an authorization list; or configured to send an
acknowledgment indication or a query result to the first
device if it is determined, according to the identifier informa-
tion received by the receiving unit, that a receiver is another
device other than an MTC device or it is determined that the
identifier information is in an authorization list.

[0079] In a first preferred implementation of the fifth pre-
ferred aspect, the receiving unit is specifically configured to
receive a short message that carries the identifier information
and is sent by the first device.
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[0080] In a second preferred implementation of the fifth
preferred aspect, the receiving unit is specifically configured
to receive an identifier of the receiver that is sent by the first
device; and

[0081] the apparatus further comprises an analyzing unit,
configured to determine whether a terminal corresponding to
the identifier of the receiver that is received by the receiving
unit is an MTC device.

[0082] In a first preferred implementation of the second
preferred implementation of the fifth preferred aspect, the
analyzing unit is specifically configured to:

[0083] check, according to a mapping list between internal
identifiers and external identifiers which is on the apparatus,
whether the identifier of the receiver that is received by the
receiving unit is among the internal identifiers in the mapping
list, and if the identifier of the receiver is among the internal
identifiers in the mapping list, the receiver corresponding to
the identifier of the receiver is an MTC device; or search,
according to the identifier of the receiver, for subscription
data corresponding to the identifier of the receiver, and deter-
mine whether the receiver is a machine type communication
MTC device according to a result of the search.

[0084] In a third preferred implementation of the fifth pre-
ferred aspect, the receiving unit is specifically configured to
receive an identifier of a sender and an identifier of the
receiver that are sent by the first device; and

[0085] the processing unit is specifically configured to
query, according to the identifier of the receiver that is
received by the receiving unit, an authorized sender identifier
list corresponding to the identifier of the receiver, and send the
rejection indication or the query result to the first device if the
identifier of the sender that is received by the receiving unit is
not in the authorized sender identifier list.

[0086] In a sixth preferred aspect the invention may com-
prise an apparatus for secure processing of a short message
includes:

[0087] a receiving unit, configured to receive a short mes-
sage that carries identifier information; and

[0088] a processing unit, configured to ignore the short
message if it is determined, according to the identifier infor-
mation received by the receiving unit, that the identifier infor-
mation is not in an authorization list; or configured to estab-
lish a connection between the apparatus and a network side if
it is determined, according to the identifier information
received by the receiving unit, that the identifier information
is in an authorization list.

[0089] In a first preferred implementation of the sixth pre-
ferred aspect, the receiving unit is specifically configured to
receive the short message that carries an identifier of a sender;
and

[0090] the apparatus further comprises an analyzing unit,
configured to determine, according to the identifier of the
sender that is received by the receiving unit, whether the
identifier of the sender is in the authorization list.

[0091] In a seventh preferred aspect the invention may
comprise an apparatus for secure processing of a short mes-
sage includes:

[0092] a receiving unit, configured to receive a short mes-
sage that carries identifier information; and

[0093] a processing unit, configured to perform a reject
processing operation if it is determined, according to the
identifier information received by the receiving unit, that a
receiver is a machine type communication MTC device and/
or it is determined that the identifier information is not in an
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authorization list; or configured to continue with a short mes-
sage procedure if it is determined, according to the identifier
information received by the receiving unit, that a receiver is
another device other than an MTC device or it is determined
that the identifier information is in an authorization list.
[0094] In a first preferred implementation of the seventh
preferred aspect, the receiving unit is specifically configured
to receive type information of the short message; and

[0095] the apparatus further comprises an analyzing and
processing unit, configured to reject sending the short mes-
sage if it is determined, according to the type information of
the short message that is received by the receiving unit, that
the receiver is an MTC device.

[0096] In a first preferred implementation of the first pre-
ferred implementation of the seventh preferred aspect, the
analyzing and processing unit is specifically configured to:
[0097] reject sending the short message, if a type of the
short message received by the receiving unit is a trigger short
message and it is determined that the receiver is an MTC
device.

[0098] In a second preferred implementation of the first
preferred implementation of the seventh preferred aspect,
when the identifier information received by the receiving unit
is an identifier of the receiver and an identifier of a sender, the
apparatus further comprises:

[0099] a searching unit, configured to query, according to
the identifier of the receiver that is received by the receiving
unit, an authorized sender identifier list corresponding to the
identifier of the receiver; and

[0100] the processing unit is specifically configured to
reject sending the short message if the identifier of the sender
that is received by the receiving unit is not in the authorized
sender identifier list.

[0101] Inasecond preferred implementation of the seventh
preferred aspect, the receiving unit is specifically configured
to receive the short message that carries an identifier of a
sender and an identifier of the receiver; and

[0102] the processing unit is specifically configured to
determine, according to the identifier of the receiver that is
received by the receiving unit, that the receiver is an MTC
device; query, according to the identifier of the receiver that is
received by the receiving unit, an authorized sender identifier
list corresponding to the identifier of the receiver; and reject
sending the short message if the identifier of the sender that is
received by the receiving unit is not in the authorized sender
identifier list.

[0103] In a third preferred implementation of the seventh
preferred aspect, the receiving unit is specifically configured
to receive the short message that carries an identifier of the
receiver; and

[0104] the processing unit is specifically configured to per-
form the reject processing operation if it is determined,
according to the identifier of the receiver that is received by
the receiving unit, that the receiver is an MTC device.
[0105] In a fourth preferred implementation of the seventh
preferred aspect, the receiving unit is specifically configured
to receive the short message that carries the identifier of the
receiver; and

[0106] the apparatus further comprises a determining unit,
configured to determine whether a terminal corresponding to
the identifier of the receiver that is received by the receiving
unit is an MTC device.

[0107] In a first preferred implementation of the fourth
preferred implementation of the seventh preferred aspect, the
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determining unit is specifically configured to determine,
according to a format and a preset number segment of the
identifier of the receiver that is received by the receiving unit,
whether the terminal corresponding to the identifier of the
receiver is an MTC device.

[0108] In a fifth preferred implementation of the seventh
preferred aspect, the receiving unit is specifically configured
to receive the short message that carries an identifier of the
receiver and an identifier of a sender; and

[0109] the processing unit is specifically configured to
query, according to the identifier of the receiver that is
received by the receiving unit, an authorized sender identifier
list corresponding to the identifier of the receiver; and reject
sending the short message if the identifier of the sender is not
in the authorized sender identifier list.

[0110] In a sixth preferred implementation of the seventh
preferred aspect, if the processing unit determines, according
to the identifier information, that the receiver is an MTC
device, the apparatus further comprises:

[0111] a forwarding unit, configured to forward the identi-
fier information or the short message that carries the identifier
information to a second device, so that the second device
determines, according to the identifier information or the
short message that carries the identifier information, whether
the identifier information is in the authorization list; if the
identifier information is not in the authorization list, sends a
rejection indication or a determination result to the apparatus;
and if the identifier information is in the authorization list,
sends an acknowledgement indication or a determination
result to the apparatus; and

[0112] the processing unit is configured to reject sending
the short message if the rejection indication sent by the sec-
ond device is received; or configured to continue with the
short message procedure if the acknowledgement indication
sent by the second device is received; or configured to reject
sending the short message or continue with the short message
procedure according to the determination result if the deter-
mination result sent by the second device is received.

[0113] Ina eighth preferred aspect the invention may com-
prise an apparatus for secure processing of a short message
includes:

[0114] a receiving unit, configured to receive a short mes-
sage that carries a message authentication code and a fresh;
[0115] an analyzing unit, configured to calculate a local
authentication code according to a Ktrigger preset by the
analyzing unit, the message authentication code received by
the receiving unit, and the fresh received by the receiving unit;
and

[0116] a processing unit, configured to ignore the short
message if the message authentication code received by the
receiving unit is inconsistent with the local authentication
code calculated by the analyzing unit; or configured to estab-
lish a connection between the apparatus and a network side if
the message authentication code received by the receiving
unit is consistent with the local authentication code calculated
by the analyzing unit.

[0117] In a first preferred implementation of the eighth
preferred aspect, the fresh received by the receiving unit
comprises a random number, a timestamp, or a sequence
number.

[0118] According to the methods and apparatuses for
secure processing of a short message provided in the embodi-
ments of the present invention, a terminal, a first device, or a
second device receives identifier information in a short mes-
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sage; and determines, according to the identifier information,
that a reject processing operation is to be performed on the
short message, or that a rejection indication, a query result, or
an acknowledgement indication is to be sent, or that the short
message is to be ignored. In this way, a network side node or
the terminal checks the identifier information in the short
message, or the terminal checks a message authentication
code in the short message, thereby avoiding a problem in the
prior art that an attacker initiates a fake trigger attack against
an MTC device by using a terminal, improving security of the
MTC device, and saving power or network resources of the
MTC device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0119] FIG.11is a flowchart of a method for secure process-
ing of a short message according to an embodiment of the
present invention;

[0120] FIG. 2 is a structural diagram of an apparatus for
secure processing of a short message according to an embodi-
ment of the present invention;

[0121] FIG. 3 is a flowchart of another method for secure
processing of a short message according to an embodiment of
the present invention;

[0122] FIG. 4 is a structural diagram of another apparatus
for secure processing of a short message according to an
embodiment of the present invention;

[0123] FIG. 5 is a flowchart of still another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0124] FIG. 6 is a flowchart of yet another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0125] FIG. 7 is a flowchart of yet another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0126] FIG. 8 is a flowchart of yet another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0127] FIG. 9 is a flowchart of yet another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0128] FIG.10is a structural diagram of still another appa-
ratus for secure processing of a short message according to an
embodiment of the present invention;

[0129] FIG. 11 is a flowchart of yet another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0130] FIG. 12 is a structural diagram of yet another appa-
ratus for secure processing of a short message according to an
embodiment of the present invention;

[0131] FIG. 13 is a flowchart of yet another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0132] FIG. 14 is a structural diagram of yet another appa-
ratus for secure processing of a short message according to an
embodiment of the present invention;

[0133] FIG. 15 is a flowchart of yet another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0134] FIG. 16 is a structural diagram of yet another appa-
ratus for secure processing of a short message according to an
embodiment of the present invention;
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[0135] FIG. 17 is a flowchart of yet another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0136] FIG. 18 is a structural diagram of yet another appa-
ratus for secure processing of a short message according to an
embodiment of the present invention;

[0137] FIG. 19 is a structural diagram of yet another appa-
ratus for secure processing of a short message according to an
embodiment of the present invention;

[0138] FIG. 20 is a flowchart of still another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0139] FIG. 21 is a structural diagram of yet another appa-
ratus for secure processing of a short message according to an
embodiment of the present invention;

[0140] FIG. 22 is a flowchart of still another method for
secure processing of a short message according to an embodi-
ment of the present invention;

[0141] FIG. 23 is a structural diagram of yet another appa-
ratus for secure processing of a short message according to an
embodiment of the present invention;

[0142] FIG. 24 is flowchart of a method for addressing
small data between mobile management entities according to
an embodiment of the present invention; and

[0143] FIG. 25 is flowchart of a method for addressing
small data between mobile management entities according to
an embodiment of the present invention.

DETAILED DESCRIPTION

[0144] The following gives detailed description of a
method and apparatus for secure processing of a short mes-
sage provided in embodiments of the present invention with
reference to the accompany drawings.

[0145] An embodiment of the present invention provides a
method for secure processing of a short message. As shown in
FIG. 1, the method includes the following steps:

[0146] 101: A second device receives identifier information
sent by a first device;

[0147] 102: The second device sends a rejection indication
or a query result to the first device if the second device
determines, according to the identifier information, that a
receiver is a machine type communication MTC device or
determines that the identifier information is not in an autho-
rization list;

[0148] 103: The second device sends an acknowledgement
indication or a query result to the first device if the second
device determines, according to the identifier information,
that a receiver is another device other than an MTC device or
determines that the identifier information is in the authoriza-
tion list.

[0149] According to the method for secure processing of a
short message provided in this embodiment of the present
invention, a second device receives identifier information
sent by a first device; sends a rejection indication or a query
result to the first device if the second device determines,
according to the identifier information, that a receiver is a
machine type communication MTC device or determines that
the identifier information is not in an authorization list; or
sends an acknowledgement indication or a query result to the
first device if the second device determines, according to the
identifier information, that a receiver is another device other
than an MTC device or determines that the identifier infor-
mation is in an authorization list. In this way, the identifier
information is sent to the second device for checking pur-
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poses, thereby avoiding triggering of the MTC device by a
terminal or by an unauthorized terminal, improving security
of'the MTC device, and saving power or network resources of
the MTC device.

[0150] Correspondingly, an embodiment of the present
invention further provides an apparatus for secure processing
of'ashort message. As shown in FIG. 2, the apparatus includes
a receiving unit 11 and a processing unit 12, where:

[0151] the receiving unit 11 is configured to receive iden-
tifier information sent by a first device; and

[0152] the processing unit 12 is configured to send a rejec-
tion indication or a query result to the first device if it is
determined, according to the identifier information received
by the receiving unit, that a receiver is a machine type com-
munication MTC device or it is determined that the identifier
information is not in an authorization list; or configured to
send an acknowledgment indication or a query result to the
first device if it is determined, according to the identifier
information received by the receiving unit, that a receiver is
another device other than an MTC device or it is determined
that the identifier information is in an authorization list.

[0153] According to the apparatus for secure processing of
a short message provided in this embodiment of the present
invention, a receiving unit receives identifier information sent
by a first device; and a processing unit determines, according
to the identifier information, whether a receiver is a machine
type communication MTC device or determines whether the
identifier information is in an authorization list, so as to
determine whether to send a rejection indication or send an
acknowledgement indication or a query result to the first
device, thereby avoiding triggering of the MTC device by a
terminal, avoiding triggering of the MTC device by an unau-
thorized terminal, improving security of the MTC device, and
saving power or network resources of the MTC device.
[0154] The MTC device is a terminal used for machine type
communication or a terminal supporting a machine type com-
munication application.

[0155] In actual application, an Short Message Service-
Service Center (SMS-SC) is a first device. After a short mes-
sage is received, it is determined whether the short message
comes from an MTCsms interface, a T4 interface, or an SMS
Interworking Mobile Switching Center (SMS-IWMSC);
[0156] when the short message comes from the T4 inter-
face, the SMS-SC sends the short message;

[0157] when the short message comes from the MTCsms
interface, the SMS-SC checks whether an MTC server is
authorized to trigger an MTC device corresponding to an
identifier of the receiver; if the MTC server is authorized to
trigger the MTC device corresponding to the identifier of the
receiver, the SMS-SC sends the short message; and if the
MTC server is not authorized to trigger the MTC device
corresponding to the identifier of the receiver, the SMS-SC
rejects sending the short message; and

[0158] when the short message comes from the SMS-
IWMSC, the following operations are executed, as shown in
FIG. 3, where the second device is an Machine Type Com-
munication-Inter Working Function (MTC-IWF), a mapping
list between internal identifiers and external identifiers is
stored on the MTC-IWF. Specific steps are as follows:
[0159] 201: The MTC-IWF receives an identifier of the
receiver in the short message sent by an SMS-SC, or receives
a short message that is sent by an SMS-SC and carries an
identifier of the receiver.
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[0160] The identifier of the receiver may be a destination
identifier or a destination address, and may be but is not
limited to an IMSI, an MSISDN, or an IP address. The short
message carries text information and a message header, and
the message header includes the identifier of the receiver.
[0161] 202: It is checked, according to the mapping list
between internal identifiers and external identifiers on the
MTC-IWF, whether the identifier of the receiver is among the
internal identifiers in the mapping list.

[0162] The internal identifiers are identifiers used in a
3GPP network, such as an IMSI, an MSISDN, or an IP
address; and the external identifiers are identifiers used out-
side a 3GPP network.

[0163] 203: If the identifier of the receiver is among the
internal identifiers in the mapping list, a terminal correspond-
ing to the identifier of the receiver is an MTC device, and the
MTC-IWF sends a rejection indication or a query result to the
SMS-SC.

[0164] After the SMS-SC receives the rejection indication
sent by the MTC-IWF, the SMS-SC rejects sending the short
message; or, after the SMS-SC receives the query result sent
by the MTC-IWF, the SMS-SC rejects, according to the query
result, sending the short message.

[0165] 204: If the identifier of the receiver is not among the
internal identifiers in the mapping list, a terminal correspond-
ing to the identifier of the receiver is not an MTC device, and
the MTC-IWF sends an acknowledgement indication or a
query result to the SMS-SC.

[0166] After the SMS-SC receives the acknowledgement
indication sent by the MTC-IWF, the SMS-SC continues
sending the short message; or, after the SMS-SC receives the
query result sent by the MTC-IWF, the SMS-SC continues,
according to the query result, sending the short message.
Optionally, the MTC-IWF may further send the identifier of
the receiver to an Home Subscriber Server, home subscriber
server (HSS)/Home Location Register (HLR). In this case,
the second device is the HSS/HLR, and the HSS/HLR stores
the mapping list between internal identifiers and external
identifiers. The HSS/HLR determines whether the terminal
corresponding to the identifier of the receiver is an MTC
device, and returns, according to a result of the determining,
an indication for rejecting sending the short message or an
acknowledgement indication for sending the short message,
or returns a result whether the terminal corresponding to the
identifier of the receiver is an MTC device.

[0167] Correspondingly, the apparatus provided in this
embodiment is a network side node MTC-IWF or HLR/HSS,
as shown in FIG. 4, and the receiving unit 11 is specifically
configured to receive an identifier of a receiver that is sent by
a first device.

[0168] The apparatus may further include an analyzing unit
13, configured to determine whether a terminal correspond-
ing to the identifier of the receiver that is received by the
receiving unit is an MTC device, and specifically configured
to check, according to a mapping list between internal iden-
tifiers and external identifiers on the apparatus, whether the
identifier of the receiver is among the internal identifiers in
the mapping list. If the identifier of the receiver is among the
internal identifiers in the mapping list, a terminal correspond-
ing to the identifier of the receiver is an MTC device.

[0169] When the short message comes from an SMS-
IWMSC, the following operations may further be executed,
as shown in FIG. 5, where the second device is an MTC-IWE,
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an authorized sender identifier list corresponding to an iden-
tifier of a receiver is stored on the MTC-IWF, and specific
steps are as follows:

[0170] 301: The MTC-IWF receives an identifier of a
sender and an identifier of a receiver that are sent by an
SMS-SC, or receives a short message that is sent by an SMS-
SC and carries an identifier of a sender and an identifier of a
receiver.

[0171] The identifier of the receiver may be a destination
identifier or a destination address, the identifier of the sender
may be a source identifier or a source address, and the iden-
tifier of the receiver and the identifier of the sender may be but
are not limited to an IMSI, an MS ISDN, or an IP address. The
short message carries text information and a message header,
and the message header includes the identifier of the receiver
and the identifier of the sender.

[0172] 302: The MTC-IWF queries, according to the iden-
tifier of the receiver, an authorized sender identifier list cor-
responding to the identifier of the receiver.

[0173] 303: The MTC-IWF sends a rejection indication or
a query result to the SMS-SC if the identifier of the sender is
not in the authorized sender identifier list.

[0174] After the SMS-SC receives the rejection indication
sent by the MTC-IWF, the SMS-SC rejects sending the short
message; or, after the SMS-SC receives the query result sent
by the MTC-IWF, the SMS-SC rejects, according to the query
result, sending the short message.

[0175] 304: The MTC-IWF sends an acknowledgement
indication or a query result to the SMS-SC if the identifier of
the sender is in the authorized sender identifier list.

[0176] After the SMS-SC receives the acknowledgement
indication sent by the MTC-IWF, the SMS-SC continues
sending the short message; or, after the SMS-SC receives the
query result sent by the MTC-IWF, the SMS-SC continues,
according to the query result, sending the short message.
[0177] Optionally, the MTC-IWF sends the identifier of the
receiver and the identifier of the sender to an HSS/HLR, and
the HSS/HLR stores the authorized sender identifier list cor-
responding to the identifier of the receiver. In this case, the
second device is the HSS/HLR, the HSS/HLR determines
whether the identifier of the sender is in the authorized sender
identifier list, and returns, according to a result of the deter-
mining, an indication for rejecting sending the short message
or an acknowledgement indication for sending the short mes-
sage, or returns a result of determining whether the identifier
of the sender is in the authorized sender identifier list.
[0178] Correspondingly, the apparatus provided in this
embodiment of the present invention is a network side node
MTC-IWF or HLR/HSS, and the receiving unit is specifically
configured to receive an identifier of a sender and an identifier
of a receiver that are sent by a first device;

[0179] the processing unit is specifically configured to:
query, according to the identifier of the receiver that is
received by the receiving unit, an authorized sender identifier
list corresponding to the identifier of the receiver; and if the
identifier of the sender is not in the authorized sender identi-
fier list, send a rejection indication or a query result to the first
device.

[0180] When the short message comes from an SMS-
IWMSC, the SMS-SC sends the short message to a Gateway
Mobile Switching Center (GMSC), where optionally, an indi-
cation for checking whether a terminal corresponding to the
identifier of the receiver is an MTC device is carried. The
GMSC forwards the identifier of the receiver to an HSS/HLR,
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where optionally, an indication for checking whether a termi-
nal corresponding to the identifier of the receiver is an MTC
device is carried. The GMSC is a first device, the HSS/HLR is
a second device, and the HSS/HLR determines whether a
terminal corresponding to the identifier of the receiver is an
MTC device. As shown in FIG. 6, specific steps are as fol-
lows:

[0181] 401: The GMSC receives the short message that is
sent by the SMS-SC and carries the identifier of the receiver.
[0182] Optionally, an indication for checking whether a
terminal corresponding to the identifier of the receiver is an
MTC device is further received.

[0183] The identifier of the receiver may be a destination
identifier or a destination address, and may be but is not
limited to an IMSI, an MSISDN, or an IP address. The short
message carries text information and a message header, and
the message header includes the identifier of the receiver.
[0184] 402: The GMSC sends the identifier of the receiver
in the short message to the HLR/HSS.

[0185] Optionally, the GMSC further sends an indication
for checking whether the terminal corresponding to the iden-
tifier of the receiver is an MTC device to the HLR/HSS.
[0186] 403: The HLR/HSS searches, according to the iden-
tifier of the receiver, for subscription data corresponding to
the identifier of the receiver, and determines whether the
receiver is a machine type communication MTC device
according to a result of the search.

[0187] 404: Ifthe receiver is an MTC device, the HLR/HSS
sends a rejection indication or a query result to the GMSC.
[0188] The HSS/HLR sends the rejection indication or the
query result to the GMSC, and the GMSC rejects sending the
short message, or rejects, according to the query result, send-
ing the short message. Or, the GMSC forwards the rejection
indication or the query result to the SMS-SC, and the SMS-
SC rejects sending the short message, or rejects, according to
the query result, sending the short message.

[0189] 405: If the receiver is not an MTC device, the HLR/
HSS sends an acknowledgement indication or a query result
to the GMSC.

[0190] The HSS/HLR sends the acknowledgement indica-
tion or the query result to the GMSC, and provides informa-
tion of a serving MSC/SGSN to the GMSC, and the GMSC
continues sending the short message, or continues, according
to the query result, sending the short message.

[0191] The HSS/HLR provides the serving MSC/Serving
GPRS Support Node (SGSN) to the GMSC, and the GMSC
continues sending the short message.

[0192] Correspondingly, the apparatus provided in this
embodiment is a network side node HLR/HSS, and the
receiving unit is specifically configured to receive a short
message that is sent by a first device and carries identifier
information.

[0193] The analyzing unit is specifically configured to
search, according to the identifier of the receiver, for subscrip-
tion data corresponding to the identifier of the receiver, and
determine whether the receiver is a machine type communi-
cation MTC device according to a result of the search.
[0194] Another case also exists. It is stipulated, according
to a related policy preconfigured by the network side node,
that an MTC device supports receipt of a short message sent
by an authorized terminal, a short message received by the
GMSC further includes an identifier of a sender, and the
HSS/HLR stores an authorized sender identifier list corre-
sponding to the identifier of the receiver. When a terminal
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corresponding to the identifier of the receiver is an MTC
device, as shown in FIG. 7, specific steps are as follows:

[0195] 406: If the terminal corresponding to the identifier
of the receiver is an MTC device, the HSS/HLR queries,
according to the identifier of the receiver, an authorized
sender identifier list corresponding to the identifier of the
receiver.

[0196] 407: A rejection indication or a query result is
checked if the identifier of the sender is not in the authorized
sender identifier list.

[0197] The HSS/HLR sends the rejection indication or the
query result to the GMSC, and the GMSC rejects sending the
short message, or rejects, according to the query result, send-
ing the short message. Or, the GMSC forwards the rejection
indication or the query result to the SMS-SC, and the SMS-
SC rejects sending the short message, or rejects, according to
the query result, sending the short message.

[0198] 408: A query result is sent if the identifier of the
sender is in the authorized sender identifier list.

[0199] The HSS/HLR sends the acknowledgement indica-
tion or the query result to the GMSC, and provides informa-
tion of a serving MSC/SGSN to the GMSC, and the GMSC
continues sending the short message, or continues, according
to the query result, sending the short message.

[0200] Correspondingly, the apparatus provided in this
embodiment of the present invention is a network side node
HLR/HSS, and the processing unit is specifically configured
to query, according to the identifier of the receiver that is
received by the receiving unit, an authorized sender identifier
list corresponding to the identifier of the receiver; and send a
rejection indication or a query result to the first device if the
identifier of the sender is not in the authorized sender identi-
fier list.

[0201] When the short message comes from an SMS-
IWMSC, the SMS-SC sends the short message to a GMSC,
where an indication for checking whether a terminal corre-
sponding to the identifier of the receiver is an MTC device is
carried. The GMSC forwards the identifier of the receiver and
the identifier of the sender that are in the short message to an
HSS/HLR. The GMSC is a first device, the HSS/HLR is a
second device, and the HSS/HLR determines whether the
identifier of the sender is in an authorized sender identifier list
corresponding to the identifier of the receiver. As shown in
FIG. 8, specific steps are as follows:

[0202] 501: The GMSC receives a short message that is
sent by the SMS-SC and carries the identifier of the receiver
and the identifier of the sender. Optionally, an indication for
checking whether the identifier of the sender is in an autho-
rized sender identifier list corresponding to the identifier of
the receiver is further received.

[0203] The identifier of the receiver may be a destination
identifier or a destination address, the identifier of the sender
may be a source identifier or a source address, and the iden-
tifier of the receiver and the identifier of the sender may be but
are not limited to an IMSI, an MSISDN, or an IP address. The
short message carries text information and a message header,
and the message header includes the identifier of the receiver
and the identifier of the sender.

[0204] 502: The GMSC sends the identifier of the receiver
and the identifier of the sender that are in the short message to
the HLR/HSS.

Dec. 4, 2014

[0205] Optionally, an indication for checking whether the
identifier of the sender is in the authorized sender identifier
list corresponding to the identifier of the receiver is further
carried.

[0206] 503: The HLR/HSS queries, according to the iden-
tifier of the receiver, an authorized sender identifier list cor-
responding to the identifier of the receiver.

[0207] 504: A rejection indication or a query result is sent if
the identifier of the sender is not in the authorized sender
identifier list.

[0208] The HSS/HLR sends the rejection indication or the
query result to the GMSC, and the GMSC rejects sending the
short message, or rejects, according to the query result, send-
ing the short message. Or, the GMSC forwards the rejection
indication or the query result to the SMS-SC, and the SMS-
SC rejects sending the short message, or rejects, according to
the query result, sending the short message.

[0209] 505: An acknowledgement indication or a query
result is sent if the identifier of the sender is in the authorized
sender identifier list.

[0210] The HSS/HLR sends the acknowledgement indica-
tion or the query result to the GMSC, and provides informa-
tion of a serving MSC/SGSN to the GMSC, and the GMSC
continues sending the short message, or continues, according
to the query result, sending the short message.

[0211] Correspondingly, the apparatus provided in this
embodiment of the present invention is a network side node
HSS/HLR, and the processing unit is specifically configured
to query, according to the identifier of the receiver that is
received by the receiving unit, an authorized sender identifier
list corresponding to the identifier of the receiver; and send a
rejection indication or a query result to the first device if the
identifier of the sender is not in the authorized sender identi-
fier list.

[0212] Anembodiment ofthe present invention further pro-
vides another method for secure processing of a short mes-
sage. As shown in FIG. 9, the method includes the following
steps:

[0213] 601: A terminal receives a short message that carries
identifier information;

[0214] 602: The terminal ignores the short message if the
terminal determines, according to the identifier information,
that the identifier information is not in an authorization list;
[0215] 603: The terminal establishes a connection with a
network side if the terminal determines, according to the
identifier information, that the identifier information is in an
authorization list.

[0216] According to the method for secure processing of a
short message provided in this embodiment of the present
invention, a terminal receives a short message that carries
identifier information; and ignores the short message if the
terminal determines, according to the identifier information,
that the identifier information is not in an authorization list; or
the terminal establishes a connection with a network side if
the terminal determines that the identifier information is in an
authorization list. In this way, an MTC device checks an
identifier of a sender in a short message, thereby avoiding
triggering of the MTC device by an unauthorized terminal,
improving security of the MTC device, and saving power or
network resources of the MTC device.

[0217] Correspondingly, an embodiment of the present
invention further provides an apparatus for secure processing
of a short message. As shown in FIG. 10, the apparatus
includes a receiving unit 21 and a processing unit 22, where:
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[0218] the receiving unit 21 is configured to receive a short
message that carries identifier information; and

[0219] the processing unit 22 is configured to: ignore the
short message if it is determined, according to the identifier
information received by the receiving unit, that the identifier
information is not in an authorization list; or configured to
establish a connection between the apparatus and a network
side if it is determined, according to the identifier information
received by the receiving unit, that the identifier information
is in an authorization list.

[0220] According to the apparatus for secure processing of
a short message provided in this embodiment of the present
invention, a receiving unit receives a short message that car-
ries identifier information; and a processing unit determines,
according to the identifier information, whether the identifier
information is in an authorization list, so as to decide to ignore
the short message, or establish a connection between the
apparatus and a network side, thereby avoiding triggering of
an MTC device by an unauthorized terminal, improving secu-
rity ofthe MTC device, and saves power or network resources
of the MTC device.

[0221] Inactual application, the terminal is an MTC device,
and the MTC device stores an authorization list correspond-
ing to an identifier of a receiver. As shown in FI1G. 11, specific
steps for the MTC device to process the short message are as
follows:

[0222] 701: The MTC device receives the short message
that carries an identifier of a sender.

[0223] The identifier of the sender may be a source identi-
fier or a source address, and may be but is not limited to an
IMSI, an MSISDN, or an IP address. The short message
carries text information and a message header, and the mes-
sage header includes the identifier of the sender.

[0224] 702: The MTC device determines, according to the
identifier of the sender in the short message, whether the
identifier of the sender is in the authorization list, where
identifier information in the authorization list is identifier
information corresponding to an entity that is authorized to
trigger the MTC device.

[0225] 703: The MTC device ignores the short message if
the MTC device determines that the identifier of the sender is
not in the authorization list.

[0226] 704: The MTC device establishes a connection with
a network side if the MTC device determines that the identi-
fier of the sender is in the authorization list.

[0227] When the identifier of the sender is in the authori-
zation list, the MTC device accepts the short message, and
establishes a Packet DataNetwork, packet data network
(PDN) connection/Packet Data Protocol, Packet Data Proto-
col (PDP) context with the network side.

[0228] Correspondingly, the apparatus provided in this
embodiment is an MTC device, as shown in FIG. 12, and the
receiving unit 21 is specifically configured to receive a short
message that carries an identifier of a sender; and

[0229] the apparatus further includes an analyzing unit 23,
configured to determine, according to the identifier of the
sender that is received by the receiving unit, whether the
identifier of the sender is in the authorization list.

[0230] An embodiment of the present invention provides a
method for secure processing of a short message. As shown in
FIG. 13, the method includes the following steps:

[0231] 801: A first device receives a short message that
carries identifier information;
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[0232] 802: The first device performs a reject processing
operation if the first device determines, according to the iden-
tifier information, that a receiver is a machine type commu-
nication MTC device and/or determines that the identifier
information is not in an authorization list; and

[0233] 803: The first device continues with a short message
procedure if the first device determines, according to the
identifier information, that a receiver is another device other
than an MTC device or determines that the identifier infor-
mation is in the authorization list.

[0234] According to the method for secure processing of a
short message provided in this embodiment of the present
invention, a first device receives a short message that carries
identifier information; performs a reject processing operation
if the first device determines, according to the identifier infor-
mation, that a receiver is an MTC device and/or determines
that the identifier information is not in an authorization list; or
continues with a short message procedure if the first device
determines that a receiver is another device other than an
MTC device or determines that the identifier information is in
an authorization list. In this way, when a device on a network
receives a short message, by checking identifier information
in the short message, triggering of an MTC device by a
terminal or by an unauthorized terminal is avoided, thereby
improving security of the MTC device, and saving power or
network resources of the MTC device.

[0235] Correspondingly, an embodiment of the present
invention further provides an apparatus for secure processing
of a short message. As shown in FIG. 14, the apparatus
includes a receiving unit 31 and a processing unit 32, where:
[0236] the receiving unit 31 is configured to receive a short
message that carries identifier information; and

[0237] the processing unit 32 is configured to perform a
reject processing operation if it is determined, according to
the identifier information received by the receiving unit, that
a receiver is a machine type communication MTC device
and/or it is determined that the identifier information is not in
an authorization list; or configured to continue with a short
message procedure if it is determined, according to the iden-
tifier information received by the receiving unit, that a
receiver is another device other than an MTC device or it is
determined that the identifier information is in an authoriza-
tion list.

[0238] According to the apparatus for secure processing of
a short message provided in this embodiment of the present
invention, a receiving unit receives a short message that car-
ries identifier information; and a processing unit performs a
reject processing operation if it is determined, according to
the identifier information, that a receiver is an MTC device
and/or determines that the identifier information is not in an
authorization list; or continues with a short message proce-
dure if it is determined that a receiver is another device other
than an MTC device or determines that the identifier infor-
mation is in an authorization list. In this way, when an appa-
ratus on a network receives a short message, by checking
identifier information in the short message, triggering of an
MTC device by a terminal or by an unauthorized terminal is
avoided, thereby improving security of the MTC device, and
saving power or network resources of the MTC device.
[0239] In actual application, an SMS-SC (Short Message
Service-Service Center, short message service-service cen-
ter) is a first device, and after a short message is received,
distinguishes whether the short message comes from an
MTCsms interface, a T4 interface, or an SMS-IWMSC (SMS
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Inter Working Mobile Switching Center, short message ser-
vice interworking mobile switching center);

[0240] when the short message comes from the T4 inter-
face, sends the short message.

[0241] when the short message comes from the MTCsms
interface, the SMS-SC checks whether an MTC server is
authorized to trigger an MTC device corresponding to the
identifier of the receiver; if the MTC server is authorized to
trigger the MTC device corresponding to the identifier of the
receiver, the SMS-SC sends the short message; and if the
MTC server is not authorized to trigger the MTC device
corresponding to the identifier of the receiver, the SMS-SC
rejects sending the short message; and

[0242] when the short message comes from the SMS-
IWMSC, as shown in FIG. 15, the following operations are
executed:

[0243] 901: The SMS-SC receives the short message that
carries an identifier of a sender and an identifier of a receiver.

[0244] An authorized sender identifier list corresponding to
an MTC device is preconfigured on the SMS-SC. The iden-
tifier of the receiver may be a destination identifier or a
destination address, the identifier of the sender may be a
source identifier or a source address, and the identifier of the
receiver and the identifier of the sender may be but are not
limited to an IMSI, an MSISDN, or an IP address. The short
message carries text information and a message header, and
the message header includes the identifier of the receiver and
the identifier of the sender.

[0245] 902: The SMS-SC queries, according to the identi-
fier of the receiver in the short message, the authorized sender
identifier list corresponding to the identifier of the receiver.

[0246] 903: Sending of the short message is rejected if the
identifier of the sender is not in the authorized sender identi-
fier list.

[0247] 904: Sending ofthe short message is continued if the
identifier of the sender is in the authorized sender identifier
list.

[0248] Correspondingly, as shown in FIG. 16, the apparatus
further includes a searching unit 33, configured to query,
according to the identifier of the receiver that is received by
the receiving unit, the authorized sender identifier list corre-
sponding to the identifier of the receiver.

[0249] The processing unit 32 is specifically configured to
reject sending the short message if the identifier of the sender
that is received by the receiving unit is not in the authorized
sender identifier list; or configured to continue sending the
short message if the identifier of the sender that is received by
the receiving unit is in the authorized sender identifier list.
[0250] Optionally, when the short message comes from an
SMS-IWMSC, as shown in FIG. 17, the following operations
are executed:

[0251] 1001: An SMS-SC receives the short message that
carries an identifier of a receiver.

[0252] The identifier of the receiver may be a destination
identifier or a destination address, and may be but is not
limited to an IMSI, an MSISDN, or an IP address. The short
message carries text information and a message header, and
the message header includes the identifier of the receiver.
[0253] 1002: It is determined, according to a format and a
preset number segment of the identifier of the receiver,
whether a terminal corresponding to the identifier of the
receiver is an MTC device.

Dec. 4, 2014

[0254] 1003. Sending of the short message is rejected if the
terminal corresponding to the identifier of the receiver is an
MTC device.
[0255] 1004. The short message is sent if the terminal cor-
responding to the identifier of the receiver is not an MTC
device.
[0256] Correspondingly, the apparatus provided in this
embodiment is a network side node SMS-SC, and the receiv-
ing unit is specifically configured to receive a short message
that carries an identifier of a receiver.
[0257] Asshown in FIG. 18, the apparatus further includes
a determining unit 34, specifically configured to determine,
according to a format and a preset number segment of the
identifier of the receiver that is received by the receiving unit,
whether a terminal corresponding to the identifier of the
receiver is an MTC device; and
[0258] the processing unit 32 is specifically configured

to: reject sending the short message if the terminal cor-

responding to the identifier of the receiver that is

received by the receiving unit is an MTC device.
[0259] Another case also exists. It is stipulated, according
to a related policy preconfigured by the network side node,
that an MTC device supports receipt of a short message sent
by an authorized terminal. If the terminal corresponding to
the identifier of the receiver is an MTC device, the SMS-SC
forwards the identifier of the receiver and an identifier of a
sender that are in the short message to an MTC-IWF, and the
MTC-IWF stores an authorized sender identifier list corre-
sponding to the identifier of the receiver that is in the short
message. For specific steps, reference may be made to steps
301 through 304 of the method shown in FIG. 5, and details
are not described herein again.
[0260] Likewise, optionally, the MTC-IWF sends the iden-
tifier of the receiver and the identifier of the sender to an
HSS/HLR, and the HSS/HLR stores the authorized sender
identifier list corresponding to the identifier of the receiver.
The HSS/HLR determines whether to reject sending the short
message or return a query result.
[0261] Another case also exists. It is stipulated, according
to a related policy preconfigured by the network side node,
that an MTC device supports receipt of a short message sent
by an authorized terminal, and the SMS-SC stores an autho-
rized sender identifier list corresponding to the identifier of
the receiver. If the terminal corresponding to the identifier of
the receiver is an MTC device, for specific steps, reference
may be made to the operations in steps 901 through 904 of the
method shown in FIG. 15, and details are not described herein
again.
[0262] Correspondingly, the apparatus provided in this
embodiment is a network side node SMS-SC, as shown in
FIG. 19, further including a forwarding unit 35, configured to
forward identifier information to a second device, so that the
second device determines, according to the identifier infor-
mation, whether the identifier information is in an authoriza-
tion list; if the identifier information is not in the authorization
list, sends a rejection indication or a query result to the appa-
ratus; and if the identifier information is in the authorization
list, sends an acknowledgement indication or a query result to
the apparatus.
[0263] The processing unit 32 is configured to reject send-
ing the short message if the rejection indication sent by the
second device is received; or configured to continue with the
short message procedure if the acknowledgement indication
sent by the second device is received; or configured to reject
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sending the short message or continue with the short message
procedure according to the query result if the query result sent
by the second device is received.

[0264] Optionally, when the short message comes from an
SMS-IWMSC, as shown in FIG. 20, the following operations
are executed:

[0265] 1101: An SMS-SC receives type information of a
short message.
[0266] 1102: Ifa type of the short message is a trigger short

message, the SMS-SC determines that a receiver is an MTC
device, and rejects sending the short message.

[0267] 1103: If a type of the short message is not a trigger
short message, the SMS-SC determines that the receiver is not
an MTC device, and sends the short message.

[0268] Correspondingly, the apparatus provided in this
embodiment is a network side node SMS-SC, as shown in
FIG. 21, and the receiving unit 31 is specifically configured to
receive type information of a short message; and

[0269] the apparatus further includes an analyzing and pro-
cessing unit 36, configured to reject sending the short mes-
sage if it is determined, according to the type information of
the short message that is received by the receiving unit, that
the receiver is an MTC device.

[0270] Specifically, the analyzing and processing unit 36 is
configured to: if a type of the short message received by the
receiving unit is a trigger short message, determine that the
receiver is an MTC device.

[0271] Another case also exists. It is stipulated, according
to a related policy preconfigured by the network side node,
that an MTC device supports receipt of a short message sent
by an authorized terminal, and the SMS-SC stores an autho-
rized sender identifier list corresponding to the identifier of
the receiver. If a terminal corresponding to the identifier of the
receiver is an MTC device, for specific steps, reference may
be made to the operations in steps 901 through 904 of the
method shown in FIG. 15, and details are not described herein
again.

[0272] Still another case also exists. [t is stipulated, accord-
ing to a related policy preconfigured by the network side
node, that an MTC device supports receipt of a short message
sent by an authorized terminal, and an HSS/HLR stores an
authorized sender identifier list corresponding to the identi-
fier of the receiver. If a terminal corresponding to the identi-
fier of the receiver is an MTC device, for specific steps,
reference may be made to the operations in steps 501 through
505 of the method shown in FIG. 8, and details are not
described herein again.

[0273] Yet another case also exists. It is stipulated, accord-
ing to a related policy preconfigured by the network side
node, that an MTC device supports receipt of a short message
sent by an authorized terminal, and an MTC-IWF stores an
authorized sender identifier list corresponding to the identi-
fier of the receiver. If a terminal corresponding to the identi-
fier of the receiver is an MTC device, for specific steps,
reference may be made to the operations in steps 301 through
304 of the method shown in FIG. 5, and details are not
described herein again.

[0274] Likewise, optionally, the MTC-IWF sends the iden-
tifier of the receiver and the identifier of the sender to an
HSS/HLR, and the HSS/HLR stores the authorized sender
identifier list corresponding to the identifier of the receiver. It
is determined by the HSS/HLR whether to reject sending the
short message or send a query result.
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[0275] Anembodiment ofthe present invention further pro-
vides a method for secure processing of a short message, as
shown in FIG. 22, where a terminal is an MTC device. Spe-
cific steps are as follows:

[0276] 1201: A terminal receives a short message that car-
ries identifier information, a message authentication code,
and a fresh.

[0277] The short message includes an identifier (Identifier)
of'areceiver, a message authentication code MAC, and a fresh
(Fresh).

[0278] 1202: The terminal calculates a local authentication
code according to a Ktrigger preconfigured by the terminal,
the identifier information, and the fresh.

[0279] The local authentication code MAC' is calculated
according to the preconfigured Ktrigger, the identifier of the
receiver in the received short message, and the fresh.

[0280] The local authentication code is calculated by using
a hash function, and is obtained by calculation according to a
formula MAC'=Hash (Ktrigger, Identifier, Fresh).

[0281] 1203: The short message is ignored if the message
authentication code is inconsistent with the local authentica-
tion code.

[0282] 1204: A connection with a network side is estab-
lished according to the short message if the message authen-
tication code is consistent with the local authentication code.
[0283] When the message authentication code is consistent
with the local authentication code, the MTC device receives
the short message and establishes a PDN connection/PDP
context.

[0284] According to the method for secure processing of a
short message provided in this embodiment of the present
invention, an MTC device receives identifier information, a
message authentication code, and a fresh in a short message,
and calculates a local authentication code by using a Ktrigger
preconfigured by the MTC device, the identifier information,
and the fresh; compares the local authentication code with the
message authentication code; if the local authentication code
is inconsistent with the message authentication code, ignores
the short message; and if the local authentication code is
consistent with the message authentication code, accepts the
short message. In this way, the MTC device checks a message
authentication code in a short message, thereby avoiding
triggering of the MTC device by an unauthorized terminal,
improving security of the MTC device, and saves power or
network resources of the MTC device.

[0285] The fresh may be implemented in the following
three manners:
[0286] A first manner is using a random number. A terminal

stores some recently received random numbers, the quantity
of' which is to be determined and may be determined accord-
ing to frequency of sending a short message. For example, a
secure trigger short message is sent once a day, and the
terminal stores 32 random numbers, which means that an
attacker needs to resend a short message that is 32 days ago to
achieve successful triggering. In this way, security of an MTC
device is ensured.

[0287] A second manner is using a timestamp, in which
time synchronization between a terminal and a network side
needs to be ensured.

[0288] A third manner is using a sequence number or using
arequested number in a short message. A length of a sequence
number is to be determined and needs to be determined
according to frequency of sending a short message. In a case
in which the sequence number is out of synchronization, two
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processing methods may be employed: One is that a receiving
end rejects executing the short message until the sequence
number is synchronous; and the other is that a receiving end
returns a current sequence number of the receiving end to the
terminal, and the terminal uses the sequence number of the
receiving number as a sequence number of the terminal.
[0289] Correspondingly, an apparatus provided in this
embodiment of the present invention is an MTC device. As
shown in FIG. 23, the apparatus includes a receiving unit 41,
an analyzing unit 42, and a processing unit 43, where:
[0290] the receiving unit 41 is configured to receive a short
message that carries identifier information, a message
authentication code, and a fresh;

[0291] the analyzing unit 42 is configured to calculate a
local authentication code according to a Ktrigger preconfig-
ured on the analyzing unit, the identifier information received
by the receiving unit, and the fresh received by the receiving
unit; and

[0292] the processing unit 43 is configured to ignore the
short message if the message authentication code received by
the receiving unit is inconsistent with the local authentication
code calculated by the analyzing unit; or configured to estab-
lish a connection between the apparatus and a network side if
the message authentication code received by the receiving
unit is consistent with the local authentication code calculated
by the analyzing unit.

[0293] According to the apparatus for secure processing of
a short message provided in this embodiment of the present
invention, a receiving unit receives a short message that car-
ries identifier information, a message authentication code,
and a fresh; an analyzing unit calculates a local authentication
code according to a Ktrigger preconfigured on the analyzing
unit, the identifier information, and the fresh; and a process-
ing unit ignores the short message if the message authentica-
tion code is inconsistent with the local authentication code, or
establishes a connection between the apparatus and a network
side if the message authentication code is consistent with the
local authentication code, thereby avoiding triggering of an
MTC device by an unauthorized terminal, improving security
of'the MTC device, and saving power or network resources of
the MTC device.

[0294] The identifier mentioned in the foregoing embodi-
ment may be an MSISDN or an IMSI.

[0295] One solution for machine type communication
would be to use a Tracking Area Update (TAU) request or an
attach request to carry encrypted small data. If a TAU proce-
dure occurs between different M Mobile Management Enti-
tys (MMES), that is, an MTC device initiates the TAU pro-
cedure to a target MME, the target MME may be unable to
decrypt the small data, because the target MME does not have
a security context of the terminal or the target MME does not
support a current algorithm.

[0296] To solve the foregoing problem, the following meth-
ods may be adopted:

[0297] Method 1: A shown in FIG. 24, the target MME
encapsulates the entire TAU request in a context request mes-
sage and forwards the entire TAU request to a source MME;
the source MME decrypts the small data, encapsulates
decrypted small data in a context response, and sends a con-
text response to the target MME; and then the target MME
sends the small data to an MTC server; or

[0298] Method 2: As shown in FIG. 25, the target MME
encapsulates the entire TAU request in a context request mes-
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sage and forwards a message to a source MME; and the
source MME decrypts the small data and directly sends small
data to an MTC server.

[0299] The foregoing descriptions are merely specific
implementation manners of the present invention, but are not
intended to limit the protection scope of the present invention.
Any variation or replacement readily figured out by a person
skilled in the art within the technical scope disclosed in the
present invention shall fall within the protection scope of the
present invention. Therefore, the protection scope of the
present invention shall be subject to the protection scope of
the claims.

What is claimed is:

1. A method for secure processing of a short message, the
method comprising:

receiving, by a first device, a short message that carries

identifier information from an MTCsms interface or an
SMS-IWMSC interface; and
rejecting, by the first device, the short message if the first
device determines, according to the identifier informa-
tion, that the identifier information is not in an authori-
zation list, when the short message is received from the
SMS-IWMSC interface, or
rejecting, by the first device, the short message if amachine
type communication, MTC, server is not authorized to
trigger an MTC device corresponding to an identifier of
a receiver, when the short message is received from the
MTCsms interface.
2. The method according to claim 1, wherein:
receiving, by a first device, a short message that carries
identifier information from an MTCsms interface or an
SMS-IWMSC interface comprises:
receiving, by the first device, the short message that
carries an identifier of the receiver and an identifier of
a sender from the SMS-IWMSC interface; and
rejecting the short message if the first device determines,
according to the identifier information, that the identifier
information is not in an authorization list comprises:
querying, by the first device, an authorized sender iden-
tifier list corresponding to the identifier of the receiver
according to the identifier of the receiver, and
rejecting the short message if the identifier of the sender
is not in the authorized sender identifier list.

3. The method according to claim 1, wherein if the first
device determines, according to the identifier information,
that the receiver is an MTC device, the method further com-
prises:

forwarding, by the first device, the identifier information or

the short message that carries the identifier information
to a second device, so that the second device determines,
according to the identifier information or the short mes-
sage that carries the identifier information, whether the
identifier information is in the authorization list; if the
identifier information is not in the authorization list,
sends a rejection indication to the first device; and
rejecting the short message if the first device receives the
rejection indication sent by the second device.

4. The method according to claim 1, wherein the first
device is a Short Message Service-Service Centre, SMC-SC.

5. An apparatus for secure processing of a short message,
the apparatus comprising:

a receiving unit, configured to receive a short message that

carries identifier information from an MTCsms interface
or an SMS-IWMSC interface; and
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a processing unit, configured to:

reject the short message if it is determined, according to
the identifier information received by the receiving
unit, that the identifier information is not in an autho-
rization list, when the short message is received from
the SMS-IWMSC interface, or

reject the short message if a machine type communica-
tion, MTC, server is not authorized to trigger an MTC
device corresponding to an identifier of a receiver,
when the short message is received from the MTCsms
interface.
6. The apparatus according to claim 5, wherein:
the receiving unit is configured to receive the short message
that carries an identifier of a sender and an identifier of
the receiver from the SMS-IWMSC interface; and
the processing unit is configured to:
query, according to the identifier of the receiver that is
received by the receiving unit, an authorized sender
identifier list corresponding to the identifier of the
receiver, and

reject the short message if the identifier of the sender that
is received by the receiving unit is not in the autho-
rized sender identifier list.

7. The apparatus according to claim 5, wherein if the pro-
cessing unit determines, according to the identifier informa-
tion, that the receiver is an MTC device, the apparatus further
comprises:

a forwarding unit, configured to forward the identifier
information or the short message that carries the identi-
fier information to a second device, so that the second
device determines, according to the identifier informa-
tion or the short message that carries the identifier infor-
mation, whether the identifier information is in the
authorization list; if the identifier information is not in
the authorization list, sends a rejection indication to the
apparatus; and

the processing unit is configured to reject the short message
if the rejection indication sent by the second device is
received.

8. An apparatus for secure processing of a short message,

the apparatus comprising:
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a receiving unit, configured to receive a short message that
carries identifier information from an MTCsms interface
or an SMS-IWMSC interface; and
a processing unit, configured to:
send the short message if it is determined, according to
the identifier information received by the receiving
unit, that the identifier information is in an authoriza-
tion list, when the short message is received from the
SMS-IWMSC interface, or

send the short message procedure if a machine type
communication, MTC, server is not authorized to
trigger an MTC device corresponding to an identifier
of'areceiver, when the short message is received from
the MTCsms interface.
9. The apparatus according to claim 8, wherein:
the receiving unit is configured to receive the short message
that carries an identifier of a sender and an identifier of
the receiver from the SMS-IWMSC interface; and
the processing unit is configured to:
query, by the first device, an authorized sender identifier
list corresponding to the identifier of the receiver
according to the identifier of the receiver, and

send the short message if the identifier of the sender is in
the authorized sender identifier list.

10. The apparatus according to claim 8, wherein if the
processing unit determines, according to the identifier infor-
mation, that the receiver is an MTC device, the apparatus
further comprises:

a forwarding unit, configured to forward the identifier
information or the short message that carries the identi-
fier information to a second device, so that the second
device determines, according to the identifier informa-
tion or the short message that carries the identifier infor-
mation, whether the identifier information is in the
authorization list; if the identifier information is in the
authorization list, sends an acknowledgement indication
to the first device;

the processing unit is configured to continue with the short
message procedure if the first device receives the
acknowledgement indication sent by the second device.
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