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(57) ABSTRACT

A living body detection device (1) includes: an image
acquisition unit (171), a determination unit (173) and a
detection unit (174). The image acquisition unit (171)
acquires a first image in which a subject irradiated by light
in a first wavelength range is imaged, and a second image in
which the subject irradiated by light in a second wavelength
range is imaged, the second wavelength range being differ-
ent from the first wavelength range. The determination unit
(173) determines whether a relation expressed by luminance
of the subject imaged in the first image and luminance of the
subject imaged in the second image is a relation exhibited by
a living body. The detection unit (174) detects that the
subject is a living body in a case where the determination
unit (173) has determined that it is the relation exhibited by
the living body.
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FIG. 6
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LIVING BODY DETECTION DEVICE,
LIVING BODY DETECTION METHOD, AND
RECORDING MEDIUM

TECHNICAL FIELD

[0001] The present invention relates to a living body
detection device, a living body detection method, and a
recording medium.

BACKGROUND ART

[0002] Face authentication techniques are known that ana-
lyze facial images captured by a camera and authenticate the
individual (hereinbelow simply referred to as face authen-
tication). In this kind of face authentication, there is the
problem of unauthorized authentication in which someone
else impersonates the individual by using a photograph of
the individual. Moreover, various techniques are known for
preventing unauthorized authentication by this kind of
impersonation.

[0003] For example, Patent Document 1 discloses a tech-
nique for preventing unauthorized authentication by imper-
sonation using a photograph or the like by performing a
three-dimensional detection using multiple facial images of
different orientations.

PRIOR ART DOCUMENTS

Patent Documents

[0004] [Patent Document 1] Japanese Unexamined Patent
Application, First Publication No. 2012-069133

SUMMARY OF THE INVENTION

Problem to be Solved by the Invention

[0005] However, when someone disguises himself as
another person by wearing a sophisticated disguising mask,
since the person’s face is three-dimensional, it is not pos-
sible to prevent unauthorized authentication by the above
three-dimensional detection technique.

[0006] Moreover, with recent sophisticated disguising
masks, even with the human eye it is sometimes difficult to
distinguish between a real face and a disguising mask being
worn. For example, during the immigration inspection of an
airport, there are cases of a person who wears a disguising
mask using a forged passport with a photograph of the
disguising mask to clear the visual matching by an immi-
gration officer.

[0007] In addition to the above case of a disguising mask,
disguise is similarly possible by using something for dis-
guise that is difficult to visually distinguish from skin (for
example, a sheet-like object resembling skin in appearance).
In view of such circumstances, a technique for detecting
with high accuracy whether the surface of a person’s face is
a living body such as skin is sought.

[0008] The present invention was achieved in view of the
above situation and has as an objective to provide a living
body detection device, a living body detection method, and
a recording medium that detect with high accuracy whether
or not something is a living body.
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Means for Solving the Problem

[0009] In order to achieve the above objective, a living
body detection device according to a first exemplary aspect
of the present invention includes:

[0010] an image acquisition unit that acquires a first image
in which a subject irradiated by light in a first wavelength
range is imaged, and a second image in which the subject
irradiated by light in a second wavelength range is imaged,
the second wavelength range being different from the first
wavelength range;

[0011] a determination unit that determines whether a
relation expressed by luminance of the subject imaged in the
first image and luminance of the subject imaged in the
second image is a relation exhibited by a living body; and
[0012] a detection unit that detects that the subject is a
living body in a case where the determination unit has
determined that it is the relation exhibited by the living body.
[0013] In order to achieve the above objective, a living
body detection method according to a second exemplary
aspect of the present invention includes:

[0014] animage acquisition step of acquiring a first image
in which a subject irradiated by light in a first wavelength
range is imaged, and a second image in which the subject
irradiated by light in a second wavelength range is imaged,
the second wavelength range being different from the first
wavelength range;

[0015] a determination step of determining whether a
relation expressed by luminance of the subject imaged in the
first image and luminance of the subject imaged in the
second image is a relation exhibited by a living body; and
[0016] a detection step of detecting that the subject is a
living body in a case where the determination unit has
determined that it is the relation exhibited by the living body.
[0017] Inorder to achieve the above objective, a recording
medium according to a third exemplary aspect of the present
invention stores a program that causes a computer to func-
tion as:

[0018] an image acquisition unit that acquires a first image
in which a subject irradiated by light in a first wavelength
range is imaged, and a second image in which the subject
irradiated by light in a second wavelength range is imaged,
the second wavelength range being different from the first
wavelength range;

[0019] a determination unit that determines whether a
relation expressed by luminance of the subject imaged in the
first image and luminance of the subject imaged in the
second image is a relation exhibited by a living body; and
[0020] a detection unit that detects that the subject is a
living body in a case where the determination unit has
determined that it is the relation exhibited by the living body.

Effect of the Invention

[0021] According to the present invention, it is possible to
detect with high accuracy whether or not something is a
living body such as skin.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] FIG. 1 is a graph that shows the spectra of lumi-
nances of reflected light when light is emitted at human skin
and silicone resin.

[0023] FIG. 2 is a block diagram that shows the constitu-
tion of the living body detection device in respective exem-
plary embodiments.
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[0024] FIG. 3Ais a diagram that shows the structure of the
illumination unit in the respective exemplary embodiments.
[0025] FIG. 3B is a diagram that shows the structure of the
imaging unit in the respective exemplary embodiments.

[0026] FIG. 4A is a diagram that shows an example of an
infrared image.
[0027] FIG. 4B is a diagram that shows each region of the

infrared image shown in FIG. 4A.
[0028] FIG. 5 is a flowchart that shows an example of the
flow of the living body detection process.

[0029] FIG. 6 is a flowchart that shows an example of the
image acquisition process of the living body detection
process.

[0030] FIG. 7 is a flowchart that shows an example of the

flow of the living body determination process of Exemplary
embodiment 1.
[0031] FIG. 8 is a flowchart that shows an example of the
flow of the living body determination process of Exemplary
embodiment 2.
[0032] FIG. 9 is a flowchart that shows an example of the
flow of the living body determination process of Exemplary
embodiment 3.
[0033] FIG. 10 is a flowchart that shows an example of the
flow of the living body detection process of Exemplary
embodiment 4.

[0034] FIG. 11Ais a diagram that shows an example of an
infrared image.
[0035] FIG. 11B is a diagram that shows each region in the

infrared image shown in FIG. 11A.

[0036] FIG. 12 is a flowchart that shows an example of the
flow of the living body determination process of Exemplary
embodiment 4.

EXEMPLARY EMBODIMENTS FOR
CARRYING OUT THE INVENTION

[0037] Hereinbelow, exemplary embodiments of the pres-
ent disclosure will be described in detail with reference to
the drawings.

Exemplary Embodiment 1

[0038] A living body detection device 1 according to
Exemplary embodiment 1 of the present disclosure is
installed, for example, near an entry gate in an airport
immigration inspection area. The living body detection
device 1 has the function of determining whether the surface
of'the face of a person who intends to pass through the entry
gate is skin (a living body) or whether the surface of the face
is covered by wearing a disguising mask or the like, and
giving notice if the surface of the face is not skin.

[0039] Here, a disguising mask to be distinguished in
particular from skin is for example a sophisticated mask like
those used in special effects makeup for a young actor to
play a role of an old man in movies and is a mask that is
manufactured using a false living body (for example, sili-
cone resin) that is difficult to discriminate from a living body
(for example, human skin) by the human eye. Therefore, it
is difficult for a human to judge by sight whether the surface
of'the face is skin or whether such a disguising mask is being
worn.

[0040] First, the principle of living body detection by the
living body detection device 1 will be described. FIG. 1 is
a graph that shows the spectra of luminances of reflected
light when light is emitted at objects. In this figure, the solid

Oct. 28, 2021

line presents the spectrum of reflected light of light emitted
at human skin. The dotted line presents the spectrum of
reflected light of light emitted at silicone resin. Luminance
indicates the intensity of the reflected light that is measured
(that is, indicates the degree of brightness).

[0041] In this figure, the luminance of reflected light when
light in a wavelength range around 1280 nm is emitted at
skin is greater by a predetermined ratio than the luminance
of reflected light when light in a wavelength range around
1180 nm and around 1500 nm is emitted at skin. Also, the
luminance of reflected light when light in a wavelength
range around 1180 nm is emitted at skin is greater by a
predetermined ratio than the luminance of reflected light
when light in a wavelength range around 1500 nm is emitted
at skin. The living body detection device 1, using such
luminance spectra peculiar to skin, detects whether the
surface of a face is skin by comparing the luminances of the
spectra of reflected light in the wavelength ranges around
1180 nm, around 1280 nm and around 1500 nm.

[0042] Moreover, the present invention utilizes the differ-
ences in the spectra of luminances of reflected light between
skin and silicone resin to detect whether or not the surface
of a face is skin so as to be able to more accurately detect
that the surface of a face is skin as opposed to silicone resin,
which is difficult to distinguish from skin by the human eye.
The luminance of reflected light when light in a wavelength
range of around 1180 nm is emitted at silicone resin is less
than the luminance of reflected light when light in a wave-
length range of around 1500 nm is emitted at silicone resin.
This is because the reflected light weakens due to the
silicone resin absorbing well light in the wavelength range
of around 1180 nm. For this reason, the relation of the
luminances of light reflected by silicone resin around 1180
nm and around 1500 nm differs from the relation exhibited
by skin. Accordingly, the living body detection device 1,
utilizing the differences in the relation of the luminances of
light reflected by skin and silicone resin around 1180 nm and
around 1500 nm, detects whether the surface of a face is skin
or whether the surface is covered with a silicone resin-made
mask.

[0043] Subsequently, the configuration of the living body
detection device 1 will be described. The living body
detection device 1, as shown in FIG. 2, includes an illumi-
nation unit 11, an imaging unit 12, a speaker 13, a display
14, an operating unit 15, an external storage device 16, and
a control unit 17.

[0044] The illumination unit 11, as shown in FIG. 3A,
includes light sources 111 of various wavelength ranges
(111A to 111C) and relays 112 for each light source 111
(112A to 112C), is turned on/off based on instructions from
the control unit 17, and emits light at a person who is a
subject. The light sources 111 are constituted by infrared
LEDs (light emitting diodes) of various wavelength ranges.
The light source 111 A emits infrared light around 1180 nm,
the light source 111B emits infrared light around 1280 nm,
and the light source 111C emits infrared light around 1500
nm. The spectra of light emitted by the light sources 111
(111A to 111C) respectively have peaks of 1180 nm, 1280
nm, and 1500 nm, and have an approximately normal
distribution with a half-value width of around 90 nm. The
light sources 111, instead of infrared LEDs, a halogen light
source and a filter that allows infrared light of each wave-
length range to pass may be used to emit infrared light of
each wavelength range. The relays 112 control the on/off of
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the power supply to the light sources 111 based on instruc-
tions from the control unit 17.

[0045] The imaging unit 12 is a camera that captures
images in the wavelength rage of the infrared light region
(1000 nm to 1700 nm), and captures images of a subject such
as a person irradiated by the illumination unit 11. The
imaging unit 12 captures infrared image A at the timing at
which the illumination unit 11 emits infrared light around
1180 nm at the subject, captures infrared image B at the
timing at which the illumination unit 11 emits infrared light
around 1280 nm at the subject, and captures infrared image
C at the timing at which the illumination unit 11 emits
infrared light around 1500 nm at the subject.

[0046] Here, the structure of the imaging unit 12 will be
described. The imaging unit 12, as shown in FIG. 3B,
includes a lens 121, a shutter 122, and a CMOS (comple-
mentary metal-oxide semiconductor device) image sensor
123.

[0047] The lens 121 collects the incident light. The shutter
122 transmits light made incident by the lens 121 only
during the exposure time, and shuts out the light during other
times. The CMOS image sensor 123 converts the light made
incident from the lens 121 to an electrical signal to create
images in the corresponding wavelength ranges. Specifi-
cally, the CMOS image sensor 123 creates the infrared
images A to C. Here, an image sensor such as a CCD
(charge-coupled device) image sensor may be used in place
of the CMOS image sensor 123.

[0048] Returning to FIG. 2, the speaker 13 outputs sound
on the basis of control of the control unit 17. The display 14
displays various kinds of information on the basis of control
of the control unit 17. For example, when it is detected that
the surface of a person’s face is not skin, the control unit 17
controls the speaker 13 to output a warning sound for giving
notice accordingly and the display 14 to display a warning
message.

[0049] The operating unit 15 includes various buttons, and
when the user conducts an operation, outputs to the control
unit 17 a signal corresponding to the operation.

[0050] The external storage device 16 is, for example, a
hard disk drive or the like, and serves as a temporary storage
location for images captured by the imaging unit 12 and
stores various data necessary for the living body detection
process described later.

[0051] The control unit 17 is configured by a CPU (central
processing unit), a ROM (read only memory), a RAM
(random access memory), and the like, and controls the
entire living body detection device 1. The control process of
the control unit 17 is performed by, specifically, the CPU
executing control programs stored in the ROM while using
the RAM as the work area to temporarily store various data.
The control unit 17 functionally includes an imaging control
unit 170, an image acquisition unit 171, a face detection unit
172, a determination unit 173, a detection unit 174 and a
notification unit 175.

[0052] The imaging control unit 170 controls turning-on/
turning-off of the illumination unit 11 and imaging operation
of the imaging unit 12 so as to acquire images of a subject
in each of the wavelength ranges (infrared images A to C).
[0053] The face detection unit 172 analyzes the image
captured by the imaging unit 12 to detect the face region of
the person. Then, the face detection unit 172 detects in the
face region a forehead region, a right cheek region, and a left
cheek region, which are situated near face characteristic
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quantities (eyes, nose, mouth, and the like) and where the
skin is exposed in a relatively large area.

[0054] The imaging unit 12 captures the infrared images A
to C of a person at different timings from the same point. For
this reason, when the imaging unit 12 has photographed a
still subject (for example, a person’s face), there is no
displacement in the pixel positions of each infrared image A
to C. However, when the imaging unit 12 has photographed
a moving subject (for example, a person’s face), displace-
ment of the pixel positions occurs between each region
detected by the face detection unit 172 from the infrared
image A and each region of the other images (infrared image
B and C) photographed at different timings. In this case, it
is necessary to correct the image displacement of the infra-
red images B and C. The method of correcting the image
displacement of the infrared images B and C is not particu-
larly limited provided it is a method capable of suitably
correcting image displacement due to time lag. For example,
the direction and length of displacement of the face char-
acteristic regions of the face region captured in infrared
images B and C and the face characteristic regions of the
face region captured in infrared image A are respectively
measured, and the face region captured in infrared image B
and C is corrected by shifting the displaced length in the
direction opposite to the direction of displacement.

[0055] Note that a publicly known detection technique
may be adopted for detection of each region by the face
detection unit 172.

[0056] Forexample, the face detection unit 172 applies the
Sobel filter to the infrared image A to detect outlines and
extracts a face outline by face outline pattern matching.
Then, the face detection unit 172 detects eyebrow outlines
from above and an outline under the mouth from below
within the extracted face outline and detects as a face region
a region surrounded by the right and left ends of the face and
the positions above the eyebrows and under the mouth.
Then, the face detection unit 172 detects the black points
corresponding to the eyeballs in the detected face region as
the eye positions and specifies a forehead region, a right
cheek region, and a left cheek region from the face region
and eye positions based on general face statistical data.
Here, the face detection unit 172 may detect face charac-
teristic quantities such as the eyes, nose, and mouth by a
publicly known technique, and when those characteristic
quantities are detected, specify their neighboring regions as
a forehead region, a right cheek region, and a left cheek
region.

[0057] Here, the above-described processing by the face
detection unit 172 will be described using a specific
example. For example, it is assumed that the infrared image
A as shown in FIG. 4A is given as the processing target of
the face detection unit 172. In such a case, the face detection
unit 172 detects a face region R1 as shown in FIG. 4B.
Moreover, the face detection unit 172 detects a forehead
region R2, a right cheek region R3, and a left cheek region
R4 from the face region R1.

[0058] Returning to FIG. 2, the determination unit 173
judges whether the luminances of the regions (the forehead
region, right cheek region, and left cheek region) specified
by the face detection unit 172 between the infrared images
A to C satisfy the relations exhibited by skin for each
wavelength region represented by the shading in FIG. 1.
[0059] The detection unit 174 detects whether or not the
surface of the person’s face is skin from the determination
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result of the determination unit 173. The notification unit
175, when the detection unit 174 has determined that the
surface of the face is not skin, controls the speaker 13 and
the display 14 to give notice accordingly.

[0060] Subsequently, the living body detection process
executed by the living body detection device 1 will be
described. An officer at an immigration inspection station
guides a person entering the country into the angle of view
of the imaging unit 12 of the living body detection device 1
installed near an entry gate. In doing so, the officer conducts
an operation to start the processing via the operating unit 15
of the living body detection device 1. In response to the
operation, the control unit 17 of the living body detection
device 1 executes the living body detection process shown
in the flowchart of FIG. 5.

[0061] The living body detection device 1 may include a
motion sensor, and when the motion sensor detects a person
entering the country, may execute the living body detection
process. Alternatively, with the imaging unit 12 set in live
view mode, the control unit 17, upon judging that a person
is in view, may automatically execute the living body
detection process.

[0062] Moreover, there is the risk that a person wearing a
disguising mask will exercise caution upon seeing the lens
of the imaging unit 12 or the like. Therefore, for example, a
magic mirror may be placed in front of the imaging unit 12
so that the living body detection process starts with an image
captured unnoticeably.

[0063] In the living body detection process of FIG. 5, first,
the imaging control unit 170 turns on the light sources 111
(111A to 111C) of the illumination unit 11 and controls the
imaging unit 12. The image acquisition unit 171 acquires
images of the person in the wavelength ranges (infrared
images A to C) (Step S11).

[0064] Here, the image acquisition process will be
described in detail referring to the flowchart of FIG. 6.

[0065] First, the imaging control unit 170 selects one of
the light sources 111A to 111C unselected in the ongoing
image acquisition process (Step S ill). Hereinbelow, the light
source 111 selected in Step S11 is also referred to as selected
light source 111.

[0066] Subsequently, the imaging control unit 170 gives
an instruction so as to supply power to the relay 112
corresponding to the selected light source 111 to turn on the
selected light source 111 (Step S112). Thereby, the light of
the wavelength range of the selected light source 111 is
emitted at the subject.

[0067] Subsequently, the image acquisition unit 171 cap-
tures an infrared image of the subject irradiated by the light
from the selected light source 111 (Step S113). In greater
detail, the shutter 122 is opened for the exposure time, and
the light made incident from the lens 121 is allowed to pass
to the CMOS image sensor 123. The CMOS image sensor
123 converts the incident light to an electrical signal to
create an image in the corresponding wavelength range. By
this image capture process, an infrared image of the subject
irradiated by the light from the selected light source 111 is
obtained. When the capture of the infrared image has ended,
the imaging control unit 170 gives an instruction to stop the
supply of power to the relay 112 corresponding to the
selected light source 111 and turns off the selected light
source 111 (Step S114).
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[0068] Subsequently, the imaging control unit 170 judges
whether or not all of the light sources 111A to 111C have
been selected in the image acquisition process (Step S115).
[0069] When all of the light sources 111A to 111C have not
been selected (Step S115; No), the process returns to Step
S111, and the imaging control unit 170 selects a light source
111 A to 111C that is yet to be selected and repeats the series
of processes for capturing an image of the subject irradiated
by the light from the selected light source 111.

[0070] On the other hand, when all of the light sources
111A to 111C have been selected (Step S115; Yes), the
imaging control unit 170 ends Step S11.

[0071] As a result of the imaging control unit 170 per-
forming Step S11, the infrared image A of the subject
irradiated by light in the wavelength range around 1180 nm,
the infrared image B of the subject irradiated by light in the
wavelength range around 1280 nm, and the infrared image
C of the subject irradiated by light in the wavelength range
around 1500 nm are obtained.

[0072] Returning to FIG. 5, subsequently the face detec-
tion unit 172 detects a face region from the acquired infrared
images A to C and detects a forehead region, a right cheek
region, and a left cheek region from the face region (Step
S12). Also, since the infrared images A to C were captured
at different timings, the subject (person) may appear to have
shifted between the infrared images A and C. When the
subject appears to have shifted between infrared images A
and B, the displacement of the subject is corrected by a
method that can suitably correct image displacement due to
time lag.

[0073] Subsequently, the determination unit 173 compares
the luminances of the regions (forehead region, right cheek
region, and left cheek region) in the infrared images Ato C
acquired in Step S11 so as to execute the living body
determination process that determines whether or not the
surface of the person’s face is skin (Step S13).

[0074] Here, details of the living body determination
process will be described with reference to the flowchart of
FIG. 7.

[0075] First, the determination unit 173 selects one of the
regions unselected in the ongoing living body determination
process from among the detected forehead region, right
cheek region, and left cheek region (Step S131). The region
selected in Step S131 is also referred to as the selected
region hereafter.

[0076] Subsequently, the determination unit 173 selects
one pixel from the selected region (for example, the pixel at
the center of the selected region) and measures the lumi-
nance of that pixel in each of the infrared images A to C
(Step S132).

[0077] Subsequently, the determination unit 173 judges
whether the measured luminances satisfy the relation exhib-
ited by skin between the infrared images A to C (Step S133).
Specifically, the determination unit 173 judges whether the
luminance measured from the infrared image C is lower than
the luminances measured from the infrared image A and
infrared image B by a predetermined ratio. As a result, it is
possible to distinguish between human skin and silicone
resin, whose luminance around 1180 nm is lower than the
luminance around 1500 nm as shown in FIG. 1.

[0078] Here, more specifically, the determination unit 173
has only to judge whether the following relational expres-
sions (1) to (3) are all satisfied in Step S133. In the relational
expressions (1) to (3). IA is the luminance measured in the
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infrared image A, IB is the luminance measured in the
infrared image B. and IC is the luminance measured in the
infrared image C. Moreover, T1 to T3 are coefficients and
preset to numerical values optimum for the living body
detection based on image capturing conditions.

I4>ICxT1 4]
IB>ICXT2 2
IB>I4xT3 &)
[0079] If the above relational expressions (1) and (2) are

satisfied, then the luminance measured in the infrared image
C is lower than the luminances measured in the infrared
image A and infrared image B by a predetermined ratio.
Moreover, if the above relational expression (3) is satisfied,
then the luminance measured in the infrared image A is
lower than the luminance measured in the infrared image B
by a predetermined ratio.

[0080] When it is judged that the measured luminances
satisfy the relation exhibited by skin (Step S133; Yes), the
determination unit 173 measures, in each of the infrared
images A to C, the luminance of each of the eight pixels
surrounding the pixel measured in Step S132 (Step S134).
[0081] Subsequently, the determination unit 173 judges
whether the measured luminances of all the surrounding
pixels also satisfy the relation exhibited by skin between the
infrared images A to C (Step S135).

[0082] Ifthe luminances of the surrounding pixels are also
judged to satisfy the relation exhibited by skin (Step S135;
Yes), the determination unit 173 determines that the surface
of the person’s face is skin (Step S136) and the living body
determination process ends. It should be noted that, in the
above-described living body determination process, it is
determined that the surface of a face is skin when one pixel
and all eight pixels surrounding that pixel in any one of the
selected regions (forehead, right cheek, and left cheek) all
satisfy the relation exhibited by skin. This is because a
disguising mask is generally worn to cover the entire face,
and so if it is observed that the surface of the face is skin in
any one of the selected regions, it is possible to determine
that a disguising mask is being worn without performing the
living body determination process on the other selected
regions.

[0083] On the other hand, if it is judged that the luminance
of the one pixel in the selected region does not satisfy the
relation exhibited by skin (Step S133; No) or if it is judged
that the luminances of the surrounding pixels do not satisfy
the relation exhibited by skin (Step S135; No), the determi-
nation unit 173 judges whether all of the forehead region,
right cheek region, and left cheek region have been selected
in the living body determination process (Step S137).
[0084] Ifnot all of the forehead region, right cheek region,
and left cheek region have been selected (Step S137; No),
the processing returns to Step S131 and the determination
unit 173 selects an unselected region and repeats the series
of processes to judge whether the luminances of pixels in
that region satisfy the relation exhibited by skin so as to
determine whether the surface of the face is skin.

[0085] On the other hand, if all of the forehead region,
right cheek region, and left cheek region have been selected
(Step S137; Yes), the detection unit 174 detects that the
surface of the person’s face is not skin (Step S138) and the
living body determination process ends.
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[0086] Returning to FIG. 5, when the living body deter-
mination process (Step S13) ends, the detection unit 174
detects whether or not it was determined in the living body
determination process that the surface of the face is skin
(Step S14). If the surface of the face is skin (Step S14; Yes),
the living body determination process ends.

[0087] On the other hand, if the surface of the face is not
skin (Step S14; No), the notification unit 175 controls the
speaker 13 and the display 14 to give notice accordingly
(Step S15). As a result, the officer can notice the disguise of
the person trying to pass through the entry gate, and it is
possible to prevent illegal entry. With this, the living body
detection process ends.

[0088] As described above, the living body detection
device 1 according to Exemplary embodiment 1 acquires
(captures) images of a person irradiated by multiple different
wavelength ranges, and when the luminances of the face
region between the acquired images satisfy the relation
exhibited by skin, judges that the surface of the person’s face
is skin. As a result, utilizing the differences in the spectra of
luminances of reflected light between human skin and
something other than human skin (for example, silicone
resin), it is possible to detect with high accuracy whether or
not the surface of a person’s face is skin.

[0089] Moreover, the living body detection device 1
according to Exemplary embodiment 1 detects characteristic
regions where the exposed surface of skin is comparative
large (forehead region, right cheek region, and left cheek
region) from the face region in the acquired images, and
detects whether the surface of the person’s face is skin using
the luminances of the characteristic regions. For that reason,
since the living body determination process does not need to
be executed on the entire face region, the living body
detection processing load is reduced.

[0090] Moreover, the living body detection device 1
according to Exemplary embodiment 1 judges whether or
not the surface of a face is skin or not using not only the
luminance of one pixel but also the luminances of pixels
surrounding that pixel. Therefore, it is possible to detect with
higher accuracy whether the surface of a face is skin.
[0091] Moreover, since the living body detection device 1
according to Exemplary embodiment 1 detects whether or
not the surface of a face is skin using only infrared images
A to C, it is possible to detect whether or not the surface of
a face is skin with a comparatively small load.

[0092] Moreover, since the illumination unit 11 that the
living body detection device 1 according to Exemplary
embodiment 1 includes uses LED light sources, it is possible
to emit infrared rays of a sufficient quantity having a peak at
the center wavelength of the respective wavelength range.
Therefore, detection of whether or not the surface of a face
is skin with high accuracy becomes possible. Also, since the
emission of far-infrared light is inhibited, there is less of a
tendency to cause the transmission of radiant heat to the
subject. For that reason, it is possible to prevent a person
trying to pass disguised through the entry gate from sensing
the existence of the living body detection device 1 from
radiant heat.

[0093] Also, it is possible to use an infrared camera that
captures images in the infrared region (1000 nm to 1700 nm)
as the imaging unit 12 that the living body detection device
1 according to Exemplary embodiment 1 includes. For this
reason, it is possible to use a camera that is constituted from
a set of lenses 121, a shutter 122, and a CMOS image sensor
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123, and it is possible to omit a spectral mirror and CMOS
image sensors and filters for each wavelength range. Accord-
ingly, it is possible to reduce the size of the imaging unit 12,
and also possible to keep down the costs of the imaging unit
12.

[0094] In addition, in the living body detection device 1
according to Exemplary embodiment 1, the imaging unit 12
captures the infrared images A to C for each wavelength
range emitted by the illumination unit 11. For this reason, it
is possible to obtain the infrared images A to C in the time
it takes to capture three infrared images. Accordingly, it is
possible to obtain the infrared images A to C in a short time.
Specifically, assuming the image capture time for one image
is approximately 0.15 sec., it is possible to obtain the
infrared images A to C within approximately 0.5 sec.
[0095] On the other hand, it is possible to capture infrared
images similar to the infrared images A to C by emitting
light in the infrared wavelength region from a halogen lamp
or the like at a subject and using a hyper-spectrum camera
or the like to capture images. However, in order to capture
infrared images with a hyper-spectrum camera, since the
image capture time is long, there is the risk of a drop in the
inspection efficiency at the entry gate. Also, since a hyper-
spectrum camera requires a spectral mirror and CMOS
image sensors and filters for each wavelength range, it is
costly, and miniaturization of the camera size is difficult. In
addition, since a halogen lamp is used for the light source,
due to the radiant heat emitted from the halogen light, there
is a risk that a person trying to pass disguised through the
entry gate may sense the existence of the living body
detection device from the radiant heat.

Exemplary Embodiment 2

[0096] Subsequently, a living body detection device 2
according to Exemplary embodiment 2 will be described.
Here, as shown in FIG. 3, the living body detection device
2 is substantially the same in configuration of components as
the living body detection device 1 according to Exemplary
embodiment 1 and differs only in the content of the living
body determination process.

[0097] The living body determination process executed by
the living body detection device 2 will be described using
the flowchart of FIG. 8. Here, as for the steps of which the
contents are substantially the same as in the living body
determination process shown in FIG. 7, their explanation
will be simplified as appropriate. Moreover, the timing of
starting the living body determination process in FIG. 8 is
the same as in FIG. 7.

[0098] When the living body determination process is
started, first, the determination unit 173 selects an unselected
region from among the detected forehead region, right cheek
region, and left cheek region (Step S201), selects one pixel
in the selected region and measures the luminance of the
pixel in each of the infrared images A to C (Step S202), and
judges whether the measured luminances satisfy the relation
exhibited by skin between the infrared images A to C (Step
S203).

[0099] If it is judged that the luminances satisfy the
relation exhibited by skin between the infrared images A to
C (Step S203; Yes), the determination unit 173 calculates a
living body determination score of the selected region to be
0 (Step S204) and the processing advances to Step S206.
[0100] On the other hand, if it is judged that the lumi-
nances do not satisty the relation exhibited by skin between
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the infrared images A to C (Step S203; No), the determina-
tion unit 173 measures, in each of the infrared images A to
C, the luminance of each of the pixels surrounding the pixel
measured in Step S202 (for example, eight pixels neighbor-
ing the measured pixel). Then, the determination unit 173
calculates the ratio at which the luminances of the surround-
ing pixels do not satisfy the relation exhibited by skin
between the infrared images A to C as a score of the selected
region (Step S205), and the processing advances to Step
S206. For example, if the luminances of all eight surround-
ing pixels do not satisfy the relation exhibited by skin
between the infrared images A to C, the score is calculated
to be 1 (8/8). On the other hand, if the luminances of two of
the eight surrounding pixels do not satisfy the relation
exhibited by skin between the infrared images A to C, the
score is calculated to be 0.25 (2/8).

[0101] In Step S206, the determination unit 173 judges
whether all of the forehead region, right cheek region, and
left cheek region have been selected. If not all of the
forehead region, right cheek region, and left cheek region
have been selected (Step S206; No), the processing returns
to Step S201.

[0102] Ifall of the forehead region, right cheek region, and
left cheek region have been selected (Step S206; Yes), the
determination unit 173 calculates the average of the scores
calculated for the regions as the final score (Step S207).
Then, the determination unit 173 judges whether the final
score is equal to or greater than a predetermined threshold
value (for example, 0.5) (Step S208).

[0103] If the final score is equal to or greater than the
threshold value (Step S208; Yes), the detection unit 174
detects that the surface of the person’s face is not skin (Step
S209). On the other hand, if the final score is less than the
threshold value (Step S208; No), the determination unit
determines that the surface of the person’s face is skin (Step
S210). With this, the living body determination process
ends.

[0104] As described above, in the living body determina-
tion process of Exemplary embodiment 2, a living body
determination score is calculated for each of the right cheek
region, left cheek region, and forehead region whereby it is
determined whether or not the surface of the face is skin.
Therefore, it is possible to detect whether the surface of a
face is skin with higher accuracy than the living body
determination process of Exemplary embodiment 1, in
which it is immediately determined that the surface of a face
is not skin when the luminances of any one of the regions
(cheek region, right cheek region, and left cheek region) do
not satisfy the relation exhibited by a living body.

Exemplary Embodiment 3

[0105] Subsequently, a living body detection device 3
according to Exemplary embodiment 3 will be described.
Here, as shown in FIG. 2, the living body detection device
3 is substantially the same in configuration of components as
the living body detection devices 1 and 2 according to
Exemplary embodiments 1 and 2 and differs only in the
content of the living body determination process.

[0106] The living body determination process executed by
the living body detection device 3 will be described using
the flowchart of FIG. 9. Here, as for the steps of which the
contents are substantially the same as in the living body
determination process shown in FIG. 7, their explanation
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will be simplified as appropriate. Moreover, the timing of
starting the living body determination process in FIG. 9 is
the same as in FIG. 7.

[0107] When the living body determination process is
started, first, the determination unit 173 initializes a living
body candidate counter and a non-living body candidate
counter used in living body determination to zero (Step
S301).

[0108] Subsequently, the determination unit 173 selects
one of the forehead region, right cheek region, and left cheek
region (Step S302). Then, the determination unit 173 selects
one of the unselected pixels in the selected region (Step
S303). The pixel selected in Step S303 is also referred to as
the selected pixel hereafter.

[0109] Subsequently, the determination unit 173 measures
the luminance of the selected pixel in each of the infrared
images A to C (Step S304). Then, the determination unit 173
judges whether the measured luminances satisfy the relation
exhibited by skin between the infrared images A to C (Step
S305).

[0110] If the measured luminances satisfy the relation
exhibited by skin (Step S305: Yes), the determination unit
173 adds 1 to the living body candidate counter (Step S306).
On the other hand, if the measured luminances do not satisfy
the relation exhibited by skin (Step S305; No), the determi-
nation unit 173 adds 1 to the non-living body candidate
counter (Step S307).

[0111] Subsequently, the determination unit 173 deter-
mines whether all pixels in the selected region have been
selected (Step S308).

[0112] Ifnot all pixels have been selected (Step S308; No),
the processing returns to Step S303 and the determination
unit 173 selects one pixel from the selected region and
repeats the process to add 1 to the living body candidate
counter or to the non-living body candidate counter based on
the luminance of the pixel.

[0113] On the other hand, if all pixels have been selected
(Step S308; Yes), the determination unit 173 judges whether
all of the forehead region, right cheek region, and left cheek
region have been selected (Step S309). If not all of the
forehead region, right cheek region, and left cheek region
have been selected (Step S309; No), the processing returns
to Step S302.

[0114] Ifall of the forehead region, right cheek region, and
left cheek region have been selected (Step S309; Yes), in
other words after the living body candidate counter or
non-living body candidate counter is incremented for each
of all pixels in the forehead region, right cheek region, and
left cheek region, the determination unit 173 judges whether
the living body candidate counter has a higher value than the
non-living body candidate counter (Step S310).

[0115] If the living body candidate counter has a higher
value than the non-living body candidate counter (Step
S310; Yes), the detection unit 174 detects that the surface of
the face is skin (Step S311).

[0116] On the other hand, if the living body candidate
counter does not have a higher value than the non-living
body candidate counter (Step S310; No), the detection unit
174 detects that the surface of the face is not skin (Step
S312). With this, the living body determination process
ends.

[0117] As described above, in the living body determina-
tion process of Exemplary embodiment 3, the luminances of
all pixels in the forehead region, right cheek region, and left
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cheek region are used to determine whether the surface of a
face is skin, whereby it is possible to detect whether it is a
living body with better accuracy.

[0118] In the living body detection process of FIG. 9, only
the living body candidate counter may be used to perform
living body detection based on whether the value of the
living body candidate counter has a value equal to or higher
than a predetermined value in Step S310. For example, with
the predetermined value set to a pixel number value of 80%
of all pixels in the forehead region, right cheek region, and
left cheek region, it is possible to judge that the surface of
a face is skin when 80% or more of all the pixels are counted
as a living body candidate.

[0119] Moreover, in the living body detection process of
FIG. 9, 1 is added to the living body counter in Step S306
when the luminance of the selected pixel satisfies the
relation exhibited by skin (Step S305; Yes). However, when
the luminance of the selected pixel satisfies the relation
exhibited by skin, it may be determined as in Exemplary
embodiment 1 whether the surrounding pixels satisfy the
relation exhibited by skin, and only in the case of satisfying
the relation, 1 is added to the living body candidate counter.

Exemplary Embodiment 4

[0120] Subsequently, a living body detection device 4
according to Exemplary embodiment 4 will be described.
Here, as shown in FIG. 2, the living body detection device
4 is substantially the same in configuration of components as
the living body detection device 1 according to Exemplary
embodiment 1 and differs only in the content of the living
body detection process and living body determination pro-
cess.

[0121] The living body determination process executed by
the living body detection device 4 will be described using
the flowchart of FIG. 10. It should be noted that with regard
to the steps of which the contents are substantially the same
as in the living body determination process shown in FIG. 5,
their explanation will be simplified as appropriate.

[0122] In the living body detection process of FIG. 10,
first, the imaging control unit 170 turns on the light sources
111 (111A to 111C) of the illumination unit 11 and controls
the imaging unit 12. The image acquisition unit 171 acquires
images of the person in each wavelength range (infrared
images A to C) (Step S21).

[0123] Here, the details of the image acquisition process
are the same as those described referring to the flowchart of
FIG. 6 in Exemplary embodiment 1.

[0124] As a result of the imaging control unit 170 per-
forming Step S21, the infrared image A of the subject
irradiated by light in the wavelength range around 1180 nm,
the infrared image B of the subject irradiated by light in the
wavelength range around 1280 nm, and the infrared image
C of the subject irradiated by light in the wavelength range
around 1500 nm are obtained.

[0125] Subsequently the face detection unit 172 detects a
face region from the acquired infrared images A to C (Step
S22).

[0126] Here, the processing by the face detection unit 172

will be described using a specific example. For example, the
case will be assumed of the infrared images A to C as shown
in FIG. 11A being provided as the processing target of the
face detection unit 172. In such a case, the face detection
unit 172 detects a region Z1 including the face as shown in
FIG. 11B.
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[0127] Subsequently, the determination unit 173 compares
the luminances of the face region between the infrared
images A to C acquired in Step S21 so as to execute the
living body determination process to determine whether or
not the surface of the person’s face is skin (Step S23).
[0128] Subsequently, the living body determination pro-
cess will be described using the flowchart of FIG. 12. Here,
as for the steps of which the contents are substantially the
same as in the living body determination process shown in
FIG. 7, their explanation will be simplified as appropriate.
[0129] When the living body determination process is
started, first, the determination unit 173 initializes a living
body candidate counter and a face region counter (Step
S401). Next, as shown in FIG. 11B, the region Z1 including
the face is divided into a matrix of nxm areas (Z11 to Znm)
(Step S402). “n” and “m” are arbitrary values, and for
example, n=256 and m=256. Next, an unselected area is
selected from the areas (Z11 to Znm) obtained by the
division (Step S403). Next, the determination unit 173
determines whether this selected area is of the face region
(Step S404). This determination is performed by specifying
a face outline by a publicly known method, and determining
whether the selected area is on the inside of the face outline.
In the case of the selected area being inside the face outline,
it is specified as being of the face region. In the case of the
selected area not being inside the face outline, it is specified
as not being of the face region.

[0130] Next, in the case of the selected area not being of
the face region (Step S404; No), the processing returns to
Step S403. In the case of the selected area being of the face
region (Step S404; Yes), 1 is added to the face region counter
(Step S405).

[0131] Next, the luminance of the selected area is mea-
sured in each of the infrared images A to C (Step S406), and
it is judged whether the measured luminance satisfies the
relation exhibited by skin between the infrared images A to
C (Step S407).

[0132] Here, more specifically, the determination unit 173
in Step S407 judges whether or not the following relational
expression (4) is satisfied. Here, in the relational expression
(4). 1A is the luminance measured in the infrared image A,
IB is the luminance measured in the infrared image B, and
IC is the luminance measured in the infrared image C. Also,
a, B, v, and Y are coefficients and preset to numerical values
optimum for the living body detection based on image
capturing conditions.

YsoxIA+PxIB+yxIC 4

[0133] Ifthe luminance is judged as satisfying the relation
exhibited by skin between the infrared images A to C (Step
S407; Yes), the determination unit 173 adds 1 to the living
body candidate counter for the selected region (Step S408).
[0134] On the other hand, if the luminance is judged as not
satisfying the relation exhibited by skin between the infrared
images A to C (Step S407; No), the processing advances to
Step S409.

[0135] Next, the determination unit 173 determines
whether all the areas obtained by the division in Step S402
have been selected (Step S409). If not all of the areas
obtained by the division have been selected (Step S409; No),
the processing returns to Step S403.

[0136] If all of the arecas obtained by the division in Step
S402 have been selected (Step S409; Yes), the determination
unit 173 determines whether a value PA that is obtained by
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dividing the value of the living body candidate counter by
the face region counter is equal to or greater than a threshold
value (Step S410). It should be noted that this threshold
value is not particularly limited provided it is a value equal
to or less than 1, for example, 0.8.

[0137] If the value PA is equal to or greater than the
threshold value (Step S410; Yes), the detection unit 174
determines that the surface of the person’s face is skin (Step
S411). On the other hand, if the value PA is less than the
threshold value (Step S410; No), the determination unit
determines that the surface of the person’s face is not skin
(Step S412). With this, the living body determination pro-
cess ends.

[0138] As described above, in the living body determina-
tion process of Exemplary embodiment 4, the face region is
divided into a matrix of areas and it is determined whether
or not each of the areas obtained by the division exhibits a
relation satisfied by skin. Depending on whether the ratio of
areas determined to be a living body of the entire face region
is equal to or greater than the threshold value, a determina-
tion is made as to whether the surface of the face is skin.
Therefore, it is possible to detect whether the surface of a
face is skin with higher accuracy than the living body
determination process of Exemplary embodiment 1, in
which it is immediately determined that the surface of a face
is not skin when the luminances of any one of the regions
(cheek region, right cheek region, and left cheek region) do
not satisfy the relation exhibited by a living body.

Modified Examples

[0139] The present disclosure is not confined to the above
exemplary embodiments and various changes can be made
to the extent of not departing from the scope of the present
invention.

[0140] The living body detection devices 1 to 4 shown in
FIG. 2 are described on the assumption that the illumination
unit 11, imaging unit 12, and the like are all integrated,
however needless to say they may be separated as appro-
priate. For example, the illumination unit 11, the imaging
unit 12, the speaker 13, and the like may be separately
prepared and combined with a device having the function of
the control unit 17 (for example, a PC or the like) to
configure the living body detection devices 1 to 4. Alterna-
tively, the living body detecting device 1 may be configured
by having the function of the control unit 17 built into the
camera 12, with the control unit of the camera 12 working
together with the illumination unit 11, speaker 13, and the
like as appropriate.

[0141] Also, in the above-described exemplary embodi-
ments, the infrared images A to C are captured by synchro-
nizing the illumination unit 11 and the imaging unit 12.
However, without synchronizing the illumination unit 11
and the imaging unit 12, the illumination unit 11 may emit
infrared light in a given wavelength range at the subject, and
the infrared images that have been captured by the imaging
unit 12 may then be sorted in terms of infrared light of what
wavelength range was emitted at the subject. Specifically, an
infrared image is captured with an indicator, whose reflec-
tance differs for each wavelength range, being placed in a
location appeared at the peripheral part of the infrared image
(for example, a wall behind the subject). Infrared light of a
given wavelength range is emitted from the illumination unit
11 at the subject and the indicator, and the imaging unit 12
captures an infrared image of the subject. The control unit 17
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sorts the infrared images according to the wavelength range
of the emitted infrared light from the luminance of the
indicator appeared at the peripheral part of the captured
infrared image.

[0142] Also, in the above-described exemplary embodi-
ments, it is determined that the surface of a face is skin when
the luminances of an image of a subject irradiated by light
in a wavelength range around 1180 nm (infrared image A),
an image of a subject irradiated by light in a wavelength
range around 1280 nm (infrared image B), and an image of
a subject irradiated by light in a wavelength range around
1500 nm (infrared image C) satisfy the relation exhibited by
skin. However, images in other wavelength ranges may be
used to determine whether the surface of a face is skin.
[0143] Also, in the above-described exemplary embodi-
ments, the luminances of images in three wavelength ranges
(infrared images A to C) are used to determine whether the
surface of a face is skin. However, whether the surface of a
face is skin may be determined from images of two wave-
length ranges, and whether the surface of a face is skin may
be determined from images of four or more wavelength
ranges.

[0144] Also, in the above-described exemplary embodi-
ments, the face detection unit 172 detects a forehead region,
a right cheek region, and a left cheek region from the face
region, and the determination unit 173 compares the lumi-
nances of the regions between the images to determine
whether the surface of the face is skin. However, the face
detection unit 172 does not need to detect all of a forehead
region, right cheek region, and left cheek region, and has
only to detect at least one region. For example, the face
detection unit 172 may detect only a forchead region, and
the determination unit 173 may compare only the lumi-
nances of the forehead region to determine whether the
surface of the face is skin. Moreover, the face detection unit
172 may detect a characteristic region other than the fore-
head region, right cheek region, and left cheek region, with
the luminance of that region being used to determine
whether the surface of the face is skin. Moreover, the face
detection unit 172 may detect only a face region, and the
determination unit 173 may compare the luminances of the
entire face region or a part thereof to determine whether the
surface of the face is skin.

[0145] Moreover, when the position of the imaging unit 12
and the point of photographing a person are fixed so that the
face of the person definitely appears in a specific area of the
image, the determination unit 173 may compare the lumi-
nances of that specific area to determine whether the surface
of the face is skin. In such a case, the living body detection
devices 1 to 4 do not need to be provided with the face
detection unit 172.

[0146] Also, in the above-described exemplary embodi-
ments, a description is given for the case of detecting
whether or not the surface of a face is skin, however,
detection of whether it is skin may be performed together
with detection of whether it is a fake living body such as
silicone resin or the like. In this case, for example, relational
expressions for performing detection of a fake living body
are found in advance. Then, together with determining
whether or not the luminances of the selected pixels in the
infrared images A to C satisty the relation exhibited by skin
in the living body determination process, by determining
whether or not it is a fake living body from the relational
expressions found above, it is possible to detect whether the
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pixels are of skin or of a fake living body. For that reason,
it is possible to determine with greater accuracy whether the
surface of a face is skin or a disguising mask of a fake living
body.

[0147] Also, in the living body detection devices 1 to 4 of
the above-described exemplary embodiments, the light
source uses infrared LEDs in the 1180 nm, 1280 nm, and
1500 nm wavelength ranges, but these infrared LEDs may
be changed to infrared LEDs in the 1200 nm, 1300 nm, 1450
(1550) nm wavelength ranges that are easy to obtain. Also,
provided it is capable of emitting light of the desired
wavelength range, the light source is not particularly limited,
and a light source other than an LED may be used. For
example, illumination in each wavelength range may be
obtained by combining a halogen light source and a plurality
of cut filters (for example, combining a cut filter that cuts
light equal to or less than 1130 nm and a cut filter that cuts
light equal to or greater than 1230 nm to obtain an image in
a wavelength range of 1180+50 nm).

[0148] Moreover, the above-described exemplary embodi-
ments are described using the example of installing the
living body determination devices 1 to 4 in an immigration
inspection area. However, the place where the living body
determination devices 1 to 4 are installed is not restricted
thereto. Essentially, when it is necessary to perform detec-
tion of whether or not the surface of a face is skin, by
installing the living body determination devices 1 to 4, it is
possible to perform detection of whether the surface of a
face is skin. For example, the living body determination
devices 1 to 4 may also be installed for use near the
departure gate of an embarkation inspection area, needless to
say, or at an entrance to a company or large-scale leisure
facility.

[0149] Moreover, in the above-described exemplary
embodiments, the living body determination devices 1 to 4
detect whether the surface of a face is skin as opposed to a
disguising mask made of silicone resin. However, the pres-
ent invention may be used for detecting whether the surface
of a face is skin as opposed to the case of the skin being
covered by a disguising mask made of some other material.

[0150] For example, a resin mask exhibits high luminance
in a wavelength range of 1480 to 1580 nm while human skin
exhibits low luminance in this wavelength range. Moreover,
a synthetic rubber mask exhibits extremely low luminance in
a wavelength range of 1480 to 1580 nm compared to human
skin. Therefore, taking into account such differences
between skin and other materials, it is possible to detect with
greater accuracy whether the surface of a face is skin as
opposed to a mask made of resin or synthetic rubber.

[0151] Moreover, it is possible to apply an operation
program defining the operation of the living body determi-
nation devices 1 to 4 according to the above-described
exemplary embodiments to an existing personal computer,
information terminal device, or the like to allow the personal
computer or the like to function as the living body deter-
mination devices 1 to 4 according to the present invention.

[0152] Moreover, such a program may be distributed by
any method, for example, the program may be saved and
distributed on a computer-readable recording medium such
as a compact disk read-only memory (CD-ROM), digital
versatile disk (DVD), magneto-optical disk (MO), and
memory card, or may be distributed via a communication
network such as the Internet.
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[0153] Various exemplary embodiments and modifica-
tions of the present invention are possible without departing
from the broader spirit and scope of the present invention.
Accordingly, the exemplary embodiments described above
are illustrative of this invention and do not restrict the scope
of the present invention. That is, the scope of the present
invention is indicated by the claims and not the exemplary
embodiments. The claims and various modifications within
the scope of the meaning of the invention equivalent to that
are within the scope of this invention.

[0154] The above-described exemplary embodiments are
entirely or partly, but not exclusively, described as in the
following Supplementary Notes.

(Supplementary Note 1)

[0155] A living body detection device including:

[0156] an image acquisition unit that acquires a first image
in which a subject irradiated by light in a first wavelength
range is imaged, and a second image in which the subject
irradiated by light in a second wavelength range is imaged,
the second wavelength range being different from the first
wavelength range;

[0157] a determination unit that determines whether a
relation expressed by luminance of the subject imaged in the
first image and luminance of the subject imaged in the
second image is a relation exhibited by a living body; and
[0158] a detection unit that detects that the subject is a
living body in a case where the determination unit has
determined that it is the relation exhibited by the living body.

(Supplementary Note 2)

[0159] The living body detection device according to
Supplementary Note 1, including:

[0160] an illumination unit that emits light in the first
wavelength range and light in the second wavelength range
at the subject;

[0161] animaging unit that captures the first image and the
second image;
[0162] an imaging control unit that synchronizes emission

of the light in the first wavelength range by the illumination
unit and capture of the first image by the imaging unit, and
synchronizes emission of the light in the second wavelength
range by the illumination unit and capture of the second
image by the imaging unit.

(Supplementary Note 3)

[0163] The living body detection device according to
Supplementary Note 2,

[0164] wherein the illumination unit includes a light
source of an infrared LED emitting the light in the first
wavelength range and a light source of an infrared LED
emitting the light in the second wavelength range, and
[0165] the imaging unit is constituted by one infrared
camera that captures the first image and the second image.

(Supplementary Note 4)

[0166] The living body detection device according to any
one of Supplementary Notes 1 to 3,

[0167] wherein the light in the first wavelength range is
light in a wavelength range such that luminance of a living
body in an image irradiated by the light is equivalent to
luminance of a fake living body in an image irradiated by the
light; and
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[0168] the light in the second wavelength range is light in
a wavelength range such that luminance of a living body in
an image irradiated by the light differs by at least 20 percent
with luminance of a fake living body in an image irradiated
by the light.

(Supplementary Note 5)

[0169] The living body detection device according to any
one of Supplementary Notes 1 to 4,

[0170] wherein the image acquisition unit further acquires
a third image in which the subject irradiated by light in a
third wavelength range is imaged, the third wavelength
range being different from the first wavelength range and the
second wavelength range, and

[0171] the determination unit determines whether a rela-
tion exhibited by luminance of the subject imaged in the first
image, luminance of the subject imaged in the second image
and luminance of the subject imaged in the third image is a
relation exhibited by a living body.

(Supplementary Note 6)

[0172] The living body detection device according to
Supplementary Note 5,

[0173] wherein the first wavelength range is around 1180
nm, the second wavelength range is around 1280 nm, and the
third wavelength range is around 1500 nm, and

[0174] the determination unit determines it is the relation
exhibited by the living body, in the case of a relation in
which luminance of the subject imaged in the second image
is greater by a predetermined ratio than luminance of the
subject imaged in the first image and luminance of the
subject imaged in the third image.

(Supplementary Note 7)

[0175] The living body detection device according to
Supplementary Note 6, including:

[0176] a face detection unit that detects a face region of a
person from each image acquired by the image acquisition
unit,

[0177] wherein the determination unit determines it is the
relation exhibited by the living body, in a case of a relation
in which luminance of the face region imaged in the second
image is greater by a predetermined ratio than luminance of
the face region imaged in the first image and luminance of
the face region imaged in the third image.

(Supplementary Note 8)

[0178] The living body detection device according to
Supplementary Note 7,

[0179] wherein the face detection unit detects a charac-
teristic region from the face region, and

[0180] the determination unit determines it is the relation
exhibited by the living body, in a case of a relation in which
luminance of the characteristic region imaged in the second
image is greater by a predetermined ratio than luminance of
the characteristic region imaged in the first image and
luminance of the characteristic region imaged in the third
image.

(Supplementary Note 9)

[0181] The living body detection device according to any
one of Supplementary Notes 1 to 8, further including:



US 2021/0334526 Al
11

[0182] a notification unit that gives notice that the subject
is not a living body in a case where the detection unit has
detected that the subject is not a living body.

(Supplementary Note 10)

[0183] The living body detection device according to any
one of Supplementary Notes 1 to 9, wherein the living body
is skin.

(Supplementary Note 11)

[0184] The living body detection device according to
Supplementary Note 4, wherein the fake living body is
constituted with silicone resin.

(Supplementary Note 12)

[0185] A living body detection method including:

[0186] animage acquisition step of acquiring a first image
in which a subject irradiated by light in a first wavelength
range is imaged, and a second image in which the subject
irradiated by light in a second wavelength range is imaged,
the second wavelength range being different from the first
wavelength range:

[0187] a determination step of determining whether a
relation expressed by luminance of the subject imaged in the
first image and luminance of the subject imaged in the
second image is a relation exhibited by a living body; and
[0188] a detection step of detecting that the subject is a
living body in a case where the determination unit has
determined that it is the relation exhibited by the living body.

(Supplementary Note 13)

[0189] A recording medium that stores a program that
causes a computer to function as:

[0190] an image acquisition unit that acquires a first image
in which a subject irradiated by light in a first wavelength
range is imaged, and a second image in which the subject
irradiated by light in a second wavelength range is imaged,
the second wavelength range being different from the first
wavelength range;

[0191] a determination unit that determines whether a
relation expressed by luminance of the subject imaged in the
first image and luminance of the subject imaged in the
second image is a relation exhibited by a living body; and
[0192] a detection unit that detects that the subject is a
living body in a case where the determination unit has
determined that it is the relation exhibited by the living body.

INDUSTRIAL APPLICABILITY

[0193] The present invention may be preferably used for
determining whether a person entering a country at an
immigration inspection area is wearing a disguise.

DESCRIPTION OF THE REFERENCE

SYMBOLS
[0194] 1, 2, 3, 4: Living body detection device
[0195] 11: Illumination unit
[0196] 111 (111A to 111C): Light source
[0197] 112 (112A to 112C): Relay
[0198] 12: Imaging unit
[0199] 121: Lens
[0200] 122: Shutter
[0201] 123: CMOS image sensor
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[0202] 13: Speaker

[0203] 14: Display

[0204] 15: Operating unit

[0205] 16: External storage device
[0206] 17: Control unit

[0207] 170: Imaging control unit
[0208] 171: Image acquisition unit
[0209] 172: Face detection unit
[0210] 173: Determination unit
[0211] 174: Detection unit

[0212] 175: Notification unit

1-13. (canceled)

14. A living body detection device comprising:

an image acquisition unit that acquires a first image in
which a subject irradiated by light in a first wavelength
range is imaged, and a second image in which the
subject irradiated by light in a second wavelength range
is imaged, the second wavelength range being different
from the first wavelength range;

a determination unit that determines whether a relation
expressed by luminance of the subject imaged in the
first image and luminance of the subject imaged in the
second image is a relation exhibited by a living body;
and

a detection unit that detects that the subject is a living
body in a case where the determination unit has deter-
mined that it is the relation exhibited by the living body.

15. The living body detection device according to claim

14, comprising:

an illumination unit that emits light in the first wavelength
range and light in the second wavelength range at the
subject;

an imaging unit that captures the first image and the
second image;

an imaging control unit that synchronizes emission of the
light in the first wavelength range by the illumination
unit and capture of the first image by the imaging unit,
and synchronizes emission of the light in the second
wavelength range by the illumination unit and capture
of the second image by the imaging unit.

16. The living body detection device according to claim

15,

wherein the illumination unit includes a light source of an
infrared LED emitting the light in the first wavelength
range and a light source of an infrared LED emitting the
light in the second wavelength range, and

the imaging unit is constituted by one infrared camera that
captures the first image and the second image.

17. The living body detection device according to claim

14,

wherein the light in the first wavelength range is light in
a wavelength range such that luminance of a living
body in an image irradiated by the light is equivalent to
luminance of a fake living body in an image irradiated
by the light; and

the light in the second wavelength range is light in a
wavelength range such that luminance of a living body
in an image irradiated by the light differs by at least 20
percent with luminance of a fake living body in an
image irradiated by the light.

18. The living body detection device according to claim

14,

wherein the image acquisition unit further acquires a third

image in which the subject irradiated by light in a third
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wavelength range is imaged, the third wavelength
range being different from the first wavelength range
and the second wavelength range, and

the determination unit determines whether a relation
exhibited by luminance of the subject imaged in the
first image, luminance of the subject imaged in the
second image and luminance of the subject imaged in
the third image is a relation exhibited by a living body.

19. The living body detection device according to claim

18,

wherein the first wavelength range is around 1180 nm, the
second wavelength range is around 1280 nm, and the
third wavelength range is around 1500 nm, and

the determination unit determines it is the relation exhib-
ited by the living body, in the case of a relation in which
luminance of the subject imaged in the second image is
greater by a predetermined ratio than luminance of the
subject imaged in the first image and luminance of the
subject imaged in the third image.

20. The living body detection device according to claim

19, comprising:

a face detection unit that detects a face region of a person
from each image acquired by the image acquisition
unit,

wherein the determination unit determines it is the rela-
tion exhibited by the living body, in a case of a relation
in which luminance of the face region imaged in the
second image is greater by a predetermined ratio than
luminance of the face region imaged in the first image
and luminance of the face region imaged in the third
image.

21. The living body detection device according to claim

20,

wherein the face detection unit detects a characteristic
region from the face region, and

the determination unit determines it is the relation exhib-
ited by the living body, in a case of a relation in which
luminance of the characteristic region imaged in the
second image is greater by a predetermined ratio than
luminance of the characteristic region imaged in the
first image and luminance of the characteristic region
imaged in the third image.
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22. The living body detection device according to claim
14, further comprising:

a notification unit that gives notice that the subject is not

a living body in a case where the detection unit has
detected that the subject is not a living body.

23. The living body detection device according to claim
14, wherein the living body is skin.

24. The living body detection device according to claim
17, wherein the fake living body is constituted with silicone
resin.

25. A living body detection method comprising:

an image acquisition step of acquiring a first image in
which a subject irradiated by light in a first wavelength
range is imaged, and a second image in which the
subject irradiated by light in a second wavelength range
is imaged, the second wavelength range being different
from the first wavelength range;

a determination step of determining whether a relation
expressed by luminance of the subject imaged in the
first image and luminance of the subject imaged in the
second image is a relation exhibited by a living body;
and

a detection step of detecting that the subject is a living
body in a case where the determination unit has deter-
mined that it is the relation exhibited by the living body.

26. A non-transitory recording medium that stores a
program that causes a computer to function as:

an image acquisition unit that acquires a first image in
which a subject irradiated by light in a first wavelength
range is imaged, and a second image in which the
subject irradiated by light in a second wavelength range
is imaged, the second wavelength range being different
from the first wavelength range;

a determination unit that determines whether a relation
expressed by luminance of the subject imaged in the
first image and luminance of the subject imaged in the
second image is a relation exhibited by a living body;
and
a detection unit that detects that the subject is a living

body in a case where the determination unit has
determined that it is the relation exhibited by the
living body.



