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Cloud Network Reachability Analysis

TECHNICAL FIELD

16001} This disclosure relates to reachability analysis of a cloud network.

BACKGROUND
160602} A virtual private cloud (VPC) is an on-demand configurable pool of shared
computing resources allocated within a public cloud environment. The VPC provides
isolation for a user from other cloud users. The VPC may execute one or more virtual
machines {VMs) which may communication with the user’s on-premises network or
other remote resources via a virtual private network {VPN). Due to the potential scale
and complexity of the VPC, which may tnclude any number of VMs, network gateways,
load balancers, etc., significant network configuration is often necessary to operate and

maintain the VP,

SUMMARY
18683} One aspect of the disclosure provides a method for providing cloud network
reachability analysis. The method includes receiving, at data processing hardware, a
reachability query requesting a reachability status of a target. The reachability query
includes a packet header associated with a data packet. The packet header includes a
source Internet Protocol (IP) address associated a source of the data packet and a
destination 1P address associated with a destination of the data packet. The analysis also
includes generating, by the data processing hardware, one or more simulated forwarding
paths for the data packet based on the packet header using a data plane model. Each
simulated forwarding path includes corresponding network configuration information.
The method also includes determining, by the data processing hardware, the reachability
status of the target based on the one or more simulated forwarding paths. The method
also includes providing, by the data processing hardware, the determined reachability
status and the one or more simulated forwarding paths to a user device associated with

the reachability query. The one or more simulated forwarding paths when received by the
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user device, cause the user device to present the network configuration information for
each simulated forwarding path.

0004} Implementations of the disclosure may include one or more of the following
optional features. In some implementations, determining the reachability status of the
one or more stmulated forwarding paths includes using a network abstract state machine.
The user device may be configured to send the data packet from a remote network using
locally advertised routes. In some examples, the network configuration information
includes at least one of the following: ports/interfaces for directing the data packet within
a virtual private cloud (VPC) network; ports/interfaces for directing the data packet
between VPC networks; ports/interfaces for directing the data packet between a VPC
network and a non-VPC network; firewall rules applied to the data packet at each step
along the corresponding simulated forwarding path; or a network configuration
associated with each step along the corresponding simulated forwarding path.

18665} Optionally, the method includes executing, by the data processing hardware,
network reachability analysis on each of the one or more simulated forwarding paths
based on the corresponding network configuration information. The network reachability
analysis may be configured to at least one of: determine a final state of reachability for
the data packet along the corresponding simulated forwarding path, discover one or more
miscontigurations along the corresponding simulated forwarding path, or discover
inconsistent or obsolete configurations along the corresponding simulated forwarding
path.

10606} In some implementations, the final state of reachability includes any one of a
delivered state indicating that the data packet will be delivered to the destination, a
forwarded state indicating that the data packet will be forwarded to another network
having an unkuoown configuration, a dropped state indicating that the data packet will be
dropped due to a configuration checkpoint failure or a missing configuration, or an
aborted state indicating the network reachability analysis is not possible due missing
critical configurations. Executing the network reachability analysis may include
executing the network reachability analysis in at least one of an on-demand mode, a

continuous mode, a pre-submit mode, or a post-submit mode.
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16607} In some examples, the packet header further includes a protocol associated
with the data packet; a source port associated with the data packet; and a destination port
associated with the data packet. The source of the data packet may include a first
instance executing in a first network and the destination of the data packet may include a
second instance executing in a second network different than the first network. In some
implementations, the first network includes a VPC network and the second network
includes an on-premises network. The first network and the second network may include
respective VPC networks.

0008} The source of the data packet way include a first instance and the destination
of the data packet may tnclude a second instance. The first instance and the second
instance both execute in the same VPC network. The source of the data packet is located
in an external network and the destination of the data packet may include a global
HTTPS load balancer executing in a VPC network. The global https load balancer i
configured to route the data packet to one of multiple different backends. Geunerating one
or more simulated forwarding paths for the data packet may include generating a
corresponding simulated forwarding path from the global HTTPS load balancer to each
one of the multiple ditferent backends.

16609} Another aspect of the disclosure provides a system for providing could
reachability analysis. The system includes data processing hardware and memory
hardware in communication with the data processing hardware. The memory hardware
stores instructions that when executed on the data processing hardware cause the data
processing hardware to perform operations. The operations include receiving a
reachability query requesting a reachability status of a target. The reachability query
includes a packet header associated with a data packet. The packet header includes a
source Internet Protocol (IP) address associated a source of the data packet and a
destination IP address associated with a destination of the data packet. The analysis also
includes generating one or more simulated forwarding paths for the data packet based on
the packet header using a data plane model. Each simulated forwarding path includes
corresponding network configuration information. The operations also include
determining the reachability status of the target based on the one or more stmulated

forwarding paths. The operations also include providing the determined reachability
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status and the one or more simulated forwarding paths to a user device associated with
the reachability query. The one or more simulated torwarding paths when received by the
user device, cause the user device to present the network configuration information for
each simulated forwarding path

10610} This aspect may include one or more of the following optional features. In
some implementations, determining the reachability status of the one or more simulated
forwarding paths includes using a network abstract state machive. The user device may
be configured to send the data packet from a remote network using locally advertised
routes. In some examples, the network configuration information includes at feast one of
the following: ports/interfaces for directing the data packet within a virtual private cloud
(VPC) network; ports/interfaces for directing the data packet between VPC networks;
ports/interfaces for directing the data packet between a VPC network and a non-VPC
network; firewall rules applied to the data packet at each step along the corresponding
simulated forwarding path; or a network configuration associated with each step along
the corresponding simulated forwarding path.

10011} Optiouvally, the operations include executing network reachability analysis on
each of the one or more simulated forwarding paths based on the corresponding network
configuration information. The network reachability analysis may be configured to at
feast one of: determine a final state of reachability for the data packet along the
corresponding simulated forwarding path, discover one or more misconfigurations along
the corresponding simulated forwarding path, or discover inconsistent or obsolete
configurations along the corresponding simulated forwarding path.

108612} In some implementations, the final state of reachability includes any one of’ a
delivered state indicating that the data packet will be delivered to the destination, a
forwarded state indicating that the data packet will be forwarded to another network
having an unknown configuration, a dropped state indicating that the data packet will be
dropped due to a configuration checkpoint failure or a missing configuration, or an
aborted state indicating the network reachability analysis is not possible due missing
critical configurations. Executing the network reachability analysis may include
executing the network reachability analysis in at least one of an on-demand mode, a

continuous mode, a pre-submit mode, or a post-submit mode.
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160613} In some examples, the packet header further includes a protocol associated
with the data packet; a source port associated with the data packet; and a destination port
associated with the data packet. The source of the data packet may include a first
instance executing in a first network and the destination of the data packet may include a
second instance executing in a second network different than the first network. In some
implementations, the first network includes a VPC network and the second network
includes an on-premises network. The first network and the second network may include
respective VPC networks.

10014} The source of the data packet way include a first instance and the destination
of the data packet may tnclude a second instance. The first instance and the second
instance both execute in the same VPC network. The source of the data packet is located
in an external network and the destination of the data packet may include a global
HTTPS load balancer executing in a VPC network. The global https load balancer i
configured to route the data packet to one of multiple different backends. Geunerating one
or more simulated forwarding paths for the data packet may include generating a
corresponding simulated forwarding path from the global HTTPS load balancer to each
one of the multiple ditferent backends.

10615} The details of one or more implementations of the disclosure are set forth in
the accompanying drawings and the description below. Other aspects, features, and

advantages will be apparent from the description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS
16016} FIG. 11s a schematic view of an example system for performing cloud
network reachability analysis.
16617} FIG. 2 1s a schematic view of exemplary components of a virtual machine of
the system of FIG. 1.
10018} FIG. 3Ais a schematic view of exemplary components including a network
abstract state machine of the system of FIG. 1.
(6019} FIG. 3B is a schematic view of an exemplary report indicating a determined
reachability status of a simulated forwarding path.

16620} FiG. 4 1s a schematic view of the network abstract state machine of FIG. 3.

~
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10021} FiG. 5 1s a schematic view of a state diagram for the network abstract state
machine for simulating a forwarding path between a virtual machine and another virtual
machine,

10622} FIG. 6 1s a schematic view of a state diagram for the network abstract state

machine for stmulating a forwarding path between a virtual machine and a load balancer.

16623} FIG 7 1s a schematic view of a state diagram for the network abstract state
machine for simuiating a forwarding path between a virtual machine and on-premises
network.,

10624 FI(3. 8 ts a schematic view of a state diagram for the network abstract state
machine for simulating a forwarding path between the Internet and a virtual machine.
[6025] FIG. 9 is a schematic view of a state diagram for the network abstract state
machine for simulating a forwarding path between an on-premises network virtual
machine and a virtual private cloud virtual machine.

10026} FIGS. 10A and 10B are tables of causes for final reachability states for
simulated data packets.

{6027} FI(G. 11 is a schematic view of a simulated forwarding path between an
external host and virtual private cloud virtual machines through a load balancer.

100628} Fi(z. 12 is a tlowchart of an example arrangement of operations for a method
of performing cloud network reachability analysis.

60629} FIG. 13 is a schematic view of an example computing device that may be used
to implement the systems and methods described herein.

10030} Like reference symbols in the various drawings indicate like elements.

DETAILED DESCRIPTION
10631} A virtual private cloud (VPC) ts an on-demand configurable pool of shared
computing resources allocated within a public cloud environment to provide isolation tor
a user from other cloud users. This isolation may occur through allocation of private
Internet Protocol (IP} subnets and/or virtual communication constructs. The VPC may
execute one or more virtual machines (VMs) which may communication with the user’s

on-premises network or other remote resources via a virtual private network (VPN) to
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ensure secure access to the VPC environment. Because some VPC environments are
very complex with a very large scale (i.e., include a number of VMs, network gateways,
load balancers, etc ), significant network configuration is often necessary to operate and
maintain the VPC network.

10632} Implementations herein are directed toward a cloud reachability analyzer that
allows a user to specity a packet header with a plurality of fields {e g, source and
destination address, protocol, source and destination ports, etc.} and simulate at least one
expected forwarding path for the data packet (using the packet header) through the VPC
network, peering VPC networks, VPN tunnels, and/or to the user’s on-premises network.,
The cloud reachability analyzer provides configuration information for each simulated
path that includes, for example, route and firewall rules. As opposed to actually verifying
the state of the forwarding path (i.e., by actually transmitting the data packet), the cloud
reachability analyzer instead performs analysis based on active configurations of the VPC
network. This may be referred to as “intent-based” packet tracing.

16633} That 1s, the cloud reachability analyzer provides configuration-based static
analysis of network reachability within a VPC or between a VPC and non-VPC networks
{e.g., on-premises networks). The user may specify one or more parameters of a packet
header and the cloud reachability analyzer generates and simulates packet forwarding
paths. The cloud reachability analyzer provides, for each step of each simulated path, the
matching configuration (e.g., firewall rule, route, etc.}. Thus, the cloud reachability
analyzer allows the user to verify intended reachability with their network configuration
and helps to discover inconsistent, obsolete, or misconfigured configurations.
Additionally, the cloud reachability analyzer validates and detects errors from new
configuration changes and analyzes network connectivity impact by proposed
configuration changes.

16034} Referring to FIG. 1, in some implementations, an example system 100
includes a user device 10 associated with a respective user 12 and in communication with
a remote system 140 via a network 60 {e.g., the lnternet) and an on-premises network 70
(i.e, the local network that the user device 10 uses to connect to the network 60). The
on-premises network 70 include a network gateway 72 (e.g., a router) that serves as the

forwarding host for the on-premises network 70. The user device 10 may correspond to
7
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any computing device, such as a desktop workstation, a laptop workstation, or a mobile
device (i.e,, a smart phone). The user device 10 inclhudes computing resources 18 (e.g.,
data processing hardware) and/or storage resources 16 {e.g., memory hardware).

{6035} The remote system 140 may be a single computer, multiple computers, or a
distributed system (e.g., a cloud environment) having scalable / elastic resources 142
including computing resources 144 {e.g., data processing hardware) and/or storage
resources 146 {e.g., memory hardware). A data store (i.e., a remote storage device) may
be overlain on the storage resources 146 to allow scalable use of the storage resources
146 by one or more of the client or computing resources 144, The remote system 140 13
configured to implement and execute one or more virtual machines (VMs}) 250, 250a-n.
One or more of the VMs execute securely in a virtual private cloud (VPC) environment
or VPC network 148 associated with or operated by the user 12, The VPC network 148
may include a variety of other network elements, such as load balancers, gateways, front
ends, and back ends.

100636} In the example shown in FIG. 2, the distributed system 140 includes a
collection 210 of resources 110 {e.g., hardware resources 110h), a virtual machine
monitor {VMM) 220, a VM layer 240 executing one or more of the VMs 250, and an
application layer 260. Each hardware resource 110h may include one or more physical
central processing units (pCPU} 144 (“phystcal processor 1447 and memory hardware
146. While each hardware resource 110h is shown having a single physical processor
144, any hardware resource 110h may include multiple physical processors 144. An
operating system 212 may execute on the collection 210 of resources 110

10637} In some examples, the VMM 220 corresponds to a hypervisor 220 (e.g., a
Compute Engine} that includes at least one of software, firmware, or hardware configured
to create and execute the VMs 250, A computer (1.e., data processing hardware 144)
associated with the VMM 220 that executes the one or more YMs 250 may be reterred to
as a host machine, while each VM 250 may be referred to as a guest machine. Here, the
VMM 220 or hypervisor is configured to provide each VM 250 a corresponding guest
operating system (0S8} 212g having a virtual operating platform and manage execution of
the corresponding guest OS 212g on the VM 250, As used herein, each VM 250 may be

referred to as an “instance” or @ “VM instance”. In some examples, multiple instances of
8
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a variety of operating systems may share virtualized resources. For instance, a first VM
250 of the Linux® operating system, a second VM 250 of the Windows® operating
system, and a third VM 250 of the OS X® operating system may all run on a single
physical x86 machine.

10638} The VM layer 240 includes one or more virtual machines 250. The
distributed system 140 enables the user 12 to launch VMs 250 on demand. A VM 250
emulates a real computer systern and operates based on the computer architecture and
functions of the real computer system or a hypothetical computer system, which may
involve specialized hardware, software, or a combination thereot. In some examples, the
distributed system 140 authorizes and authenticates the user 12 before launching the one
or more VMs 250, An instance of software, or simply an instance, refers to a VM 250
hosted on (executing on) the data processing hardware 144 of the distributed system 140,
10639} Each VM 250 may include one or more virtual central processing units
(vCPUs) 252 (“virtual processor”). In the example shown, a first virtual machine 250a
includes a first set 252a of one or more virtual processors 252 and a second virtual
machine 250b includes a second set 252b of one or more virtual processors 252, While
the second set 252b is shown as only including one virtual processor 252, any number of
virtual processors 252 is possible. Each virtual processor 252 emulates one or more
physical processors 144, For example, the first set 252a of the one or more virtual
processors 252 emulates a first set 113a of one or more physical processors 144, and the
second set 252b of the one or more virtual processors 252 emulates a second set 113b of
one or more physical processors 144. The application layer 260 includes software
resources 110s, 110sa, 110sb (software applications) that meay execute on the virtual
machine(s) 250.

10040} Typically, each instance of software {e.g., a virtual machine 250} includes at
least one virtual storage device 262 that provides volatile and non-volatile storage
capacity for the service on the physical memory hardware 146. For instance, the storage
capacity on the physical memory hardware 146 can include persistent disks (P2} that
store data for the user 12 across several physical disks (e.g., memory regions 116 (FIG.
13} of the memory hardware 146 or random access memory (RAM) to provide volatile

memory. More specifically, each virtual storage device 262 of a corresponding VM 250
9
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moves data in sequences of bytes or bits (blocks) to an associated physical block storage
volume V on the memory hardware 146 to provide non-volatile storage. Accordingly, a
virtual storage device 262 of a corresponding VM instance 250 provides a storage
capacity that maps to corresponding physical block storage volumes V on the memory
hardware 146. In some examples, the virtual storage devices 262 support random access
to the data on the memory hardware 146 and generally use butfered I/O. Examples
include hard disks, CB-ROM drives, and flash drives. Similarly, portions of volatile
memory {e.g., RAM) of physical memory hardware 146 may be divided across the virtual
storage devices 262,

10041} Within the guest operating system 212g resides a guest kernel 214g. A kernel
is a computer program that 1s the core of the operating system with full access and control
over the OS. That is, the kernel is an intermediary between applications 110s and the
hardware resources 110h of the host machine. Most modern computing systems
segregate virtual memory into protected kernel space and user space 216g. The kernel
typically remains in volatile memory within the protected kernel space and is isolated
from user space 216g. To increase safety and relability, applications 110s and other
software services typically execute in the guest user space 2106g and lack the privileges
necessary to interact with the protected kernel space.

100642} Referring back to FIG. 1, the remote system 140 executes a cloud reachability
analyzer 150 for analyzing one or more network forwarding paths 80, 80a—n between or
within the VPC network 148 and/or the on-premises network 70 to determine a
reachability status 172 and/or network configuration information 162 regarding each
network forwarding path 80,

10043} The cloud reachability analyzer 150 receives a reachability query 20 from the
user device 10 requesting the reachability status 172 of a target. The target may include
the on-premises network gateway 72, one or more VMs 250, firewall rules, and/or other
components of the VCP network 148 such as a load balancer (FIG. 11}). When the target
ts a firewall rule, the reachability status 172 depends on whether there exists a packet that
can be delivered to the VPC network 148 and hit a specific rule in the configuration. The
reachability query 20 includes a packet header 22 (e.g., an Internet Protocol (IP) version

4 (IPv4} or IP version ¢ (IPv6) packet header) associated with a data packet 24. 1n some
10
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examples, the reachability query 20 includes the data packet 24 and the associated packet
header 22, while in other examples, the cloud reachability analyzer 150 receives the
packet header 22 and generates a corresponding data packet 24, The packet header 22
includes a plurality of data packet parameters 25, 25a—n. For example, the packet header
22 includes a source Internet Protocol (IP) address 25a and a destination [P address 25b.
Optionally, the packet header 22 includes other parameters 25 such as a protocol type
25¢, a source port 25d, and/or a destination port 25¢.

6044} The cloud reachability analyzer 150 includes a path generator 160 that
receives or obtains the data packet 24 with the associated packet header 22. The path
generator 160 generates one or more simudated forwarding paths 80 (herein also referred
to as traces) for the data packet 24 based on the packet header 22 using a data plane
model 164. Each simulated forwarding path 80 includes corresponding network
configuration information 162. The data plane model 164 obtains the network
configuration information 162 from network componeunts of the VPC network 148 and
includes, for example, ports/interfaces for directing the data packet 24 within the VPC
network 148, ports/interfaces for directing the data packet 24 between ditferent VPC
networks 148, ports/interfaces for directing the data packet 24 between the VPC network
148 and a non-VPC network {e.g , the on-premises network 70), firewall rules applied to
the data packet 24 at each step along the corresponding simulated forwarding path 30,
and/or a network configuration associated with each step along the corresponding
sumulated forwarding path 80, Asused herein, each step along the simulated forwarding
path 80 refers an intermediate devices (e.g., gateways, load balancers, etc.) between the
source instance and destination instance.

10045} The data plane model 164, in some implementations, is an idealized data plane
model that models the network 148 data plane by deriving instances from vetwork
configuration information 162. In some examples, the network configuration information
162 1s stored in a project configuration associated with the VPC network 148, The data
plane model 164 analvzes the derived instances to determine and verify reachability
properties. That is, the data plane model 164 abstracts relevant network configurations
for reachability analysis. The network configuration information 162 may include VPC

network configuration information, network services information {(e.g., load balances),
11
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hybrid cloud configurations, VM configurations, and/or platform configurations {e.g., a
plattorm for containerized applications).

6046} The simulated forwarding paths 80 represents the data packet’s 24 forwarding
path within the VPC network 148 and/or between the VPC network 148 and the on-
premises network 70. For example, one simulated forwarding path 80 represents the
forwarding path from a first instance (e.g., VM 250a) to a second instance {e.g., VM
250b) both executing in the same VPC vetwork 148, Optionally, the source of the data
packet for one simulated forwarding path 80 is an instance (e.g., a VM 250) executing in
a first network that is a VPC network 148 and the destination 1s a second instance {e.g., a
different VM 250} executing in a second network that is a different VPC network 148
than the first network.

(6047} In another example, one simulated forwarding path 80 represents the
forwarding path 80 from one VM 250 to an external network (e.g., the Internet 60} That
is, the source (i.e., the source IP address 25a) of the data packet 24 includes a first
instance executing in a first network (e.g., a VM 250 in the VPC network 148) and the
destination {(i.¢., the destination IP address 25b) of the data packet 24 includes a second
instance executing in a second network {(e.g, the on-premises network 70) different than
the first network. In yet other examples, the simulated forwarding path 80 represents a
VM 250 to a load balancer 1110 (FIG. 11) and/or a VM 250 to the network gateway 72
of the on-premises network 70 (e.g., via a virtual private network (VPN) tunnel). Each of
these examples may also be reversed 1n direction. That is, one of the simulated
forwarding path 80 may include the Internet 60 to a VM 250 or load balancer 1110 and/or
the on-premises network gateway 72 to a VM 250, The user device 10 may be
configured to send the data packet 24 from a remote network {e.g., the on-premises
network 70} using locally advertised routes. That 13, because the cloud reachability
analyzer 150 may not have access to the network configuration information 162 of the
on-premises network 70, the cloud reachability analyzer 150 may not validate if the
correct route and firewall rules are configured for data packets 24 that originate from the
on-premises network 70. However, the cloud reachability analyzer 150 may validate
whether the configuration from the VPC network 148 will allow the data packet 24 to be

delivered to the intended destination. The most critical configuration validated by the
12
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cloud reachability analyzer 150 includes the advertised routes and the ingress firewall
rules.

[6048] As another example, the source of the data packet 24 is located in an external
network {(e.g., the on-premises network 70) and the destination of the data packet 24
includes a global HTTPS load balancer 1110 executing in the VPC network 148, The
global HTTPS load balancer 1110 may be configured to route the data packet 24 to one
of multiple different backend VMs 250 (FIG. 11}, The path generator 160 may generate
a corresponding simulated forwarding path 80 from the global HTTPS load balancer to
each one of the multiple different backend VMs 250.

10049} The exemplary paths 80 discussed herein are illustrative only and not tntended
to be limiting. That is, the cloud reachability analyzer 150 may analyze or simulate other
forwarding paths 80 as well. For example, the cloud reachability analyzer 150 may
receive or obtain network configuration information 162 (e g., from the user 12} for other
networks {e.g., the on-prerises network 70 or peering VPC networks) and include the
simulated paths 80 through these networks. Put another way, the cloud reachability
analyzer 150 may analyze forwarding paths 80 through any network and associated
network components (e.g., gateways, load balancers, frontends, backends, etc.) that the
cloud reachability analyzer 150 obtains network configuration information 162 for. In
some examples, the cloud reachability analyzer 150 stops analysis at a point when
network configuration information 162 is no longer available {(e.g., at the on-premises
gateway 72}.

10650} The path generator 160 passes the paths 80 and corresponding network
configuration information 162 to a path analyzer 170 that determines the reachability
status 172 of the target of the reachability query 20 based on the one or more simulated
forwarding paths 80. The path analyzer 170, in some examples, executes network
reachability analysis on each of the one or more simulated forwarding paths 80 based on
the corresponding network configuration information 162, The path analyzer 170 may
execute the network reachability analysis in at feast one of an on-demand mode, a
continuous mode, a pre-submit mode, or a post-submit mode. For example, the
reachability query 20 may indicate a request for a single stmulation or for continuous

simulations until the user device 10 directs the cloud reachability analyzer 150 to stop (or
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some other threshold is met, e.g., an amount of time has passed}. In some
implementations, the path analyzer 170 determines a tinal state of reachability 172 (also
referred to herein as the reachability status 172) for the data packet 24 along the
corresponding simulated forwarding path 80 by discovering one or more
misconfigurations along the corresponding simulated forwarding path 80 or discovering
inconsistent or obsolete configurations along the corresponding simulated forwarding
path 80.

{6051} The cloud reachability analyzer 150 provides the determined reachability
status 172 and the one or more simulated forwarding paths 80 to the user device 10
associated with the reachability guery 20. As discussed in more detail below, the one or
more simulated forwarding paths 80, when received by the user device 10, cause the user
device 10 to present the network configuration information 162 for each sumulated
forwarding path 80 to the user 12.

10652} Referring now to FIG. 34, in some implementations, the path analyzer 170
includes a network abstract state machine (INAM} 400 for generating the one or more
simulated forwarding paths 80, The NAM 400 may be an idealized model for how the
VPC network 148 processes data packets. In some examples, the NAM 400 is an
abstraction and thus, 1s independent of the actual implementation of the VPC network
148. Optionally, the NAM 400 determines the final state of reachability 172 of the data
packet 24, which includes any one of: a delivered state 174a indicating that the data
packet 24 will be delivered to the destination, a forwarded state 174b indicating that the
data packet 24 will be forwarded to another network having an unknown configuration, a
dropped state 174¢ indicating that the data packet 24 will be dropped due to a
configuration checkpoint fatlure or @ missing configuration, or an aborted state 1744d
indicating the network reachability analysis is not possible due missing critical
configurations. The NAM 400 may be non-deterministic in that a state may have
multiple successor states. For example, when several routes with the same IP masks and
priorities apply to a data packet, a route is chosen among them based on an unspecified
hashing function. Although this is a deterministic process in principle, it is better
modeled by choosing one of the routes non-deterministically, as the hash function is an

internal implementation that is subject to change.
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160653} Referring now to FIG. 3B, the cloud reachability analyzer 150 provides the
determined reachability status 172 of each simulated forwarding path 80 to the user
device 10. This causes the user device to present the network configuration information
162 for each simulated forwarding path 80 to the user 12, For example, a report 300 may
indicate to the user 12 details regarding the generated data packet 24 (¢ g., the packet
header 22). The report 300 may indicate information related to each step 310, 310a-n or
hop along the trace or simulated forwarding path 80. In the example shown, the data
packet 24 departed from the source instance at step 310a {(i.e., step 0}, applied egress
firewall rules at step 310b (i.e, step 1), routed the data packet at step 310¢ (i.e., step 2),
arrtved at the destination instance at step 310d (i.e., step 3}, applied ingress firewall rules
at step 310e (i.e, step 4), and delivered to the destination instance at step 310f (i.e, step
5). Each of these steps 310 include the relevant network configuration information 162.
[0054] The report 300 may indicate a reason or rationale for the determined
reachability status 172 of each simulated forwarding path 80 (e g., packet dropped
because denied by firewall rule} to help troubleshoot and/or detect network connectivity
caused by inconsistent configurations and invalid configurations or to validate new or
changed configurations. In some examples, the cloud reachability analyzer 150 provides
configuration change impact analysis. Each of the simulated forwarding paths 80 may be
presented as part of a graphical user interface (GUI} on the user device as part of an
application (e.g., a web browser). While the example shown provides details regarding
only a single forwarding path 80 (i.e, trace 1), each forwarding path 80 simulated may be
provided (i e., multiple traces). In some examples, the report 300 includes a summary
section 320 that indicates the determined reachability status 172 of the data packet 24.
10055} Referring now to FIG. 4, the NAM 400, in some implementations, includes an
egress check 410, an ingress check 420, and a path specific check 430, The egress check
410, in some examples, includes an egress firewall check 412 and a match route 414.

The egress firewall check finds (e.g., within the network configuration information 162)
the matching egress firewall rule. The egress firewall rules are the firewall rules applied
to the source instance {e.g., a VM 250). The match route 414 may find and apply the
appropriate route for the simulated forwarding path 80, The match route 414 may also

determine, when the source instance is a VM 250, whether there is a matching route for
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the destination IP address 25b. When there is no matching route, the NAM 400 may
match the route with a detault route with the next hop as the Internet gateway. The
ingress firewall check 422, like the egress firewall check 412, finds and applies the
matching ingress firewall rule (i.e., the firewall rules applied to the destination instance).
10656} The path specific check 430 is based on the type of simulated forwarding path
80 the NAM 400 is evaluating. That is, the path specific check 430 depends on the
source instance and destination instance of the simulated forwarding path 80 For
example, when the destination instance is a VPN gateway 432 via VPN tunnel 434,
specific states (FIG. 7) are included in the evaluation by the NAM 400, Likewise, when
the destination instance is a load balancer with a forwarding rule 436, different states
(FIGS. 6 and 8) are evaluated. When the destination instance 1s a peering network
gateway 438, yet other states are evaluated in the state machine of the NAM 400,

{0687} FIGS. 5-9 illustrate exemplary state machines 500, 600, 700, 800, 900 that
represent the NAM 400 when analyzing different simulated forwarding paths 80 for the
data packet 24. For example, FIG. 5 illustrates the state machine 500 for the NAM 400
when analyzing a simulated forwarding path 80 between a first VM 250 and a second
YM 250 or a first VM 250 to the Internet 60. The state machine 500 begins at the
instance state 510 which corresponds to the source VM 250. From there, the state
machine 500 transitions to the abort state 512 (when analysis cannot proceed due to, for
example, missing network configuration information 162), to an apply egress firewall
rule 514, or a spoofing check 518 state when the VM 250 1s allowed to send/recetve data
packets with foreign s, The data packet 24 may be dropped at the drop state 516 due to
a network configuration check fail or for ruissing network configuration information 162.
The appropriate route is found and applied at state 520 and the data packet 24 may arrive
at a VM instance at state 522, be forwarded to another network whose configuration 13
unknown (hence analysis stops} at state 528, have the packet header 22 modified duesto a
network address translation (NAT) at state 526, or apply ingress firewall rules at state
524. At state 530, the data packet 24 is delivered to the destination specified in the
packet header 22.

0058} Referring now to FIG. 6, the state machine 600 represents the NAM 400 when

analyzing a simulated forwarding path 80 between a VM 250 and a load balancer 1110
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(FIG. 11). The state machine 600 begins at the instance state 610 which corresponds to
the source VM 250, From there, the state machine 600 transitions to the abort state 612
{when analysis cannot proceed due to, for example, missing network configuration
information 162), to an apply egress firewall rule 614, or a spoofing check 618 state
when the VM 250 is allowed to send/recetve data packets with foreign IPs. The data
packet 24 may be dropped at the drop state 616 due to a network configuration check fail
or for missing network configuration information 162. The appropriate route 1s found
and applied at state 620 and be forwarded to another network whose configuration is
unknown (hence analysis stops) at state 622, At state 624, the NAM 400 applies the
appropriate forwarding rule, and at state 626 arrives at an internal or external load
balancer 1110, From there, the data packet 24 may be forwarded to one or more
backends 628, 628a-n and the data packet is either dropped at state 630 or delivered at
state 632.

10659} Referring now to FIG. 7, the state machine 700 represents the NAM 400 when
analyzing a simulated forwarding path 80 between a VM 250 and the on-premises
network 70 through a VPN. The state rachine 700 begins at the instance state 710 which
corresponds to the source VM 250, From there, the state machine 600 transitions to the
abort state 712 (when analysis cannot proceed due to, for example, missing network
configuration information 162), to an apply egress firewall rule 714, or a spoofing check
718 state when the VM 250 1s allowed to send/receive data packets with foreign IPs. The
data packet 24 may be dropped at the drop state 716 due to a network configuration check
fail or for missing network configuration information 162. The appropriate route 1s found
and applied at state 720 and be forwarded to another network whose configuration i3
unknown (hence analysis stops) at state 722 and subsequently forwarded to one or more
on-premises backends 728, 728a—n. At state 724, the data packet 24 arrives at the local
side of the VPN tunnel and at state 726 the data packet 24 arrives at the VPN gateway
and may be forwarded on to one or more VCP backends 623.

18060} Referring now to FIG. §, the state machine 800 represents the NAM 400 when
analyzing a simulated forwarding path 80 between the Internet 60 and a VM 250 or the
Internet 00 and a load balancer 1110, The state machine 800 begins at the Internet state

810 for a data packet 24 originating from the Internet 60. From there, the state machine
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800 may proceed to state 816 when the data packet 24 is dropped due to a network
configuration check fail or for missing network configuration information 162, The state
machine 800 may also proceed to state 812 and have the packet header 22 modified due
to a NAT. From the NAT state 812, the data packet 24 arrives at the VM instance at 818
and is etther dropped at state 820 or delivered at state 822. The state machine 800 may
also proceed to state 814, when the destination is a load balancer 1110, and apply the
appropriate forwarding rule. From there, the state machine 800 proceeds to state 824
where the data packet 24 arrives at the external load balancer. Next, the state machine
800 transitions to the proxy connection state 826 when the previous connection is proxied
to a new connection, and the NAM 400 generates a new data packet 24 for subsequent
traces or simulations. Otherwise, the state machine 800 simulates forwarding the data
packet 24 1o one or more backends 628 where the data packet ts dropped at state 828 or
delivered at state 830,

10661} Referring now to FIG. 9, the state machine 900 represents the NAM 400 when
analyzing a simulated forwarding path 80 between the on-premises network 70 (e.g., a
VM located within the on~-premises network 70) to a VCP VM 250. Here, the state
machine 900 beings at state 910 with the data packet 24 originating from a private
network {(e.g., the on-premises network 70). From there, the state machine 900
transitions to state 912 and applies the appropriate route. The state machine 900 next
either drops the packet at state 914 due to a network configuration check fail or for
missing network configuration information 162 or processed to arrive at the instance at
state 916. From there, the NAM 400 applies the ingress firewall rules at state 918 and
delivers the data packet at state 920

0062} In some examples, the cloud reachability analyzer 150 simulates a forwarding
path 80 by reverse tracking routes advertised by the VPC network 148 to the on-premises
network 70. While the cloud reachability analyzer 150 typically does not have access to
the on-premises network configuration, the cloud reachability analyzer 150 does have
access to configurations of static and dysamic routes through, for example, a VPN to the
on-premises network 70. Thus, the cloud reachability analyzer may simulate the VPC
network 148 routes that the on-premises network 70 should have configured or received

for dynamic routes. When a data packet 24 is sources from the on-premises network
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ranges (derived from the VPN related routes), then the cloud reachability analyzer 150
may apply the “inferred” routes on the packet.

[6063] Referring now to FIGS. 10A and 108, tables 1000a, 1000b illustrate the
potential final reachability states 172 for the data packet (i.e., dropped 174a, forwarded
174b, delivered 174¢, or aborted 174d) in the NAM 400, the previous state of the NAM
400 from the final state (FIGS. 5-9), and the associated cause for the final state. That is,
tables 1000a, 1000b provides exemplary causes for transitioning to final states 174a—d o
the state machines 500, 600, 700, 800, 900.

100664} Referring now to FIG. 11, an exemplary forwarding path 80c¢ begins at an
external host {(e.g., the user device 10}, passes, via the Internet 60, to a load balancer 1110
within the VPC network 148, The load balancer 1110 forwards data packets to a front
end server 1020 which distributes data packets to one or more backends or VMs 250,
The forwarding path 80c¢ in this scenario is more complicated than typical network level
load balancers. In this example, the cloud reachability analyzer 150 traces the data
packet 24 from the external host (e.g., the user device 10) to the load balancer 1110 (e.g,,
a global HTTPS load balancer). In some examples, the load balancer 15 a proxy load
balancer and thus the TCP connection is terminated at the front end server 1020 and the
tfront end server 1020 mitiates a new TCP connection with one or more backend VMs
250. The cloud reachability analyzer stimulates this behavior using the NAM 400. While
in the actual data plane, the load balancing algorithm may choose a VM for each
connection, the cloud reachability analyzer 150 may be a static configuration analysis
tool that does not predict the data plane path, but instead identifies any configuration
tssues to provide the user with additional visibility into expected behavior. Thus, o this
case, the cloud reachability analyzer 150 provides a trace for each possible path (e g, a
first trace to VM 250a, a second trace to VM 250b, and a third trace to VM 250b).

[8065] FIG. 12 is a flowchart of an exemplary arrangement of operations for a
method 1200 of performing cloud network reachability analysis. The method 1200
includes, at operation 1202, receiving, at data processing hardware 144, a reachability
query 20 requesting a reachability status 172 of a target 70, 250, 1110. The reachability

query 20 includes a packet header 22 associated with a data packet 24 that includes a
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source IP address 253 associated a source of the data packet 24 and a destination IP
address 25b associated with a destination of the data packet 24.

[6066] At operation 1204, the method 1200 includes generating, by the data
processing hardware 144, one or more simulated forwarding paths 80 for the data packet
24 based on the packet header 22 using a data plane model 164, Each of the simulated
forwarding paths 80 include corresponding network configuration information 162, At
operation 1206, the method 1200 includes determining, by the data processing hardware
144, the reachability status 172 of the target 70, 250, 1110 based on the one or more
sinulated torwarding paths 80. The method 1200, at operation 1208, includes providing,
by the data processing hardware 144, the determined reachability status 172 and the one
or more simulated forwarding paths 80 to a user device 10 associated with the
reachability query 20. The one or more simulated forwarding paths 80, when received by
the user device 10, cause the user device 10 to present the network configuration
information 162 for each simulated forwarding path 80,

10067} FIG. 13 is schematic view of an example computing device 1300 that may be
used to implement the systems and methods described in this document. The computing
device 1300 is intended to represent various forms of digital computers, such as laptops,
desktops, workstations, personal digital assistants, servers, blade servers, mainframes,
and other appropriate computers. The components shown here, thetr connections and
relationships, and their functions, are meant to be exemplary only, and are not meant to
Himit implementations of the inventions described and/or claimed tn this document.
0068} The computing device 1300 includes a processor 1310, memory 1320, a
storage device 1330, a high-speed interface/controtler 1340 connecting to the memory
1320 and high-speed expansion ports 1350, and a low speed interface/controtier 1360
connecting to a low speed bus 1370 and a storage device 1330. Each of the compounents
1310, 1320, 1330, 1340, 1350, and 1360, are interconnected using various busses, and
may be mounted on a common motherboard or in other manners as appropriate. The
processor 1310 can process instructions for execution within the computing device 1300,
including instructions stored in the memory 1320 or on the storage device 1330 to display
graphical information for a graphical user interface (GUI) on an external input/output

device, such as display 1380 coupled to high speed interface 1340, In other
20



10

20

28

30

WO 2020/206361 PCT/US2020/026729

implementations, multiple processors and/or multiple buses may be used, as appropriate,
along with multiple memories and types of memory. Also, multiple computing devices
1300 may be connected, with each device providing portions of the necessary operations
{e.g., as a server bank, a group of blade servers, or a multi-processor system).

10669 The memory 1320 stores information non-transitorily within the computing
device 1300, The memory 1320 may be a computer-readable medium, a volatile memory
unit(s), or non-volatile memory unit{s). The non-transitory memory 1320 may be
physical devices used to store programs {e.g., sequences of instructions) or data {e.g.,
program state information) on a temporary or permanent basis for use by the computing
device 1300. Examples of non-volatile memory include, but are not limited to, flash
mermory and read-only memory (ROM)} / programmable read-only memory (PROM) /
erasable programmable read-only memory (EPROM) / electronically erasable
programmable read-only memory (EEPROM) (e.g., typically used for firmware, such as
boot programs). Examples of volatile memory include, but are not limited to, random
access memory {(RAM), dynamic random access memory (BRAM), static random access
memory {SRAM), phase change memory (PCM) as well as disks or tapes.

6070} The storage device 1330 is capable of providing mass storage for the
computing device 1300, In some implementations, the storage device 133015 a
computer-readable medium. In various different implementations, the storage device
1330 may be a floppy disk device, a hard disk device, an optical disk device, or a tape
device, a flash memory or other similar solid state memory device, or an array of devices,
including devices in a storage area network or other configurations. In additional
implersentations, a computer program product is tangibly emabodied in an information
carrier. The computer program product contains instructions that, when executed,
perform one or more methods, such as those described above. The information cartier 18
a computer- or machine-readable medium, such as the memory 1320, the storage device
1330, or memory on processor 1310

10071} The high speed controller 1340 manages bandwidth-intensive operations for
the computing device 1300, while the low speed controller 1360 manages lower
bandwidth-intensive operations. Such allocation of duties is exemplary only. In some

implementations, the high-speed controller 1340 is coupled to the memory 1320, the
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display 1380 {e.g., through a graphics processor or accelerator), and to the high-speed
expansion ports 1350, which may accept various expansion cards (not shown). In some
implementations, the low-speed coniroller 1360 is coupled to the storage device 1330 and
a low-speed expansion port 1390, The low-speed expansion port 1390, which may
include various communication ports (e.g., USB, Bluetooth, Ethernet, wireless Ethernet),
may be coupled to one or more input/output devices, such as a keyboard, a pointing
device, a scanner, or a networking device such as a switch or router, e.g., through a
network adapter.

16072} The computing device 1300 may be implemented in a number of different
forms, as shown in the figure. For example, it may be implemented as a standard server
1300a or multiple times in a group of such servers 1300a, as a laptop computer 1300b, or
as part of a rack server system 1300c¢.

16673} Various implementations of the systems and techniques described herein can
be realized in digital electronic and/or optical circuitry, integrated circuitry, specially
designed ASICs (application specific integrated circuits), computer hardware, firmware,
software, and/or combinations thereof. These various implementations can include
implementation in one or more computer programs that are executable and/or
interpretable on a programmable system including at least one programmable processor,
which may be special or general purpose, coupled to receive data and instructions from,
and to transmit data and instructions to, a storage system, at least one input device, and at
least one output device.

10674} A software application {(i.e, a software resource) may refer to computer
software that causes a computing device to perform a task. In some examples, a software
application may be referred to as an “application,” an “app,” or a “program.” Example
applications include, but are not limited to, system diagnostic applications, system
management applications, system maintenance applications, word processing
applications, spreadsheet applications, messaging applications, media streaming
applications, social networking applications, and gaming applications.

10075} These computer programs {(also known as programs, software, software
applications or code) include machine instructions for a programmable processor, and can

be implemented in a high-level procedural and/or object-oriented programming language,
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and/or in assembly/machine language. As used herein, the terms “machine-readable
medium” and “computer-readable medium” refer to any computer program product, non-
transitory computer readable medium, apparatus and/or device {e.g., magnetic discs,
optical disks, memory, Prograramable Logic Devices (PLDs)) used to provide machine
instructions and/or data to a programmable processor, including a machine-readable
medium that receives machine instructions as a machine-readable signal. The term
“machine-readable signal” refers to any signal used to provide machine instructions
and/or data to a programmable processor.

108676} The processes and logic flows described in this specification can be performed
by one or more programmable processors, also referred to as data processing hardware,
executing one or more computer programs to perform functions by operating on input
data and generating output. The processes and logic flows can also be performed by
special purpose logic circuitry, e.g., an FPGA (field programmable gate array) or an
ASIC (application specific integrated circuit). Processors suitable for the execution of a
computer program include, by way of example, both general and special purpose
microprocessors, and any one or more processors of any kind of digital computer.
Generally, a processor will receive instructions and data from a read only memory or a
random access memory or both, The essential elements of a computer are a processor for
performing instructions and one or more memory devices for storing instructions and
data. Generally, a computer will also include, or be operatively coupled to receive data
from or transfer data to, or both, one or more mass storage devices for storing data, e.g.,
magnetic, magneto optical disks, or optical disks. However, a computer need not have
such devices. Computer readable media suitable for storing computer program
instructions and data include all forms of non-volatile memory, media and memory
devices, including by way of example semiconductor memory devices, e.g., EPROM,
EEPROM, and flash memory devices; magnetic disks, e.g., internal hard disks or
removable disks; magneto optical disks; and CD ROM and DVD-ROM disks. The
processor and the memory can be supplemented by, or incorporated tn, special purpose
logic circuitry.

{6677} To provide for interaction with a user, one or more aspects of the disclosure

can be implemented on a computer having a display device, e.g., a CRT (cathode ray
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tube), LCD (hiquid crystal display) monitor, or touch screen for displaying information to
the user and optionally a keyboard and a pointing device, e.g., a mouse or a trackball, by
which the user can provide input to the computer. Other kinds of devices can be used to
provide interaction with a user as well; for example, feedback provided to the user can be
any form of sensory feedback, e.g., visual feedback, auditory feedback, or tactile
feedback; and input from the user can be received in any form, including acoustic,
speech, or tactite input. In addition, a computer can interact with a user by sending
documents to and receiving documents from a device that is used by the user; for
example, by sending web pages to a web browser on a user's client device 1n response to
requests received from the web browser.

10078} A number of implementations have been described. Nevertheless, it will be
understood that various modifications may be made without departing from the spirit and
scope of the disclosure. Accordingly, other implementations are within the scope of the

following claims.
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WHAT IS CLAIMED IS:
1. A method (1200} of cloud network reachability analysis, the method (1200}
comprising;

receiving, at data processing hardware (144), a reachability query {(20) requesting
a reachability status (172) of a target (70, 250, 1110}, the reachability query (20}
comprising a packet header (22) associated with a data packet (24), the packet header
{22 comprising’

a source internet protocol (IP) address (25a) assoctated a source of the data
packet (24); and
a destination 1P address (25b) associated with a destination of the data

packet (24);

generating, by the data processing hardware (144}, using a data plane model
{164), one or more simulated forwarding paths {80} for the data packet (24) based on the
packet header (22), each simulated forwarding path (80) compnsing corresponding
network configuration information (162},

determining, by the data processing hardware (144}, the reachability status (172)
of the target (70, 250, 1110} based on the one or more simulated forwarding paths (80);
and

providing, by the data processing hardware (144), the determined reachability
status (172} and the one or more simulated forwarding paths (80) to a user device (10)
associated with the reachability query {20}, the one or more simulated forwarding paths
(80) when received by the user device (10) causing the user device (10} to present the

network configuration information (162) for each simulated forwarding path (80).

2. The method (1200) of claim 1, wherein determining the reachability status (172)
of the one or more simulated forwarding paths (80) comprises using a network abstract

state machine (400).

3. The method (1200} of claim 1 or 2, wherein the user device (10) is configured to

send the data packet (24) from a remote network using locally advertised routes.
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4. The method (1200) of any of claims 1-3, wherein the network configuration
information (162) comprises at least one of the following:

ports/interfaces for directing the data packet (24) within a virtual private cloud
(VPC) network (148);

ports/interfaces for directing the data packet (24) between VPC networks (148);

ports/interfaces for directing the data packet (24} between a VPC network (148)
and a non~-VPC network (70},

firewall rules applied to the data packet (24} at each step along the corresponding
sirnulated torwarding path (80); or

a network configuration associated with each step along the corresponding

simulated forwarding path (80}

5. The method (1200) of any of claims 14, further comprising executing, by the
data processing hardware (144), network reachability analysis on each of the one or more
simulated forwarding paths (80) based on the corresponding network configuration

information (162).

6. The method (1200) of claim 5, wherein the network reachability analysis is
configured to at least one of

determine a final state of reachability for the data packet (24) along the
corresponding simulated forwarding path (80);

discover one or more misconfigurations along the corresponding simulated
forwarding path (80); or

discover inconsistent or gbsolete configurations along the corresponding

simulated forwarding path (30).

7. The method (1200) of claim 6, wherein the final state of reachability comprises
any one of:
a delivered state (174a) indicating that the data packet (24) will be delivered to the

destination,
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a forwarded state (174b} indicating that the data packet (24) will be forwarded to
another network having an unknown configuration;

a dropped state {174c) indicating that the data packet (24) will be dropped due to
a configuration checkpoint fatlure or a nussing configuration; or

an aborted state (174d) indicating the network reachability analysis is not possible

due missing critical configurations.

8. The method (1200) of any of claims 57, wherein executing the network
reachability analysis comprises executing the network reachability analysis in at least one

of an on-demand mode, a continuous mode, a pre-submit mode, or a post-submit mode.

9. The method (1200) of any of claims 1-8, wherein the packet header (22) further
COmprises:

a protocol {25¢) associated with the data packet (24);

a source port {25d) associated with the data packet (24}); and

a destination port (25¢) associated with the data packet (24).

10, The method (1200} of any of claims 1-9, wherein the source of the data packet
{24) comprises a first instance executing in a first network and the destination of the data
packet (24) comprises a second instance executing in a second network different than the

first network.

11, The method {1200} of claim 10, wherein the first network comprises a virtual
private cloud (VPC) network (148) and the second network comprises an on-premises

network {70).

12, The method (1200} of claim 10, wherein the first network and the second network

comprise respective virfual private cloud (VPC) networks (148).

13, The method (1200) of any of claims 112, wherein the source of the data packet

{24} comprises a first instance and the destination of the data packet (24) comprises a
27
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second instance, the first instance and the second instance both executing in a same

virtual private cloud (VPC) network (148).

14, The method (1200) of any of claims 1-13, wherein the source of the data packet
(24) ts located 1n an external network and the destination of the data packet (24)
comprises a global HT'TPS load balancer (1110) executing in a virtual private cloud
{(VPC) network (148), the global HTTPS load balancer (1110) configured to route the
data packet (24} to one of multiple different backend virtual machines (VMs) (250).

15, The method (1200) of claim 14, wherein generating one or more stmulated
forwarding paths (80) for the data packet (24) comprises generating a corresponding
sumulated forwarding path (80) from the global HTTPS load balancer (1110} to each one

of the multiple different backend VMs (250).

16. A system (100} comprising:
data processing hardware; and
memory hardware in communication with the data processing hardware, the
memory hardware storing instructions that when executed on the data processing
hardware cause the data processing hardware to perform operations comprising:
receiving a reachability query (20) requesting a reachability status (172) of
a target (70, 250, 1110}, the reachability query (20} comprising a packet header (22)
associated with a data packet (24), the packet header (22} comprising:
a source internet protocol (IP) address (25a) associated a source of the data
packet (24); and
a destination [P address (25b) associated with a destination of the data
packet (24);
generating, using a data plane model (164), one or more simulated
forwarding paths (80) for the data packet (24) based on the packet header (22}, each
simlated forwarding path (80) comprising corresponding network configuration

information {162},
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determining the reachability status (172} of the target (70, 250, 1110}
based on the one or more simulated forwarding paths (80); and

providing the determined reachability status (172) and the one or more
simulated forwarding paths (80) to a user device (10) associated with the reachability
guery (20}, the one or more simulated forwarding paths (80) when received by the user
device {10} causing the user device {10} to present the network configuration information

{162) for each simulated forwarding path (30).

17 The system (100) of claim 16, wherein determining the reachability status (172)
of the one or more simulated forwarding paths (80) comprises using a network abstract

state machine (400}

18, The system (100} of claim 16 or 17, wherein the user device (10} is configured to

send the data packet (24) from a remote network using locally advertised routes.

19. The system (100) of any of claims 16-18, wherein the network configuration
information (162} comprises at least one of the following:

ports/interfaces for directing the data packet (24) within a virtual private cloud
(VPC) network (148);

ports/interfaces for directing the data packet (24) between VPC networks (148);

ports/interfaces for directing the data packet (24) between a VPC network (148)
and a non-VPC network (70);

firewall rules applied to the data packet (24) at each step along the corresponding
simulated forwarding path (80}, or

a network configuration associated with each step along the corresponding

simulated forwarding path (80).

20, The system (100) of any of claims 16-19, wherein the operations further comprise
executing network reachability analysis on each of the one or more simulated forwarding

paths (80) based on the corresponding network configuration information (162}
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21 The system (100) of claim 20, wherein the network reachability analysis is
configured to at least one of:

determine a final state of reachability for the data packet (24) along the
corresponding simulated forwarding path (80);

discover one or more misconfigurations along the corresponding simulated
forwarding path {80}; or

discover inconsistent or obsolete configurations along the corresponding

simulated forwarding path (80).

22, The system (100) of claim 21, wherein the final state of reachability comprises
any one of:

a delivered state (174a) indicating that the data packet (24) will be delivered to the
destination;

a forwarded state (174b) indicating that the data packet (24) will be forwarded to
another network having an unknown configuration;

a dropped state (174¢) indicating that the data packet (24) will be dropped due to
a configuration checkpoint fatlure or a missing configuration; or

an aborted state (174d) indicating the network reachability analysis is not possible

due missing critical configurations.

23. The system (100} of claim 20 or 21, wherein executing the network reachability
analysis comprises executing the network reachability analysis in at least one of an on-

demand mode, a continuous mode, a pre-submit mode, or a post-submit mode.

24. The system (100) of any of claims 16-23, wherein the packet header (22) further
comprises:

a protocol (25¢) associated with the data packet (24);

a source port (25d) associated with the data packet (24}, and

a destination port (25¢) associated with the data packet (24}

sd
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25 The system {100) of any of claims 16-24, wherein the source of the data packet
(24) comprises a first instance executing in a first network and the destination of the data
packet (24) comprises a second instance executing in a second network different than the

first network.

26. The system (100} of claim 25, wherein the first network comprises a virtual
private cloud (VPC) network (148) and the second network comprises an on-premises

network (70},

27 The system {100) of claim 25, wherein the first network and the second network

comprise respective virtual private cloud (VPC) networks (148).

28, The system (100) of any of claims 16-27, wherein the source of the data packet
(24) comprises a first instance and the destination of the data packet (24) comprises a
second instance, the first instance and the second instance both executing in a same

virtual private cloud (VPC) network (148).

29, The system (100) of any of claims 16-28, wherein the source of the data packet
(24) ts located 1n an external network and the destination of the data packet (24)
comprises a global HTTPS load balancer (1110} executing in a virtual private cloud
{VPC) network (148), the global HTTPS load balancer (1110) configured to route the

data packet (24) to one of multiple different backend virtual machines (VMs) (250).

30.  The system (100) of claim 29, wherein generating one or more simulated
forwarding paths (80) for the data packet (24) comprises generating a corresponding
simulated forwarding path (80) from the global HTTPS load balancer (1110} to each one
of the multiple different backend VMs (250).



PCT/US2020/026729

WO 2020/206361

% " z
H .t %
m s mm \\\\m
“ %
7 R
[
]
I H
f
H
H
i
-, H .
e b Yetat2re ]
ALY % PRI
H
LI e rrre ore orn et et rn et et e ot e e woe orns
ol -
o 4
H e,
-, P ,
%, H %
o, % H )
s s irsrisnrsme A i s smiren, 5 Ji
oy 7 \ =, 7 7
sl b ] %,
(ke b [y H g % i
s . (1> : P,
Vi , L H £ H iy %
Fi %, - H H H H 4 7
k! 4 % # H H iogh 7
A % i H Pogh,
A : ; it s
H { H % * g prrereere; 3 ;o
Py e, § 0% / EZ2R J .
- TR T B A A4 1 7 i ",
2 s bt
4 “\. H ot bevienioed |4 'y 357 %
¥ gercens Poged, \\El“. bewecd [RY H J
e, v ‘-AQ y
‘ geom g trerny ] ;
i H "] H £
H H errrrerercd Y ",
? 3
% 7 % H Y
“u,, \ ", 2
o, ", £ i \
‘ &
5
¢
; ,
:
2 H
;
H J
d

N

SO e

%
PR
i

\g
\\\,

., %
H Z Z \o. %,
¢ % “ 7 ,
j N 7 Z W L .
. \ Z 4 A, .o‘ oo
B iy < ] ]
¢ G : oA i :
7 i i g P
i < : " AN ", P
H ‘ H ot fmn . . o P
: . ; A : : i
. [ i i 4 s oo oer e eon orn ]
i PG i e i i \
¢ F H b \.. I H H ‘a .
N R B » /
: ‘ GO S P
d i J ya 7. U P
7 % H ’ m. \um % > \\“ \\“
5 R v e 7
H PR o ;
w .f..». «Nﬁt\u\\\\\\\\\\ \\\
i 7
et orrs erre wer e er. wee e - wo.

o

M mwan aww man man aan AN aan M Anw man aawe aw awn taan ast

SUBSTITUTE SHEET (RULE 26)



WO 2020/206361

P
TR
&5 bad

PCT/US2020/026729

o

¥

A
i
i

A
Y
y P
Al 3 SRRy
aeanvmrann aen eanaavarn awn [SUSUNT. arararararsororarasroeraraeresaranTerT
3 K
: H
N A oasentiovendionm e Te) H
3 LTINS SETIONN ot H
H AUt SO i
H M 3
M N
£ % g N e B AR . H
K EE T AT E Ay Lnasna TN o, - N
H R R = R R A AN H H
) Ll ideg H Salaid RSN :
: B N R JRORELI S TR
3 Sy P
- o =N
BT T R AR A A A BT T A T ST TENCENE] EETSEYCER Y
N &

ey
8 21

R
A AS
RO
=
§

Wl

Mhasmnanan

FRI AR
Sedaandes

A Sl ot
Siobein
VAl
e
~\,
ar

SN

o~

s g
¥ OORD
£R&.E0088

< -
:
N\ & \\ & N\ S
H T 3
H g \ N
g AN S
IR i ERTN
L8 SRS &
&

H
{
§
§
i
§
{
{

Y

e Y -
A o T
P B 3 - I e
o~ " H ¢ H d o [ T - H
e H K " H
™\ o H H o 3\ o H
\ o H A = N o H
. o e e e T Lo o o g e e by o H
A b - R o
R g H 3 H \ M i3 R ‘\\\\w.«:\“\\m\\“\“\wi
a1 144§ tad 1 ol F1 taa s NIRRT
D i S48 Qe H Dy § 144 S Ay § i1 b
NN R H DT b N NN e N
» H - } -
o H R N HEER Ny | et
VI | N e By “Nod R X “ad i 1R
N N A N N ety
=~ H H N Y H H H o~ H H
Y A H H 8 5. A D 3 H
W H H H b N 440 vr Ny LS N H
N N H S Lo TR T N N
a a a t H Yy W t : a
\ H H 3 \ H 3 i H
A H N H o K
NN B o §
\ o A e N o H
o Ny o i
\ o d o o o H
% § o N § o N
e § o
o de e "
R G R R L
0 TG 110 10
AR LRSI R

%\\\\‘

R
§
}

k]
¥
Q\
N

Y

3

N

o

SUBSTITUTE SHEET (RULE 26)



WO 2020/206361 PCT/US2020/026729

ar RS R mmn sas s ane ses ses s tees Ay

& ey o TN \
§ S - & \
LA AN ST TN A
! i
N 5
H i
N e i
i § Al R H
N H wese d N 1
N 5 \‘\ » Nt a :
i f D st ¥
. H Bt RNE ;
H A % Ndd i
. ¥ H o g
S 3 H ] i
¥ H R A i
i ey o '
oy N ) =Y ) \
0 ! = & ) :
i . QB e & N
N ! fan L A {
™ . o e Soda
Eia H W & oy H
S \ o Lag [ i
) o o S - 4
T I = O {
T N v e
-, a F e
i { W = ~ i
- H # 4 F !
T ™ W Laad .
[l H Kaad i §
§ L i
e :
y H
} i
N
N
{ {
A \ , \ & \ S &
N\ 4 & o & s
W W N W

.

-
§
=]
- »»“’SS
g Soaf,
$ E——
e S N
2 e
Nn s
i
N
N 8
N e £ i
& o =y i
kY » y
e Pad \¢ ot \\\\.:.\
Eat o} X
o O
n N
& 13
"'.‘“{ Socthowe
A3
&
fotoe
TR

#

\

A

i
i3
arnsnanan v na,

> \\

&
&

%,

\\“m“m ——aa
e Ny
- S

B X

o
1

&4
St

‘E ¥
N
Baad

SUBSTITUTE SHEET (RULE 26)



WO 2020/206361 PCT/US2020/026729

",

XA AT R A G L AT A AT RS L AR AL AU A AT AT RS RS AL AR WA S T N I R R
[ %

-3

y i by (Y ¥ 3 o TN DY N
> RTOISE P
H
1 ¥
faTat
N s
LWL ! §
-

[LIrC e
o m o

Vv, N P 4 (e sl A
LAY RaTE AN e T A TRl i
HY EHE NS 6 O

\~§{'3 YAy

&
R
3
N e m e i e an e e e e e
0 i E.
- -3
vl
[ B we me ke ie te e ime e ms me me s mm me be im iar me ms md me e m e e i er s ms e be ke ke te e ie tes ms e me s me mm se ke be e
~ .

L]

MR AT R R A L% L% A S0 SS T AR AR LG U A0 AT AN AR AR AL KL U A AT AT W AL KN Y W W AT WM A R a0 W W NN w

¢
3

1

: i

‘ ; { pmoae .

! 8 R o X T . ;

¢ 288 R T e NV R : ;

EEECIERCae}

AV A e e AT AT A A A N N o aeoan oo o ae

A AT R R R M W M M M A R W AT A WMo e N m
[

R O Oy

%
%

,

N PNed
e IaT
Sranog a3 ¢
SIENCE AR S AL
e T
a an an aw n b  gn e e m e g e e e e i y
. ; )
4 ' Rty
&, §
s N
H ! §
i i H
v ! ! :
: : :
P ! N §
Ll gt *
' { ¥ ¢ e HRAE H
P e e e me e e e b &
o

B ey

[

oA

R

B R N R s

ananaa

B s A% A% A AR v ar Ar AN Re Aw A A i A A R R RN RN @0 a7 AR AR TR AR AR M a7 a1 A AN AW KN S e an moam a o aw oo b e amanwaw woae o

S
SR s

§

8 TS
: =9 .
f s 8
H R
' el
N vl
L [ -

S an e o

By ee mm ke e oam e s me oms ma mm oam s ae e s e

PP

PO OOy

~
oA A G W0 AT AT A A AR KK A AT AT AT W AR KN AC AT A1 AT N NN AN AT 0T AT M A N A A A AT AT AT A A A A AT A A A W e

7
%5 %
Yk
»
7
4"/}"!}
%
8
i 2
4,,/'///’

SUBSTITUTE SHEET (RULE 26)



PCT/US2020/026729

WO 2020/206361

= W &
7 %

Wm E™ 0

/ |

[o1]

O

TN

mmma, -
- g

A
S [ S —
e L T I,

i
7,
s e,
T,
7 ",

‘ ‘ ) “
7 v ; %
7 7 ; Y,
H 2 \ i
[ . e 4 N\
Y e i 4
7 IR
i o, H
) e
e el Vi

e, 4,

T e,

\
S
) o WU

]

RV e Tt R Ty
\m Lg%

5 1
s

Ly
;

\\‘

s
N
W
o

Sranassasnas’

= "‘““““"‘\\

NN
2

L

e

F

gerrrererorerreeh,

PIIIIIIIIIIIIIN |

g

H
%

RNy
DNNDNNNNNN
%

.

\\\\\\\&x\\\&\\\\\\“

b

o

orrirrreremrreren..

.-\““““‘“‘\\

e

s

=

2

PIOIIIIIIIIIIIIIIDS

]

JRECEREEERee
NN

&
¥

AR
\m\m

Z
T m
A

| —

\..
me i oy 46
iy 4

w2 SRR A NS

Mrasanansasans

\

SUBSTITUTE SHEET (RULE 26)



WO 2020/206361 PCT/US2020/026729

S

N
SY R
Y
W

s)&\\\‘&

k\\\‘

:%s\\\‘

LY
Nl

oot
A
{

Nteoow

RN

\\L\
{
Naad

\\\\\\\s

YA

=

ot

\\\“\\“
e

w‘“}
¥
oy

“n

e » !
RSN - . ;
R SN ' o
o S N | &
» <,
‘b\\‘ . .
o R
X {0 e .
E N \
&\\\Y ! \‘. 3 \, «\ A
&% : -

§ i A
e | b R

s,
S LaTel
CAL AT

F'e
%t
i m,

&
) Nl

R
' NN

3
N
&\\ Sl

s

Ly
s
k\\\“\w
\\‘\1\\%
3
s
s\\\x
S

e

o

S R
i

Q\l\\\“
o

o
oy
Soag,

S
e

SUBSTITUTE SHEET (RULE 26)



WO 2020/206361 PCT/US2020/026729

s g4
FR Y
LI

)
(-
Xy
i
i\ -
P SN TV VI PRV WA
\ o g . . “
B ¢ - A
. L) \
i | C— o P, i
i & M i Y i
R 3 2N v
N = QN i MR :
i B NN 4 OB ¢
. i N N \
{ WA 3 A i
§ Fi] H
i i b
i
i :
§
o~ v S .
- ~ Nae sams aan .&\ e ase \\t\\m. ant e s e s .,./\\s\. @
i >
. N \

Sone
S
Nl
- -~
N } N
\\5“\\* ‘:3\?.
Py N

&
oo

aa
N

A

ANy

A
oeen i
] i
.
e
o
{
(g ¢

K

1y
N

o

\ | LD

S N
N £
l\\:5 ' \«\\s

3

A

3

&
§8

N
\\\\\*‘

RN

#F
Yy

Fakt
H

7
£

3
N
&\\ Sl

P

o

7
e

\\\\\&\\\\g

‘9\\ %
-~

\\\&\\\\{f

QRO
b
\\\\

-
T
Ranooos

\\\\\%
o

SUBSTITUTE SHEET (RULE 26)



WO 2020/206361

oo
o
e
£ Y
Wa 1}
IS Aol
FEY mg
L \ N
&
WS
° “::: gon
f\\\“ DN
La A
Bosax ¢ \;\\
. R &
Y sesge
\k‘é‘ 3
N e
R \\\\
&
&S
k\\’f\w \
< Koo
P o
oo g
AN
EN H
5\\\‘2\\\ S\X\\\\W
§ 3 °
S’ !
&
ooy
YN
W 5=
oot &
) A’
\
Q\\\\\\n ::\‘\\\)
Nae Do
\\o\‘“}' .\““"\\h
t\\\\w edeand
oy N
o NG
e L
s
&
R

&
o . N Q . — e,
3 [ =
— : AR .
3 \ = 8 ;
&= i & e
S ! o oom ! :
o W N N & S ' N
(R 3 N i S et } 5
o1 : [ o A . E
RN N - i e H
OSF PR b om o
R i ey e~ & M }
X Ny - o .
i St 32 {
s - N i N
i £

IR M

¢
-
.

SUBSTITUTE SHEET (RULE 26)

PCT/US2020/026729

&7

{\
\\\\\“

RN

3
N
&\\ Sl

s



WO 2020/206361

AN
‘\\\\ .
S

S
o

Y
§

x‘\\\\~P
aofpoad®

\\‘\\\\6
3
N
\Q\\\\Y
&\\\N
2
&.\\\X
=]
N
oot
\\\\\\Y\
S
DD

\\\\\“
i}

M
AN
Y
R

L
Y
1
\\\z\\\\\\\

m}\\§
N
R’
RN
§

N

N
&%
p-

7,
%

P
=
& i

Y

Pherrrn

N

\0\\\\;\\
L
oot

”s

7
oot L

s 7y

4,

SRV ANy TR WY

,.
]
¥y

o
44
%]
o
'

4wl

Pl

s

RN
A Ana wane \\\f\ aala aan an

Ve e

S ¥A

P

s
=
Pl

i

£

e

o
8O
3

H
b

&

SUBSTITUTE SHEET (RULE 26)

it ia e wne P

k“““:ﬁ\\\““ ot

PCT/US2020/026729

&
§8

R
\\\\\“
NN

Ny
1
Soolboss



WO 2020/206361

£
§
Yoo

wdoceed
=

RN
.
il
s
R
\t\\\\:

ot
o
B

-

%
Noowse

Y
K
t\“‘\\\\"

,
a8
W
§\\\\x

N
£
&\\ S

N

¥

gos
k\\\v&

i\\«\\\
\\\.\\“s

%

\Q\L\\\\\v

e
ﬁ“"‘x\

Wooony

Faa
0
Roconx
¢ N
3 §
\\\\\\5'

>
\\\\\‘
o~

aad

S\
£
e}
e

o

SUBSTITUTE SHEET (RULE 26)

PCT/US2020/026729

)

&F

{ N
\\\\\“
NN

3
N
&\\ Sl

s



PCT/US2020/026729

WO 2020/206361

il

g

ot
vl
\S.\ﬂ@
.
g,
L

[
%
.

WA
]
Gniborris

SUBSTITUTE SHEET (RULE 26)



PCT/US2020/026729

sy adoess,
3

PR

¢

2.
.

R
N T A
NGRS ]
RS

WO 2020/206361

it A
7
heodincds
\\\\\é\
s@\\\\ 7

[
%
.

0
S
g
3
S

§
{

e~
WA
5y
i g
i %
Gniborris

SUBSTITUTE SHEET (RULE 26)



PCT/US2020/026729

WO 2020/206361

tam am w maw iy

% F]
i7

9
& T
§ 8
\\z&“

3
N
N

R
i
Soooboone

VL T . e L
w\\\ \N\\\\@v\.\ P \\&\\\&m\.\\ s §
“ “ “ “ “
w ot Z m Vot Z w ot 7
\s§§ \\\\\\&\\N\E& \§\\§&
\\W\\. \\\W\ \\\W.\ '] el ]
H H w \N: \\%\
Y2
«t\ Yt “\ L \\\v\\\.
7 m
ﬂ‘.. % )
ey ,
.....55.\\b:ﬂ\\::\\\\\

\.

SUBSTITUTE SHEET (RULE 26)



PCT/US2020/026729

WO 2020/206361

73
Ve
4L

§

LSRG

H
H

Lh.

k2]

W

VLA,
i g
Z 7
\‘\\‘\“\‘\\s‘

SUBSTITUTE SHEET (RULE 26)



PCT/US2020/026729

WO 2020/206361

&
s

oo
™
N

9
y
{
fann
\« o
AN

A

e S

&
J

&

,.\\\
A

5
- -
L

o %

s
$
&

%

s

&

{
{
=%
e

N
k)
H
H

s

3
3
H
N
N
3
N

e

s
o
A

3

i

Y

o

§

oo,
en, s I 7%

e

\\\“\\ P

A
o

.
(29

s

o

oo

A
\\MHN\R\ ; ' percben e eeeners 7
& ; ::ei:.:::::\\\\\ g \\\.
Worresgrosgorereilo.., LAYy .

P y L
s ribrny, cperdersy, geedere,
A e A
y TG Lpreeeiresenenrsnenernerraarnrsr)
\\\ a\\h\. m\\\ \\M«\\‘\ ALY 5L AGIA Y
s e

i e e

Papeg
s34

grrs

]

1
Ll

R

F
o

i,
\ .«@\\\\

s, R
b, S e, i,
] P,
1 t,, "%,
[ et
7 ey,
7 "ty 0,
£ “%
7 2%
g £Z
§ Ak, i
LN 7
K e g
T 7
Ry 1
v, -
gy e

§
{
{

SUBSTITUTE SHEET (RULE 26)



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2020/026729

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L12/751 HO4L12/24
ADD.

HO4L12/26 HO4L12/721

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2016/036636 Al (ERICKSON DAVID [US] ET 1-30
AL) 4 February 2016 (2016-02-04)

paragraphs [0018] - [0023],
[0030], [0038], [0055],
[0073], [0078] - [0087],
7; figures 1,6

figures 1,3

[0027] -
[0059] -
[0091]; claim

X US 9 729 414 B1 (OLIVEIRA RICARDO V [US] 1-6,
ET AL) 8 August 2017 (2017-08-08)

8-21,
23-30

A columns 8-9,15 - column 18; claims 1-10; 7,22

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

9 June 2020

Date of mailing of the international search report

17/06/2020

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Boureanu, Vlad

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2020/026729
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2016036636 Al 04-02-2016 AU 2015296248 Al 09-03-2017
EP 3175579 Al 07-06-2017
JP 6419967 B2 07-11-2018
JP 2017524320 A 24-08-2017
US 2016036636 Al 04-02-2016
WO 2016019172 Al 04-02-2016
US 9729414 Bl 08-08-2017  NONE

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - wo-search-report
	Page 50 - wo-search-report

