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INFORMATION PROCESSING METHOD,
PROGRAM, INFORMATION PROCESSING
APPARATUS, AND DATA STRUCTURE

TECHNICAL FIELD

[0001] The present technology relates to an information
processing method, a program, an information processing
apparatus, and a data structure. More particularly, the pres-
ent technology relates to an information processing method,
a program, an information processing apparatus, and a data
structure that enable use of a time-limited maintenance
license on an information processing apparatus used offline.

BACKGROUND ART

[0002] Conventionally, a technology for preventing unau-
thorized use of an upgraded application program (hereinafter
referred to as an APP) has been developed (e.g., refer to
Patent Document 1).

[0003] Furthermore, in recent years, software update
package (SUP) services have become widespread that
enable upgrade of an APP during a valid period of a
maintenance license by entering a maintenance contract. For
example, a user can freely upgrade an owned APP during the
valid period of the maintenance license by purchasing a
time-limited maintenance license.

CITATION LIST

Patent Document

[0004] Patent Document 1: Japanese Patent Application
Laid-Open No. 2001-175468

SUMMARY OF THE INVENTION

Problems to be Solved by the Invention

[0005] Incidentally, the validity of a maintenance license
is normally determined by a server that provides a new
version of an APP. For example, in a case where the server
confirms the validity and a valid period of a maintenance
license held by a user and determines that the maintenance
license is valid, a new version of the APP is made available.
[0006] However, in this case, for security reasons or the
like, a time-limited maintenance license cannot be used on
an information processing apparatus such as a personal
computer (PC) that is used offline and does not directly
communicate with the server.

[0007] The present technology has been developed in view
of such a situation, and enables use of a time-limited
maintenance license in an information processing apparatus
used offline.

Solutions to Problems

[0008] An information processing method according to a
first aspect of the present technology includes controlling,
by an information processing apparatus, execution of a
function of a program subject to a maintenance license on
the basis of a result of comparison between a valid period of
the maintenance license based on maintenance license data
stored in the information processing apparatus and a release
time of the program stored in the program.

[0009] A program according to the first aspect of the
present technology executes processing. A release time is
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stored. The processing controls, on an information process-
ing apparatus, execution of a function subject to a mainte-
nance license on the basis of a result of comparison between
a valid period of the maintenance license based on mainte-
nance license data stored in the information processing
apparatus and the release time.

[0010] An information processing apparatus according to
the first aspect of the present technology includes an execu-
tion section which controls execution of a function of a
program subject to a maintenance license on the basis of a
result of comparison between a valid period of the mainte-
nance license based on internally stored maintenance license
data and a release time of the program stored in the program.
[0011] An information processing apparatus according to
a second aspect of the present technology includes a license
issuing section which generates maintenance license data,
including information associated with a valid period of a
maintenance license, used in processing of controlling
execution of a function of a program subject to the main-
tenance license on the basis of a result of comparison
between the valid period of the maintenance license and a
release time of the program stored in the program in another
information processing apparatus.

[0012] A data structure according to a third aspect of the
present technology includes information associated with a
valid period of a maintenance license, and is used in
processing of controlling execution of a function of a
program subject to the maintenance license on the basis of
a result of comparison between the valid period of the
maintenance license and a release time of the program stored
in the program in an information processing apparatus.
[0013] In the first aspect of the present technology, execu-
tion of a function of a program subject to a maintenance
license is controlled on the basis of a result of comparison
between a valid period of the maintenance license based on
maintenance license data stored in an information process-
ing apparatus and a release time of the program stored in the
program.

[0014] In the second aspect of the present technology,
maintenance license data is generated which includes infor-
mation associated with a valid period of a maintenance
license and is used in processing of controlling execution of
a function of a program subject to the maintenance license
on the basis of a result of comparison between the valid
period of the maintenance license and a release time of the
program stored in the program in another information pro-
cessing apparatus.

[0015] Inthe third aspect of the present technology, execu-
tion of a function of a program subject to a maintenance
license is controlled on the basis of a result of comparison
between a valid period of the maintenance license and a
release time of the program stored in the program.

BRIEF DESCRIPTION OF DRAWINGS

[0016] FIG. 1 is a block diagram illustrating an embodi-
ment of an information processing system to which the
present technology is applied.

[0017] FIG. 2 is a block diagram illustrating a configura-
tion example of a computer.

[0018] FIG. 3 is a block diagram illustrating a configura-
tion example of functions of a server.

[0019] FIG. 4 is a block diagram illustrating a configura-
tion example of functions of an information processing
apparatus.
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[0020] FIG. 5 is a diagram illustrating a format example of
an installation key.

[0021] FIG. 6 is a flowchart for describing maintenance
license issuance processing.

[0022] FIG. 7 is a flowchart for describing the mainte-
nance license application processing.

[0023] FIG. 8 is a flowchart for describing APP activation
processing.
[0024] FIG. 9 is a diagram for describing an operation

example of a maintenance license.

[0025] FIG. 10 is a diagram for describing the operation
example of the maintenance license.

[0026] FIG. 11 is a diagram illustrating an example of a
confirmation screen for the maintenance license.

MODE FOR CARRYING OUT THE INVENTION

[0027] Hereinafter, modes for implementing the present
technology will be described. Description will be given in
the following order.

[0028] 1. Embodiment
[0029] 2. Variations
[0030] 3. Others
1. Embodiment
[0031] An embodiment of the present technology will be

described with reference to FIGS. 1 to 9.

[0032] <Configuration Example of Information Process-
ing System 1>
[0033] FIG. 1 illustrates a configuration example of an

information processing system 1 to which the present tech-
nology is applied.

[0034] The information processing system 1 includes a
server 11, a client 12, and a network 13. The client 12
includes an information processing apparatus 21, a remov-
able medium 22, and an information processing apparatus
23.

[0035] The server 11 and the information processing appa-
ratus 21 are connected via the network 13 and communicate
with each other.

[0036] The server 11 provides and manages an APP used
on the information processing apparatus 23 and a time-
limited maintenance license of the APP.

[0037] Here, the time-limited maintenance license is a
license that enables upgrade of the functions of the covered
APP during a contracted valid period. For example, a user
can upgrade the functions of the covered APP until the end
of the valid period by purchasing a time-limited mainte-
nance license.

[0038] Note that functions subject to the maintenance
license may be all functions of the APP, or may be some of
the functions of the APP. In the former case, the maintenance
license can also be regarded as a maintenance license for the
entire APP. Furthermore, the type of functions subject to the
maintenance license is not particularly limited, and the
functions may be functions provided for a fee or functions
provided for free.

[0039] The information processing apparatus 21
exchanges various data with the server 11 by communicating
with the server 11 via the network 13. For example, the
information processing apparatus 21 receives an APP used
on the information processing apparatus 23 and maintenance
license data regarding a maintenance license for the APP
from the server 11. Furthermore, the information processing
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apparatus 21 transmits various data such as data regarding
the information processing apparatus 23 to the server 11 as
necessary.

[0040] Note that the information processing apparatus 21
is not particularly limited as long as it is an apparatus
capable of communicating with the server 11 via the net-
work 13. For example, the information processing apparatus
21 is configured as a PC.

[0041] The removable medium 22 includes elements such
as a magnetic disk, an optical disk, a magneto-optical disk,
or semiconductor memory, and is used to exchange various
data between the information processing apparatus 21 and
the information processing apparatus 23.

[0042] For reasons such as security, the information pro-
cessing apparatus 23 is prohibited from being connected to
the network 13 or is difficult to connect to the network 13,
is basically used offline, and does not directly communicate
with the server 11. For example, the user can use the APP
and the maintenance license on the information processing
apparatus 23 by installing (storing) the APP and the main-
tenance license data provided from the server 11 on the
information processing apparatus 23 via the removable
medium 22.

[0043] Note that the information processing apparatus 23
is not particularly limited as long as it can be used offline and
can install (store) and execute the APP. For example, the
information processing apparatus 21 is configured as a PC.
[0044] Note that, in FIG. 1, only one client 12 is illustrated
for easy understanding of the figure and the description, but
a plurality of clients 12 is actually provided. Moreover,
although only one server 11 is illustrated, a plurality of
servers 11 may be provided. Furthermore, one client 12 may
include a plurality of at least one of the information pro-
cessing apparatus 21, the removable medium 22, or the
information processing apparatus 23.

[0045] <Configuration Example of Computer 101>
[0046] FIG. 2 is a block diagram illustrating a configura-
tion example of a computer 101 applicable to the server 11,
the information processing apparatus 21, and the informa-
tion processing apparatus 23.

[0047] In the computer 101, a central processing unit
(CPU) 111, read-only memory (ROM) 112, and random-
access memory (RAM) 113 are connected to each other by
a bus 114.

[0048] An input/output interface 115 is further connected
to the bus 114. An input section 116, an output section 117,
a recording section 118, a communication section 119, and
a drive 120 are connected to the input/output interface 115.
[0049] The input section 116 includes elements such as an
input switch, a button, a microphone, and an imaging
element.

[0050] The output section 117 includes elements such as a
display and a speaker.

[0051] The recording section 118 includes elements such
as a hard disk and nonvolatile memory.

[0052] The communication section 119 includes elements
such as a network interface.

[0053] The drive 120 drives a removable medium 121
such as a magnetic disk, an optical disk, a magneto-optical
disk, or semiconductor memory. The removable medium 22
in FIG. 1 is a type of removable medium 121.

[0054] Inthe computer 101 configured as described above,
for example, the CPU 111 loads a program such as an APP
stored in the recording section 118 into the RAM 113 via the
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input/output interface 115 and the bus 114 and executes the
program, thereby performing a series of processing.

[0055] The program executed by the computer 101 (CPU
111) can be provided by being recorded in the removable
medium 121 as a package medium or the like, for example.
Furthermore, the program can be provided via a wired or
wireless transmission medium such as a local area network,
the Internet, or digital satellite broadcasting.

[0056] In the computer 101, the program can be installed
in the recording section 118 via the input/output interface
115 by attaching the removable medium 121 to the drive
120. Furthermore, the program can be received by the
communication section 119 via a wired or wireless trans-
mission medium and installed in the recording section 118.
In addition, the program can be installed in the ROM 112 or
the recording section 118 in advance.

[0057] Note that description of the bus 114 and the input/
output interface 115 in the computer 101 will be omitted in
the following. For example, in a case where the CPU 111 and
the communication section 119 perform communication via
the bus 114 and the input/output interface 115, description of
the bus 114 and the input/output interface 115 is omitted, and
the CPU 111 and the communication section 119 are simply
described as performing communication.

[0058] Furthermore, an example in which the server 11,
the information processing apparatus 21, and the informa-
tion processing apparatus 23 are configured as the computer
101 will be described below.

[0059] Moreover, hereinafter, in order to distinguish each
section of the computer 101 constituting the server 11, the
information processing apparatus 21, and the information
processing apparatus 23, a letter A, B, or C is added to the
end of the reference sign of each section. For example, the
letter A is added to the end of the CPU 111 of the computer
101 constituting the server 11 to obtain a CPU 111A. For
example, the letter B is added to the end of the CPU 111 of
the computer 101 constituting the information processing
apparatus 21 to obtain a CPU 111B. For example, the letter
C is added to the end of the CPU 111 of the computer 101
constituting the information processing apparatus 23 to
obtain a CPU 111C.

[0060] <Configuration Example of Functions of Server
11>
[0061] FIG. 3 illustrates an example of functions achieved

by the CPU 111 A of the server 11 executing a predetermined
program.

[0062] The CPU 111A executes the program to achieve an
information processing section 201. The information pro-
cessing section 201 includes a user interface (UI) controller
211 and a license issuing section 212.

[0063] The UI controller 211 communicates with the
information processing apparatus 21 via the communication
section 119 and the network 13, and controls a Ul of the
information processing apparatus 21. For example, the Ul
controller 211 causes the information processing apparatus
21 to display a screen for performing a maintenance license
purchase procedure, and performs processing regarding the
maintenance license purchase procedure.

[0064] The license issuing section 212 performs mainte-
nance license issuance processing in response to the main-
tenance license purchase procedure performed by the Ul
controller 211 through the information processing apparatus
21. The license issuing section 212 generates an installation
key which is maintenance license data regarding an issued
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maintenance license. The license issuing section 212 trans-
mits the license file including the generated installation key
to the information processing apparatus 21 via the commu-
nication section 119 and the network 13.

[0065] <Configuration Example of Functions of Informa-
tion Processing Apparatus 23>

[0066] FIG. 4 illustrates a configuration example of func-
tions achieved by the information processing apparatus 23
executing an APP 251.

[0067] The information processing apparatus 23 executes
the APP 251, thereby achieving an execution section 261
and a license processing section 262.

[0068] The execution section 261 executes processing
regarding each function of the APP 251. Furthermore, the
execution section 261 controls the validation of functions
subject to the maintenance license on the basis of a deter-
mination result of the validity of the maintenance license by
the license processing section 262.

[0069] The license processing section 262 executes pro-
cessing regarding a license for the APP 251. For example,
the license processing section 262 performs processing to
install an installation key 281 corresponding to the mainte-
nance license for the APP 251 in the information processing
apparatus 23. For example, the license processing section
262 determines the validity of the maintenance license on
the basis of an APP release date stored in the APP 251 and
the installation key 281, and notifies the execution section
261 of the determination result.

[0070] Note that the APP release date indicates a date on
which the APP 251 was released (a date on which provision
of the APP 251 was started). Note that the APP release date
is set to a different date for each version of the APP 251. That
is, a different APP release date for each version of the APP
251 is stored (recorded) in the binary data of the APP 251 for
each version.

[0071] Furthermore, the functions subject to the mainte-
nance license may be all functions of the APP 251, or may
be some of the functions of the APP 251.

[0072] Moreover, different maintenance licenses may be
used for respective functions of the APP 251. In other words,
a plurality of maintenance licenses may apply to different
respective functions of the APP 251.

[0073] Furthermore, for example, the installation key 281
is provided from the server 11 in a state of being included in
a license file 271, and is stored in a file 252 of the recording
section 118C of the information processing apparatus 23.

[0074] <Format Example of Installation Key>

[0075] FIG. 5 illustrates a format example of the installa-
tion key 281.

[0076] The installation key 281 includes, for example,

system unique information, a unique device 1D, a mainte-
nance start date, and a valid period length.

[0077] The system unique information is identification
information for uniquely identifying the maintenance
license corresponding to the installation key 281 in the
server 11.

[0078] The unique device ID is an ID unique to the
information processing apparatus 23 for which the mainte-
nance license is used, and is identification information for
uniquely identifying the information processing apparatus
23.

[0079] Note that the maintenance license and the infor-
mation processing apparatus 23 using the maintenance
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license are associated with each other by the system unique
information and the unique device ID.

[0080] A start date of the maintenance license is set as the
maintenance start date.

[0081] The length of the valid period of the maintenance
license is set as the valid period length. The valid period
length is set in units of year (e.g., 1 year), month (e.g., 6
months), week (e.g., 10 weeks), and day (e.g., 90 days), for
example.

[0082] Note that the valid period of the maintenance
license, that is, the start date of the maintenance license and
the end date of the maintenance license (the expiration date
of the maintenance license) are specified on the basis of the
maintenance start date and the valid period length.

[0083] <Maintenance License Issuance Processing>
[0084] Next, maintenance license issuance processing
executed by the server 11 will be described with reference to
a flowchart in FIG. 6.

[0085] This processing is started, for example, when the
user performs an operation for a maintenance license pur-
chase procedure of the APP 251 using the information
processing apparatus 21 and a command to start the pur-
chase procedure is transmitted from the information pro-
cessing apparatus 21 to the server 11.

[0086] In step S1, the server 11 starts the maintenance
license purchase procedure. For example, the Ul controller
211 controls the information processing apparatus 21 via the
communication section 119A and the network 13 to display
a maintenance license purchase screen in response to a
command from the information processing apparatus 21.
[0087] By contrast, the user starts the maintenance license
purchase procedure according to the purchase screen dis-
played on the information processing apparatus 21. The
information processing apparatus 21 transmits data appro-
priately input by the user to the server 11 via the network 13.
[0088] By contrast, the UI controller 211 of the server 11
receives data input by the user via the communication
section 119A, and supplies the data to the license issuing
section 212 as necessary. The license issuing section 212
generates a purchase code which uniquely identifies the
maintenance license purchased by the user.

[0089] In step S2, the server 11 acquires a unique device
D.
[0090] For example, the user inputs the unique device ID

of the information processing apparatus 23 to the informa-
tion processing apparatus 21. The information processing
apparatus 21 transmits the input unique device 1D to the
server 11 via the network 13.

[0091] By contrast, the UI controller 211 of the server 11
receives the unique device 1D via the communication section
119A, and supplies the unique device ID to the license
issuing section 212.

[0092] Instep S3, the server 11 sets the valid period of the
maintenance license.

[0093] For example, the user inputs a maintenance start
date and a valid period length of the APP 251 to the
information processing apparatus 21. The information pro-
cessing apparatus 21 transmits information indicating the
input maintenance start date and the valid period length to
the server 11 via the network 13.

[0094] By contrast, the UI controller 211 of the server 11
receives the information indicating the maintenance start
date and the valid period length via the communication
section 119, and supplies the information to the license
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issuing section 212. The license issuing section 212 sets a
valid period of the maintenance license of the APP 251 in the
information processing apparatus 23 on the basis of the
received information.

[0095] Instep S4, the license issuing section 212 generates
the installation key 281 of the maintenance license. Specifi-
cally, the license issuing section 212 generates the installa-
tion key 281 illustrated in FIG. 5 described above.

[0096] The purchase code generated in the processing of
step S1 is set in the system unique information of the
installation key 281. The unique device ID of the informa-
tion processing apparatus 23 received from the information
processing apparatus 21 in the processing of step S2 is set as
the unique device ID of the installation key 281. The
maintenance start date and the valid period length received
from the information processing apparatus 21 in the pro-
cessing of step S3 are set as the maintenance start date and
the valid period length of the installation key 281.

[0097] In step S5, the server 11 transmits the installation
key 281. For example, the license issuing section 212
encrypts the installation key 281 using a private key, and
generates the license file 271 including the encrypted instal-
lation key 281. The license issuing section 212 transmits the
license file 271 to the information processing apparatus 21
via the communication section 119A and the network 13.
[0098] By contrast, the information processing apparatus
21 receives the license file 271 and stores the license file in
the removable medium 22.

[0099] <Maintenance License Application Processing>
[0100] Next, maintenance license application processing
executed by the information processing apparatus 23 will be
described with reference to a flowchart in FIG. 7.

[0101] Note that it is assumed that the APP 251 has been
installed in the information processing apparatus 23 and that
the APP 251 has been activated before this processing.
[0102] In step S101, the information processing apparatus
23 acquires the installation key 281.

[0103] For example, the user attaches the removable
medium 22 storing the license file 271 to the drive 120C of
the information processing apparatus 23.

[0104] By contrast, the drive 120C reads the license file
271 from the removable medium 22 and supplies the license
file 271 to the license processing section 262. For example,
the license processing section 262 causes the recording
section 118C to store the license file 271.

[0105] In step S102, the license processing section 262
confirms the validity of the installation key 281.

[0106] Specifically, the license processing section 262
decrypts the installation key 281 included in the license file
271 using a public key acquired in advance. This public key
is a key corresponding to the private key used by the server
11 to encrypt the installation key 281.

[0107] Furthermore, in a case where decryption of the
installation key 281 is successful, the license processing
section 262 reads the unique device ID of the information
processing apparatus 23 stored in advance in the recording
section 118C at the time of factory shipment or the like. The
license processing section 262 compares the unique device
ID included in the installation key 281 with the read unique
device ID.

[0108] In step S103, the license processing section 262
determines whether or not the installation key 281 is valid.
In a case where the unique device ID included in the
installation key 281 matches the unique device ID of the
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information processing apparatus 23 stored in the recording
section 118C, the license processing section 262 determines
that the installation key 281 is valid, and the processing
proceeds to step S104.

[0109] Note that installation of the installation key 281 on
the information processing apparatus 23 is normally com-
pleted when the validity of the installation key 281 has been
confirmed. Note that hereinafter, installation of the installa-
tion key 281 on the information processing apparatus 23 is
also referred to as installation of a maintenance license on
the information processing apparatus 23.

[0110] In step S104, the license processing section 262
determines whether or not the release date of the APP 251
is on or before the expiration date of the maintenance
license. Specifically, the license processing section 262
calculates the expiration date of the maintenance license on
the basis of the maintenance start date and the valid period
length included in the installation key 281. In a case where
the license processing section 262 determines that the APP
release date stored in the APP 251 is on or before the
calculated expiration date (including a case where the APP
release date and the expiration date match), the processing
proceeds to step S105.

[0111] In step S105, the information processing apparatus
23 validates the functions subject to the maintenance
license. Specifically, the license processing section 262
notifies the execution section 261 that the maintenance
license is valid. The execution section 261 validates func-
tions subject to the maintenance license determined to be
valid and enters an executable state.

[0112] Thereafter, the maintenance license application
processing ends.

[0113] Conversely, in step S104, in a case where the
license processing section 262 determines that the APP
release date stored in the APP 251 is after the calculated
expiration date of the maintenance license, the processing of
step S105 is skipped, and the maintenance license applica-
tion processing ends.

[0114] In this case, the functions subject to the mainte-
nance license are not validated.

[0115] Furthermore, in step S103, in a case where decryp-
tion of the installation key 281 has failed, or in a case where
the unique device ID included in the installation key 281
does not match the unique device ID of the information
processing apparatus 23, the license processing section 262
determines that the installation key 281 is not valid, the
processing of steps S104 and S105 is skipped, and the
maintenance license application processing ends.

[0116] Also in this case, the functions subject to the
maintenance license are not validated. Furthermore, instal-
lation of the installation key 281 on the information pro-
cessing apparatus 23 is not normally completed.

[0117] <APP Activation Processing>

[0118] Next, APP activation processing executed by the
information processing apparatus 23 will be described with
reference to a flowchart in FIG. 8.

[0119] This processing is started, for example, when the
user inputs an instruction to activate the APP 251 using the
input section 116C of the information processing apparatus
23.

[0120] In step S151, the license processing section 262
acquires the internal installation key 281.
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[0121] Specifically, the license processing section 262
reads the license file 271 including the installation key 281
from the recording section 118.

[0122] Insteps S152 to S155, processing similar to that of
steps S102 to S105 in FIG. 7 is performed. Therefore, the
validation of functions subject to the maintenance license is
controlled on the basis of the determination result of the
validity of the maintenance license.

[0123] In step S156, the execution section 261 completes
activation of the APP 251.

[0124] Thereafter, the APP activation processing ends.
[0125] <Example of Maintenance License Operation
Method>

[0126] Next, an example of a maintenance license opera-

tion method of the APP 251 will be described with reference
to FIG. 9.

[0127] Note that hereinafter, it is assumed that three APPs
251 have been installed on the information processing
apparatus 23: APPs 251a to 251c.

[0128] Furthermore, hereinafter, it is assumed that a main-
tenance license covering all functions of the APP 251a
whose valid period is from Sep. 1, 2017 to Sep. 1, 2019 is
installed on the information processing apparatus 23. It is
assumed that a maintenance license covering all functions of
the APP 25156 whose valid period is from Mar. 1, 2018 to
Mar. 1, 2019 and from Aug. 1, 2019 to Jan. 1, 2021 is
installed on the information processing apparatus 23. It is
assumed that a maintenance license covering function 1 of
the APP 251¢ whose valid period is from Sep. 1, 2017 to
Sep. 1, 2019 is installed on the information processing
apparatus 23. It is assumed that a maintenance license
covering function 2 of the APP 251¢ whose valid period is
from Mar. 1, 2018 to Mar. 1, 2019 is installed on the
information processing apparatus 23.

[0129] Furthermore, hereinafter, it is assumed that version
1 of the APPs 251a to 251¢ was released on Jan. 1, 2018,
version 2 was released on Jul. 1, 2018, version 3 was
released on Jan. 1, 2019, version 4 was released on Jul. 1,
2019, and version 5 was released on Jan. 1, 2020.

[0130] In this case, versions 1 to 4 of the APP 251a can be
used because they were released before the expiration date
(Sep. 1, 2019) of the maintenance license for the APP 251a4.
Conversely, version 5 of the APP 251a cannot be used
because it was released after the expiration date of the
maintenance license for the APP 251aq.

[0131] For the APP 2514, the expiration date of the latest
maintenance license is valid. Therefore, versions 1 to 5 of
the APP 2515 can be used because they were released before
the second expiration date (Jan. 1, 2021) of the maintenance
license of the APP 25154. That is, versions 1 and 4 of the APP
2515 were released outside the first and second valid periods
of the maintenance license of the APP 25154, but were
released before the expiration date of the second mainte-
nance license, and thus can be used.

[0132] Note that operation may be performed to prohibit
provision of a blank period in the valid period of the
maintenance license covering the same function of the APP
251. For example, operation may be performed such that a
blank period provided between the first valid period and the
second valid period of the maintenance license for the APP
25156 in FIG. 9 is not allowed.

[0133] Versions 1 to 3 of function 1 of the APP 251¢ can
be used because they were released before the expiration
date (Sep. 1, 2019) of the maintenance license for function
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1. Versions 1 to 3 of function 2 of the APP 251c¢ can be used
because they were released before the expiration date (Mar.
1, 2019) of the maintenance license for function 2.

[0134] That is, version 4 of function 1 of the APP 251¢
was released before the expiration date of the maintenance
license for function 1 but after the expiration date of the
maintenance license for function 2, and thus cannot be used.
Furthermore, version 4 of function 2 of the APP 251¢ cannot
be used because it was released after the expiration date of
the maintenance license for function 2.

[0135] That is, in this example, in each version of the APP
251, when the expiration date of the maintenance license for
at least one function has expired, operation is performed to
make all functions subject to each maintenance license
unusable. In other words, in each version of the APP 251, in
a case where the APP release date is on or before the
expiration date of all maintenance licenses, all functions
subject to each maintenance license can be used, and in a
case where the APP release date is after the expiration date
of at least one maintenance license, no functions subject to
each maintenance license can be used.

[0136] Note that, in this example, for example, only the
version 4 of function 2 whose expiration date has expired
may be made unusable, and version 4 of the function 1 may
be made usable. That is, a function corresponding to a
maintenance license whose expiration date is on or after the
APP release date may be validated, and a function corre-
sponding to a maintenance license whose expiration date is
before the APP release date may be invalidated.

[0137] Furthermore, version 5 of function 1 of the APP
251c cannot be used because it was released after the
expiration date of the maintenance license for function 1.
Moreover, version 5 of function 2 of the APP 251¢ cannot be
used because it was released after the expiration date of the
maintenance license for function 2.

[0138] As described above, a time-limited maintenance
license can be easily used in the information processing
apparatus 23 that does not communicate with the server 11.

2. Variation

[0139] Hereinafter, a variation of the above-described
embodiment of the present technology will be described.
[0140] <Variation Regarding License Operation Method>
[0141] For example, in addition to a maintenance license,
a use license for using the APP 251 may be used. That is, a
user holding a use license for the APP 251 may be allowed
to use the APP 251.

[0142] In this case, a user who holds only a use license for
the APP 251 but does not hold a maintenance license may be
allowed to use the APP 251, or may not be allowed to use
the APP 251.

[0143] In the former case, for example, the user installs
(stores) use license data (e.g., an installation key for a use
license) regarding a use license for the APP 251 on the
information processing apparatus 23, thus enabling use of
functions of the APP 251 of the version at time of purchase
of the use license in the information processing apparatus
23. Conversely, the user cannot upgrade the functions of the
APP 251 unless a license held by the APP 251 is installed on
the information processing apparatus 23.

[0144] Note that hereinafter, installation of the use license
data on the information processing apparatus 23 is also
referred to as installation of a use license on the information
processing apparatus 23.
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[0145] In the latter case, even if the user installs a use
license for the APP 251 on the information processing
apparatus 23, the user cannot use the functions of the APP
251 on the information processing apparatus 23 unless the
user installs a maintenance license for the APP 251 on the
information processing apparatus 23.

[0146] FIG. 10 illustrates an example of an operation
method in the latter case.

[0147] Note that hereinafter, as illustrated in the upper part
of FIG. 10, it is assumed that the use license for function 1
at the time of version 2 of an APP 2514 is installed on the
information processing apparatus 23 and validated. It is
assumed that the use license for function 2 at the time of
version 3 of the APP 2514 is installed on the information
processing apparatus 23 and validated. Moreover, it is
assumed that the maintenance license for function 1 of the
APP 251d whose valid period is from Mar. 1, 2018 to Sep.
1, 2019 is installed on the information processing apparatus
23. Conversely, it is assumed that the maintenance license
for function 2 of the APP 2514 is not installed on the
information processing apparatus 23.

[0148] Furthermore, hereinafter, it is assumed that version
1 of the APP 251d was released on Jan. 1, 2018, version 2
was released on Jul. 1, 2018, version 3 was released on Jan.
1, 2019, version 4 was released on Jul. 1, 2019, and version
5 was released on Jan. 1, 2020.

[0149] In this case, versions 1 and 2 of function 1 of the
APP 251d can be used because they were released before the
expiration date (Sep. 1, 2019) of the maintenance license for
function 1.

[0150] That is, versions 3 and 4 of function 1 of the APP
251d were released before the expiration date of the main-
tenance license for function 1 but a maintenance license for
function 2 has not been installed, and thus cannot be used.
Version 5 of function 1 of the APP 251d cannot be used
because it was released after the expiration date of the
maintenance license for function 1. Furthermore, all ver-
sions of function 2 of the APP 251d cannot be used because
a maintenance license for function 2 has not been installed.
[0151] By contrast, as illustrated in the lower part of FIG.
10, the maintenance license for function 2 of the APP 2514
whose expiration date is from Mar. 1, 2019 to Sep. 1, 2019
has been installed on the information processing apparatus
23, thus enabling use of versions 1 to 4 of function 2 released
before the expiration date (Sep. 1, 2019) of the maintenance
license for function 2. At the same time, after the use license
for function 2 has been installed, versions 3 and 4 of function
1 released before the expiration date (Sep. 1, 2019) of the
maintenance license for function 1 can be used.

[0152] Conversely, version 5 of function 1 of the APP
251d cannot be used because it was released after the
expiration date of the maintenance license for function 1.
Version 5 of function 2 of the APP 251d cannot be used
because it was released after the expiration date of the
maintenance license for function 2.

[0153] That is, in this operation method, in each version of
the APP 251, if there is even one use license function for
which no maintenance license is installed among the func-
tions (hereinafter referred to as use license functions) for
which a use license is installed on the information process-
ing apparatus 23, none of the use license functions can be
used.

[0154] Furthermore, for example, the maintenance license
may be operated so that only a version released during the
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valid period of the maintenance license can be used. For
example, in the example of FIG. 9, regarding function 2 of
the APP 251c¢, only versions 2 and 3 released during the
valid period of the maintenance license may be usable, and
versions 1, 4, and 5 released outside the valid period may be
unusable.

[0155] Moreover, for example, the valid period of the APP
251 may be managed in units of time (e.g., in units of hours,
minutes, seconds, etc.) instead of units of days. In this case,
for example, the release time of the APP 251 stored in the
APP 251 is also expressed in units of time. For example,
dates and times such as 12:00 on Jul. 1, 2019 are stored as
the release time of the APP 251.

[0156] Furthermore, for example, in the example of FIG.
9, even after the expiration date of the maintenance license
for the APP 251q has expired, an operation is assumed in
which a minor version obtained by applying a patch such as
correction of a bug or a security hole to version 4 of the APP
251a can be used on the information processing apparatus
23.

[0157] By contrast, for example, the versions of the APP
251 may be divided into two stages of major versions and
minor versions according to change content, and the release
time of a minor version stored in the APP 251 may be
matched with the release time of a major version that is the
basis of the minor version. For example, in the example of
FIG. 9, the release time of a minor version released between
versions 4 and 5, which are major versions of the APP 251a,
may be stored in the APP 251q in accordance with the
release time of version 4.

[0158] Therefore, for example, even after the maintenance
license of the APP 251a expires on Sep. 1, 2019, a minor
version of version 4 of the APP 251a can be used.

[0159] <Variation Regarding Installation Key 281>
[0160] Although FIG. 5 illustrates an example in which
the installation key 281 includes a maintenance start date
and a valid period length as information associated with the
valid period of the maintenance license, for example, a
maintenance start date and a maintenance end date may be
included. Furthermore, for example, a maintenance end date
and a valid period length may be included.

[0161] Moreover, for example, the installation key 281
may include only a maintenance end date. In this case, for
example, the valid period of the maintenance license is from
when the installation key 281 is installed on the information
processing apparatus 23 to the maintenance end date.
[0162] Furthermore, for example, information associated
with a maintenance license for each function of the APP 251
may be included in one installation key 281. For example,
information associated with a maintenance license for func-
tions 1 and 2 of the APP 251c¢ in the example of FIG. 9 may
be included in one installation key 281.

[0163] <Countermeasure Against Unauthorized Use of
Maintenance License>

[0164] Security measures against eavesdropping, falsifi-
cation, and the like of the installation key 281 are not
particularly limited.

[0165] For example, in order to prevent unauthorized use
of the maintenance license, the license processing section
262 of the APP 251 may be obfuscated. In particular, it is
desirable to obfuscate a portion in which the APP release
date is stored and a portion in which processing of compar-
ing the APP release date to the expiration date of the
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maintenance license is performed. Note that the obfuscation
method is not particularly limited.

[0166] <Maintenance License Confirmation Method>
[0167] FIG. 11 illustrates an example of a maintenance
license confirmation screen displayed on a display of the
output section 117C of the information processing apparatus
23.

[0168] In this example, a window 301 is displayed on the
display.
[0169] For example, a top field of the window 301 dis-

plays the name of a provider which provides an SUP service
(maintenance license).

[0170] Inthe window 301, a list of functions subject to the
maintenance license and whether or not each function has
been validated are displayed. In this example, an example is
illustrated in which a 4K conversion function and an MPEG
conversion function are validated and an 8K conversion
function is invalidated.

[0171] Furthermore, the window 301 indicates that the
valid period of the maintenance license (SUP contract
period) is from Jan. 5, 2019 to Jan. 6, 2021.

[0172] Therefore, the user can easily confirm the valid
period of the maintenance license and the functions and
operating state subject to the maintenance license.

[0173] <Other Variations>

[0174] The present technology can also be applied to a
maintenance license of a program other than an APP, for
example, a program such as an operating system or middle-
ware.

3. Others
[0175] <Computer Configuration Example>
[0176] The above-described series of processing can be

executed by hardware, or can be executed by software. In a
case where the series of processing is executed by software,
a program constituting the software is installed on a com-
puter. Here, examples of the computer include a computer
incorporated in dedicated hardware and, for example, a
general-purpose personal computer, etc. capable of execut-
ing various functions by installing various programs.
[0177] Note that the program executed by the computer
may be a program in which processing is performed in a
time series in the order described in the present specification,
or may be a program in which processing is performed in
parallel or at a necessary timing such as when a call is made.
[0178] Furthermore, in the present specification, a system
refers to a set of a plurality of constituent elements (devices,
modules (parts), etc.), and it does not matter whether or not
all of the constituent elements are in the same housing.
Therefore, a plurality of devices housed in separate housings
and connected via a network and one device in which a
plurality of modules is housed in one housing are both
systems.

[0179] Moreover, the embodiments of the present tech-
nology are not limited to the above-described embodiments,
and various modifications can be made without departing
from the gist of the present technology.

[0180] For example, the present technology can have a
cloud computing configuration in which one function is
shared and cooperatively processed by a plurality of devices
via a network.

[0181] Furthermore, each step described in the above-
described flowcharts can be executed by one device or can
be shared and executed by a plurality of devices.
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[0182] Moreover, in a case where a plurality of processes
is included in one step, the processes included in the one step
can be executed by one device or can be shared and executed
by a plurality of devices.

[0183] <Configuration Combination Examples>

[0184] The present technology can also have the following
configurations.

[0185] (1)

[0186] An information processing method including
[0187] controlling, by an information processing appara-

tus, execution of a function of a program subject to a
maintenance license on the basis of a result of comparison
between a valid period of the maintenance license based on
maintenance license data stored in the information process-
ing apparatus and a release time of the program stored in the
program.

[0188] (2)

[0189] The information processing method according to
(1) described above, in which

[0190] the maintenance license data includes first identi-
fication information of the information processing appara-
tus, and

[0191] in a case where the first identification information
matches second identification information stored in the
information processing apparatus, the information process-
ing apparatus controls execution of the function on the basis
of a result of comparison between the valid period of the
maintenance license and the release time of the program.
[0192] (3)

[0193] The information processing method according to
(1) or (2) described above, in which

[0194] the information processing apparatus validates the
function in a case where the release time of the program is
on or before an expiration date of the maintenance license,
and invalidates the function in a case where the release time
of'the program is after the expiration date of the maintenance
license.

[0195] (4

[0196] The information processing method according to
(3) described above, in which

[0197] in a case where a plurality of pieces of the main-
tenance license data having different valid periods for the
function is stored in the information processing apparatus,
the information processing apparatus validates the function
in a case where the release time of the program is on or
before the expiration date of the latest maintenance license,
and invalidates the function in a case where the release time
of the program is after the expiration date of the latest
maintenance license.

[0198] (5)

[0199] The information processing method according to
any one of (1) to (4) described above, in which

[0200] in a case where the maintenance license data
including information associated with the valid period of the
maintenance license for each of a plurality of functions is
stored in the information processing apparatus, the informa-
tion processing apparatus controls execution of the plurality
of functions on the basis of a result of comparison between
the valid period of each maintenance license and the release
time of the program.

[0201] (6)

[0202] The information processing method according to
(5) described above, in which
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[0203] the information processing apparatus validates the
plurality of functions in a case where the release time of the
program is on or before an expiration date of the mainte-
nance license for all of the plurality of functions, and
invalidates the plurality of functions in a case where the
release time of the program is after the expiration date of the
maintenance license for at least one of the plurality of
functions.

[0204] (7)

[0205] The information processing method according to
(5) described above, in which

[0206] the information processing apparatus validates a
function subject to the maintenance license for which an
expiration date is on or after the release time of the program,
and invalidates a function subject to the maintenance license
for which the expiration date is before the release time of the
program.

[0207] (8)

[0208] The information processing method according to
any one of (1) to (6) described above, in which

[0209] in a case where use license data regarding a use
license for using the function is stored in the information
processing apparatus, the information processing apparatus
controls execution of the function on the basis of a result of
comparison between the valid period of the maintenance
license and the release time of the program.

[0210] (9)

[0211] The information processing method according to
any one of (1) to (8) described above, in which

[0212] the information processing apparatus invalidates
the function in a case where the maintenance license data is
not stored in the information processing apparatus.

[0213] (10)

[0214] The information processing method according to
any one of (1) to (9) described above, in which

[0215] the information processing apparatus controls dis-
play regarding the function subject to the maintenance
license and the valid period of the maintenance license.
[0216] (11)

[0217] The information processing method according to
any one of (1) to (10) described above, in which

[0218] the release time of the program indicates a release
time for each version of the program.

[0219] (12)

[0220] The information processing method according to
any one of (1) to (11) described above, in which the
maintenance license covers all functions of the program.
[0221] (13)

[0222] The information processing method according to
any one of (1) to (11) described above, in which

[0223] the maintenance license covers some functions of
the program.

[0224] (14)

[0225] The information processing method according to
any one of (1) to (13) described above, in which

[0226] the program causes the information processing
apparatus to execute processing of comparing the valid
period of the maintenance license with the release time of
the program, and

[0227] in the program, a portion in which the release time
of the program is stored and a portion for executing the
processing of comparing the valid period of the maintenance
license with the release time of the program are obfuscated.
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[0228] (15)

[0229] A program for executing processing, in which
[0230] a release time is stored, and
[0231] the processing controls, on an information process-

ing apparatus, execution of a function subject to a mainte-
nance license on the basis of a result of comparison between
a valid period of the maintenance license based on mainte-
nance license data stored in the information processing
apparatus and the release time.

[0232] (16)

[0233] The program according to (15) described above, in
which
[0234] a portion in which the release time is stored and a

portion for executing processing of comparing the release
time with an expiration date of the maintenance license are
obfuscated.

[0235] (17)

[0236] An information processing apparatus including
[0237] an execution section configured to control execu-
tion of a function of a program subject to a maintenance
license on the basis of a result of comparison between a valid
period of the maintenance license based on internally stored
maintenance license data and a release time of the program
stored in the program.

[0238] (18)

[0239] An information processing apparatus including
[0240] a license issuing section configured to generate
maintenance license data, including information associated
with a valid period of a maintenance license, used in
processing of controlling execution of a function of a
program subject to the maintenance license on the basis of
a result of comparison between the valid period of the
maintenance license and a release time of the program stored
in the program in another information processing apparatus.
[0241] (19)

[0242] A data structure

[0243] including information associated with a valid
period of a maintenance license, and

[0244] wused in processing of controlling execution of a
function of a program subject to the maintenance license on
the basis of a result of comparison between the valid period
of the maintenance license and a release time of the program
stored in the program in an information processing appara-
tus.

[0245] (20)

[0246] The data structure according to (19) described
above
[0247] further including first identification information of

the information processing apparatus, and

[0248] in the information processing apparatus, in a case
where the first identification information matches second
identification information stored in the information process-
ing apparatus, used in the processing of controlling execu-
tion of the function on the basis of a result of comparison
between an expiration date of the maintenance license and a
release time of the program.

[0249] Note that the effects described in the present speci-
fication are merely examples and are not limitations, and
other effects may be achieved.

REFERENCE SIGNS LIST

[0250] 1 Information processing system
[0251] 11 Server
[0252] 12 Client
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[0253] 13 Network

[0254] 21 Information processing apparatus
[0255] 22 Removable medium

[0256] 23 Information processing apparatus
[0257] 111 CPU

[0258] 201 Information processing section
[0259] 212 License generating section
[0260] 251 APP

[0261] 261 Execution section

[0262] 262 License processing section
[0263] 271 License file

[0264] 281 Installation key

1. An information processing method comprising
controlling, by an information processing apparatus,
execution of a function of a program subject to a
maintenance license on a basis of a result of compari-
son between a valid period of the maintenance license
based on maintenance license data stored in the infor-
mation processing apparatus and a release time of the
program stored in the program.
2. The information processing method according to claim
1, wherein
the maintenance license data includes first identification
information of the information processing apparatus,
and
in a case where the first identification information
matches second identification information stored in the
information processing apparatus, the information pro-
cessing apparatus controls execution of the function on
a basis of a result of comparison between the valid
period of the maintenance license and the release time
of the program.
3. The information processing method according to claim
1, wherein
the information processing apparatus validates the func-
tion in a case where the release time of the program is
on or before an expiration date of the maintenance
license, and invalidates the function in a case where the
release time of the program is after the expiration date
of the maintenance license.
4. The information processing method according to claim
3, wherein
in a case where a plurality of pieces of the maintenance
license data having different valid periods for the
function is stored in the information processing appa-
ratus, the information processing apparatus validates
the function in a case where the release time of the
program is on or before the expiration date of the latest
maintenance license, and invalidates the function in a
case where the release time of the program is after the
expiration date of the latest maintenance license.
5. The information processing method according to claim
1, wherein
in a case where the maintenance license data including
information associated with the valid period of the
maintenance license for each of a plurality of functions
is stored in the information processing apparatus, the
information processing apparatus controls execution of
the plurality of functions on a basis of a result of
comparison between the valid period of each mainte-
nance license and the release time of the program.
6. The information processing method according to claim
5, wherein
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the information processing apparatus validates the plural-
ity of functions in a case where the release time of the
program is on or before an expiration date of the
maintenance license for all of the plurality of functions,
and invalidates the plurality of functions in a case
where the release time of the program is after the
expiration date of the maintenance license for at least
one of the plurality of functions.
7. The information processing method according to claim
5, wherein
the information processing apparatus validates a function
subject to the maintenance license for which an expi-
ration date is on or after the release time of the program,
and invalidates a function subject to the maintenance
license for which the expiration date is before the
release time of the program.
8. The information processing method according to claim
1, wherein
in a case where use license data regarding a use license for
using the function is stored in the information process-
ing apparatus, the information processing apparatus
controls execution of the function on a basis of a result
of comparison between the valid period of the main-
tenance license and the release time of the program.
9. The information processing method according to claim
1, wherein
the information processing apparatus invalidates the func-
tion in a case where the maintenance license data is not
stored in the information processing apparatus.
10. The information processing method according to
claim 1, wherein
the information processing apparatus controls display
regarding the function subject to the maintenance
license and the valid period of the maintenance license.
11. The information processing method according to
claim 1, wherein
the release time of the program indicates a release time for
each version of the program.
12. The information processing method according to
claim 1, wherein
the maintenance license covers all functions of the pro-
gram.
13. The information processing method according to
claim 1, wherein
the maintenance license covers some functions of the
program.
14. The information processing method according to
claim 1, wherein
the program causes the information processing apparatus
to execute processing of comparing the valid period of
the maintenance license with the release time of the
program, and
in the program, a portion in which the release time of the
program is stored and a portion for executing the
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processing of comparing the valid period of the main-
tenance license with the release time of the program are
obfuscated.

15. A program for executing processing, wherein,

a release time is stored, and

the processing controls, on an information processing
apparatus, execution of a function subject to a mainte-
nance license on a basis of a result of comparison
between a valid period of the maintenance license
based on maintenance license data stored in the infor-
mation processing apparatus and the release time.

16. The program according to claim 15, wherein

a portion in which the release time is stored and a portion
for executing processing of comparing the release time
with an expiration date of the maintenance license are
obfuscated.

17. An information processing apparatus comprising

an execution section configured to control execution of a
function of a program subject to a maintenance license
on a basis of a result of comparison between a valid
period of the maintenance license based on internally
stored maintenance license data and a release time of
the program stored in the program.

18. An information processing apparatus comprising

a license issuing section configured to generate mainte-
nance license data, including information associated
with a valid period of a maintenance license, used in
processing of controlling execution of a function of a
program subject to the maintenance license on a basis
of a result of comparison between the valid period of
the maintenance license and a release time of the
program stored in the program in another information
processing apparatus.

19. A data structure

comprising information associated with a valid period of
a maintenance license, and

used in processing of controlling execution of a function
of a program subject to the maintenance license on a
basis of a result of comparison between the valid period
of the maintenance license and a release time of the
program stored in the program in an information pro-
cessing apparatus.

20. The data structure according to claim 19

further comprising first identification information of the
information processing apparatus, and

in the information processing apparatus, in a case where
the first identification information matches second
identification information stored in the information
processing apparatus, used in the processing of con-
trolling execution of the function on a basis of a result
of comparison between an expiration date of the main-
tenance license and a release time of the program.

#* #* #* #* #*



