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REMOTE STATION AND METHOD FOR
RE-ENABLING A DISABLED DEBUG
CAPABILITY IN A SYSTEM-ON-A-CHIP
DEVICE

BACKGROUND

[0001] 1. Field

[0002] The present invention relates generally to re-en-
abling a disabled debug capability in a system-on-a-chip
(SoC) device.

[0003] 2. Background

[0004] Debug re-enablement in a system-on-a-chip (SoC)
device gives rise to security sensitivities. An original equip-
ment manufacturer (OEM) incorporating an SoC device into
its products does not want its security scheme compromised,
and a manufacturer/supplier of an SoC device must be
allowed to debug a device returned based on a possible manu-
facturing or other defect. Some OEMs may not be concerned
about security and may just want things to work, without
requiring an additional security effort on their part.

[0005] There is therefore a need for a technique for re-
enabling a disabled debug capability in an SoC device in an
effective manner.

SUMMARY

[0006] An aspect of the present invention may reside in a
method for re-enabling a disabled debug capability in an
integrated circuit. In the method, the integrated circuit
receives a debug re-enable message. The debug re-enable
message includes a debug re-enable token signed by a private
key. The debug re-enable token is generated using a unique
identifier of the integrated circuit and a first copy of a sym-
metric key. The debug re-enable token is validated using a
public key corresponding to the private key. A comparison
token is generated using the unique identifier and using a
second copy of the symmetric key securely stored in the
integrated circuit. The integrated circuit compares the debug
re-enable token and the comparison token. The disabled
debug capability is re-enabled in the integrated circuit if the
debug re-enable token matches the comparison token.
[0007] In more detailed aspects of the invention, the inte-
grated circuit may be a system-on-a-chip (SoC) device. The
debug re-enablement message may be received from a first
party, and the private key may be of the first party. The first
copy of the symmetric key may be stored at a second party.
The private key of the first party is not available to the second
party, and the symmetric key is not available to the first party.
The unique identifier may be a serial number of the integrated
circuit. The comparison token may be generated based on a
one-way cryptographic function using the serial number and
the second copy of the symmetric key as inputs. The symmet-
ric key may be securely stored in a one-time-programmable
(OTP) memory of the integrated circuit.

[0008] Another aspect of the invention may reside in a
remote station, comprising: means for receiving a debug re-
enable message, wherein the message includes a debug re-
enable token signed by a private key, and the debug re-enable
token is based on a unique identifier of an integrated circuit
and a first copy of a symmetric key; means for validating the
debug re-enable token using a public key corresponding to the
private key; means for generating a comparison token using
the unique identifier and using a second copy of the symmet-
ric key securely stored in the integrated circuit; means for
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comparing the debug re-enable token and the comparison
token; and means for re-enabling a disabled debug capability
in the integrated circuit if the debug re-enable token matches
the comparison token.

[0009] Another aspect of the invention may reside in a
remote station, comprising: a processor configured to: receive
a debug re-enable message, wherein the message includes a
debug re-enable token signed by a private key, and the debug
re-enable token is based on a unique identifier of an integrated
circuit and a first copy of a symmetric key; validate the debug
re-enable token using a public key corresponding to the pri-
vate key; generate a comparison token using the unique iden-
tifier and using a second copy of the symmetric key securely
stored in the integrated circuit; compare the debug re-enable
token and the comparison token; and re-enable a disabled
debug capability in the integrated circuitif the debug re-en-
able token matches the comparison token.

[0010] Another aspect of the invention may reside in an
integrated circuit, comprising: means for receiving a debug
re-enable message from, wherein the message includes a
debug re-enable token signed by a private key, and the debug
re-enable token is based on a unique identifier of the inte-
grated circuit and a first copy of a symmetric key; means for
validating the debug re-enable token using a public key cor-
responding to the private key; means for generating a com-
parison token using the unique identifier and using a second
copy of the symmetric key securely stored in the integrated
circuit; means for comparing the debug re-enable token and
the comparison token; and means for re-enabling a disabled
debug capability in the integrated circuit if the debug re-
enable token matches the comparison token.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG.1isablock diagram of an example of a wireless
communication system.

[0012] FIG. 2 is a block diagram of a method for re-en-
abling a disabled debug capability in an integrated circuit
such as a system-on-a-chip (SoC) device, according to the
present invention.

[0013] FIG. 3 is a block diagram of an SoC device.

[0014] FIG. 4 is a block diagram of a computer including a
processor and a memory.

[0015] FIG.5is ablock diagram of a method for generating
a signature for a token using a private key.

DETAILED DESCRIPTION

[0016] Theword “exemplary” is used herein to mean “serv-
ing as an example, instance, or illustration.” Any embodiment
described herein as “exemplary” is not necessarily to be con-
strued as preferred or advantageous over other embodiments.
[0017] With reference to FIGS. 2 and 3, an aspect of the
present invention may reside in a method 200 for re-enabling
a disabled debug capability in an integrated circuit such as a
system-on-a-chip (SoC) device 210. In the method, the inte-
grated circuit receives a debug re-enable message MSG (step
230). The debug re-enable message includes a debug re-
enable token TOKENT signed by a private key KPRI. The
debug re-enable token may be based on a unique identifier of
the integrated circuit and a first copy of a symmetric key KS.
The debug re-enable token is validated using a public key
KPUB corresponding to the private key (step 250). A com-
parison token TOKEN?2 is generated using the unique iden-
tifier and using a second copy of the symmetric key securely
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stored in the integrated circuit (step 260). The integrated
circuit compares the debug re-enable token and the compari-
son token (step 270). The disabled debug capability is re-
enabled in the integrated circuit if the debug re-enable token
matches the comparison token (step 280).

[0018] Inmore detailed aspects of the invention, the debug
re-enablement message may be received from a first party
220, and the private key may be of the first party. The first
copy of the symmetric key may be stored at a second party
240. The private key KPRI of the first party is not available to
the second party, and the symmetric key KS is notavailable to
the first party. The unique identifier may be a serial number of
the SoC device. The comparison token TOKEN2 may be
generated based on a one-way cryptographic function, such
as the SHA256 hash function 310, using the serial number
and the second copy of the symmetric key as inputs. The
symmetric key may be securely stored in a one-time-pro-
grammable (OTP) memory 254 of the SoC device.

[0019] In more detailed aspects of the invention, the first
party 220 may be a supplier and/or a manufacturer of the SoC
device 210, and the second party 240 may be an original
equipment manufacturer (OEM).

[0020] The supplier (manufacturer) 220 of the SoC device
210 retains the private key KPRI for signing messages, and
does not share this private key with outside parties. An OEM
240 that wants to prevent the supplier from unlocking/re-
enabling a debug capability in their SoC devices may provi-
sion a symmetric (or OEM) key KS into the OTP memory
(i.e., an eFuse, QFPROM, etc.) in the SoC devices. The sym-
metric key may be unique to each device, or may be globally
shared across devices. Accordingly, the supplier may proceed
as follows to re-enable debug in the SoC device 210.

[0021] The supplier 220 forwards a formal request to the
OEM 240, specifying a chip serial number (step 222). This is
aunique serial number stored in the OTP memory 254. Alter-
natively, the OEM first sends to the supplier a return material
authorization (RMA) with the unique serial number.

[0022] The OEM 240 generates a per-device 256-bit debug
unlock/re-enable token TOKENT1 by hashing the serial num-
ber and the OEM key KS (step 224). The OEM provides the
supplier 220 with this token (step 226).

[0023] The supplier 220 generates a debug re-enable mes-
sage signed by the private key KPRI which is known only to
the supplier. The signed message includes the OEM-provided
token TOKENI1.

[0024] A key provisioning hardware core 320 within the
SoC device 210 validates the signature over the message, and
unwraps and outputs the debug re-enable token TOKEN1 to a
comparator 350. The SoC hardware (HW) also generates a
256-bit token TOKEN2 by performing a hash of the serial
number and the OEM key KS stored in the OTP memory 254.
Ifthe received debug re-enablement token TOKEN1 matches
the SoC HW generated comparison token TOKEN2, the
operation (e.g., debug re-enablement) is allowed.

[0025] The technique of the invention is simple enough to
implement in hardware, and allows an SoC device manufac-
turer to retain of ultimate RMA debug control, while at the
same time allowing OEMs to block operations they don’t
authorize.

[0026] With further reference to FIGS. 1 and 4, a remote
station 102 may comprise a computer 400 that includes a
processor 410 (such as the SoC device 210), a storage
medium 420 (such as memory and/or a disk drive), a display
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430, and an input such as a keypad 440, and a wireless
connection 450 (such as a Wi-Fi connection and/or cellular
connection).

[0027] Another aspect of the invention may reside in a
remote station 102, comprising: means 410 for receiving a
debug re-enable message, wherein the message includes a
debug re-enable token TOKENT signed by a private key
KPRI, and the debug re-enable token is based on a unique
identifier of an integrated circuit and a first copy of a sym-
metric key KS; means 410 for validating the debug re-enable
token using a public key KPUB corresponding to the private
key; means 410 for generating a comparison token TOKEN2
using the unique identifier and using a second copy of the
symmetric key securely stored in the integrated circuit; means
410 for comparing the debug re-enable token and the com-
parison token; and means 410 for re-enabling a disabled
debug capability in the integrated circuit if the debug re-
enable token matches the comparison token.

[0028] Another aspect of the invention may reside in a
remote station 102, comprising: a processor 410 configured
to: receive a debug re-enable message, wherein the message
includes a debug re-enable token TOKENT signed by a pri-
vate key KPRI, and the debug re-enable token is based on a
unique identifier of a system-on-a-chip (SoC) device and a
first copy of a symmetric key KS; validate the debug re-enable
token using a public key KPUB corresponding to the private
key; generate a comparison token TOKEN?2 using the unique
identifier and using a second copy of the symmetric key
securely stored in the integrated circuit; compare the debug
re-enable token and the comparison token; and re-enable a
disabled debug capability in the integrated circuit if the debug
re-enable token matches the comparison token.

[0029] Another aspect of the invention may reside in a
integrated circuit 410, comprising: means for receiving a
debug re-enable message, wherein the message includes a
debug re-enable token TOKENT signed by a private key
KPRI, and the debug re-enable token is based on a unique
identifier of the integrated circuit and a first copy of a sym-
metric key KS; means for validating the debug re-enable
token using a public key KPUB corresponding to the private
key; means for generating a comparison token TOKEN2
using the unique identifier and using a second copy of the
symmetric key securely stored in the integrated circuit; means
for comparing the debug re-enable token and the comparison
token; and means for re-enabling a disabled debug capability
in the integrated circuit if the debug re-enable token matches
the comparison token.

[0030] A method 500 for generating the signature for the
message MSG carrying the debug re-enable token TOKEN1
is shown in FIG. 5. The information in the message is input
into a hash function 520, e.g., SHA2 or SHA3, to generate a
digest 530. The digest is input into an algorithm 540, to
generate a message signature value 550 using the private key
KPRI of the first party 220.

[0031] With reference to FIG. 1, a wireless remote station
(RS) 102 may communicate with one or more base stations
(BS) 104 of a wireless communication system 100. The RS
may be a mobile station. The wireless communication system
100 may further include one or more base station controllers
(BSC) 106, and a core network 108. Core network may be
connected to an Internet 110 and a Public Switched Tele-
phone Network (PSTN) 112 via suitable backhauls. A typical
wireless mobile station may include a handheld phone, or a
laptop computer. The wireless communication system 100
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may employ any one of a number of multiple access tech-
niques such as code division multiple access (CDMA), time
division multiple access (TDMA), frequency division mul-
tiple access (FDMA), space division multiple access
(SDMA), polarization division multiple access (PDMA), or
other modulation techniques known in the art.

[0032] Those of skill in the art would understand that infor-
mation and signals may be represented using any of a variety
of different technologies and techniques. For example, data,
instructions, commands, information, signals, bits, symbols,
and chips that may be referenced throughout the above
description may be represented by voltages, currents, elec-
tromagnetic waves, magnetic fields or particles, optical fields
or particles, or any combination thereof.

[0033] Those of skill would further appreciate that the vari-
ous illustrative logical blocks, modules, circuits, and algo-
rithm steps described in connection with the embodiments
disclosed herein may be implemented as electronic hardware,
computer software, or combinations of both. To clearly illus-
trate this interchangeability of hardware and software, vari-
ous illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their
functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application
and design constraints imposed on the overall system. Skilled
artisans may implement the described functionality in vary-
ing ways for each particular application, but such implemen-
tation decisions should not be interpreted as causing a depar-
ture from the scope of the present invention.

[0034] The various illustrative logical blocks, modules, and
circuits described in connection with the embodiments dis-
closed herein may be implemented or performed with a gen-
eral purpose processor, a digital signal processor (DSP), an
application specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA) or other programmable logic
device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform
the functions described herein. A general purpose processor
may be a microprocessor, but in the alternative, the processor
may be any conventional processor, controller, microcontrol-
ler, or state machine. A processor may also be implemented as
a combination of computing devices, e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors,
one or more microprocessors in conjunction with a DSP core,
or any other such configuration.

[0035] The steps of a method or algorithm described in
connection with the embodiments disclosed herein may be
embodied directly in hardware, in a software module
executed by a processor, or in a combination of the two. A
software module may reside in RAM memory, flash memory,
ROM memory, EPROM memory, EEPROM memory, regis-
ters, hard disk, a removable disk, a CD-ROM, or any other
form of storage medium known in the art. An exemplary
storage medium is coupled to the processor such the proces-
sor can read information from, and write information to, the
storage medium. In the alternative, the storage medium may
be integral to the processor. The processor and the storage
medium may reside in an ASIC. The ASIC may reside in a
user terminal. In the alternative, the processor and the storage
medium may reside as discrete components in a user terminal.
[0036] In one or more exemplary embodiments, the func-
tions described may be implemented in hardware, software,
firmware, or any combination thereof. If implemented in
software as a computer program product, the functions may
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be stored on or transmitted over as one or more instructions or
code on a computer-readable medium. Computer-readable
media includes both non-transitory computer storage media
and communication media including any medium that facili-
tates transfer of a computer program from one place to
another. A storage media may be any available media that can
be accessed by a computer. By way of example, and not
limitation, such computer-readable media can comprise
RAM, ROM, EEPROM, CD-ROM or other optical disk stor-
age, magnetic disk storage or other magnetic storage devices,
or any other medium that can be used to carry or store desired
program code in the form of instructions or data structures
and that can be accessed by a computer. Also, any connection
is properly termed a computer-readable medium. For
example, if the software is transmitted from a website, server,
or other remote source using a coaxial cable, fiber optic cable,
twisted pair, digital subscriber line (DSL), or wireless tech-
nologies such as infrared, radio, and microwave, then the
coaxial cable, fiber optic cable, twisted pair, DSL, or wireless
technologies such as infrared, radio, and microwave are
included in the definition of medium. Disk and disc, as used
herein, includes compact disc (CD), laser disc, optical disc,
digital versatile disc (DVD), floppy disk and blu-ray disc
where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Combinations of the
above should also be included within the scope of computer-
readable media.

[0037] The previous description of the disclosed embodi-
ments is provided to enable any person skilled in the art to
make or use the present invention. Various modifications to
these embodiments will be readily apparent to those skilled in
the art, and the generic principles defined herein may be
applied to other embodiments without departing from the
spirit or scope of the invention. Thus, the present invention is
not intended to be limited to the embodiments shown herein
but is to be accorded the widest scope consistent with the
principles and novel features disclosed herein.

What is claimed is:

1. A method for re-enabling a disabled debug capability in
an integrated circuit, comprising:

receiving, by the integrated circuit, a debug re-enable mes-

sage, wherein:

the debug re-enable message includes a debug re-enable
token signed by a private key, and

the debug re-enable token is based on a unique identifier
of'the integrated circuit and a first copy of a symmetric
key;

validating the debug re-enable token using a public key

corresponding to the private key;

generating a comparison token using the unique identifier

and using a second copy of the symmetric key securely
stored in the integrated circuit;

comparing the debug re-enable token and the comparison

token; and

re-enabling the disabled debug capability in the integrated

circuit if the debug re-enable token matches the com-
parison token.

2. The method of claim 1, wherein the integrated circuit is
a system-on-a chip (SoC) device.

3. The method of claim 1, wherein the debug re-enable-
ment message is received from a first party, and the private
key is of the first party.

4. The method of claim 3, wherein the first copy of the
symmetric key is stored at a second party.
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5. The method of claim 4, wherein the private key of the
first party is not available to the second party, and the sym-
metric key is not available to the first party.

6. The method of claim 1, wherein the unique identifier is
a serial number of the integrated circuit.

7. The method of claim 6, wherein the comparison token is
generated based on a one-way cryptographic function using
the serial number and the second copy of the symmetric key
as inputs.

8. The method of claim 1, wherein the symmetric key is
securely stored in a one-time-programmable (OTP) memory
of the integrated circuit.

9. A remote station, comprising:

means for receiving a debug re-enable message, wherein

the debug re-enable message includes a debug re-enable
token signed by a private key, and the debug re-enable
token is based on a unique identifier of a an integrated
circuit and a first copy of a symmetric key;

means for validating the debug re-enable token using a

public key corresponding to the private key;

means for generating a comparison token using the unique

identifier and using a second copy of the symmetric key
securely stored in the integrated circuit;

means for comparing the debug re-enable token and the

comparison token; and

means for re-enabling a disabled debug capability in the

integrated circuit if the debug re-enable token matches
the comparison token.

10. The remote station of claim 9, wherein the integrated
circuit is a system-on-a-chip (SoC) device.

11. The remote station of claim 9, wherein the debug re-
enablement message is received from a first party, and the
private key is of the first party.

12. The remote station of claim 11, wherein the first copy of
the symmetric key is stored at a second party.

13. The remote station of claim 12, wherein the private key
of the first party is not available to the second party, and the
symmetric key is not available to the first party.

14. The remote station of claim 9, wherein the unique
identifier is a serial number of the integrated circuit.

15. The remote station of claim 14, wherein the comparison
token is generated based on a one-way cryptographic func-
tion using the serial number and the second copy of the
symmetric key as inputs.

16. The remote station of claim 9, wherein the symmetric
key is securely stored in a one-time-programmable (OTP)
memory of the integrated circuit.

17. A remote station, comprising:

a processor configured to:

receive a debug re-enable message, wherein the debug
re-enable message includes a debug re-enable token
signed by a private key, and the debug re-enable token
is based on a unique identifier of an integrated circuit
and a first copy of a symmetric key;

validate the debug re-enable token using a public key
corresponding to the private key;

generate a comparison token using the unique identifier
and using a second copy of the symmetric key
securely stored in the integrated circuit;
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compare the debug re-enable token and the comparison
token; and

re-enable a disabled debug capability in the integrated
circuitif the debug re-enable token matches the com-
parison token.

18. The remote station of claim 17, wherein the integrated
circuit is a system-on-a-chip (SoC) device.

19. The remote station of claim 17, wherein the debug
re-enablement message is received from a first party, and the
private key is of the first party.

20. The remote station of claim 19, wherein the first copy of
the symmetric key is stored at a second party.

21. The remote station of claim 20, wherein the private key
of the first party is not available to the second party, and the
symmetric key is not available to the first party.

22. The remote station of claim 17, wherein the unique
identifier is a serial number of the integrated circuit.

23. The remote station of claim 22, wherein the comparison
token is generated based on a one-way cryptographic func-
tion using the serial number and the second copy of the
symmetric key as inputs.

24. The remote station of claim 18, wherein the symmetric
key is securely stored in a one-time-programmable (OTP)
memory of the integrated circuit.

25. An integrated circuit, comprising:

means for receiving a debug re-enable message, wherein

the debug re-enable message includes a debug re-enable
token signed by a private key, and the debug re-enable
token is based on a unique identifier of the integrated
circuit and a first copy of a symmetric key;

means for validating the debug re-enable token using a

public key corresponding to the private key;

means for generating a comparison token using the unique

identifier and using a second copy of the symmetric key
securely stored in the integrated circuit;

means for comparing the debug re-enable token and the

comparison token; and

means for re-enabling a disabled debug capability in the

integrated circuit if the debug re-enable token matches
the comparison token.

26. The integrated circuit of claim 25, wherein the inte-
grated circuit is a system-on-a-chip (SoC) device.

27. The integrated circuit of claim 25, wherein the debug
re-enablement message is received from a first party, the
private key is of the first party, and the first copy of the
symmetric key is stored at a second party.

28. The integrated circuit of claim 25, wherein the unique
identifier is a serial number of the integrated circuit.

29. The integrated circuit of claim 28, wherein the com-
parison token is generated based on a one-way cryptographic
function using the serial number and the second copy of the
symmetric key as inputs.

30. The integrated circuit of claim 25, wherein the sym-
metric key is securely stored in a one-time-programmable
(OTP) memory of the integrated circuit.
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