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(57) ABSTRACT

Novel tools and techniques might provide for implementing
interconnection gateway and/or hub functionalities. In some
embodiments, a network functions virtualization (“NFV”)
interconnection gateway or hub (“NFVIG” or “NFVIH”)
might receive a set of network interconnection information
from each of one or more sets of NFV entities and/or one or
more sets of NFV-based customer devices, each set being
located within a network separate from the networks in which
the other sets are located. The NFVIG or NFVIH might be
located within one of these networks or within a separate
external network. The NFVIG or NFVIH might abstract each
set of network interconnection information, and might estab-
lish one or more links among the sets of NFV entities and/or
the sets of NFV-based customer devices based on such
abstraction. The NFVIG or NFVIH might provide access to
one or more virtualized network functions (“VNFs”) via the
one or more links.
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CUSTOMER ENVIRONMENT NETWORK
FUNCTIONS VIRTUALIZATION (NFV)
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COPYRIGHT STATEMENT

[0004] A portion of the disclosure of this patent document
contains material that is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclosure
as it appears in the Patent and Trademark Office patent file or
records, but otherwise reserves all copyright rights whatso-
ever.

FIELD

[0005] The present disclosure relates, in general, to meth-
ods, systems, and computer software for implementing inter-
connection gateway and/or hub functionalities, and, in par-
ticular embodiments, to methods, systems, and computer
software for implementing interconnection gateway and/or
hub functionalities between or among at least one network
functions virtualization (“NFV”) entity and at least one NFV-
based customer device that are located in corresponding dif-
ferent networks.

BACKGROUND

[0006] Although currently available network gateway
devices and network hub devices allow for interconnection
between or among two or more networks and network com-
ponents therein, such interconnection is for conventional data
traffic. Such currently available network gateway or hub
devices, however, do not provide for interconnection between
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or amongst two or more network functions virtualization
(“NFV”) entities in corresponding two or more different net-
works, much less provide access to one or more virtualized
network functions (“VNFs”) via such interconnections. The
currently available network gateway or hub devices also do
not provide for interconnection between or amongst one or
more NFV entities and one or more NFV-based customer
devices in corresponding two or more different networks,
much less provide access to one or more virtualized network
functions (“VNFs”) via such interconnections.

[0007] Hence, there is a need for more robust and scalable
solutions for implementing interconnection gateway and/or
hub functionalities, by, e.g., implementing interconnection
gateway and/or hub functionalities between or among at least
one network functions virtualization (“NFV”) entity and at
least one NFV-based customer device that are located in
corresponding different networks.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] A further understanding of the nature and advan-
tages of particular embodiments may be realized by reference
to the remaining portions of the specification and the draw-
ings, in which like reference numerals are used to refer to
similar components. In some instances, a sub-label is associ-
ated with a reference numeral to denote one of multiple simi-
lar components. When reference is made to a reference
numeral without specification to an existing sub-label, it is
intended to refer to all such multiple similar components.
[0009] FIGS. 1A and 1B are schematic diagrams illustrat-
ing various systems for implementing interconnection gate-
way functionality between a set of network functions virtu-
alization (“NFV”) entities in a first network and one or more
NEFV-based customer devices in a second network, in accor-
dance with various embodiments.

[0010] FIG. 2isablock diagram illustrating another system
for implementing interconnection gateway functionality
between a set of NFV entities in a first network and one or
more NFV-based customer devices in a second network, in
accordance with various embodiments.

[0011] FIG. 3 is a schematic diagram illustrating yet
another system for implementing interconnection gateway
functionality between a set of NFV entities in a first network
and one or more NFV-based customer devices in a second
network, in accordance with various embodiments.

[0012] FIGS. 4A-4G are schematic diagrams illustrating
various embodiments of a system for implementing intercon-
nection gateway functionality between a set of NFV entities
in a first network and one or more NFV-based customer
devices in a second network.

[0013] FIG. 5 is a schematic diagram illustrating a system
for implementing interconnection hub functionality among
one or more sets of service provider NFV entities in one or
more service provider networks and a first set of NFV-based
customer devices in a first network through an N set of
NFV-based customer devices in an N? network, in accor-
dance with various embodiments.

[0014] FIG. 6 is a schematic diagram illustrating another
system for implementing interconnection hub functionality
among one or more sets of service provider NFV entities in
one or more service provider networks and a first set of
NFV-based customer devices in a first network through an N
set of NFV-based customer devices in an N? network, in
accordance with various embodiments.
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[0015] FIG. 7 is a schematic diagram illustrating yet
another system for implementing interconnection hub func-
tionality among one or more sets of service provider NFV
entities in one or more service provider networks and a first
set of NFV-based customer devices in a first network through
an N7 set of NFV-based customer devices in an N” network,
in accordance with various embodiments.

[0016] FIG. 8 is a schematic diagram illustrating a system
for implementing hub-to-hub interconnection among a first
interconnection hub in a first external network, a second
interconnection hub in a second external network, through an
N? interconnection hub in an N? external network, in accor-
dance with various embodiments.

[0017] FIGS. 9A-9C are flow diagrams illustrating a
method for implementing interconnection gateway function-
ality between a set of NFV entities in a first network and one
or more NFV-based customer devices in a second network, in
accordance with various embodiments.

[0018] FIGS. 10A-10E are flow diagrams illustrating a
method for implementing interconnection hub functionality
among one or more service provider NFV entities in one or
more service provider networks and a first set of NFV-based
customer devices in a first network through an N set of
NFV-based customer devices in an N? network or for imple-
menting hub-to-hub interconnection among a first intercon-
nection hub in a first external network, a second interconnec-
tion hub in a second external network, through an N
interconnection hub in an N? external network, in accordance
with various embodiments.

[0019] FIG.111isablock diagram illustrating an exemplary
computer or system hardware architecture, in accordance
with various embodiments.

[0020] FIG. 12 is a block diagram illustrating a networked
system of computers, computing systems, or system hard-
ware architecture, which can be used in accordance with
various embodiments.

DETAILED DESCRIPTION OF CERTAIN
EMBODIMENTS

[0021]

[0022] Various embodiments provide techniques for imple-
menting interconnection gateway and/or hub functionalities
between or among at least one network functions virtualiza-
tion (“NFV”) entity and at least one NFV-based customer
device that are located in corresponding different networks.

[0023] Insomeembodiments, a NFV interconnection gate-
way (“NFVIG”)—which provides NFV interconnection
between a network of a (network) service provider and a
network associated with a customer environment in a one-to-
one manner—might receive a set of network interconnection
information from one or more sets of NFV entities located
within the service provider network and from one or more sets
of NFV-based customer devices located within a network
separate from the service provider network. The NFVIG
might, in some cases, be located in one of these networks
(typically in the service provider network; although the cus-
tomer environment might, in some cases, also have a second
NFVIG). The NFVIG might abstract each set of network
interconnection information, and might establish one or more
links between the one or more sets of NFV entities and the one
or more sets of NFV-based customer devices, based at least in
part on the abstracted sets of network interconnection infor-
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mation. The NFVIG might provide access to one or more
virtualized network functions (“VNFs”) via the one or more
links.

[0024] Insome cases, a NFV entity might include, without
limitation, at least one of a NFV orchestrator, a network
functions virtualization infrastructure (“NFVI”) system, a
NFV management and orchestration (“MANO”) system, a
VNF manager, a NFV resource manager, a virtualized infra-
structure manager (“VIM”), a virtual machine (“VM”), a
macro orchestrator, a domain orchestrator, and/or the like. In
some instances, one or more NFV entities might include a
device that is configured to request execution of VNFs and to
access the VNF's being executed on corresponding one of the
one or more other NFV entities, without capacity and/or
capability to locally execute the VNFs. Herein, “lack of
capacity” might imply to resources are exhausted due to load,
while “lack of capability” might imply that the service pro-
vider does not have resources to locally execute the VNFs in
the first place. In some instances, a service provider that owns,
manages, or controls a particular VNF may offer the particu-
lar VNF to other service providers only if the particular VNF
is executed on its own NFVI. The NFVIG, in some aspects,
might include, but is not limited to, a physical gateway device,
a gateway application hosted on a distributed computing plat-
form, a gateway application hosted on a cloud computing
platform, a VNF-based gateway application hosted on a cen-
tralized gateway hardware system, a gateway application
hosted on a server, a VNF-based gateway application hosted
on a computing device, an external network-to-network inter-
face (“E-NNI”) device, and/or the like. In some cases, the
network connection information might include, without limi-
tation, information regarding at least one of latency, jitter,
bandwidth, packet loss, nodal connectivity, compute
resources, storage resources, memory capacity, routing,
operations support systems (“OSS”), or business support sys-
tems (“BSS”), additional services (e.g., firewall, security,
parental control functionality, etc.), and/or information
regarding at least one of fault, configuration, accounting,
performance, or security (“FCAPS”), and/or the like.

[0025] According to some embodiments, a customer envi-
ronment might include, but is not limited to, one of an Internet
of things (“IOT”) environment, a customer residence, a cus-
tomer business, a healthcare facility, an industrial facility, a
vehicle, a public safety answering point (“PSAP”) facility,
and/or the like. The customer residence might include, with-
out limitation, one of a customer residential premises (e.g., a
single family house, a town house, etc.), amulti-dwelling unit
(e.g., an apartment building/complex, a condominium build-
ing/complex, etc.), or a short-term lodging facility (e.g., a
motel, a hotel, an inn, etc.), and/or the like. The customer
business might include, but is not limited to, one of a customer
commercial premises, a customer business premises, and/or
the like. The healthcare facility might include, without limi-
tation, one of a hospital, a clinic, a doctor’s office, a dentist’s
office, an optometrist’s office, a specialist physician’s office,
and/or the like. The industrial facility might include, but is not
limited to, one of an industrial manufacturing facility, an
industrial processing facility, a warehouse, and/or the like.
The vehicle might include, without limitation, one of a
bicycle, a motorbike, a car, an all-terrain vehicle, a snowmo-
bile, a minivan, a truck, a van, a bus, a transport vehicle, an
industrial vehicle, a government vehicle, a commercial
vehicle, a recreational vehicle, a personal watercraft, aboat, a
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ship, an airplane, a helicopter, a personal aircraft, a space
vehicle, a satellite, a probe, a drone, a space station, and/or the
like.

[0026] The NFV-based customer device (depending on the
customer environment in which it may be located or with
which it may be associated) might include, but is not limited
to, one of a tablet computer, a smart phone, a mobile phone, a
telephone system, a personal digital assistant, a portable gam-
ing device, a web camera, an image capture device, a set-top
box or video recording/playback device, a television, a
vehicle-based set-top box, a vehicle-based television or video
monitor, a server computer or server system, a desktop com-
puter, a laptop computer, a residential/commercial/vehicle-
based/PSAP gateway device or a residential/commercial/ve-
hicle-based/PSAP network device, a game console, a printer,
a scanner, an image projection device, a database or a data
storage device, an external speaker, an audio recording/play-
back device, a kitchen appliance, a thermostat or other sens-
ing device, a vehicle climate control system, a premises secu-
rity control device, a lighting system, a vehicle lighting
system, a remote door locking system, a remote door open-
ing/closing system, a vehicle door opening/closing device, a
garage door opener, a remote window locking system, a
remote window opening/closing system, a window covering
opening/closing control system, a robotic cleaning system, a
baby monitor, an intercom system, a health monitoring device
ora diagnostic device or a medical device, a power generation
system, a medical/emergency vehicle (e.g., ambulance,
police car, fire engine, etc.) dispatch control system, an indus-
trial or transport vehicle (e.g., transport truck, forklift, etc.)
dispatch control system, an industrial manufacturing robot,
industrial manufacturing machinery, an industrial processing
robot, industrial processing machinery, an industrial ware-
house item transporting robot, industrial warehouse item
transporting machinery, an industrial process monitoring sys-
tem, a vehicle-based navigation system, a vehicle-based
audio system or a vehicle-based media recording and play-
back device, a communications device, and/or the like.

[0027] According to some aspects, providing access to the
one or more VNFs might include, without limitation, sending
one or more VNFs from one or more sets of NFV entities
located within the service provider network to one or more
sets of NFV-based customer devices located within the net-
work separate from the service provider network, providing
one or more sets of NFV-based customer devices with access
to one or more VNFs running on one or more sets of NFV
entities without sending the one or more VNF's from the one
or more sets of NFV entities to the one or more sets of
NFV-based customer devices, providing access to the one or
more VNFs via a NFVIG, providing access to the one or more
VNFs via peering connection between one or more sets of
NFV entities and one or more sets of NFV-based customer
devices, bursting one or more VNFs from one or more sets of
NFV entities to one or more sets of NFV-based customer
devices using an application programming interface (“API”),
and/or the like.

[0028] According to some embodiments, a NFV intercon-
nection hub (“NFVIH”)—which provides NFV interconnec-
tion amongst three or more networks of three or more separate
(network) service providers/customer environments in a
many-to-many manner—might receive a set of network inter-
connection information from each of three or more sets of
NFV entities/NFV-based customer devices, each set of NFV
entities/NFV-based customer devices being located within a
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network separate from the networks in which the other sets of
NFV entities/NFV-based customer devices are located. The
NFVIH might be located within a separate external network.
The NFVIH might abstract each set of network interconnec-
tion information, and might establish one or more links
among the three or more sets of NFV entities/NFV-based
customer devices, based at least in part on the abstracted sets
of network interconnection information. The NFVIH might
provide access to one or more VNFs via the one or more links.
In some aspects, the NFVIH might provide hub-to-hub NFV
interconnection between or amongst large groups of separate
networks (with each group being interconnected by a hub), to
allow for expanded scalability in NFV interconnection or the
like.

[0029] Insome cases, a NFV entity might include, without
limitation, at least one of a NFV orchestrator, a NFVI system,
a NFV MANO system, a VNF manager, a NFV resource
manager, a VIM, a VM, a macro orchestrator, a domain
orchestrator, and/or the like. In some instances, one or more
NFV entities might include a device that is configured to
request execution of VNFs and to access the VNFs being
executed on corresponding one of the one or more other NFV
entities, without capacity and/or capability to locally execute
the VNFs. As above, “lack of capacity” might imply to
resources are exhausted due to load, while “lack of capabil-
ity” might imply that the service provider does not have
resources to locally execute the VNFs in the first place. In
some instances, a service provider that owns, manages, or
controls a particular VNF may offer the particular VNF to
other service providers only if the particular VNF is executed
on its own NFVI. The NFVIH, in some aspects, might
include, but is not limited to, a physical hub device, a hub
application hosted on a distributed computing platform, a hub
application hosted on a cloud computing platform, a VNF-
based hub application hosted on a centralized hub hardware
system, a hub application hosted on a server, a VNF-based
hub application hosted on a computing device, an E-NNI
device, and/or the like. In some cases, the network connection
information might include, without limitation, information
regarding at least one of latency, jitter, bandwidth, packet
loss, nodal connectivity, compute resources, storage
resources, memory capacity, routing, OSS, or BSS, addi-
tional services (e.g., firewall, security, parental control func-
tionality, etc.), and/or information regarding at least one of
fault, configuration, accounting, performance, or security
(“FCAPS”), and/or the like.

[0030] According to some embodiments, a customer envi-
ronment might include, but is not limited to, one of an Internet
of things (“IOT”) environment, a customer residence, a cus-
tomer business, a healthcare facility, an industrial facility, a
vehicle, a public safety answering point (“PSAP”) facility,
and/or the like. The customer residence might include, with-
out limitation, one of a customer residential premises (e.g., a
single family house, a town house, etc.), amulti-dwelling unit
(e.g., an apartment building/complex, a condominium build-
ing/complex, etc.), or a short-term lodging facility (e.g., a
motel, a hotel, an inn, etc.), and/or the like. The customer
business might include, but is not limited to, one of a customer
commercial premises, a customer business premises, and/or
the like. The healthcare facility might include, without limi-
tation, one of a hospital, a clinic, a doctor’s office, a dentist’s
office, an optometrist’s office, a specialist physician’s office,
and/or the like. The industrial facility might include, but is not
limited to, one of an industrial manufacturing facility, an
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industrial processing facility, a warehouse, and/or the like.
The vehicle might include, without limitation, one of a
bicycle, a motorbike, a car, an all-terrain vehicle, a snowmo-
bile, a minivan, a truck, a van, a bus, a transport vehicle, an
industrial vehicle, a government vehicle, a commercial
vehicle, a recreational vehicle, a personal watercraft, aboat, a
ship, an airplane, a helicopter, a personal aircraft, a space
vehicle, a satellite, a probe, a drone, a space station, and/or the
like.

[0031] The NFV-based customer device (depending on the
customer environment in which it may be located or associ-
ated) might include, but is not limited to, one of a tablet
computer, a smart phone, a mobile phone, a telephone system,
a personal digital assistant, a portable gaming device, a web
camera, an image capture device, a set-top box or video
recording/playback device, a television, a vehicle-based set-
top box, a vehicle-based television or video monitor, a server
computer or server system, a desktop computer, a laptop
computer, a residential/commercial/vehicle-based/PSAP
gateway device or a residential/commercial/vehicle-based/
PSAP network device, a game console, a printer, a scanner, an
image projection device, a database or a data storage device,
an external speaker, an audio recording/playback device, a
kitchen appliance, a thermostat or other sensing device, a
vehicle climate control system, a premises security control
device, a lighting system, a vehicle lighting system, a remote
door locking system, a remote door opening/closing system,
a vehicle door opening/closing device, a garage door opener,
a remote window locking system, a remote window opening/
closing system, a window covering opening/closing control
system, a robotic cleaning system, a baby monitor, an inter-
com system, a health monitoring device or a diagnostic device
or a medical device, a power generation system, a medical/
emergency vehicle (e.g., ambulance, police car, fire engine,
etc.) dispatch control system, an industrial or transport
vehicle (e.g., transport truck, forklift, etc.) dispatch control
system, an industrial manufacturing robot, industrial manu-
facturing machinery, an industrial processing robot, indus-
trial processing machinery, an industrial warehouse item
transporting robot, industrial warehouse item transporting
machinery, an industrial process monitoring system, a
vehicle-based navigation system, a vehicle-based audio sys-
tem or a vehicle-based media recording and playback device,
a communications device, and/or the like.

[0032] According to some aspects, providing access to the
one or more VNFs might include, without limitation, sending
one or more VNFs from one set of NFV entities/NFV-based
customer devices in one network to another set of NFV enti-
ties/NFV-based customer devices in another network via the
one or more links, providing one set of NFV entities/NFV-
based customer devices in one network with access to one or
more VNFs running on another set of NFV entities/NFV-
based customer devices in another network without sending
the one or more VNF's from the one set of NFV entities/NFV-
based customer devices to the another set of NFV entities/
NFV-based customer devices, providing access to the one or
more VNFs via a NFVIH (in some cases, via one or more
NFVIGs), providing access to the one or more VNFs via
peering connection between one set of NFV entities/NFV-
based customer devices in one network and another set of
NFV entities/NFV-based customer devices in another net-
work, bursting one or more VNFs from one set of NFV
entities/NFV-based customer devices in one network to
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another set of NFV entities/NFV-based customer devices in
another network using an API, and/or the like.

[0033] The following detailed description illustrates a few
exemplary embodiments in further detail to enable one of
skill in the art to practice such embodiments. The described
examples are provided for illustrative purposes and are not
intended to limit the scope of the invention.

[0034] In the following description, for the purposes of
explanation, numerous specific details are set forth in order to
provide a thorough understanding of the described embodi-
ments. It will be apparent to one skilled in the art, however,
that other embodiments of the present invention may be prac-
ticed without some of these specific details. In other
instances, certain structures and devices are shown in block
diagram form. Several embodiments are described herein,
and while various features are ascribed to different embodi-
ments, it should be appreciated that the features described
with respect to one embodiment may be incorporated with
other embodiments as well. By the same token, however, no
single feature or features of any described embodiment
should be considered essential to every embodiment of the
invention, as other embodiments of the invention may omit
such features.

[0035] Unless otherwise indicated, all numbers used herein
to express quantities, dimensions, and so forth used should be
understood as being modified in all instances by the term
“about.” In this application, the use of the singular includes
the plural unless specifically stated otherwise, and use of the
terms “and” and “or” means “and/or” unless otherwise indi-
cated. Moreover, the use of the term “including,” as well as
other forms, such as “includes” and “included,” should be
considered non-exclusive. Also, terms such as “element” or
“component” encompass both elements and components
comprising one unit and elements and components that com-
prise more than one unit, unless specifically stated otherwise.
[0036] The tools provided by various embodiments
include, without limitation, methods, systems, and/or soft-
ware products. Merely by way of example, a method might
comprise one or more procedures, any or all of which are
executed by a computer system. Correspondingly, an
embodiment might provide a computer system configured
with instructions to perform one or more procedures in accor-
dance with methods provided by various other embodiments.
Similarly, a computer program might comprise a set of
instructions that are executable by a computer system (and/or
a processor therein) to perform such operations. In many
cases, such software programs are encoded on physical, tan-
gible, and/or non-transitory computer readable media (such
as, to name but a few examples, optical media, magnetic
media, and/or the like).

[0037] Various embodiments described herein, while
embodying (in some cases) software products, computer-
performed methods, and/or computer systems, represent tan-
gible, concrete improvements to existing technological areas,
including, without limitation, network communications tech-
nology, network virtualization technology, network configu-
ration technology, and/or the like. In other aspects, certain
embodiments, can improve the functioning of a computer or
network system itself (e.g., computing devices or systems
that form parts of the network, computing devices or systems
for performing the functionalities described below, etc.), for
example, by enabling implementation of network functions
virtualization (“NFV”) interconnection between one or more
sets of NFV entities and one or more sets of NFV-based
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customer devices in corresponding two or more separate net-
works or amongst three or more sets of NFV entities/NFV-
based customer devices in corresponding three or more sepa-
rate networks, enabling access to virtual network functions
(“VNFs”) via such NFV interconnection, enabling imple-
mentation of virtual gateway and/or hub functionalities for
performing one or more of these implementations, enabling
implementation of virtualization functionalities for perform-
ing one or more of these implementations, improving net-
work and/or computing system functionalities, improving
network and/or computing system efficiencies, allowing for
updating of software, applications, network connectivity,
and/or other functionality on NFV-based customer devices,
and/or the like.

[0038] In particular, to the extent any abstract concepts are
present in the various embodiments, those concepts can be
implemented as described herein by devices, software, sys-
tems, and methods that involve specific novel functionality
(e.g., steps or operations), such as implementing NFV inter-
connection between one or more sets of NFV entities and one
or more sets of NFV-based customer devices in correspond-
ing two or more separate networks or amongst three or more
sets of NFV entities/NFV-based customer devices in corre-
sponding three or more separate networks, providing an NFV
entity/NFV-based customer device with access to VNFs via
such NFV interconnection, implementing virtualization
functionalities for performing these implementations,
enabling NFVaaS functionality or VNFaaS functionality for
enabling a device associated with a customer environment to
access VNF's via such NFV interconnection, and/or the like,
to name a few examples, that extend beyond mere conven-
tional computer processing operations. These functionalities
can produce tangible results outside of the implementing
computer system, including, merely by way of example,
improved network and/or computing system operations,
improved network and/or computing system operation effi-
ciencies, improved functions for devices (which may be fre-
quented updated), longer life of devices (at least from an
obsolescence perspective), and/or the like, any of which may
be observed or measured by customers and/or service provid-
ers.

[0039] In an aspect, a method might comprise receiving,
with an interconnection gateway device within a first network
and from one or more internal network functions virtualiza-
tion (“NFV”) entities, a first set of network connection infor-
mation, each of the one or more internal NFV entities being
located within the first network. The method might also com-
prise receiving, with the interconnection gateway device and
from one or more NFV-based customer devices, a second set
of network connection information, each of the one or more
NFV-based customer devices being located within a second
network external to the first network. The method might
further comprise abstracting, with the interconnection gate-
way device, the first set of network connection information to
generate a first set of abstracted network connection informa-
tion and abstracting, with the interconnection gateway
device, the second set of network connection information to
generate a second set of abstracted network connection infor-
mation. Each of the first set of abstracted network connection
information and the second set of abstracted network connec-
tion information might be abstracted to be independent of any
particular NFV entity or any particular NFV-based customer
device in any network. The method might additionally com-
prise establishing, with the interconnection gateway device,

Oct. 8, 2015

one or more links between each of the one or more internal
NFV entities and each of at least one NFV-based customer
devices of the one or more NFV-based customer devices,
based at least in part on one or more of the first set of
abstracted network connection information or the second set
of abstracted network connection information. The method
might further comprise providing access to one or more vir-
tualized network functions (“VNFs”) via the one or more
links.

[0040] According to some embodiments, the first network
might be associated with a first service provider, and the
second network might be associated with a customer envi-
ronment. In some cases, the customer environment might
comprise at least one of an Internet of things (“IOT”) envi-
ronment, a customer residential premises, a multi-dwelling
unit, a short-term lodging facility, a customer commercial
premises, a customer business premises, a health-care facil-
ity, an industrial manufacturing facility, an industrial process-
ing facility, a warehouse, a vehicle, or a public safety answer-
ing point (“PSAP”) facility, and/or the like.

[0041] In some embodiments, providing access to the one
or more VNFs via the one or more links might comprise
sending one or more VNFs from at least one internal NFV
entity of the one or more internal NFV entities to at least one
NFV-based customer device of the one or more NFV-based
customer devices, via the one or more links. Alternatively,
providing access to the one or more VNF's via the one or more
links might comprise providing at least one NFV-based cus-
tomer device of the one or more NFV-based customer devices
with access to one or more VNFs running on at least one
internal NFV entity of the one or more internal NFV entities,
without sending the one or more VNFs from the at least one
internal NFV entity to the at least one NFV-based customer
device. In some embodiments, providing access to the one or
more VNFs via the one or more links might comprise provid-
ing, via the interconnection gateway device, access to one or
more VNF's via the one or more links. In other embodiments,
providing access to the one or more VNF's via the one or more
links might comprise providing access to one or more VNF's,
via peering connection between at least one internal NFV
entity of the one or more internal NFV entities and at least one
NFV-based customer device of one or more NFV-based cus-
tomer devices. In yet other embodiments, providing access to
the one or more VNFs via the one or more links might com-
prise bursting, using an application programming interface
(“APT”), one or more VNFs from at least one internal NFV
entity of the one or more internal NFV entities to at least one
NFV-based customer device of the one or more NFV-based
customer devices.

[0042] Merely by way of example, in some instances, each
of the one or more internal NFV entities might comprise at
least one of a NFV orchestrator, a network functions virtual-
ization infrastructure (“NFVI”) system, a NFV management
and orchestration (“MANO”) system, a VNF manager, a NFV
resource manager, a virtualized infrastructure manager
(“VIM”), a virtual machine (“VM”), a macro orchestrator, or
a domain orchestrator, and/or the like. In some embodiments,
each of the one or more NFV-based customer devices might
comprise a device that is configured to request execution of
VNFs and to access the VNFs being executed on at least one
of the one or more internal NFV entities, without at least one
of capacity or capability to locally execute the VNFs.

[0043] According to some embodiments, the interconnec-
tion gateway device might comprise a physical gateway
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device, a gateway application hosted on a distributed com-
puting platform, a gateway application hosted on a cloud
computing platform, a VNF-based gateway application
hosted on a centralized gateway hardware system, a gateway
application hosted on a server, a VNF-based gateway appli-
cation hosted on a computing device, or an external network-
to-network interface (“E-NNI”) device, and/or the like. In
some cases, the first set of network connection information
might comprise information regarding at least one of latency,
jitter, bandwidth, packet loss, nodal connectivity, compute
resources, storage resources, memory capacity, routing,
operations support systems (“OSS”), or business support sys-
tems (“BSS”), and/or the like, while the second set of network
connection information might comprise information regard-
ing at least one of latency, jitter, bandwidth, packet loss, nodal
connectivity, compute resources, storage resources, memory
capacity, routing, OSS, or BSS, and/or the like. In some
instances, the first set of network connection information
might comprise information regarding at least one of fault,
configuration, accounting, performance, or security
(“FCAPS”), while the second set of network connection
information might comprise information regarding at least
one of fault, configuration, accounting, performance, or secu-
rity (“FCAPS”).

[0044] Merely by way of example, in some embodiments,
the second network might be associated with at least one of an
10T environment, a customer residential premises, a multi-
dwelling unit, a short-term lodging facility, and/or the like. In
such embodiments, each of the one or more NFV-based cus-
tomer devices might comprise at least one of a residential
gateway device, a residential network device, a video record-
ing device, a video playback device, a set-top box, an audio
recording device, an audio playback device, an external
speaker, a game console, a tablet computer, a laptop com-
puter, a desktop computer, a smart phone, a mobile phone, a
portable gaming device, an image capture device, a printer, a
scanner, a data storage device, a television, a kitchen appli-
ance, a thermostat, a sensing device, a home security control
device, or a lighting system, and/or the like.

[0045] Insome cases, the second network might be associ-
ated with at least one of an IOT environment, a customer
commercial premises, a customer business premises, and/or
the like. In such cases, each of the one or more NFV-based
customer devices might comprise at least one of a commercial
gateway device, a commercial network device, a video
recording device, a video playback device, an image projec-
tion device, a set-top box, an audio recording device, an audio
playback device, an external speaker, a tablet computer, a
laptop computer, a desktop computer, a smart phone, amobile
phone, a personal digital assistant, an image capture device, a
printer, a scanner, a data storage device, a television, a tele-
phone system, a local server system, a kitchen appliance, a
thermostat, a sensing device, a commercial security control
system, a doorway locking system, or a lighting system.

[0046] In some instances, the second network might be
associated with at least one of an IOT environment or a
health-care facility, or the like. In such instances, each of the
one or more NFV-based customer devices might comprise at
least one of a commercial gateway device, a commercial
network device, a video recording device, a video playback
device, a set-top box, an audio recording device, an audio
playback device, an external speaker, a tablet computer, a
laptop computer, a desktop computer, a smart phone, amobile
phone, a game console, a portable gaming device, an image
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capture device, an image projection device, a printer, a scan-
ner, a data storage device, a television, a telephone system, a
kitchen appliance, a thermostat, a sensing device, a commer-
cial security control system, a doorway locking system, a
lighting system, a health monitoring device, a diagnostic
device, a medical device, a power generation system, or a
medical vehicle dispatch control system, and/or the like.
[0047] According to some embodiments, the second net-
work might be associated with at least one of an IOT envi-
ronment, an industrial manufacturing facility, an industrial
processing facility, a warehouse, and/or the like. In such
embodiments, each of the one or more NFV-based customer
devices might comprise at least one of a commercial gateway
device, a commercial network device, a video recording
device, a video playback device, a set-top box, an audio
recording device, an audio playback device, an external
speaker, a tablet computer, a laptop computer, a desktop com-
puter, a smart phone, a mobile phone, a portable gaming
device, an image capture device, a data storage device, a
printer, a scanner, a television, a kitchen appliance, a thermo-
stat, a sensing device, a home security control device, a light-
ing system, an industrial manufacturing robot, industrial
manufacturing machinery, an industrial processing robot,
industrial processing machinery, an industrial warehouse
item transporting robot, or industrial warehouse item trans-
porting machinery, and/or the like.

[0048] Insome aspects, the second network might be asso-
ciated with at least one of an IOT environment or a vehicle,
which might include, without limitation, at least one of a
bicycle, a motorbike, a car, an all-terrain vehicle, a snowmo-
bile, a minivan, a truck, a van, a bus, a transport vehicle, an
industrial vehicle, a government vehicle, a commercial
vehicle, a recreational vehicle, a personal watercraft, aboat, a
ship, an airplane, a helicopter, a personal aircraft, a space
vehicle, a satellite, a probe, a drone, or a space station, or the
like. In such aspects, each of the one or more NFV-based
customer devices might comprise at least one of a vehicle
control computer system, a vehicle-based navigation system,
a vehicle-based gateway device, a vehicle-based network
device, a vehicle-based audio system, a vehicle-based media
recording and playback device, a vehicle lighting system,
vehicle door opening/closing devices, a tablet computer, a
laptop computer, a smart phone, a mobile phone, a portable
gaming device, a data storage device, a sensing device, or an
image capture device, and/or the like.

[0049] In some embodiments, the second network is asso-
ciated with at least one of an IOT environment or a public
safety answering point (“PSAP”) facility, or the like. In such
embodiments, each of the one or more NFV-based customer
devices might comprise at least one of a PSAP gateway
device, a PSAP network device, a computer system, a data
storage device, or a communications device, and/or the like.
[0050] In various embodiments, the method might further
comprise bursting at least one VNF of the one or more VNFs
from a first pod to a second pod, based at least in part on one
or more of time of day, geographic information, expected
usage throughout a day, expected changes in usage through-
out a day, one or more performance characteristics, or
changes in one or more performance characteristics. Each of
the first pod and the second pod might comprise physical
hardware resources that are part of an internal NFV entity of
the one or more internal NFV entities.

[0051] In some embodiments, the method might further
comprise service chaining two or more VNFs together to
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provide a single network service. In some cases, the two or
more VNFs might comprise at least one first service chained
VNF provided by at least one internal NFV entity of the one
or more internal NFV entities and at least one second service
chained VNF provided by at least one external NFV entity
that is located outside of each of the first network and the
second network, and service chaining the two or more VNFs
together to provide a single network service might comprise
service chaining the at least one first service chained VNF and
the at least one second service chained VNF together to pro-
vide the single network service. In some instances, the two or
more VNFs might comprise two or more service chained
VNFs provided by only one of at least one internal NFV entity
of the one or more internal NFV entities or at least one
external NFV entity of the one or more external NFV entities
that are located outside of each of the first network and the
second network, and service chaining the two or more VNFs
together to provide a single network service might comprise
service chaining the two or more service chained VNFs pro-
vided by only one of at least one internal NFV entity or the at
least one external NFV entity.

[0052] In some cases, the method might further comprise
sending, with the interconnection gateway device and to at
least one of the one or more NFV-based customer devices, a
service catalog indicating at least one of a plurality of VNFs,
a plurality of application programming interfaces (“APIs™),
or a plurality of services offered by the one or more internal
NFV entities. According to some embodiments, receiving the
second set of network connection information might com-
prise receiving, with the interconnection gateway device, the
second set of network connection information from the one or
more NFV-based customer devices via a second interconnec-
tion gateway device located within the second network. In
some instances, the method might further comprise sending,
with the interconnection gateway device and to at least one of
the one or more NFV-based customer devices via the second
interconnection gateway device, a service catalog indicating
at least one of a plurality of VNFs, a plurality of application
programming interfaces (“APIs™), or a plurality of services
offered by the one or more internal NFV entities. In some
embodiments, receiving the second set of network connection
information might comprise receiving, with the interconnec-
tion gateway device, the second set of network connection
information from the one or more NFV-based customer
devices via an interconnection hub device located within an
external network separate from each of the first network and
the second network.

[0053] According to some embodiments, the first set of
abstracted network connection information might include
fine-grained information that is hidden from the one or more
NEFV-based customer devices, while the second set of
abstracted network connection information might include
coarse-grained information that is public information. In
some embodiments, the method might further comprise cer-
tifying, with the interconnection gateway device, the one or
more VNFs, and storing, with the interconnection gateway
device, a record of the one or more VNFs that are certified in
a database in communication with the interconnection gate-
way device.

[0054] Inanother aspect, a system might comprise an inter-
connection gateway device located within a first network, one
or more internal network functions virtualization (“NFV”)
entities located within the first network, and one or more
NFV-based customer devices located within a second net-
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work that is external to the first network. The interconnection
gateway device might comprise at least one first processor, at
least one first data storage device in communication with the
at least one first processor (the at least one first data storage
device having data stored thereon), and at least one first
non-transitory computer readable medium in communication
with the at least one first processor and with the at least one
first data storage device. The at least one first non-transitory
computer readable medium might have stored thereon com-
puter software comprising a first set of instructions that, when
executed by the at least one first processor, causes the inter-
connection gateway device to perform one or more functions.
Each of the one or more internal NFV entities might comprise
at least one second processor, at least one second data storage
device in communication with the at least one second proces-
sor (the at least one second data storage device having data
stored thereon), at least one second non-transitory computer
readable medium in communication with the at least one
second processor and with the at least one second data storage
device. The at least one second non-transitory computer read-
able medium might have stored thereon computer software
comprising a second set of instructions that, when executed
by the at least one second processor, causes the internal NFV
entity to perform one or more functions. Each of the one or
more NFV-based customer devices might comprise at least
one third processor, at least one third data storage device in
communication with the at least one third processor (the at
least one third data storage device having data stored
thereon), at least one third non-transitory computer readable
medium in communication with the at least one third proces-
sor and with the at least one third data storage device, the at
least one third non-transitory computer readable medium
having stored thereon computer software comprising a third
set of instructions that, when executed by the at least one third
processor, causes the NFV-based customer device to perform
one or more functions.

[0055] The second set of instructions might comprise
instructions for sending a first set of network connection
information to the interconnection gateway device, while the
third set of instructions might comprise instructions for send-
ing a second set of network connection information to the
interconnection gateway device. The first set of instructions
might comprise instructions for receiving, from the one or
more internal NFV entities, the first set of network connection
information, instructions for receiving, from the one or more
NEFV-based customer devices, the second set of network con-
nection information, instructions for abstracting the first set
of network connection information to generate a first set of
abstracted network connection information, and instructions
for abstracting the second set of network connection infor-
mation to generate a second set of abstracted network con-
nection information. Each of the first set of abstracted net-
work connection information and the second set of abstracted
network connection information might be abstracted to be
independent of any particular NFV entity or any particular
NFV-based customer device in any network. The first set of
instructions might further comprise instructions for establish-
ing one or more links between each ofthe one or more internal
NFV entities and each of at least one NFV-based customer
device of the one or more NFV-based customer devices, based
at least in part on one or more of the first set of abstracted
network connection information or the second set of
abstracted network connection information, and instructions
for providing access to one or more virtualized network func-
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tions (“VNFs”) via the one or more links. The second set of
instructions might further comprise instructions for providing
access or sending the one or more VNF's via the one or more
links, while the third set of instructions might further com-
prise instructions for accessing or receiving the one or more
VNFs via the one or more links.

[0056] Insome cases, the first network might be associated
with a first service provider, while the second network might
be associated with a customer environment. In some
instances, the customer environment might comprise at least
one of an Internet of things (“IOT”) environment, a customer
residential premises, a multi-dwelling unit, a short-term lodg-
ing facility, a customer commercial premises, a customer
business premises, a health-care facility, an industrial manu-
facturing facility, an industrial processing facility, a ware-
house, a vehicle, or a public safety answering point (“PSAP”)
facility. In some embodiments, each of the one or more inter-
nal NFV entities might comprise at least one of a NFV orches-
trator, a network functions virtualization infrastructure
(“NFVI”) system, a NFV management and orchestration
(“MANO”) system, a VNF manager, a NFV resource man-
ager, a virtualized infrastructure manager (“VIM”), a virtual
machine (“VM”), a macro orchestrator, or a domain orches-
trator.

[0057] According to some embodiments, the interconnec-
tion gateway device might comprise a physical gateway
device, a gateway application hosted on a distributed com-
puting platform, a gateway application hosted on a cloud
computing platform, a VNF-based gateway application
hosted on a centralized gateway hardware system, a gateway
application hosted on a server, a VNF-based gateway appli-
cation hosted on a computing device, or an external network-
to-network interface (“E-NNI”) device, and/or the like.
[0058] Merely by way of example, in some embodiments,
the first set of instructions might further comprise instructions
for bursting at least one VNF of the one or more VNFs from
afirstpodto asecond pod, based at least in part on one or more
of time of day, geographic information, expected usage
throughout a day, expected changes in usage throughout a
day, one or more performance characteristics, or changes in
one or more performance characteristics. Each ofthe first pod
and the second pod might comprise physical hardware
resources that are part of an internal NFV entity of the one or
more internal NFV entities.

[0059] In some embodiments, the first set of instructions
might further comprise instructions for service chaining two
or more VNF's together to provide a single network service.
According some embodiments, the first set of instructions
might further comprise instructions for sending, to at least
one of the one or more NFV-based customer devices, a service
catalog indicating at least one of a plurality of VNFs, a plu-
rality of application programming interfaces (“APIs”), or a
plurality of services offered by the one or more internal NFV
entities. In various embodiments, the first set of instructions
might further comprise instructions for certitying the one or
more VNFs and instructions for storing a record of the one or
more VNFs that are certified in a database in communication
with the interconnection gateway device.

[0060] In yet another aspect, an interconnection gateway
device might comprise at least one processor, at least one data
storage device in communication with the at least one pro-
cessor (the at least one data storage device having data stored
thereon), and at least one non-transitory computer readable
medium in communication with the at least one processor and
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the at least one data storage device. The at least one non-
transitory computer readable medium might have stored
thereon computer software comprising a set of instructions
that, when executed by the at least one processor, causes the
interconnection gateway device to perform one or more func-
tions. The set of instructions might comprise instructions for
receiving, from one or more internal network functions vir-
tualization (“NFV”) entities, a first set of network connection
information and instructions for receiving, from one or more
NEFV-based customer devices, a second set of network con-
nection information. Each of the one or more internal NFV
entities might be located within the first network in which the
interconnection gateway device is located, while each of the
one or more NFV-based customer devices might be located
within a second network external to the first network.

[0061] The set of instructions might also comprise instruc-
tions for abstracting the first set of network connection infor-
mation to generate a first set of abstracted network connection
information and instructions for abstracting the second set of
network connection information to generate a second set of
abstracted network connection information. Each of the first
set of abstracted network connection information and the
second set of abstracted network connection information
might be abstracted to be independent of any particular NFV
entity or any particular NFV-based customer device in any
network. The set of instructions might further comprise
instructions for establishing one or more links between each
of the one or more internal NFV entities and each of the one
ormore NFV-based customer devices, based at least in part on
one or more of the first set of abstracted network connection
information or the second set of abstracted network connec-
tion information. The set of instructions might additionally
comprise instructions for providing access to one or more
virtualized network functions (“VNFs”) via the one or more
links.

[0062] According to some embodiments, each of the one or
more internal NFV entities might comprise at least one of a
NFEV orchestrator, a network functions virtualization infra-
structure (“NFVI”) system, a NFV management and orches-
tration (“MANO”) system, a VNF manager, a NFV resource
manager, a virtualized infrastructure manager (“VIM”), a
virtual machine (“VM”), a macro orchestrator, or a domain
orchestrator, and/or the like.

[0063] In some cases, the set of instructions might further
comprise instructions for bursting at least one VNF of the one
or more VNFs from a first pod to a second pod, based at least
in part on one or more of time of day, geographic information,
expected usage throughout a day, expected changes in usage
throughout a day, one or more performance characteristics, or
changes in one or more performance characteristics, and/or
the like. Each of the first pod and the second pod might
comprise physical hardware resources that are part of an
internal NFV entity of the one or more internal NFV entities.
[0064] Insome instances, the set of instructions might fur-
ther comprise instructions for service chaining two or more
VNF's together to provide a single network service. In some
embodiments, the set of instructions might further comprise
instructions for sending, to at least one of the one or more
NFV-based customer devices, a service catalog indicating at
least one of a plurality of VNFs, a plurality of application
programming interfaces (“APIs™), or a plurality of services
offered by the one or more internal NFV entities.

[0065] Merely by way of example, in some cases, the set of
instructions might further comprise instructions for certifying
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the one or more VNFs and instructions for storing a record of
the one or more VNFs that are certified in a database in
communication with the interconnection gateway device.
[0066] Various modifications and additions can be made to
the embodiments discussed without departing from the scope
of the invention. For example, while the embodiments
described above refer to particular features, the scope of this
invention also includes embodiments having different com-
bination of features and embodiments that do not include all
of the above described features.

[0067] Insome aspects, a NFVIG might sit on each side of
two service provider networks associated with two service
providers that would like to have a NFV interconnection (for
reasons including, but not limited to, customer roaming ser-
vices, customer nomadic services, wholesale play, disaster
recovery, offloading, service bureau operations, or network
operator/service provider cooperation, and/or the like). Such
a NFVIG might in effect be a super-gateway or a gateway
complex with sub-gateways as part of it that might handle
appropriate sub-interconnections, including, without limita-
tion, OSS/BSS, VNF, NFVIL, orchestrator, VNF managers,
virtualized infrastructure manager, and/or the like. Some key
functions of the NFVIG might include, but are not limited to,
providing key gateway functions, including, without limita-
tion, security, quality of service (“QoS”), information hiding,
billing information collection, fault isolation/zoning, and/or
the like. The interconnections might take the form of APIs,
other interconnection protocols (preferably defined as indus-
try standard(s)), and/or the like. Once NFV is widely
deployed, some scenarios for utilizing or implementing
(widely deployed) NFVIG might include, but are not limited
to, overload/offload, third party contract implementation,
regulatory/unbundling mandates, multi-service provider col-
laborations, company merger transitions, and/or the like.
[0068] In various aspects, the NFVIG (or similar function-
ality) might be used in a hub or centralized service bureau (or
clearing house) mode in which many network operators can
interconnect with many network operators—versus the
NFVIG, which (as described herein) is a one-to-one network
operator interconnection model. The NFVIH might provide
many-to-many operator interconnections at the NFVIH or
might provide indirect interconnection by simply providing
the availability and/or routing information for on-demand (or
scheduled) operator-to-operator interconnection outside of
the NFVIH (in effect facilitated by the NFVIH). Once
NFVIGs (or NFV interconnection via other methods) become
widely adopted, scalability and ancillary service (including,
without limitation, billing, availability, routing, etc.) will be
needed for wide interconnection. The NFVIH or similar func-
tionalities (as described herein) provide solutions for this.

[0069] Insomeembodiments, the NFV architecture and/or
platform may be used in customer premises (“CP”), which
might include a home, a multiple dwelling or multi-dwelling
unit (e.g., apartment complex or condominium, etc.), small
business, large business, hospitals or other healthcare facili-
ties, and/or the like. Effectively, the use of NFV in a CP
environment could provide for more cost effective and effi-
cient smart environment (e.g., smart home or smart office,
etc.) by using NFV to implement CP communications and/or
network functions, consumer electronics, appliances, robots,
3D printers, energy management, entertainment, medical
equipment or devices, basic CP cloud support (e.g., storage,
backup, etc.), and/or the like. The use of NFV inthe CP would
allow for dumb (and relatively low cost) terminal devices
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(e.g., routers, consumer electronics, etc.) to use the NFV
architecture and/or platform to gain the intelligence, coordi-
nation, and/or control that is needed. In addition, the dumb
terminal devices would have a longer life (at least from an
obsolescence perspective) because new/upgraded functions,
features, services, and/or the like can be administered in the
NFV applications on the platform, which may work in con-
junction with the NFVIG and/or NFVIH systems described
above.

[0070] Insomecases,the NFV architecture and/or platform
may be used in industrial applications, which might include
manufacturing, energy extraction, energy distribution and
management, and/or the like. Effectively, the use of NFV in
an industrial environment could provide for more cost effec-
tive and efficient smart environment (e.g., smart manufactur-
ing facility, smart processing facility, smart factory, smart
warehouse, etc.) by using NFV to implement industrial com-
munications and/or network functions, industrial electronics,
appliances, robots, 3D printers, energy management, fault
monitoring, entertainment, medical equipment or devices,
basic cloud support (e.g., storage, backup, etc.), and/or the
like. The use of NFV in the industrial environments would
allow for dumb (and relatively low cost) terminal devices
(e.g., routers, industrial electronics, etc.) to use the NFV
architecture and/or platform to gain the intelligence, coordi-
nation, and/or control that is needed. In addition, the dumb
terminal devices would have a longer life (at least from an
obsolescence perspective) because new/upgraded functions,
features, services, and/or the like can be administered in the
NFV applications on the platform, which may work in con-
junction with the NFVIG and/or NFVIH systems described
above.

[0071] According to some embodiments, the NFV archi-
tecture and/or platform may be used in vehicles, which might
include cars, buses, vans, recreational vehicles (“RVs”),
boats, ships, airplanes, space vehicles, space stations, and/or
the like. Effectively, the use of NFV in a vehicular environ-
ment could provide for more cost effective and efficient smart
environment (e.g., smart car, etc.) by using NFV to imple-
ment vehicular communications and/or network functions,
vehicular electronics, vehicular appliances, consumer elec-
tronics, robots, 3D printers, energy management, entertain-
ment, medical equipment or devices, basic cloud support
(e.g., storage, backup, etc.), and/or the like. The use of NFV
in the CP would allow for dumb (and relatively low cost)
terminal devices (e.g., routers, consumer electronics, etc.) to
use the NFV architecture and/or platform to gain the intelli-
gence, coordination, and/or control that is needed. In addi-
tion, the dumb terminal devices would have a longer life (at
least from an obsolescence perspective) because new/up-
graded functions, features, services, and/or the like can be
administered in the NFV applications on the platform, which
may work in conjunction with the NFVIG and/or NFVIH
systems described above.

[0072] Insome instances,the NFV architecture and/or plat-
form may be used in public safety access point (“PSAP”)
applications, which might include PSAP customer premises
equipment (“CPE”) virtualization, up to and including entire
virtualization of the PSAP, and/or the like. Effectively, the use
of NFV in a PSAP environment could provide for more cost
effective and efficient smart environment by using NFV to
implement PSAP communications and/or network functions,
PSAP electronics, basic cloud support (e.g., storage, backup,
etc.), and/or the like. The use of NFV in the industrial envi-
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ronments would allow for dumb (and relatively low cost)
terminal devices (e.g., PSAP CPE, routers, etc.) to use the
NFV architecture and/or platform to gain the intelligence,
coordination, and/or control that is needed. In addition, the
dumb terminal devices would have a longer life (at least from
an obsolescence perspective) because new/upgraded func-
tions, features, services, and/or the like can be administered in
the NFV applications on the platform, which may work in
conjunction with the NFVIG and/or NFVIH systems
described above. In some embodiments, a PSAP NFV can be
completely implemented by a service provider and the PSAP
would view the service provider as an intelligent utility and
might pay for services and might pay for growth as the PSAP
grows. In some cases, the service provider would be respon-
sible for implementation of NG911 as part of the PSAP NFV.
This could help to bring more PSAPs to implement NG911 in
a scalable and pay-as-you-go way.

[0073] Fornetwork management and control, e.g., for large
scale applications involved with implementing NFV inter-
connection gateway and/or hub functionalities, the following
techniques and/or technologies, among other similar tech-
niques and/or technologies, can facilitate NFV interconnec-
tion and/or VNF access provision: Software Defined Net-
working (“SDN”); Deep Packet Inspection (“DPI”); Network
Functions Virtualization (“NFV”) with Management and
Orchestration; Service Chaining/Forwarding Graphs; and/or
the like.

[0074] Herein, a “hypervisor” might refer to a virtual
machine manager (“VMM”), which might be a component of
computer software, firmware, and/or hardware that creates
and runs virtual machines. The “hypervisor” might run one or
more VMs on a computer defined as a “host machine,” and
each of the one or more VMs might be defined as a “guest
machine.” In operation, the “hypervisor” might provide the
“guest machines” or operating systems of the “guest
machines” with a virtual operating platform, and might man-
age the execution of the “guest machine” operating systems.

[0075] Insomeembodiments, rather than (or in addition to)
a VM system, containers may be utilized for virtualization
functionalities. A “container” might refer to a virtual con-
struct that is similar to a virtual machine, except that, in some
embodiments, containers (within a host computing system)
share the same operating system, and thus do not need to run
multiple instances of the operating system (as in the case of
VMs in a host computing system). Accordingly, containers
may be smaller in size and may be more efficient to run
compared with VMs or hypervisors.

[0076] The term “business support system” (“BSS”") might
refer to components that a service provider (such as a tele-
phone operator or telecommunications company) might use
to run its business operations, including, for example, taking
orders, handling payment issues, or dealing with revenues,
and the like. BSS might generally cover the four main areas of
product management, customer management, revenue man-
agement, and order management. In a related manner, the
term “operations support system” (“OSS”) might refer to
components used by telecommunications service providers to
deal with the telecommunications network itself, supporting
processes including, but not limited to, maintaining network
inventory, provisioning services, configuring network com-
ponents, managing faults, and the like. The two systems func-
tioning together might be referred to as “BSS/OSS.”
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[0077] An “application programming interface” (“API”)
might refer to a protocol intended to be used as an interface by
software components to communicate with each other.

[0078] “Virtualization” might refer to a process of mapping
hardware resources to create “virtual machine resource”
within the framework of the VMs so that the VM environment
may utilize the hardware resources. For example, each of the
north, south, east, and west interfaces are parts of physical
and/or virtual links that have been apportioned or “virtual-
ized” to an application as a port to the application, which
might be associated with various external components (i.e.,
BSS/OSS, AIN, second autonomous systems, customers, and
the like) via the hardware or host system on which the VM is
running. A virtualization congestion control frameworks
might be as described in detail in U.S. patent application Ser.
No. 14/531,000 (the “°000 application™), filed Nov. 3, 2014
by Michael K. Bugenhagen (attorney docket no. 020370-
015000U8), entitled, “Physical to Virtual Network Transport
Function Abstraction” and U.S. patent application Ser. No.
14/061,147 (the “°147 application™), filed Oct. 23, 2013 by
Michael K. Bugenhagen (attorney docket no. 020370-
009610US), entitled, “Virtualization Congestion Control
Framework,” which is a continuation-in-part application of
U.S. patent application Ser. No. 14/060,450 (the ‘450 appli-
cation”), filed Oct. 22, 2013 by Michael K. Bugenhagen
(attorney docket no. 020370-009600US), entitled, “Virtual-
ization Congestion Control Framework,” the entire disclo-
sures of which are incorporated herein by reference in their
entirety for all purposes. One or more infrastructure compo-
nents of these virtualization congestion control frameworks
may, in some non-limiting embodiment, be utilized in imple-
menting physical to virtual network transport function
abstraction, as discussed in the 000 application.

[0079]

[0080] We now turn to the embodiments as illustrated by
the drawings. FIGS. 1-12 illustrate some of the features of the
method, system, and apparatus for implementing intercon-
nection gateway and/or hub functionalities between or among
one or more network functions virtualization (“NFV”) enti-
ties and one or more NFV-based customer devices that are
located in corresponding different networks, as referred to
above. FIGS. 1-4 and 9 illustrate some of the features of the
method, system, and apparatus for implementing intercon-
nection gateway functionality between a set of NFV entities
in a first network and one or more NFV-based customer
devices in a second network, while FIGS. 5-8 and 10 illustrate
some of the features of the method, system, and apparatus for
implementing interconnection hub functionality among one
or more service provider NFV entities in one or more service
provider networks and a first set of NFV-based customer
devices in a first network through an N set of NFV-based
customer devices in an N? network or for implementing
hub-to-hub interconnection among a first interconnection
hub in a first external network, a second interconnection hub
in a second external network, through an N interconnection
hub in an N? external network, and FIGS. 11 and 12 illustrate
exemplary system and hardware implementation. The meth-
ods, systems, and apparatuses illustrated by FIGS. 1-12 refer
to examples of different embodiments that include various
components and steps, which can be considered alternatives
or which can be used in conjunction with one another in the
various embodiments. The description of the illustrated meth-
ods, systems, and apparatuses shown in FIGS. 1-12 is pro-

Specific Exemplary Embodiments
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vided for purposes of illustration and should not be consid-
ered to limit the scope of the different embodiments.

[0081] With reference to the figures, FIGS. 1A and 1B
(collectively, “FIG. 17) are schematic diagrams illustrating
various systems for implementing interconnection gateway
functionality between a set of network functions virtualiza-
tion (“NFV”) entities in a first network and one or more
NEFV-based customer devices in a second network, in accor-
dance with various embodiments.

[0082] In the embodiment of FIG. 1A, system 100 might
comprise a first network 105a and a second network 1055,
which are respectively associated with a service provider
110a and a customer environment 1105. System 100 might
further comprise a NFV interconnection gateway or an inter-
connection gateway device 115 and one or more NFV enti-
ties, both of which are located within the first network 105a.
The one or more NFV entities, according to some embodi-
ments, might include, without limitation, one or more of a
NFV resource manager 120, a NFV Infrastructure (“NFVI”)
system 125, a NFV orchestrator 130, a NFV management and
orchestration (“MANO”) architectural framework or system
135, a virtual network function (“VNF”) manager 140, a
virtual infrastructure manager (“VIM”) 145, and/or other
NFV entities 150. In some instances, the NFV MANO system
135, the VNF manager 140, the VIM 145, and/or the other
NFV entities 150 might be part of the NFV orchestrator 130.
In alternative instances, one or more of the NFV MANO
system 135, the VNF manager 140, the VIM 145, and/or the
other NFV entities 150 might be separate from, but in com-
munication with, the NFV orchestrator 130. In some cases,
the NFV entities 150 might include, but are not limited to, a
virtual machine (“VM”), a macro orchestrator, a domain
orchestrator, a god orchestrator, and/or the like.

[0083] System 100 might further comprise one or more
NFV-based customer devices 155 located within the second
network 1055. The one or more NFV-based customer devices
155 might, in some embodiments, include, without limita-
tion, one or more of a VM, a macro orchestrator, a domain
orchestrator, a god orchestrator, and/or the like. According to
some embodiments, the one or more NFV-based customer
devices 155 might include, but are not limited to, the devices
shown and described in detail below with respect to FIGS.
4A-4G, and the customer environment might include, with-
out limitation, one of a customer residence (FIG. 4A), a
customer business (FIG. 4B), a healthcare facility (FIG. 4C),
an industrial facility (FIG. 4D), a vehicle (FIG. 4E), a public
safety answering point (“PSAP”) facility (FIG. 4F), an Inter-
net of things (“IOT”) environment (FIG. 4G), and/or the like.
[0084] In some embodiments, the NFV interconnection
gateway 115 might be an application running on a cloud
platform, while in some cases might be part of any NFV entity
that needs to interconnect with another NFV platform (e.g.,
MANO system, NFVI, VNF, etc.). In some instances, the
interconnection gateway 115 might have both a physical com-
ponent and a virtual component. The physical component
might primarily be the physical interface between two or
more networks of different service providers, while the vir-
tual component might be an NFV entity that is hosted within
the service provider’s network. In some cases, it may be
possible that each participating service provider could have
an NFV hosted in its respective network, but that is not
required. According to some embodiments, an NFV entity
might be split into a portion completely under the control of
an owning service provider. The owning service provider can
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then establish a set of functions that are available to other
service providers and/or customer environments via applica-
tion programming interfaces (“APIs”) to tailor their specific
needs at the interconnection gateway. The owning service
provider might ensure that the function(s) provided and the
APIs provided enable functionality to other service providers
and/or customer environments, while also protecting the
owning service provider network from nefarious activities. In
general, the NFV interconnection gateway, which could be
centralized or distributed within one network, might provide
one-to-one NFV interconnection between service provider
network(s) and networks within a customer environment(s).

[0085] Inoperation, the NFV interconnection gateway 115
might receive a first set of network connection information
from at least one of the one or more NFV entities 120-150a
via links 160 (which are represented in FIG. 1 as dash lines).
The NFV interconnection gateway 115 might also receive a
second set of network connection information from at least
one of the one or more NFV-based customer devices 155 via
links 165 (which are represented in FIG. 1 as dot-dash lines)
that extend between the first network 105a and the second
network 10556. The NFV interconnection gateway 115 might
abstract the first set of network connection information and
the second set of network connection information to generate
a first set of abstracted network connection information and a
second set of abstracted network connection information,
respectively. The NFV interconnection gateway 115 might
establish one or more links 170 between each of the one or
more NFV entities and at least one NFV-based customer
device of the one or more NFV-based customer devices (in
this case between the NFVI systems 125 and the NFV-based
customer device(s) 155, between the other NFV entity 150
and the NFV-based customer device(s) 155, and/or the like),
based at least in part on one or more of the first set of
abstracted network connection information or the second set
of abstracted network connection information.

[0086] The NFV interconnection gateway 115 might sub-
sequently provide access to one or more VNFs via the one or
more links 170 (which are represented in FIG. 1 as long dash
lines) that extend between the first network 105a and the
second network 10554. In general, access can be either local
access (e.g., a copy of the VNF is transferred to the NFV-
based customer device(s) of the second network and is run on
resources in the second network (in some cases, the resources
of'the NFV-based customer device(s) itself) or remote access
(e.g., the VNF is run on the owning service provider’s net-
work resources (in this example, the first network) and the
NFV-based customer device(s) is provided with access to the
VNF running on the owning service provider’s network
resources). In some cases, providing access to the one or more
VNFs might include, without limitation, one or more of pro-
viding at least one NFV-based customer device 155 of the one
or more NFV-based customer devices 155 with access to one
or more VNFs running on at least one NFV entity 120-150 of
the one or more NFV entities 120-150, without sending the
one or more VNFs from the at least one NFV entity 120-150
to the at least one NFV-based customer device 155; sending
one or more VNFs from at least one NFV entity 120-150 of
the one or more NFV entities 120-150 to at least one NFV-
based customer device 155 of the one or more NFV-based
customer devices 155, via the one or more links 170; provid-
ing, via the interconnection gateway device 155, access to one
or more VNFs via the one or more link 160, 165, and/or 170,
providing access to one or more VNFs, via peering connec-
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tion between at least one NFV entity 120-150 of the one or
more NFV entities 120-150 and at least one NFV-based cus-
tomer device 155 of one or more NFV-based customer
devices 155; bursting, using an application programming
interface (“API”), one or more VNFs from at least one NFV
entity 120-150 of the one or more NFV entities 120-150 to at
least one NFV-based customer device 155 of the one or more
NEFV-based customer devices 155; and/or the like.

[0087] Merely by way of example, in some embodiments,
each of one or more NFV-based customer devices 155 might
be without the capacity and/or capability to locally execute
the one or more VNFs, and might comprise a device that is
configured to request execution of VNFs and to access the
VNFs being executed on corresponding one of the one or
more NFV entities.

[0088] In alternative embodiments, as shown in the
embodiment of FIG. 1B, both the first network 1054 and the
second network 10556 might include NFV interconnection
gateway devices 1154 and 1155 (collectively, “interconnec-
tion gateway devices 115”). In such embodiments, system
100 might further comprise the second NFV interconnection
gateway or interconnection gateway device 1155 located in
the second network 1055, as well as one or more NFV-based
customer devices 155, which are located in the second net-
work 10554. In some embodiments, each of the NFV intercon-
nection gateway devices 115 might include, without limita-
tion, one or more of a physical gateway device, a gateway
application hosted on a distributed computing platform, a
gateway application hosted on a cloud computing platform, a
VNF-based gateway application hosted on a centralized gate-
way hardware system, a gateway application hosted on a
server, a VNF-based gateway application hosted on a com-
puting device, an external network-to-network interface (“E-
NNI”) device, and/or the like.

[0089] The NFV interconnection gateway device 115, the
NFV resource manager 120, the NFVI system 125, the NFV
orchestrator 130, the NFV MANO system 135, the VNF
manager 140, the VIM 145, and the other NFV entities 150 of
FIG. 1A might be referred to in FIG. 1B as the first intercon-
nection gateway device 115a, the first NFV resource manager
120a, the first NFVI system 1254, the first NFV orchestrator
130a, the first NFV MANO system 1354, the first VNF man-
ager 1404, the first VIM 1454, and the other first NFV entities
150a, respectively.

[0090] The one or more NFV-based customer devices 155
might include NFV entities including, but are not limited to,
one or more of a second NFV resource manager 1205, a
second NFVI system 12554, a second NFV orchestrator 1305,
a second NFV MANO system 13554, a second VNF manager
1405, a second VIM 1455, and/or other second NFV entities
1504. In some instances, the second NFV MANO system
1354, the second VNF manager 1405, the second VIM 1455,
and/or the other second NFV entities 1505 might be part of
the second NFV orchestrator 13054. In alternative instances,
one or more of the second NFV MANO system 1355, the
second VNF manager 1405, the second VIM 1455, and/or the
other second NFV entities 1505 might be separate from, butin
communication with, the second NFV orchestrator 1305.
[0091] In operation, the embodiment of FIG. 1B might be
similar to the embodiment of FIG. 1A, except that each inter-
connection gateway device 115 might receive network con-
nection information from local NFV entities (i.e., NFV enti-
ties located in the same network as the particular
interconnection gateway device) over links 160. If the first
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NFV interconnection gateway 115a is performing intercon-
nection gateway functionalities (which is likely for at least a
majority of embodiments, as the first NFV interconnection
gateway 115aq is associated with a service provider providing
NFV functionalities or other virtualization functionalities to
customer devices in customer environments), it might request
and might receive the second set of network connection infor-
mation from the one or more second NFV entities (i.e., the
one or more NFV-based customer devices 155) via the second
NFV interconnection gateway 1156, which might, in some
cases, abstract the second set of network connection informa-
tion from each of the one or more second NFV entities prior
to sending the network connection information, and might
send the second set of abstracted network connection infor-
mation to the first NFV interconnection gateway 115a via
links 165. In alternative cases, the second NFV interconnec-
tion gateway 11556 might send the second set of network
connection information to the first NFV interconnection gate-
way 1154 via links 165, without abstracting the second set of
network connection information. Based at least in part on one
or more of the first set of abstracted network connection
information or the second set of abstracted network connec-
tion information, the first NFV interconnection gateway 115a
might establish the one or more links 170 (i.e., between the
first and second NFV resource managers 120, between the
first and second NFVI systems 125, between the first and
second NFV orchestrators 130, between the first and second
NFV MANO systems 135, between the first and second VNF
managers 140, between the first and second VIMs 145, and
between the other first and second NFV entities 150, and/or
the like). The first NFV interconnection gateway device 115a
might provide access to one or more VNFs in a manner
similar to that as described above with respect to FIG. 1A.
Although the above embodiment has been described with
respect to the first NFV interconnection gateway device 115a
performing the interconnection gateway functionalities, the
various embodiments are not so limited and the second NFV
interconnection gateway device 1156 might perform the
interconnection gateway functionalities. In alternative
embodiments, each NFV interconnection gateway device
115a and 1155 might each perform some of the interconnec-
tion gateway functionalities, as appropriate.

[0092] FIG. 2isablock diagram illustrating another system
for implementing interconnection gateway functionality
between a set of NFV entities in a first network and one or
more NFV-based customer devices in a second network, in
accordance with various embodiments. FIG. 2 is similar to the
embodiment of FIG. 1B, except that FIG. 2 depicts proces-
sors, data storage devices, and memory devices within each of
the NFV interconnection gateway devices 115, in each of the
NEV entities 220, and in each of the NFV-based customer
devices 155. In particular, as shown in FIG. 2, the first NFV
interconnection gateway device 1154 might include, without
limitation, a processor(s) 205a, a data storage device(s) 210a,
and a memory device(s) 2154 that are all interconnected with
each other. Likewise, the second NFV interconnection gate-
way device 1156 might include, without limitation, a proces-
sor(s) 2055, a data storage device(s) 2105, and a memory
device(s) 2155 that are all interconnected with each other. The
data storage device(s) 210 might store data that is transmitted
or received from the NFV interconnection gateway 115a or
1155, while the memory device(s) 215 might be a non-tran-
sitory computer readable medium that stores computer soft-
ware comprising a set of instructions that, when executed by
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the corresponding processor(s) 205, causes the correspond-
ing interconnection gateway device 115 to perform one or
more functions (such as those as described herein with
respect to FIGS. 1A, 1B, and 9A-9C, or the like).

[0093] Inasimilar manner, each of the NFV entity(ies) 220
might include, but is not limited to, a processor(s) 2254, a data
storage device(s) 230qa, and a memory device(s) 2354 that are
all interconnected with each other Likewise, each of the NFV-
based customer devices 115 (which might include one or
more NFV entities, as shown and described above with
respect to FIG. 1B) might include, but is not limited to, a
processor(s) 225b, a data storage device(s) 230b, and a
memory device(s) 2355 that are all interconnected with each
other. The data storage device(s) 230 might store data that is
transmitted or received from the NFV entity 220 or the NFV-
based customer device 155, while the memory device(s) 235
might be a non-transitory computer readable medium that
stores computer software comprising a set of instructions
that, when executed by the processor(s) 225, causes the NFV
entity 220 or the NFV-based customer device 155 to perform
one or more functions (such as those as described below with
respect to FIGS. 1A, 1B, and 9A-9C, or the like).

[0094] The techniques and configurations of FIG. 2 are
otherwise similar, if not identical to, the techniques and con-
figurations as described above with respect to FIG. 1, and the
descriptions of the embodiment of FIG. 1 may similarly be
applicable to those of the embodiment of FIG. 2 (unless
incompatible, inconsistent, or otherwise stated as being dif-
ferent).

[0095] FIG. 3 is a schematic diagram illustrating yet
another system for implementing interconnection gateway
functionality between a set of NFV entities in a first network
and one or more NFV-based customer devices in a second
network, in accordance with various embodiments. FIG. 3 is
similar to the embodiment of FIG. 1A, except that FIG. 3
depicts a plurality of pods in each of the NF VI system 125 and
a plurality of pseudo-pods in each of at least one NFV-based
customer device 155. Herein, “pseudo-pod” might refer to
hardware resources that might be the customer device version
ot hardware resources that may be found in a service provider
NFVI (which are referred to herein as pods, and might be
embodied in the service provider NFVI as one or more racks
of equipment or the like). In some embodiments, each pod
might represent and/or include physical hardware resources
that are part of the NFVI system 125, that are part of an
external NFV entity (i.e., an NFV entity that is external to the
first NFV entities or external to the NFV-based customer
devices, or that is external to the first and second networks
105a and 10554), or that are part of the at least one NFV-based
customer device 155 (e.g., part of the second NFVI system
1256 as shown and described above with respect to FIG. 1B,
or the like). In some cases, each pod might represent a rack of
network communications equipment (e.g., compute resource,
storage resource, etc.) within a telecommunications facility
(e.g., DSLAM, CO, POP, Tera-POP, etc.) associated with the
service provider 110q or a different service provider.

[0096] Turning back to the embodiment of FIG. 3, the
NFVI system 125 might include a first pod 305a, a second
pod 3055, through an N” pod 305# (collectively, “pods 305”),
while the at least one NFV-based customer device 155 might
include a first pseudo-pod 3104, a second pseudo-pod 3105,
through an N pseudo-pod 310# (collectively, “pseudo-pods
3107).
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[0097] In operation, the NFV interconnection gateway
device 115 might burst at least one VNF from a first pod to a
second pod, based at least in part on one or more of time of
day, geographic usage throughout a day, one or more perfor-
mance characteristics (including, without limitation, latency,
jitter, bandwidth, compute resource usage, storage resource
usage, memory resource usage, and/or the like), or changes in
one or more performance characteristics, and/or the like. In
some embodiments, the first and second pods might be within
the NFVI system 125, to allow the service provider 110a that
is providing the interconnection gateway functionality to
internally burst the at least one VNF among its own physical
hardware resources. In alternative embodiments, the inter-
connection gateway device 115 might burst the at least one
VNF from any of the pods 305a-305% and pseudo-pods 310a-
310z to any other of the pods 305a-305% and pseudo-pods
310a-310%. Bursting to a pod in the second network 1055
(i.e., pseudo-pods 310a-3107) might allow for more localized
execution of VNF's closer to a customer (in various embodi-
ments, within the customer environment 1105 itself).

[0098] Although the NFVI 125 and the at least one NFV-
based customer device 155 are each depicted as a single
component in the network, this is merely to simplify illustra-
tion, but the various embodiments are not so limited, and the
NFVI125 and/or the at least one NFV-based customer device
155 may be embodied as any suitable number of NFVI sys-
tems and/or or any number of NFV-based customer devices
within its respective network 105. In some embodiments, the
NFVI system 125 might include, without limitation, hard-
ware resources located at a customer premises (e.g., hardware
resources in network equipment at a residential customer
premises; hardware resources in other wireless or wireline
customer premises equipment (“CPE”); resources in a cus-
tomer’s mobile devices or other user devices; hardware
resources in telecommunications closet(s) or room(s) at a
multi-dwelling unit; hardware resources in telecommunica-
tions closet(s) or room(s) ata commercial customer premises;
and/or the like), at a digital subscriber line access multiplexer
(“DSLAM”) (e.g., hardware resources in telecommunica-
tions or equipment rack(s) at the DSLLAM; and/or the like), at
a central office (“CO”) (e.g., hardware resources in telecom-
munications rack(s) at the CO; and/or the like), at a point of
presence (“POP”) with the network, at a Tera-POP (i.e., a
POP that is capable of terabit per second (i.e., at least 1 trillion
bits per second) data transfer speeds), or the like.

[0099] In a non-limiting example, based on information
regarding usage at different times of day, geographic usage
throughout a day, one or more performance characteristics
(including, without limitation, latency, jitter, bandwidth,
compute resource usage, storage resource usage, memory
resource usage, and/or the like), or changes in one or more
performance characteristics, and/or the like, the interconnec-
tion gateway device 115 might burst VNF's associated with a
user’s business or work to pods/pseudo-pods within the user’s
work premises or at a DSLAM or CO that is local to the user’s
work premises, just before the user typically arrives at work
(e.g., between about 6 a.m. and 8 a.m. on weekday mornings).
During the user’s typical lunch break, the interconnection
gateway device 115 might burst VNFs associated with the
user’s media content (e.g., media content playback VNFs,
etc.), news resources (e.g., news gathering VNFs, sports
information gathering VNFs, etc.), and/or the like to pods/
pseudo-pods within the user’s work premises (if the user
typically eats at work), to a DSLAM or CO that is local to the
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user’s work premises (if the user typically eats at or near
work), or the like. After the user’s typical lunch hour, the
interconnection gateway device 115 might burst VNFs asso-
ciated with the user’s media content, news resources, and/or
the like to pods at the CO, POP, Tera-POP, or the like. When
the user typical leaves work (e.g., for home; such as after 6
p-m.), the interconnection gateway device 115 might burst the
VNFs associated with the user’s media content, news
resources, and/or the like to pods/pseudo-pods at the user’s
residential premises, at a DSLAM or CO near the user’s
residential premises, and/or the like, and might burst the
VNF's associated with the user’s business or work to pods at
the CO, POP, Tera-POP, or the like. In the middle of the night
(e.g., between 11 p.m. and 5 a.m.), the interconnection gate-
way device 115 might burst VNFs associated with backup
software applications to pods/pseudo-pods that are closer to
the user’s work premises and/or to the user’s residential pre-
mises, to back up the user’s work and/or personal/entertain-
ment data, or the like. Also in the middle of the night, the
interconnection gateway device 115 might burst VNFs asso-
ciated with third party computational cycles to pods/pseudo-
pods closer to the user’s work premises and/or the user’s
residential premises, to utilize unused or underutilized com-
pute and/or data storage resources, or the like.

[0100] The techniques and configurations of FIG. 3 are
otherwise similar, if not identical to, the techniques and con-
figurations as described above with respect to FIG. 1, and the
descriptions of the embodiment of FIG. 1 may similarly be
applicable to those of the embodiment of FIG. 3 (unless
incompatible, inconsistent, or otherwise stated as being dif-
ferent).

[0101] FIGS. 4A-4G (collectively, “FIG. 4”) are schematic
diagrams illustrating various embodiments of a system for
implementing interconnection gateway functionality
between a set of NFV entities in a first network and one or
more NFV-based customer devices in a second network. The
various embodiments depict NFV-based customer devices
within various different customer environments, which as
mentioned above, include, without limitation, a customer
residence (FI1G. 4A), a customer business (FIG. 4B), a health-
care facility (FIG. 4C), an industrial facility (FIG. 4D), a
vehicle (FIG. 4E), a public safety answering point (“PSAP”)
facility (FIG. 4F), an Internet of things (“IOT”’) environment
(FIG. 4G), and/or the like. FIG. 4 is otherwise the same or
similar as the embodiment of FIG. 1A.

[0102] Inthe embodiment of FIG. 4A, the second network
1055 might be associated with a customer residence 405 (i.e.,
customer environment), which might include, but is not lim-
ited to, one of a customer residential premises (e.g., a single
family house, a town house, etc.), a multi-dwelling unit (e.g.,
an apartment building/complex, a condominium building/
complex, etc.), or a short-term lodging facility (e.g., a motel,
a hotel, an inn, etc.), and/or the like. System 400 might
include one or more NFV-based customer devices 410 that are
located within customer residence 405 and/or in (direct) com-
munication with (and in range of) the second network 1055.
The one or more NFV-based customer devices 410 might
include, without limitation, one or more of a lighting system,
a tablet computer, a smart phone, a mobile phone, a portable
gaming device, a web camera, an image capture device, a
set-top box or video recording/playback device, a television,
a desktop computer, a laptop computer, a residential gateway
device or a residential network device, a game console, an
external speaker, an audio recording/playback device, a
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kitchen appliance (e.g., microwave, stove, a kitchen vent
hood, refrigerator, oven, dishwasher, mixer, rice maker, pres-
sure cooker, etc.), a thermostat or other sensing device, a
home security control device, a database or a data storage
device, and/or other NFV-based customer devices. In some
cases, the other NFV-based customer devices might include,
but are not limited to, a printer, a scanner, a remote door
locking system, a remote door opening/closing system, a
garage door opener, a remote window locking system, a
remote window opening/closing system, a window covering
opening/closing control system, a robotic cleaning system, a
baby monitor, an intercom system, and/or the like.

[0103] Withreference to FIG. 4B, the second network 10554
might be associated with a customer business 415 (i.e., cus-
tomer environment), which might include, but is not limited
to, one of a customer commercial premises, a customer busi-
ness premises, and/or the like. In some cases, the customer
business 415 might include a national company or an inter-
national company, which might have a network that is local to
each business location, a network that spans multiple loca-
tions in a state or province, a network that spans locations in
multiple states or provinces, a network that spans locations
throughout the entire nation, a network that spans locations
throughout multiple countries, and/or a network that spans
locations throughout the world, or the like. For single location
or few location businesses, the NFV interconnection gateway
model as shown and described above with respect to FIGS.
1-3 might be appropriate. For more national or international
businesses, the NFV interconnection hub model (including
hub-gateway(s), hub-to-hub, hub-to-hub-to-hub, etc.) as
shown and described below with respect to FIGS. 5-8 might
be appropriate.

[0104] System 400 of FIG. 4B might include one or more
NFV-based customer devices 420 that are located within cus-
tomer business 415 and/or in (direct) communication with
(and in range of) the second network 1055. The one or more
NFV-based customer devices 420 might include, without
limitation, one or more of a server computer or server system,
a tablet computer, a telephone system, a smart phone, a
mobile phone, a web camera, an image capture device, a
set-top box or video recording/playback device, a television,
a desktop computer, a laptop computer, a commercial gate-
way device or a commercial network device, a game console,
an external speaker, an audio recording/playback device, a
kitchen appliance (e.g., microwave, stove, refrigerator, oven,
dishwasher, etc.), a thermostat or other sensing device, a
commercial security control system, a database or a data
storage device, and/or other NFV-based customer devices. In
some cases, the other NFV-based customer devices might
include, but are not limited to, a lighting system, a personal
digital assistant, an image projection device, a printer, a scan-
ner, a remote door locking system, a remote door opening/
closing system, a garage door opener, a remote window lock-
ing system, a remote window opening/closing system, a
window covering opening/closing control system, a robotic
cleaning system, an intercom system, and/or the like.

[0105] InFIG.4C,the second network 1055 might be asso-
ciated with a healthcare facility 425 (i.e., customer environ-
ment), which might include, but is not limited to, one of a
hospital, a clinic, a doctor’s office, a dentist’s office, an
optometrist’s office, a specialist physician’s office, and/or the
like. In some cases, the healthcare facility 425 might include
a national healthcare facility or an international healthcare
facility, which might have a network that is local to each
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healthcare facility location, a network that spans multiple
healthcare facility locations in a state or province, a network
that spans healthcare facility locations in multiple states or
provinces, a network that spans healthcare facility locations
throughout the entire nation, a network that spans healthcare
facility locations throughout multiple countries, and/or a net-
work that spans healthcare facility locations throughout the
world, or the like. For single location or few location health-
care facilities (e.g., small clinics, small medical offices, small
dental offices, small optometric offices, small specialist
offices, or stand-alone hospitals, etc.), the NFV interconnec-
tion gateway model as shown and described above with
respect to FIGS. 1-3 might be appropriate. For more national
or international healthcare facilities (e.g., large hospitals,
hospital chains, etc.), the NFV interconnection hub model
(including hub-gateway(s), hub-to-hub, hub-to-hub-to-hub,
etc.) as shown and described below with respect to FIGS. 5-8
might be appropriate.

[0106] The system 400 might include one or more NFV-
based customer devices 430 that are located within a health-
care facility 425 and/or in (direct) communication with (and
in range of) the second network 1056. The one or more
NFV-based customer devices 430 might include, without
limitation, one or more of a health monitoring device or a
diagnostic device or a medical device, a tablet computer, a
telephone system, a smart phone, a mobile phone, a web
camera, an image capture device, a set-top box or video
recording/playback device, a television, a desktop computer,
a laptop computer, a commercial gateway device or a com-
mercial network device, a game console, an external speaker,
a kitchen appliance (e.g., microwave, stove, refrigerator,
oven, dishwasher, etc.), a thermostat or other sensing device,
a commercial security control system, a database or a data
storage device, a server computer or server system, and/or
other NFV-based customer devices. In some cases, the other
NFV-based customer devices might include, but are not lim-
ited to, a lighting system, a personal digital assistant, an
image projection device, a printer, a scanner, an audio record-
ing/playback device, a portable gaming device, a remote door
locking system, a remote door opening/closing system, a
remote window locking system, a remote window opening/
closing system, a window covering opening/closing control
system, a robotic cleaning system, an intercom system, a
power generation system, a medical vehicle (e.g., ambulance,
etc.) dispatch control system, and/or the like.

[0107] Inthe embodiment of FIG. 4D, the second network
1056 might be associated with an industrial facility 435 (i.e.,
customer environment), which might include, but is not lim-
ited to, one of an industrial manufacturing facility, an indus-
trial processing facility, a warehouse, and/or the like. In some
cases, the customer business 435 might include a national
company or an international company, which might have a
network that is local to each industrial or business location, a
network that spans multiple locations in a state or province, a
network that spans locations in multiple states or provinces, a
network that spans locations throughout the entire nation, a
network that spans locations throughout multiple countries,
and/or a network that spans locations throughout the world, or
the like. For single location or few location industrial busi-
nesses, the NFV interconnection gateway model as shown
and described above with respect to FIGS. 1-3 might be
appropriate. For more national or international industrial
businesses, the NFV interconnection hub model (including
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hub-gateway(s), hub-to-hub, hub-to-hub-to-hub, etc.) as
shown and described below with respect to FIGS. 5-8 might
be appropriate.

[0108] The system 400 might include one or more NFV-
based customer devices 440 that are located within the indus-
trial facility 435 and/or in (direct) communication with (and
in range of) the second network 1056. The one or more
NFV-based customer devices 440 might include, without
limitation, one or more of industrial machinery (including,
but not limited to, an industrial manufacturing robot, indus-
trial manufacturing machinery, an industrial processing
robot, industrial processing machinery, an industrial ware-
house item transporting robot, industrial warehouse item
transporting machinery, and/or the like), an image capture
device (including, without limitation, a surveillance system,
camera array, etc.), a tablet computer, a smart phone, a mobile
phone, a desktop computer, a laptop computer, a commercial
gateway device or a commercial network device, an external
speaker, an audio recording/playback device, a telephone
system, an industrial process monitoring system, a thermostat
or other sensing device, a commercial security control sys-
tem, a database or a data storage device, and/or other NFV-
based customer devices. In some cases, the other NFV-based
customer devices might include, but are not limited to, a
server computer or server system, a lighting system, a set-top
box or video recording/playback device, a television, an
image projection device, a kitchen appliance (e.g., micro-
wave, stove, refrigerator, oven, dishwasher, etc.), a printer, a
scanner, a remote door locking system, a remote door open-
ing/closing system, a remote window locking system, a
remote window opening/closing system, a window covering
opening/closing control system, a robotic cleaning system, an
intercom system, a power generation system, an industrial or
transport vehicle (e.g., transport truck, forklift, etc.) dispatch
control system, and/or the like.

[0109] Withreferenceto FIG. 4E, the second network 10554
might be associated with a vehicle 445 (i.e., customer envi-
ronment), which might include, but is not limited to, one of a
bicycle, a motorbike, a car, an all-terrain vehicle, a snowmo-
bile, a minivan, a truck, a van, a bus, a transport vehicle, an
industrial vehicle, a government vehicle, a commercial
vehicle, a recreational vehicle, a personal watercraft, aboat, a
ship, an airplane, a helicopter, a personal aircraft, a space
vehicle, a satellite, a probe, a drone, a space station, and/or the
like. System 400 might include one or more NFV-based cus-
tomer devices 450 that are located within vehicle 445 and/or
in (direct) communication with (and in range of) the second
network 1055. The one or more NFV-based customer devices
450 might include, without limitation, one or more of a
vehicle-based navigation system (e.g., GPS system or the
like), a vehicle-based audio system or a vehicle-based media
recording and playback device, a tablet computer, a smart
phone, a mobile phone, a portable gaming device, a laptop
computer, an external speaker, a database or a data storage
device, and/or other NFV-based customer devices. In some
cases, the other NFV-based customer devices might include,
but are not limited to, a vehicle control computer system, a
vehicle-based gateway device, a vehicle-based network
device, a vehicle climate control system, a sensing device, a
vehicle lighting system, a vehicle door opening/closing
device, a vehicle-based set-top box, a vehicle-based televi-
sion or video monitor, an image capture device, a remote door
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locking system, a garage door opening/closing remote con-
trol device, a remote window opening/closing system, and/or
the like.

[0110] In the embodiment of FIG. 4F, the second network
1056 might be associated with a public safety answering
point (“PSAP”) facility 455 (i.e., customer environment). In
some cases, the PSAP facility 455 might include a national
PSAP facility, which might have a network that is local to
each PSAP facility location, a network that spans multiple
PSAP facility locations in a state or province, a network that
spans PSAP facility locations in multiple states or provinces,
a network that spans PSAP facility locations throughout the
entire nation, and/or the like. For single location or few loca-
tion PSAP facilities, the NFV interconnection gateway model
as shown and described above with respect to FIGS. 1-3
might be appropriate. For more nationwide or more regional
PSAP facilities, the NFV interconnection hub model (includ-
ing hub-gateway(s), hub-to-hub, hub-to-hub-to-hub, etc.) as
shown and described below with respect to FIGS. 5-8 might
be appropriate.

[0111] System 400 might include one or more NFV-based
customer devices 460 that are located within the PSAP facil-
ity 455 and/or in (direct) communication with (and in range
of) the second network 1055. The one or more NFV-based
customer devices 460 might include, without limitation, one
ormore of a communications device, a PSAP gateway device,
a PSAP network device, a computer system, a data storage
device, and/or other NFV-based customer devices. In some
cases, the other NFV-based customer devices might include,
but are not limited to, a server computing computer system, a
sensing device, an image capture device, a remote door lock-
ing system, a garage door opening/closing remote control
device, a remote door opening/closing system, a remote win-
dow locking system, a remote window opening/closing sys-
tem, a window covering opening/closing control system, a
robotic cleaning system, an intercom system, a power gen-
eration system, an emergency vehicle (e.g., ambulance,
police car, fire engine, etc.) dispatch control system, and/or
the like.

[0112] Inthe embodiment of FIG. 4G, the second network
1055 might be associated with an IOT or machine-to-machine
(“M2M”) environment 465 (i.e., customer environment),
which might include, but is not limited to, any suitable envi-
ronment in which machines or devices interconnect and com-
municate with each other in a manner similar to the network
of computing systems known as the Internet, and/or the like.
System 400 might include one or more NFV-based customer
devices 470 that are located within IOT or M2M environment
and/or in (direct) communication with (and in range of) the
second network 1055. The one or more NFV-based customer
devices 470 might include, without limitation, one or more of
a server computer or server system, a lighting system, a tablet
computer, a smart phone, a mobile phone, a portable gaming
device, a web camera, an image capture device, a set-top box
or video recording/playback device, a television, a desktop
computer, a laptop computer, a residential gateway device or
a residential network device, a game console, an external
speaker, an audio recording/playback device, a kitchen appli-
ance (e.g., microwave, stove, a kitchen vent hood, refrigera-
tor, oven, dishwasher, mixer, rice maker, pressure cooker,
etc.), a thermostat or other sensing device, a home security
control device, a database or a data storage device, a tele-
phone system, and/or other NFV-based customer devices. In
some cases, the other NFV-based customer devices might
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include, but are not limited to, any of the other NFV-based
customer devices 410, 420, 430, 440, 450, and/or 460 as
described above, and/or the like.

[0113] Inoperation, the NFV interconnection gateway 115
might receive a first set of network connection information
from at least one of the one or more NFV entities 120-150a
via links 160 (which are represented in FIG. 4 as dash lines).
The NFV interconnection gateway 115 might also receive a
second set of network connection information from at least
one of the one or more NFV-based customer devices 410, 420,
430,440,450, and 460 via links 165 (which are represented in
FIG. 4 as dot-dash lines) that extend between the first network
1054 and the second network 10554. The NFV interconnection
gateway 115 might abstract the first set of network connection
information and the second set of network connection infor-
mation to generate a first set of abstracted network connection
information and a second set of abstracted network connec-
tion information, respectively. The NFV interconnection
gateway 115 might establish one or more links 170 between
each of the one or more NFV entities and at least one NFV-
based customer device of the one or more NFV-based cus-
tomer devices (in this case between the NFVI systems 125
and the NFV-based customer device(s) 410, 420, 430, 440,
450, and 460, between the other NFV entity 150 and the
NFV-based customer device(s) 410, 420, 430, 440, 450, and
460, and/or the like), based at least in part on one or more of
the first set of abstracted network connection information or
the second set of abstracted network connection information.

[0114] The NFV interconnection gateway 115 might sub-
sequently provide access to one or more VNFs via the one or
more links 170 (which are represented in FIG. 1 as long dash
lines) that extend between the first network 105a and the
second network 1055. In some cases, providing access to the
one or more VNFs might include, without limitation, one or
more of providing at least one NFV-based customer device
410, 420, 430, 440, 450, and 460 of the one or more NFV-
based customer devices 410, 420, 430, 440, 450, and 460 with
access to one or more VNFs running on at least one NFV
entity 120-150 of the one or more NFV entities 120-150,
without sending the one or more VNFs from the at least one
NFV entity 120-150 to the at least one NFV-based customer
device 410, 420, 430, 440, 450, and 460; sending one or more
VNFs from at least one NFV entity 120-150 of the one or
more NFV entities 120-150 to at least one NFV-based cus-
tomer device 410, 420, 430, 440, 450, and 460 of the one or
more NFV-based customer devices 410, 420, 430, 440, 450,
and 460, via the one or more links 170; providing, via the
interconnection gateway device 410, 420, 430, 440, 450, and
460, access to one or more VNF's via the one or more link 160,
165, and/or 170; providing access to one or more VNFs, via
peering connection between at least one NFV entity 120-150
of the one or more NFV entities 120-150 and at least one
NEFV-based customer device 410, 420, 430, 440, 450, and 460
of one or more NFV-based customer devices 410, 420, 430,
440, 450, and 460; bursting, using an application program-
ming interface (“API”), one or more VNF's from at least one
NFV entity 120-150 of the one or more NFV entities 120-150
to at least one NFV-based customer device 410, 420, 430,
440, 450, and 460 of the one or more NFV-based customer
devices 410, 420, 430, 440, 450, and 460; and/or the like.

[0115] Merely by way of example, in some embodiments,
each of one or more NFV-based customer devices 410, 420,
430, 440, 450, and 460 might be without the capacity and/or
capability to locally execute the one or more VNFs, and might
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comprise a device that is configured to request execution of
VNF's and to access the VNFs being executed on correspond-
ing one of the one or more NFV entities. According to some
embodiments, the NFV interconnection gateway 115, in pro-
viding access to the VNFs (as described above), might allow
for or otherwise facilitate updating of the NFV-based cus-
tomer devices 410, 420, 430, 440, 450, and 460 with
improved versions of current functionalities, with new func-
tionalities (so long as the hardware systems support such
functionalities or if modular hardware can be configured to
interface with existing hardware, etc.), with security updates,
with power efficiency updates, with device/network intercon-
nectivity updates, and/or the like. In this manner, according to
some embodiments, basic or dumb devices may be deployed
as embodied by the NFV-based customer devices 410, 420,
430, 440, 450, and 460, while operational software and the
like may be provided to the NFV-based customer devices 410,
420,430, 440, 450, and 460 remotely (via the NFV intercon-
nection gateway and/or the NFV interconnection hub (as
described in detail below), or the like) to fully utilize the full
spectrum of functionalities of the NFV-based customer
devices 410, 420, 430, 440, 450, and 460. With such NFV
interconnection implementation, dumb and relatively low
cost terminal devices may be deployed, and the NFV archi-
tecture and platform may be used to provide the intelligence,
coordination, and control needed to operate the terminal
devices. In addition, the dumb terminal devices would have a
longer life (at least from an obsolescence perspective)
because new/upgraded functions, features, services, and/or
the like can be administered in the NFV applications on the
platform.

[0116] The techniques and configurations of FIG. 4 are
otherwise similar, if not identical to, the techniques and con-
figurations as described above with respect to FIGS. 1-3, and
the descriptions of the embodiment of FIGS. 1-3 may simi-
larly be applicable to those of the embodiment of FIG. 4
(unless incompatible, inconsistent, or otherwise stated as
being different).

[0117] FIG. 5 is a schematic diagram illustrating a system
for implementing interconnection hub functionality among
one or more sets of service provider NFV entities in one or
more service provider networks and a first set of NFV-based
customer devices in a first network through an N set of
NFV-based customer devices in an N? network, in accor-
dance with various embodiments.

[0118] In the embodiment of FIG. 5, system 500 might
comprise a first network 5054 through an N* network 505z,
as well as one or more service provider networks 505' (col-
lectively, “networks 505), which are respectively associated
with a first customer environment 510a through an N cus-
tomer environment 510% (collectively, “customer environ-
ments 510), as well as one or more service providers 510',
respectively. System 500 might also comprise an external
network 515 that is associated with a hub service provider
520. System 500 might further comprise an NFV intercon-
nection hub 525 that is located in the external network 515.
System 500 might additional comprise, associated with each
service provider 510', a service provider or provider NFV
interconnection gateway 530' (optional) and one or more
NFV entities 535 that are located in the respective network
505' (for simplicity of illustration, only one service provider
510' and one service provider network 505' is shown in FIG.
5, although any number of service providers 510" and service
provider networks 505' may be implemented). System 500
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might further comprise, associated with each customer envi-
ronment 510, an NFV interconnection gateway 530 (op-
tional) and one or more NFV-based customer devices 540,
and/or the like. For example, an optional first NFV intercon-
nection gateway 530a and one or more NFV-based customer
devices 540a might be located within the first network 5054,
and so on, through to an optional N* NFV interconnection
gateway 530x and one or more N NFV-based customer
devices 540n being located within the N* network 505n.

[0119] According to some embodiments, each of the one or
more NFV entities 535 might include, without limitation, one
or more of a NFV resource manager (such as NFV resource
manager 120), a NFV Infrastructure (“NFVI”) system (such
as NFVIsystem 125, etc.), a NFV orchestrator (such as NFV
orchestrator 130, or the like), a NFV management and orches-
tration (“MANO”) architectural framework or system (such
as NFV MANO system 135, or the like), a virtual network
function (“VNF”) manager (such as VNF manager 140, or the
like), a virtual infrastructure manager (“VIM”) (such as VIM
145, or the like), and/or other NFV entities (such as other
NFV entities 150, etc.). In some instances, the NFV MANO
system, the VNF manager, the VIM, and/or the other NFV
entities might be part of the NFV orchestrator. In alternative
instances, one or more of the NFV MANO system, the VNF
manager, the VIM, and/or the other NFV entities might be
separate from, but in communication with, the NFV orches-
trator. In some cases, the other NFV entities might include,
but are not limited to, a virtual machine (“VM”), a macro
orchestrator, a domain orchestrator, a god orchestrator, and/or
the like.

[0120] In some embodiments, each NFV interconnection
gateway 530 (including provider NFV interconnection gate-
way 530" and the 1* through N” NFV interconnection gate-
ways 530a-5307) might be an application running on a cloud
platform, while in some cases might be part of any NFV entity
that needs to interconnect with another NFV platform (e.g.,
MANO system, NFVI, VNF, etc.). In some instances, each
interconnection gateway 530 might have both a physical com-
ponent and a virtual component. The physical component
might primarily be the physical interface between two or
more networks of different service providers, while the vir-
tual component might be an NFV entity that is hosted within
the service provider’s network and/or customer environment
network. In some cases, it may be possible that each partici-
pating service provider or customer environment could have
an NFV hosted in its respective network, but that is not
required. According to some embodiments, an NFV entity
might be split into a portion completely under the control of
an owning service provider. The owning service provider can
then establish a set of functions that are available to other
service providers or customer environment(s) via application
programming interfaces (“APIs”) to tailor their specific needs
at the interconnection gateway. The owning service provider
might ensure that the function(s) provided and the APIs pro-
vided enable functionality to other service providers or cus-
tomer environment(s), while also protecting the owning ser-
vice provider network from nefarious activities. In general,
the NFV interconnection gateway, which could be centralized
or distributed within one network, might provide one-to-one
NFV interconnection between two service provider net-
works, between one service provider network and one cus-
tomer environment network, or between two customer envi-
ronment networks.
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[0121] Merely by way of example, in some aspects, NFV
interconnection hub might be provided as a service, includ-
ing, without limitation, various centralized services for NFV-
based service providers and/or NFV-based customer environ-
ments to interconnect. In general, the NFV interconnection
hub, which could be centralized or distributed within one
network, might provide many-to-many NFV interconnection
amongst a plurality of service provider networks and/or a
plurality of customer environment networks (in some cases,
amongst three or more service provider/customer environ-
ment networks). In some embodiments, the many-to-many
interconnection service can take the form of discovery and
authentication (which is its simplest form). In alternative
embodiments, the many-to-many interconnection service can
take the form of a full blown hub for interconnection. In its
simplest form, the NFV interconnection hub could be embod-
ied as applications on a cloud platform. In some cases, the
NFV interconnection hub, in its simplest form, might be
embodied as a registry (or a more complex catalog). In more
complex forms, the NFV interconnection hub could be simi-
lar to the full blown interconnect with instances of NFV
interconnection gateways. In some instances, the NFV inter-
connection hub might be embodied as a hub device that
utilizes actual interconnection and/or micro-peering amongst
NFV entities and/or NFV-based customer devices in various
different networks connected by the hub. According to some
embodiments the interconnection hub might translate NFV-
specific standards (e.g., translating FCAPS for one network
service provider to FCAPS for a different network service
provider, translating FCAPS for one network service provider
to FCAPS for a customer environment network, or the like).
In some cases, the interconnection hub might determine how
interconnection gateways establish interconnections. In some
instances, the interconnection hub might function as a clear-
inghouse or possibly facilitate the NFVI optimization (in
some cases, dynamically, and/or in real-time, establishing
interconnections to NFV entities and/or NFV-based customer
devices), possibly based on specifications established by a
customer. According to some embodiments, the interconnec-
tion hub might establish an interconnection based on one or
more of geolocation, usage, availability, budget, and/or func-
tional requirements, or the like. In some embodiments, the
interconnection hub might be federated or might be managed

by a third party.

[0122] In operation, the NFV interconnection hub 525
might receive a set of service provider network connection
information from at least one NFV entity of the one or more
NFV entities 535 via links 550 (which are represented in FIG.
5 as dot-dash lines) that extend between the service provider
network 505' and the external network 515—in some cases,
via aprovider NFV interconnection gateway 530" (which may
or may not be present in the service provider network 505')
via links 545 (which are represented in FIG. 5 as dash lines)
between the at least one NFV entity 535 and the provider
NFV interconnection gateway 530'. Similarly, the NFV inter-
connection hub 525 might receive a first set of network con-
nection information from at least one NFV-based customer
device of the one or more NFV-based customer devices 535a
via links 550 (represented as dot-dash lines) that extend
between the first network 5054 and the external network
515—in some cases, via a first NFV interconnection gateway
530a (which may or may not be present in the second network
505q) via links 545 (represented as dash lines) between the at
least one NFV-based customer device 540q and the first NFV
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interconnection gateway 530a. And so on, with the NFV
interconnection hub 525 receiving an N* set of network con-
nection information from at least one N NFV-based cus-
tomer device of the one or more N* NFV-based customer
devices 535# via links 550 (represented as dot-dash lines) that
extend between the N network 5051 and the external net-
work 515—in some cases, via an N” NFV interconnection
gateway 530z (which may or may not be present in the N
network 5057) via links 545 (represented as dash lines)
between the at least one N NFV-based customer device 540n
and the N* NFV interconnection gateway 530%.

[0123] The NFV interconnection hub 525 might abstract
each of'the set of service provider network connection infor-
mation, as well as the first set of network connection infor-
mation through the N? set of network connection information
to generate a set of abstracted service provider network con-
nection information, as well as a first set of abstracted net-
work connection information through an N set of abstracted
network connection information, respectively. The NFV
interconnection hub 525 might establish one or more links
555 (which are represented in FIG. 5 as long dash lines)
between one or more of at least one NFV entity and at least
one first NFV-based customer devices through at least one N
NFV-based customer devices (and, in some embodiments,
between or among one or more NFV-based customer devices
540a-540n), based at least in part on one or more of the set of
abstracted service provider network connection information,
the first set of abstracted network connection information, or
the N set of abstracted network connection information.

[0124] The NFV interconnection hub 525 might subse-
quently provide access to one or more VNFs via the one or
more links 550 (represented as long dash lines) that extend
between one of the service provider networks 505' and one of
the first network 5054 through the N* network 505, or
between one of the first network 5054 through the N net-
work 5057 and another of the first network 5054 through the
N network 505x. In general, access can be either local access
(e.g., a copy of the VNF is transferred to the one or more
NEV-based customer devices of the first through N net-
works 505a-5057 and is run on resources in the correspond-
ing first through N networks 5052-505% (in some cases, the
resources of the one or more NFV-based customer devices
themselves) or remote access (e.g., the VNF is run on the
owning service provider’s network resources (in this
example, one or more of the service provider networks 505')
and the one or more NFV-based customer devices are pro-
vided with access to the VNF running on the owning service
provider’s network resources). In some cases, providing
access to the one or more VNFs might include, without limi-
tation, one or more of providing at least one of one or more
first NFV-based customer devices 540a-540n with access to
one or more VNFs running on at least one of one or more NFV
entities 535, without sending the one or more VNFs from the
at least one of the one or more NFV entities 535 to the at least
one of the one or more first NFV-based customer devices
540a-540n; sending one or more VNFs from at least one of
one or more NFV entities 535 to at least one of one or more
first NFV-based customer devices 540a-540n; providing
access, via the interconnection hub device 525, to one or more
VNFs (in some cases, via the one or more links); providing
access to one or more VNFs, via peering connection between
at least one of one or more NFV entities 535 and at least one
of one or more first NFV-based customer devices 540a-540z;
bursting, using an application programming interface
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(“APT”), one or more VNF's from at least one of one or more
NFV entities 535 to at least one of one or more first NFV-
based customer devices 540a-540n; and/or the like.

[0125] Merely by way of example, in some embodiments,
each of one or more NFV-based customer devices 540a-540n
might be without the capacity and/or capability to locally
execute the one or more VNFs, and might comprise a device
that is configured to request execution of VNFs and to access
the VNF's being executed on at least one of one or more NFV
entities 535, and/or the like.

[0126] FIG. 6 is a schematic diagram illustrating another
system for implementing interconnection hub functionality
among one or more sets of service provider NFV entities in
one or more service provider networks and a first set of
NFV-based customer devices in a first network through an N
set of NFV-based customer devices in an N? network, in
accordance with various embodiments. FIG. 6 is similar to the
embodiment of FIG. 5, except that FIG. 6 depicts processors,
data storage devices, and memory devices within the NFV
interconnection hub device 525, within each of the NFV
interconnection gateway devices 530 (including service pro-
vider NFVIG(s) 530" associated with the service provider(s)
510' and first through N” NFVIGs 530a-530n associated with
customer environments 510a-510z), within each of the NFV
entities 535, and within each of the NFV-based customer
devices 540. In particular, as shown in FIG. 6, the NFV
interconnection hub device 525 might include, without limi-
tation, a processor(s) 605, a data storage device(s) 610, and a
memory device(s) 615 that are all interconnected with each
other. The data storage device(s) 610 might store data that is
transmitted or received from the NFV interconnection hub
525, while the memory device(s) 615 might be a non-transi-
tory computer readable medium that stores computer soft-
ware comprising a set of instructions that, when executed by
the processor(s) 605, causes the interconnection hub device
525 to perform one or more functions (such as those as
described herein with respect to FIGS. 5 and 10A-10E, or the
like).

[0127] The service provider NFV interconnection gateway
device 530" might include, without limitation, a processor(s)
620", a data storage device(s) 625', and a memory device(s)
630’ that are all interconnected with each other. The first NFV
interconnection gateway device 530a might include, without
limitation, a processor(s) 620a, a data storage device(s) 625a,
and a memory device(s) 6304 that are all interconnected with
each other. In a similar manner, the N” NFV interconnection
gateway device 530n might include, without limitation, a
processor(s) 620r, a data storage device(s) 625r, and a
memory device(s) 630 that are all interconnected with each
other. The data storage device(s) 625 (including data storage
device(s) 625' and data storage devices 625a-625#) might
store data that is transmitted or received from the NFV inter-
connection gateway 530 (including service provider NFVIG
(s) 530" associated with the service provider(s) 510" and first
through N* NFVIGs 530a-530% associated with customer
environments 510a-5107), while the memory device(s) 630
(including memory device(s) 630' and memory devices 630a-
6307) might be a non-transitory computer readable medium
that stores computer software comprising a set of instructions
that, when executed by the corresponding processor(s) 620
(including processor(s) 620' and processors 620a-620n),
causes the corresponding interconnection gateway device
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530 to perform one or more functions (such as those as
described herein with respect to FIGS. 1A, 1B, and 9A-9C, or
the like).

[0128] Inasimilar manner, each of'the NFV entity(ies) 535
might include, but is not limited to, a processor(s) 635', a data
storage device(s) 640', and a memory device(s) 645' that are
all interconnected with each other. Likewise, each of the
NFV-based customer devices 5354 might include, but is not
limited to, a processor(s) 6354, a data storage device(s) 640a,
and a memory device(s) 6454 that are all interconnected with
each other. In a similar manner, each of the N NFV-based
customer devices 5357 might include, but is not limited to, a
processor(s) 635n, a data storage device(s) 640, and a
memory device(s) 645 that are all interconnected with each
other. The data storage device(s) 640 (including data storage
device(s) 640' and data storage devices 640a-6407) might
store data that is transmitted or received from the correspond-
ing NFV entity(ies) 535 or NFV-based customer devices
540a-540n, while the memory device(s) 645 (including
memory device(s) 645" and memory devices 645a-645n)
might each be a non-transitory computer readable medium
that stores computer software comprising a set of instructions
that, when executed by the corresponding processor(s) 635
(including processor(s) 635' and processors 635a-635n),
causes the particular NFV entity 535 or NFV-based customer
device 540 to perform one or more functions (such as those as
described herein with respect to FIGS. 1A, 1B, 5, 9A-9C, and
10A-10E, or the like).

[0129] The techniques and configurations of FIG. 6 are
otherwise similar, if not identical to, the techniques and con-
figurations as described above with respect to FIG. 5, and the
descriptions of the embodiment of FIG. 5 may similarly be
applicable to those of the embodiment of FIG. 6 (unless
incompatible, inconsistent, or otherwise stated as being dif-
ferent).

[0130] FIG. 7 is a schematic diagram illustrating yet
another system for implementing interconnection hub func-
tionality among one or more sets of service provider NFV
entities in one or more service provider networks and a first
set of NFV-based customer devices in a first network through
an N7 set of NFV-based customer devices in an N” network,
in accordance with various embodiments. FIG. 7 is similar to
the embodiment of FIG. 5, except that FIG. 7 depicts a plu-
rality of pods in each of at least one service provider NFV
entity 535, a plurality of pseud-pods at least one first NFV-
based customer device 540a through at least one N* NFV-
based customer device 540n, and/or the like. In the embodi-
ment of FIG. 7, the at least one service provider NFV entity
535 of FIG. 5 might comprise a service provider NFVI system
(s) 535" and one or more other service provider NFV entities
535", while the at least one first NFV-based customer device
540a of FIG. 5 might comprise a first NFVI system(s) or other
NFV-based customer device infrastructure 540a' and one or
more other first NFV entities 5404a", and the at least one N?
NFV-based customer device 540r of FIG. 5 might comprise
an N NFVI system(s) or other NFV-based customer device
infrastructure 540%' and one or more other N NFV entities
540n".

[0131] The service provider NFVI system 535' might
include a first pod 7054, a second pod 705b, through an N
pod 705% (collectively, “pods 705"), while the first NFVI
system(s) or other NFV-based customer device infrastructure
540q' might include a first pseudo-pod 710a, a second
pseudo-pod 7105, through an N pseudo-pod 710z (collec-
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tively, “pseudo-pods 710”), and so on, with the N* NFVI
system(s) or other NFV-based customer device infrastructure
5407 including a first pseudo-pod 7154, a second pseudo-pod
715b, through an N” pseudo-pod 715z (collectively,
“pseudo-pods 715”). In some embodiments, each pod might
represent and/or include physical hardware resources that are
part of the service provider NFVI system(s) 535' and/or the
first through N NFVT system(s) or other NFV-based cus-
tomer device infrastructure 540a'-540%' or that are part of an
external NFV entity (i.e., an NFV entity that is external to the
service provider NFV entities 535 or the first through N
NEFV-based customer devices 540a-540n, or that is external to
the service provider network 505' or first through N net-
works 505a-505n), or the like. In some cases, each pod might
represent a rack of network communications equipment (e.g.,
compute resource, storage resource, etc.) within a telecom-
munications facility associated with one of the service pro-
viders 510' or one of the customer environments 510a-5107.

[0132] In operation, the NFV interconnection hub device
525 might burst at least one VNF from a first pod to a second
pod, based at least in part on one or more of time of day,
geographic usage throughout a day, one or more performance
characteristics (including, without limitation, latency, jitter,
bandwidth, compute resource usage, storage resource usage,
memory resource usage, and/or the like), or changes in one or
more performance characteristics, and/or the like. In some
embodiments, the first and second pods might be within only
one of the service provider NFVI system 535', the first NFVI
system(s) or other NFV-based customer device infrastructure
5404, or the N” NFVI system(s) or other NFV-based cus-
tomer device infrastructure 540%', to provide the respective
service provider(s) 510' or customer environment 510a-510z,
with functionality (via the NFV interconnection hub device
525) to burst the at least one VNF internally among its own
physical hardware resources, especially if said service pro-
vider or customer environment does not have a corresponding
NFV interconnection gateway 530 in its network 505. In
alternative embodiments, the interconnection hub device 525
might burst the at least one VNF from any of the pods 705a-
705n, pseudo-pods 710a-710x, and pseudo-pods 715a-715n
to any other of the pods/pseudo-pods 705a-7057, 710a-710x,
and 715a-715#. Bursting to a pod in a different network 505
(e.g., any of networks 505' and 505a-5057) might allow for
more localized execution of VNFs closer to a customer (in
various embodiments, within the customer environment
510a-510r itself).

[0133] Although each of the service provider NFVI system
535' and the first through N” NFVI system(s) or other NFV-
based customer device infrastructure 540a'-5407' is depicted
as a single component in the corresponding network 505, this
is merely to simplify illustration, but the various embodi-
ments are not so limited, and each NFVIsystem 535' or NFVI
system/other NFV-based customer device infrastructure
540a'-5407' may be embodied as any suitable number of
NFVI systems or other NFV-based customer device infra-
structure within its respective network 505. In some embodi-
ments, each of the NFVI systems 535' might include, without
limitation, hardware resources located at a customer premises
(e.g., hardware resources in network equipment at a residen-
tial customer premises; hardware resources in other wireless
or wireline customer premises equipment (“CPE”); resources
in a customer’s mobile devices or other user devices; hard-
ware resources in telecommunications closet(s) or room(s) at
amulti-dwelling unit; hardware resources in telecommunica-
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tions closet(s) or room(s) ata commercial customer premises;
and/or the like), at a digital subscriber line access multiplexer
(“DSLAM”) (e.g., hardware resources in telecommunica-
tions or equipment rack(s) at the DSLLAM; and/or the like), at
a central office (“CO”) (e.g., hardware resources in telecom-
munications rack(s) at the CO; and/or the like), at a point of
presence (“POP”) with the network, at a Tera-POP (i.e., a
POP that is capable of terabit per second (i.e., at least 1 trillion
bits per second) data transfer speeds), or the like.

[0134] In a non-limiting example, based on information
regarding usage at different times of day, geographic usage
throughout a day, one or more performance characteristics
(including, without limitation, latency, jitter, bandwidth,
compute resource usage, storage resource usage, memory
resource usage, and/or the like), or changes in one or more
performance characteristics, and/or the like, the interconnec-
tion hub device 525 might burst VNFs associated with a
user’s business or work to pods/pseudo-pods within the user’s
work premises or at a DSLAM or CO that is local to the user’s
work premises, just before the user typically arrives at work
(e.g., between about 6 a.m. and 8 a.m. on weekday mornings).
During the user’s typical lunch break, the interconnection hub
device 525 might burst VNFs associated with the user’s
media content (e.g., media content playback VNFs, etc.),
news resources (e.g., news gathering VNFs, sports informa-
tion gathering VNFs, etc.), and/or the like to pods/pseudo-
pods within the user’s work premises (if the user typically
eats at work), to a DSLAM or CO that is local to the user’s
work premises (if the user typically eats at or near work), or
the like. After the user’s typical lunch hour, the interconnec-
tion hub device 525 might burst VNFs associated with the
user’s media content, news resources, and/or the like to pods
at the CO, POP, Tera-POP, or the like. When the user typical
leaves work (e.g., for home; such as after 6 p.m.), the inter-
connection hub device 525 might burst the VNF's associated
with the user’s media content, news resources, and/or the like
to pods/pseudo-pods at the user’s residential premises, at a
DSLAM or CO near the user’s residential premises, and/or
the like, and might burst the VNF's associated with the user’s
business or work to pods at the CO, POP, Tera-POP, or the
like. In the middle of the night (e.g., between 11 p.m. and 5
a.m.), the interconnection hub device 525 might burst VNFs
associated with backup software applications to pods/
pseudo-pods that are closer to the user’s work premises and/
or to the user’s residential premises, to back up the user’s
work and/or personal/entertainment data, or the like. Also in
the middle of the night, the interconnection hub device 525
might burst VNFs associated with third party computational
cycles to pods/pseudo-pods closer to the user’s work pre-
mises and/or the user’s residential premises, to utilize unused
orunderutilized compute and/or data storage resources, or the
like.

[0135] Inthese various examples, the user’s work premises
and the user’s residential premises (or more precisely, user
devices or computing systems at each of these locations)
and/or each of the DSLAM, CO, POP, Tera-POP, or the like
might be connected or associated with one of the service
provider network 505' and/or the first network 5054 through
the N network 505z. In alternative embodiments, the user’s
work premises (or more precisely, user devices or computing
systems at the work premises) might be connected or associ-
ated with one of the service provider network 505' and/or the
first network 505a through the N network 505, while the
user’s residential premises (or more precisely, user devices or
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computing systems at the residential premises) might be con-
nected or associated with another of the service provider
network 505' and/or the first network 5054 through the N
network 5057.. In some embodiments, one or more of the
DSLAM, CO, POP, Tera-POP, or the like might be connected
or associated with one of the service provider networks 505'.
[0136] The techniques and configurations of FIG. 7 are
otherwise similar, if not identical to, the techniques and con-
figurations as described above with respect to FIG. 5, and the
descriptions of the embodiment of FIG. 5 may similarly be
applicable to those of the embodiment of FIG. 7 (unless
incompatible, inconsistent, or otherwise stated as being dif-
ferent).

[0137] Inthe embodiments described above with respect to
FIGS. 5-7, one interconnection hub 525 communicates with
and establishes links among a plurality of NFV entities 535 or
a plurality of NFV-based customer devices 540 (in some
cases, via corresponding NFV interconnection gateway
devices 530, if any) in a corresponding plurality of networks
505. The various embodiments, however, are not limited to
such configuration or interconnection, and two or more inter-
connection hubs (each individually being in communication
with and establishing links among separate pluralities of NFV
entities in corresponding plurality of networks) might inter-
connect in a hub-to-hub manner, in some cases, in a hub-to-
hub-to-hub manner, and so on (collectively, “hub-to-hub”), or
the like, as described in detail below with respect to FIG. 8.
[0138] Wenow turnto FIG. 8, which is a schematic diagram
illustrating a system for implementing hub-to-hub intercon-
nection among a first interconnection hub in a first external
network, a second interconnection hub in a second external
network, through an N interconnection hub in an N” exter-
nal network, in accordance with various embodiments.
[0139] As shown in the embodiment of FIG. 8, system 800
might comprise a plurality of NFV interconnection hub
devices 525, which might include, without limitation, a first
NFV interconnection hub device 5254, a second NFV inter-
connection hub device 5255, through an N* NFV intercon-
nection hub device 525 (collectively, “NFV interconnection
hub devices 525”), which are associated with a first external
network 5154, a second external network 5154, through an
N7 external network 515x, respectively (collectively, “exter-
nal networks 5157). Each of the NFV interconnection hub
devices 525 might communicate with and establish links
among a plurality of NFV entities/NFV-based customer
devices 810 (in some cases, via corresponding NFV intercon-
nection gateway devices 530, if any) in a corresponding plu-
rality of networks 505, in a manner similar to that as described
above with respect to FIGS. 5-7. Particularly, the first NFV
interconnection hub device 5254 might communicate with
and establish links among one or more first through N NEV
entities/NFV-based customer devices 810a,-810%, (in some
cases, via corresponding NFV interconnection gateway
devices 530qa,-530n,, if present) in a corresponding plurality
of networks 505a,-505x,. Similarly, the second NFV inter-
connection hub device 5255 might communicate with and
establish links among one or more first through N NFV
entities/NFV-based customer devices 810a,-810n, (in some
cases, via corresponding NFV interconnection gateway
devices 530a,-530n,, if present) in a corresponding plurality
of networks 505a,-505n,. Likewise, the N* NFV intercon-
nection hub device 5257 might communicate with and estab-
lish links among one or more first through N NFV entities/
NFV-based customer devices 810a,-8107, (in some cases,
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via corresponding NFV interconnection gateway devices
530aq,,-530n,,, if present) in a corresponding plurality of net-
works 5054, -505n,,. Each of the first through N NFV enti-
ties/NFV-based customer devices 810 (including NFV enti-
ties/NFV-based customer devices 810q,-8107,, 810a,-
810n,, through 8104, -8107,) might correspond to one of
NEV entities 535 and/or NFV-based customer devices 540, as
described above with respect to FIGS. 5-7.

[0140] Inoperation, each NFV interconnection hub device
525 might communicate with one or more other NFV inter-
connection hub devices 5254-5257 via links 805. In this man-
ner, links 550 might be established by one or more intercon-
nection hub devices 525 among any two or more NFV
entities/NFV-based customer devices among the NFV enti-
ties/NFV-based customer devices 810q,-8107,, 810a,-
810n,, through 8104,,-810x,, in some cases via correspond-
ing NFV interconnection gateway devices 530a,-5307,,
530a,-530n,, through 530aq,,-530n,,, if present, and via links
545 and/or 550 and via links 805. In some embodiments, one
of the NFV interconnection hub devices 525 might burst at
least one VNF from a first pod to a second pod, based at least
in part on one or more of time of day, geographic usage
throughout a day, one or more performance characteristics
(including, without limitation, latency, jitter, bandwidth,
compute resource usage, storage resource usage, memory
resource usage, and/or the like), or changes in one or more
performance characteristics, and/or the like. In some embodi-
ments, the first and second pods might be within one NFVI
system among the NFVI systems/other NFV-based customer
device infrastructure systems 810a'-810%' in one of networks
505a,-5057,, networks 505a,-505n,, or networks 505q, -
5057, In alternative embodiments, one of the NFV intercon-
nection hub devices 525 might burst the at least one VNF from
any of the pods/pseudo-pods 705a-705n, 710a-710%, and
715a-715r in any one of networks 505a,-505%,, networks
505a,-505n,, or networks 5054,-5057, to any other of the
pods/pseudo-pods 705a-7057, 710a-710n, and 7154-715% in
any one of networks 505a,-505%, networks 505a,-505n,, or
networks 505a,,-5057,,, including bursting between or among
pods/pseudo-pods at any level of customer work/residential
premises, DSLAM, CO, POP, Tera-POP, etc. ateach or any of
these networks 505a,-505n,, 505a,-505n,, and/or 505a,,-
505n,,, or the like.

[0141] The techniques and configurations of FIG. 8 are
otherwise similar, if not identical to, the techniques and con-
figurations as described above with respect to FIGS. 5-7, and
the descriptions of the embodiment of FIGS. 5-7 may simi-
larly be applicable to those of the embodiment of FIG. 8
(unless incompatible, inconsistent, or otherwise stated as
being different).

[0142] FIGS. 9A-9C (collectively, “FIG. 97) are flow dia-
grams illustrating a method for implementing interconnec-
tion gateway functionality between a set of NFV entities in a
first network and one or more NFV-based customer devices in
a second network, in accordance with various embodiments.
The embodiments as represented in FIG. 9 are merely illus-
trative and are not intended to limit the scope of the various
embodiments. With reference to FIG. 9, method 900 in FIG.
9A continues onto FIG. 9B, linked by circular markers
denoted by “A.” FIG. 9C illustrates alternative embodiments
for providing access to one or more VNFs in block 930 of
FIG. 9A.

[0143] While the techniques and procedures are depicted
and/or described in a certain order for purposes of illustration,
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it should be appreciated that certain procedures may be reor-
dered and/or omitted within the scope of various embodi-
ments. Moreover, while the method illustrated by FIG. 9 can
be implemented by or with (and, in some cases, are described
below with respect to) the systems 100-400 of FIGS. 14,
respectively (or components thereof), such methods may also
be implemented using any suitable hardware implementa-
tion. Similarly, while each of the systems 100-400 (and/or
components thereof) of FIGS. 1-4, respectively, can operate
according to the method illustrated by FIG. 9 (e.g., by execut-
ing instructions embodied on a computer readable medium),
the systems 100-400 can each also operate according to other
modes of operation and/or perform other suitable procedures.

[0144] Inthe embodiment of FIG. 9, method 900, at block
905, might comprise receiving, with an interconnection gate-
way device within a first network and from one or more
internal network functions virtualization (“NFV™) entities, a
first set of network connection information. Each ofthe one or
more internal NFV entities might be located within the first
network. At block 910, method 900 might comprise receiv-
ing, with the interconnection gateway device and from one or
more NFV-based customer devices in a second network (in
some cases, via a second interconnection gateway device in
the second network), a second set of network connection
information. According to some embodiments, the first net-
work might be associated with a service provider, and the
second network might be associated with a customer envi-
ronment separate from the service provider. The customer
environment might include, without limitation, at least one of
a customer residential premises, a multi-dwelling unit, a
short-term lodging facility, a customer commercial premises,
a customer business premises, a health-care facility, an indus-
trial manufacturing facility, an industrial processing facility, a
warehouse, a vehicle, a public safety answering point
(“PSAP”) facility, and/or the like, which are described in
detail above (along with descriptions of NFV-based customer
devices associated with such customer environments) with
respect to FIG. 4.

[0145] In some cases, the first set of network connection
information and/or the second set of network connection
information might each comprise information regarding at
least one of latency, jitter, bandwidth, packet loss, nodal con-
nectivity, compute resources, storage resources, memory
capacity, routing, operations support systems (“OSS”), or
business support systems (“BSS”), additional services (e.g.,
firewall, security, parental control functionality, etc.), and/or
the like. In some instances, the first set of network connection
information and/or the second set of network connection
information might each, alternatively or additionally, com-
prise information regarding at least one of fault, configura-
tion, accounting, performance, or security (“FCAPS”), which
might include, without limitation, fault isolation/zoning/
trouble ticketing, service ordering/information organization/
information hiding, billing/accounting, QoS/other perfor-
mance characteristics (jitter, latency, bandwidth, etc.)/
performance in view of service level agreements (“SLAs”)/
reporting, or  authentication/authorization/accounting
(“AAA”), respectively.

[0146] In some embodiments, method 900 might further
comprise abstracting, with the interconnection gateway
device, the first set of network connection information to
generate a first set of abstracted network connection informa-
tion (block 915) and abstracting, with the interconnection
gateway device, the second set of network connection infor-
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mation to generate a second set of abstracted network con-
nection information (block 920). In some cases, each of the
first set of abstracted network connection information and the
second set of abstracted network connection information
might be abstracted to be independent of any particular NFV
entity or any particular NFV-based customer device in any
network. In other words, the abstracted network connection
information is abstracted so as to be readable or understand-
able by any computing system or network component, and is
not information that is only readable or understandable (i.e.,
does not use proprietary information formats or the like) by
particular kinds, by particular brands of NFV entities/NFV-
based customer devices, by particular products made by a
particular manufacturer, by particular products operated or
maintained by a particular service provider, or by particular
products operated or maintained at a particular customer
environment, or the like. In this manner, universal communi-
cation and/or interconnection may be achieved between dif-
ferent NFV entities (i.e., NFV entities manufactured, oper-
ated, and/or maintained by particular parties, or the like)
and/or NFV-based customer devices (i.e., NFV-based cus-
tomer devices manufactured, operated, and/or maintained by
particular parties, or the like).

[0147] At block 925, method 900 might comprise estab-
lishing, with the interconnection gateway device, one or more
links between each of the one or more internal NFV entities
and each of at least one NFV-based customer device of the
one or more NFV-based customer devices, in some cases,
based at least in part on one or more of the first set of
abstracted network connection information or the second set
of abstracted network connection information. Method 900
might further comprise, at block 930, providing access to one
or more virtualized network functions (“VNFs”) via the one
or more links, different embodiments of which are described
below with respect to FIG. 9C.

[0148] Merely by way of example, in some aspects, method
900 might further comprise, at optional block 935, sending,
with the interconnection gateway device and to at least one of
the one or more NFV-based customer devices (in some cases,
via the second interconnection gateway device), a service
catalog indicating at least one of a plurality of VNFs, a plu-
rality of application programming interfaces (“APIs”), or a
plurality of services offered by the one or more internal NFV
entities. In some embodiments, the service catalog may be
stored or may reside in one or more of data storage device 210
or 230 and/or a separate database that is located in the local
network (not shown) that are associated with the owning
service provider (i.e., the service provider owning, managing,
or controlling the VNF(s)). In some cases, the data storage
device 210 or 230 associated with the service provider that is
associated with the internal NFV entities might store the
service catalog. In some instances, the service catalog might
be stored or may reside in data storage device 230 associated
with the NFV resource manager 120 or the like. In some
cases, the first set of abstracted network connection informa-
tion might include fine-grained information that is hidden
from the one or more NFV-based customer devices, while the
second set of abstracted network connection information
include coarse-grained information that is public information
(or that may be made public). The method 900 might further
comprise certifying, with the interconnection gateway
device, the one or more VNFs (optional block 940) and stor-
ing, with the interconnection gateway device, a record of the
one or more VNF's that are certified in a database in commu-



US 2015/0288622 Al

nication with the interconnection gateway device (optional
block 945). In some embodiments, certifying VNFs might
include determining whether a particular VNF is actually a
VNF that performs functions as ordered by a customer or as
required by a service provider. In some instances, certifying
VNFs might include determining whether a particular VNF is
arogue VNF (e.g., a surveillance VNF, spybot VNF, etc.) or
an application or other virtual function that is disguised as the
desired VNF; such certification processes might be part of
security audits, which might be performed routinely or peri-
odically. In some cases, certifying VNFs might include deter-
mining whether a legitimate VNF is the correct VNF for
performing a desired function. In the event that the VNF being
certified is not the desired or correct VNF for performing the
desired function(s), the interconnection gateway device
might request, locate, access, move, or provide access to
another VNF, and might perform the certification process to
determine whether the another VNF is the desired and correct
VNF, prior to storing the VNF (at optional block 945). The
process subsequently continues to optional block 950 in FIG.
9B, linked by circular marker denoted by “A.”

[0149] At optional block 950, method 900 might comprise
bursting at least one VNF of the one or more VNF's from a first
pod to a second pod, based at least in part on one or more of
time of day, geographic information, expected usage through-
out a day, expected changes in usage throughout a day, one or
more performance characteristics, changes in one or more
performance characteristics, and/or the like. In some
instances, each of the first pod and the second pod might
comprise physical hardware resources that are part of one or
more of at least one internal NFV entity of the one or more
internal NFV entities or at least one external NFV entity of
one or more external NFV entities that are located in an
external network that is separate from the first or second
networks. In some cases, each of the first pod and the second
pod might comprise physical hardware resources that are
only part of the at least one internal NFV entity of the one or
more internal NFV entities (i.e., the NFV entities associated
with the service provider that is providing the service; such as
the first NFVI) or only part of the at least one external NFV
entity of one or more external NFV entities. This allows the
service provider to shift resources based on demand, time of
day, expected usage, etc.

[0150] In some embodiments, method 900 might further
comprise, at optional block 955, determining whether service
chaining is required (e.g., if only one VNF is required, no
service chaining is necessary) and, if so, determining whether
it is possible to service chain two or more VNFs together to
provide a single network service—including, without limita-
tion, identifying and locating each individual VNF to provide
sub-functionalities of the desired network service, managing
the VNFs so that they can be service chained together, and/or
the like. Based on a determination that service chaining is
required and that two or more VNFs can be service chained
together to provide a single network service, the method, at
optional block 960, might comprise service chaining two or
more VNFs together to provide a single network service,
either by service chaining at least one first service chained
VNF provided by at least one internal NFV entity and at least
one second service chained VNF provided by at least one
external NFV entity (that is located outside of the first and
second networks), to provide the single network service (op-
tional block 965) or by service chaining two or more VNFs
that are provided by only one of at least one internal NFV
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entity or at least one external NFV entity (that is located
outside of the first and second networks), to provide the single
network service (optional block 970). In one non-limiting
example, four or five VNFs (regardless of which NFV entity
each VNF is provided from) might be service chained
together to perform the functions of a network router. In
similar fashion, any number of VNFs (from any combination
of NFV entities) may be service chained to perform any
desired or ordered function. Service chaining and the pro-
cesses outlined above related to service chaining may, in
some cases, be performed by a NFV interconnection gateway
or the like.

[0151] With reference to FIG. 9C, the process of providing
access to the one or more VNF's (at block 930) might include
one or more of the following. In some embodiments, provid-
ing access to the one or more VNFs might comprise providing
at least one NFV-based customer device of the one or more
NFV-based customer devices with access to one or more
VNF's running on at least one internal NFV entity of the one
or more internal NFV entities (and/or on at least one external
NFV entity that is located outside of the first and second
networks), without sending the one or more VNFs from the at
least one internal NFV entity (and/or from the at least one
external NFV entity that is located outside of the first and
second networks) to the at least one NFV-based customer
device (block 975). Alternatively, providing access to the one
or more VNFs might comprise sending one or more VNFs
from at least one internal NFV entity of the one or more
internal NFV entities (and/or from at least one external NFV
entity that is located outside of the first and second networks)
to at least one NFV-based customer device of the one or more
NEFV-based customer devices, via the one or more links
(block 980). In some cases, providing access to the one or
more VNFs might comprise providing, via the interconnec-
tion gateway device, access to one or more VNFs via the one
or more links (block 985). In some instances, providing
access to the one or more VNFs might comprise providing
access to one or more VNFs, via peering connection between
at least one internal NFV entity of the one or more internal
NFV entities (and/or at least one external NFV entity that is
located outside of the first and second networks) and at least
one NFV-based customer device of one or more NFV-based
customer devices (block 990). Alternatively or additionally,
providing access to the one or more VNFs might comprise
bursting, using an API, one or more VNFs from at least one
internal NFV entity of the one or more internal NFV entities
(and/or from at least one external NFV entity that is located
outside of the first and second networks) to at least one NFV-
based customer device of the one or more NFV-based cus-
tomer devices (block 995).

[0152] FIGS. 10A-10E (collectively, “FIG. 10”) are flow
diagrams illustrating a method for implementing intercon-
nection hub functionality among one or more service pro-
vider NFV entities in one or more service provider networks
and a first set of NFV-based customer devices in a first net-
work through an N set of NFV-based customer devices in an
N* network or for implementing hub-to-hub interconnection
among a first interconnection hub in a first external network,
a second interconnection hub in a second external network,
through an N interconnection hub in an N” external net-
work, in accordance with various embodiments. The embodi-
ments as represented in FIG. 10 are merely illustrative and are
not intended to limit the scope of the various embodiments.
With reference to FIG. 10, method 1000 in FIG. 10A contin-
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ues onto FIG. 10B, linked by circular markers denoted by
“A,” continues from FIG. 10B to FIG. 10C, linked by circular
marker denoted by “B,” and continues from FIG. 10C to FIG.
10D, linked by circular marker denoted by “C.”” FIG. 10E
illustrates alternative embodiments for providing access to
one or more VNFs in block 1016 of FIG. 10A.

[0153] While the techniques and procedures are depicted
and/or described in a certain order for purposes of illustration,
it should be appreciated that certain procedures may be reor-
dered and/or omitted within the scope of various embodi-
ments. Moreover, while the method illustrated by FIG. 10 can
be implemented by or with (and, in some cases, are described
below with respect to) the systems 500-800 of FIGS. 5-8,
respectively (or components thereof), such methods may also
be implemented using any suitable hardware implementa-
tion. Similarly, while each of the systems 500-800 (and/or
components thereof) of FIGS. 5-8, respectively, can operate
according to the method illustrated by FIG. 10 (e.g., by
executing instructions embodied on a computer readable
medium), the systems 500-800 can each also operate accord-
ing to other modes of operation and/or perform other suitable
procedures.

[0154] In the embodiment of FIG. 10, method 1000, at
block 1002, might comprise receiving, with an interconnec-
tion hub device within an external network and from one or
more service provider network functions virtualization
(“NFV”) entities in a service provider network (in some
cases, via a service provider interconnection gateway device
in the service provider network), a set of service provider
network connection information. At block 1004, method
1000 might comprise receiving, with the interconnection hub
device and from one or more first NFV-based customer
devices in a first network (in some cases, via a first intercon-
nection gateway device in the first network), a first set of
network connection information. Method 1000 might further
comprise, at block 1006, receiving, with the interconnection
hub device and from one or more N” NFV-based customer
devices in an N” network (in some cases, via an N intercon-
nection gateway device in the N* network), an N set of
network connection information. Each of the service provider
network, first through N? networks, and the external network
might be separate from others of the service provider net-
work, first through N networks, and the external network.
According to some embodiments, the service provider net-
work might be associated with a service provider, each of the
first through N networks might be associated with corre-
sponding first through N* customer environments (such as
customer environments 1105, 405, 415, 425, 435, 445, 455,
and/or the like) that are separate from each other, and the
external network might be associated with a hub service
provider separate from each of the service provider and each
of the first through N customer environments.

[0155] In some cases, the set of service provider network
connection information might comprise information regard-
ing at least one of latency, jitter, bandwidth, packet loss, nodal
connectivity, compute resources, storage resources, memory
capacity, routing, operations support systems (“OSS”), or
business support systems (“BSS”), additional services (e.g.,
firewall, security, parental control functionality, etc.), and/or
the like. Similarly, the first through N sets of network con-
nection information might each comprise information regard-
ing at least one of latency, jitter, bandwidth, packet loss, nodal
connectivity, compute resources, storage resources, memory
capacity, routing, OSS, or BSS, additional services (e.g., fire-

Oct. 8, 2015

wall, security, parental control functionality, etc.), and/or the
like. In some instances, the set of service provider network
connection information and/or the first through N? sets of
network connection information might each, alternatively or
additionally, comprise information regarding at least one of
fault, configuration, accounting, performance, or security
(“FCAPS”), which might include, without limitation, fault
isolation/zoning/trouble ticketing, service ordering/informa-
tion organization/information hiding, billing/accounting,
QoS/other performance characteristics (jitter, latency, band-
width, etc.)/performance in view of service level agreements
(“SLAs”)/reporting, or authentication/authorization/ac-
counting (“AAA”), respectively.

[0156] In some embodiments, method 1000 might further
comprise abstracting, with the interconnection hub device,
the set of service provider network connection information to
generate a set of abstracted service provider network connec-
tion information (block 1008), abstracting, with the intercon-
nection hub device, the first set of network connection infor-
mation to generate a first set of abstracted network connection
information (block 1010), and abstracting, with the intercon-
nection hub device, the N set of network connection infor-
mation to generate an N set of abstracted network connec-
tion information (block 1012). In some cases, each of the set
of abstracted service provider network connection informa-
tion and the first through N sets of abstracted network con-
nection information might be abstracted to be independent of
any particular NFV entity or any particular NFV-based cus-
tomer device in any network. In other words, the abstracted
network connection information is abstracted so as to be
readable or understandable by any computing system or net-
work component, and is not information that is only readable
or understandable (i.e., does not use proprietary information
formats or the like) by particular kinds, by particular brands
of NFV entities/NFV-based customer devices, by particular
products made by a particular manufacturer, by particular
products operated or maintained by a particular service pro-
vider, or by particular products operated or maintained at a
particular customer environment, or the like. In this manner,
universal communication and/or interconnection may be
achieved between different NFV entities (i.e., NFV entities
manufactured, operated, and/or maintained by particular par-
ties, or the like) and/or NFV-based customer devices (i.e.,
NFV-based customer devices manufactured, operated, and/or
maintained by particular parties, or the like).

[0157] Atblock 1014, method 1000 might comprise estab-
lishing, with the interconnection hub device, one or more
links between or among at least one service provider NFV
entity of the one or more service provider NFV entities and
one or more of at least one first NFV entity of the one or more
first NFV-based customer devices through at least one N
NFV entity of the one or more N NFV-based customer
devices, based at least in part on one or more of the set of
abstracted service provider network connection information
and/or one or more of the first through N sets of abstracted
network connection information. Method 1000 might further
comprise, at block 1016, providing access to one or more
virtualized network functions (“VNFs”) via the one or more
links, different embodiments of which are described below
with respect to FIG. 10E.

[0158] Insome cases, the one or more links might be estab-
lished between at least one of the service provider or at least
one of the first through N customer environment and corre-
sponding at least one other of the service provider or at least
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one of the first through N? customer environment, via the
interconnection hub device. The process subsequently con-
tinues to optional block 1018 in FIG. 10B, linked by circular
marker denoted by “A.”

[0159] At optional block 1018, in some aspects, method
1000 might further comprise sending, with the interconnec-
tion hub device and to at least one of the one or more first
NFV-based customer devices (in some cases, via the first
interconnection gateway device) through the one or more N
NFV-based customer devices (in some cases, via the N
interconnection gateway device), a service catalog indicating
at least one of a plurality of VNFs, a plurality of application
programming interfaces (“APIs™), or a plurality of services
offered by the one or more service provider NFV entities. In
some embodiments, one or more service catalogs might indi-
cate at least one of a plurality of VNF's, a plurality of APIs, or
a plurality of services offered by each of the first through N
NFV-based customer devices, and such one or more service
catalogs might be sent by the interconnection hub device to at
least one of the service provider NFV entities and/or to at least
one other of the first through N” NFV-based customer
devices.

[0160] Method 1000, at optional block 1020, might send-
ing, with the interconnection hub device and to a second
interconnection hub device in a second external network, a
service catalog indicating at least one of the plurality of
VNFs, the plurality of APIs, or the plurality of services
offered by the one or more service provider NFV entities.
According to some embodiments, the interconnection hub
device might additionally send, to the second interconnection
hub device in the second external network, the one or more
service catalogs that indicate at least one of a plurality of
VNFs, a plurality of APIs, or a plurality of services offered by
each of the first through N NFV-based customer devices. In
some embodiments, the respective service catalog may be
stored or may reside in one or more of data storage device
610, data storage device 625' or 640", and/or a separate data-
base that is located in the external network or a corresponding
service provider network (not shown) that are associated with
the owning service provider (i.e., the service provider own-
ing, managing, or controlling the VNF(s)). In some cases, the
data storage device 625' or 640" associated with the service
provider that is associated with the particular or local NFV
entities might store the service catalog. In some instances, the
service catalog might be stored or may reside in data storage
device 640" associated with a NFV resource manager (such as
NFV resource manager 120 or the like that may be one of the
NFV entities 535), which might be associated with the NFV
interconnection hub 525 or with one of the NFV interconnec-
tion gateways 530'. The process subsequently continues to
optional block 1022 in FIG. 10C, linked by circular marker
denoted by “B.”

[0161] At optional block 1022, according to some embodi-
ments, method 1000 might comprise storing, with the inter-
connection hub device and in a database in communication
with the interconnection hub device, a registry listing at least
one of a plurality of VNFs, a plurality of APIs, or a plurality
of services offered by the one or more service provider NFV
entities. In some embodiment, the registry might also list at
least one of a plurality of VNFs, a plurality of APIs, or a
plurality of services offered by each of the first through N
NFV-based customer devices. The method 1000 might fur-
ther comprise providing, with the interconnection hub device
and to each of the one or more service provider NFV entities
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and to each of the one or more first NFV-based customer
devices through the one or more N NFV-based customer
devices, access to the registry stored in the database (optional
block 1024).

[0162] Method 1000, at optional block 1026, might com-
prise providing, with the interconnection hub device and to
the second interconnection hub device in the second external
network, access to the registry stored in the database. The
method 1000 might further comprise certifying, with the
interconnection hub device, the one or more VNFs (optional
block 1028) and storing, with the interconnection hub device,
a record of the one or more VNFs that are certified in a
database in communication with the interconnection hub
device (optional block 1030). In some embodiments, certify-
ing VNFs might include determining whether a particular
VNF is actually a VNF that performs functions as ordered by
a customer or as required by a service provider. In some
instances, certifying VNFs might include determining
whether a particular VNF is arogue VNF (e.g., a surveillance
VNF, spybot VNE, etc.) or an application or other virtual
function that is disguised as the desired VNF; such certifica-
tion processes might be part of security audits, which might
be performed routinely or periodically. In some cases, certi-
fying VNFs might include determining whether a legitimate
VNF is the correct VNF for performing a desired function. In
the event that the VNF being certified is not the desired or
correct VNF for performing the desired function(s), the inter-
connection hub device might request, locate, access, move, or
provide access to another VNF, and might perform the certi-
fication process to determine whether the another VNF is the
desired and correct VNF, prior to storing the VNF (at optional
block 1030). The process subsequently continues to optional
block 1032 in FI1G. 10D, linked by circular marker denoted by
“«o»

[0163] At optional block 1032, method 1000 might com-
prise bursting the one or more VNFs from a first pod/pseudo-
pods to a second pod/pseudo-pods, based at least in part on
one or more of time of day, geographic information, expected
usage throughout a day, expected changes in usage through-
out a day, one or more performance characteristics, changes
in one or more performance characteristics, and/or the like. In
some instances, each of the first pod/pseudo-pods and the
second pod/pseudo-pods comprises physical hardware
resources that are part of one or more of at least one service
provider NFV entity of the one or more service provider NFV
entities and/or at least one first NFV-based customer device of
the one or more first NFV-based customer devices through at
least one N* NFV-based customer device of the one or more
N NFV-based customer device. In some cases, each of the
first pod/pseudo-pods and the second pod/pseudo-pods might
comprise physical hardware resources that are only part of
one of at least one service provider NFV entity of the one or
more service provider NFV entities and/or at least one first
NFV-based customer device of the one or more first NFV-
based customer devices through at least one N” NFV-based
customer device of the one or more N” NFV-based customer
device. This allows the particular service provider and/or
particular customer environment (i.e., the service provider(s)
and/or the first through N customer environment) to shift
resources based on demand, time of day, expected usage, etc.
[0164] In some embodiments, method 1000 might further
comprise, at optional block 1034, determining whether ser-
vice chaining is required (e.g., if only one VNF is required, no
service chaining is necessary) and, if so, determining whether
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it is possible to service chain two or more VNFs together to
provide a single network service—including, without limita-
tion, identifying and locating each individual VNF to provide
sub-functionalities of the desired network service, managing
the VNFs so that they can be service chained together, and/or
the like. Based on a determination that service chaining is
required and that two or more VNFs can be service chained
together to provide a single network service, the method, at
optional block 1036, might comprise service chaining two or
more VNFs together to provide a single network service,
either by service chaining at least one first service chained
VNF provided by one of at least one service provider NFV
entity of the one or more service provider NFV entities and/or
at least one first NFV-based customer device of the one or
more first NFV-based customer devices through at least one
N” NFV-based customer device of the one or more N NFV-
based customer device and at least one second service
chained VNF provided by another of the at least one service
provider NFV entity and/or the at least one first NFV-based
customer device through the at least one N* NFV-based cus-
tomer device, to provide the single network service (optional
block 1038) or by service chaining two or more VNFs that are
provided by only one of at least one service provider NFV
entity of the one or more service provider NFV entities and/or
at least one first NFV-based customer device of the one or
more first NFV-based customer devices through at least one
N” NFV-based customer device of the one or more N% NFV-
based customer device, to provide the single network service
(optional block 1040). In one non-limiting example, four or
five VNFs (regardless of which NFV entity each VNF is
provided from) might be service chained together to perform
the functions of a network router. In similar fashion, any
number of VNFs (from any combination of NFV entities)
may be service chained to perform any desired or ordered
function. Service chaining and the processes outlined above
related to service chaining may, in some cases, be performed
by a NFV interconnection gateway, a NFV interconnection
hub, and/or the like.

[0165] Withreferenceto FIG. 10E, the process of providing
access to the one or more VNF's (at block 1016) might include
one or more of the following. In some embodiments, provid-
ing access to the one or more VNFs might comprise providing
at least one of the one or more first NFV-based customer
devices through the one or more N NFV-based customer
devices with access to one or more VNFs running on at least
one service provider NFV entity of the one or more service
provider NFV entities, without sending the one or more VNFs
fromthe atleast one service provider NFV entity to the at least
one of the one or more first NFV-based customer devices
through the one or more N* NFV-based customer devices
(block 1042). Alternatively, providing access to the one or
more VNFs might comprise sending one or more VNFs from
at least one service provider NFV entity of the one or more
service provider NFV entities to at least one of the one or
more first NFV-based customer devices through the one or
more N” NFV-based customer devices, via the one or more
links (block 1044).

[0166] In some cases, providing access to the one or more
VNFs might comprise providing access to the one or more
VNF's via the one or more links comprises providing, via the
interconnection hub device, access to one or more VNF's via
the one or more links (block 1046). In some instances, pro-
viding access to the one or more VNFs might comprise pro-
viding access to one or more VNF's, via peering connection
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between at least one service provider NFV entity of the one or
more service provider NFV entities and at least one of the one
or more first NFV-based customer devices through the one or
more N” NFV-based customer devices (block 1048). Alter-
natively or additionally, providing access to the one or more
VNFs might comprise bursting, using an API, one or more
VNF's from at least one service provider NFV entity of the one
or more service provider NFV entities to at least one of the
one or more first NFV-based customer devices through the
one or more N” NFV-based customer devices (block 1050).
[0167] Exemplary System and Hardware Implementation
[0168] FIG.11isablock diagram illustrating an exemplary
computer or system hardware architecture, in accordance
with various embodiments. FIG. 11 provides a schematic
illustration of one embodiment of a computer system 1100 of
the service provider system hardware that can perform the
methods provided by various other embodiments, as
described herein, and/or can perform the functions of inter-
connection gateway devices 115 and/or 530, interconnection
hub devices 525, NFV entities 120-150, 220, 535, and/or 810,
NEFV-based customer devices 155, 410, 420, 430, 440, 450,
460, 540, and/or 810, hardware pods/pseudo-pods 305, 310,
and/or 705-715, user devices or computing systems in com-
munication with any of these network devices, or the like, as
described above. It should be noted that FIG. 11 is meant only
to provide a generalized illustration of various components,
of which one or more (or none) of each may be utilized as
appropriate. FIG. 11, therefore, broadly illustrates how indi-
vidual system elements may be implemented in a relatively
separated or relatively more integrated manner.

[0169] The computer or hardware system 1100—which
might represent an embodiment of the interconnection gate-
way devices 115 and/or 530, interconnection hub devices
525, NFV entities 120-150, 220, 535, and/or 810, NFV-based
customer devices 155, 410, 420, 430, 440, 450, 460, 540,
and/or 810, hardware pods/pseudo-pods 305, 310, and/or
705-715, user devices or computing systems in communica-
tion with any of these network devices, or of any other device,
as described above with respect to FIGS. 1-10—is shown
comprising hardware elements that can be electrically
coupled via a bus 1105 (or may otherwise be in communica-
tion, as appropriate). The hardware elements may include one
or more processors 1110, including, without limitation, one
or more general-purpose processors and/or one or more spe-
cial-purpose processors (such as digital signal processing
chips, graphics acceleration processors, and/or the like); one
or more input devices 1115, which can include, without limi-
tation, a mouse, a keyboard and/or the like; and one or more
output devices 1120, which can include, without limitation, a
display device, a printer, and/or the like.

[0170] The computer or hardware system 1100 may further
include (and/or be in communication with) one or more stor-
age devices 1125, which can comprise, without limitation,
local and/or network accessible storage, and/or can include,
without limitation, a disk drive, a drive array, an optical stor-
age device, solid-state storage device such as a random access
memory (“RAM”) and/or a read-only memory (“ROM”),
which can be programmable, flash-updateable, and/or the
like. Such storage devices may be configured to implement
any appropriate data stores, including, without limitation,
various file systems, database structures, and/or the like.
[0171] The computer or hardware system 1100 might also
include a communications subsystem 1130, which can
include, without limitation, a modem, a network card (wire-
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less or wired), an infra-red communication device, a wireless
communication device and/or chipset (such as a Bluetooth™
device, an 802.11 device, a WiFi device, a WiMax device, a
WWAN device, cellular communication facilities, etc.), and/
or the like. The communications subsystem 1130 may permit
data to be exchanged with a network (such as the network
described below, to name one example), with other computer
or hardware systems, and/or with any other devices described
herein. In many embodiments, the computer or hardware
system 1100 will further comprise a working memory 1135,
which can include a RAM or ROM device, as described
above.

[0172] The computer or hardware system 1100 also may
comprise software elements, shown as being currently
located within the working memory 1135, including an oper-
ating system 1140, device drivers, executable libraries, and/or
other code, such as one or more application programs 1145,
which may comprise computer programs provided by various
embodiments (including, without limitation, hypervisors,
VMs, and the like), and/or may be designed to implement
methods, and/or configure systems, provided by other
embodiments, as described herein. Merely by way of
example, one or more procedures described with respect to
the method(s) discussed above might be implemented as code
and/or instructions executable by a computer (and/or a pro-
cessor within a computer); in an aspect, then, such code
and/or instructions can be used to configure and/or adapt a
general purpose computer (or other device) to perform one or
more operations in accordance with the described methods.
[0173] A set of these instructions and/or code might be
encoded and/or stored on a non-transitory computer readable
storage medium, such as the storage device(s) 1125 described
above. In some cases, the storage medium might be incorpo-
rated within a computer system, such as the system 1100. In
other embodiments, the storage medium might be separate
from a computer system (i.e., a removable medium, such as a
compact disc, etc.), and/or provided in an installation pack-
age, such that the storage medium can be used to program,
configure, and/or adapt a general purpose computer with the
instructions/code stored thereon. These instructions might
take the form of executable code, which is executable by the
computer or hardware system 1100 and/or might take the
form of source and/or installable code, which, upon compi-
lation and/or installation on the computer or hardware system
1100 (e.g., using any of a variety of generally available com-
pilers, installation programs, compression/decompression
utilities, etc.) then takes the form of executable code.

[0174] It will be apparent to those skilled in the art that
substantial variations may be made in accordance with spe-
cific requirements. For example, customized hardware (such
as programmable logic controllers, field-programmable gate
arrays, application-specific integrated circuits, and/or the
like) might also be used, and/or particular elements might be
implemented in hardware, software (including portable soft-
ware, such as applets, etc.), or both. Further, connection to
other computing devices such as network input/output
devices may be employed.

[0175] As mentioned above, in one aspect, some embodi-
ments may employ a computer or hardware system (such as
the computer or hardware system 1100) to perform methods
in accordance with various embodiments of the invention.
According to a set of embodiments, some or all of the proce-
dures of such methods are performed by the computer or
hardware system 1100 in response to processor 1110 execut-
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ing one or more sequences of one or more instructions (which
might be incorporated into the operating system 1140 and/or
other code, such as an application program 1145) contained in
the working memory 1135. Such instructions may be read
into the working memory 1135 from another computer read-
able medium, such as one or more of the storage device(s)
1125. Merely by way of example, execution of the sequences
of instructions contained in the working memory 1135 might
cause the processor(s) 1110 to perform one or more proce-
dures of the methods described herein.

[0176] The terms “machine readable medium” and “com-
puter readable medium,” as used herein, refer to any medium
that participates in providing data that causes a machine to
operate in a specific fashion. In an embodiment implemented
using the computer or hardware system 1100, various com-
puter readable media might be involved in providing instruc-
tions/code to processor(s) 1110 for execution and/or might be
used to store and/or carry such instructions/code (e.g., as
signals). In many implementations, a computer readable
medium is a non-transitory, physical, and/or tangible storage
medium. Such a medium may take many forms, including,
but not limited to, non-volatile media, volatile media, and
transmission media. Non-volatile media includes, for
example, optical and/or magnetic disks, such as the storage
device(s) 1125. Volatile media includes, without limitation,
dynamic memory, such as the working memory 1135. Trans-
mission media includes, without limitation, coaxial cables,
copper wire and fiber optics, including the wires that com-
prise the bus 1105, as well as the various components of the
communication subsystem 1130 (and/or the media by which
the communications subsystem 1130 provides communica-
tion with other devices). Hence, transmission media can also
take the form of waves (including without limitation radio,
acoustic and/or light waves, such as those generated during
radio-wave and infra-red data communications).

[0177] Common forms of physical and/or tangible com-
puter readable media include, for example, a floppy disk, a
flexible disk, a hard disk, magnetic tape, or any other mag-
netic medium, a CD-ROM, any other optical medium, punch
cards, paper tape, any other physical medium with patterns of
holes, a RAM, a PROM, and EPROM, a FLASH-EPROM,
any other memory chip or cartridge, a carrier wave as
described hereinafter, or any other medium from which a
computer can read instructions and/or code.

[0178] Various forms of computer readable media may be
involved in carrying one or more sequences of one or more
instructions to the processor(s) 1110 for execution. Merely by
way of example, the instructions may initially be carried on a
magnetic disk and/or optical disc of a remote computer. A
remote computer might load the instructions into its dynamic
memory and send the instructions as signals over a transmis-
sion medium to be received and/or executed by the computer
or hardware system 1100. These signals, which might be in
the form of electromagnetic signals, acoustic signals, optical
signals, and/or the like, are all examples of carrier waves on
which instructions can be encoded, in accordance with vari-
ous embodiments of the invention.

[0179] The communications subsystem 1130 (and/or com-
ponents thereof) generally will receive the signals, and the
bus 1105 then might carry the signals (and/or the data,
instructions, etc. carried by the signals) to the working
memory 1135, from which the processor(s) 1105 retrieves
and executes the instructions. The instructions received by the
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working memory 1135 may optionally be stored on a storage
device 1125 either before or after execution by the processor
(s) 1110.

[0180] As noted above, a set of embodiments comprises
methods and systems for implementing interconnection gate-
way and/or hub functionalities between or among at least one
network functions virtualization (“NFV”) entity and at least
one NFV-based customer device that are located in corre-
sponding different networks. FIG. 12 illustrates a schematic
diagram of a system 1200 that can be used in accordance with
one set of embodiments. The system 1200 can include one or
more user computers or user devices 1205. A user computer
or user device 1205 can be a general purpose personal com-
puter (including, merely by way of example, desktop com-
puters, tablet computers, laptop computers, handheld com-
puters, and the like, running any appropriate operating
system, several of which are available from vendors such as
Apple, Microsoft Corp., and the like), cloud computing
devices, a server(s), and/or a workstation computer(s) run-
ning any of a variety of commercially-available UNIX™ or
UNIX-like operating systems. A user computer or user device
1205 can also have any of a variety of applications, including
one or more applications configured to perform methods pro-
vided by various embodiments (as described above, for
example), as well as one or more office applications, database
client and/or server applications, and/or web browser appli-
cations. Alternatively, a user computer or user device 1205
can be any other electronic device, such as a thin-client com-
puter, Internet-enabled mobile telephone, and/or personal
digital assistant, capable of communicating via a network
(e.g., the network(s) 1210 described below) and/or of display-
ing and navigating web pages or other types of electronic
documents. Although the exemplary system 1200 is shown
with three user computers or user devices 1205, any number
of user computers or user devices can be supported.

[0181] Certain embodiments operate in a networked envi-
ronment, which can include a network(s) 1210. The network
(s) 1210 can be any type of network familiar to those skilled
in the art that can support data communications using any of
a variety of commercially-available (and/or free or propri-
etary) protocols, including, without limitation, TCP/IP,
SNA™_ TPX™_ AppleTalk™, and the like. Merely by way of
example, the network(s) 1210 can each include a local area
network (“LAN”), including, without limitation, a fiber net-
work, an Ethernet network, a Token-Ring™ network and/or
the like; a wide-area network (“WAN”); a wireless wide area
network (“WWAN™); a virtual network, such as a virtual
private network (“VPN”); the Internet; an intranet; an extra-
net; a public switched telephone network (“PSTN”); an infra-
red network; a wireless network, including, without limita-
tion, a network operating under any of the IEEE 802.11 suite
of protocols, the Bluetooth™ protocol known in the art, and/
or any other wireless protocol; and/or any combination of
these and/or other networks. In a particular embodiment, the
network might include an access network of the service pro-
vider (e.g., an Internet service provider (“ISP”)). In another
embodiment, the network might include a core network of the
service provider, and/or the Internet.

[0182] Embodiments can also include one or more server
computers 1215. Each of the server computers 1215 may be
configured with an operating system, including, without limi-
tation, any of those discussed above, as well as any commer-
cially (or freely) available server operating systems. Each of
the servers 1215 may also be running one or more applica-
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tions, which can be configured to provide services to one or
more clients 1205 and/or other servers 1215.

[0183] Merely by way of example, one of the servers 1215
might be a data server, a web server, a cloud computing
device(s), or the like, as described above. The data server
might include (or be in communication with) a web server,
which can be used, merely by way of example, to process
requests for web pages or other electronic documents from
user computers 1205. The web server can also run a variety of
server applications, including HTTP servers, FTP servers,
CGI servers, database servers, Java servers, and the like. In
some embodiments of the invention, the web server may be
configured to serve web pages that can be operated within a
web browser on one or more of the user computers 1205 to
perform methods of the invention.

[0184] The server computers 1215, in some embodiments,
might include one or more application servers, which can be
configured with one or more applications accessible by a
client running on one or more of the client computers 1205
and/or other servers 1215. Merely by way of example, the
server(s) 1215 can be one or more general purpose computers
capable of executing programs or scripts in response to the
user computers 1205 and/or other servers 1215, including,
without limitation, web applications (which might, in some
cases, be configured to perform methods provided by various
embodiments). Merely by way of example, a web application
can be implemented as one or more scripts or programs writ-
ten in any suitable programming language, such as Java™, C,
C#™ or C++, and/or any scripting language, such as Perl,
Python, or TCL, as well as combinations of any programming
and/or scripting languages. The application server(s) can also
include database servers, including, without limitation, those
commercially available from Oracle™, Microsoft™,
Sybase™, IBM™, and the like, which can process requests
from clients (including, depending on the configuration, dedi-
cated database clients, API clients, web browsers, etc.) run-
ning on a user computer or user device 1205 and/or another
server 1215. In some embodiments, an application server can
perform one or more of the processes for implementing NFV
interconnection gateway and/or hub functionalities, or the
like, as described in detail above. Data provided by an appli-
cation server may be formatted as one or more web pages
(comprising HTML,, JavaScript, etc., for example) and/or
may be forwarded to a user computer 1205 via a web server
(as described above, for example). Similarly, a web server
might receive web page requests and/or input data from a user
computer 1205 and/or forward the web page requests and/or
input data to an application server. In some cases, a web server
may be integrated with an application server.

[0185] In accordance with further embodiments, one or
more servers 1215 can function as a file server and/or can
include one or more of the files (e.g., application code, data
files, etc.) necessary to implement various disclosed methods,
incorporated by an application running on a user computer
1205 and/or another server 1215. Alternatively, as those
skilled in the art will appreciate, a file server can include all
necessary files, allowing such an application to be invoked
remotely by a user computer or user device 1205 and/or
server 1215.

[0186] It should be noted that the functions described with
respect to various servers herein (e.g., application server,
database server, web server, file server, etc.) can be performed
by a single server and/or a plurality of specialized servers,
depending on implementation-specific needs and parameters.
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[0187] In certain embodiments, the system can include one
or more databases 1220. The location of the database(s) 1220
is discretionary: merely by way of example, a database 1220a
might reside on a storage medium local to (and/or resident in)
a server 12154 (and/or a user computer or user device 1205).
Alternatively, a database 12205 can be remote from any or all
of'the computers 1205, 1215, so long as it can be in commu-
nication (e.g., via the network 1210) with one or more of
these. In a particular set of embodiments, a database 1220 can
reside in a storage-area network (“SAN”) familiar to those
skilled in the art. (Likewise, any necessary files for perform-
ing the functions attributed to the computers 1205, 1215 can
be stored locally on the respective computer and/or remotely,
as appropriate.) In one set of embodiments, the database 1220
can be a relational database, such as an Oracle database, that
is adapted to store, update, and retrieve data in response to
SQL-formatted commands. The database might be controlled
and/or maintained by a database server, as described above,
for example.

[0188] According to some embodiments, system 1200
might further comprise one or more NFV interconnection
gateway device(s) 1225 and/or one or more NFV intercon-
nection hub device(s) 1230, as well as one or more NFV-
based customer devices 1235, as described in detail above
with respect to FIGS. 1-10. In some embodiments, one or
more of the user device 12054, the user device 12055, the
server 1215a, the server 12155, the database 1220a, and/or
the database 12205 might be in the same network 1210 as one
of'the NFV interconnection gateway device(s) 1225, the NFV
interconnection hub device(s) 1230, or the NFV-based cus-
tomer device(s) 1235. In alternative or additional embodi-
ments, one or more of the user device 12054, the user device
120554, the server 12154, the server 12155, the database
1220a, and/or the database 12205 might be in a first network
1210 that is different from another network(s) 1210 in which
each of the NFV interconnection gateway device(s) 1225, the
NFV interconnection hub device(s) 1230, or the NFV-based
customer device(s) 1235 is located.

[0189] While certain features and aspects have been
described with respect to exemplary embodiments, one
skilled in the art will recognize that numerous modifications
are possible. For example, the methods and processes
described herein may be implemented using hardware com-
ponents, software components, and/or any combination
thereof. Further, while various methods and processes
described herein may be described with respect to particular
structural and/or functional components for ease of descrip-
tion, methods provided by various embodiments are not lim-
ited to any particular structural and/or functional architecture
but instead can be implemented on any suitable hardware,
firmware and/or software configuration. Similarly, while cer-
tain functionality is ascribed to certain system components,
unless the context dictates otherwise, this functionality can be
distributed among various other system components in accor-
dance with the several embodiments.

[0190] Moreover, while the procedures of the methods and
processes described herein are described in a particular order
for ease of description, unless the context dictates otherwise,
various procedures may be reordered, added, and/or omitted
in accordance with various embodiments. Moreover, the pro-
cedures described with respect to one method or process may
be incorporated within other described methods or processes;
likewise, system components described according to a par-
ticular structural architecture and/or with respect to one sys-
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tem may be organized in alternative structural architectures
and/or incorporated within other described systems. Hence,
while various embodiments are described with—or with-
out—certain features for ease of description and to illustrate
exemplary aspects of those embodiments, the various com-
ponents and/or features described herein with respect to a
particular embodiment can be substituted, added and/or sub-
tracted from among other described embodiments, unless the
context dictates otherwise. Consequently, although several
exemplary embodiments are described above, it will be
appreciated that the invention is intended to cover all modi-
fications and equivalents within the scope of the following
claims.

What is claimed is:

1. A method, comprising:

receiving, with an interconnection gateway device within a
first network and from one or more internal network
functions virtualization (“NFV”) entities, a first set of
network connection information, each of the one or
more internal NFV entities being located within the first
network;

receiving, with the interconnection gateway device and
from one or more NFV-based customer devices, a sec-
ond set of network connection information, each of the
one or more NFV-based customer devices being located
within a second network external to the first network;

abstracting, with the interconnection gateway device, the
first set of network connection information to generate a
first set of abstracted network connection information;

abstracting, with the interconnection gateway device, the
second set of network connection information to gener-
ate a second set of abstracted network connection infor-
mation, wherein each of the first set of abstracted net-
work connection information and the second set of
abstracted network connection information is abstracted
to be independent of any particular NFV entity or any
particular NFV-based customer device in any network;

establishing, with the interconnection gateway device, one
or more links between each of the one or more internal
NFV entities and each of at least one NFV-based cus-
tomer devices of the one or more NFV-based customer
devices, based at least in part on one or more of the first
set of abstracted network connection information or the
second set of abstracted network connection informa-
tion; and

providing access to one or more virtualized network func-

tions (“VNFs”), via the one or more links.

2. The method of claim 1, wherein the first network is
associated with a service provider, and the second network is
associated with an Internet of things (“IOT”) environment, a
customer environment, the customer environment compris-
ing at least one of a customer residential premises, a multi-
dwelling unit, a short-term lodging facility, a customer com-
mercial premises, a customer business premises, a health-
care facility, an industrial manufacturing facility, an industrial
processing facility, a warehouse, a vehicle, or a public safety
answering point (“PSAP”) facility.

3. The method of claim 1, wherein providing access to the
one or more VNFs via the one or more links comprises send-
ing one or more VNF's from at least one internal NFV entity of
the one or more internal NFV entities to at least one NFV-
based customer device of the one or more NFV-based cus-
tomer devices, via the one or more links.
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4. The method of claim 1, wherein providing access to the
one or more VNF's via the one or more links comprises pro-
viding at least one NFV-based customer device of the one or
more NFV-based customer devices with access to one or more
VNF's running on at least one internal NFV entity of the one
or more internal NFV entities, without sending the one or
more VNFs from the at least one internal NFV entity to the at
least one NFV-based customer device.

5. The method of claim 1, wherein each of the one or more
internal NFV entities comprises at least one of a NFV orches-
trator, a network functions virtualization infrastructure
(“NFVI”) system, a NFV management and orchestration
(“MANO”) system, a VNF manager, a NFV resource man-
ager, a virtualized infrastructure manager (“VIM”), a virtual
machine (“VM”), a macro orchestrator, or a domain orches-
trator.

6. The method of claim 1, wherein each of the one or more
NFV-based customer devices comprises a device that is con-
figured to request execution of VNFs and to access the VNFs
being executed on at least one of the one or more internal NFV
entities, without at least one of capacity or capability to
locally execute the VNFs.

7. The method of claim 1, wherein the interconnection
gateway device comprises a physical gateway device, a gate-
way application hosted on a distributed computing platform,
a gateway application hosted on a cloud computing platform,
a VNF-based gateway application hosted on a centralized
gateway hardware system, a gateway application hosted on a
server, a VNF-based gateway application hosted on a com-
puting device, or an external network-to-network interface
(“E-NNI”) device.

8. The method of claim 1, wherein the first set of network
connection information comprises information regarding at
least one of latency, jitter, bandwidth, packet loss, nodal con-
nectivity, compute resources, storage resources, memory
capacity, routing, operations support systems (“OSS”), or
business support systems (“BSS”), and wherein the second
set of network connection information comprises information
regarding at least one of latency, jitter, bandwidth, packet
loss, nodal connectivity, compute resources, storage
resources, memory capacity, routing, OSS, or BSS.

9. The method of claim 1, wherein the first set of network
connection information comprises information regarding at
least one of fault, configuration, accounting, performance, or
security (“FCAPS”), and wherein the second set of network
connection information comprises information regarding at
least one of fault, configuration, accounting, performance, or
security (“FCAPS”).

10. The method of claim 1, wherein the second network is
associated with at least one of an Internet of things (“10T”)
environment, a customer residential premises, a multi-dwell-
ing unit, or a short-term lodging facility, and wherein each of
the one or more NFV-based customer devices comprises at
least one of a residential gateway device, a residential net-
work device, a video recording device, a video playback
device, a set-top box, an audio recording device, an audio
playback device, an external speaker, a game console, a tablet
computer, a laptop computer, a desktop computer, a smart
phone, a mobile phone, a portable gaming device, an image
capture device, a printer, a scanner, a data storage device, a
television, akitchen appliance, a thermostat, a sensing device,
a home security control device, or a lighting system.

11. The method of claim 1, wherein the second network is
associated with at least one of an Internet of things (“10T”)
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environment, a customer commercial premises, or a customer
business premises, and wherein each of the one or more
NFV-based customer devices comprises at least one of a
commercial gateway device, a commercial network device, a
video recording device, a video playback device, an image
projection device, a set-top box, an audio recording device, an
audio playback device, an external speaker, a tablet computer,
a laptop computer, a desktop computer, a smart phone, a
mobile phone, a personal digital assistant, an image capture
device, a printer, a scanner, a data storage device, a television,
a telephone system, a local server system, a kitchen appli-
ance, a thermostat, a sensing device, a commercial security
control system, a doorway locking system, or a lighting sys-
tem.

12. The method of claim 1, wherein the second network is
associated with at least one of an Internet of things (“10T”)
environment or a health-care facility, and wherein each of the
one or more NFV-based customer devices comprises at least
one of a commercial gateway device, a commercial network
device, a video recording device, a video playback device, a
set-top box, an audio recording device, an audio playback
device, an external speaker, a tablet computer, a laptop com-
puter, a desktop computer, a smart phone, a mobile phone, a
game console, a portable gaming device, an image capture
device, an image projection device, a printer, a scanner, a data
storage device, a television, a telephone system, a kitchen
appliance, a thermostat, a sensing device, a commercial secu-
rity control system, a doorway locking system, a lighting
system, a health monitoring device, a diagnostic device, a
medical device, a power generation system, or a medical
vehicle dispatch control system.

13. The method of claim 1, wherein the second network is
associated with at least one of an Internet of things (“10T”)
environment, an industrial manufacturing facility, an indus-
trial processing facility, or a warehouse, and wherein each of
the one or more NFV-based customer devices comprises at
least one of a commercial gateway device, a commercial
network device, a video recording device, a video playback
device, a set-top box, an audio recording device, an audio
playback device, an external speaker, a tablet computer, a
laptop computer, a desktop computer, a smart phone, amobile
phone, an image capture device, a telephone system, a data
storage device, a printer, a scanner, an image projection
device, a television, a kitchen appliance, an industrial process
monitoring system, a thermostat, a sensing device, a home
security control device, a lighting system, an industrial manu-
facturing robot, industrial manufacturing machinery, an
industrial processing robot, industrial processing machinery,
an industrial warehouse item transporting robot, or industrial
warehouse item transporting machinery.

14. The method of claim 1, wherein the second network is
associated with at least one of an Internet of things (“10T”)
environment or a vehicle, the vehicle comprising at least one
of a bicycle, a motorbike, a car, an all-terrain vehicle, a
snowmobile, a minivan, a truck, a van, a bus, a transport
vehicle, an industrial vehicle, a government vehicle, a com-
mercial vehicle, a recreational vehicle, a personal watercraft,
a boat, a ship, an airplane, a helicopter, a personal aircraft, a
space vehicle, a satellite, a probe, a drone, or a space station,
and wherein each of the one or more NFV-based customer
devices comprises at least one of a vehicle control computer
system, a vehicle-based navigation system, a vehicle-based
gateway device, a vehicle-based network device, a vehicle-
based audio system, a vehicle-based media recording and



US 2015/0288622 Al

playback device, a vehicle lighting system, vehicle door
opening/closing devices, a tablet computer, a laptop com-
puter, a smart phone, a mobile phone, a portable gaming
device, a data storage device, a vehicle climate control sys-
tem, a sensing device, or an image capture device.

15. The method of claim 1, wherein the second network is
associated with at least one of an Internet of things (“10T”)
environment or a public safety answering point (“PSAP”)
facility, and wherein each of the one or more NFV-based
customer devices comprises at least one of a PSAP gateway
device, a PSAP network device, a computer system, a data
storage device, or a communications device.

16. The method of claim 1, wherein providing access to the
one or more VNF's via the one or more links comprises pro-
viding, via the interconnection gateway device, access to one
or more VNFs via the one or more links.

17. The method of claim 1, wherein providing access to the
one or more VNF's via the one or more links comprises pro-
viding access to one or more VNF's, via peering connection
between at least one internal NFV entity of the one or more
internal NFV entities and at least one NFV-based customer
device of one or more NFV-based customer devices.

18. The method of claim 1, wherein providing access to the
one or more VNF's via the one or more links comprises burst-
ing, using an application programming interface (“API”), one
or more VNFs from at least one internal NFV entity ofthe one
or more internal NFV entities to at least one NFV-based
customer device of the one or more NFV-based customer
devices.

19. The method of claim 1, further comprising:

bursting at least one VNF of the one or more VNFs from a

first pod to a second pod, based at least in part on one or
more of time of day, geographic information, expected
usage throughout a day, expected changes in usage
throughout a day, one or more performance characteris-
tics, or changes in one or more performance character-
istics, wherein each of the first pod and the second pod
comprises physical hardware resources that are part of
an internal NFV entity of the one or more internal NFV
entities.

20. The method of claim 1, further comprising:

service chaining two or more VNFs together to provide a

single network service.

21. The method of claim 20, wherein the two or more VNF's
comprise at least one first service chained VNF provided by at
least one internal NFV entity of the one or more internal NFV
entities and at least one second service chained VNF provided
by at least one external NFV entity that is located outside of
each of the first network and the second network, wherein
service chaining two or more VNFs together to provide a
single network service comprises service chaining the at least
one first service chained VNF and the at least one second
service chained VNF together to provide the single network
service.

22. The method of claim 20, wherein the two or more VNF's
comprise two or more service chained VNFs provided by only
one of at least one internal NFV entity of the one or more
internal NFV entities or at least one external NFV entity of
one or more external NFV entities that are located outside of
each of the first network and the second network.

23. The method of claim 1, further comprising:

sending, with the interconnection gateway device and to at

least one of the one or more NFV-based customer
devices, a service catalog indicating at least one of a
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plurality of VNFs, a plurality of application program-
ming interfaces (“APIs”), or a plurality of services
offered by the one or more internal NFV entities.

24. The method of claim 1, wherein receiving the second
set of network connection information comprises receiving,
with the interconnection gateway device, the second set of
network connection information from the one or more NFV-
based customer devices via a second interconnection gateway
device located within the second network.

25. The method of claim 24, further comprising:

sending, with the interconnection gateway device and to at

least one of the one or more NFV-based customer
devices via the second interconnection gateway device,
a service catalog indicating at least one of a plurality of
VNFs, a plurality of application programming interfaces
(“APIs”), or a plurality of services offered by the one or
more internal NFV entities.

26. The method of claim 1, wherein receiving the second
set of network connection information comprises receiving,
with the interconnection gateway device, the second set of
network connection information from the one or more NFV-
based customer devices via an interconnection hub device
located within an external network separate from each of the
first network and the second network.

27. The method of claim 1, wherein the first set of
abstracted network connection information include fine-
grained information that is hidden from the one or more
NEFV-based customer devices, and wherein the second set of
abstracted network connection information include coarse-
grained information that is public information.

28. The method of claim 1, further comprising:

certifying, with the interconnection gateway device, the

one or more VNFs;

storing, with the interconnection gateway device, a record

of the one or more VNF's that are certified in a database
in communication with the interconnection gateway
device.

29. A system, comprising:

an interconnection gateway device located within a first

network, the interconnection gateway device compris-

ing:

at least one first processor;

at least one first data storage device in communication
with the at least one first processor, the at least one
first data storage device having data stored thereon;

at least one first non-transitory computer readable
medium in communication with the at least one first
processor and with the at least one first data storage
device, the at least one first non-transitory computer
readable medium having stored thereon computer
software comprising a first set of instructions that,
when executed by the at least one first processor,
causes the interconnection gateway device to perform
one or more functions;

one or more internal network functions virtualization

(“NFV”) entities located within the first network, each

of the one or more internal NFV entities comprising:

at least one second processor;

at least one second data storage device in communica-
tion with the at least one second processor, the at least
one second data storage device having data stored
thereon;

at least one second non-transitory computer readable
medium in communication with the at least one sec-
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ond processor and with the at least one second data
storage device, the at least one second non-transitory
computer readable medium having stored thereon
computer software comprising a second set of instruc-
tions that, when executed by the at least one second
processor, causes the internal NFV entity to perform
one or more functions, the second set of instructions
comprising:
instructions for sending a first set of network connec-
tion information to the interconnection gateway
device;
one or more NFV-based customer devices located within a
second network that is external to the first network, each
of the one or more NFV-based customer devices com-
prising:
at least one third processor;
at least one third data storage device in communication
with the at least one third processor, the at least one
third data storage device having data stored thereon;
at least one third non-transitory computer readable
medium in communication with the at least one third
processor and with the at least one third data storage
device, the at least one third non-transitory computer
readable medium having stored thereon computer
software comprising a third set of instructions that,
when executed by the at least one third processor,
causes the NFV-based customer device to perform
one or more functions, the third set of instructions
comprising:
instructions for sending a second set of network con-
nection information to the interconnection gateway
device;
wherein the first set of instructions comprises:
instructions for receiving, from the one or more internal
NEV entities, the first set of network connection infor-
mation;
instructions for receiving, from the one or more NFV-
based customer devices, the second set of network
connection information;
instructions for abstracting the first set of network con-
nection information to generate a first set of
abstracted network connection information;
instructions for abstracting the second set of network
connection information to generate a second set of
abstracted network connection information, wherein
each of the first set of abstracted network connection
information and the second set of abstracted network
connection information is abstracted to be indepen-
dent of any particular NFV entity or any particular
NFV-based customer device in any network;
instructions for establishing one or more links between
each of the one or more internal NFV entities and each
of at least one NFV-based customer device of the one
or more NFV-based customer devices, based at least
in part on one or more of the first set of abstracted
network connection information or the second set of
abstracted network connection information; and
instructions for providing access to one or more virtual-
ized network functions (“VNFs”) via the one or more
links;
wherein the second set of instructions further comprises:
instructions for providing access or sending the one or
more VNFs via the one or more links;
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wherein the third set of instructions further comprises:
instructions for accessing or receiving the one or more
VNFs via the one or more links.

30. The system of claim 29, wherein the first network is
associated with a first service provider, and the second net-
work is associated with a customer environment, the cus-
tomer environment comprising at least one of an Internet of
things (“IOT”) environment, a customer residential premises,
a multi-dwelling unit, a short-term lodging facility, a cus-
tomer commercial premises, a customer business premises, a
health-care facility, an industrial manufacturing facility, an
industrial processing facility, a warehouse, a vehicle, or a
public safety answering point (“PSAP”) facility.

31. The system of claim 29, wherein each of the one or
more internal NFV entities comprises at least one of a NFV
orchestrator, a network functions virtualization infrastructure
(“NFVI”) system, a NFV management and orchestration
(“MANO”) system, a VNF manager, a NFV resource man-
ager, a virtualized infrastructure manager (“VIM”), a virtual
machine (“VM”), a macro orchestrator, or a domain orches-
trator.

32. The system of claim 29, wherein the interconnection
gateway device comprises a physical gateway device, a gate-
way application hosted on a distributed computing platform,
a gateway application hosted on a cloud computing platform,
a VNF-based gateway application hosted on a centralized
gateway hardware system, a gateway application hosted on a
server, a VNF-based gateway application hosted on a com-
puting device, or an external network-to-network interface
(“E-NNI”) device.

33. The system of claim 29, wherein the first set of instruc-
tions further comprises:

instructions for bursting at least one VNF of the one or

more VNFs from a first pod to a second pod, based at
least in part on one or more of time of day, geographic
information, expected usage throughout a day, expected
changes in usage throughout a day, one or more perfor-
mance characteristics, or changes in one or more perfor-
mance characteristics, wherein each of the first pod and
the second pod comprises physical hardware resources
that are part of an internal NFV entity of'the one or more
internal NFV entities.

34. The system of claim 29, wherein the first set of instruc-
tions further comprises:

instructions for service chaining two or more VNFs

together to provide a single network service.

35. The system of claim 29, wherein the first set of instruc-
tions further comprises:

instructions for sending, to at least one of the one or more

NFV-based customer devices, a service catalog indicat-
ing at least one of a plurality of VNFs, a plurality of
application programming interfaces (“APIs™), or a plu-
rality of services offered by the one or more internal
NFV entities.

36. The system of claim 29, wherein the first set of instruc-
tions further comprises:

instructions for certifying the one or more VNFs; and

instructions for storing a record of the one or more VNFs

that are certified in a database in communication with
the interconnection gateway device.

37. An interconnection gateway device, comprising:

at least one processor;

at least one data storage device in communication with the

at least one processor, the at least one data storage device
having data stored thereon; and
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at least one non-transitory computer readable medium in

communication with the at least one processor and the at
least one data storage device, the at least one non-tran-
sitory computer readable medium having stored thereon
computer software comprising a set of instructions that,
when executed by the at least one processor, causes the
interconnection gateway device to perform one or more
functions, the set of instructions comprising:
instructions for receiving, from one or more internal
network functions virtualization (“NFV™) entities, a
first set of network connection information, each of
the one or more internal NFV entities being located
within the first network in which the interconnection
gateway device is located;
instructions for receiving, from one or more NFV-based
customer devices, a second set of network connection
information, each of the one or more NFV-based cus-
tomer devices being located within a second network
external to the first network;
instructions for abstracting the first set of network con-
nection information to generate a first set of
abstracted network connection information;
instructions for abstracting the second set of network
connection information to generate a second set of
abstracted network connection information, wherein
each of the first set of abstracted network connection
information and the second set of abstracted network
connection information is abstracted to be indepen-
dent of any particular NFV entity or any particular
NFV-based customer device in any network;
instructions for establishing one or more links between
each of the one or more internal NFV entities and each
of the one or more NFV-based customer devices,
based at least in part on one or more of the first set of
abstracted network connection information or the sec-
ond set of abstracted network connection informa-
tion; and
instructions for providing access to one or more virtual-
ized network functions (“VNFs”) via the one or more
links.
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38. The interconnection gateway device of claim 37,
wherein each of the one or more internal NFV entities com-
prises at least one of a NFV orchestrator, a network functions
virtualization infrastructure (“NFVI”) system, a NFV man-
agement and orchestration (“MANO”) system, a VNF man-
ager, a NFV resource manager, a virtualized infrastructure
manager (“VIM”), a virtual machine (“VM”), a macro
orchestrator, or a domain orchestrator.

39. The interconnection gateway device of claim 37,
wherein the set of instructions further comprises:

instructions for bursting at least one VNF of the one or

more VNFs from a first pod to a second pod, based at
least in part on one or more of time of day, geographic
information, expected usage throughout a day, expected
changes in usage throughout a day, one or more perfor-
mance characteristics, or changes in one or more perfor-
mance characteristics, wherein each of the first pod and
the second pod comprises physical hardware resources
that are part of an internal NFV entity of'the one or more
internal NFV entities.

40. The interconnection gateway device of claim 37,
wherein the set of instructions further comprises:

instructions for service chaining two or more VNFs

together to provide a single network service.

41. The interconnection gateway device of claim 37,
wherein the set of instructions further comprises:

instructions for sending, to at least one of the one or more

NFV-based customer devices, a service catalog indicat-
ing at least one of a plurality of VNFs, a plurality of
application programming interfaces (“APIs™), or a plu-
rality of services offered by the one or more internal
NFV entities.

42. The interconnection gateway device of claim 37,
wherein the set of instructions further comprises:

instructions for certifying the one or more VNFs; and

instructions for storing a record of the one or more VNFs
that are certified in a database in communication with
the interconnection gateway device.
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