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A METHOD FOR PROVIDING RELIABLE 
WRELESS COMMUNICATION INA 
WIRELESS SENSORNETWORK 

TECHNICAL FIELD 

0001. The present invention is concerned with a method 
for communication between nodes in a wireless sensor net 
work of an industrial control system or a process control 
system. In particular the invention is concerned with a method 
for determining a method of wireless transmission which 
provides a greater oralesser measure of transmission quality; 
and a wireless node with hardware and/or software for carry 
ing out the method. 

TECHNICAL BACKGROUND 

0002 Industrial control systems, process control systems, 
distributed control systems and the like in process industries 
often comprise both hard-wired data networks and wireless 
data networks. Wireless sensor networks are used to commu 
nicate measurements and some control data between wireless 
field devices such as sensors, and/or actuators, and the indus 
trial control system. Wireless sensors are often battery pow 
ered. 

0003. It is known that the environment in industrial plants 
and installations is harsh which can make reliable wireless 
communication a challenge. In this description industrial 
plants may include oil and gas (petroleum) exploration, pro 
duction or processing installations in oil and gas production/ 
extraction installations; pulp and paper mills, metal rolling 
mills, cement works, electrical power generation, transmis 
sion and distribution installations, processes or equipment on 
a ship or on an oil platform, mines both above ground and 
underground, and so on. In some cases the signal strength in 
an industrial plant may fluctuate by around 40-50 dB. And in 
addition, in some cases the signal strength may drop even 
further due to shadow fading (for instance when a truck is 
parked in front of the wireless device). Despite the challenges 
posed by a harsh wireless environment, the use of industrial 
wireless sensor networks is predicted to increase exponen 
tially within the industrial automation domain and they will 
be deployed in very harsh industrial environments which will 
make it difficult to ensure reliable communication. 

0004 Such a harsh wireless environment liable to tempo 
rary changes in wireless transmission/reception conditions 
makes radio communication in industrial plants a challenge, 
especially for real-time communication with strict delay 
requirements and deterministic behavior. Available Industrial 
Wireless Sensor Network Standards Such as IEEE 802.15.4 
1, ISA1003), WIA-PA4 and Industrial WLAN 5 pro 
vide guidance for normal transmission and reception. How 
ever these standards do not provide information on how to 
improve the reliability in wireless sensor networks used in 
industrial installations. 

0005. From another technical field, the field of mobile 
wireless communication networks, a patent U.S. Pat. No. 
6,982,987, entitled Wireless communication network includ 
ing data prioritization and packet reception error determina 
tion features and related methods, assigned to Harris Corp., 
describes a method to prioritize communications in a mobile 
communication network. It further discloses a mobile ad-hoc 
network (MANET) wherein data is assigned a priority level 
with a respective Quality of Service (QoS) requirement. A 
QoS metric, which is said to be e.g. the signal-to-interference 
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ratio (SIR), is determined for different transmission time slots 
and is used to map prioritised data to the best time slot. 
Similarly another patent, U.S. Pat. No. 7,142,866, entitled 
Load leveling in mobile ad-hoc networks to Support end-to 
end delay reduction, QoS and energy leveling; and also 
assigned to Harris Corp., also discloses a mobile ad-hoc net 
work (MANET) where data is prioritised according to type 
of-service (ToS) and transmitted on routes that are ranked 
according to their quality-of-service (QoS). The QoS is said 
to be based on e.g. link reliability, the meaning of which term 
is, however, not further explained. 
0006. In U.S. Pat. No. 7,864,682, entitled Method for rout 
ing data in networks, assigned to Samsung Electronics, a 
wireless mesh network is disclosed, wherein different types 
of traffic have different requirements and are therefore routed 
differently. In this disclosure, the metrics used are link latency 
or link bandwidth. In another disclosure relying on route 
identification, US2012099587, entitled “Forwarding and 
routing in sensor networks’ and assigned to Toshiba K.K., a 
wireless mesh sensor network and a method is disclosed 
whereintraffic is classified into two different levels of priority 
(standard or critical). The critical priority data is routed in the 
most reliable route, which is determined by measuring a 
signal-to-interference-plus-noise (SINR) value of each route. 
The disclosure describes that the most reliable route is iden 
tifiable by the node on the basis of previous successful trans 
missions, success being determined on the receipt of an 
acknowledgement from a packet recipient node. 
0007. However although there are some known methods 
to make a static determination of an identified best route there 
is room in the field of industrial wireless sensor networks for 
improvement in the reliability of wireless communication. 

SUMMARY OF THE INVENTION 

0008. The aim of the present invention is to remedy one or 
more of the above mentioned problems. This and other aims 
are obtained by a method characterised by claim 1. 
0009. In a first aspect of the invention a method is dis 
closed for providing reliable wireless communication in a 
wireless sensor network connected to an industrial control 
system by determining a method of radio transmission with a 
greater or a lesser measure of transmission quality, which 
method comprises measuring at a transmitter node a trans 
mission quality metric of at least one data packet received 
from two or more different polarised switching branches, 
0010 identifying which of the two or more polarised 
Switching branches has the greater transmission quality met 
r1C, 
00.11 distributing data packets with a first priority to the 
polarised Switching branch with the greater transmission 
quality metric, and 
0012 transmitting data packets with the first priority (such 
as real-time data) on the polarised Switching branch with the 
greater transmission quality metric. 
0013. According to an embodiment a method is disclosed 
for providing reliable wireless communication in a wireless 
sensor network connected to an industrial control system by 
determining a method of radio transmission with a greater or 
a lesser measure of transmission quality, which method com 
prises measuring at a transmitter node a transmission quality 
metric of at least one data packet received from two or more 
different polarised switching branches, which further com 
prises identifying or retrieving) one or more predetermined 
routes in said wireless sensor network for data packets 
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addressed to a given node, the predetermined route having a 
known signal-to-noise quality measure, determining which 
of the two or more polarised Switching branches on a part of 
the identified predetermined route has the greater transmis 
sion quality metric, and 
0014 transmitting data packets with the first priority over 
the predetermined route identified with a greater signal to 
noise quality measure using the polarised Switching branch 
identified with the greater transmission quality metric. 
0015. According to another embodiment a method is dis 
closed for providing reliable wireless communication in a 
wireless sensor network connected to an industrial control 
system by determining a method of radio transmission with a 
greater or a lesser measure of transmission quality, which 
method comprises measuring at a transmitter node a trans 
mission quality metric of at least one data packet received 
from two or more different polarised switching branches, 
which method may further comprise distributing data packets 
with a second priority to the switching branch with a lesser 
transmission quality metric, and transmitting the second or 
lower priority data on the polarised switching branch with the 
lesser transmission quality metric. 
0016. According to an embodiment a method is disclosed 
for providing reliable wireless communication in a wireless 
sensor network connected to an industrial control system by 
determining a method of radio transmission with a greater or 
a lesser measure of transmission quality, which method com 
prises measuring at a transmitter node a transmission quality 
metric of at least one data packet received from two or more 
different polarised switching branches, which method further 
comprises transmitting data packets on a polarised Switching 
branch configured as any antenna element from the group of 
linearly polarized; horizontally polarized; vertically polar 
ized; circularly polarized. 
0017. According to another embodiment a method is dis 
closed for providing reliable wireless communication in a 
wireless sensor network connected to an industrial control 
system by determining a method of radio transmission with a 
greater or a lesser measure of transmission quality, which 
method comprises measuring at a transmitter node a trans 
mission quality metric of at least one data packet received 
from two or more different polarised switching branches, 
which method further comprises selecting a polarised Switch 
ing branch by means of selecting one or more polarised 
Switching branch elements from a plurality of polarised 
Switching branch elements. 
0018. According to an embodiment a method is disclosed 
for providing reliable wireless communication in a wireless 
sensor network connected to an industrial control system by 
determining a method of radio transmission with a greater or 
a lesser measure of transmission quality, which method com 
prises measuring at a transmitter node a transmission quality 
metric of at least one data packet received from two or more 
different polarised switching branches, which method further 
comprises selecting a polarised Switching branch by means of 
adjusting relative transmission signal strength between two or 
more polarized Switching branch elements. 
0019. According to an embodiment a method is disclosed 
for providing reliable wireless communication in a wireless 
sensor network connected to an industrial control system by 
determining a method of radio transmission with a greater or 
a lesser measure of transmission quality, which method com 
prises measuring at a transmitter node a transmission quality 
metric of at least one data packet received from two or more 
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different polarised switching branches, which method further 
comprises transmitting data packets on a Switching branch for 
which the transmission quality metric is any from the group 
of Signal to Interference plus Noise SINR: Signal-to-Inter 
ference ratio (SIR); packet reception error value (PREV): a 
transmission quality metric related to number of dropped 
packets. 
0020. According to an embodiment a method is disclosed 
for providing reliable wireless communication in a wireless 
sensor network connected to an industrial control system by 
determining a method of radio transmission with a greater or 
a lesser measure of transmission quality, which method com 
prises measuring at a transmitter node a transmission quality 
metric of at least one data packet received from two or more 
different polarised switching branches, which method further 
comprises 
0021 receiving in a wireless transmitter node or sensor 
device a data packet and reading at least part of it, 
0022 retrieving information to identify the data packet as 

first priority data from any of packet header, sender address, 
receiver address, database list; 
0023 determining if the received data packet has a first 
priority and, if so distributing it to a switching branch with the 
greater transmission quality metric and, 
0024 if not first priority, then distributing it to a polarised 
Switching branch with a lesser transmission quality metric. 
0025. The invention discloses a simple but a very effective 
method to provide reliable communication within industrial 
wireless sensor networks without violating any current stan 
dards based on standards such as IEEE 802.15.41. The 
method uses multiple polarization branches in each node, also 
called polarised Switching branches in this description, to 
distinguish the best link, the link with the best transmission 
quality metric, on which to transmit real-time communica 
tion. The link or links with less quality is/are used for best 
effort traffic, traffic which does not have the first priority. By 
means of this method data with the highest priority, such as 
real-time data, is always transmitted on the best link (the link 
with best transmission quality metric). A further advantage of 
this method is that wireless interference in an environment 
may change, for example, from minute to minute. However 
the link quality is determined dynamically and measured in 
real time so that the link with the best quality has the best link 
quality at the time of transmission in the vast majority of 
instances. 
0026 Sending first priority traffic on one polarised switch 
ing branch and second priority traffic on another polarised 
Switching branch also reduces the bandwidth used in an oth 
erwise conventional wireless network. The first priority data 
traffic requires fewer re-sends and has less dropped packets. 
Also, wireless transmission over selected polarised Switching 
branches is still compatible with industrial standards such as 
WirelessHART and will interfere less with other surrounding 
wireless networks, e.g., WLAN, ZigBee, Bluetooth, etc., and 
in particular any networks operating in the 2.4 GHz ISM 
frequency band. 
0027. In normal operation the present invention used in a 
wireless sensor network connected to an industrial control 
system provides 
0028 improved communication of high priority data, 
(0029 improved reliability of the network, 
0030 reduced total energy consumption by nodes, 
0031 increased network throughput, 
0032 reduced end-to-end latency in the network. 
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0033. There is a continual and generally increasing 
requirement for information about plant equipment, current 
and historic process data, trends, etc to carry out Supervision 
and control of control of processes, industrial plants and 
production facilities. This information is typically provided 
by the industrial control system and usually in the form of one 
or more distributed control systems (DCS) and/or supervi 
sory control and data acquisition (SCADA) systems. The 
control system relies in turn on a stable and timely flow of 
measurement data from sensors, actuators such as valves etc. 
temperature measurement, pressure measurements and so on. 
0034 Wireless sensor networks may be connected perma 
nently or temporarily to control systems for monitoring and 
control purposes and are widely used in a number of different 
industrial environments, such as for instance pulp and paper 
processes, oil and gas production processes and electrical 
power production processes. 
0035 Wireless sensor networks may be installed or 
extended temporarily. In this case, wireless sensor devices 
will typically be battery powered and not require power 
cabling to be installed. Adding battery powered wireless sen 
Sor devices may be done with minimum disruption to existing 
infrastructure and production. Reduced energy consumption 
by the wireless sensor devices transmitting according to the 
methods of the invention means a longer operating lifetime 
for battery powered nodes. 
0036 Additional or replacement retrofit wireless sensor 
projects in plants that already have traditional hard-wired 
field devices, sensors, and sensor data networks benefit from 
the invention. The retrofit of wireless systems is very advan 
tageous because of the minimum disruption to the existing 
installations as new data cabling does not have to be run. Also, 
as mentioned, for any battery or self-powered wireless sensor 
devices power cabling does not need to be run either, thus 
greatly reducing downtime for installation work and the over 
all cost of installations. 

0037. In a second aspect of the invention a wireless trans 
mitter node. Such as a wireless sensor device, is disclosed 
which is configured for communication in a wireless sensor 
network connected to an industrial control system, which 
node or device is arranged with processor hardware and pro 
gram instructions for determining a method of radio trans 
mission which provides a greater or a lesser measure of trans 
mission quality, and configured to carry out in the processor 
hardware instructions to cause the wireless transmission 
node, or wireless sensor device, to carry out the steps of: 
0038 measuring at a wireless transmitter node a transmis 
sion quality metric of at least one packet received from two or 
more different polarised Switching branches, 
0039 identifying which of the two or more polarised 
Switching branches has the greater transmission quality met 
ric, 
0040 distributing data packets with a first priority to the 
polarised Switching branch with the greater transmission 
quality metric, and 
0041 transmitting data packets with the first priority (eg 
real-time data) on the polarised switching branch with the 
greater transmission quality metric. 
0042. According to an embodiment the wireless transmis 
sion node, or wireless sensor device, may be a device 
arranged as any from the group of wireless field device, 
wireless sensor, wireless instrument, wireless meter, wireless 

Nov. 5, 2015 

adapter of one or more field devices, wireless sensor mounted 
on an actuator, wireless hub, router, access point, wireless 
gateway. 
0043. According to an embodiment the wireless transmis 
sion node, or wireless sensor device, may be a device config 
ured as any from the group of processor, multi-core proces 
sor, Field-Programmable Gate Array (FPGA), Complex 
Programmable Logic Device (CPLD), Application Specific 
Integrated Circuit (ASIC). 
0044. In a third aspect of the invention a wireless sensor 
network connected to an industrial control system is dis 
closed which comprises a plurality of wireless transmitter 
nodes, comprising wireless sensor devices, wherein two or 
more nodes and/or devices are configured for communication 
in the wireless sensor network which is connected to an 
industrial control system, which nodes and/or devices are 
arranged with processor hardware and program instructions 
for determining a method of radio transmission which pro 
vides a greater or a lesser measure of transmission quality, 
and configured to carry out in the processor instructions to 
cause the wireless transmitter nodes and/or wireless sensor 
devices to carry out the steps of: 
0045 measuring at a wireless transmitter node a transmis 
sion quality metric of at least one packet received from two or 
more different polarised Switching branches, 
0046) identifying which of the two or more polarised 
Switching branches has the greater transmission quality met 
ric 
0047 distributing data packets with a first priority to the 
polarised Switching branch with the greater transmission 
quality metric, and 
0048 transmitting data packets with the first priority on 
the polarised Switching branch with the greater transmission 
quality metric. 
0049. In a fourth aspect of the invention, a computer pro 
gram, and a computer program recorded on a non-transitory 
computer-readable medium Such as a computer program 
product are disclosed, for carrying out the above described 
method for wireless communication between one or more 
wireless sensor devices and wireless nodes in a wireless sen 
sor network of an industrial control system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0050. A more complete understanding of the method and 
system of the present invention may be had by reference to the 
following detailed description when taken in conjunction 
with the accompanying drawings wherein: 
0051 FIG. 1 shows a schematic flowchart for a method 
according to a first aspect of the invention for providing more 
reliable wireless communication in a wireless sensor network 
and in particular improved reliability for a first or high prior 
ity type of data; 
0.052 FIG. 2 is a schematic flowchart for a method accord 
ing to the invention of FIG. 1 and is more particularly an 
embodiment including an additional step involving using a 
predetermined best route: 
0053 FIG.3 is a schematic flowchart for a method accord 
ing to the invention of FIG. 1 and is more particularly an 
embodiment for handling communications with a second or 
lower priority according to a preferred embodiment; 
0054 FIG. 4 is a schematic flowchart for a method accord 
ing to FIG. 1 and in particular for determining the first or 
second transmission priority for a data packet; 
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0055 FIGS.5a, 5b and 5c show three examples of a mea 
Sured transmission signal quality metric in industrial process 
plant settings which measurements are relevant for using the 
invention of FIG. 1; 
0056 FIG. 6 shows a schematic diagram for an antenna of 
the wireless node of the second aspect of the invention of FIG. 
1 and in particular of polarized elements or polarised Switch 
ing branches of the antenna; 
0057 FIG. 7 shows a schematic view of a wireless sensor 
network (WSN) connected to an industrial control system 
including one or more wireless nodes according to a second 
aspect of the invention with which the invention of FIG. 1 
may be advantageously practiced; 
0058 FIGS. 8a, 8b shows another diagram for an antenna 
of the wireless node of the second aspect of the invention of 
FIG. 1 and in particular shows schematically polarized ele 
ments or polarised Switching branches of the antenna with 
different polarization characteristics; 
0059 FIG. 9 shows a computer readable medium with a 
computer program or computer instructions for carrying out 
the method according to the invention of FIG. 1. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0060. The present invention will now be described more 
fully hereinafter with reference to the accompanying draw 
ings, in which certain embodiments of the invention are 
shown. Like numbers refer to like elements throughout the 
description. 
0061 FIG. 7 shows a wireless sensor network 1 (WSN) 
connected to a part of an industrial control system 12. The 
industrial control system may be a process control system, 
distributed control system or similar. FIG. 7 shows a data bus 
9 of the industrial control system 12 to which process inter 
face units 20, 21, 22 are connected. The process interface 
units 20, 21, and 22 are for providing control of one or more 
processes and for receiving measurement data from the one or 
more processes. 
0062. The figure also shows a plurality of wireless sensors 
3a-p in a wireless sensor network 5. The wireless network 
also has a wireless router 3rand may bearranged as a wireless 
mesh network. The industrial control system 12 is arranged 
with a wireless access point 14 and a wireless gateway 10. 
Wireless device 3v represents wireless sensor mounted on a 
motorised valve, a type of actuator, and wireless sensor 3p is 
mounted on another type of actuator, a pump. Other wireless 
sensor devices shown are wireless meter 3c, 3f, wireless flow 
meter 3m, measuring instrument with a wireless adapter 3a, 
wireless vibration sensor 3d mounted on a motor. 
0063 Some wireless sensors are part of a control loop that 

is controlled by the industrial control system wherein data 
from the wireless sensor is required in real time, or almost 
real-time, in order for the control loop to function as designed. 
0064. For example wireless sensor devices or nodes that 
are mounted on an actuator Such as the pump 3p or the valve 
3v may be part of a real-time or near real-time control loop or 
feedback loop. Data from such wireless sensor devices are 
examples of data packets that may be configured be sent with 
a first priority. Sensors returning measurement signals that are 
updated, say, once per 2 minutes, may be prioritised as second 
priority data packets, and sent via best effort or good enough 
transmission paths. 
0065. The wireless sensor network may operate as a mesh 
network. For example wireless sensor 3m mounted on a flow 
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meter may transmit data packets to the wireless gateway 10 or 
wireless access point 14 to reach an address in the industrial 
control system using any of a plurality of routes. Wireless 
sensor 3m may, for example, transmit 
0.066 i) directly to wireless gateway 10; 
0067 ii) transmitted via one other node, eg router 3r; 
0068 iii) transmitted via three nodes 3c, 3p, and router 3r 
to the gateway 10; 
0069 iv) alternatively transmitted via two other nodes 
vibration sensor 3d and instrument3a to wireless gateway 10. 
0070. Each transmission path on each part, or link, of a 
transmission route may have different signal transmission 
characteristics. There are several metrics related to signal 
transmission quality that may be used to measure signal trans 
mission quality or effectiveness. These include: Signal to 
Interference plus Noise SINR: Signal-to-Interference ratio 
(SIR); packet reception error value (PREY); or a transmission 
quality metric related to number of dropped packets. A com 
bination of quality metrics may also be used to measure 
quality of a transmission link. Measured transmission signal 
quality is used to provide information on which channel or 
polarised Switching branch the high priority data packets, in 
this industrial context that means primarily real-time traffic, 
should be transmitted; and to identify on what other channel 
or channels the less time-sensitive data packets, what may be 
called best effort traffic, should be sent. 
0071 Transmission quality of a data link such as 3m to 3d, 
or of 3m to 3r is measured using at least two different 
polarised switching branches. A switching branch in this 
specification is an arrangement of elements of an antenna for 
transmitting a polarized wireless signal. 
0072 FIG. 6 shows schematically an antenna of the wire 
less sensor device node of the second aspect of the invention. 
The antenna has a plurality of elements or Switching branches 
r1 to rL which receive or send signals with different polariza 
tion characteristics and thus with different degrees of trans 
mission quality. Measurements are taken using one or more 
signal transmission quality metrics of a received signal for 
each Switching branch, egr1-L1, and/or 44-47. The Switching 
branches or elements that give the best signal quality, because 
that they have a polarization characteristic that is most effec 
tive in the wireless reception environment, are used for first 
priority data. Second priority data is sent using one of the 
remaining Switching branches. 
0073 Switching branches or different designs of antenna 
may be optimised for a particular type of polarization. Some 
known polarisation types are summarised in FIG. 8a, 8b. FIG. 
8a shows schematically a vertical linearly polarised signal V 
radiating in the vertical direction from a vertical Switching 
branch 45 arranged orthogonally to a horizontal plane H. The 
figure also shows a horizontal linearly polarized signal h 
propagating from a horizontal Switching branch 44 arranged 
orthogonally to the vertical linear polarised signal V. The 
vertical switching branch 45 may be an element of a simple or 
a compound antenna. Similarly horizontal Switching branch 
44 may be one element of a simple or compound antenna. 
Another type of polarisation, circular polarisation, is shown 
schematically in FIG. 8b. The figure shows a left hand circu 
lar polarised signal lh c and may be produced by a circular 
polarized Switching branch or multi element antenna of the 
YAGI type schematically shown as a lh (left hand or counter 
clockwise rotation) circular antenna 46 and as a rh circular 
antenna 47 (right hand or clockwise rotation. A wireless 
signal is propagated as a clockwise or anticlockwise rotating 
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wave along the direction of the long axis of the Switching 
branch 46, 47. A variant of circular polarised transmission is 
ellipsoidal transmission. 
0074 The method for providing the most reliable commu 
nication pathis Summarised according to a preferred embodi 
ment by the flow chart of FIG. 1. FIG. 1 shows the steps of: 
0075 30 Measure (a) the signal quality of the received 
data packets from two or more different polarised Switching 
branches (rl-rL: 44-47), 
0076 32 Identify (b) which of the two or more different 
polarised Switching branches has the greater transmission 
quality metric, 
0077 34 Distribute (c) data packets with a first priority (eg 
real-time data) to the polarised switching branch with the 
greater transmission quality metric, 
0078 38 Transmit (d) data packets with the first priority 
(eg real-time data) on the polarised Switching branch with the 
greater transmission quality metric. 
007.9 Thus two or more polarised switching branches are 
investigated to find the which form of polarised wireless 
transmission provides the best transmission quality over a 
given link, at a given time, the time when the measurement is 
made. First priority traffic is then transmitted over the 
polarised switching branch and link with the best measure of 
transmission quality. Second priority traffic is sent over a link 
measured to have a lesser quality of transmission. 
0080. The method of providing the most reliable commu 
nication path and identifying transmission paths is sum 
marised according to another embodiment for sending lower 
priority data, data with a second priority, in the flow chart of 
FIG. 3. FIG.3 shows the steps of: 
0081 30 Measure (a) the signal quality of the received 
data packets from two or more different polarised Switching 
branches (rl-rL: 44-47), 
I0082 32 Identify (b) which of the two or more different 
polarised Switching branches has the greater transmission 
quality metric, 
0083 36 Distribute (c) data packets with a second or lower 
priority (best effort data) to the polarised switching branch 
with a lesser transmission quality metric, 
0084 40 Transmit (e) data packets with a second or lower 
priority (best-effort data) on the polarised switching branch 
with a lesser transmission quality metric. 
0085. In this way communication traffic identified as 
lower priority data is transmitted using polarised Switching 
branches with a lower transmission quality, which advanta 
geously reduces the amount of data traffic that has to be 
handled by wireless nodes handling first priority traffic. 
I0086 Wireless interference in an environment may, for 
example, change from minute to minute. An example of this 
is suggested in FIG. 7 by a vehicle such as forklift truck 11 
which may travel through an industrial process installation 
Such as a rolling mill, a cement factory, an oil refinery or a 
paper mill. The forklift truck 11 or another utility vehicle or 
repair vehicle may also park in front of a wireless node for a 
few seconds, or for several hours. However, as the link quality 
is determined dynamically and measured in real time, the 
Switching branch with the best transmission quality has also 
the best transmission quality at the time of transmission in the 
vast majority of instances. 
I0087 FIG. 5a: shows continuous RF (Radio Frequency) 
measurements plotted as RSSI (Received Signal Strength 
Index, dBm (decibels per milli-watt) over a period of hours in 
an industrial plant. The diagram shows that the first priority 
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(real-time) traffic should be sent on the switching branch or 
channel plotted as the two closely plotted upper curves 5a-1, 
5a-3 during most of the day and the second priority (best 
effort) traffic should be sent on the switching branch or chan 
nel plotted as the two closely plotted lower curves 5a-2,5a-4. 
0088 FIG. 5b: shows continuous RF measurement at a 
paper mill showing that with sophisticated “weighting there 
is about a 20 dB gain in the signal transmission quality metric 
by using a particular polarised Switching branch. In this dia 
gram and example the first priority (real-time) traffic should 
be sent on the Switching branch or channel plotted as the 
upper curve 5b-1 and the second priority (best effort) traffic 
should be sent on the Switching branch or channel plotted as 
the lower curve 5b-2. 
0089 FIG. 5c: shows continuous RF measurement on a 
communication link in an industrial installation and that the 
transmission quality metric as measured by RSSI changed 
abruptly around 14.00 hours. The first priority (real-time) 
traffic should have been sent on the polarised switching 
branch or channel plotted as the upper curve 5c-1 until 14.00. 
Then between 14.30 and 16.00 first priority data packets 
should have been sent on the switching branch that was plot 
ted as the lower curve 5c-2 until about 16.00, and again 
between about 18.30 and 19.00+. After 18.30 the transmis 
sion quality metric for the polarised Switching branch plotted 
as the upper curve 5c-2 before 14.00 gains 10 dB or more over 
the other switching branch in measured as RSSI. In the wire 
less environment where these measurements were made it is 
clear that measuring the Switching branch with the best signal 
transmission quality, and so identifying the Switching branch 
with the most effective polarisation characteristic, and trans 
mitting using that Switching branch, provides more reliable 
wireless communication. 
0090. Each of FIGS. 5a-5c also demonstrate that wireless 
interference in an environment may change, for example, 
from minute to minute. Because the link quality is measured 
dynamically according to the invention the method can thus 
handle changing or fluctuating wireless communication con 
ditions in the industrial environment. 
0091 Data packets with a first priority, such as real time 
data, data concerning certain safety conditions, data concern 
ing Emergency Stop or otherwise given first priority prefer 
ably may include a marker of some sort in a data packet. This 
marker to indicate priority may be a control bit in a packet 
header, for example, or in another part of the data packet that 
is always read by a receiving node. 
0092 First priority data packets may also be identified as 
a data packet from a specific wireless sensor node which may 
be identified in a wireless address schema, list or database 
accessible to all the wireless sensor devices. Similarly, first 
priority data packets may be identified as a data packet 
addressed to a specific address, an address in a wireless 
address schema, list or database accessible to all the wireless 
sensor devices, or data or an indicator included with the 
payload data. A combination of information written in a data 
packet and a specific sender and/or receiver address may also 
be used. 

0093. This is summarised in the flowchart of FIG. 4. FIG. 
4 shows the steps of: 
0094. 27 Receiving a data packet and reading at least part 
of it, 
(0095 28 Retrieving information to identify the data 
packet as first priority data from any of packet header, data 
payload, sender address, receiver address, database list; 
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0096 35 Determining if the received data packet has a first 
priority and, if so distributing 34 it to a switching branch with 
the greater transmission quality metric and, 
0097 if not first priority then distributing it 36 to a switch 
ing branch with a lesser transmission quality metric. 
0098. Although priority of data has been described in 
terms of a first priority and a second priority this does not 
preclude the use of one or more additional priorities in certain 
situations. For example additional priorities may be used: 
during a production start-up phase; in a time period around 
the time of changes of shift; during a day or night shift; within 
a plant area during a time when there is an active gas or 
explosion alarm in the plant area; during a time of exceptional 
weather activity Such as a severe thunderstorm. 
0099 Each node in the Wireless Sensor Network, such as 
wireless devices 3a-3p, wireless router 3r, wireless access 
point 14 or wireless gateway 10 (FIG. 7) has an address within 
the wireless network. Each node can send data packets con 
taining measurements, status data, control information and so 
on to a specific monitoring or control unit in the host system, 
where host system in this case means the industrial control 
system, ICS, 12. The wireless sensor network WSN may also 
be connected to a node or access point or gateway of a wire 
less LAN, and/or may be another kind of wireless node, 
running any radio protocol suitable for an industrial milieu, 
such as any standard issued by the Bluetooth Special Interest 
Group (SIG), any variation of IEEE-802.11, WiFi, Ultra Wide 
Band (UWB), ZigBee or IEEE-802.15.4, IEEE-802.13 or 
equivalent, or similar. A radio technology working in the ISM 
band such as in a protocol from ABB called Wireless interface 
for sensors and actuators (Wisa) may be used. 
0100. In another embodiment of the invention the method 
may be modified to use a wireless transmission path between 
a given pair of nodes which is selected based on predeter 
mined historical information of routes with a better or best 
transmission quality metric. This is Summarized in the flow 
chart of FIG. 2. FIG. 2 shows the steps of: 
0101) 29 Identify/retrieve one or more predetermined 
routes in said wireless sensor network for data packets 
addressed to a given node, the predetermined route having a 
known signal to noise quality measure, 
0102 30 Measure (a) the signal quality of the received 
packet from two or more different Switching branches on a 
part of the identified, predetermined route, 
(0103 32 Identify (b) which of the two or more different 
polarised Switching branches has the greater transmission 
quality metric, 
0104 34 Distribute (c) data packets with a first priority to 
the Switching branch with the greater transmission quality 
metric, 
0105 39 Transmit (d) data packets with the first priority 
(real-time data) on the Switching branch with the greater 
transmission quality metric over part of the identified, prede 
termined route. 

0106 Thus wireless links between pairs of wireless field 
devices, wireless sensors 3a-p or wireless transmission nodes 
3r; 10, 14 may be selected 29 based partly on a previously 
determined best route, predetermined on the basis of historic 
measurements. This identified route may be selected and then 
measured 30 using one or more polarised Switching branches 
to identify 32 which switching branch on the selected wire 
less link between two wireless sensors or nodes has the best 
transmission quality metric. First priority traffic is then sent 
39 on the switching branch with the best transmission quality 
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metric (and over part of the identified, predetermined route) 
as before described in relation to FIG. 1 and FIG. 2. 
0107 The methods of providing reliable wireless commu 
nication in wireless sensor networks using measure transmis 
sion quality on one or more Switching branches as described 
above, in the FIGS. 1-4 and elsewhere in this specification 
may be carried out by a computer application comprising 
computer program instructions or computer program ele 
ments or Software code which, when loaded in a processor or 
computer, causes the computer or processor to carry out the 
method steps. The functions of processing data packets, mea 
Suring a transmission quality metric, distributing data packets 
to a first Switching branch or a second Switching branch 
depending on a priority for the data packets, and transmitting 
data packets on the first or second priority links may be 
carried out by processing digital functions, algorithms and/or 
computer programs and/or by analogue components or ana 
logue circuits or by a combination of both digital and ana 
logue functions. The functions may be carried out standard 
processors or micro processors or multi-core processors or by 
hardware or configurable hardware such as a Field-Program 
mable Gate Array (FPGA), Complex Programmable Logic 
Device (CPLD) or an Application Specific Integrated Circuit 
(ASIC). 
0108. An antenna used in the wireless sensor device may 
comprise one or more metal elements or wires. An antenna 
used in the wireless sensor devices may be constructed from 
components on a circuit board PCB (printed circuit board), or 
a similar or equivalent substrate. The antenna may comprise 
one or more physical polarised Switching branches orantenna 
elements. The antenna may also comprise electrical circuit 
components for filtering and adjusting a wireless signal by, 
for example, adjusting relative transmission signal strength 
between two or more components or polarized Switching 
branch elements to form and transmit a wireless transmission 
signal with a desired polarisation characteristic. 
0109 The methods of the invention may, as previously 
described, be carried out by means of one or more computer 
programs comprising computer program code or Software 
portions running on a computer or a processor and stored at 
least in part in memory and as Such accessible by the one or 
more processors in a wireless field devices or wireless sensor 
devices 3a-3p or wireless transmission node Such as nodes 
10, 14 and 3r. The or each processor may have a memory 
storage unit, or may be connected to a memory storage unit of 
another unit Such as a process system control unit or a PLC 
(Programmable Logic Controller) or other system part 
thereof. The computer program comprises computer program 
code elements, instructions or Software code portions that 
make the computer perform the method of data packet aggre 
gation using algorithms and/or equations, data, Stored values, 
predetermined values and calculations previously described. 
A part of the program may be stored in a processor as above, 
but also in a ROM, RAM, PROM, EPROM or EEPROM chip 
or similar memory means. 
0110. One such data carrier80 in the form of a CD ROM 
disk with a computer program 81 carrying such computer 
program instructions or code is schematically shown in FIG. 
9 

0111. The program in part or in whole may also be stored 
on, or in, other Suitable computer readable medium such as a 
magnetic disk, or a non-transitory computer readable 
medium such as a CD (compact disc) or a DVD (digital 
Versatile disc), stored on a hard disk, magneto-optical 
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memory storage means, in Volatile memory, in flash memory, 
as firmware, stored on a data server or on one or more arrays 
of data servers. Other known and Suitable media, including 
removable memory media such as a USB memory stick and 
other removable flash memories, hard drives etc. may also be 
used. 
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0118. It should be noted that while the above describes 
exemplifying embodiments of the invention, there are several 
variations and modifications to the methods of measuring a 
transmission quality metric here described, and in particular 
to methods for selecting a polarised Switching branch to use 
for wireless communication, which may be made according 
to the disclosed solution without departing from the scope of 
the present invention as defined in the appended claims. 

1-19. (canceled) 
20. A method for providing reliable wireless communica 

tion in a wireless sensor network (WSN) connected to an 
industrial control system by determining a method of radio 
transmission with a greater or a lesser measure of transmis 
sion quality, said method comprising the steps of: 

measuring at a wireless transmitter node a transmission 
quality metric of at least one data packet received from 
two or more different polarised switching branches with 
different polarization characteristics; 

identifying which of the two or more polarised switching 
branches has the greater transmission quality metric; 

distributing data packets with a first priority to the 
polarised Switching branch with the greater transmis 
sion quality metric and distributing data packets with a 
second priority to the Switching branch with a lesser 
transmission quality metric; 

transmitting data packets with the first priority on the 
polarised Switching branch with the greater transmis 
sion quality metric; and 

transmitting the second or lower priority data on the 
polarised Switching branch with the lesser transmission 
quality metric. 

21. The method according to claim 20, further comprising 
the steps of: 

identifying or retrieving one or more predetermined routes 
in said wireless sensor network for data packets 
addressed to a given wireless transmission node, the 
predetermined route having a known signal-to-noise 
quality measure; 

determining which of the two or more polarised Switching 
branches on part of the identified predetermined route 
has the greater transmission quality metric; and 
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transmitting data packets with the first priority over the 
predetermined route identified with a greater signal to 
noise quality measure using the polarised Switching 
branch identified with the greater transmission quality 
metric. 

22. The method according to claim 20, further comprising 
the step of transmitting data packets on a polarised Switching 
branch configured as any antenna element from the group of 
linearly polarized; horizontally polarized; vertically polar 
ized; and circularly polarized. 

23. The method according to claim 22, further comprising 
the step of selecting a polarised Switching branch by means of 
selecting one or more polarised Switching branch elements 
from a plurality of polarised Switching branch elements. 

24. The method according to claim 22, further comprising 
the step of selecting a polarised Switching branch by means of 
adjusting relative transmission signal strength between two or 
more polarized Switching branch elements. 

25. The method according to claim 20, further comprising 
the step of transmitting data packets on a Switching branch for 
which the transmission quality metric is any from the group 
of Signal to Interference plus Noise (SINR); Signal-to-Inter 
ference ratio (SIR); packet reception error value (PREV); and 
a transmission quality metric related to number of dropped 
packets. 

26. The method according to claim 20, further comprising 
the steps of: 

receiving in a wireless transmitter node or sensor device a 
data packet and reading at least part of the data packet; 

retrieving information to identify the data packet as first 
priority data from any of packet header, sender address, 
receiver address, database list, data payload; and 

determining if the received data packet has a first priority 
and, if so distributing the data packet to a Switching 
branch with the greater transmission quality metric and, 
if not first priority, then distributing the data packet to a 
polarised Switching branch with a lesser transmission 
quality metric. 

27. The method according to claim 20, further comprising 
the step of transmitting real-time data using a protocol com 
patible with any industrial wireless standard from the group 
of IEEE 802.15.4, WirelessHART, ISA100.11a, WIA-PA, 
Bluetooth Special Interest Group (SIG), IEEE-802.11, WiFi, 
Ultra Wide Band (UWB), ZigBee or IEEE-802.13. 

28. A wireless transmitter node configured for communi 
cation in a wireless sensor network (WSN) connected to an 
industrial control system, which node is arranged with pro 
cessor hardware and program instructions for determining a 
method of radio transmission which provides a greater or a 
lesser measure of transmission quality, and for carrying out in 
the processor hardware instructions to cause the wireless 
transmitter node to: 

measure at a transmitter node a transmission quality metric 
of at least one packet received from two or more differ 
ent polarised switching branches with different polariza 
tion characteristics; 

identify which of the two or more switching branches has 
the greater transmission quality metric; 

distribute data packets with a first priority to the switching 
branch with the greater transmission quality metric and 
distribute data packets with a second priority to the 
polarised Switching branch with a lesser transmission 
quality metric; 



US 2015/03 19630 A1 

transmit data packets with the first priority on the polarised 
Switching branch with the greater transmission quality 
metric; and 

transmit data packets with the second priority on the 
polarised Switching branch with the lesser transmission 
quality metric. 

29. The wireless transmitter node according to claim 28, 
wherein the processor hardware comprises program instruc 
tions for carrying out in the processor hardware or Software 
the steps of: 

identifying/retrieving one or more predetermined routes in 
said wireless sensor network for data packets addressed 
to a given node, the predetermined route having a known 
signal-to-noise quality measure; 

determining which of the two or more polarised Switching 
branches has the greater transmission quality metric 
over the identified predetermined route; and 

transmitting data packets with the first priority over the 
predetermined route identified with a greater signal-to 
noise quality measure using the polarised Switching 
branch identified with the greater transmission quality 
metric. 

30. The wireless transmitter node according to claim 28, 
wherein the processor hardware comprises program instruc 
tions for carrying out in the processor hardware or Software 
the step of transmitting data packets on a Switching branch 
arranged as one or more elements from the group of linearly 
polarized; horizontally polarized; Vertically polarized; circu 
larly polarized. 

31. The wireless transmitter node according to claim 28, 
wherein the processor hardware comprises program instruc 
tions for carrying out in the processor hardware or Software 
the steps of transmitting data packets on a selected one or 
more polarised Switching branches by means of adjusting 
relative transmission signal strength between two or more 
polarized Switching branch elements. 

32. The wireless transmitter node according to claim 28, 
wherein the processor hardware comprises program instruc 
tions for: 

receiving in a wireless sensor node a data packet and read 
ing at least a part of the data packet; 

retrieving information to identify the data packet as first 
priority data from any of packet header, sender address, 
receiver address, database list, data payload; and 

determining if the received data packet has a first priority 
and, if so distributing the data packet to a Switching 
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branch with the greater transmission quality metric and, 
if not first priority, then distributing the data packet to a 
polarised Switching branch with a lesser transmission 
quality metric. 

33. The wireless transmitter node according to claim 28, 
wherein the processor hardware comprises program instruc 
tions for transmitting data packets on a polarised Switching 
branch for which the transmission quality metric is measured 
according to any from the group of Signal to Interference 
plus Noise SINR: Signal-to-Interference ratio (SIR); packet 
reception error value (PREV); and a quality metric related to 
number of dropped packets. 

34. The wireless transmitter node according to claim 28, 
wherein the wireless transmitter node is configured to be 
compatible with any from the group of IEEE 802.15.4, Wire 
lessHART, ISA100.11a, WIA-PA, Bluetooth Special Interest 
Group (SIG), IEEE-802.11, WiFi, Ultra Wide Band (UWB), 
and ZigBee or IEEE-802.13. 

35. The wireless transmitter node according to claim 28, 
wherein the processor hardware comprises any device from 
the group of processor, multi-core processor, Field-Program 
mable Gate Array (FPGA), Complex Programmable Logic 
Device (CPLD), and Application Specific Integrated Circuit 
(ASIC). 

36. A computer program embodied on a non-transitory 
computer readable medium and comprising Software code 
portions or computer code to cause a computer or processor to 
carry out the steps of the method according claim 20. 

37. A non-transitory computer program product with Soft 
ware code portions or computer code stored on a computer 
usable medium, comprising computer readable program 
means for causing a computer to carry out the steps of the 
method according claim 20. 

38. A method of using the wireless transmitter node 
according to claim 28 for communicating data between wire 
less transmitter nodes or wireless sensor devices connected to 
a wireless sensor network of an industrial control system or 
process control system. 

39. The method according to claim 21, further comprising 
the steps of transmitting data packets on apolarised Switching 
branch configured as any antenna element from the group of 
linearly polarized; horizontally polarized; vertically polar 
ized; and circularly polarized. 
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