
Note: Within nine months of the publication of the mention of the grant of the European patent in the European Patent
Bulletin, any person may give notice to the European Patent Office of opposition to that patent, in accordance with the
Implementing Regulations. Notice of opposition shall not be deemed to have been filed until the opposition fee has been
paid. (Art. 99(1) European Patent Convention).

Processed by Luminess, 75001 PARIS (FR)

(19)
EP

4 
12

8 
71

4
B

1
*EP004128714B1*

(11) EP 4 128 714 B1
(12) EUROPEAN PATENT SPECIFICATION

(45) Date of publication and mention 
of the grant of the patent: 
08.05.2024 Bulletin 2024/19

(21) Application number: 21714422.9

(22) Date of filing: 19.03.2021

(51) International Patent Classification (IPC):
H04L 1/00 (2006.01) H04L 67/00 (2022.01)

H04L 41/0896 (2022.01) H04L 41/0816 (2022.01)

H04L 41/0894 (2022.01) H04L 41/0895 (2022.01)

H04L 41/40 (2022.01) H04L 43/0823 (2022.01)

H04L 43/0876 (2022.01) H04L 43/20 (2022.01)

(52) Cooperative Patent Classification (CPC): 
H04L 67/34; H04L 41/0894; H04L 41/0895; 
H04L 41/0896; H04L 41/40; H04L 43/0876; 
H04L 43/20; H04L 1/0009; H04L 41/0816; 
H04L 43/0823 

(86) International application number: 
PCT/IB2021/052340

(87) International publication number: 
WO 2021/191762 (30.09.2021 Gazette 2021/39)

(54) DATA MANAGEMENT BETWEEN LOCAL CLIENT AND CLOUD BASED APPLICATION

DATENVERWALTUNG ZWISCHEN LOKALEM CLIENT UND CLOUD-BASIERTER ANWENDUNG

GESTION DE DONNÉES ENTRE UN CLIENT LOCAL ET UNE APPLICATION EN NUAGE

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR

(30) Priority: 23.03.2020 US 202016827440

(43) Date of publication of application: 
08.02.2023 Bulletin 2023/06

(73) Proprietor: TELEFONAKTIEBOLAGET LM 
ERICSSON (PUBL)
164 83 Stockholm (SE)

(72) Inventors:  
• BANERJEE, Suman

Madison, Wisconsin 53705 (US)
• SHARMA, Alok

Sarasota, Florida 34242 (US)

(74) Representative: Haseltine Lake Kempner LLP
One Portwall Square 
Portwall Lane
Bristol BS1 6BH (GB)

(56) References cited:  
US-A1- 2015 039 744 US-A1- 2019 104 437
US-A1- 2020 092 167  



EP 4 128 714 B1

2

5

10

15

20

25

30

35

40

45

50

55

Description

BACKGROUND

Field of the Disclosure

[0001] The present disclosure relates generally to
computing systems, and more particularly, to data man-
agement system for managing data transfer between a
local client and a cloud based application.

Description of the Related Art

[0002] Computing networks are employed to connect
multiple users to shared resources. A cloud based virtual
computing arrangement allows a local client to interact
with a remotely distributed computing resource to per-
form the processing tasks for the local client. The cloud
based virtual computing arrangement executes a virtual
machine to execute a remote application. A user interacts
with the remote application via the local client. Input data
and commands generated by the user on the local client
are transmitted to the remote application via a data con-
nection. The remote application processes the data/com-
mands received over the network connection and gen-
erates output data that is transmitted via the same data
connection to the local client for the user to consume.
[0003] The performance experienced by the user is
highly sensitive to the time taken by the data transmission
between the local client and the virtual machine imple-
menting the remote application. For example, the user
may need to upload a large file to the remote application
over a slow data connection. In another example, the
user may be running a delay-sensitive remote application
where the bandwidth required may be low, but the last
mile link from the local client is wireless and lossy. In both
the cases, the performance of the remote application
from the user’s perspective may appear sluggish as com-
pared to an alternative setup where the applications are
running in the local client. US 2020/0092167 A1 discloses
a method of improving performance of network commu-
nications for an application communicating via WAN, the
method including identifying the application as a candi-
date for WAN optimization, and implementing WAN op-
timization when the application is so identified.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The present disclosure may be better under-
stood, and its numerous features and advantages made
apparent to those skilled in the art, by referencing the
accompanying drawings. The use of the same reference
symbols in different drawings indicates similar or identical
items.

Figure 1 is a simplified block diagram of a cloud
based virtual computing system implementing data
management between a local client and a cloud

based application in accordance with some embod-
iments.
Figure 2 is a simplified block diagram illustrating a
virtual network tunnel between the user workstation
and a virtual machine in accordance with some em-
bodiments.
Figure 3 is a flow diagram of an illustrative method
for implementing data management between a local
client and a cloud based application, in accordance
with some embodiments.

DETAILED DESCRIPTION

[0005] Figures 1-3 illustrate a cloud based virtual com-
puting system implementing data management data
management between a local client and a cloud based
application. In the illustrated examples, virtual worksta-
tions may be implemented using a cloud based virtuali-
zation system, where users can access advanced appli-
cations on virtual machines in the cloud using a local
client. The user may interact with advanced application
as if a local advanced workstation were being used, but
the advanced processing requirements for the applica-
tion may be handled by the virtualization system.
[0006] Figure 1 is a simplified block diagram of a cloud
based virtual computing system 100 in accordance with
some embodiments. The system 100 includes an appli-
cation server 105 operable to support the virtualization
of a plurality of virtual machines 110. As known to those
of ordinary skill in the art, machine virtualization involves
dividing the computing resources of a physical process-
ing unit or units into multiple virtual machines 110, each
with its own operating system, software applications, vir-
tual processor, memory, peripheral devices, etc. The vir-
tualization resource allocates physical computing re-
sources from a pool of computing systems, such as cloud
infrastructure severs 112, to meet the processing de-
mands of the individual virtual machines 110. A particular
virtual machine 110 may employ the processing resourc-
es of one or more of the cloud infrastructure servers 112.
The cloud infrastructure servers 112 may be implement-
ed by a computing device including one or more proces-
sors, memory, one or more communication interfaces,
etc. Commercial application servers 105 that enable the
use of virtual machines are AZURE® by MICROSOFT®

and Amazon Web Services (AWS) by AMAZON®.
[0007] In the illustrated embodiment, the virtual ma-
chines 110 are employed to execute an advanced appli-
cation 115. The advanced application 115 is intended to
represent a particular software application that has rela-
tively high processing requirements, such that it would
typically requires the use of a relatively high powered
computing system for its execution. For example, one
such application is MATLABO. However, the application
of the subject matter disclosed herein is not limited to a
particular software application.
[0008] The system 100 also includes an enterprise net-
work 120 including a plurality of local client workstations
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125. In the illustrated embodiment, the local client work-
stations 125 act as terminals for interacting with the virtual
machines 110 to allow operation of the advanced appli-
cations 115. The use of the virtual machines 110 reduces
the constraints on the processing power required for the
user workstations 125.
[0009] In some embodiments, the enterprise network
120 may support remote user workstations 135 that con-
nect to the enterprise network 120 via secure protocols,
such as virtual private network (VPN) connections, and
subsequently connect through the enterprise network
120 and the management server 130 to one of the virtual
machines 110. In this manner, users may be centrally
located at a facility within the enterprise network 120 or
they may be dispersed geographically. Such an arrange-
ment supports distance learning for an educational insti-
tution or telecommuting for a business. In some embod-
iments, communications between the workstations 125,
135 and the virtual machines 110 may take place through
the Internet using a remote terminal protocol, such as a
remote desktop protocol (RDP).
[0010] The enterprise network 120 may also include a
storage server 140 for storing user data, such as data
files, or report files associated with the advanced appli-
cation 115. In some embodiments, the workstations 125,
135 may have local storage (e.g., drives) for storing the
data in conjunction with or in lieu of the storage server
140. The term local storage, as used herein is intended
to imply local to the enterprise network 120 or the termi-
nals 125, 135, as compared to any remote storage pro-
vided by the application server 105.
[0011] The system 100 allows allow each user to have
a separate virtual machine 110 that can be accessed
using private credentials (username and password). In
the course of operating the user generates various types
of code and data (e.g., code related to the process the
user wants to run and the output from running such code
on various inputs). To provide enhanced privacy for the
code and data, the system 100 is configured to provide
a virtual tunnel between the enterprise network 120 and
the application server 105 and the user’s virtual machine
110, as described below.
[0012] Figure 2 is a simplified block diagram illustrating
a virtual network tunnel 200 in accordance with some
embodiments. A user workstation 210 (e.g., the user
workstation 125 or the remote user workstation 135 in
Figure 1) employs the virtual network tunnel 200 to com-
municate with the virtual machine 110. The user work-
station 210 may be implemented by a computing device
including one or more processors, memory, a display, a
user interface, one or more communication interfaces,
etc. The user workstation 210 implements a virtual net-
work client 211, user storage 212, a forward error cor-
rection (FEC) manager 213, a link profiler 214, a last mile
profiler 215, an application profiler 216, and a policy man-
ager 217. The user storage 215 may be local to the user
workstation 202 or local to the enterprise network 120.
The virtual machine 110 implements a virtual network

terminal 221, a file system 222, a FEC manager 223, and
a link profiler 224. In some embodiments, the application
server 105 implements an overlay manager 225. In some
embodiments, the policy manager 217 receives informa-
tion regarding the communication link implemented on
the virtual network tunnel 200 and configures one or more
parameters of the virtual network tunnel 200 based on
bandwidth and error characteristics of the communica-
tion link.
[0013] The virtual network client 205 allows the user
workstation 210 to virtually map the user storage 212 to
the application server 105 so that the user storage 212
appears to the virtual machine 110 and the advanced
application 115 to be a network-mounted file system.
Thus, when the user saves any files, be it code or data,
onto the network-mounted file system, these files are ac-
tually saved in the user storage 212. The user storage
212 may or may not be resident on the user workstation
211. None of the data or code that such a system would
generate as part of the user’s interaction with the cloud-
based server would therefore, be in the file system 222
provided by the application server 105. This approach
provides transparency to the advanced application 115.
As a consequence, a user’s private data can be saved
in the user storage 212, thereby enhancing privacy.
[0014] In one example, a network file system (NFS)
approach may be employed. NFS employs TCP based
communication to allow a NFS client device to request
content that is stored in a NFS server. Remotely stored
content is "mounted" so that clients can access and use
the content. When an application mounts a remotely lo-
cated file system, or makes a request for a file (or parts
of a file), it uses a RPC (Remote Procedure Call) to ac-
complish these goals. The NFS communication may run
on TCP or UDP transports, depending on the version of
NFS.
[0015] In the context of Figure 2, the file system 222
on the virtual machine 110 represents an NFS client, and
the virtual network client 210 acts as an NFS server that
mounts the user storage 212. Regardless of the actual
physical location of the user storage 212, it appears to
be a mounted storage location to the virtual machine 110
and the file system 222. The RPC communication is ex-
changed through the virtual network client 211 and the
virtual network terminal 221. The user may specify the
location of the user storage 212 (e.g., attached to user
workstation 210, network storage location, etc.). In an-
other embodiment, the virtual network client 211 may im-
plement packet forwarding, where the traffic is simply
forwarded packet by packet to the user storage 212. In
this manner, the virtual machine 110 sees the user stor-
age 212 as a local drive of the user workstation 210 and
maps it accordingly. In actuality, the physical location of
the user storage 212 may at another location on the net-
work 120 or on an entirely different computer.
[0016] In some embodiments, the application server
105 implements the overlay manger 225 to allow multiple
routes for data to be communicated between the virtual
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machine 110 and the user workstation 210. For example,
the cloud infrastructure servers 112 (see Figure 1) may
be connected via a high speed internal network to allow
communication therebetween. Within the virtual network
tunnel 200, the virtual machine 110 appears to have a
single IP address from the viewpoint of the user work-
station 210. The overlay manager 225 configures multi-
ple actual transmission control protocol (TCP) paths
(e.g., with separate IP addresses) for communicating da-
ta over the virtual network tunnel 200. In some embodi-
ments, the overlay manager 225 provides multiple TCP
paths in the infrastructure for the user workstation 115
and the virtual machine 110 to send data traffic. Providing
multiple physical connections can address a situation
where various network segments can be differently over-
loaded at any given point of time and hence will offer
different delay characteristics for different source and
destination pairs at any given point of time. In some em-
bodiments, the cloud infrastructure servers 112 in the
application server 105 may be spread over large geo-
graphical regions, and depending on the kind of applica-
tions being run at different cloud infrastructure servers
112, the network path characteristics will vary significant-
ly. The overlay manager 225 intelligently selects alter-
nate paths between the source and destination to in-
crease performance. Hence, at any given time, the IP
address of the virtual network tunnel 200 may be directed
to a different TCP path using a different IP addresses for
different cloud infrastructure servers 112.
[0017] In some embodiments, the FEC managers 213,
223 implement a forward error correction algorithm to
increase data transmission accuracy. Employing FEC
encoding on data traffic systematically introduces redun-
dancy to the data to be transmitted such that the original
data can be reconstructed at the destination from only a
subset of the encoded traffic. The FEC managers 213,
223 encode or decode the data packets depending on
the direction of the data transfer. In some embodiments,
example FEC techniques include, but are not limited to,
Reed-Solomon codes, low-density parity-check (LDPC)
codes, Raptor codes, etc. Employing FEC increases the
number of packets to be transmitted compared to the
original data, and thus, will be sub-optimal if the network
path has low loss characteristics. However, if the network
path is lossy, the addition of FEC will increase the pos-
sibility that sufficient packets will reach the destination
so that the original data can be decoded and hence avoid
the delay penalty of retransmitting data.
[0018] In some embodiments, the link profilers 214,
224 determine the bandwidth of the virtual network tunnel
200. Evaluating the bandwidth may include determining
the bandwidth of a wired path between the user worksta-
tion 210 and the application server 105. The wired path
exists between one or more of the cloud infrastructure
servers 112 configured by the overlay manager 225 and
the user workstation 210. The bandwidth may vary by
direction of traffic in the virtual network tunnel 200. In
some embodiments, the link profiler 214 estimates the

bandwidth of the connection between the user worksta-
tion 210 and the virtual machine 110, and the link profiler
224 estimates the bandwidth between the virtual ma-
chine 110 and the user workstation 210. Example tech-
niques for network link bandwidth estimation include
packet pair techniques and packet train techniques.
[0019] In some embodiments, the last mile profiler 215
determines whether the communication link employed
by a communication interface of the user workstation 210
is wireless and also determines the available bandwidth
and link error rates for the user link. Wireless links have
significantly different error and bandwidth characteristics
compared to wired links. In some embodiments, the user
connection link type is determined by querying the un-
derlying operating system regarding the link technology
of the communication interface. For example, if the re-
turned technology is 802.11/16 or 4G, the link is wireless.
In some embodiments, the last mile profiler 215 deter-
mines link error characteristics and link bandwidth char-
acteristics using the device driver of the communication
interface. In some embodiments, alternative techniques,
such as packet pair, packet train etc. are used with sup-
port from a dedicated server to measure the bandwidth
for both wired and wireless links. The bandwidth deter-
mined by the last mile profiler 215 differs from the band-
width determined by the link profilers 214 in that the last
mile profiler 215 estimates the bandwidth only over the
user link (e.g., wired or wireless connection), while the
bandwidth determined by the link profilers 214, 224 cover
the entire communication path to the virtual machine 110.
[0020] In some embodiments, the application profiler
216 provides information regarding the quality of service
(QoS) requirements of the application(s) being run on
the virtual machine 110. In some embodiments, QoS in-
formation includes an application bandwidth requirement
(ABR). The ABR may represent a continuous bandwidth
requirement or a burstiness metric indicating whether the
application traffic generation is likely to come in bursts.
The ABR may be represent an actual bandwidth number
or a grade (e.g., low, medium, high, bursty, etc.) In some
embodiments, the application profiler 215 includes a da-
tabase of applications and their associated QoS param-
eters. In some embodiments, the application profiler 216
stores the database locally. In some embodiments, the
application profiler 216 accesses the database from an
Internet resource. In some embodiments, the application
profiler 216 Internet resource only in cases where the
local database does not include data for a particular ap-
plication.
[0021] In some embodiments, the policy manager 217
receives bandwidth characteristics and user link charac-
teristics and configures one or more characteristics of
the virtual network tunnel 200. In some embodiments,
the bandwidth characteristics are received from the link
profilers 214, 224 and the last mile profiler 215. In some
embodiments, the user link characteristics are received
from the last mile profiler 215. In some embodiments, the
policy manager 217 decides whether to use multiple com-
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munication paths via the overlay manager 225 and/or
FEC to optimize data transmission over the virtual net-
work tunnel 200 between the user workstation 210 and
the virtual machine 110.
[0022] In some embodiments, the policy manager 217
may selectively request that the application server 105
use the overlay manger 225 to provide multiple commu-
nication paths. For example, the operator of the applica-
tion server 105 may charge a premium for enabling and
employing the overlay manager 225. Hence, the policy
manager 217 may only request the use of the overlay
manager 225 when necessary to manage costs.
[0023] In some embodiments, the policy manager 217
implements a heuristics-based approach to determine
the data transmission strategy. Figure 3 is a flow diagram
of an illustrative method 300 for implementing data man-
agement between a local client and a cloud based appli-
cation, in accordance with some embodiments. In meth-
od block 305, the policy manager 217 receives bandwidth
data. In some embodiments, the bandwidth data includes
link bandwidth data (LBW) determined by one or both of
the link profilers 214, 224 and user bandwidth data (UBW)
determined by the last mile profiler 215 for the commu-
nication interface employed by the user workstation 210.
[0024] In method block 310, the policy manager 217
receives user link characteristics from the last mile profile
215. In some embodiments, the user link characteristics
include a user connection link type. In some embodi-
ments, the user link characteristics include an error rate
and a user link bandwidth (UBR). In method block 315,
the policy manager 217 employs the user link character-
istics to determine if the user link is wireless. If the user
link is wireless in method block 315, the policy manager
217 determines if the user link bandwidth, UBW, is great-
er than the application bandwidth requirements, ABR. If
the UBW is greater than the ABR, excess bandwidth ex-
ists, and the policy manager 217 determines if the error
rate for the user link is greater than a threshold in method
block 325. If there is no excess bandwidth in method
block 320 or if the error rate is less than the threshold in
method block 325, the policy manager 217 elects not to
use FEC in method block 330. If the error rate exceeds
the threshold in method block 325, the policy manager
217 elects to use FEC in method block 335. In general,
the policy manager 217 implements FEC the network
path has a lossy user link, but the user link path has
sufficient bandwidth to meet the needs of the applica-
tion(s) being executed on the virtual machine 110.
[0025] If the user link is not wireless in method block
315, the policy manager 217 determines in method block
340 if the link bandwidth LBW received from the link pro-
filers 214, 224 is less than the application bandwidth re-
quirement, ABR, indicating a bandwidth shortfall that
could negatively impact performance. If the LBW is less
than the ABR in method block 340, the policy manager
217 requests that the application server 105 implement
the overlay manager 225 in method block 345. With over-
lay management enabled, the user workstation 210 re-

ceives data from the virtual machine 110 over multiple
TCP connections via the virtual network tunnel 200. If
the LBW is not less than the ABR in method block 340,
the policy manager 217 elects not to request that the
application server 105 implement the overlay manager
225 in method block 350. Without overlay management
enabled, the user workstation 210 receives data from the
virtual machine 110 over a single communication path
via the virtual network tunnel 200. The example heuristic
approach illustrated in Figure 3, may be adapted to use
different logic for selectively enabling FEC and overlay
management.
[0026] In some embodiments, the policy manager 217
employs a utility maximization formulation to determining
the FEC and overlay parameters as alternative to the
heuristic approach illustrated in Figure 3.
[0027] The policy manager 217 selectively implements
FEC and overlay management to improve the user per-
ceived performance of the advanced application 115 im-
plemented by the virtual machine 110 by reducing the
data transmission time and decreasing error rates to ef-
ficiently utilize the available bandwidth. This approach
improves the user experience and improves the opera-
tion of the cloud based virtual computing system 100.
[0028] A method includes establishing a communica-
tion link between a communication interface of a first
computing device and a virtual machine executed by a
second computing device, receiving an available band-
width parameter associated with the communication link,
receiving link characteristic data associated with the
communication interface, and configuring a characteris-
tic of the communication link based on the available band-
width parameter and the link characteristic data.
[0029] A system includes a first computing device in-
cluding a communication interface and executing a policy
manager and a second computing device executing a
virtual machine. The policy manager is to receive an
available bandwidth parameter associated with the com-
munication link, receive link characteristic data associat-
ed with the communication interface, and configure a
characteristic of the communication link based on the
available bandwidth parameter and the link characteristic
data.
[0030] In some embodiments, certain aspects of the
techniques described herein may implemented by one
or more processors of a processing system executing
software. The software comprises one or more sets of
executable instructions stored or otherwise tangibly em-
bodied on a non-transitory computer readable storage
medium. The software can include the instructions and
certain data that, when executed by the one or more proc-
essors, manipulate the one or more processors to per-
form one or more aspects of the techniques described
above. The non-transitory computer readable storage
medium can include, for example, a magnetic or optical
disk storage device, solid state storage devices such as
flash memory, a cache, random access memory (RAM),
or other non-volatile memory devices, and the like. The
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executable instructions stored on the non-transitory com-
puter readable storage medium may be in source code,
assembly language code, object code, or other instruc-
tion format that is interpreted or otherwise executable by
one or more processors.
[0031] A non-transitory computer readable storage
medium may include any storage medium, or combina-
tion of storage media, accessible by a computer system
during use to provide instructions and/or data to the com-
puter system. Such storage media can include, but is not
limited to, optical media (e.g., compact disc (CD), digital
versatile disc (DVD), Blu-Ray disc), magnetic media
(e.g., floppy disc , magnetic tape, or magnetic hard drive),
volatile memory (e.g., random access memory (RAM) or
cache), non-volatile memory (e.g., read-only memory
(ROM) or Flash memory), or microelectromechanical
systems (MEMS)-based storage media. The computer
readable storage medium may be embedded in the com-
puting system (e.g., system RAM or ROM), fixedly at-
tached to the computing system (e.g., a magnetic hard
drive), removably attached to the computing system
(e.g., an optical disc or Universal Serial Bus (USB)-based
Flash memory), or coupled to the computer system via
a wired or wireless network (e.g., network accessible
storage (NAS)).
[0032] Note that not all of the activities or elements
described above in the general description are required,
that a portion of a specific activity or device may not be
required, and that one or more further activities may be
performed, or elements included, in addition to those de-
scribed. Still further, the order in which activities are listed
are not necessarily the order in which they are performed.
Also, the concepts have been described with reference
to specific embodiments. However, one of ordinary skill
in the art appreciates that various modifications and
changes can be made without departing from the scope
of the present disclosure as set forth in the claims below.
Accordingly, the specification and figures are to be re-
garded in an illustrative rather than a restrictive sense,
and all such modifications are intended to be included
within the scope of the present disclosure.
[0033] Benefits, other advantages, and solutions to
problems have been described above with regard to spe-
cific embodiments. However, the benefits, advantages,
solutions to problems, and any feature(s) that may cause
any benefit, advantage, or solution to occur or become
more pronounced are not to be construed as a critical,
required, or essential feature of any or all the claims.
Moreover, the particular embodiments disclosed above
are illustrative only, as the disclosed subject matter may
be modified and practiced in different but equivalent man-
ners apparent to those skilled in the art having the benefit
of the teachings herein. No limitations are intended to
the details of construction or design herein shown, other
than as described in the claims below. It is therefore ev-
ident that the particular embodiments disclosed above
may be altered or modified and all such variations are
considered within the scope of the disclosed subject mat-

ter. Accordingly, the protection sought herein is as set
forth in the claims below.

Claims

1. A method, comprising:

establishing a communication link between a
communication interface of a first computing de-
vice (210) and a virtual machine (110) executed
by a second computing device (105);
receiving an available bandwidth parameter as-
sociated with the communication link;
receiving link characteristic data associated with
the communication interface; and
configuring a characteristic of the communica-
tion link based on the available bandwidth pa-
rameter and the link characteristic data, wherein
the link characteristic data comprises a link type
and an error rate, and
wherein the method further comprises:

determining an application bandwidth re-
quirement for an application executing on
the virtual machine (110); and
enabling the forward error correction re-
sponsive to the link type comprising a wire-
less link type, the application bandwidth re-
quirement being less than the available
bandwidth parameter, and the error rate be-
ing greater than a first threshold.

2. The method of claim 1, wherein the available band-
width parameter comprises an available bandwidth
of the communication interface.

3. The method of any of claims 1 and 2, wherein con-
figuring the characteristic of the communication link
comprises:

selectively requesting overlay management for
the communication link from the second com-
puting device (105) based on the bandwidth data
and the link characteristic data; and
receiving data for the communicate link over
multiple communication paths.

4. The method of claim 3, wherein the link characteristic
data comprises a link type, and the method compris-
es:

determining an application bandwidth require-
ment for an application executing on the virtual
machine (110); and
selectively requesting overlay management for
the communication link from the second com-
puting device (105) responsive to the link type
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comprising a wired type and the application
bandwidth requirement being greater than the
available bandwidth parameter.

5. The method of claim 4, wherein the available band-
width parameter comprises an available bandwidth
for the communication link.

6. A system (100), comprising:

a first computing device (210) comprising a com-
munication interface and executing a policy
manager (217); and
a second computing device (105) executing a
virtual machine (110),
wherein the policy manager (217) is operable to
receive an available bandwidth parameter as-
sociated with a communication link between the
first computing device (210) and the second
computing device (105), receive link character-
istic data associated with the communication in-
terface, and configure a characteristic of the
communication link based on the available
bandwidth parameter and the link characteristic
data, wherein the link characteristic data com-
prises a link type and an error rate, and
wherein the policy manager (217) is operable to:

determine an application bandwidth re-
quirement for an application executing on
the virtual machine (110); and
enable the forward error correction respon-
sive to the link type comprising a wireless
link type, the application bandwidth require-
ment being less than the available band-
width parameter, and the error rate being
greater than a first threshold.

7. The system of claim 6, wherein the available band-
width parameter comprises an available bandwidth
of the communication interface.

8. The system of any of claims 6 and 7, wherein the
policy manager (217) is operable to selectively re-
quest overlay management for the communication
link from the second computing device (105) based
on the bandwidth data and the link characteristic data
and receive data for the communicate link over mul-
tiple communication paths.

9. The system of claim 8, wherein the link characteristic
data comprises a link type, and the policy manager
(217) is operable to receive an application bandwidth
requirement for an application executing on the vir-
tual machine (110) and selectively request overlay
management for the communication link from the
second computing device (105) responsive to the
link type comprising a wired type and the application

bandwidth requirement being greater than the avail-
able bandwidth parameter.

10. The system of claim 9, wherein the available band-
width parameter comprises an available bandwidth
for the communication link.

Patentansprüche

1. Verfahren, umfassend:

Herstellen einer Kommunikationsverbindung
zwischen einer Kommunikationsschnittstelle ei-
ner ersten Computervorrichtung (210) und einer
virtuellen Maschine (110), die von einer zweiten
Computervorrichtung (105) ausgeführt wird;
Empfangen eines Parameters verfügbarer
Bandbreite, der mit der Kommunikationsverbin-
dung assoziiert ist;
Empfangen von Verbindungsmerkmalsdaten,
die mit der Kommunikationsschnittstelle assozi-
iert sind; und
Konfigurieren eines Merkmals der Kommunika-
tionsverbindung basierend auf dem Parameter
verfügbarer Bandbreite und den Verbindungs-
merkmalsdaten, wobei die Verbindungsmerk-
malsdaten einen Verbindungstyp und eine Feh-
lerrate umfassen, und
wobei das Verfahren ferner umfasst:

Bestimmen eines Anwendungsbandbrei-
tenbedarfs für eine Anwendung, die auf der
virtuellen Maschine (110) ausgeführt wird;
und
Aktivieren der Vorwärtsfehlerkorrektur in
Reaktion darauf, dass der Verbindungstyp
einen Drahtlosverbindungstyp umfasst, der
Anwendungsbandbreitenbedarf kleiner als
der Parameter verfügbarer Bandbreite ist
und die Fehlerrate größer als ein erster
Schwellenwert ist.

2. Verfahren nach Anspruch 1, wobei der Parameter
verfügbarer Bandbreite eine verfügbare Bandbreite
der Kommunikationsschnittstelle umfasst.

3. Verfahren nach einem der Ansprüche 1 und 2, wobei
das Konfigurieren des Merkmals der Kommunikati-
onsverbindung umfasst:

selektives Anfordern von Overlay-Verwaltung
für die Kommunikationsverbindung von der
zweiten Computervorrichtung (105) basierend
auf den Bandbreitendaten und den Verbin-
dungsmerkmalsdaten; und
Empfangen von Daten für die Kommunikations-
verbindung über mehrere Kommunikationspfa-
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de.

4. Verfahren nach Anspruch 3, wobei die Verbindungs-
merkmalsdaten einen Verbindungstyp umfassen
und das Verfahren umfasst:

Bestimmen eines Anwendungsbandbreitenbe-
darfs für eine Anwendung, die auf der virtuellen
Maschine (110) ausgeführt wird; und
selektives Anfordern von Overlay-Verwaltung
für die Kommunikationsverbindung von der
zweiten Computervorrichtung (105) in Reaktion
darauf, dass der Verbindungstyp einen drahtge-
bundenen Typ umfasst und der Anwendungs-
bandbreitenbedarf größer als der Parameter
verfügbarer Bandbreite ist.

5. Verfahren nach Anspruch 4, wobei der Parameter
verfügbarer Bandbreite eine verfügbare Bandbreite
für die Kommunikationsverbindung umfasst.

6. System (100), umfassend:

eine erste Computervorrichtung (210), die eine
Kommunikationsschnittstelle umfasst und einen
Richtlinienverwalter (217) ausführt; und
eine zweite Computervorrichtung (105), die eine
virtuelle Maschine (110) ausführt,
wobei der Richtlinienverwalter (217) zum Emp-
fangen eines Parameters verfügbarer Bandbrei-
te, der mit einer Kommunikationsverbindung
zwischen der ersten Computervorrichtung (210)
und der zweiten Computervorrichtung (105) as-
soziiert ist, Empfangen von Verbindungsmerk-
malsdaten, die mit der Kommunikationsschnitt-
stelle assoziiert sind, und Konfigurieren eines
Merkmals der Kommunikationsverbindung ba-
sierend auf dem Parameter verfügbarer Band-
breite und den Verbindungsmerkmalsdaten
ausgelegt ist, wobei die Verbindungsmerkmals-
date einen Verbindungstyp und eine Fehlerrate
umfassen, und
wobei der Richtlinienverwalter (217) ausgelegt
ist zum:

Bestimmen eines Anwendungsbandbrei-
tenbedarfs für eine Anwendung, die auf der
virtuellen Maschine (110) ausgeführt wird;
und
Aktivieren der Vorwärtsfehlerkorrektur in
Reaktion darauf, dass der Verbindungstyp
einen Drahtlosverbindungstyp umfasst, der
Anwendungsbandbreitenbedarf kleiner als
der Parameter verfügbarer Bandbreite ist
und die Fehlerrate größer als ein erster
Schwellenwert ist.

7. System nach Anspruch 6, wobei der Parameter ver-

fügbarer Bandbreite eine verfügbare Bandbreite der
Kommunikationsschnittstelle umfasst.

8. System nach einem der Ansprüche 6 und 7, wobei
der Richtlinienverwalter (217) zum selektiven Anfor-
dern von Overlay-Verwaltung für die Kommunikati-
onsverbindung von der zweiten Computervorrich-
tung (105) basierend auf den Bandbreitendaten und
den Verbindungsmerkmalsdaten und Empfangen
von Daten für die Kommunikationsverbindung über
mehrere Kommunikationspfade ausgelegt ist.

9. System nach Anspruch 8, wobei die Verbindungs-
merkmalsdaten einen Verbindungstyp umfassen
und der Richtlinienverwalter (217) zum Empfangen
eines Anwendungsbandbreitenbedarfs für eine An-
wendung, die auf der virtuellen Maschine (110) aus-
geführt wird, und selektiven Anfordern von Overlay-
Verwaltung für die Kommunikationsverbindung von
der zweiten Computervorrichtung (105) in Reaktion
darauf ausgelegt ist, dass der Verbindungstyp einen
drahtgebundenen Typ umfasst und der Anwen-
dungsbandbreitenbedarf größer als der Parameter
verfügbarer Bandbreite ist.

10. System nach Anspruch 9, wobei der Parameter ver-
fügbarer Bandbreite eine verfügbare Bandbreite für
die Kommunikationsverbindung umfasst.

Revendications

1. Procédé, comprenant :

l’établissement d’une liaison de communication
entre une interface de communication d’un pre-
mier dispositif informatique (210) et une machi-
ne virtuelle (110) exécutée par un deuxième dis-
positif informatique (105) ;
la réception d’un paramètre de bande passante
disponible associé à la liaison de
communication ;
la réception de données de caractéristique de
liaison associées à l’interface de
communication ; et
la configuration d’une caractéristique de la
liaison de communication sur la base du para-
mètre de bande passante disponible et des don-
nées de caractéristique de liaison, dans lequel
les données de caractéristique de liaison com-
prennent un type de liaison et un taux d’erreur, et
dans lequel le procédé comprend en outre :

la détermination d’une exigence de bande
passante d’application pour une application
s’exécutant sur la machine virtuelle (110) ;
et
l’activation de la correction d’erreur à anti-
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cipation en réponse au type de liaison com-
prenant un type de liaison sans fil, l’exigen-
ce de bande passante d’application étant
inférieure au paramètre de bande passante
disponible, et le taux d’erreur étant supé-
rieur à un premier seuil.

2. Procédé selon la revendication 1, dans lequel le pa-
ramètre de bande passante disponible comprend
une bande passante disponible de l’interface de
communication.

3. Procédé selon la revendication 1 ou 2, dans lequel
la configuration de la caractéristique de la liaison de
communication comprend :

la demande sélectivement d’une gestion de su-
perposition pour la liaison de communication à
partir du deuxième dispositif informatique (105)
sur la base des données de bande passante et
des données de caractéristique de liaison ; et
la réception de données pour la liaison de com-
munication sur de multiples trajets de commu-
nication.

4. Procédé selon la revendication 3, dans lequel les
données de caractéristique de liaison comprennent
un type de liaison, et le procédé comprend :

la détermination d’une exigence de bande pas-
sante d’application pour une application s’exé-
cutant sur la machine virtuelle (110) ; et
la demande sélectivement d’une gestion de su-
perposition pour la liaison de communication à
partir du deuxième dispositif informatique (105)
en réponse au type de liaison comprenant un
type filaire et l’exigence de bande passante
d’application étant supérieure au paramètre de
bande passante disponible.

5. Procédé selon la revendication 4, dans lequel le pa-
ramètre de bande passante disponible comprend
une bande passante disponible pour la liaison de
communication.

6. Système (100), comprenant :

un premier dispositif informatique (210) compre-
nant une interface de communication et exécu-
tant un gestionnaire de politique (217) ; et
un deuxième dispositif informatique (105) exé-
cutant une machine virtuelle (110),
dans lequel le gestionnaire de politique (217)
est exploitable pour recevoir un paramètre de
bande passante disponible associé à une liaison
de communication entre le premier dispositif in-
formatique (210) et le deuxième dispositif infor-
matique (105), recevoir des données de carac-

téristique de liaison associées à l’interface de
communication, et configurer une caractéristi-
que de la liaison de communication sur la base
du paramètre de bande passante disponible et
des données de caractéristique de liaison, dans
lequel les données de caractéristique de liaison
comprennent un type de liaison et un taux d’er-
reur, et
dans lequel le gestionnaire de politique (217)
est exploitable pour :

déterminer une exigence de bande passan-
te d’application pour une application s’exé-
cutant sur la machine virtuelle (110) ; et
activer la correction d’erreur à anticipation
en réponse au type de liaison comprenant
un type de liaison sans fil, l’exigence de ban-
de passante d’application étant inférieure
au paramètre de bande passante disponi-
ble, et le taux d’erreur étant supérieur à un
premier seuil.

7. Système selon la revendication 6, dans lequel le pa-
ramètre de bande passante disponible comprend
une bande passante disponible de l’interface de
communication.

8. Système selon la revendication 6 ou 7, dans lequel
le gestionnaire de politique (217) est exploitable pour
demander sélectivement une gestion de superposi-
tion pour la liaison de communication à partir du
deuxième dispositif informatique (105) sur la base
des données de bande passante et des données de
caractéristique de liaison et recevoir des données
pour la liaison de communication sur de multiples
trajets de communication.

9. Système selon la revendication 8, dans lequel les
données de caractéristique de liaison comprennent
un type de liaison, et le gestionnaire de politique
(217) est exploitable pour recevoir une exigence de
bande passante d’application pour une application
s’exécutant sur la machine virtuelle (110) et deman-
der sélectivement une gestion de superposition pour
la liaison de communication à partir du deuxième
dispositif informatique (105) en réponse au type de
liaison comprenant un type filaire et l’exigence de
bande passante d’application étant supérieure au
paramètre de bande passante disponible.

10. Système selon la revendication 9, dans lequel le pa-
ramètre de bande passante disponible comprend
une bande passante disponible pour la liaison de
communication.
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