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ABSTRACT

Systems and methods for virtualized computing or cloud-
computing network with distributed input devices and at least
one remote server computer for automatically analyzing
received video, audio and/or image inputs for providing
social security and/or surveillance for a surveillance environ-
ment, surveillance event, and/or surveillance target.
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Figure 3
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SYSTEMS AND METHODS FOR
AUTOMATED CLOUD-BASED ANALYTICS
FOR SECURITY AND/OR SURVEILLANCE

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to cloud-based sys-
tems and methods for automated analytics of inputs from
remote, distributed devices for security surveillance.

[0003] 2. Description of the Prior Art

[0004] Itis known in the prior art to use mobile devices for
security surveillance, as well as to analyze image and video
content for surveillance purposes. While the prior art dis-
closes individual aspects as the present invention, very few, if
any, teach the ability to authenticate and analyze captured
inputs from un-registered user-devices. The present invention
permits remote servers to accept captured inputs from a vari-
ety of mobile devices, authenticate metadata from the inputs,
and analyze the inputs to provide surveillance information.
[0005] The proliferation of wireless, mobile devices having
image and video functions is widespread and use of these
device-functions continues to increase. Sporting events,
social gatherings, dissident events, and emergency situations
are typically captured on a multitude of devices operated by
differing users. Nowhere in the prior art is provided social
surveillance or security system that allows for uploading of
these captured inputs, authentication of such inputs, and
cloud-based analysis of the inputs in order to provide real- or
near real-time surveillance of a target environment. Prior art
documents teach that camera and video input devices may be
equipped with a time-stamp function that embeds a date and
time into an image or video for later authentication. Also, it is
known in the prior art to provide authentication of users
and/or devices through the evaluation of uploaded content,
including stenographic techniques such as digital fingerprint-
ing and watermarking, or user-verification techniques such as
login or CAPTCHA technologies and biometric scanning.
[0006] Notably, most of the prior art security surveillance
systems disclose the use of fixed devices, rather than the use
of mobile devices. For example, content-based analytics is
widely used in CCTV settings and when verifying that digital
content has been unaltered or authenticating a content’s
source (e.g., copyrighted music, images and videos). Addi-
tionally, similar technology has been deployed in military and
law enforcement units, although these technologies typically
require specialized pre-registered devices, as opposed to
incorporating distributed, unknown devices.

[0007] By way of example, prior art documents include:
[0008] U.S. Pat. No. 8,559,914 for “Interactive personal
surveillance and security (IPSS) system” by inventor Jones
filed Jan. 16, 2009, describes an interactive personal surveil-
lance and security (IPSS) system for users carrying wireless
communication devices. The system allows users carrying
these devices to automatically capture surveillance informa-
tion, have the information sent to one or more automated and
remotely located surveillance (RLS) systems, and establish
interactivity for the verification of determining secure or dan-
gerous environments, encounters, logging events, or other
encounters or observations. This IPSS is describes to enhance
security and surveillance by determining a user’s activities,
including (a.) the user travel method (car, bus, motorcycle,
bike, snow skiing, skate boarding, etc.); (b.) the user motion
(walking, running, climbing, falling, standing, lying down,
etc.); and (c.) the user location and the time of day or time
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allowance of an activity. When user submits uploaded (or
directly sent) surveillance information to the public server,
the surveillance videos, images and/or audio includes at least
one or more of these searchable areas, location, address, date
and time, event name or category, and/or name describing
video.

[0009] U.S. Pat. No. 8,311,983 for “Correlated media for
distributed sources” by inventor Guzik filed Dec. 14, 2009
(related to U.S. Publications 2010/0274816, 2011/0018998,
2013/0027552 and 2013/0039542) discloses method
embodiments associating an identifier along with correlating
metadata such as date/timestamp and location. The identifier
may then be used to associate data assets that are related to a
particular incident. The identifier may be used as a group
identifier on a web service or equivalent to promote sharing of
related data assets. Additional metadata may be provided
along with commentary and annotations. The data assets may
be further edited and post processed. Correlation can be based
on multiple metadata values. For example, multiple still pho-
tos might be stored not only with date/time stamp metadata,
but also with location metadata, possibly from a global posi-
tioning satellite (GPS) stamp. A software tool that collects all
stored still photos taken within a window of'time, for example
during a security or police response to a crime incident, and
close to the scene of a crime, may combine the photos of the
incident into a sequence of pictures with which for investiga-
tion purposes. Here the correlation is both by time and loca-
tion, and the presentation is a non-composite simultaneous
display of different data assets. Correlating metadata can be
based on a set of custom fields. For example, a set of video
clips may be tagged with an incident name. Consider three
field police officers each in a different city and in a different
time zone, recording videos and taking pictures at exactly at
midnight on New Year’s Day 2013. As a default, a group may
be identified to include all users with data files with the same
Event ID. A group may also be either a predefined or a
self-selecting group, for example a set belonging to a security
agency, or a set of all police officers belonging to the homicide
division, or even a set of officers seeking to share data regard-
less of if they are bellowing to an organized or unorganized
group.

[0010] U.S.Pat. No. 7,379,879 for “Incident reporting sys-
tem and method” by inventor Sloo filed Feb. 26, 1999,
describes a computer-based method of collecting and pro-
cessing incident reports received from witnesses who observe
incidents such as criminal acts and legal violations. The
method automates the collection and processing of the inci-
dent reports and automatically sends the incident reports to
the appropriate authority so that the observed incidents can be
acted on in an appropriate manner. For example, a witness
may be equipped with a video input system such as a personal
surveillance camera and a display. When the witness encoun-
ters an incident such as a suspect committing a crime, the
video input system would automatically recognize the sus-
pect from the video input and could then display records for
the suspect on the witness’s hand held readout without reveal-
ing the suspect’s identity. The witness would not need to
know the identity of the suspect to observe the incident relat-
ing to the suspect. Such a system may overcome some of the
problems associated with publicly revealing personal data.
[0011] U.S. Publication 2009/0087161 for “Synthesizing a
presentation of a multimedia event” by inventors Roberts, et
al. filed Sep. 26, 2008, discloses a media synchronization
system includes a media ingestion module to access a plural-
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ity of media clips received from a plurality of client devices,
a media analysis module to determine a temporal relation
between a first media clip from the plurality of media clips
and a second media clip from the plurality of media clips, and
a content creation module to align the first media clip and the
second media clip based on the temporal relation, and to
combine the first media clip and the second media clip to
generate the presentation. Each user who submits content
may be assigned an identity (ID). Users may upload their
movie clips to an ID assignment server, attaching metadata to
the clips as they upload them, or later as desired. This meta-
data may, for example, include the following: Event Name,
Subject, Location, Date, Timestamp, Camera ID, and Set-
tings. In some example embodiments, additional processing
may be applied as well (e.g., by the recognition server and/or
the content analysis sub-module). Examples of such addi-
tional processing may include, but are not limited to, the
following: Face, instrument, or other image or sound recog-
nition; Image analysis for bulk features like brightness, con-
trast, color histogram, motion level, edge level, sharpness,
etc.; Measurement of (and possible compensation for) cam-
era motion and shake.

[0012] U.S. Publication 2012/0282884 for “System and
method for the emergency voice and image e-mail transmitter
device” by inventor Sun filed May 5, 2011, describes a voice
and image e-mail transmitter device with an external camera
attachment that is designed for emergency and surveillance
purposes is disclosed. The device converts voice signals and
photo images into digital format, which are transmitted to the
nearest voice-image message receiving station from where
the digital signal strings are parsed and converted into voice,
image, or video message files which are attached to an e-mail
and delivered to user pre-defined destination e-mail addresses
and a 911 rescue team. The e-mail also includes the caller’s
voice and personal information, photo images of a security
threat, device serial number, and a GPS location map of the
caller’s location. When the PSU device is initially used, the
user needs to pre-register personal information and whenever
a digital signal string is transmitted out from the PSU device
it will include these personal information data plus a time
code of the message being sent, the PSU device’s unique
serial number, and the GPS generated location code, etc.
which will all be imbedded in the PSU e-mail.

[0013] U.S. Publication 2012/0262576 for “Method and
system for a network of multiple live video sources” by inven-
tors Sechrist, et al. filed Mar. 15, 2012, discloses a system and
a method that operate a network of multiple live video
sources. In one embodiment, the system includes (i) a device
server for communicating with one or more of the video
sources each providing a video stream; (ii) an application
server to allow controlled access of the network by qualified
web clients; and (iii) a streaming server which, under direc-
tion of the application server, routes the video streams from
the one or more video sources to the qualified web clients.

[0014] Geo-location information and contemporaneous
timestamps may be embedded in the video stream together
with a signature of the encoder, providing a mechanism for
self-authentication of the video stream. A signature that is
difficult to falsify (e.g., digitally signed using an identifica-
tion code embedded in the hardware of the encoder) provides
assurance of the trustworthiness of the geo-location informa-
tion and timestamps, thereby establishing reliable time and
space records for the recorded events. In general, data
included in the database may be roughly classified into three

Oct. 15, 2015

categories: (i) automatically collected data; (ii) curated data;
and (iii) derivative data. Automatically collected data
includes, for example, such data as reading from environmen-
tal sensors and system operating parameters, which are col-
lected as a matter of course automatically. Curated data are
data that are collected from examination of the automatically
collected data or from other sources and include, for example,
content-based categorization of the video streams. For
example, detection of a significant amount of motion at
speeds typical of automobiles may suggest that the content is
“traffic.” Derivative data includes any data resulting from
analysis of the automatically collected data, the curated data,
or any combination of such data. For example, the database
may maintain a ranking of video source based on viewership
or a surge in viewership over recent time period. Derivative
data may be generated automatically or upon demand.

[0015] None of the prior art provides solutions for cloud-
based analytics of distributed input devices for secure social
surveillance as provided by the present invention.

SUMMARY OF THE INVENTION

[0016] The present invention relates to virtualized comput-
ing or cloud-computing network with distributed input
devices and at least one remote server computer for automati-
cally analyzing received video, audio and/or image inputs for
providing social security and/or surveillance for a surveil-
lance environment, surveillance event, and/or surveillance
target.

[0017] The present invention is directed to a social surveil-
lance system and methods for providing automated cloud-
based analytics that allows for uploading of captured inputs,
authentication of the inputs, and analysis of the inputs to
provide real- or near real-time surveillance of a surveillance
environment, surveillance event, and/or surveillance target.
The social surveillance invention includes a combination of
several key features including input authentication, time, and
automated cloud-based analytics relating to the inputs and the
surveillance environment, surveillance event, and/or surveil-
lance target. The authentication is provided with device and/
oruser with location wherein the input devices provide infor-
mation including geographic location information and/or
global positioning system (GPS) information to be embedded
within images and videos and/or included in the messaging
from the input devices over the network to the at least one
server computer. The input devices include mobile input cap-
ture devices including but not limited to smart phones, tablet
computers, mobile communications devices, portable com-
puters, wearable computers and/or wearable input capture
and communication devices.

[0018] These and other aspects of the present invention will
become apparent to those skilled in the art after a reading of
the following description of the preferred embodiment when
considered with the drawings, as they support the claimed
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG.11is aschematic diagram of one embodiment of
the invention.
[0020] FIG. 2 is a schematic diagram of one embodiment of
the invention.
[0021] FIG. 3 is a schematic diagram of one embodiment of
the invention.
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[0022] FIG. 4 is a schematic diagram of a cloud-based
system of the present invention.

[0023] FIG. 5 is another schematic diagram of a cloud-
based system of the present invention.

DETAILED DESCRIPTION

[0024] Referring now to the drawings in general, the illus-
trations are for the purpose of describing a preferred embodi-
ment of the invention and are not intended to limit the inven-
tion thereto.

[0025] The present invention relates to cloud-based surveil-
lance systems and methods for providing at least one server
computer in communication with a network for providing
centralized and/or distributed cloud-based analytics of inputs
captured from remote input capture devices for providing
analyzed inputs that are stored in the cloud-based system
database and accessible remotely and securely for providing
security for at least one surveillance environment, surveil-
lance event, and/or surveillance target. Related secure wired
and/or wireless networks and systems, and methods for using
them are disclosed in U.S. Publications 2006/0064477 and
2014/0071289, and U.S. Pat. Nos. 7,784,080, 7,719,567,
7,954,129, 7,728,871, 7,730,534 and 8,395,664, each of
which are incorporated herein by reference in their entirety.
[0026] The present invention provides a cloud-computing
surveillance system including: at least one server computer
having a processor and a memory, constructed and configured
in network-based communication with a multiplicity of
remote input devices having input capture mechanisms;
inputs captured by the remote input devices transmitted
within a secure messaging communicated over the network;
wherein the inputs are received, authenticated, and indexed
by the at least one server computer and stored in a correspond-
ing database; wherein the inputs are processed and analyzed
based upon at least one profile for a surveillance environment,
a surveillance event, and/or a surveillance target, for provid-
ing a near-real-time analysis of the inputs to determine a
status of security. The at least one profile associated with the
surveillance environment, surveillance event, and/or surveil-
lance target may include security level (low, medium, high),
alert level, time interval for review for change, authorized
remote input device and/or user information, and combina-
tions thereof. The status may be selected from: normal, ques-
tionable, alert, urgent, disaster, injury, and any descriptor or
indicator of the level and condition of the environment, event,
and/or target compared with predetermined conditions.
[0027] The system may further include a priority and a
profile associated with the inputs for automatically associat-
ing the inputs with the corresponding surveillance environ-
ment, surveillance event, and/or surveillance target. The pro-
file associated with the inputs may include user and/or owner
identifier, equipment identifier, communication security
level, and combinations thereof. In one embodiment, the
secure messaging includes internet protocol (IP) messaging
of data packet(s) including the inputs, and may further
include encryption, digital fingerprinting, watermarking,
media hashes, and combinations thereof. As described in the
following detailed description of the invention, the inputs are
selected from images, audio, and/or video; more particularly,
the input is selected from live streaming video, real-time
images and/or audio, previously recorded video, previously
captured images and/or audio, and combinations thereof. The
remote input devices include mobile phones, smart phones,
tablet computers, portable computers, mobile communica-
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tion devices, wearable input capture devices, and/or security
cameras. By way of example and not limitation, a wearable
input capture device may be removable, portable devices such
as eyewear (like Google Glass), headwear, wristwear, etc.
[0028] The analysis is performed by a virtualized or cloud-
based computing system and provides for remote access of
analyzed inputs, and involves at least one rules engine for
transforming individual inputs into analyzed content. The
analyzed content may include inputs from more than one
remote input device. Additionally, the analyzed content may
be generated by transforming the original inputs by the at
least one server computer automatically assembling input
fragments into an integrated content file, and wherein the
original input is stored and associated with the integrated
content file.

[0029] In one embodiment of the present invention, the
authentication includes confirmation of global positioning
system (GPS) location of each of the remote input devices
providing inputs and matching the GPS location with corre-
sponding at least one predetermined surveillance environ-
ment, surveillance event, and/or surveillance target. Prefer-
ably, the analysis includes authentication of the input device
with a device identification, a user identification, a geo-
graphic location, and a time associated with the input and the
predetermined surveillance environment, surveillance event,
and/or surveillance target.

[0030] At the at least one server computer, the authenti-
cated inputs are automatically tagged, combined, grouped,
edited, and analyzed by the cloud-based system according to
the predetermined surveillance environment, surveillance
event, and/or surveillance target. Also, the input is verified by
authenticating the at least one input device and/or its corre-
sponding user and the input is analyzed to confirm that there
has been no alteration, editing, and/or modification to the
input prior to its receipt by the at least one server computer.
[0031] The present invention also provides methods for the
system described in the foregoing, including the steps of:
providing a cloud-based or virtualized computing system
having at least one server computer with a processor and a
memory, constructed and configured in network-based com-
munication with a multiplicity of remote input devices having
input capture mechanisms; receiving by the at least one server
computer inputs from the remote input devices transmitted
within a secure messaging communicated over the network;
authenticating the inputs; indexing the inputs by the at least
one server computer; and storing the inputs in a correspond-
ing database; processing and analyzing the inputs by the at
least one server computer using at least one profile for a
surveillance environment, a surveillance event, and/or a sur-
veillance target, for providing a near-real-time analysis of the
inputs to determine a status of security. Additional steps may
include: providing a priority for the secure messaging; ana-
lyzing inputs from more than one remote input device in near
real time to provide social security surveillance of the sur-
veillance environment, surveillance event, and/or surveil-
lance target; and/or automatically assembling input frag-
ments into an integrated content file, and wherein the original
input is stored and associated with the integrated content file.
Also, preferably, the authenticating step includes automatic
authentication of the input device and/or its user based upon
the combination of a device identification, a user identifica-
tion, a geographic location, and a time associated with the
input and the predetermined surveillance environment, sur-
veillance event, and/or surveillance target.
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[0032] The present invention systems and methods include
a social surveillance system for providing automated cloud-
based analytics that allows for uploading of captured inputs,
authentication of the inputs, and analysis of the inputs to
provide real- or near real-time surveillance of a surveillance
environment, surveillance event, and/or surveillance target.
The social surveillance invention includes a combination of
several key features including input authentication, time, and
automated cloud-based analytics relating to the inputs and the
surveillance environment, surveillance event, and/or surveil-
lance target.

[0033] The authentication is provided with device and/or
user with location wherein the input devices provide infor-
mation including geographic location information and/or
global positioning system (GPS) information to be embedded
within images and videos and/or included in the messaging
from the input devices over the network to the at least one
server computer. Additionally, overlay and other techniques
may also be used during upload of content, such as, by way of
example and not limitation, TDOA, AIA, and RF fingerprint-
ing technologies.

[0034] Preferably, the input devices are equipped with a
time-stamp function that embeds a date and time into an
image or video for later authentication, or their messaging
provides a date and time associated with the inputs, including
images, and/or video.

[0035] Additionally, the authentication of users and/or
devices through the evaluation of uploaded content, including
stenographic techniques such as digital fingerprinting and
watermarking, or user-verification techniques such as login
or CAPTCHA technologies and biometric scanning.

[0036] While some content is considered verified by
authenticating a user or device, additional analytics may be
performed by the cloud-based system to establish that content
has not been modified from its original sources, such as
through the use of media hashes. Additionally, after receiving
and authenticating multiple sources of information, analytics
may allow for the inputs to be aggregated, tagged, combined,
edited, and/or grouped. Although in the prior art, content-
based analytics is used in CCTV settings and when veritying
that digital content has been unaltered or authenticating a
content’s source (e.g., copyrighted music, images and vid-
eos), it has not been used for distributed, cloud-based social
surveillance allowing for a multiplicity of inputs from remote
input devices to at least one server computer for analysis of
the inputs based upon a predetermined surveillance environ-
ment, surveillance event, and/or surveillance target, and more
particularly for security surveillance.

[0037] Notably, the present invention does not require spe-
cialized pre-registered devices, but instead incorporates dis-
tributed, and potentially unknown devices, so long as the user,
time and location correspond to the predetermined surveil-
lance environment, surveillance event, and/or surveillance
target.

[0038] Systems and methods of the present invention pro-
vide for a multiplicity of remote input devices, by way of
example and not limitation, including commercially available
devices such as Google glass or glasses or headwear having
input capture mechanisms and mobile communication capa-
bility, mobile smart phones, cellular phones, tablet comput-
ers, gaming devices such as an Xbox Kinect controller, so
long as the input device is constructed and configured to
capture and share or transmit video and/or images associated
with location data, direction, etc. and owners/users with the
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cloud-based surveillance system. The input information is
stored on at least one server computer, in a centralized and/or
virtualized central manner, and the input information is
indexed, organized, stored, and available for access by autho-
rized users via the network through a website or portal or API.
The input device is preferably registered with the system
through an app or software application associated with the
remote or distributed input devices. While preregistration is
not required for the inputs to be associated with at least one
surveillance environment, surveillance event, and/or surveil-
lance target, all inputs are required to be authenticated by the
system based upon the input device, the input device user,
and/or corresponding identification and/or association with
the surveillance environment, surveillance event, and/or sur-
veillance target. By way of example and not limitation, a
video input is transmitted by a remote input device with an
email including the video input as a media attachment within
the message; the cloud-based system and its at least one
server computer receives the email message, authenticates
the email address associated with the device and/or user, and
accepts the video. Also the same is provided with MMS or
text messaging with video and/or audio and/or image.
[0039] Inoneembodiment of the present invention, method
steps include: providing the system as described hereinabove;
providing a software application operating on a remote input
device for capturing at least one input including an image, a
video, and/or an audio input; activating the software applica-
tion; capturing the at least one input including an image, a
video, and/or an audio input; automatically and/or manually
including structural and/or descriptive metadata, including
but not limited to unique identifying indicia associated with
the input, time, location or geographic information, text and/
or audio notation associated with the input, priority flag or
indicator, and combinations thereof.

[0040] Optionally, the software application and/or the
remote input device automatically verifies and authenticates
the user of the remote input device, for example using bio-
metric authentication such as facial recognition, fingerprint,
etc., and/or using a user identification and passcode or per-
sonal identification number, or other authentication mecha-
nisms. Preferably, the authentication information is included
with the metadata corresponding to the input(s) and associ-
ated therewith as a composite input, and the software appli-
cation and/or the remote input device automatically transmits
the composite input over the network to the cloud-based
system and the at least one server computer thereon and is
saved in at least one database. In preferred embodiments of
the present invention, a user interface is provided on the
remote input device(s) or distributed computer device(s) and
their corresponding displays to provide secure, authorized
access to the composite input and/or to all inputs associated
with predetermined surveillance environment, surveillance
event, and/or surveillance target stored in the cloud database.
[0041] Also, preferably, the software application on the
remote input device provides an automated sharing feature
that provides for single click select and activation of media
sharing of the selected inputs captured. In one embodiment,
the single click select and activation of media sharing of the
selected inputs captured on that remote input device provides
forautomatic association of the shared media with at least one
email address corresponding to the user and the remote input
device.

[0042] FIGS. 1-3 illustrate schematic diagrams of the
present invention; like reference indicators are used through-
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out the multiple figures for the same or similar elements, as
appropriate. FIG. 1 shows a CPU processor and/or server
computer 710 in network-based communication with at least
one database 720 and at least one geographically redundant
database 730, a communications (wired and/or wireless)
router 780, communications tower 812 and distributed input
capture devices 830. The distributed input capture devices
may include image capture 610, video capture 620, audio
capture 630, text and audio note 640, and/or geo-location 650
technologies, each technology capable of collecting data for
upload to the network 810 and storage on the databases 720,
730. As the distributed input capture devices 830 may also
contain identity technologies 920, such as facial, fingerprint
and/or retina recognition, both databases 220, 240 may
include identity database 940 for validating fingerprints,
facial recognition, and/or retina recognition. Distributed
input capture devices 830 may communicate with the each
other through Bluetooth wireless 602, with the communica-
tions tower 812 through cellular wireless 603, and/or with a
router 780 through Wi-Fi wireless 601. Device 760, being any
computer, tablet, smartphone, or similar device, permits user
access to the data, video, image, and audio storage on the
cloud.

[0043] FIG. 2 illustrates another embodiment of a cloud-
based analytics system providing for the components shown,
including wearable input capture devices 790 associated with
input capture devices 830.

[0044] FIG. 3 illustrates another cloud-based or virtual
computing system with the components shown, including a
software application or app on a smartphone having a graphic
user interface (GUI) providing for a live viewing area on the
device and function buttons, virtual buttons (i.e., touch-acti-
vated, near-touch-activated, etc.) of record, notes, and send,
associated with input capture devices 830.

[0045] Although ‘cloud computing’ can generically be
applied to any software as a service or to services interfacing
through the Internet, in the present invention, ‘cloud-based’
computing refers to distributed computing among at least one
server or more than one server.

[0046] Referring now to FIG. 4, a schematic diagram illus-
trating a virtualized computing network used in of one
embodiment of the invention for automated systems and
methods is shown. As illustrated, components of the systems
and methods include the following components and sub-
components, all constructed and configured for network-
based communication, and further including data processing
and storage. As illustrated in FIG. 4, a basic schematic of
some of the key components of a financial settlement system
according to the present invention are shown. The system 200
comprises a server 210 with a processing unit 211. The server
210 is constructed, configured and coupled to enable commu-
nication over a network 250. The server provides for user
interconnection with the server over the network using a
personal computer (PC) 240 positioned remotely from the
server, the personal computer having instructions 247. Fur-
thermore, the system is operable for a multiplicity of remote
personal computers or terminals 260, 270, having operating
systems 269, 279. For example, a client/server architecture is
shown. Alternatively, a user may interconnect through the
network 250 using a user device such as a personal digital
assistant (PDA), mobile communication device, such as by
way of example and not limitation, a mobile phone, a cell
phone, smart phone, laptop computer, netbook, a terminal, or
any other computing device suitable for network connection.
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Also, alternative architectures may be used instead of the
client/server architecture. For example, a PC network, or
other suitable architecture may be used. The network 250
may be the Internet, an intranet, or any other network suitable
for searching, obtaining, and/or using information and/or
communications. The system of the present invention further
includes an operating system 212 installed and running on the
server 210, enabling server 210 to communicate through net-
work 250 with the remote, distributed user devices. The oper-
ating system may be any operating system known in the art
thatis suitable for network communication as described here-
inbelow. Data storage 220 may house an operating system
222, memory 224, and programs 226.

[0047] Additionally or alternatively to FIG. 4, FIG. 5 is a
schematic diagram of an embodiment of the invention illus-
trating a computer system, generally described as 800, having
anetwork 810 and a plurality of computing devices 820, 830,
840. In one embodiment of the invention, the computer sys-
tem 800 includes a cloud-based network 810 for distributed
communication via the network’s wireless communication
antenna 812 and processing by a plurality of mobile commu-
nication computing devices 830. In another embodiment of
the invention, the computer system 800 is a virtualized com-
puting system capable of executing any or all aspects of
software and/or application components presented herein on
the computing devices 820, 830, 840. In certain aspects, the
computer system 800 may be implemented using hardware or
a combination of software and hardware, either in a dedicated
computing device, or integrated into another entity, or distrib-
uted across multiple entities or computing devices.

[0048] By way of example, and not limitation, the comput-
ing devices 820, 830, 840 are intended to represent various
forms of digital computers 820, 840, 850 and mobile devices
830, such as a server, blade server, mainframe, mobile phone,
a personal digital assistant (PDA), a smart phone, a desktop
computer, a netbook computer, a tablet computer, a worksta-
tion, a laptop, and other similar computing devices. The com-
ponents shown here, their connections and relationships, and
their functions, are meant to be exemplary only, and are not
meant to limit implementations of the invention described
and/or claimed in this document.

[0049] In one embodiment, the computing device 820
includes components such as a processor 860, a system
memory 862 having a random access memory (RAM) 864
and a read-only memory (ROM) 866, and a system bus 868
that couples the memory 862 to the processor 860. In another
embodiment, the computing device 830 may additionally
include components such as a storage device 890 for storing
the operating system 892 and one or more application pro-
grams 894, a network interface unit 896, and/or an input/
output controller 898. Fach of the components may be
coupled to each other through at least one bus 868. The
input/output controller 898 may receive and process input
from, or provide output to, a number of other devices 899,
including, but not limited to, alphanumeric input devices,
mice, electronic styluses, display units, touch screens, signal
generation devices (e.g., speakers) or printers.

[0050] By way of example, and not limitation, the proces-
sor 860 may be a general-purpose microprocessor (e.g., a
central processing unit (CPU)), a graphics processing unit
(GPU), a microcontroller, a Digital Signal Processor (DSP),
an Application Specific Integrated Circuit (ASIC), a Field
Programmable Gate Array (FPGA), a Programmable Logic
Device (PLD), a controller, a state machine, gated or transis-



US 2015/0296186 Al

tor logic, discrete hardware components, or any other suitable
entity or combinations thereof that can perform calculations,
process instructions for execution, and/or other manipula-
tions of information.

[0051] Inanother implementation, shown in FIG. 5, acom-
puting device 840 may use multiple processors 860 and/or
multiple buses 868, as appropriate, along with multiple
memories 862 of multiple types (e.g., a combination of a DSP
and a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core).
[0052] Also, multiple computing devices may be con-
nected, with each device providing portions of the necessary
operations (e.g., a server bank, a group of blade servers, or a
multi-processor system). Alternatively, some steps or meth-
ods may be performed by circuitry that is specific to a given
function.

[0053] According to various embodiments, the computer
system 800 may operate in a networked environment using
logical connections to local and/or remote computing devices
820, 830, 840, 850 through a network 810. A computing
device 830 may connect to a network 810 through a network
interface unit 896 connected to the bus 868. Computing
devices may communicate communication media through
wired networks, direct-wired connections or wirelessly such
as acoustic, RF or infrared through a wireless communication
antenna 897 in communication with the network’s wireless
communication antenna 812 and the network interface unit
896, which may include digital signal processing circuitry
when necessary. The network interface unit 896 may provide
for communications under various modes or protocols.
[0054] In one or more exemplary aspects, the instructions
may be implemented in hardware, software, firmware, or any
combinations thereof. A computer readable medium may
provide volatile or non-volatile storage for one or more sets of
instructions, such as operating systems, data structures, pro-
gram modules, applications or other data embodying any one
or more of the methodologies or functions described herein.
The computer readable medium may include the memory
862, the processor 860, and/or the storage media 890 and may
be a single medium or multiple media (e.g., a centralized or
distributed computer system) that store the one or more sets of
instructions 900. Non-transitory computer readable media
includes all computer readable media, with the sole exception
being a transitory, propagating signal per se. The instructions
900 may further be transmitted or received over the network
810 via the network interface unit 896 as communication
media, which may include a modulated data signal such as a
carrier wave or other transport mechanism and includes any
delivery media. The term “modulated data signal” means a
signal that has one or more of'its characteristics changed or set
in a manner as to encode information in the signal.

[0055] Storage devices 890 and memory 862 include, but
are not limited to, volatile and non-volatile media such as
cache, RAM, ROM, EPROM, EEPROM, FLLASH memory or
other solid state memory technology, disks or discs (e.g.,
digital versatile disks (DVD), HD-DVD, BLU-RAY, compact
disc (CD), CD-ROM, floppy disc) or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other medium that can
be used to store the computer readable instructions and which
can be accessed by the computer system 800.

[0056] Itisalso contemplated that the computer system 800
may not include all of the components shown in FIG. 5, may
include other components that are not explicitly shown in
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FIG. 5, or may utilize an architecture completely different
than that shown in FIG. 5. The various illustrative logical
blocks, modules, elements, circuits, and algorithms described
in connection with the embodiments disclosed herein may be
implemented as electronic hardware, computer software, or
combinations of both. To clearly illustrate this interchange-
ability of hardware and software, various illustrative compo-
nents, blocks, modules, circuits, and steps have been
described above generally in terms of their functionality.
Whether such functionality is implemented as hardware or
software depends upon the particular application and design
constraints imposed on the overall system. Skilled artisans
may implement the described functionality in varying ways
for each particular application (e.g., arranged in a different
order or partitioned in a different way), but such implemen-
tation decisions should not be interpreted as causing a depar-
ture from the scope of the present invention.

[0057] Certain modifications and improvements will occur
to those skilled in the art upon a reading of the foregoing
description. By way of example and not limitation, the
present invention systems and methods may further include
automated web-based searching to identify and analyze simi-
lar images and/or videos (or content, individuals, objects, and
combinations thereof in the images and/or videos) from
social websites or social media postings to associate, link,
supplement and/or match with the at least one input authen-
ticated and received by the cloud-based server(s) and corre-
sponding to a surveillance environment, a surveillance event,
and/or a surveillance target within a predetermined time-
frame. The above-mentioned examples are provided to serve
the purpose of clarifying the aspects of the invention and it
will be apparent to one skilled in the art that they do not serve
to limit the scope of the invention. All modifications and
improvements have been deleted herein for the sake of con-
ciseness and readability but are properly within the scope of
the present invention.

The invention claimed is:

1. A cloud-computing surveillance system comprising:

at least one server computer having a processor and a

memory, constructed and configured in network-based
communication with a multiplicity of remote input
devices having input capture mechanisms;

inputs captured by the remote input devices transmitted

within a secure messaging communicated over the net-
work;

wherein the inputs are received, authenticated, and indexed

by the at least one server computer and stored in a
corresponding database;

wherein the inputs are processed and analyzed based upon

at least one profile for a surveillance environment, a
surveillance event, and/or a surveillance target, for pro-
viding a near-real-time analysis of the inputs to deter-
mine a status of security.

2. The system of claim 1, further including a priority and a
profile associated with the inputs for automatically associat-
ing the inputs with the corresponding surveillance environ-
ment, surveillance event, and/or surveillance target.

3. The system of claim 1, wherein the secure messaging
includes internet protocol (IP) messaging of data packet(s)
including the inputs.

4. The system of claim 1, wherein the inputs are selected
from images and/or video.

5. The system of claim 1, wherein the remote input devices
include mobile phones, smart phones, tablet computers, por-
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table computers, mobile communication devices, wearable
input capture devices, and/or security cameras.

6. The system of claim 1, wherein the analysis is performed
by a virtualized or cloud-based computing system and pro-
vides for remote access of analyzed inputs.

7. The system of claim 1, wherein the analysis involves at
least one rules engine for transforming individual inputs into
analyzed content.

8. The system of claim 7, wherein the analyzed content
includes inputs from more than one remote input device.

9. The system of claim 8, wherein the analyzed content
includes automatically assembling input fragments into an
integrated content file, and wherein the original input is stored
and associated with the integrated content file.

10. The system of claim 1, wherein the authentication
includes confirmation of global positioning system (GPS)
location of each of the remote input devices providing inputs
and matching the GPS location with corresponding at least
one predetermined surveillance environment, surveillance
event, and/or surveillance target.

11. The system of claim 1, wherein the analysis includes
authentication of the input device with a device identification,
a user identification, a geographic location, and a time asso-
ciated with the input and the predetermined surveillance envi-
ronment, surveillance event, and/or surveillance target.

12. The system of claim 1, wherein the inputs are automati-
cally tagged, combined, grouped, edited, and analyzed by the
cloud-based system according to the predetermined surveil-
lance environment, surveillance event, and/or surveillance
target.

13. The system of claim 1, wherein the input is verified by
authenticating the at least one input device and/or its corre-
sponding user.

14. The system of claim 1, wherein the input is analyzed to
confirm that there has been no alteration, editing, and/or
modification to the input prior to its receipt by the at least one
server computer.

15. The system of claim 1, wherein the input is selected
from live streaming video, real-time images and/or audio,
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previously recorded video, previously captured images and/
or audio, and combinations thereof.

16. A method for providing cloud-based surveillance com-
prising the steps of:

providing at least one server computer having a processor

and a memory, constructed and configured in network-

based communication with a multiplicity of remote

input devices having input capture mechanisms;
receiving by the at least one server computer inputs from

the remote input devices transmitted within a secure

messaging communicated over the network;
authenticating the inputs;

indexing the inputs by the at least one server computer;

storing the inputs in a corresponding database;

processing and analyzing the inputs by the at least one
server computer using at least one profile for a surveil-
lance environment, a surveillance event, and/or a sur-
veillance target, for providing a near-real-time analysis
of the inputs to determine a status of security.

17. The method of claim 16, further including the step of
providing a priority for the secure messaging.

18. The method of claim 16, further including the step of
analyzing inputs from more than one remote input device in
near real time to provide social security surveillance of the
surveillance environment, surveillance event, and/or surveil-
lance target.

19. The method of claim 16, further including the step of
automatically assembling input fragments into an integrated
content file, and wherein the original input is stored and
associated with the integrated content file.

20. The method of claim 16, wherein the authenticating
step includes automatic authentication of the input device
and/or its user based upon the combination of a device iden-
tification, a user identification, a geographic location, and a
time associated with the input and the predetermined surveil-
lance environment, surveillance event, and/or surveillance
target.



