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(57) ABSTRACT

The present invention relates to a method to protect, in a
secured container using an encryption key, a set of mixed
sensitive and public data to be transferred to an entity. The
method includes the steps of: generating a random key,
ciphering the set of mixed sensitive and public data using
said random key to obtain a ciphered set of data, generating
an initialization value, and defining configuration informa-
tion for the secured container. The initialization value, the
configuration information and random key form a preamble.
The preamble and the ciphered set of data are encrypted. The
initialization value renders the resulting encrypted data
variable from a secured container to another even in case of
repetitive configuration information in the preamble.
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METHOD TO PROTECT A SET OF
SENSITIVE DATA ASSOCIATED TO PUBLIC
DATA IN A SECURED CONTAINER

FIELD OF THE INVENTION

[0001] The present invention relates to a method to pro-
tect, in a secured container using an encryption key, a set of
mixed sensitive and public data to be transferred to an entity.
More particularly the invention concerns delivery of a large
set of public and sensitive data that need to be provided into
a single unalterable, randomized structure ciphered under an
encryption key.

[0002] The invention also pertains to a secured container
obtained by application of said method.

BACKGROUND OF THE INVENTION

[0003] Generally, public data (eg. GP identifier, transport
application identifier) and sensitive data (eg. Banking keys,
Controlling Authority keys, TSM keys) need to be delivered
into a secured container without compromising integrity.
[0004] This leads to great amount of secured containers to
be delivered all together. The known secured containers are
encrypting the whole set of data comprising public and
sensitive data under a same encryption key.

[0005] As a same encryption key, is used for the whole
amount of secured containers, attacks can be done on the
whole amount of secured containers to detect constant
patterns by analyzing generated data blocks. This weakens
the encryption key.

[0006] Further alternative and advantageous solutions
would, accordingly, be desirable in the art in order to insure
that encryption key integrity is not altered while using large
amount of secured containers.

SUMMARY OF THE INVENTION

[0007] The present invention aims at avoiding the above-
mentioned malicious attacks while providing a method
robust and light enough so that it can be used by an
embedded OS once the secured container is provided to the
secure element, whatever this one is a card or an embedded
secure element or any other secured entity.
[0008] The present invention is defined, in its broadest
sense, as a method comprising the steps of:

[0009] generating a random key,

[0010] ciphering the set of data using said random key

to obtain a ciphered set of data,
[0011] generating an initialization value,
[0012] defining configuration information for the
secured container,

[0013] said initialization value, said configuration infor-
mation and random key forming a preamble, encrypting the
preamble and the ciphered set of data, said initialization
value rendering the resulting encrypted data variable from a
secured container to another even in case of repetitive
configuration information in the preamble.
[0014] The method of the invention allows delivering to
external trusted third party a huge amount of secured con-
tainers providing optimum durability of the encryption key
during transport, storage and loading. Thus the schema of
the invention allows exchanging securely data with third
party not belonging to the provider of the sensitive data.
[0015] Indeed the encrypted data are such that no constant
pattern can be found because of the application of the

Oct. 6, 2016

initialization value during the encryption of the data with the
encryption key which is typically Kz, This schema thus
allows the protection and durability of the Encryption key.
The non alterability of secured container, i.e. by patching,
has been increased through this schema during transport/
storage/loading steps. The term “initialization value” refers
to its meaning in the field of cryptography where it is also
called initialization vector or starting variable. It is well
known, in this field, that initialization values are requested
to be different and unpredictable for each block of data to be
encrypted. They are typically required to be random or
pseudorandom.

[0016] The invention provides a double encryption using
random key and encryption key to avoid any plain text/
ciphered couples to be localized in any secured container. It
avoids jeopardizing assets to protect in the secured con-
tainer. More precisely the invention avoids any identification
or localization of the sensitive data and even less their
jeopardizing.

[0017] Furthermore, the solution of the invention brings
enough robustness and lightness to be read by an Operating
System embedded in a token like secure element or card.

[0018] The invention avoids any patching or forging of
data by the addressee. Configuration information and pad-
ding that are susceptible to be detected as fix encrypted
pattern on a whole amount of secured containers are ran-
domized thanks to the initialization values and chaining
encryption method. In the invention, the random initializa-
tion value is of course a secret value only stored as first
encryption blocks in the secured container. The structure of
the secured container allows secure and easy extraction of a
selected set of data by simply decrypting the secured con-
tainer.

[0019] The application of the invention results in the
absence of any “plain text/cipher text couple”, e.g. data that
can be localized and compared from a set of sensitive data
to the other one before encryption key has been used to
decrypt.

[0020] Therefore, the method according to the present
invention allows reducing the risks of malicious attacks.

[0021] The present invention also concerns a device to
produce secured containers by application of the method
according to one of the preceding claims, said device
comprising a random key generator, an initialization value
generator and cryptographic module intended to perform the
ciphering of the set of data using the random key to obtained
a ciphered set of data and the encryption of a preamble and
the ciphered set of data with an initialization value rendering
the resulting encrypted data variable from a secured con-
tainer to another even in case of repetitive configuration
information in the preamble.

[0022] Such a device enables to obtain secured containers
having public data in different localization among the
encrypted sensitive data, thus avoiding any forging or patch-
ing of sensitive data through use of said encrypted public
data patterns. It also renders attacks on the encryption key
much more difficult. Its durability is thus much better than
with the known methods to create secured containers. It is
here noted that terms ciphering and encryption are employed
to designate the same technical action. The use of the two
terms is artificial and dedicated to the distinction between
the two different steps of ciphering/encryption. The term
“device” here refers to hardware or software products to



US 2016/0294791 Al

implement the invention. Typically, it can refer to a solution
provided to any entity having key management system.
[0023] The present invention also relates to a secured
container as obtained by application of the method of the
invention and comprising:

[0024] a preamble including at least an initialization
value, configuration information and a random key;

[0025] a set of mixed sensitive and public data
encrypted with the random key;

[0026] the preamble and the encrypted set of mixed
sensitive and public data being further encrypted using
an encryption key.

[0027] With the invention, if public data are moved or
duplicated, they will however not be localizable in the
secured container. That was not the case with application of
the prior art methods of protecting a set of sensitive data
associated to public data. The secured container of the
invention is generic and can be adapted to any secure
provisioning scheme (i.e. manufacturer loader, TSM server
provisioning . . . ).

[0028] The solution of the invention can be deployed into
any secure data transfer independent from the addressed
elements (cards, secure elements . . . ) business requiring
large amount of data and encryption key durability.

[0029] The obtained secured container can be used to
securely recover data on demand through dedicated parsing
according to security rules. Security rules can be defined in
the configuration information CI.

[0030] To the accomplishment of the foregoing and related
ends, one or more embodiments comprise the features
hereinafter fully described and particularly pointed out in the
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] The following description and the annexed draw-
ings set forth in detail certain illustrative aspects and are
indicative of but a few of the various ways in which the
principles of the embodiments may be employed. Other
advantages and novel features will become apparent from
the following detailed description when considered in con-
junction with the drawings and the disclosed embodiments
are intended to include all such aspects and their equivalents.
[0032] FIG. 1 represents a secured container obtained with
a method of the invention;

[0033] FIG. 2 shows a schematic flowchart of a method of
the invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0034] For clarity, only those elements and steps which are
useful to the understanding of the present invention have
been shown in the drawings and will be described.

[0035] FIG. 1 schematically shows a secured container SC
according to the invention. It includes a set of sensitive data
formatted as Ti.Li.Vi or Li.Vi ended by a mandatory padding
MP. This set of sensitive data is here a triplet built by a
secure data generation environment, involving a Key Man-
agement System (KMS). These data form a data block CDB
ciphered using a random key RK. The random key RK is
typically preliminary generated by the KMS.

[0036] The secured container SC further includes a pre-
amble P. This preamble comprises configuration information
CI (e.g. a version of the secured container and optional
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security rules . . . ) and the random key RK used to cipher
the set of sensitive data. This preamble P comprises at his
beginning an initialization value IV, typically a salt code S.
[0037] At the end of the data embedded in the secured
container SC, are placed mandatory padding MP and an
integrity check value IC. This IC is calculated from the
preamble P and either the ciphered set of data CDB or plain
text set of data according to configuration information CI.
[0038] The preamble P, the ciphered data block CDB, the
integrity check value IC and the mandatory padding MP are
then encrypted using an encryption key EK. A secured
container SC encrypted under encryption key EK is thus
obtained. As the secured container of the invention includes
an initialization value IV at the beginning of the whole data
P, CDB, IC and MP to be encrypted, during the encryption,
the encrypted data are chained in function of this initializa-
tion data IV.

[0039] As aconsequence, as a different initialization value
1V is used for each created secured container SC, there will
not be any position in the chain of bits within the secured
container susceptible to be constant from one secured con-
tainer to the other. This will strengthen the encryption key
EK as it will be more difficult to break it. Indeed the
invention avoids any attack using repetition of patterns
inside the encrypted value to break the encryption key.
[0040] FIG. 2 schematically shows a method to protect a
set of mixed sensitive and public data Ti.Li.Vi or Li.Vi
associated to configuration information CI in a secured
container SC while protecting also the encryption key EK
used to form the secured container SC.

[0041] The configuration Information CI comprises typi-
cally a version of implementation describing used crypto-
graphic algorithm, security rules, formatting options (ex.
Ti.Li.Vi or Li.Vi), checksum calculation method (hash, CRC
16, CRC 32, CRC custom, . . .) . ...

[0042] This method comprises a first step E1 of generating
a random key RK. Then a set of mixed sensitive and public
data Ti.Li.Vi or Li.Vi is ciphered using the random key RK
in a step E2. This leads to a ciphered data block CDB.
[0043] Then in a step E3, an initialization value IV is
generated and, in a step E'3, configuration information are
defined.

[0044] The initialization value IV, the random key RK and
the configuration Information CI are then gathered to form
a preamble P in a step E4.

[0045] This preamble P and the ciphered set of data CDB
are then encrypted using the key EK in a step E5. The
encryption, being applied on data having an initialization
value IV at the beginning of the data to be encrypted,
propagates a chaining dependant on the initialization value
v.

[0046] The obtained encrypted data will make the public
data be encrypted with non predictable patterns. It renders
any attacks by similarity very difficult. Thus the encryption
key EK will be harder to break due to the fact that this form
of attack cannot be used.

[0047] The invention applies to the personalization or post
issuance management of many electronic products in tele-
com, identity, transport and banking fields, whatever it is
cards or secure elements.

[0048] The invention merges public and sensitive data into

an unalterable block delivered into a file comprehensive by
embedded OS.
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[0049] The invention aims particularly to be used as such
without any preprocessing step before usage, typically by a
secure element that would simply have to decrypt the
secured container using the encryption key. No trans-cipher-
ing is needed. The final aim is to obtain a maximal produc-
tion rate in production centers or servers. Both production
centers and servers do not even need any kind of KMS. They
do not even need to know the encryption key.

[0050] Inthe above detailed description, reference is made
to the accompanying drawings that show, by way of illus-
tration, specific embodiments in which the invention may be
practiced. These embodiments are described in sufficient
detail to enable those skilled in the art to practice the
invention. The above detailed description is, therefore, not to
be taken in a limiting sense, and the scope of the present
invention is defined only by the appended claims, appropri-
ately interpreted, along with the full range of equivalents to
which the claims are entitled.

1. Method to protect, in a secured container using an
encryption key, a set of mixed sensitive and public data to
be transferred to an entity, said method comprising the steps
of:

generating a random key,

ciphering the set of mixed sensitive and public data using

said random key to obtain a ciphered set of data,
generating an initialization value,

defining configuration information for the secured con-

tainer,

said initialization value, said configuration information

and random key forming a preamble, encrypting the
preamble and the ciphered set of data, said initialization
value rendering the resulting encrypted data variable
from a secured container to another even in case of
repetitive configuration information in the preamble.

2. Method to protect according to claim 1, wherein said
method comprises a step of generating a salt code, said salt
code being used to build the initialization value.
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3. Method to protect according to claim 1, said method
comprising a step of defining a version of implementation,
said version of implementation being inserted in configura-
tion information.

4. Method according to claim 3, wherein said version of
implementation describes at least one of the followings:
used cryptographic algorithm, security rules, formatting
options, checksum calculation method, version ID.

5. Method to protect according to claim 1, said method
comprising a step of calculation of an integrity check value
over the preamble and either the ciphered or plain text set of
mixed sensitive and public data, said integrity check value
being encrypted together with the preamble and the ciphered
set of mixed sensitive and public data.

6. Device to produce secured containers by application of
the method according to claim 1, said device comprising a
random key generator, an initialization value generator and
cryptographic module intended to perform the ciphering of
the set of mixed sensitive and public data using the random
key to obtain a ciphered set of mixed sensitive and public
data and the encryption of a preamble and the ciphered set
of mixed sensitive and public data with an initialization
value rendering the resulting encrypted data variable from a
secured container to another even in case of repetitive
configuration information in the preamble.

7. Secured container as obtained by application of the
method according to claim 1, said secured container com-
prising:

a preamble including at least an initialization value,

configuration information and a random key;

a set of mixed sensitive and public data encrypted with the

random key;

the preamble and the encrypted set of mixed sensitive and

public data being further encrypted using an encryption
key.



