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PROXIMITY BASED AUTHENTICATION
USING BLUETOOTH

BACKGROUND

[0001] Short range wireless computer networks (or “local
wireless networks” herein) such as BLUETOOTH are useful
for providing communications between computing devices
without being subject to the limitations of larger, “infrastruc-
ture-like” computer networks (or “infrastructure networks”
herein) such as a local area network (LAN) or a global com-
puter network such as the Internet. More specifically, com-
munication between devices on such local wireless networks
may occur without the devices being connected to such infra-
structure networks. Additionally, even if connected to such
infrastructure networks, the communication between the
devices are not subject to the bandwidth and latencies asso-
ciated with such infrastructure networks when communicat-
ing via the local wireless networks.

[0002] Typically, in order to secure communications
between two devices communicating via short range wireless
computer networks, an operation referred to as “pairing” is
performed. Pairing generally involves the exchange of secu-
rity data that allows for the two communicating devices to
encrypt communications transmitted wirelessly if desired and
to verify identities. Unfortunately, pairing is not an instanta-
neous process and generally involves several back-and-forth
communications. Additionally, in-band pairing, which is
pairing that occurs by way of token exchange within the
channel (i.e., via the local wireless network) over which com-
munications will occur, may be subject to security attacks.

SUMMARY

[0003] A method for securing communications between a
fixed device and a mobile device. The method includes veri-
fying enrollment credentials received from the mobile device.
The method also includes obtaining a first security token
associated with a BLUETOOTH subsystem of the mobile
device. The method further includes obtaining a second secu-
rity token associated with a BLUETOOTH subsystem of the
fixed device. The method also includes performing an out-of-
band pairing between the fixed device and the mobile device
based on the first security token, and the second security
token.

[0004] A method for securing communications between a
fixed device and a mobile device. The method includes per-
forming an enrollment operation that comprises verifying
enrollment credentials received from the mobile device. The
method also includes requesting that the mobile device verify
first biometric data. The method further includes receiving an
indication from the mobile device that the first biometric data
is verified. The method also includes obtaining a first security
token associated with the mobile device and a first security
certificate associated with the mobile device from the mobile
device. The method further includes obtaining a second secu-
rity token associated with the fixed device and a second secu-
rity certificate associated with the fixed device from the fixed
device. The method also includes performing an out-of-band
pairing between the fixed device and the mobile device based
on the first security token, the first security certificate, the
second security token, and the second security certificate.

[0005] A system for securing communications between a
fixed device and a mobile device is provided. The system
includes a mobile device management server. The mobile
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device management server is configured to verify enrollment
credentials received from the mobile device. The mobile
device management server is also configured to obtain a first
security token associated with a BLUETOOTH subsystem of
the mobile device from the mobile device. The mobile device
management server is further configured to obtain a second
security token associated with a BLUETOOTH subsystem of
the fixed device from the fixed device. The mobile device
management server is also configured to perform an out-of-
band pairing between the fixed device and the mobile device
based on the first security token, and the second security
token.

[0006] A system for securing communications between a
fixed device and a mobile device is provided. The system
includes a mobile device management server. The mobile
device management server is configured to perform an enroll-
ment operation that comprises verifying enrollment creden-
tials received from the mobile device. The mobile device
management server is also configured to request that the
mobile device verify first biometric data. The mobile device
management server is further configured to receive an indi-
cation from the mobile device that the first biometric data is
verified. The mobile device management server is also con-
figured to obtain a first security token associated with the
mobile device and a first security certificate associated with
the mobile device from the mobile device. The mobile device
management server is further configured to obtain a second
security token associated with the fixed device and a second
security certificate associated with the fixed device from the
fixed device. The mobile device management server is also
configured to perform an out-of-band pairing between the
fixed device and the mobile device based on the first security
token, the first security certificate, the second security token,
and the second security certificate.

[0007] A non-transitory computer-readable medium stor-
ing instructions that, when executed by a processor, cause the
processor to perform a method. The method includes verify-
ing enrollment credentials received from the mobile device.
The method also includes obtaining a first security token
associated with a BLUETOOTH subsystem of the mobile
device. The method further includes obtaining a second secu-
rity token associated with a BLUETOOTH subsystem of the
fixed device. The method also includes performing an out-of-
band pairing between the fixed device and the mobile device
based on the first security token, and the second security
token.

[0008] A non-transitory computer-readable medium stor-
ing instructions that, when executed by a processor, cause the
processor to perform a method. The method includes per-
forming an enrollment operation that comprises verifying
enrollment credentials received from the mobile device. The
method also includes requesting that the mobile device verify
first biometric data. The method further includes receiving an
indication from the mobile device that the first biometric data
is verified. The method also includes obtaining a first security
token associated with the mobile device and a first security
certificate associated with the mobile device from the mobile
device. The method further includes obtaining a second secu-
rity token associated with the fixed device and a second secu-
rity certificate associated with the fixed device from the fixed
device. The method also includes performing an out-of-band
pairing between the fixed device and the mobile device based
on the first security token, the first security certificate, the
second security token, and the second security certificate.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1A is a block diagram of an authentication
system for authenticating a mobile device to one or more
fixed devices in a secure manner.

[0010] FIG. 1B is a block diagram of a computing device
that may implement aspects of one or more of fixed devices,
mobile devices, and an MDM server of the authentication
system of FIG. 1A, according to an embodiment.

[0011] FIG. 2 is a block diagram illustrating an enrollment
sub-configuration of authentication system of FIG. 1, accord-
ing to an embodiment.

[0012] FIG. 3 is a block diagram illustrating an authentica-
tion sub-configuration of authentication system of FIG. 1,
including a private fixed device and a mobile device, accord-
ing to an embodiment.

[0013] FIG. 4is ablock diagram illustrating an authentica-
tion sub-configuration of authentication system of FIG. 1,
including a public fixed device and a mobile device, accord-
ing to an embodiment.

[0014] FIG. 5 is a flow diagram of method steps for enroll-
ing a mobile device with MDM server, according to an
embodiment.

[0015] FIG. 6is a flow diagram of method steps for authen-
ticating communication between mobile device and private
fixed device, according to an embodiment.

[0016] FIG.7isaflow diagram of method steps for authen-
ticating communication between mobile device and a public
fixed device, according to an embodiment.

[0017] To {facilitate understanding, identical reference
numerals have been used, where possible, to designate iden-
tical elements that are common to the figures. It is contem-
plated that elements disclosed in one embodiment may be
beneficially utilized on other embodiments without specific
recitation.

DETAILED DESCRIPTION

[0018] An authentication system is described herein that
facilitates secure pairing and communications between
devices that communicate via a local wireless network such
as BLUETOOTH. The authentication system generally
allows a user to “enroll” a device with a secure management
server over an infrastructure network such as the Internet.
This enrollment provides an independent verifier (the secure
management server) of user identity, which provides security
for pairing operations. More specifically, the secure manage-
ment server, having verified the identity of a particular user
via the enrollment credentials, orchestrates an out-of-band
pairing operation between an enrolled device and another
device, to pair these two devices, which improves security as
compared with in-band pairing. Once enrollment and pairing
are completed, communications can proceed between the
devices over the local wireless network. For additional secu-
rity, the enrollment may include biometric data based authen-
tication in addition to other forms of authentication.

[0019] Speed of pairing is also improved by the authenti-
cation system. Specifically, because the secure management
server verifies the identity of a device when that device
becomes enrolled with the secure management server, and
because enrollment can generally occur at any time, pairing
between the enrolled device and another device can occur
prior to communications between the devices across the local
wireless network begin. Thus, when the devices first encoun-
ter each other, they may already be paired, meaning that the
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delay that would occur upon those two devices encountering
each other is reduced or eliminated. This “pre-pairing” effec-
tively improves the speed with which devices can begin com-
municating over the local wireless network.

[0020] Further, because pairing occurs out-of-band, eaves-
dropping and security attacks are generally less effective.
More specifically, the pairing occurs “out-of-band,” via the
infrastructure network, which reduces the effectiveness of
wireless eavesdropping operations occurring in the vicinity
of'the two devices communicating via the local wireless net-
work.

[0021] The term “local wireless network™ is used to denote
a network that facilitates wireless communication that can
occur independently of a separate infrastructure of a network.
One example of a local wireless network is a network based
on the BLUETOOTH wireless technology standard, which
was initially developed by Ericsson and is managed by the
BLUETOOTH Special Interest Group. The disclosure pro-
vided below generally makes reference to BLUETOOTH
technology as an example of a short range wireless computer
network. However, it should be understood that the teachings
of'this disclosure are not so limited and that other short range
wireless technologies are possible. Thus, the term “BLUE-
TOOTH,” when used below, may be substituted by other short
range wireless technologies.

[0022] FIG. 1A is a block diagram of an authentication
system 100 for authenticating mobile device 106 to one or
more fixed devices 104 in a secure manner, according to an
embodiment. As shown, authentication system 100 includes a
mobile device management server 102, fixed devices 104,
mobile device 106, and computer network 108 (also referred
to herein as an “infrastructure network™).

[0023] Mobile device management (“MDM”) server 102
facilitates pairing between fixed devices 104 and mobile
devices 106 in an out-of-band manner via computer network
108. Enrollment module 118 performs enrollment tech-
niques, based on authentication profiles 120. In general,
MDM server 102 may be part of a single or distributed com-
puter system that manages authorization by users to various
devices “managed” by MDM server 102. Such a system may
be the “AirWatch®” computing system, available from
VMware, Inc. of Palo Alto, Calif. In general, this system
remotely manages various aspects of computing devices that
are associated with the system. This system may, for example,
receive requests to perform various actions by applications
executing on, or by users of electronic devices, verify permis-
sion for such actions, and allow or disallow the actions. The
system may allow an administrator to designate such permis-
sions. The system may also manage data on the various
devices by writing data to, or deleting data from such devices.
The data may include configuration data, instructions, or
other types of data. Other functions for the system are pos-
sible.

[0024] Fixed devices 104 generally include computing
devices that execute a fixed device authentication service 110,
a fixed device pairing service 119, and provide fixed device
services 114. Typically, fixed devices 104 are “fixed” in the
sense that these devices are typically permanently or semi-
permanently coupled to a power supply (e.g., “plugged-in”to
a “wall socket”), and occupy a more or less permanent physi-
cal location, although these two characteristics are not strictly
required. Examples of fixed devices 104 include information
kiosks, desktop computers, “smart” door lock mechanisms,
and various other types of computing devices. Fixed devices
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104 may be considered public or private. Public fixed devices
104 are devices whose services (fixed device services 114)
may be used by multiple users and are devices that are gen-
erally not considered to be associated with a single user (or
small group of users). Private fixed devices 104, on the other
hand, are devices whose services are used by a set of specifi-
cally specified users.

[0025] Mobile devices 106 generally include computing
devices that execute a mobile device authentication service
112 and a mobile device pairing service 123. Typically,
mobile devices 106 are “mobile” in the sense that these
devices are not permanently coupled to a power supply and
may be moved around. Examples of mobile devices 106
include various mobile computing devices such as mobile
phones, tablets, laptops, and other mobile computing devices.
Although only one mobile device 106 is illustrated in FIG. 1,
authentication system 100 may include multiple mobile
devices 106.

[0026] Several fixed devices 104 are illustrated. As
described above, the fixed devices can be either public or
private. In one example, fixed device 104(1) is private and
fixed device 104(2) is public.

[0027] In both fixed device 104 and mobile device 106,
fixed device pairing service 119 and mobile device pairing
service 123 cooperate to manage out-of-band BLUETOOTH
pairing via MDM server 102. BLUETOOTH service 115
incorporates both the BLUETOOTH “stack” (the set of soft-
ware that manages BLUETOOTH functionality for fixed
device 104) and also the hardware that provides BLUE-
TOOTH communication.

[0028] Computer network 108 communicatively couples
MDM server 102 to fixed devices 104 and mobile device 106
for enrollment and BLUETOOTH pairing purposes. Com-
puter network 108 is any type of network that allows com-
munication between MDM server 102, fixed devices 104, and
mobile devices 106. In various examples, computer network
108 comprises and/or may include any of the following: an
Ethernet network, a wireless or wired local area network, a
global computer network such as the Internet, or other net-
works for forming communications between computing
devices.

[0029] Mobile devices 106 are generally associated with a
particular using entity, such as a human owner of the mobile
device 106, a group of owners, an organization, or other
entities. That particular using entity has a set of enrollment
credentials, which, when provided to enrollment module 118
(included within mobile device management server 102
(“MDM server™)), along with an identification of a particular
mobile device 106, enroll that mobile device 106 with MDM
server 102 as belonging to the using entity associated with the
enrollment credentials. This enrollment permits out-of-band
BLUETOOTH pairing via computer network 108 so that
mobile device 106 may subsequently authenticate to an
appropriate fixed device 104 via a BLUETOOTH connection
121 and be allowed to access fixed device services 114. In
general, enrollment is governed by authorization profiles 120,
which describe which using entities (identified via enrollment
credentials) are able to pair with which fixed devices 104. The
authentication profiles 120 may be generated by an adminis-
trator or similar entity.

[0030] Enrollment permits pairing to occur between fixed
device 104 and mobile device 106. Pairing generally com-
prises an exchange of security objects so that subsequent
secure communications may occur. This pairing occurs in an
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out-of-band manner, via computer network 108, with the
assistance of MDM server 102 (as opposed to in-band, via
BLUETOOTH connection 121). This out-of-band pairing
allows the security objects to be exchanged early—that is,
before fixed device 104 communicates with mobile device
106 via BLUETOOTH connection—and securely.

[0031] Once pairing occurs, authentication between a fixed
device 104 and a mobile device 106 may occur. Authentica-
tion allows mobile device 106 to cooperate with fixed device
104 to execute fixed device service 114 service 115 via
BLUETOOTH connection 121. Fixed device pairing and
authentication data 113 and mobile device pairing and
authentication data 117 store data for these pairing and
authentication techniques. Fixed device authentication ser-
vice 110 and mobile device authentication service 112 coop-
erate to authenticate communications via BLUETOOTH con-
nection 121. Authentication techniques generally involve
mobile device authentication service 112 of mobile device
106 and fixed device authentication service 110 of a particular
fixed device 104 cooperating to authenticate a user associated
with the mobile device 106 based on exchanged security
objects, which then makes the fixed device service 114 avail-
able to that user.

[0032] More specifically, fixed device 104 periodically
scans for mobile devices 106 (perform a BLUETOOTH dis-
covery scan) and, upon detecting a mobile device 106
enrolled in MDM server 102 and authorized to connect to
fixed device 104, begins an authorization process. Mobile
device 106 may periodically perform a BLUETOOTH
Inquiry scan followed by a Page scan. Inquiry scans help with
listening to discovery scans. Page scans help listen to authen-
tication requests. To save power, mobile device 106 may
perform these scans only when mobile device 106 is moving,
which can be determined based on a global positioning sys-
tem (GPS) scan or on other factors.

[0033] Fixed device service 114 generally constitutes ser-
vices that may be made available to a user after authentication
has taken place. Fixed device service 114 may include one or
more of many different kinds of services, such as device
tracking services, data transmission services, device login or
unlocking services (i.e., a service for veritying that a user is
permitted to access a particular service, such as with the
situation where a desktop logs in a user associated with a
mobile device 106 and thus unlocks computing functionality
for that user), and a broad array of other services. In one
example, a fixed device 104 is a “smart” door lock and a
mobile device 106 is a cellular phone. The cellular phone and
door lock communicate to authenticate and verify the identity
of the user that is the owner of the cellular phone. Upon
authenticating in this manner, the door lock opens to allow the
user to open the door. In another example, a fixed device 104
is a desktop computer and a mobile device 106 is a cellular
phone. The cellular phone and desktop computer cooperate to
authenticate and verify the identity of the user that is the
owner of the cellular phone. Upon authenticating in this man-
ner, the desktop computer logs the user on, thus allowing the
user access to the desktop computer. Yet another example
includes a fixed device 104 that is a presentation sharing
system and a mobile device 106 that is a mobile phone, where
authenticating allows the mobile phone to provide audio and/
or video data to the presentation sharing system so that a user
may broadcast a question, a video clip, a screen capture, or
other data, to a room. Still another example includes a fixed
device 104 that is a desktop sharing system within a presen-



US 2016/0295349 Al

tation room and a mobile device 106 thatis a laptop computer.
Upon authenticating, the desktop sharing system presents a
shared desktop for display on the laptop computer. In each of
these instances, the service provided by the fixed device 104
corresponds to the fixed device service 114 described above.

[0034] FIG. 1B is a block diagram of a computing device
150 that may implement aspects of one or more of fixed
devices 104, mobile devices 106, and MDM server 102,
according to an embodiment. Computing device 150 includes
processor 152, memory 154, non-volatile storage 156, input/
output bridge 158, input devices 160, output devices 162, and
communication devices 164. Processor 152, as is known,
receives instructions and data and executes instructions to
manipulate data as specified. Processor 152 may include one
or more processors of a wide variety of processor types.
Memory 154 stores instructions and data for manipulation by
processor 152. Input/output bridge 158 allows processor 152
and memory 154 to communicate with other devices. Non-
volatile storage 156 stores data and instructions in a non-
volatile manner for recall by processor 152 and memory 154
on demand. Input devices 160 include devices that allow a
user or other entity to input data into computing device 150.
Input devices 160 may include devices such as keyboards,
mice, and the like. Output devices 162 include devices that
provide output information to a user or other entity and may
include devices such as monitors, printers, and the like. Com-
munication devices 164 include devices that facilitate com-
munication by computing device 150 with other external
computing devices. Communication devices 164 thus may
include devices such as Ethernet devices, wireless communi-
cation devices, BLUETOOTH devices, and the like.

[0035] Any of fixed device 104, mobile device 106, and
MDM server 102 may include one or more instances of com-
puting device 150. Further, the different instances of comput-
ing device 150 included in fixed device 104, mobile device
106, or MDM server 102 may vary in terms of specific imple-
mentation. For example, MDM server 102 may include a
large number of computing devices 150 and/or computing
devices 150 that include a large number of processors 152, in
order to handle large processing loads. By contrast, mobile
device 106 may include a smaller number of processors 150
in order to conserve electrical power. Additionally, commu-
nication devices 164 of fixed devices 104 and mobile devices
106 include a BLUETOOTH module to perform BLUE-
TOOTH communications. However, MDM server 102 may
not have such a BLUETOOTH module. Other variations
within the abilities of those of ordinary skill in the art are
possible.

[0036] FIG.2 is a block diagram illustrating an enrollment
sub-configuration 200 of authentication system 100 of FIG. 1,
according to an embodiment. As shown, the enrollment sub-
configuration 200 includes the modules of fixed device 104
and mobile device 106 involved with out-of-band pairing,
which constitute a subset of the modules illustrated in FIG. 1.

[0037] As described above, a user may enroll a particular
mobile device 106 with the MDM server 102. To enroll a
mobile device 106, the user provides user credentials (also
referred to herein as “enrollment credentials” to MDM server
102. The user credentials may be provided via mobile device
106 or may be provided independently of mobile device 106,
along with an identification of mobile device so that MDM
server 102 may associated the user credentials with mobile
device 106.
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[0038] Upon verifying the user credentials, MDM server
102 examines authentication profiles 120 to determine which
fixed devices 104 the mobile device 106 is permitted to pair
with. For each private fixed device 104 that mobile device 106
is permitted to pair with based on the authentication profiles
120, enrollment module 118 causes a pairing to occur
between the private fixed device 104 and the mobile device
106. Enrollment module 118 also records, in an authentica-
tion profile 120, this pairing. For each public fixed device 104
that mobile device 106 is permitted to pair with based on the
authentication profiles 120, enrollment module 118 does not
perform pairing operations upon enrollment by the user.
Instead, for public fixed devices 104, pairing occurs when the
public fixed device 104 detects, viaa BLUETOOTH connec-
tion 121, the presence of a mobile device in the vicinity of the
public fixed device.

[0039] The pairing that is performed is conducted between
mobile device pairing service 123 and fixed device pairing
service 119, via computer network 108, with MDM server
102 as an intermediary. Pairing (also referred to herein as
“BLUETOOTH pairing”) refers to the exchange of security
tokens between two BLUETOOTH enabled devices. The
pairing performed between fixed device 104 and mobile
device 106 is referred to as an out-of-band pairing because the
pairing is done over a channel that is not a BLUETOOTH
connection 121. The out-of-band channel over which pairing
is performed herein is the computer network 108, which, as
described above, may be any type of computer network,
including a global communications network such as the Inter-
net or a local area network (LAN).

[0040] To pair the devices, fixed device pairing service
119(1) requests from BLUETOOTH service 115(1) one or
more BLUETOOTH security tokens to be used for a first level
authentication token. BLUETOOTH service 115(1) gener-
ates the one or more BLUETOOTH security tokens and trans-
mits them to fixed device pairing service 119(1). Fixed device
pairing service 119(1) transmits the generated BLUETOOTH
security tokens, and the media access control address (“MAC
address™) associated with BLUETOOTH service 115(1) of
fixed device 104(1) to the MDM server 102 via computer
network 108. Mobile device 106 also obtains BLUETOOTH
security tokens from BLUETOOTH service 115(4), and
transmits the BLUETOOTH security tokens and the MAC
address associated with the BLUETOOTH service 115(4) to
the MDM server 102 via computer network 108. MDM server
102 transmits MAC address of the mobile device and the
BLUETOOTH security tokens generated by the BLUE-
TOOTH service 115(4) of the mobile device 106 to the fixed
device 104(1), which stores this information in fixed device
authentication data 113(1). Similarly, MDM server 102 trans-
mits the MAC address 208 of the fixed device 104 and the
BLUETOOTH security tokens generated by the BLUE-
TOOTH service 115(1) of the fixed device 104(1) to the
mobile device 106, which stores this information in mobile
device authentication data 117.

[0041] Other mobile devices 106 may also belong to the
user that enrolled the mobile device 106 that is paired. Thus,
MDM server 102 synchronizes the mobile device authentica-
tion data 117 across other mobile devices 106 that belong to
that user. More specifically, upon pairing, MDM server 102
transmits the fixed device BLUETOOTH security token and
fixed device security certificate to all mobile devices 106
associated with the enrollment credentials for that the user, so
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that the user may use any of those mobile devices 106 to
access fixed device services 114.

[0042] To provide a second level of authentication, MDM
server 102 also generates certificates for authentication, in
addition to the BLUETOOTH security tokens generated by
the respective BLUETOOTH services 115. These certificates
may be any type of well-known security certificate that allows
each of two different computing devices to verify the identity
of the other. MDM server 102 then transmits one security
certificate to the mobile device 106 and another security
certificate to the fixed device 104.

[0043] The fixed device authentication data 113(1) for the
fixed device 104(1) thus includes mobile device MAC
addresses 202, mobile device BLUETOOTH tokens 204 (also
referred to herein as a “security token”), and mobile device
authentication certificates 206 for mobile devices 106 that are
paired with the fixed device 104(1). Similarly, the mobile
device authentication data 117 includes fixed device MAC
addresses 208, fixed device BLUETOOTH tokens 210, and
fixed device authentication certificates 212 for fixed devices
104 paired with the mobile device 106.

[0044] Pairing operations occur between fixed devices 104
that are considered private and mobile devices 106 when the
mobile device 106 enrolls with MDM server 102. However
pairing operations do not occur between mobile devices 106
and public fixed devices 104 upon enrollment with the MDM
server 102. Instead, pairing between mobile devices 106 and
public fixed devices 104 occurs when the mobile devices 106
is brought in range of a particular public fixed device 104.
More specifically, public fixed devices 104 periodically per-
form a BLUETOOTH discovery scan to discover and identify
mobile devices 106. Upon discovering a mobile device 106,
public fixed device 104 obtains the BLUETOOTH MAC
address of the discovered mobile device 106 and sends that
MAC address to MDM server 102. At that point, MDM server
102 performs pairing operations, obtaining the BLUE-
TOOTH tokens and security certificates, and transmitting
those items to the mobile device 106 and fixed device 104.
[0045] Optionally, as part of the enrollment process, mobile
device 106 may enroll with MDM server 102 as being asso-
ciated with biometric data for a particular user. In various
embodiments, biometric data may include fingerprint data,
retinal scan data, or other types of biometric data. At the time
of the enrollment process, a user may choose to utilize bio-
metric data to increase the security of the BLUETOOTH
authentication process. The user would indicate this choice to
mobile device 106, which would then indicate this choice to
MDM server 102. If the user chooses to use biometric data,
then MDM server 102 would note this choice and, when a
user wishes to authenticate in order to gain access to fixed
device services 114, would require that the user authenticate
via biometric data. Using biometric data would prevent an
unauthorized person from utilizing the mobile device 106 to
authenticate as the user in order to gain access to services in
an unauthorized manner.

[0046] Mobile device 106 may include a biometric data
verification module 125. To “set up” or “initialize” use of
biometric data for authentication in mobile device 106, bio-
metric data verification module 125 is configured to obtain an
initial set of biometric data that serves as a reference for future
biometric data-based authentication. This would be obtained
prior to the enrollment procedure. For example, biometric
data verification module 125 may display a prompt to a user
that requests that the user provide biometric data (such as a
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fingerprint). Biometric data verification module 125 records
the biometric data provided by the user as the initial set of
biometric data. Biometric data verification module 125 is
configured to subsequently verify the identity of a user based
on the biometric data upon request. More specifically, bio-
metric data verification module 125 may receive a request to
verify the identity of a user based on biometric data. In
response to this request, biometric data verification module
125 prompts a user to enter biometric data and compares that
entered biometric data against the stored initial set of biomet-
ric data. If the entered biometric data matches the stored
biometric data, then biometric data verification module 125
deems the biometric data verification to succeed. If the
entered biometric data does not match the stored biometric
data, then biometric data verification module 125 deems the
biometric data verification to not succeed.

[0047] To enroll a user as being associated with biometric
data, during the enrollment process, MDM server 102
requests mobile device 106 to verify the identity of a user via
biometric data. If this verification succeeds, mobile device
106 transmits a notification of this success to MDM server
102, which, in response, notes that the user is enrolled as
being associated with biometric data. The fact that a particu-
lar user is enrolled as being associated with biometric data
affects the manner in which BLUETOOTH authentication
occurs, including what security certificates are generated,
when they are generated, and when they are transmitted to
mobile device 106 and fixed device 104.

[0048] There are several options for handling security cer-
tificates when biometric data-based verification is enabled.
According to one option, MDM server 102 generates a secu-
rity certificate at enrollment time that is specifically associ-
ated with the biometric data for additional authentication
between fixed device 104 and mobile device 106 (in addition
to the security certificate described above). This biometric
data-associated security certificate would be used as an
authentication mechanism that is in addition to those
described above. More specifically, mobile device 106 and
fixed device 104 would need to use that security certificate to
perform authentication, in addition to the other security cer-
tificate and BLUETOOTH token. According to another
option, MDM server 102 does not generate such a biometric
data-associated security certificate at enrollment time, but
instead generates such a certificate when mobile device 106
comes into proximity with MDM server 102 and upon receiv-
ing an indication from a mobile device 106 that a user has
passed a biometric data verification. According to a further
option, MDM server 102 does not generate such a certificate
at all. Instead, biometric data verification is used as an addi-
tional “hurdle” that must be cleared before releasing the secu-
rity certificate described above. More specifically, in one
embodiment, authentication via BLUETOOTH simply does
not occur until after a user passes a biometric data verifica-
tion, which would cause the associated mobile device 106 to
notify MDM server 102 that biometric data based verification
succeeds. In another embodiment, part of the authentication
via BLUETOOTH may occur even without biometric data
verification succeeding, but MDM server 102 does not down-
load the certificates that are associated with BLUETOOTH
authentication, described above, to mobile device 106 and
fixed device 104 until receiving an indication from mobile
device 106 that biometric data based authentication suc-
ceeded.
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[0049] FIG. 3 is a block diagram illustrating an authentica-
tion sub-configuration 300 of authentication system 100 of
FIG. 1, including a private fixed device 104(1) and a mobile
device 106, according to an embodiment. Private fixed device
104 and mobile device 106 establish a secure connection and
cooperate to execute a service (fixed device service 114).
[0050] Because the fixed device 104(1) is private, private
fixed device 104(1) and mobile device 106 completed out-of-
band pairing via the MDM server 102 upon enrollment by the
mobile device 106, which is completed as described above.
Thus, both private fixed device 104(1) and mobile device 106
already have the BLUETOOTH tokens and security certifi-
cates that are generated as a part of this out-of-band pairing
process.

[0051] To initiate communication with mobile device 106,
private fixed device 104 periodically scans for mobile devices
106. Upon detecting a mobile device 106, private fixed device
104(1) obtains the MAC address of the mobile device 106 and
determines if the MAC address is one of the MAC addresses
stored in mobile device MAC addresses 202 stored in fixed
device pairing and authentication data 113 (FIG. 2). Private
fixed device 104(1) also sends the MAC address of private
fixed device 104(1) to mobile device 106 so that mobile
device 106 may verify the identity of private fixed device
104(1) based on mobile device pairing and authentication
data 117.

[0052] After verifying the respective MAC addresses, pri-
vate fixed device 104(1) and mobile device 106 perform
BLUETOOTH authentication. BLUETOOTH authentication
is performed based on the BLUETOOTH tokens exchanged
via MDM server 102 during enrollment. This BLUETOOTH
authentication is generally a challenge-response operation, in
which one device (either private fixed device 104(1) or the
mobile device 106) creates a “challenge” based on a BLUE-
TOOTH security token and the other device answers that
challenge based on a BLUETOOTH security token. The two
BLUETOOTH security tokens involved in this challenge-
response operation are the two paired tokens generated by the
BLUETOOTH services 115 in the pairing operation. Because
the private fixed device 104(1) and the mobile device 106
have already been paired via MDM server 102, these devices
have the appropriate BLUETOOTH tokens and thus success-
fully complete the BLUETOOTH authentication process.
[0053] After the BLUETOOTH authentication process,
private fixed device 104(1) and mobile device 106 perform
authentication with security certificates. As with BLUE-
TOOTH authentication, security certificate authentication
proceeds successfully since the associated security certifi-
cates are exchanged during the out-of-band pairing via MDM
server 102. After security certificate authentication, option-
ally, private fixed device 104(1) and mobile device 106 per-
form a manual authentication. Manual authentication gener-
ally consists of the mobile device 106 providing some
additional security object such as a password, a number, a
fingerprint, or other security token. In response, private fixed
device 104(1) verifies the provided security object and
authenticates mobile device 106. Once the BLUETOOTH
authentication, security certificate authentication, and, if
used, the manual authentication, have been successfully veri-
fied, private fixed device 104(1) communicates with mobile
device 106 to provide one or more BLUETOOTH services
115.

[0054] If MDM server 102 stores an indication that mobile
device 106 is associated with biometric data (and thus that
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MDM server 102 should request that user identification be
verified via biometric data), then MDM server 102 performs
steps in addition to those described above. In one embodi-
ment, MDM server 102 transmits the security certificates
between mobile device 106 and private fixed device 104(1)
only upon determining that a biometric data verification pro-
cedure succeeds. In another embodiment, MDM server 102
transmits security certificates specifically associated with
biometric data to the mobile device 106 and private fixed
device 104(1) only upon determining that a biometric data
verification procedure succeeds. Such security certificates
may be generated upon enrollment or upon determining that
the biometric data verification procedure succeeds. If the
security certificates are generated upon determining that the
biometric data verification procedure succeeds, then those
security certificates may have an associated limited lifetime,
after which the security certificates become invalid. Either or
both of mobile device 106 and private fixed device 104(1)
may delete a security certificate upon becoming invalid.
Additionally, if the security certificates that are specifically
associated with biometric data are used, communications
between mobile device 106 and private fixed device 104(1)
would proceed only if authentication via the biometric secu-
rity certificates succeeds, in addition to the other authentica-
tion steps described above.

[0055] To determine whether a biometric data verification
procedure succeeds, MDM server 102 requests that mobile
device 106 perform biometric data verification. In response,
mobile device 106 prompts a user to provide biometric data
and verifies that biometric against stored biometric data. If
mobile device 106 determines that the biometric data matches
the stored biometric data, then mobile device 106 transmits a
signal to MDM server 102 that the biometric data verification
succeeds. If mobile device 106 determines that the biometric
data does not match the stored biometric data, then mobile
device 106 transmits a signal to MDM server 102 that the
biometric data verification does not succeed.

[0056] With the biometric techniques described above, an
imposter is prevented from simply obtaining an enrolled
mobile device 106 and authenticating with a particular fixed
device 104. The biometric data thus acts as an additional
security mechanism.

[0057] FIG. 4 is a block diagram illustrating an authentica-
tion sub-configuration 400 of authentication system 100 of
FIG. 1, including a public fixed device 104(2) and a mobile
device 106, according to an embodiment. As with the authen-
tication sub-configuration 300 of FIG. 3, public fixed device
104(2) and mobile device 106 establish a secure connection
and cooperate to execute a service—{fixed device service 114
).

[0058] Because fixed device 104(2) is public, as opposed to
private, public fixed device 104(2) does not pair with mobile
device 106 when mobile device 106 enrolls with enrollment
module 118. Instead, public fixed device 104(2) performs
out-of-band pairing with mobile device 106 upon scanning
for and detecting mobile device 106 via a BLUETOOTH
discovery scan. More specifically, public fixed device 104(2)
periodically scans for mobile device 106 (that is, for any
mobile device 106). Upon detecting a mobile device 106,
public fixed device 104(2) obtains the MAC address from
mobile device 106 and transmits the MAC address of mobile
device 106 to MDM server 102 via computing network 108.
MDM server 102 checks authentication profiles 120 to deter-
mine whether the MAC address is associated with an enrolled
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mobile device 106. The operation of transmitting the MAC
address of the mobile device 106 to the MDM server 102 may
be referred to herein as an identification inquiry. If the MAC
address is associated with an enrolled mobile device 106, then
MDM server 102 initiates out-of-band pairing between pub-
lic fixed device 104(2) and mobile device 106. More specifi-
cally, MDM server 102 transmits BLUETOOTH tokens and
security certificates from mobile device 106 to public fixed
device 104(2) and transmits BLUETOOTH tokens and secu-
rity certificates from public fixed device 104(2) to mobile
device 106. These BLUETOOTH tokens and security certifi-
cates are sent via computer network 108.

[0059] Once the respective BLUETOOTH tokens and
security certificates are sent to public fixed device 104(2) and
mobile device 106, these devices are paired. At this point,
public fixed device 104(2) and mobile device 106 perform
authentication via BLUETOOTH connection 121. This
authentication is similar to the authentication described with
respect to FIG. 3. More specifically, mobile device 106 and
public fixed device 104(2) perform authentication with
BLUETOOTH tokens, including the BLUETOOTH chal-
lenge-response operation described above. Mobile device
106 and public fixed device 104(2) also perform authentica-
tion with the security certificates as described above. Addi-
tionally, mobile device 106 and public fixed device 104(2)
perform manual authentication if that authentication mecha-
nism is desired. Once BLUETOOTH token based authenti-
cation, security certificate authentication, and manual authen-
tication, if used, are successful, mobile device 106 and public
fixed device 104(2) cooperate to execute BLUETOOTH ser-
vice 115(2).

[0060] Authentication profiles 120 may indicate that a par-
ticular user is only temporarily authorized to pair with a
particular fixed device 104. In such a situation, after the
temporary authorization expires, MDM server 102 deletes the
BLUETOOTH tokens and security certificates from paired
fixed devices 104 and from the user’s mobile devices 106, and
also no longer allows pairing or authentication between the
user’s mobile devices 106 and fixed devices 104.

[0061] If MDM server 102 stores an indication that mobile
device 106 is associated with biometric data, then MDM
server 102 performs steps in addition to those described
above. In one embodiment, MDM server 102 transmits the
security certificates between mobile device 106 and public
fixed device 104(2) only upon determining that a biometric
data verification procedure succeeds. In another embodiment,
MDM server 102 transmits security certificates specifically
associated with biometric data to the mobile device 106 and
public fixed device 104(2) only upon determining that a bio-
metric data verification procedure succeeds. Such security
certificates may be generated upon enrollment or upon deter-
mining that the biometric data verification procedure suc-
ceeds. If the security certificates are generated upon deter-
mining that the biometric data verification procedure
succeeds, then those security certificates may have an asso-
ciated limited lifetime, after which the security certificates
become invalid. Either or both of mobile device 106 and
public fixed device 104(2) may delete a security certificate
upon becoming invalid. Additionally, if the security certifi-
cates that are specifically associated with biometric data are
used, communications between mobile device 106 and pri-
vate fixed device 104(1) would proceed only if authentication
via the biometric security certificates succeeds, in addition to
the other authentication steps described above.
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[0062] To determine whether a biometric data verification
procedure succeeds, MDM server 102 requests that mobile
device 106 perform biometric data verification. In response,
mobile device 106 prompts a user to provide biometric data
and verifies that biometric data against stored biometric data.
If mobile device 106 determines that the biometric data
matches the stored biometric data, then mobile device 106
transmits a signal to MDM server 102 that the biometric data
verification succeeds. If mobile device 106 determines that
the biometric data does not match the stored biometric data,
then mobile device 106 transmits a signal to MDM server 102
that the biometric data verification does not succeed.

[0063] With the biometric techniques described above, an
imposter is prevented from simply obtaining an enrolled
mobile device 106 and authenticating with a particular fixed
device 104. The biometric data thus acts as an additional
security mechanism.

[0064] FIG. 5 is a flow diagram of method steps for enroll-
ing a mobile device 106 with MDM server 102, according to
an embodiment. Although the method steps are described in
conjunction with FIGS. 1-4, persons skilled in the art will
understand that any system configured to perform the method
steps, in various alternative orders, falls within the scope of
the present invention.

[0065] As shown, a method 500 begins at step 502, where
enrollment module 118 obtains enrollment credentials from
mobile device 106. These enrollment credentials are associ-
ated with a particular using entity, such as an individual user,
a group of users, an organization, or the like, and serve to
verify the identity of the using entity of the mobile device 106
to the MDM server 102. At step 504, enrollment module 118
determines whether biometric data is to be used for authen-
tications that occur. This can be done based on a user input.
For example, a user may direct MDM server 102 to use
biometric data for future authentication. If biometric datais to
be used for authentications that occur, then the method pro-
ceeds to step 506. If biometric data is not to be used for
authentications that occur, then the method proceeds to step
510.

[0066] At step 506, MDM server 102 causes mobile device
106 to verify biometric data for a user. In this situation,
mobile device 106 would have previously obtained biometric
data (“initial” or “setup” biometric data) in an initialization or
setup step. To verify biometric data, mobile device 106 dis-
plays a prompt for a user to view. The prompt requests that the
user input biometric data. Upon receiving the biometric data,
mobile device 106 verifies the newly obtained biometric data
against the stored setup biometric data. If the newly obtained
biometric data matches the setup biometric data, then the
verification succeeds. If the newly obtained biometric data
does not match the setup biometric data, then the verification
does not succeed. At step 508, MDM server 102 determines if
the verification is successful. If the verification is successful,
then the method proceeds to step 510. If the verification is not
successful, then the method proceeds to step 516, where the
enrollment procedure is aborted.

[0067] At step 510, MDM server 102 transmits mobile
device BLUETOOTH tokens from mobile device 106 and
mobile device security certificate to private fixed devices 104
that are associated with the enrollment credentials in autho-
rization profiles 120. BLUETOOTH tokens are generated by
BLUETOOTH service 115 of mobile device 106 and security
certificates may be generated by MDM server 102. If biomet-
ric data is used, MDM server 102 records that biometric data
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is associated with the mobile device 106 being enrolled. Fur-
ther, if biometric verification is used and a separate certificate
associated with biometric data is created at enrollment (as
opposed to at authentication), then MDM server 102 trans-
mits this certificate to the fixed device 104. At step 513, MDM
server 102 transmits private fixed device BLUETOOTH
tokens and private fixed device security certificate to mobile
device 106. If biometric verification is used and a separate
certificate associated with biometric data is created at enroll-
ment (as opposed to at authentication), then MDM server 102
transmits this certificate to the mobile device 106. At this
point, private fixed device 104 has BLUETOOTH tokens and
security certificates for mobile device 106 and mobile device
106 has BLUETOOTH tokens and security certificates for
fixed device 104 and thus out-of-band pairing is complete.
[0068] FIG. 6isa flow diagram of method steps for authen-
ticating communication between mobile device 106 and pri-
vate fixed device 104, according to an embodiment. Although
the method steps are described in conjunction with FIGS. 1-4,
persons skilled in the art will understand that any system
configured to perform the method steps, in various alternative
orders, falls within the scope of the present invention.
[0069] Asshown, amethod 600 begins at step 602, at which
private fixed device 104(1) scans for a mobile device 106.
This scanning is performed via BLUETOOTH communica-
tions. At step 604, if private fixed device 104 detects a mobile
device 106 and that mobile device 106 has a MAC address of
aknown mobile device 106 (i.e., the MAC address is stored in
the fixed device pairing and authentication data 113), then the
method proceeds to step 606. If, however, private fixed device
104(1) does not detect a mobile device 106, or detects a
mobile device 106 with a MAC address that is not known (i.e.,
the MAC address is not stored in the fixed device pairing and
authentication data 113), then the method returns to step 602.
[0070] Because mobile device 106 has a MAC address that
is recognized by the private fixed device 104(1), an enroll-
ment operation has already been performed for the mobile
device 106. Further, because the fixed device 104 is a private
fixed device, the enrollment operation already performed has
caused an out-of-band pairing operation to be performed,
which means that both the fixed device 104 and mobile device
106 have BLUETOOTH tokens and security certificates for
authentication.

[0071] At step 606, private fixed device 104(1) determines
whether biometric data is used for authentication for mobile
device 106. If biometric data is used, then the method 600
proceeds to step 608 and if biometric data is not used, then the
method proceeds to step 614. At step 608, mobile device 106
verifies biometric data and at step 610, determines if this
verification is successful. If the verification is successful, then
the method 600 proceeds to step 614. If the verification is not
successful, then the method 600 proceeds to step 612, at
which the private fixed device 104(1) stops the authentication
procedure.

[0072] At step 614, private fixed device 104(1) authenti-
cates communication with mobile device 106 over a BLUE-
TOOTH channel 121, which involves performing authentica-
tion based on the BLUETOOTH tokens, the security
certificate, and optionally, manually. This may also include
performing authentication based on security certificates spe-
cifically associated with biometric data, if such certificates
are used. At step 616, once authenticated, private fixed device
104 provides fixed device service 114 to mobile device 106
upon request.
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[0073] FIG. 7is a flow diagram of method steps for authen-
ticating communication between mobile device 106 and a
public fixed device 104, according to an embodiment.
Although the method steps are described in conjunction with
FIGS. 1-4, persons skilled in the art will understand that any
system configured to perform the method steps, in various
alternative orders, falls within the scope of the present inven-
tion.

[0074] Asshown,amethod 700 begins at step 702, in which
public fixed device 104 scans for a mobile device 106. At step
704, if a mobile device 106 is detected, then the method 700
proceeds to step 706. At step 704, if no mobile device 106 is
detected, then the method 700 returns to step 702. At step 706,
public fixed device 104 obtains the MAC address from the
detected mobile device 106 and transmits the MAC address to
MDM server 102 to determine whether the mobile device 106
associated with the obtained MAC address is enrolled with
the MDM server 102.

[0075] At step 708, MDM server 102 determines whether
the MAC address of the mobile device 106 received from the
public fixed device 104 is associated with an enrolled mobile
device 106. If the MAC address is associated with an enrolled
mobile device 106, then the method proceeds to step 710. If
the MAC address is not associated with an enrolled mobile
device 106, then the method returns to step 702.

[0076] At step 710, public fixed device 104 determines
whether biometric data is used for authentication. If biometric
data is used, then method 700 proceeds to step 712 and if
biometric data is not used, then method 700 proceeds to step
716. At step 712, public fixed device 104 causes mobile
device 106 to verify biometric data. At step 714, the mobile
device 106 determines whether the authentication is success-
ful. If the verification is successful, then method 700 proceeds
to step 716. If the verification is not successful, then method
700 proceeds to step 724, where public fixed device 104 stops
the authentication procedure.

[0077] Steps 716 and 718 generally comprise an out-of-
band pairing operation. At step 716, public fixed device 104
obtains BLUETOOTH tokens and security certificates (in-
cluding a biometric data based certificate, if needed) corre-
sponding to the mobile device 106 from the MDM server 102.
At step 718, mobile device 106 obtains the fixed device
BLUETOOTH token and fixed device security certificate
from the MDM server 102. At step 720, public fixed device
104 and mobile device 106 authenticate communication by
authenticating via the BLUETOOTH tokens and through the
security certificates, as well as through manual authentication
if specified. Once authenticated, at step 722, public fixed
device 104 provides fixed device services to mobile device
106. The various embodiments described herein may employ
various computer-implemented operations involving data
stored in computer systems. For example, these operations
may require physical manipulation of physical quantities usu-
ally, though not necessarily, these quantities may take the
form of electrical or magnetic signals, where they or repre-
sentations of them are capable of being stored, transferred,
combined, compared, or otherwise manipulated. Further,
such manipulations are often referred to in terms, such as
producing, identifying, determining, or comparing. Any
operations described herein that form part of one or more
embodiments of the invention may be useful machine opera-
tions. In addition, one or more embodiments of the invention
also relate to a device or an apparatus for performing these
operations. The apparatus may be specially constructed for
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specific required purposes, or it may be a general purpose
computer selectively activated or configured by a computer
program stored in the computer. In particular, various general
purpose machines may be used with computer programs writ-
ten in accordance with the teachings herein, or it may be more
convenient to construct a more specialized apparatus to per-
form the required operations.
[0078] The various embodiments described herein may be
practiced with other computer system configurations includ-
ing hand-held devices, microprocessor systems, micropro-
cessor-based or programmable consumer electronics, mini-
computers, mainframe computers, and the like.
[0079] One or more embodiments of the present invention
may be implemented as one or more computer programs or as
one or more computer program modules embodied in one or
more computer readable media. The term computer readable
medium refers to any data storage device that can store data
which can thereafter be input to a computer system computer
readable media may be based on any existing or subsequently
developed technology for embodying computer programs in
a manner that enables them to be read by a computer.
Examples of a computer readable medium include a hard
drive, network attached storage (NAS), read-only memory,
random-access memory (e.g., a flash memory device), a CD
(Compact Discs) CD-ROM, a CD-R, or a CD-RW, a DVD
(Digital Versatile Disc), a magnetic tape, and other optical
and non-optical data storage devices. The computer readable
medium can also be distributed over a network coupled com-
puter system so that the computer readable code is stored and
executed in a distributed fashion.
[0080] Although one or more embodiments of the present
invention have been described in some detail for clarity of
understanding, it will be apparent that certain changes and
modifications may be made within the scope of the claims.
Accordingly, the described embodiments are to be considered
as illustrative and not restrictive, and the scope of the claims
is not to be limited to details given herein, but may be modi-
fied within the scope and equivalents of the claims. In the
claims, elements and/or steps do not imply any particular
order of operation, unless explicitly stated in the claims.
[0081] Plural instances may be provided for components,
operations or structures described herein as a single instance.
Finally, boundaries between various components, operations
and data stores are somewhat arbitrary, and particular opera-
tions are illustrated in the context of specific illustrative con-
figurations. Other allocations of functionality are envisioned
and may fall within the scope of the invention(s). In general,
structures and functionality presented as separate compo-
nents in exemplary configurations may be implemented as a
combined structure or component. Similarly, structures and
functionality presented as a single component may be imple-
mented as separate components. These and other variations,
modifications, additions, and improvements may fall within
the scope of the appended claims.
1. A method for securing communications between a first
device and a mobile device, comprising:
verifying enrollment credentials received from the mobile
device;
receiving, at a management server, a first security token
associated with a BLUETOOTH subsystem of the
mobile device;
receiving, at the management server, a second security
token associated with a BLUETOOTH subsystem of the
first device; and
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performing an out-of-band pairing between the first device
and the mobile device based on the first and second
security tokens,
wherein the first and second security tokens comprise
BLUETOOTH tokens received at the management
server via an infrastructure network.
2. The method of claim 1, wherein performing the out-of-
band pairing comprises:
transmitting the first security token to the first device; and
transmitting the second security token to the mobile
device.
3. The method of claim 1, wherein:
the first device comprises a private device, and
the out-of-band pairing is performed in response to verify-
ing the enrollment credentials.
4. The method of claim 3, further comprising:
in response to verifying the enrollment credentials, trans-
mitting a first media access control address (MAC
address) associated with the first device to the mobile
device and transmitting a second MAC address associ-
ated with the mobile device to the first device.
5. The method of claim 4, further comprising:
performing a scan for mobile devices, by the first device,
via a local wireless network;
transmitting, via the local wireless network, a response to
the scan from the mobile device to the first device, the
response including the second MAC address;
determining that the first device has previously received the
second MAC address; and
performing an authentication task between the first device
and the mobile device, via the local wireless network.
6. The method of claim 1, wherein:
the first device comprises a public device, and
the out-of-band pairing is performed in response to an
identification inquiry from the public device that
includes a first media access control address (MAC
address) of the mobile device for identification.
7. The method of claim 6, further comprising:
performing a scan for mobile devices, by the first device,
via a local wireless network, to receive the first MAC
address from the mobile device.
8. The method of claim 7, further comprising:
in response to verifying the enrollment credentials, trans-
mitting a second MAC address that is associated with the
first device to the mobile device;
receiving the first MAC address;
performing the out-of-band pairing in response to deter-
mining that the first MAC address corresponds to the
mobile device, which is enrolled; and
performing an authentication task between the first device
and the mobile device, via the local wireless network.
9. The method of claim 1, wherein:
the first security token is generated by a first BLUETOOTH
service associated with the mobile device; and
the second security token is generated by a second BLUE-
TOOTH service associated with the first device.
10. A system for securing communications between a first
device and a mobile device, comprising:
a mobile device management server configured to:
verify enrollment credentials received from the mobile
device;
obtain, via an infrastructure network, a first security
token associated with a BLUETOOTH subsystem of
the mobile device from the mobile device;
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obtain, via the infrastructure network, a second security
token associated with a BLUETOOTH subsystem of
the first device from the first device; and

perform an out-of-band pairing between the first device
and the mobile device based on the first and second
security tokens,

wherein the first and second security tokens comprise

BLUETOOTH tokens.

11. The system of claim 10, wherein the mobile device
management server is configured to perform the out-of-band
pairing by:

transmitting the first security token to the first device; and

transmitting the second security token to the mobile

device.

12. The system of claim 10, wherein:

the first device comprises a private device, and

the out-of-band pairing is performed in response to veri-

fying the enrollment credentials.

13. The system of claim 12, wherein the mobile device
management server is further configured to:

in response to verifying the enrollment credentials, trans-

mit a first media access control address (MAC address)
associated with the first device to the mobile device and
transmit a second MAC address associated with the
mobile device to the first device.

14. The system of claim 13,

wherein the first device is configured to perform a scan for

mobile devices via a local wireless network,

wherein the mobile device is configured to transmit, via

the local wireless network, a response to the scan to the
first device, the response including the second MAC
address,
wherein the first device is further configured to determine
that the first device has previously received the second
MAC address, and

wherein the first device and the mobile device are con-
figured to perform an authentication task between the
first device and the mobile device, via the local wireless
network.

15. The system of claim 10, wherein:

the first device comprises a public device, and

the mobile device management server is configured to

perform the out-of-band pairing in response to an
identification inquiry from the public device that
includes a first media access control address (MAC
address) of the mobile device for identification.
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16. The system of claim 15,

wherein the first device is configured to perform a scan for
mobile devices, via a local wireless network, to receive
the first MAC address from the mobile device.

17. The system of claim 16,

wherein the mobile device management server is further

configured to:

in response to verifying the enrollment credentials,
transmit a second MAC address that is associated
with the first device to the mobile device;

receive the first MAC address;

perform the out-of-band pairing in response to deter-
mining that the first MAC address corresponds to the
mobile device, which is enrolled; and

perform an authentication task between the first device
and the mobile device, via the local wireless net-
work.

18. The system of claim 10, wherein:

the first security token is generated by a first BLU-

ETOOTH service associated with the mobile device;
and

the second security token is generated by a second BLU-

ETOOTH service associated with the first device.

19. A non-transitory, computer-readable medium storing
instructions that, when executed by a processor, cause the
processor to perform a method, the method comprising:

verifying enrollment credentials received from the mobile

device;

obtaining, via an infrastructure network, a first security

token associated with a BLUETOOTH subsystem of
the mobile device;

obtaining, via the infrastructure network, a second secu-

rity token associated with a BLUETOOTH subsystem
of the first device; and

performing an out-of-band pairing between the first

device and the mobile device based on the first and
second security tokens,

wherein the first and second security tokens comprise

BLUETOOTH tokens.

20. The non-transitory, computer-readable medium of
claim 19, wherein:

the first security token is generated by a first BLU-

ETOOTH service associated with the mobile device;
and

the second security token is generated by a second BLU-

ETOOTH service associated with the first device.

#* #* #* #* #*



