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(57) ABSTRACT

Disclosed are a calculation device for encryption using a
public key and an encryption method thereof. The present
method comprises: a step for setting a secret key, and
generating a public key using the secret key and an error
extracted from a discrete Gaussian distribution or a distri-
bution that is within a short statistical distance thereto; and
a step for applying the public key to a message, and then
performing a rounding process to encrypt the message.
Accordingly, encryption efficiency can be enhanced.
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CALCULATION DEVICE FOR ENCRYPTION
USING PUBLIC KEY AND ENCRYPTION
METHOD THEREOF

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application is based on and claims priority
under 35 U.S.C. 119 to Korean Patent Application No.
10-2016-0154160, filed on Nov. 18, 2016, and Korean
Patent Application No. 10-2017-0149881, filed on Nov. 10,
2017, in the Korean Intellectual Property Office, the disclo-
sures of which are herein incorporated by reference in their
entireties.

TECHNICAL FIELD

[0002] The disclosure relates to a calculation device for
encryption using a public key and an encryption method
thereof. More particularly, the disclosure relates to a calcu-
lation device for generating a public key using an error, and
performing encryption using the public key, and an encryp-
tion method thereof.

DESCRIPTION OF RELATED ART

[0003] An encryption method may be broadly divided into
two categories: a symmetric key encryption method and an
asymmetric key encryption method. The symmetric key
encryption method is fast because the key used for encryp-
tion and the key used for decryption are the same, but the
security may not be secured when the key is leaked to the
outside. To resolve this problem, the asymmetric key
encryption method is used. In the asymmetric key encryp-
tion method, a public key disclosed to a third party and a
secret key (or a private key) held only by the user are used.
The user encrypts and transmits a message using the public
key, and the recipient decrypts the ciphertext using his/her
secret key.

[0004] One of the representative asymmetric key encryp-
tion methods is RSA method proposed by Ron Rivest, Adi
Shamir and Leonard Adleman in 1978. However, the asym-
metric ciphertext of the RSA method can be easily solved by
a quantum computer.

[0005] Meanwhile, in 2005, Regev proposed a public key
encryption method based on learning with errors (LWE) (O.
Regev. On lattices, learning with errors, random linear
codes, and cryptography. In STOC, LNCS, pages 84-93,
2005). The contents of this dissertation are incorporated
herein by reference for the description of the disclosure
unless they run counter to the technical idea of the disclo-
sure. The public key encryption method based on the LWE
proposed by Regev in the above dissertation and a modified
encryption method based thereon will be referred to as
“LWE-based public key encryption method”.

[0006] However, this method has disadvantages that it is
not suitable for practical use such as Internet-of-Things
(IoT) environment, Transport Layer Security (TLS), cloud
computing, and server operation because the parameter size
is large and the speed is slow. To resolve this drawback, an
encryption method using Gaussian sampling was filed on
Nov. 10, 2016 by the inventor of the present disclosure, and
assigned Korean patent application No. 10-2016-0149246.
[0007] In this method, the decryption speed is fast, but the
encryption speed is slow because the encryption involves
Gaussian sampling.
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[0008] The above information is presented as background
information only to assist with an understanding of the
disclosure. No determination has been made, and no asser-
tion is made, as to whether any of the above might be
applicable as prior art with regard to the disclosure.

DETAILED DESCRIPTION

Technical Problem

[0009] Aspects of the disclosure are to address at least the
above-mentioned problems and/or disadvantages and to
provide at least the advantages described below. Accord-
ingly, an aspect of the disclosure is to provide a calculation
device for performing effective encryption without Gaussian
sampling and an encryption method thereof.

Solution to Problem

[0010] In accordance with an aspect of the disclosure, an
encryption method is provided. The encryption method
includes setting a secret key, and generating a public key
using the secret key and an error; and applying the public
key to a message, and then performing a rounding process
and encrypting the message. The secret key may be a
random combination from among -1, 0 and 1. A size of the
error may be determined by an error parameter which is
greater than zero and less than one.

[0011] The generating the public key may include calcu-
lating a first random matrix (A) including randomly-deter-
mined values, calculating the secret key (s) by randomly
combining a column vector of which each component has
one value from among -1, 0 and 1 in a matrix form,
extracting the error (E) from a discrete Gaussian distribution
or a distribution that is within a short statistical distance to
the discrete Gaussian distribution, calculating a second
random matrix (B) by modulating the first random matrix,
the secret key and the error, and calculating the public key
including the first random matrix and the second random
matrix.

[0012] The encrypting the message may include setting a
random vector of which each component has a value of -1,
0 and 1, respectively calculating a first value which is
obtained by calculating the first random matrix and the
random vector, and a second value which is obtained by
adding a value obtained by encoding the message to a result
value obtained by calculating the second random matrix and
the random vector, and performing a rounding process to
remove a predetermined number of lower bits for each of the
first and second values, and calculating a ciphertext corre-
sponding to the message.

[0013] The generating the public key may include setting
a ring which is a set of polynomials with a predetermined
coeflicient, calculating the secret key from the ring, calcu-
lating a first random polynomial from the ring, extracting the
error from a discrete Gaussian distribution or a distribution
that is within a short statistical distance to the discrete
Gaussian distribution, calculating a second random polyno-
mial by modulating the error in the first random polynomial
and the secret key, and setting the public key including the
first random polynomial and the second random polynomial.
[0014] The encrypting the message may include setting a
random vector of which each component has a value of -1,
0 and 1, respectively calculating a first value which is
obtained by calculating the first random matrix and the
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random vector, and a second value which is obtained by
adding a value obtained by encoding the message to a result
value obtained by calculating the second random matrix and
the random vector, and performing a rounding process to
remove a predetermined number of lower bits for each of the
first and second values, and calculating a ciphertext corre-
sponding to the message.

[0015] The encryption method may further include, based
on another message encrypted by the public key being
received, decrypting the received another message to the
secret key.

[0016] In accordance with another aspect of the disclo-
sure, a calculation device is provided. The calculation device
includes a memory, and a processor configured to set a secret
key, to generate a public key using the secret key and an
error, and to store the secret key and the public key in the
memory. The processor may be further configured to apply
the public key to a message to be encrypted, and then
perform a rounding process and encrypt the message. The
secret key may be a random combination from among -1, 0
and 1. A size of the error may be determined by an error
parameter which is greater than zero and less than one.
[0017] The processor may be configured to calculate a first
random matrix (A) including randomly-determined vectors,
to calculate the error (E) from a discrete Gaussian distribu-
tion or a distribution that is within a short statistical distance
to the discrete Gaussian distribution, to calculate a second
random matrix (B) by modulating the first random matrix,
the secret key and the error, and to set the public key
including the first random matrix and the second random
matrix.

[0018] The processor may be configured to set a random
vector of which each component has a value of -1, 0 and 1,
to respectively calculate a first value which is obtained by
calculating the first random matrix and the random vector,
and a second value which is obtained by adding a value
obtained by encoding the message to a result value obtained
by calculating the second random matrix and the random
vector, and to perform a rounding process to remove a
predetermined number of lower bits for each of the first and
second values, and calculating a ciphertext corresponding to
the message.

[0019] The processor may be configured to set a ring
which is a set of polynomials with a predetermined coeffi-
cient, to calculate the secret key from the ring, to calculate
a first random polynomial from the ring, to extract the error
from a discrete Gaussian distribution or a distribution that is
within a short statistical distance to the discrete Gaussian
distribution, and to calculate a second random polynomial
by modulating the error in the first random polynomial and
the secret key, and set the public key including the first
random polynomial and the second random polynomial.
[0020] The processor may be configured to randomly
extract a polynomial of which each coefficient has one value
from among -1, 0 and 1, to respectively calculate a first
value which is obtained by calculating the first random
polynomial and the polynomial, and a second value which is
obtained by adding a value obtained by encoding the mes-
sage to a result value obtained by calculating the second
random polynomial and the polynomial, and to perform a
rounding process to remove a predetermined number of
lower bits for each of the first and second values, and
calculating a ciphertext polynomial corresponding to the
message.
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[0021] The calculation device may further include a com-
municator for broadcasting the public key stored in the
memory. The processor may be configured to, based on
another message encrypted by the public key being received,
decrypt the received another message to the secret key.

[0022] In accordance with another aspect of the disclo-
sure, a recording medium on which a program code is stored
is provided. The program code sequentially performs the
steps for calculating a first random matrix (A) including
randomly-determined values, calculating a secret key (s) by
randomly combining a column vector of which each com-
ponent has one value from among -1, 0 and 1 in a matrix
form, calculating the error from a discrete Gaussian distri-
bution or a distribution that is within a short statistical
distance to the discrete Gaussian distribution, calculating a
second random matrix (B) by modulating the first random
matrix, the secret key and the error, and setting a public key
including the first random matrix and the second random
matrix.

[0023] The program code may further perform the steps
for setting a random vector of which each component has a
value of -1, 0 and 1, respectively calculating a first value
which is obtained by calculating the first random matrix and
the random vector, and a second value which is obtained by
adding a value obtained by encoding the message to a result
value obtained by calculating the second random matrix and
the random vector, and performing a rounding process to
remove a predetermined number of lower bits for each of the
first and second values, and calculating a ciphertext corre-
sponding to the message.

Effect of Invention

[0024] According to the various embodiments of the dis-
closure as described above, more effective and stable
encryption can be performed without Gaussian sampling

BRIEF DESCRIPTION OF DRAWINGS

[0025] The above and other aspects, and advantages of
certain embodiments of the disclosure will be more apparent
from the following description taken in conjunction with the
accompanying drawings, in which:

[0026] FIG. 1 is a flowchart illustrating an encryption
method, according to an embodiment of the disclosure;

[0027] FIG. 2 is a flowchart specifically illustrating an
example of a key generation process;

[0028] FIG. 3 is a flowchart specifically illustrating an
example of a process of encrypting a message;

[0029] FIG. 4 is a flowchart specifically illustrating
another example of a key generation process;

[0030] FIG. 5 is a flowchart specifically illustrating
another example of a process of encrypting a message;
[0031] FIG. 6 is a flowchart illustrating a configuration of

a calculation device, according to an embodiment of the
disclosure; and

[0032] FIG. 7 is a diagram illustrating a system for per-
forming encryption/decryption, according to an embodiment
of the disclosure.

[0033] The same reference numerals are used to represent
the same elements throughout the drawings.



US 2020/0274709 Al

PREFERRED EMBODIMENTS FOR CARRYING
OUT THE INVENTION

[0034] Hereinafter, embodiments will be described in
more detail with reference to the accompanying drawings.
The information (data) transmission process performed in
this disclosure may include encryption/decryption as
needed. In the disclosure and claims, expressions describing
the process of transmitting information (data) are to be
construed as including encryption/decryption, even if not
mentioned separately. Expressions of the form “transmit
(transfer) from A to B” or “receive from B by A” in this
disclosure include transmission (transfer) or reception of
another medium in between, and do not just represent direct
transmission (transfer) from A to B or direct reception from
B by A. In the description of the disclosure, the order of each
step should be understood to be non-limiting, unless the
preceding step must be performed logically and temporally
before the following step. In other words, except for the
exceptional case above, even if the process described in the
following step is performed before the process described in
the preceding stage, the nature of the invention is not
affected and the scope of the right should be defined regard-
less of the order of the steps. In addition, “A or B is defined
herein to mean not only selectively pointing to either A or B,
but also including both A and B. In addition, it is to be
understood that the term “comprise” is intended to encom-
pass further including other elements in addition to the
elements listed as being included.

[0035] Only essential components necessary for explana-
tion of the present invention are described in this disclosure,
and components not related to the essence of the present
invention are not mentioned. The present disclosure should
not be construed in an exclusive sense that includes only the
recited elements, but should be interpreted in a non-exclu-
sive sense to include other elements as well.

[0036] In this specification, the term “value” is defined as
a concept including not only a scalar value but also a vector.
[0037] The mathematical operation and computation of
each step of the present invention to be described later can
be realized by a computer operation by a coding method well
known for carrying out the calculation or the calculation
and/or coding designed according to the present invention.
[0038] The specific formulas described below are exem-
plarily described in various possible alternatives, and the
scope of the present invention should not be construed as
limited to the formulas mentioned in this disclosure.
[0039] For convenience of description, the following nota-
tion will be used in the disclosure.

[0040] Bold English capital letter: Matrix

[0041] Bold English lower case: Column vector

[0042] a<D: Select element (a) according to distribution
)

[0043] Ring R=Z(x)/(f(x)): Calculate the remainder after

dividing by f (x) after the polynomial operation on integer.

[0044] [ .I: Round up internal value

[0045] [ : Concatenation; Concatenate column vectors or
matrices with the same number of rows side-by-side to yield
a new vector or matrix

[0046] HWTn(h): if a set of vectors whose number of
nonzero components is h is Bn,h (that is, Bn,h is a subset of
{0,£1}n), uniform distribution in Bnh.
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[0047] Hereinafter, various embodiments of the disclosure
will be described in detail with reference to the accompa-
nying drawings.

[0048] FIG. 1 is a flowchart illustrating an encryption
method, according to an embodiment of the disclosure.
Referring to FIG. 1, a key to be used for encryption may be
generated using an error, at operation S110. The key may
include a public key and a secret key. For example, a secret
key may be randomly set, and a public key may be generated
using the secret key, a random value, and an error. The size
of an error may be determined by an error parameter which
is set to be greater than zero and less than one. For example,
an error may be extracted from a discrete Gaussian distri-
bution or an approximate distribution that is within a short
statistical distance thereto. In addition, a small value may be
used for the secret key. For example, the secret key may be
set by randomly combined from among the numbers such as
-1, 0, and 1. The public key may be used for encryption, and
the secret key may be used for decryption to decrypt an
encrypted message. If a key is generated using an error of an
unknown value, it is difficult to identify the key even if a
third person acquires the message and analyzes it repeatedly.
Accordingly, security may be enhanced.

[0049] If a message to be transmitted is present, the
ciphertext may be generated by performing encryption using
the generated public key, at operation S120. For example,
the public key may be applied to the message to be trans-
mitted, and a rounding process may be performed. The
rounding process refers to processing for sending ciphertext
to a smaller modulus area. For example, the rounding
process of a vector refers to multiplying by p/q by a real
number operation, and then mapping the closest integer
value to each component (real number) of the resulting
vector. If p and q are set to a power of 2, a predetermined
number of least significant bits of each component of the
vector may be removed by the rounding process. When the
rounding process is performed in this way, it becomes
difficult to decrypt even if the third party obtains the
ciphertext, and thus the security can be improved. The
calculation device may transmit the generated ciphertext to
an external device.

[0050] InFIG.1,itis illustrated and described that the step
of generating a key and the step of generating ciphertext are
performed in one calculation device, but the example is not
limited thereto. For example, one calculation device may
generate a public key, and then broadcast the public key to
external devices. After receiving the public key, an external
device may use the public key to make a message a
ciphertext. The external device may transmit the ciphertext
back to the calculation device, and the calculation device
may decrypt the ciphertext using a secret key. In this case,
the embodiment described with reference to FIG. 1 may be
implemented to include the step of generating a key and the
step of transmitting a public key.

[0051] A Learning With Error (LWE) method may be
applied to the step of generating a key (S110) of FIG. 1, and
a Learning with Rounding (LWR) method may be applied to
the step of encryption (S120).

[0052] FIG. 2 is a flowchart illustrating a method for
generating a key to which the LWE method is applied,
according to an embodiment of the disclosure.

[0053] In order to perform the respective steps of FIG. 2,
a parameter may be set first. Specific parameters are as
shown below.
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[0054] 1: Length of plaintext message bits

[0055] m: Number of rows of public key

[0056] n: Number of columns of public key

[0057] p: Maximum value of each element of ciphertext
[0058] q: Maximum value of each element of public key
[0059] hr: Number of nonzero elements of column vector
r

[0060] t: Maximum value of each element of plaintext
[0061] hs=Number of nonzero elements of secret key
[0062] hs<n

[0063] hr<m

[0064] a is an error parameter greater than zero and less
than one.

[0065] As a increases, safety increases and p and q also

increase, but the calculation speed may be slowed down.
[0066] From among the parameters shown above, it may
be defined that p is the number of values that each compo-
nent of ciphertext can have, q is the number of values that
each component of a public key can have, and t is the
number of values that each component of a plaintext mes-
sage can have.

[0067] The conditions between the above-described
parameters are not necessarily limited thereto, and may be
variously changed according to an embodiment. For
example, p may be divided by t, and q may be set to a value
divided by p, or may be set to any value without such a
condition.

[0068] Referring to FIG. 2, the calculation device may
calculate a first random matrix (A) including randomly-
determined values. The first random matrix (A) may be
calculated as shown in the mathematical formula shown
below.

Ae— quxn [Mathematical formula 1]

[0069] In the mathematical formula 1, Z 4 18 a set of all
integers included in the range of -q/2 to g/2. A is a mxn

matrix including values randomly selected from Z q
[0070] The calculation device may randomly generate a
secret key (s), at operation S220. The calculation device may
generate a secret key by using a sparse small vector. The
secret key may be a vector, or may be a matrix of combi-
nations of vectors. For example, a signed binary secret
matrix (S) generated by randomly combining at least one of
-1, 0, and 1 in a matrix form may be calculated.

[0071] In a case where the secret matrix (S) is used as a
secret key (sk), the secret key may be expressed as shown
below.

sk<=SE{0,x1}™!

[0072] The calculation device may calculate an error (E),
at operation S230. The error (E) is a matrix form, which may
be calculated from a discrete Gaussian distribution or a
distribution that is within a short statistical distance thereto.
For example, an error may be expressed as in the math-
ematical formula shown below.

[Mathematical formula 2]

E=(e/]| . .- Hel)‘_DaqmXI

[0073] The mathematical formula 3 means that a discrete
Gaussian distribution with a standard deviation of Vaq is
sampled m times independently to calculate a column vec-
tor, and the column vector is concatenated again 1 times to
calculate an error matrix (E).

[0074] The error matrix (E) is not necessarily calculated in
the same manner as in the mathematical formula 3, but may

[Mathematical formula 3]
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be calculated by other methods known to be applicable to the
LWE-based public key encryption method.

[0075] The calculation device may calculate a second
random matrix (B) using the generated first random matrix,
a secret key, and an error. The second random matrix (B)
may be calculated as in the mathematical formula shown
below.

p=—as+pcL il

[0076] The calculation device may calculate a public key
using the first random matrix and the second random matrix,
at operation S250. For example, a public key may be
calculated as shown below, by concatenating the first ran-
dom matrix and the second random matrix.

[Mathematical formula 4]

- Z minn
ph—4By L jr<nd

[0077] As shown above, the calculation device may gen-
erate a public key using an error. The order of each step of
FIG. 2 is only an example, and the order of the steps may be
changed according to an embodiment.

[0078] When a secret key and a public key are generated,
the calculation device may store them. Depending on the
operating environment, the calculation device may share at
least one of a secret key or a public key with external
devices.

[0079] Meanwhile, as described above, encryption may be
performed using a rounding function. FIG. 3 is a flowchart
illustrating a method for generating ciphertext of an LWR
method, according to an embodiment of the disclosure.
Referring to FIG. 3, a calculation device with a message to
be transmitted may set a random vector, at operation S310.
The random vector may be set so that each component has
a value of -1, 0, and 1. For example, a random vector may
be set as in the mathematical formula shown below.

r=Hwr,m,)

[0080] The calculation device may perform a first calcu-
lation on a message using a public key and a random vector.
The first calculation refers to a process of making a state of
ciphertext before the rounding process.

[0081] For example, a first value obtained by calculating
a first random matrix included in the public key and a
random vector may be calculated. In addition, a second
value obtained by adding a value obtained by encoding the
message to a result value obtained by calculating a second
random matrix and a random vector included in the public
key may be calculated. The first value and the second value
refer to result values of the first calculation described above,
and the order of calculation is not limited to any specific
order.

[0082] For example, the first value (c,) and the second
value (c,) may be calculated in the manner as shown below.

[Mathematical formula 5]

[Mathematical formula 6]

i =rA [Mathematical formula 7]

ch :rB+M[§|

[0083] Here, r denotes a random vector, A denotes a first
random matrix, B denotes a second random matrix, and M
denotes a message. In the mathematical formula 7, the
message M is multiplied by a value obtained by rounding
q/2, but may be multiplied by a value obtained by rounding
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g/t. In this disclosure, the encoding is referred to as changing
a value by performing an operation such as a rounding
process on the message.

[0084] When a first calculation result value is calculated,
a rounding process may be performed to calculate ciphertext
corresponding to the message, at operation S330.

[0085] The ciphertext is not necessarily generated in the
same manner as in the mathematical formula 8. According
to another example, a ciphertext may be generated in the
following manner.

c—(cLe)e mel
er=lwhyre1€L s ¢ a7
o —(p/tym+|(p/g)c' 1€ Zp’; cy'—BTr

[0086] The mathematical formula 7 is a method of adding
an encoding value of a message before a rounding process,
and the mathematical formula 8 is a method of adding it after
a rounding process. The two methods described above may
yield ciphertext with the same value when q is a multiple of
p and p is a multiple of t.

[0087] When ciphertext is generated as described above, a
predetermined number of lower bits are removed, and
Gaussian sampling is not required. In addition, a secret key
and a random vector include a sparse small vector such as 0,
-1, and 1, and thus the security is secured and the encryption
speed becomes very fast. The size of ciphertext can also be
significantly reduced.

[0088] Although not illustrated in the encryption method
of FIG. 1, when a ciphertext generated in the manner
described above, that is, a message encrypted using a public
key, is received, a step of decrypting the message may be
further included. Decryption may be performed using the
secret key described above. Decryption may be performed in
the following method.

me|#/p-(STa+b)](mod 1)

[0089] In the example described above, the key generation
is performed based on the LWE method and the encryption
is performed based on the LWR method. However, accord-
ing to another embodiment of the disclosure, the key gen-
eration and encryption may be based on a ring. For conve-
nience of explanation, this method will be referred to as an
R-LWE method and an R-LWR method.

[0090] FIG. 4 is a flowchart illustrating a method for
generating a key based on a ring. For example, the R-LWE
method may be used in the key generation process. Refer-
ring to FIG. 4, the calculation device may set parameters and
a ring, at operation S410. The parameters were explained in
detail above, and thus repeated explanation is omitted. The
ring may be expressed as in the mathematical formula as
shown below.

[Mathematical formula 8]

[Mathematical formula 9]

_ Z4x] [Mathematical formula 10]
T ()

[0091] The ring refers to a set of polynomials with a
predetermined coefficient. For example, the ring refers to a
set of n-order polynomials with a coefficient Zq. In the
mathematical formula 10, f(x) denotes an n-order polyno-
mial. For example, if n is ®(N), f(x) denotes an n-order
cyclotomic polynomial. (F(x)) denotes an ideal of Zq[x]
generated by f(x). ®(N) denotes the number of natural
numbers less than N. When ®N(x) is defined as an n-order
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cyclotomic polynomial, a ring may be expressed as in the
mathematical formula as shown below.

B Z,x] [Mathematical formula 11]
T On(x)

[0092] Then, the calculation device may calculate a secret
key (sk) from the ring, at operation S420.

sk<=S(x)<R

[0093] S(x)is a polynomial in which each coefficient is O,
-1, and 1. For example, S(x) may be calculated to follow a
distribution of HWTn(hs). The calculated polynomials may
be set to the secret key (sk).

[0094] Then, a first random polynomial (a(x)) may be
calculated from the ring, at operation S430. The first random
polynomial may be expressed as shown below.

[Mathematical formula 12]

a(x)<-R

[0095] In addition, the calculation device may extract an
error from a discrete Gaussian distribution or a distribution
that is within a short statistical distance thereto. An error
may be expressed as in the mathematical formula as shown
below.

[Mathematical formula 13]

e(x)=<=D,"

[0096] When an error is calculated, the calculation device
may modulate the error with the first random polynomial
and the secret key, and produce a second random polyno-
mial, at operation S450. The second random polynomial
may be expressed as shown below.

b(x)=a(X)s(x)+e(x)

[0097] Finally, the public key (pk) may be set as shown
below, so that the first random polynomial and the second
random polynomial are included, at operation S460.

Ph=(a(x),b(x))

[0098] FIG. 5 is a flowchart illustrating a method for
generating ciphertext based on an R-LWR method. Refer-
ring to FIG. 5, a polynomial is randomly extracted as in the
mathematical formula shown below, at operation S510.

rx){-1,0,1)n

[0099] Then, a first calculation on a message may be
performed using a public key and a polynomial, at operation
S520. The first calculation refers to, as described above, a
process of calculating a first value and a second value using
the first random polynomial, the second random polynomial,
the polynomial and the message described above, etc. For
example, a first value obtained by calculating the first
random polynomial and the polynomial, and a second value
obtained by adding a value obtained by encoding a message
in a result value obtained by calculating the polynomial and
the second random polynomial included in the public key
may be respectively calculated. The first value and the
second value (c,' and c,') may be expressed as in the
mathematical formula shown below.

[Mathematical formula 14]

[Mathematical formula 15]

[Mathematical formula 16]

[Mathematical formula 17]

ch(x) = r(x)alx) [Mathematical formula 18]

&0 = L) + rnb)
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[0100] When the first calculation is performed, a rounding
process of the result value thereof may be performed, and a
ciphertext polynomial may be calculated, at operation S530.
For example, a rounding process of each of the first and
second values may be performed to remove a predetermined
number of lower bits, and a ciphertext polynomial corre-
sponding to the message may be calculated. The ciphertext
polynomial may be expressed as shown below.

cx)=(e1(x),c2(x)
a1 @)=lp/gr)a)]
o)=L p/g(g/t-mE)+r(x)b())]

[0101] The above-described ciphertext polynomial may be
calculated in a ring. Here, the c,(x) may be calculated as in
the mathematical formula shown below.

[Mathematical formula 19]

() = [?]m(x) + [5 ) b(x)'l in R, [Mathematical formula 20]

[0102] As described with reference in FIGS. 4 and 5, the
key generation and the ciphertext generation are possible
based on a ring. A calculation device may provide the
generated public key to external devices. An external device
receiving the public key may, when a message to be trans-
mitted to the calculation device is present, perform encryp-
tion using the public key, and transmit the encrypted mes-
sage. When the calculation device receives the encrypted
message, decryption may be performed using a secret key. A
method for encryption of ciphertext generated as illustrated
in FIGS. 4 and 5 may be expressed as in the mathematical
formula shown below.

ex(x) = Sy () = ?m(x) +Ae ﬂp—ﬂ mx) [Mathematical formula 21]

[0103] Here, the noise Ae is disappeared in the decryption
process as the lowest bit is deleted by the |t/p-x] Even if
encryption is performed as illustrated in FIGS. 4 and 5, the
lowest bit is deleted in the encryption process and thus, the
effect as in the other embodiment described above cannot be
obtained.

[0104] The key generation, encryption and decryption
process as described above may be performed by the cal-
culation device. The calculation device may be a computer,
but is not limited thereto. For example, various terminals
such as a server device, a mobile phone, a laptop PC, a tablet
PC and the like, provided with a communication function
may perform the operation described above. In the disclo-
sure, a device capable of performing operations according to
the various embodiments as described above will be com-
monly referred to a calculation device.

[0105] FIG. 6 is a flowchart illustrating a configuration of
a calculation device, according to an embodiment of the
disclosure. Referring to FIG. 6, the calculation device 100
may include a memory 110 and a processor 120. The
memory 110 is configured to store an Operating System
(O/S), various software and data necessary for operating the
calculation device 100. The memory 110 may be a variety of
forms such as RAM, ROM, flash memory, HDD, external
memory, memory card and the like, and is not limited to any
one.

Aug. 27, 2020

[0106] The processor 120 is an element for executing a
program stored in the memory 110 and performing various
calculation operations.

[0107] For example, the processor 120 may set a secret
key, and generate a public key using an error and a secret
key. The processor 120 may store the generated secret key
and the generated public key in the memory.

[0108] The stored keys may be used in various operations.
For example, when a message to be transmitted to the
outside or a message for which encryption is required is
input, the processor 120 may apply the public key stored in
the memory 110 to a message, and then perform a rounding
process to encrypt the message. Here, the secret key may be
set as a small value. For example, the secret key may be a
random combination from among -1, 0 and 1, as described
in the embodiments described above. The various embodi-
ments of encryption operation of the processor are described
with reference to FIGS. 1 to 5, and thus repeated explanation
is omitted.

[0109] Although not illustrated in FIG. 6, the calculation
device 100 may further include a communicator (not illus-
trated). The communicator is configured to perform com-
munication with external devices.

[0110] The processor 120 may broadcast the public key
stored in the memory 110 via the communicator. In addition,
when an external device to use the public key is determined,
the public key may be transmitted to an Internet Protocol
(IP) address of that external device.

[0111] When encryption is performed in external devices
receiving the public key, the processor 120 may receive
ciphertext via the communicator. The processor 120 may
decrypt the ciphertext using the secret key stored in the
memory 110.

[0112] In addition, the calculation device 100 may further
include various elements such as input means, display, bus
and the like, according to the type of the calculation device.
However, these elements are not directly related to the
various embodiments of the disclosure, and thus the illus-
tration and description thereof are omitted herein.

[0113] FIG. 7 is a diagram illustrating a system for per-
forming encryption/decryption, according to an embodiment
of the disclosure. Referring to FIG. 7, the system may
include a server device 100 and various external devices
710-1 to 710-n. The respective devices may be intercon-
nected via a network 700.

[0114] The server device 100 may generate a public key as
described in the various embodiments described above, and
then broadcast the generated public key via the network. The
devices 710-1 to 710-r of various types connected to the
network 700 may receive a public key. In a case that a
second device 710-2 from among the devices is to access the
server device 100, the second device 710-2 may encrypt a
message to be transmitted using the public key, and then
transmit the ciphertext. The server device 100 may receive
the ciphertext, and then perform decryption using a secret
key.

[0115] If'the second device 710-2 is capable of performing
the key generation operation as described above, the second
device 710-2 may generate a public key and a secret key on
its own. The second device 710-2 may transmit the public
key to the server device 100. In this case, the second device
710-2 may encrypt the public key and transmit the encrypted
public key.

[0116] In a case that the public key is provided from the
second device 710-2, when a message to be transmitted to
the second device 710-2 is present, the server device 100
may encrypt the message using the received public key, and
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then transmit the encrypted message. Accordingly, commu-
nication security between the server device 100 and the
second device 710-2 can be enhanced.
[0117] In addition, the server device 100 may generate a
secret key and a public key, and then provide all the keys to
a specific device. A device receiving the secret key and the
public key may use the keys to communicate with external
devices.
[0118] Meanwhile, a program code for performing at least
one of the key generation, encryption and decryption pro-
cess according to the various embodiments as described
above may be stored in a recording medium and distributed.
In this case, a device on which a recording medium is
mounted may perform the operations described above. For
example, a program code may be stored in a recording
medium. The program code is to sequentially perform the
steps for calculating a first random matrix (A) including
randomly-determined values, calculating a secret key (s) by
randomly combining a column vector of which each com-
ponent has one value from among -1, 0 and 1 in a matrix
form, extracting an error (E) from a discrete Gaussian
distribution or a distribution that is within a short statistical
distance thereto, calculating a second random matrix (B) by
modulating a first random matrix, a secret key and an error,
setting a public key including the first random matrix and the
second random matrix, setting a random vector from among
-1, 0 and 1, respectively calculating a first value obtained by
calculating the first random matrix and the random vector,
and a second value obtained by adding a value obtained by
encoding a message in a result value obtained by calculating
the second random matrix and the random vector, and
performing a rounding process for removing a predeter-
mined number of lower bits for each of the first and second
values, and calculating a ciphertext corresponding to the
message.
[0119] The recording medium may be a computer-read-
able medium of various types, such as ROM, RAM, a
memory chip, a memory card, an external hard drive, a hard
drive, a compact disc (CD), a digital versatile disc (DVD),
a magnetic disc, or a magnetic tape.
[0120] As described above, when the key generation and
encryption according to the various embodiments of the
disclosure is performed, it is safe even in the age of quantum
computers, the encryption/decryption speed can be greatly
improved, and the size of ciphertext can be reduced. In
particular, the generated random value and the secret key
may be set using a small vector in the encryption process,
and a process of removing lower bits in the encryption
process may be performed. Thereby, efficiency can be maxi-
mized.
[0121] Although the description of the disclosure is made
with reference to the accompanying drawings, the scope of
the rights is defined by the appended claims and is not
construed as being limited to the described embodiments
and/or the drawings. In addition, it should be understood that
the disclosure includes various improvements, modifications
and changes of the embodiments of the claims which are
obvious to those skilled in the art are included in the scope
of rights of the disclosure.
What is claimed is:
1. An encryption method, comprising:
setting a secret key, and generating a public key using the
secret key and an error; and
applying the public key to a message, and then performing
a rounding process and encrypting the message,
wherein the secret key is a random combination from
among -1, 0 and 1, and
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wherein a size of the error is determined by an error
parameter which is greater than zero and less than one.

2. The encryption method as claimed in claim 1, wherein

the generating the public key comprises:

calculating a first random matrix (A) including randomly-
determined values;

calculating the secret key (s) by randomly combining a
column vector of which each component has one value
from among -1, 0 and 1 in a matrix form;

extracting the error (E) from a discrete Gaussian distri-
bution or a distribution that is within a short statistical
distance to the discrete Gaussian distribution;

calculating a second random matrix (B) by modulating the
first random matrix, the secret key and the error;

calculating the public key including the first random
matrix and the second random matrix.

3. The encryption method as claimed in claim 2, wherein
the encrypting the message comprises:
setting a random vector of which each component has a
value of -1, 0 and 1;
respectively calculating a first value which is obtained by
calculating the first random matrix and the random
vector, and a second value which is obtained by adding
a value obtained by encoding the message to a result
value obtained by calculating the second random
matrix and the random vector; and
performing a rounding process to remove a predetermined
number of lower bits for each of the first and second
values, and calculating a ciphertext corresponding to
the message.
4. The encryption method as claimed in claim 1, wherein
the generating the public key comprises:
setting a ring which is a set of polynomials with a
predetermined coefficient;

calculating the secret key from the ring;
calculating a first random polynomial from the ring;
extracting the error from a discrete Gaussian distribution

or a distribution that is within a short statistical distance
to the discrete Gaussian distribution;

calculating a second random polynomial by modulating
the error in the first random polynomial and the secret
key; and

setting the public key including the first random polyno-
mial and the second random polynomial.

5. The encryption method as claimed in claim 4, wherein

the encrypting the message comprises:

randomly extracting a polynomial of which each coeffi-
cient has one value from among -1, 0 and 1;

respectively calculating a first value which is obtained by
calculating the first random polynomial and the poly-
nomial, and a second value which is obtained by adding
a value obtained by encoding the message to a result
value obtained by calculating the second random poly-
nomial and the polynomial; and

performing a rounding process to remove a predetermined
number of lower bits for each of the first and second
values, and calculating a ciphertext polynomial corre-
sponding to the message.

6. The encryption method as claimed in any one of claims
1 to 5, further comprising:
based on another message encrypted by the public key
being received, decrypting the received another mes-
sage to the secret key.
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7. A calculation device, comprising:
a memory; and
a processor configured to:
set a secret key;
generate a public key using the secret key and an
error; and
store the secret key and the public key in the
memory,
wherein the processor is further configured to apply the
public key to a message to be encrypted, and then
perform a rounding process and encrypt the message,
wherein the secret key is a random combination from
among -1, 0 and 1, and
wherein a size of the error is determined by an error
parameter which is greater than zero and less than
one.
8. The calculation device as claimed in claim 7, wherein
the processor is configured to:
calculate a first random matrix (A) including randomly-
determined vectors;
calculate the error (E) from a discrete Gaussian distribu-
tion or a distribution that is within a short statistical
distance to the discrete Gaussian distribution;
calculate a second random matrix (B) by modulating the
first random matrix, the secret key and the error; and
set the public key including the first random matrix and
the second random matrix.
9. The calculation device as claimed in claim 8, wherein
the processor is configured to:
set a random vector of which each component has a value
of -1, 0 and 1;
respectively calculate a first value which is obtained by
calculating the first random matrix and the random
vector, and a second value which is obtained by adding
a value obtained by encoding the message to a result
value obtained by calculating the second random
matrix and the random vector; and
perform a rounding process to remove a predetermined
number of lower bits for each of the first and second
values, and calculating a ciphertext corresponding to
the message.
10. The calculation device as claimed in claim 9, wherein
the processor is configured to:
set a ring which is a set of polynomials with a predeter-
mined coeflicient;
calculate the secret key from the ring;
calculate a first random polynomial from the ring;
extract the error from a discrete Gaussian distribution or
a distribution that is within a short statistical distance to
the discrete Gaussian distribution; and
calculate a second random polynomial by modulating the
error in the first random polynomial and the secret key,
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and set the public key including the first random
polynomial and the second random polynomial.

11. The calculation device as claimed in claim 10, wherein
the processor is configured to:

randomly extract a polynomial of which each coefficient
has one value from among -1, 0 and 1;

respectively calculate a first value which is obtained by
calculating the first random polynomial and the poly-
nomial, and a second value which is obtained by adding
a value obtained by encoding the message to a result
value obtained by calculating the second random poly-
nomial and the polynomial; and

perform a rounding process to remove a predetermined
number of lower bits for each of the first and second
values, and calculating a ciphertext polynomial corre-
sponding to the message.

12. The calculation device as claimed in any one of claims

7 to 11, further comprising:

a communicator for broadcasting the public key stored in
the memory, wherein the processor is configured to,
based on another message encrypted by the public key
being received, decrypt the received another message
to the secret key.

13. A recording medium on which a program code is
stored, the program code sequentially performing the steps
for:

calculating a first random matrix (A) including randomly-
determined values;

calculating a secret key (s) by randomly combining a
column vector of which each component has one value
from among -1, 0 and 1 in a matrix form;

calculating the error from a discrete Gaussian distribution
or a distribution that is within a short statistical distance
to the discrete Gaussian distribution;

calculating a second random matrix (B) by modulating the
first random matrix, the secret key and the error; and

setting a public key including the first random matrix and
the second random matrix.

14. The recording medium as claimed in claim 13,

wherein the program code further performs the steps for:

setting a random vector of which each component has a
value of -1, 0 and 1;

respectively calculating a first value which is obtained by
calculating the first random matrix and the random
vector, and a second value which is obtained by adding
a value obtained by encoding the message to a result
value obtained by calculating the second random
matrix and the random vector; and

performing a rounding process to remove a predetermined
number of lower bits for each of the first and second
values, and calculating a ciphertext corresponding to
the message.



