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to the block list any time after the user device receives the phone
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CALLER ID VERIFICATION USING CALL
IDENTIFICATION AND BLOCK LISTS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority to U.S. Provisional
Application No. 62/640,873, filed Mar. 9, 2018, which is
hereby incorporated by reference in its entirety.

[0002] This application is also related to U.S. Non-Provi-
sional application Ser. No. 16/287,879, filed Feb. 27, 2019,
which is incorporated by reference in its entirety.

TECHNICAL FIELD

[0003] This application relates generally to telephone
security and more specifically to verifying an identity of an
incoming call utilizing block lists and identification lists.

BACKGROUND

[0004] Phone calls are used for a significant amount of
communications and present a large target for attack. Caller
identification (also referred to as caller ID) features that
display an originating phone number in callee’s device are
prone to spoofing. For example, caller ID spoofing is com-
monly used by attackers to imitate a call agent of an
enterprise (e.g., bank) and call the enterprise customers. A
customer may have saved the enterprise phone number in a
contact list or may otherwise recognize the enterprise phone
number. Receiving a phone call from a known phone num-
ber, the customer may believe that the attacker is indeed a
call agent of the enterprise. The attacker may then use social
engineering to obtain other personal private information
from the customer such as credit card information, social
security number, and address.

[0005] Conventional technology does not provide an indi-
cation to the user whether a phone number of an incoming
call is spoofed. As customers do not generally recognize
enterprise call agents by voice or other attributes, the cus-
tomers and enterprises remain vulnerable to these spoofing
attacks.

SUMMARY

[0006] What is therefore desired are systems and methods
that provide an indication to a callee whether an incoming
call can be trusted. What is also desired are systems and
methods that provide a verification to a callee that incoming
phone calls are from enterprise (e.g., a bank) phone numbers
and not from spoofed phone numbers.

[0007] Embodiments disclosed herein attempt to solve the
aforementioned technical problems and may provide other
benefits as well. In an illustrative embodiment, a user device
(e.g., amobile phone) may block all the phone numbers used
by an enterprise, e.g., by adding to a block list. When an
enterprise wants to call the user, e.g., through a call agent or
an automated dial, the enterprise may notify the user device
through a separate secure channel that an enterprise phone
number is in the process of making a phone call to the user
device. The secure channel may include an authentication
server that sends one or more requests to the user device. In
response, the user device may unblock the enterprise phone
number. An incoming phone call from the enterprise phone
number therefore can be trusted. After the phone call is
terminated, the user device may again block the enterprise
phone number. An attacker may not have access to the
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secure channel to notify the user device of an incoming call.
Therefore, a phone call from the attacker with a spoofed
enterprise phone number (blocked by the user device) may
be dropped by the user device. For a verified phone number,
the user device may display an icon or a symbol to the user
that incoming phone number displayed in the screen has
been verified.

[0008] In an embodiment, a computer-implemented
method comprises receiving, by a first computer from a
second computer, an indication of an outgoing phone call to
a first phone number from a second phone number; trans-
mitting, by the first computer, a first request to a user device
associated with the first phone number to remove the second
phone number from a block list maintained at the user
device; in response to the first computer receiving a confir-
mation message that the user device has removed the second
phone number from the block list, transmitting, by the first
computer to the second computer, an indication that the
outgoing phone call can be placed; and, transmitting, by the
first computer to the user device, a second request to add the
second phone number to the block list such that the user
device blocks future calls from the second phone number.

[0009] In another embodiment, a computer-implemented
method comprises appending, by the authentication function
in a user device, the set of phone numbers to a block list;
receiving, by the authentication function from an authenti-
cation server, a first request to remove a first phone number
in the set of phone numbers; removing, by the authentication
function, the first phone number from the block list in
response to the first request; receiving, by the user device, an
incoming phone call from the first phone number; receiving,
by the authentication function, a second request to add the
first phone number to the block list; and appending, by the
authentication function, the first phone number to the block
list in response to the second request such that the user
device blocks a future incoming call from the first phone
number.

[0010] In yet another embodiment, a system comprises a
non-transitory storage medium storing a plurality of com-
puter program instructions; and a processor configured to
execute the plurality of computer program instructions to:
receive from a computer an indication of an outgoing phone
call to a first phone number from a second phone number;
transmit a first request to a user device associated with the
first phone number to add the second phone number to an
identification list maintained at the user device; transmit a
confirmation to the computer that the outgoing phone call
can be placed to the first phone number; and in response to
the processor receiving a confirmation message that the
outgoing phone call has been initiated: transmit a second
request to the user device to remove the second phone
number from the identification list.

[0011] In yet another embodiment, a computer-imple-
mented method comprises receiving, by a first computer
from a second computer, an indication of an outgoing phone
call to a first phone number from a second phone number;
transmitting, by the first computer, a first request to a user
device associated with the first phone number to add the
second phone number to an identification list maintained at
the user device; transmitting, by the first computer, a con-
firmation to the second computer that the outgoing phone
call can be placed to the first phone number; and in response
to the first computer receiving a confirmation message that
the outgoing phone call has been initiated, transmitting, by
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the first computer, a second request to the user device to
remove the second phone number from the identification
list..

[0012] It is to be understood that both the foregoing
general description and the following detailed description
are exemplary and explanatory and are intended to provide
further explanation of the disclosed embodiment and subject
matter as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The present disclosure can be better understood by
referring to the following figures. The components in the
figures are not necessarily to scale, emphasis instead being
placed upon illustrating the principles of the disclosure. In
the figures, reference numerals designate corresponding
parts throughout the different views.

[0014] FIG. 1A shows an illustrative network environment
for caller ID verification using call identification and block
lists, according to an embodiment;

[0015] FIG. 1B shows another illustrative network envi-
ronment for caller ID verification using call identification
and block lists, according to an embodiment;

[0016] FIG. 2 shows a flow diagram of an illustrative
method of caller ID verification using call identification and
block lists, according to an embodiment; and

[0017] FIG. 3A-3C show process diagrams of an illustra-
tive method of caller ID verification using call identification
and block lists, according to an embodiment.

DETAILED DESCRIPTION

[0018] Reference will now be made to the illustrative
embodiments illustrated in the drawings, and specific lan-
guage will be used here to describe the same. It will
nevertheless be understood that no limitation of the scope of
the claims or this disclosure is thereby intended. Alterations
and further modifications of the inventive features illustrated
herein, and additional applications of the principles of the
subject matter illustrated herein, which would occur to one
ordinarily skilled in the relevant art and having possession of
this disclosure, are to be considered within the scope of the
subject matter disclosed herein. The present disclosure is
here described in detail with reference to embodiments
illustrated in the drawings, which form a part here. Other
embodiments may be used and/or other changes may be
made without departing from the spirit or scope of the
present disclosure. The illustrative embodiments described
in the detailed description are not meant to be limiting of the
subject matter presented here.

[0019] Embodiments disclosed herein describe systems
and methods for caller 1D verification using block lists and
identification lists. An illustrative system may comprise an
authentication server and an authentication function on a
user device. The authentication function may be executed by
(or implemented by) an authentication application (or app)
that may be an enterprise app, for example, banking app. The
authentication function may be executed by a system utility
of the user device or may be a part of a service running on
the user device. The authentication function may commu-
nicate with the authentication server to fetch all the phone
numbers (also referred to as automatic number identification
(ANI)) associated with an enterprise. The authentication
function may then add the fetched numbers to a block list
maintained at the user device (e.g., in a storage of the user
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device). The user device may block incoming calls from the
phone numbers in the block list.

[0020] When the enterprise wants to place an outgoing
phone call to the user device, the enterprise may transmit a
message indicating the outgoing phone call along with an
enterprise phone number from which the outgoing call will
be originated. In some embodiments, the outgoing phone
call may not originate from the enterprise phone number. For
example, an agent calling a user may use a different phone
number or may use a Voice over Internet Protocol (VoIP)
phone with an associated VoIP phone number. In these
embodiments, the different originating phone number may
be mapped to the enterprise phone number. The authentica-
tion server may therefore receive an originating phone
number and a mapped enterprise phone number in the
message. In response to receiving the message, the authen-
tication server may transmit a request to the authentication
function. The request may include a request to the authen-
tication function to remove the enterprise phone number
(which, in some cases, is mapped from a different originat-
ing phone number) from a block list maintained at the user
device. For example, the block list may be within a storage
such as a hard disk drive, solid state drive, and/or a random
access memory of the user device. In some embodiments,
the request to the authentication may be a request to disable
the entire block list. In addition, the request may include a
request to add the phone number to an identification list, also
maintained at the user device. In response, the authentication
function may remove the phone number from the block list
and may add the phone number to the identification list and
transmit a confirmation message to the authentication server.
When the authentication server receives the confirmation
message, the authentication server may notify the enterprise
sever that an outgoing phone call may be placed from the
enterprise phone number to a phone number associated with
the user device.

[0021] After the enterprise places the outgoing phone call
to the user device, the authentication server may send
another request to the authentication function to add the
enterprise phone number back to the block list. In some
embodiments, the authentication server may send the
request after the authentication server receives a notification
that the call between the enterprise and the user device has
been disconnected. In other embodiments, the authentication
server may send the request when the call between the
enterprise and the user device is ongoing. It should be
understood that the aforementioned state of the phone calls
where the authentication server may send the request (or any
type of message) are merely illustrative and should not be
considered limiting. For example, the authentication server
may send the request at any time after a phone call is placed
to the user device (e.g., any time after the user device starts
ringing). Non-limiting example of the state of the phone
calls may include off-hook, ringing, connected, and discon-
nected. The request may also include a request for the
authentication function to remove the enterprise phone num-
ber from the identification list. In some embodiments, the
user device may not receive a message to remove the
enterprise phone number from the identification list and the
user device may remove the enterprise phone number after
a timeout. In other embodiments, the authentication server
may transmit the user device a request to remove the
enterprise phone number after a timeout.
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[0022] Once the phone call to the user device is ongoing,
the authentication server may transmit a request to the user
device to get the user device state. The call states may be, for
example, incoming ringing, incoming connected. In some
embodiments, the user device may send the state data back
to the authentication server when the user device receives
the phone call and starts ringing without an additional
request from the authentication server, i.e., the user device
may send the state data based on previously received
requests to modify one or more of the block lists and
identification lists. The authentication server may compare
the received user device state with the phone call state to
authenticate that the user device which received the phone
call is the same device that was supposed to receive the
phone call and that the phone number has not been ported or
the phone call has not been forwarded from the user device.
Authentication based on comparing state of a device and the
state of a phone call is disclosed in U.S. patent application
Ser. No. 16/287,879, which is incorporated by reference
herein in its entirety.

[0023] As the enterprise phone number is added back to
the block list, any call to the user device from a spoofed
enterprise phone number is blocked by the user device.
When the enterprise itself makes a call, the enterprise may
communicate with the user device through a secure channel
(e.g., using the authentication server as described above) to
remove the enterprise phone number from the block list.
However, an attacker that has spoofed the enterprise phone
number may not have access to the secure channel to cause
the user device to remove the enterprise phone number from
the block list. Therefore, the user device may automatically
block calls from a spoofed enterprise phone number.
[0024] FIG. 1A shows an illustrative network environment
100a for caller ID verification using block lists and identi-
fication lists, according to an embodiment. As shown, the
network environment 100a may comprise an authentication
server 102, one or more user devices 104a, 1045, 104¢, 1044
(collectively or commonly referred to as 104), one or more
networks 106a, 1065 (collectively or commonly referred to
as 106), and an enterprise server 108. The network environ-
ment 100 may also comprise an attack device 110 used for
spoofing phone numbers associated with the enterprise
server 108 and call the client devices 104.

[0025] The authentication server 102 may be any kind of
computing devices containing computer program instruc-
tions to perform the authentication functions described
herein. Non-limiting examples of the authentication server
102 include a server computer, a laptop computer, a tablet
computer, and a smartphone. The authentication server 102
may be logically and physically organized within the same
or different devices or structures, and may be distributed
across any number of physical structures and locations (e.g.,
cabinets, rooms, buildings, cities). The authentication server
102 may comprise a processor to execute the computer
program instructions, a memory to store results generated by
the processor, and a storage to store the computer program
instructions and one or more databases.

[0026] The user devices 104 may include any kind of
computing devices configured to receive phone call. The
phone calls may be through telephone exchanges or over
internet protocol. Non-limiting examples of user devices
104 include a smartphone 104a, a tablet computer 1045, a
laptop computer 104¢, and a voice enabled personal assis-
tant 1044 (also referred to as a smart speaker). It should be
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understood that the user devices 104 shown in FIG. 1 are
merely illustrative and other user devices such as smart-
watches and desktop computers should be considered to be
within the scope of this disclosure. A user device 104 may
include a processor configured to execute computer program
instructions and a memory to store one or more results of the
executions. The user device 104 may include a storage for
storing computer program instructions and one or more
databases. The user device may further have hardware and
software to enable network functionalities to interact with
the networks 106.

[0027] A user device 104 may have an authentication
function. In some embodiments, the authentication function
may be executed by an authentication application (also
referred to as an authentication app) installed thereon. In
other embodiments, the authentication function may be
executed by a system utility of the user device 104. Addi-
tionally or alternatively, the authentication function may be
executed by a service running on the user device 104. The
authentication function may interact with the authentication
server 102 to execute one or more authentication operations
described herein. More particularly, the authentication func-
tion may receive instructions (e.g., requests) from the
authentication server 102 and execute one or more opera-
tions based upon the instructions.

[0028] The networks 106 may include any type of net-
work, including but not limited to, Local Area Network
(LAN), Wireless Local Area Network (WLAN), Metropoli-
tan Area Network (MAN), Wide Area Network (WAN),
cellular network, and the Internet. The communication over
the networks 106 may be performed in accordance with
various communication protocols, such as Transmission
Control Protocol and Internet Protocol (TCP/IP), User Data-
gram Protocol (UDP), and IEEE communication protocols.
In some embodiments, the network 106a may be a secured
network and the network 1065 may be a secured network.
[0029] The enterprise server 108 may be any kind of
computing device of an enterprise (e.g., a bank). Non-
limiting examples of the enterprise server 108 include a
server computer, a laptop computer, a tablet computer, and
a smartphone. The enterprise server 108 may be an IVR
server providing interactive and automated responses to
customer calls arising from the user devices 104. The
enterprise server 108 may be a call center server receiving
and routing calls from the user devices 104. In a call center
setting, the enterprise server 108 may also provide comput-
ing functionality to assist the operations performed by call
center agents.

[0030] The attack device 110 may be any kind of com-
puting device that attackers may use for phone number or
caller ID spoofing. The attack device 110 may include
hardware and software modules to make calls to the user
devices 104 through the networks 106. An attacker or an
imposter may use the attack device 110 to make malicious
phone calls using spoofed phone numbers to the user devices
104 and perform social engineering to gather other infor-
mation about the users associated with the user devices 104.
[0031] In operation, the authentication function in a user
device 104 may instruct the user device 104 to add phone
number associated with the enterprise server 108 to a block
list. The authentication function may generate the instruc-
tions based upon a request from the authentication server
102. Therefore, when an attacker uses the attack device 110
to spoof a phone number associated with the enterprise
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server 108 and call the user device 104, the user device 104
may decline the phone call. The user device 104 may decline
the phone call automatically, and the user may not even
notice the incoming phone call.

[0032] However, when the enterprise in the process of
making the call, the enterprise server 108 may send a
notification to the authentication server 102 that the enter-
prise seeks to make a call to a user device 104. The
notification to the authentication server 102 may include a
phone number that the enterprise will use to call the user
device 104. The authentication server 102 may then transmit
a request to the user device 104 to unblock the phone
number. An authentication function in the user device 104
may receive the request and, in response, may instruct the
user device 104 to remove the phone number from the block
list. In some embodiments, the authentication server 102
may instruct the user device 104 to disable the entire block
list. Once the user device 104 removes the phone number
from the block list (or disables the entire block list), the
authentication function in the user device 104 may transmit
a confirmation of the removal to the authentication server
102. The authentication server 102 may in turn may send a
confirmation to the enterprise server 108. Upon receipt of
the confirmation, the enterprise server 108 or an agent may
call the user device 104 using the phone number. When the
user sees the phone number making the incoming call, the
user may trust that the phone number is not spoofed. In some
embodiments, the user device 104 may show a graphical
indication or any other symbol that the incoming call has
been verified by the authentication server 102.

[0033] When the phone call is completed, e.g., when the
user hangs up, the authentication function may send an
indication to the authentication server 102 that the phone
call is completed. Alternatively or additionally, the enter-
prise server 108 may send an indication that the phone call
is completed to the authentication server 102. In response,
the authentication server 102 may instruct the authentication
function in the user device to add the phone number back to
the block list. Alternatively, when the phone call is com-
pleted, the authentication function itself may instruct the
user device 104 to add the phone number back to the block
list. It should be understood that the embodiment of adding
the phone number back to the block list at the end of the
phone call is merely illustrative. The phone number can be
added back to the block list by the user device 104, with or
without instructions from the authentication server 102, at
any time after the initiation of the phone call to the user
device 104. For example, the phone number may be added
back the block list when the user device 104 starts ringing
or at any time during the pendency of the phone call. In some
embodiments, the user device 104 may add the phone
number back to the block list after a timeout.

[0034] The aforementioned communications (e.g., request
transmissions) between the authentication function in the
user device 104 and the authentication server 102 may be
through any Internet Protocol (IP) channel or mobile mes-
sage channel. For example, the communications may be
through IP channels such as Apple Push Notification Service
(APNS), Google Cloud Messaging (GCM), or Firebase
Cloud Messaging (FCM) or mobile message channel such as
Short Message Service (SMS), Rich Communication Ser-
vices (RCS), or Multimedia Messaging Service (MMS). The
mobile message channel may be used when there is low or
intermittent Internet connectivity between the user device
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104 and the authentication server 102. It should however be
understood that these channels of communications are
merely illustrative and other channels of communications
are to be considered to be within the scope of this disclosure.
[0035] In some embodiments, the user device 104 may
maintain only an identification list without a block list. For
example, the authentication function in the user device 104
may create entries in the identification list for the phone
numbers with the corresponding enterprise name. The
authentication function may also create entries for the same
phone numbers with names such as suspicious, blacklist,
spam, and/or scam caller. In response to receiving a request
from the authentication server 102 to remove a phone
number of an enterprise from the suspicious caller list, the
authentication function may remove the phone number such
that the user device 104 may receive a call from the phone
number. The user device 104 may therefore show that the
call is coming from the enterprise. After a certain period of
removal from the suspicious caller list (e.g., a timeout, a
request from the authentication server 102), the authentica-
tion function may add the phone number back to the
suspicious caller list.

[0036] In some embodiments, the authentication function
in the user device 104 may detect an incoming call from a
phone number and change the entries in one or more of the
identification list and the block list based upon fetching data
from the authentications server 102. For example, the
authentication function may fetch the data associated with
the phone number from the authentication server 102. If the
data fetched from the authentication server 102 indicates
that an enterprise associated with the phone number has
communicated with the authentication server 102 about the
incoming call, the authentication function may remove the
phone number from the block list and/or add the phone
number to the identification list in real-time. The authenti-
cation function may then associate the incoming call with
the enterprise and request the user device 104 to display the
name of the enterprise (e.g., change the caller ID of the call
from displaying a phone number to displaying the name of
the enterprise) in real-time. If the fetched data indicates that
the enterprise associated with the phone number has not
communicated with the authentication server 102, the
authentication function may request the user device 104 to
indicate that the call is likely spam or from a spoofed phone
number (e.g., change the caller ID in real time to display
“Likely Spam™).

[0037] FIG. 1B shows another illustrative network envi-
ronment 1005 for caller ID verification using block lists and
identification lists, according to an embodiment. The illus-
trative network environment 10056 may comprise user
devices 112a-112d (collectively or commonly referred to as
user devices 112), 114, an imposter user device 116, a
telephony channel 118, and a secure channel 120. As shown,
a user device 112 may receive a phone call from the user
device 114 or the imposter user device 116 through the
telephony channel 118. An imposter may therefore use the
imposter user device 116 to make a call to a user device 112
spoofing the phone number associated with the user device
114 (i.e., a legitimate device).

[0038] To mitigate such attacks, the user devices 112, 114
may contain a corresponding authentication function. The
authentication function may be provided by an authentica-
tion application, a system utility of the corresponding user
device 112, 114, a service being executed by the correspond-



US 2019/0281158 Al

ing user device 112, 114, and/or other software modules.
Through the authentication functions in the user devices
112, 114, the illustrative network environment 1005 may
provide a secure channel 120 to securely exchange infor-
mation about a phone call through the telephony channel
118. The imposter user device 116 may not have the authen-
tication function and may not be able to access the secure
channel 120.

[0039] In an illustrative operation, the user device 114
may initiate a call to another user device, e.g., user device
1124. The user device 112a may maintain a block list and an
identification list. The block list may include a phone
number associated with the user device 114. The authenti-
cation function in the user device 114 may detect that a call
is being initiated to the user device 1124, e.g., when the user
of the user device 114 initiates a phone application and dials
the phone number associated with the user device 112a,
and/or provides any other indication of the phone call. The
authentication function in the user device 114 may then
transmit a request to the user device 112a to remove the
phone number associated with the user device 114 from the
block list (or disable the entire block list). The request may
also be for the user device 112a to add the phone number
associated with the user device 114 to the identification list
maintained at the user device 112a. An authentication func-
tion at the user device 112a may receive the request and
remove the phone number associated with the user device
114 from the block list (or disable the entire block list). The
authentication function may also add the phone number
associated with the user device 114 to the identification list.
The authentication function at the user device 1124 may then
transmit a confirmation message to the user device 114
indicating that the phone number associated with the user
device 114 has been removed from the block list and/or
added to the identification list such that the user device 114
may place the phone call to the user device 114.

[0040] At any point after the initiation of the phone call
from the user device 114 to user device 112a, the phone
number associated with the user device 114 may be added
back to the block list and/or removed from the identification
list. For example, once the authentication function at the
user device 112a detects that an incoming call from the
phone number associated with the user device 114 is ringing,
has been picked up, or has ended, the authentication function
may add the phone number associated with the user device
114 back to the block list. The authentication function may
also remove the phone number associated with the user
device 114 from the identification list. In some embodi-
ments, the authentication function at the user device 112a
may perform these adding and removing operations after a
timeout. In some embodiments, the authentication function
at the user device 112a may perform these operations based
upon one or more requests received from the authentication
function in the user device 114 (e.g., a request to add the
phone number associated with the user device 114 back to
the block list). However, the imposter user device 115 may
not have an authentication function or any other way to use
the secure channel 120 to communicate with the client
device 112a. Therefore, if the imposter user device 115
makes a phone call using a phone number spoofing the user
device 114, the client device 1124 may automatically decline
the phone call as the phone number associated with the user
device is in the block list.
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[0041] The aforementioned communications in the secure
channel 120 between the authentication function in the user
device 114 and the authentication function in the user device
1124 may be through any Internet Protocol (IP) channel or
mobile message channel. For example, the communications
may be through IP channels such as APNS, GCM, or FCM
or mobile message channel such as SMS, RCS, or MMS.
The mobile message channel may be used when there is low
or intermittent Internet connectivity between the user device
114 and the user device 112a. It should however be under-
stood that these channels of communications are merely
illustrative and other channels of communications are to be
considered to be within the scope of this disclosure.

[0042] In some embodiments, the user device 112a may
maintain only an identification list without a block list. For
example, the authentication function in the user device 112a
may create entries in the identification list of a phone
number of the user device 114 in association with an
identification of a user of the user device 114. The authen-
tication function may also create entries for the same phone
number with names such as suspicious, blacklist, spam,
and/or scam caller. In response to receiving a request from
the user device 114 to remove the phone number from the
suspicious caller list, the authentication function may
remove the phone number such that the user device 112a
may receive a call from the phone number. The user device
1124 may therefore show that the call is coming from the
user of the user device 114. After a certain period of removal
from the suspicious caller list (e.g., a timeout, a request from
the user device 114), the authentication function may add the
phone number back to the suspicious caller list.

[0043] FIG. 2 shows a flow diagram of an illustrative
method 200 of caller ID verification using block lists and
identification lists, according to an embodiment. It should be
understood that the steps described herein are merely illus-
trative and additional, alternative, or fewer number of steps
are to be considered to be within the scope of this disclosure.
[0044] The method 200 may begin at step 202, when an
enterprise server transmits a notification to an authentica-
tions server of an outgoing phone call to a first phone
number from a second phone number. The enterprise server
may be associated with an enterprise (e.g., a bank) or a call
center using the second phone number. In some embodi-
ments, the enterprise server may be an Interactive Voice
Response (IVR) server using the second phone number. In
these embodiments, the IVR server may automatically trans-
mit a notification to the authentication server that the IVR
server is the processing of making a phone call to the first
phone number using the second phone number. In the
embodiments where the enterprise server is a call center
server, an agent may request the call center server to send the
notification to the authentication server that that the agent is
in a process of making a phone call using the second phone
number to the first phone number. The notification may
include the second phone number, i.e., the phone number
being used to make the phone call. In some embodiments, a
single server may implement the functionality of the enter-
prise server and the authentication server and the above
described communications may be between different soft-
ware modules of the single server.

[0045] At a next step 204, the authentication server may
retrieve data records associated with the first phone number.
The authentication server may maintain or have access to a
database with data records that associates user devices with
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the first phone number. For example, the first phone number
may be associated with a mobile phone and the data records
of the first phone number may have information about the
mobile phone. For example, the data records of the first
phone number may include an internet protocol (IP) address,
a MAC address or any other kind of address of the mobile
phone. It should be understood that aforementioned infor-
mation of the mobile phone is merely illustrative and other
information that allows the authentication server to commu-
nicate with the user device should also be considered within
the scope of this disclosure.

[0046] At step 206, the authentication server may transmit
a request to an authentication function in the user device to
remove the second phone number from a block list. The
request may be through IP channel, using platforms such as
Apple Push Notification Service (APNS), Google Cloud
Messaging (GCM), or Firebase Cloud Messaging (FCM). In
some embodiments, the request may be through mobile
message channel, such as SMS, RCS, or MMS. The authen-
tication server may utilize the mobile message channel when
the user device may have a poor internet connectivity. The
request may also include a request to add the second phone
number to an identification list in addition to removing the
phone number from the block list. Each of the block list and
the identification list may be maintained at the user device
(e.g., in a storage). In some embodiments, the request to the
authentication function may be disable the entire block list.

[0047] At step 208, the authentication function in the user
device may remove the second phone number from the
block list (or may disable the entire block list). In addition,
the authentication function may add the second phone
number to the identification list. After the second phone
number is removed from the block list and added to the
identification list, the user device may not block an incoming
phone call from the second phone number.

[0048] In addition, the authentication function may pro-
vide a notification to the user that an incoming call is about
to arrive. The notification may be a visual notification (e.g.,
a banner notification), an audible notification (e.g., a beep or
music), and/or a haptic notification. The authentication
function may also detect one or more settings at the user
device and/or the state of the user device. For example, the
user may have enabled a “do not disturb” setting and/or the
state of the user device may indicate that the user is
otherwise busy (e.g., the state of the user device may
indicate an ongoing phone call). In these cases, the authen-
tication function may transmit an indication to the authen-
tication server that the user may not be available to the take
the phone call. The authentication server may utilize the
notification to instruct the enterprise server not to make a
phone call. Alternatively, the authentication function may
instruct the user device not reject the incoming phone call
and provide only the notification to the user.

[0049] At step 210, the user device receives the phone call
originating from the second phone number. The user device
may display on the screen that the incoming phone call is
verified. For example, the user device may display an image
and/or a text such as a checkmark as an indication that the
incoming phone call may be trusted. The authentication
server may provide displayed image and/or text to the
authentication function in the user device. Other examples
of the image and/or text may include “Call Verified by
<Company A>.”
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[0050] In some embodiments, the authentication server
may also provide an image of the enterprise or the person
that is calling to the authentication function so that the user
device may display the image when displaying the incoming
call. The authentication server may also provide and the user
device may accordingly display a context of the incoming
call. The context may be in a text form and/or in an image
form, such as “fraud on your credit card.” The user device
may also play a different ringtone for the call that is verified
using the embodiments in this disclosure. In the embodi-
ments where the user device is an IoT device, the user device
may display different notification colors based on whether
the call is verified. For example, the IoT device may display
a green color notification (e.g., by activating green LEDs)
for a call that has been verified and display a red color
notification for a call that is likely spam (e.g., by activating
red LEDs). The images, texts, and/or indications displayed
by the user device may be provided by the authentication
server as metadata to the authentication function at the user
device. Such metadata may be embedded within one or more
requests from the authentication server to the authentication
function. Alternatively or additionally, the authentication
function may fetch the metadata from the authentication
server. It should be understood that the aforementioned text,
images, and/or notifications are merely illustrative and other
images, text, and/or notifications should also be considered
to be within the scope of this disclosure.

[0051] At step 212, the authentication function may add
the second phone number back to the block list any time
after the user device receives phone call. For example, the
authentication function may add the second phone number
back to block list once the user device starts ringing, when
the call is ongoing, when the call is completed, or any other
time after the second device receives the phone call. As the
second phone number is added back to the block list, any
incoming phone call from the second phone number may be
rejected by the user device. In addition to adding the second
phone number back to the block list, the authentication
function may remove the second phone number from the
identification list. In some embodiments, the authentication
function may add the second phone number to the block list
and remove the second phone number from the identification
list in response to receiving to request from the authentica-
tion server. The authentication server may generate the
request when the authentication server receives an indication
that the phone call has been completed. In some embodi-
ments, the authentication server may generate the request
when the authentication server receives an indication that
the phone call is ongoing (e.g., the phone call is connected
but has not been disconnected). In some embodiments, the
authentication server may generate the request when the
authentication server receives an indication that he phone
call has been placed (e.g., the user device is ringing). The
authentication server may receive the indication from the
enterprise server and/or the user device.

[0052] It should be understood that the above described
steps of the method and the devices implementing the steps
of the method are merely illustrative and other variations to
the steps and devices should be considered to be within the
scope of this disclosure. In an embodiment, a phone service
provider may maintain a block list and may not route the
calls from a phone number in a block list to the user device.
In this embodiment, the authentication server may commu-
nication with a phone service provider server to add all the
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phone numbers associated with an enterprise to the block
list. When the enterprise indicates to the authentication
server that a phone call is being made, the authentication
server may transmit a request to the phone service provider
server to remove from the block list the phone number from
which the call is being made. Once the phone call is ongoing
(e.g., the state of the phone call is “connected”) or is
completed (e.g., the state of the phone call changes from
“connected” to “disconnected”), the authentication server
may transmit a request to the phone service provider server
to add the phone number back to the block list. The
authentication server may receive the state of the phone call
from the user device and/or the phone service provider
server. In some embodiments, the phone service provider
server may automatically add the phone number back to the
block list once the phone call is ongoing or is completed.

[0053] Furthermore, the authentication server may mutu-
ally authenticate the user device in addition to the phone
call. Once the phone call to the user device is ongoing, the
authentication server may transmit a request to the user
device to get the user device state. The call states may be, for
example, incoming ringing, incoming connected. In some
embodiments, the user device may send the state data back
to the authentication server when the user device receives
the phone call and starts ringing without an additional
request from the authentication server, i.e., the user device
may send the state data based on previously received
requests to modify one or more of the block lists and
identification lists. The authentication server may compare
the received user device state with the phone call state to
authenticate that the user device which received the phone
call is the same device that was supposed to receive the
phone call and that the phone number has not been ported or
the phone call has not been forwarded from the user device.
Authentication based on comparing state of a device and the
state of a phone call is disclosed in U.S. patent application
Ser. No. 16/287,879, which is incorporated by reference
herein in its entirety.

[0054] FIGS. 3A-3C show process diagrams of an illus-
trative method 300 of caller ID verification using block lists
and identification lists, according to an embodiment. As
shown in FIG. 3A, a user 314 may have an authentication
function 310 on a user device such as a mobile phone 304.
The authentication function 310 may be implemented by an
authentication application. In some embodiments, the
authentication application may be a standalone application
implementing the authentication function 310. In other
embodiments, the authentication application may be another
application that may implement the authentication function
310. For example, the authentication application may be an
enterprise application such as a bank application. In other
embodiments, the authentication function 310 may be
implemented by a system service provided by the operating
system of the mobile phone 304 and/or a system service
provided by a telephone service carrier. In addition, the
mobile phone 304 may have a phone call application 312
through which the mobile phone 304 may receive incoming
calls and make outgoing calls.

[0055] The authentication function 310 on the mobile
phone 304 may communicate with an authentication server
302 and fetch (or retrieve) phone numbers (also referred to
as Automatic Number Identifications (ANIs) of an enterprise
associated with the authentication function 310. For
example, the enterprise may have several phone numbers
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that may be used to call the mobile phone 304 and the
authentication function 310 may add all of the several phone
numbers into a block list 316 maintained at a storage (or
memory) 306 of the mobile device. The storage/memory 306
may include, for example, a hard disk drive, a solid state
drive, and/or a random access memory. In some embodi-
ments, the authentication server 302 may transmit a request
and the authentication function 310 may add the phone
numbers to the block list 316 in response to the request. In
some embodiments, the phone numbers may be hardcoded
within the authentication function.

[0056] In addition to adding the phone numbers to the
block list 316, the authentication function 310 may perform
one or more operations on a contact list (e.g., a phone book)
in the mobile device 304. For example, the authentication
function 310 may remove from the contact list all the phone
numbers retrieved from the authentication server 302. In
some embodiments, the authentication function 310 may
perform the removal operation automatically. In other
embodiments, the authentication function 310 may prompt
the user 314 to remove the phone numbers retrieved from the
authentication server 302.

[0057] As shown in FIG. 3B, an enterprise server 308
(e.g., an IVR server) or an agent may initiate a call to the
user 314 from an Automatic Number Identification (ANI)-X.
The enterprise server 308 may transmit a notification to the
authentication server 302 that the enterprise server 308 or an
agent is in the process of making a phone call to the user
314. In response, the authentication server 302 may transmit
a request to the authentication function 310 to remove the
ANI-X from the block list 316. In some embodiments, the
authentication function 310 may add the ANI-X to an
identification list 318. After the authentication function 310
removes the ANI-X from the block list 316 and, optionally,
adds the ANI-X to the identification list 318, the authenti-
cation function 310 may transmit an acknowledgement
message to the authentication server 302. The acknowledge-
ment message may include a confirmation that the authen-
tication function 310 has removed the ANI-X from the block
list 316 and, optionally, has added the ANI-X to the iden-
tification list 318. In response to receiving the acknowledge-
ment message, the authentication server 302 may transmit a
notification to the enterprise server 308 that the enterprise
server 308 or the agent can make a phone call to the mobile
device 304. Upon receiving the notification, the enterprise
server 308 or the agent may make a phone call to the mobile
device 304 using ANI-X. Because the ANI-X is no longer in
the block list 316 and optionally in the identification list 318,
the phone call application 312 in the mobile device 304 may
receive an incoming phone call using ANI-X from the
enterprise server 308 or the agent. In some embodiments, the
mobile device 304 may display a symbol or an image
indicating that the incoming call has been verified. For
example, the mobile may display a green check mark or a
text saying “phone number verified by company-A”

[0058] Insome embodiments, the request from the authen-
tication server 302 to the authentication function 310 to
remove ANI-X from the block list may time out because the
authentication server 302 may not receive the corresponding
acknowledgement from the authentication function. The
timeout may occur when there is a loss of an internet
connection between the authentication server 302 and the
mobile device 304 or there is a delay in the request reaching
the mobile device 304. In these embodiments, the authen-
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tication server 302 may transmit a timeout notification to the
enterprise server 308 as opposed to the notification that the
enterprise server 308 or an agent can make a phone call. In
these cases, the enterprise server 308 or the agent may
determine whether to place the phone call based on the
criticality of the phone call.

[0059] As shown in FIG. 3C, after the phone call to the
user 314 ends, the enterprise server 308 may send a notifi-
cation to the authentication server 302 that the call from the
enterprise server 308 or the agent to the user 314 has been
disconnected. In response, the authentication server 302 may
transmit a request to the authentication function 310 in the
mobile phone 304 to add the ANI-X to the block list 316.
The request may also include a request to the authentication
function 310 to remove the ANI-X from the identification
list 318. The authentication function 310 may then transmit
an acknowledgement to the authentication server 302 that
the ANI-X has been added back to the block list 318 and
removed from the identification list 318. As a result, any
further incoming phone call from ANI-X may be automati-
cally blocked by the mobile phone 304 unless the authen-
tication function 310 receives a request to remove the
ANI-X from the block list 316 from the authentication
server 302. Because an attacker may not have access to the
authentication server 302, a phone call from a spoofed
ANI-X is automatically blocked by the mobile phone 304.

[0060] In some embodiments, the mobile phone 304 may
only maintain the identification list 318 and not necessarily
the block list 316. In these embodiments, when the enter-
prise sever 308 or an agent initiates a phone call to the user
314, the authentication server 302 may transmit a request to
the authentication function 310 to add the ANI used for the
phone call to the identification list 318. When an incoming
phone call is from an ANI in the identification list 318, the
mobile phone 304 may indicate to the user 314 that the
phone call is from an ANI in the identification list 318. These
embodiments may be used when there is a spotty connection
between the mobile phone 304 and the authentication server
302. Such spotty connection may not support the commu-
nications of multiple messages between the mobile phone
304 and the authentication server 302. A single request or a
single message from the authentication server 302 may
request the authentication function 310 to add the ANI to the
identification list 318. After the phone call is completed, the
authentication function 310 may remove the ANI from the
identification list without receiving a message from the
authentication server 302.

[0061] The foregoing method descriptions and the process
flow diagrams are provided merely as illustrative examples
and are not intended to require or imply that the steps of the
various embodiments must be performed in the order pre-
sented. As will be appreciated by one of skill in the art the
steps in the foregoing embodiments may be performed in
any order. Words such as “then,” “next,” etc. are not
intended to limit the order of the steps; these words are
simply used to guide the reader through the description of
the methods. Although process flow diagrams may describe
the operations as a sequential process, many of the opera-
tions may be performed in parallel or concurrently. In
addition, the order of the operations may be re-arranged. A
process may correspond to a method, a function, a proce-
dure, a subroutine, a subprogram, etc. When a process
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corresponds to a function, its termination may correspond to
a return of the function to the calling function or the main
function.

[0062] The various illustrative logical blocks, modules,
circuits, and algorithm steps described in connection with
the embodiments disclosed here may be implemented as
electronic hardware, computer software, or combinations of
both. To clearly illustrate this interchangeability of hardware
and software, various illustrative components, blocks, mod-
ules, circuits, and steps have been described above generally
in terms of their functionality. Whether such functionality is
implemented as hardware or software depends upon the
particular application and design constraints imposed on the
overall system. Skilled artisans may implement the
described functionality in varying ways for each particular
application, but such implementation decisions should not
be interpreted as causing a departure from the scope of the
present invention.

[0063] Embodiments implemented in computer software
may be implemented in software, firmware, middleware,
microcode, hardware description languages, or any combi-
nation thereof. A code segment or machine-executable
instructions may represent a procedure, a function, a sub-
program, a program, a routine, a subroutine, a module, a
software package, a class, or any combination of instruc-
tions, data structures, or program statements. A code seg-
ment may be coupled to another code segment or a hardware
circuit by passing and/or receiving information, data, argu-
ments, parameters, or memory contents. Information, argu-
ments, parameters, data, etc. may be passed, forwarded, or
transmitted via any suitable means including memory shar-
ing, message passing, token passing, network transmission,
etc.

[0064] The actual software code or specialized control
hardware used to implement these systems and methods is
not limiting of the invention. Thus, the operation and behav-
ior of the systems and methods were described without
reference to the specific software code being understood that
software and control hardware can be designed to implement
the systems and methods based on the description here.
[0065] When implemented in software, the functions may
be stored as one or more instructions or code on a non-
transitory computer-readable or processor-readable storage
medium. The steps of a method or algorithm disclosed here
may be embodied in a processor-executable software mod-
ule which may reside on a computer-readable or processor-
readable storage medium. A non-transitory computer-read-
able or processor-readable media includes both computer
storage media and tangible storage media that facilitate
transfer of a computer program from one place to another. A
non-transitory processor-readable storage media may be any
available media that may be accessed by a computer. By way
of example, and not limitation, such non-transitory proces-
sor-readable media may comprise RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk stor-
age or other magnetic storage devices, or any other tangible
storage medium that may be used to store desired program
code in the form of instructions or data structures and that
may be accessed by a computer or processor. Disk and disc,
as used here, include compact disc (CD), laser disc, optical
disc, digital versatile disc (DVD), floppy disk, and Blu-ray
disc where disks usually reproduce data magnetically, while
discs reproduce data optically with lasers. Combinations of
the above should also be included within the scope of
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computer-readable media. Additionally, the operations of a
method or algorithm may reside as one or any combination
or set of codes and/or instructions on a non-transitory
processor-readable medium and/or computer-readable
medium, which may be incorporated into a computer pro-
gram product.

[0066] When implemented in hardware, the functionality
may be implemented within circuitry of a wireless signal
processing circuit that may be suitable for use in a wireless
receiver or mobile device. Such a wireless signal processing
circuit may include circuits for accomplishing the signal
measuring and calculating steps described in the various
embodiments.

[0067] The hardware used to implement the various illus-
trative logics, logical blocks, modules, and circuits
described in connection with the aspects disclosed herein
may be implemented or performed with a general purpose
processor, a digital signal processor (DSP), an application
specific integrated circuit (ASIC), a field programmable gate
array (FPGA) or other programmable logic device, discrete
gate or transistor logic, discrete hardware components, or
any combination thereof designed to perform the functions
described herein. A general-purpose processor may be a
microprocessor, but, in the alternative, the processor may be
any conventional processor, controller, microcontroller, or
state machine. A processor may also be implemented as a
combination of computing devices, e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors,
one or more microprocessors in conjunction with a DSP
core, or any other such configuration. Alternatively, some
steps or methods may be performed by circuitry that is
specific to a given function.

[0068] Any reference to claim elements in the singular, for
example, using the articles “a,” “an” or “the,” is not to be
construed as limiting the element to the singular.

[0069] The preceding description of the disclosed embodi-
ments is provided to enable any person skilled in the art to
make or use the present invention. Various modifications to
these embodiments will be readily apparent to those skilled
in the art, and the generic principles defined herein may be
applied to other embodiments without departing from the
spirit or scope of the invention. Thus, the present invention
is not intended to be limited to the embodiments shown
herein but is to be accorded the widest scope consistent with
the following claims and the principles and novel features
disclosed herein.

1. A computer-implemented method comprising:

receiving, by a first computer from a second computer, an
indication of an outgoing phone call to a first phone
number from a second phone number;

transmitting, by the first computer, a first request to a user
device associated with the first phone number to
remove the second phone number from a block list
maintained at the user device;

in response to the first computer receiving a confirmation
message that the user device has removed the second
phone number from the block list, transmitting, by the
first computer to the second computer, an indication
that the outgoing phone call can be placed; and

transmitting, by the first computer to the user device, a
second request to add the second phone number to the
block list such that the user device blocks future calls
from the second phone number.
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2. The computer-implemented method according to claim
1, wherein the first request includes a request to add the
second phone number to an identification list maintained at
the user device, wherein the confirmation message includes
a confirmation that the user device has added the second
phone number to the identification list, and wherein the
second request includes a request to remove the second
phone number from the identification list.

3. The computer-implemented method according to claim
1, wherein the first request to remove the second phone
number from the block list includes a request to disable the
block list.

4. The computer-implemented method according to claim
1, further comprising:

transmitting, by the first computer, the second request to

the user device when the outgoing call is connected.

5. The computer-implemented method according to claim
1, further comprising:

transmitting, by the first computer, the second request to

the user device when the outgoing call is ongoing.

6. The computer-implemented method according to claim
1, further comprising:

transmitting, by the first computer, the second request to

the user device when the outgoing call is completed.

7. The computer-implemented method according to claim
1, further comprising:

transmitting, by the first computer, the second request to

the user device after a timeout.
8. The computer-implemented method according to claim
1, wherein the first computer and the second computer refer
to the same computer.
9. The computer-implemented method according to claim
1, further comprising:
in response to the first computer not receiving the con-
firmation message that the user device has removed the
second phone number from the block list, transmitting,
by the first computer to the second computer, a timeout
indication.
10. A computer-implemented method comprising:
appending, by an authentication function in a user device,
a set of phone numbers to a block list;

receiving, by the authentication function from an authen-
tication server, a first request to remove a first phone
number in the set of phone numbers;

removing, by the authentication function, the first phone

number from the block list in response to the first
request;

receiving, by the user device, an incoming phone call

from the first phone number;
receiving, by the authentication function, a second request
to add the first phone number to the block list; and

appending, by the authentication function, the first phone
number to the block list in response to the second
request such that the user device blocks a future incom-
ing call from the first phone number.

11. The computer-implemented method according to
claim 10, wherein the first request includes a request to add
the first phone number to an identification list on the user
device and wherein the second request includes a request to
remove the first phone number from the identification list,
the method further comprising:

appending, by the authentication function, the first phone

number to the identification list in response to the first
request; and
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removing, by the authentication function, the first phone
number from the identification list in response to the
second request.

12. The computer-implemented method according to
claim 10, wherein the user device is at least one of a mobile
phone, tablet computer, laptop computer, a desktop com-
puter, an Internet of Things device, and a smart voice
assistant.

13. The computer-implemented method according to
claim 10, further comprising:

presenting for display, by the authentication function to

the user device, a graphic object indicating that first
phone number is verified when the user device displays
the incoming phone call.

14. The computer-implemented method according to
claim 10, further comprising:

removing, by the authentication function, one or more

phone numbers from a contact list in the user device
that are present in the set of phone numbers fetched
from the authentication server.

15. The computer-implemented method according to
claim 10, wherein the authentication function receives the
second request after the incoming phone call is connected.

16. The computer-implemented method according to
claim 9, wherein the authentication function receives the
second request after the completion of the incoming phone
call.

17. The computer-implemented method according to
claim 10, wherein the authentication function receives the
second request during the incoming phone call.

18. The computer-implemented method according to
claim 10, wherein the authentication function receives the
second request after a timeout.

19. A system comprising:

a non-transitory storage medium storing a plurality of

computer program instructions; and

a processor configured to execute the plurality of com-

puter program instructions to:

receive from a computer an indication of an outgoing
phone call to a first phone number from a second
phone number;
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transmit a first request to a user device associated with
the first phone number to add the second phone
number to an identification list maintained at the user
device;
transmit a confirmation to the computer that the out-
going phone call can be placed to the first phone
number; and
in response to the processor receiving a confirmation
message that the outgoing phone call has been ini-
tiated:
transmit a second request to the user device to
remove the second phone number from the iden-
tification list.

20. The system according to claim 19, wherein the pro-
cessor is configured to further execute the plurality of
computer program instructions to:

receive a message from the user device indicating that the

user device has added the second phone number to the
identification list.

21. A computer-implemented method comprising

receiving, by a first computer from a second computer, an

indication of an outgoing phone call to a first phone
number from a second phone number;

transmitting, by the first computer, a first request to a user

device associated with the first phone number to add
the second phone number to an identification list main-
tained at the user device;

transmitting, by the first computer, a confirmation to the

second computer that the outgoing phone call can be
placed to the first phone number; and

in response to the first computer receiving a confirmation

message that the outgoing phone call has been initiated,
transmitting, by the first computer, a second request to
the user device to remove the second phone number
from the identification list.

22. The computer-implemented method according to
claim 21, further comprising

receiving, by the first computer, a message from the user

device indicating that the user device has added the
second phone number to the identification list.
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