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communicate to its users and/or entities that a subject’s
geographic location is being obfuscated on a graphical
mapping interface of the user’s computing device by way of
continuously generating a dynamic location display icon
having amorphous and/or asymmetrical shape, size, posi-
tion, color, opacity, outline, movement, and/or transforma-
tion rate, and displaying the generated dynamic display icon
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1
SYSTEM AND METHOD FOR GENERATING
AMORPHOUS DYNAMIC DISPLAY ICONS

CROSS-REFERENCES TO RELATED
APPLICATIONS

The present application is a continuation of U.S. patent
application Ser. No. 17/039,959, filed on Sep. 30, 2020, and
entitled “System and Method for Generating Dynamic Dis-
play Icons” (issued as U.S. Pat. No. 11,337,177 on May 17,
2022), which claims the benefit of priority under 35 U.S.C.
§ 119(e) from U.S. Provisional Application Ser. No. 63/082,
361 filed on Sep. 23, 2020 and entitled “System and Method
for Generating Dynamic Display Icons,” the entire contents
of which are hereby incorporated by reference into this
disclosure as if set forth fully herein.

BACKGROUND OF THE INVENTION
1. Field of the Invention

The field of the invention generally relates to geolocation
data being represented by an icon on a geographical map-
ping interface and, in particular, to the visual communication
of obfuscated geolocation data by a continuously generated
amorphous and/or asymmetrical mapping display icon.

II. Discussion of the Prior Art

Location geographic data (or geolocation data) of users
and/or entities is an area of technology that is continuing to
grow in size and dimension across data systems and devices
worldwide. As a result, the need to exchange, transfer, and
or share this data is equally expanding due to social and or
business demands. The use of global positioning system
(GPS) enabled devices has made geolocation easy, useful,
and nearly ubiquitous. Among its uses is the ability for a user
to pinpoint his or her location on a graphical mapping
interface (GMI) of choice (e.g., Apple Maps, Google Maps,
Yelp, or any other application having a GMI component), or
find directions to a known address. The GPS technology not
only allows a user to know his/her own location, but also
may effectively broadcast that location to anyone with the
ability to receive it.

However, there are many instances in which a person or
entity may not want to broadcast its precise GPS location.
For example, the sharing of precise location data is not a
requirement for many business and/or social situations.
Additionally, the practice may pose many undue risks to
individuals. For example, many people around the globe
carry GPS-enabled devices (e.g., smart phone, smart watch,
tablet computer, etc.) on their person daily. Having precise
location data broadcast to anyone who wants it can be very
unsettling, if not downright dangerous. Attempts have been
made in the art to solve this problem via cloaking, blurring,
and or obfuscation systems and or methods.

Without exception, these attempts have focused primarily
on randomization algorithms of the broadcast location data
directly. For example, these systems and or methods proceed
to ultimately deliver the data for viewing by third parties by
way of an off-set, blurred or oversized display icon on a
graphical mapping interface, which essentially displays a
false location to the user, without indicating it is a false
location (blurring notwithstanding). However, humans often
inbound information more rapidly through graphic shapes
and or images, which is the reason GMI’s are more useful
than data alone. Thus, the viewer of the obfuscated location
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2

data may erroneously believe the sender’s location to be in
a certain place when the sender is in fact not there. In many
instances this is either harmless or even the intended result,
however it is not without its own danger (e.g. a person lost
or separated from another individual or group and without
communication ability being unable to locate the other
member(s) of their party).

While these approaches do mitigate the risks associated
with sharing precise location data (e.g., by displaying a false
location), they fail to intuitively and or visually communi-
cate to its audience that geo-location cloaking or obfuscation
techniques are in use on its subjects. Off-setting or oversiz-
ing icons do not visually communicate to the viewer that the
subject is not in the center because it is standard practice to
do so; moreover, presenting something as unclear and or not
sharply defined “blurring” suffers from same problem but
now introduces eye strain.

There is a need in the art for a dynamic display icon that
is clearly defined in shape and or shape boundaries and
opacity clarity but randomly and continuously transforms in
shape, size, dimension, and/or symmetry, which may visu-
ally reflect the behavior and/or nature of geo-location cloak-
ing and/or obfuscation so that its audience (e.g. a user) can
visually understand what is taking place. Visual communi-
cation can be clear, even when the subject’s location does
not need to be.

SUMMARY OF THE INVENTION

Disclosed herein are systems and methods for generating
randomized and/or fuzzy logic dynamic display icons that
visually communicate to users and/or entities that a subject’s
geographic location is being obfuscated on a graphical
mapping interface on the user’s computing device (e.g.,
desktop computer, laptop computer, smart phone, tablet
computer, and the like) by way of amorphous and/or asym-
metrical shape, size, position, color, opacity, outline, move-
ment, and/or transformation rate. For example, implemen-
tations of the disclosed methods and systems are envisioned
to receive a subject’s obfuscated location coordinates, ren-
der a dynamic icon having an amorphous and/or asymmetri-
cal shape, size, position, color, opacity, outline, movement,
and/or transformation rate, and display the rendered
dynamic icon on a graphical mapping interface (GMI) on the
user’s computing device.

By way of example, the system may include an icon-
generating software application (“app”) that is operable to
utilize features of the computing device, such as a GMI,
display screen, etc., to clearly indicate to a user that the
subject’s geolocation is obfuscated, e.g., by overlaying a
new, dynamic location icon rendered by the app onto a GMI
interface currently in use by the user (e.g., Apple Maps,
Google Maps, Yelp, etc.).

BRIEF DESCRIPTION OF THE DRAWINGS

Many advantages of the present invention will be appar-
ent to those skilled in the art with a reading of this speci-
fication in conjunction with the attached drawings, wherein
like reference numerals are applied to like elements and
wherein:

FIG. 1 is a block diagram of an example of an icon
rendering system according to one aspect of the disclosure,
including a computing device, software application, and
graphical mapping display interface on which a user and/or
entity may view obfuscated locations, according to some
embodiments;
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FIG. 2 is a flow chart illustrating an example process for
reporting location information, according to some embodi-
ments;

FIG. 3 is a block diagram illustrating an example network
environment in which location coordinates may be provided
for an entity, according to some embodiments;

FIG. 4 is a diagram illustrating an example of a dynamic
amorphous and/or asymmetrical shape, according to some
embodiments;

FIG. 5 is a diagram illustrating another example of a
dynamic amorphous and/or asymmetrical shape, according
to some embodiments;

FIG. 6 is a diagram illustrating another example of a
dynamic amorphous and/or asymmetrical shape, according
to some embodiments;

FIG. 7 is a diagram illustrating another example of a
dynamic amorphous and/or asymmetrical shape, according
to some embodiments; and

FIGS. 8 and 9 are block diagrams illustrating example
computer systems with which any of the devices and/or
systems described herein may be implemented, according to
some embodiments.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

Ilustrative embodiments of the invention are described
below. In the interest of clarity, not all features of an actual
implementation are described in this specification. It will of
course be appreciated that in the development of any such
actual embodiment, numerous implementation-specific
decisions must be made to achieve the developers’ specific
goals, such as compliance with system-related and business-
related constraints, which will vary from one implementa-
tion to another. Moreover, it will be appreciated that such a
development effort might be complex and time-consuming,
but would nevertheless be a routine undertaking for those of
ordinary skill in the art having the benefit of this disclosure.
The system and method for generating dynamic display
icons disclosed herein boasts a variety of inventive features
and components that warrant patent protection, both indi-
vidually and in combination.

Disclosed herein are systems and methods for generating
randomized and/or fuzzy logic dynamic display icons which
visually communicate to its users and/or entities that a
subject’s geographic location is being obfuscated on a
graphical mapping interface on the user’s computing device
(e.g. desktop computer, laptop computer, smart phone, tablet
computer, and the like) by way of amorphous and/or asym-
metrical shape, size, position, color, opacity, outline, move-
ment, and/or transformation rate. For example, implemen-
tations of the disclosed methods and systems are envisioned
to receive a subject’s obfuscated location coordinates, ren-
der a dynamic icon having an amorphous and/or asymmetri-
cal shape, size, position, color, opacity, outline, movement,
and/or transformation rate, and display the rendered
dynamic icon on a graphical mapping interface (GMI) on the
user’s computing device.

By way of example, the system may include an icon
generating software application (“app”) that is operable to
utilize features of the computing device, such as a GM],
display screen, etc., to clearly indicate to a user that the
subject’s geolocation is obfuscated, e.g., by overlaying a
new, continuously-generated, dynamic, amorphous and/or
asymmetrical location icon rendered by the app onto a GMI
interface currently in use by the user (e.g. Apple Maps,
Google Maps, Yelp, etc.).
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By way of example only, FIG. 1 illustrates an example of
an icon rendering system 10 according to one aspect of the
disclosure, including a computing device 12, software appli-
cation 14, and graphical mapping display interface (GMI) 16
that a user and or entity may view obfuscation locations,
according to some embodiments. Generally, a subject’s (or
sender’s) obfuscated location data 18 is received by the
computing device 12 and recognized by the computing
device 12 as being obfuscated. The computing device 12
may then utilize the icon rendering software app 14 to create
(and continuously generate) an amorphous and/or asymmet-
ric dynamic icon 20, which is displayed on the GMI inter-
face 16 to clearly indicate to the user the obfuscated general
location of the subject.

By way of example only, the computing device 12 of the
icon rendering system 10 includes a data processing unit 22,
a display unit 24, and a wireless communications unit 26.
The data processing unit 22 of the computing device 12
includes a processor 28 to process data, a memory unit 30 in
communication with the processor 28 to store data, and an
input/output unit (I/0O) 32 to interface the processor 28
and/or memory 30 to other modules, units or devices of the
computing device 12 or external devices. For example, the
processor 28 can include a central processing unit (CPU) or
a microcontroller unit (MCU). For example, the memory 30
can include and store processor-executable code, which
when executed by the processor 28, configures the data
processing unit 22 to perform various operations, e.g., such
as receiving information, commands, and/or data, process-
ing information and data, transmitting or providing infor-
mation/data to another device, rendering a dynamic display
icon 20, and displaying the rendered dynamic display icon
20 on a GMI 16. In some implementations, the data pro-
cessing unit 22 can transmit raw or processed data to a
computer system or communication network accessible via
the Internet (referred to as ‘the cloud”) that includes one or
more remote computational processing devices (e.g., servers
in the cloud). To support various functions of the data
processing unit, the memory 30 can store information and
data, such as instructions, software, values, images, and
other data processed or referenced by the processor 28. For
example, various types of Random Access Memory (RAM)
devices, Read Only Memory (ROM) devices, Flash Memory
devices, and other suitable storage media can be used to
implement storage functions of the memory unit 30. The [/O
32 of the data processing unit 22 can interface the data
processing unit 22 with the wireless communications unit 26
to utilize various types of wired or wireless interfaces
compatible with typical data communication standards, for
example, which can be used in communications of the data
processing unit 22 with other devices via a wireless trans-
mitter/receiver (Tx/Rx) unit, e.g., including, but not limited
to, Bluetooth, Bluetooth low energy, Zigbee, IEEE 802.11,
Wireless Local Area Network (WLAN), Wireless Personal
Area Network (WPAN), Wireless Wide Area Network
(WWAN), WIMAX, IEEE 802.16 (Worldwide Interoper-
ability for Microwave Access (WiMAX)), 3G/4G/LTE cel-
Iular communication methods, NFC (Near Field Communi-
cation), and parallel interfaces. The /O 32 of the data
processing unit 22 can also interface with other external
interfaces, sources of data storage, and/or visual or audio
display devices, etc. to retrieve and transfer data and infor-
mation that can be processed by the processor 28, stored in
the memory unit 30, or exhibited on an output unit of the
computing device 12 or an external device. For example, a
display unit 24 of the computing device 12 can be configured
to be in data communication with the data processing unit
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22, e.g., via the /O 32, to provide a visual display, an audio
display, and/or other sensory display that produces the user
interface (e.g., the GMI 16) of the icon rendering app 14. In
some examples, the display unit 24 can include various types
of screen displays, speakers, or printing interfaces, e.g.,
including but not limited to, light emitting diode (LED), or
liquid crystal display (LCD) monitor or screen, cathode ray
tube (CRT) as a visual display; audio signal transducer
apparatuses as an audio display; and/or toner, liquid inkjet,
solid ink, dye sublimation, inkless (e.g., such as thermal or
UV) printing apparatuses, etc.

FIG. 2 illustrates an exemplary method 34 of rendering a
dynamic display icon 20 to visually communicate to the user
of the subject’s obfuscated location data, according to some
embodiments. In some embodiments, the first step 36 of the
method 34 is to receive (e.g., via the wireless communica-
tions unit 26 of the computing device 12, through the
network 64 of FIG. 3) the obfuscated location coordinates
for a subject (e.g., individual or entity). The data processing
unit 22 may then analyze the location coordinates and
recognize that the coordinates are obfuscated. The data
processing unit 22 then proceeds to the next step 38 of the
method 34, which is to generate one or more graphical
shapes (e.g., circles, squares, triangles, or any other suitable
polygon).

In the next step 40 of the method 34, the data processing
unit 22 may apply animation transformation instructions
that, when executed by the processor 28, randomize and/or
apply fuzzy logic to various attributes of the graphical
shapes generated in the previous step 38, the rate and range
of transformation 42 of the various attributes, and the shape
intersection behavior 44 (e.g., how the shapes move relative
to one another). By way of example, the various attributes of
the graphical shapes that are randomized include but are not
limited to shape 46, position 48, size 50, outline 52, color 54,
and opacity 56. These attributes may be randomized in
combinations that are independent, mutual, exclusive, and/
or mutually exclusive of one another.

In some embodiments, after applying the animation trans-
formation instructions of the previous step, the data pro-
cessing unit 22 may then proceed to the next step 58 of the
method 34, which is to determine if the icon is dynamic
and/or transforming with enough random and/or fuzzy logic
behavior to generate an amorphous and/or asymmetrical
shape or shapes, of clear boundaries and opacity. It should
be noted that the dynamic icons 20 generated by a preferred
embodiment of the method 34 disclosed herein have clear,
continuously moving boundaries, however in some embodi-
ments of the method 34, the dynamic icons 20 may have
continuously moving boundaries that are less clear, blurry,
fuzzy, etc.

If the data processing unit 22 determines that the icon is
dynamic and/or transforming with enough random and/or
fuzzy logic behavior, then the computing device 12 will
proceed to the final step 62 of the method 34, which is to
render the dynamic icon 20 and apply the rendered dynamic
icon 20 as an overlay on various GMI that the user may be
using. If the data processing unit 22 determines that the
rendered dynamic icon 20 is not dynamic and/or transform-
ing with enough random and/or fuzzy logic behavior, then
the computing device 12 will revert back to the third step 40
of the method 34, which is to reapply the animation trans-
formation instructions, and proceed though the method 34 as
described above.

According to some embodiments, FIG. 3 illustrates an
example network 64 environment in which location coordi-
nates may be provided for an entity. For example, a “cloud”
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environment 70 may be created by one or more network
servers 72 in communication with each other to transmit
data around the globe. Various end-user computing devices,
including laptop computers 74, desktop computers 76,
workstations 78, personal digital assistants 80, smart phones
82, tablet computers 84, and/or other GPS and network-
enabled devices 86 are also in communication with the cloud
and each other. Through this system (or something similar),
geolocation data may be transmitted from a subject sender’s
device to a user receiver’s device.

According to some embodiments, FIGS. 4-7 illustrate
several examples of an amorphous and/or asymmetrical
shape that may be generated by the icon rendering app 14
during continuous generation of the dynamic icon 20, using
the exemplary method described above. In some embodi-
ments, as illustrated by way of example in FIG. 4, the icon
rendering app 14 may cause the generation of a plurality of
graphical shapes that overlap or intersect one another to
form a larger amorphous and/or asymmetrical shape 66
having a continuous outer boundary. In some embodiments,
as illustrated by way of example in FIGS. 5-7, one or more
of'the generated graphical shapes may be separated from the
larger amorphous and/or asymmetrical shape 66 and form a
standalone shape 68, for example in various sizes such as
small (FIG. 5), medium (FIG. 6), and large (FIG. 7). It is
important to note that the figures shown by way of example
only represent snapshots of a potential single moment in
time of the continuous random generation of the dynamic
display icon 20. Thus, in operation the dynamic display icon
20 may visually morph between forms (e.g. single large
amorphous and/or asymmetrical shape and large amorphous
and/or asymmetrical shape with one or more associated
standalone shapes) that are presented to the user continu-
ously and at random. In each instance, the dynamic display
icon 20 of the preferred embodiment in any form has a clear
boundary (or boundaries, in the case of an amorphous shape
with one or more associated standalone shapes) and opacity,
although the location of the boundary, and degree of opacity
(along with size, shape, position, color, transformation rate,
transformation range, and/or shape intersection behavior)
may be continuously changing.

FIGS. 8-9 are example block diagrams of computer-
implemented electronic devices 100, 150 that may be used
to implement the systems and methods described in this
document, as either a client or as a server or plurality of
servers. Computing device 100 is intended to represent
various forms of digital computers, such as laptops, desk-
tops, workstations, personal digital assistants, servers, blade
servers, mainframes, and other appropriate computers. Com-
puting device 150 is intended to represent various forms of
mobile devices, such as personal digital assistants, cellular
telephones, smart-phones, and other similar computing
devices. In this example, computing device 150 may repre-
sent a hand-held computing device 12, while computing
device 100 may represent a physically larger system such as
a stationary computer 12 and/or computing systems that
serve as a cloud server. The components shown here, their
connections and relationships, and their functions, are meant
to be examples only, and are not meant to limit implemen-
tations described and/or claimed in this document.

Referring to FIG. 8, computing device 100 includes a
processor 102, memory 104, a storage device 106, a high-
speed interface 108 connecting to memory 104 and high-
speed expansion ports 110, and a low speed interface 112
connecting to low speed bus 114 and storage device 106.
Each of the components 102, 104, 106, 108, 110, and 112 are
interconnected using various busses, and may be mounted
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on a common motherboard or in other manners as appro-
priate. The processor 102 can process instructions for execu-
tion within the computing device 100, including instructions
stored in the memory 104 or on the storage device 106 to
display graphical information for a graphic user interface
(GUI) on an external input/output device, such as display
116 coupled to high-speed interface 108. In other imple-
mentations, multiple processors and/or multiple buses may
be used, as appropriate, along with multiple memories and
types of memory. For example, one or more graphics pro-
cessing units (GPUs) may be used to accelerate the creation
of' images for display. Also, multiple computing devices 100
may be connected, with each device providing portions of
the necessary operations (e.g., as a server bank, a group of
blade servers, or a multi-processor system).

The memory 104 stores information within the computing
device 100. By way of example only, the memory 104 may
be a volatile memory unit, non-volatile memory unit, or
another form of computer-readable medium, such as a
magnetic or optical disk (for example).

The storage device 106 is capable of providing mass
storage for the computing device 100. In one implementa-
tion, the storage device 106 may be or contain a computer-
readable medium, such as a floppy disk device, a hard disk
device, an optical disk device, or a tape device, a flash
memory or other similar solid state memory device, or an
array of devices, including devices in a storage area network
or other configurations. A computer program product can be
tangibly embodied in an information carrier. The computer
program product may also contain instructions that, when
executed, perform one or more methods, such as those
described above. The information carrier is a computer- or
machine-readable medium, such as the memory 104, the
storage device 106, or memory on processor 102.

The high-speed interface 108 manages bandwidth-inten-
sive operations for the computing device 100, while the low
speed interface 112 manages lower bandwidth-intensive
operations. Such allocation of functions is by way of
example only. In one implementation, the high-speed inter-
face 108 is coupled to memory 104, display 116 (e.g.,
through a graphics processor or accelerator), and to high-
speed expansion ports 110, which may accept various
expansion cards (not shown). In the implementation, low-
speed interface 112 is coupled to storage device 106 and
low-speed expansion port 114. The low-speed expansion
port may include various communication ports (e.g., USB,
Bluetooth, Ethernet, wireless Ethernet) and may be coupled
to one or more input/output devices, such as a keyboard 118,
a printer 120, a scanner 122, or a networking device such as
a switch or router 124, e.g., through a network adapter.

The computing device 100 may be implemented in a
number of different forms. For example, it may be imple-
mented as a standard server, or multiple times in a group of
such servers. It may also be implemented as part of a rack
server system. In addition, it may be implemented in a
personal computer such as a laptop computer. Alternatively,
components from computing device 100 may be combined
with other components in a mobile device, such as device
150 (FIG. 9). Each of such devices may contain one or more
of computing device 100, 150, and an entire system may be
made up of multiple computing devices 100, 150 commu-
nicating with each other.

Referring to FIG. 9, computing device 150 includes a
processor 152, memory 154, an input/output device such as
a display 156, a communication interface 158, and a trans-
ceiver 160, among other components. The device 150 may
also be provided with a storage device, such as a microdrive
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or other device, to provide additional storage. The device
150 may further include one or more graphics processing
units (GPUs) to accelerate the creation of images for display.
Each of the components 150, 152, 154, 156, 158, and 160 are
interconnected using various buses, and several of the com-
ponents may be mounted on a common motherboard or in
other manners as appropriate.

The processor 152 can execute instructions within the
computing device 150, including instructions stored in the
memory 154. The processor may be implemented as a
chipset of chips that include separate and multiple analog
and digital processors. Additionally, the processor may be
implemented using any of a number of architectures.

For example, the processor 152 may be a CISC (Complex
Instruction Set Computers) processor, a RISC (Reduced
Instruction Set Computer) processor, or a MISC (Minimal
Instruction Set Computer) processor. The processor may
provide, for example, for coordination of the other compo-
nents of the device 150, such as control of user interfaces,
applications run by device 150, and wireless communication
by device 150.

The processor 152 may communicate with a user through
control interface 162 and display interface 164 coupled to a
display 156. The display 156 may be, for example, a TFT
(Thin-Film-Transistor Liquid Crystal Display) display or an
OLED (Organic Light Emitting Diode) display, or other
appropriate display technology. The display interface 164
may comprise appropriate circuitry for driving the display
156 to present graphical and other information to a user. The
control interface 162 may receive commands from a user
and convert them for submission to the processor 152. In
addition, an external interface 166 may be provided in
communication with processor 152, so as to enable near area
communication of device 150 with other devices. External
interface 166 may provide, for example, for wired commu-
nication in some implementations, or for wireless commu-
nication in other implementations, and multiple interfaces
may also be used.

The memory 154 stores information within the computing
device 150. The memory 154 can be implemented as one or
more of a computer-readable medium or media, a volatile
memory unit or units, or a non-volatile memory unit or units.
Expansion memory 168 may also be provided and connected
to device 150 through expansion interface 170, which may
include, for example, a SIMM (Single In Line Memory
Module) card interface. Such expansion memory 168 may
provide extra storage space for device 150, or may also store
applications or other information for device 150. Specifi-
cally, expansion memory 168 may include instructions to
carry out or supplement the processes described above, and
may include secure information also. Thus, for example,
expansion memory 168 may be provided as a security
module for device 150, and may be programmed with
instructions that permit secure use of device 150. In addi-
tion, secure applications may be provided via the SIMM
cards, along with additional information, such as placing
identifying information on the SIMM card in a non-hackable
manner.

The memory may include, for example, flash memory
and/or NVRAM memory, as discussed below. In one imple-
mentation, a computer program product is tangibly embod-
ied in an information carrier. The computer program product
contains instructions that, when executed, cause perfor-
mance of one or more methods, such as those described
above. The information carrier is a computer- or machine-
readable medium, such as the memory 154, expansion
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memory 168, or memory on processor 152 that may be
received, for example, over transceiver 160 or external
interface 166.

Device 150 may communicate wirelessly through com-
munication interface 158, which may include digital signal
processing circuitry where necessary. Communication inter-
face 158 may provide for communications under various
modes or protocols, such as GSM voice calls, SMS, EMS,
or MMS messaging, CDMA, TDMA, PDC, WCDMA,
CDMAG6000, or GPRS, among others. Such communication
may occur, for example, through radio-frequency trans-
ceiver 160. In addition, short-range communication may
occur, such as using a Bluetooth, WiFi, or other such
transceiver (not shown). In addition, GPS (Global Position-
ing System) receiver module 172 may provide additional
navigation- and location-related wireless data to device 150,
which may be used as appropriate by applications running
on device 150.

Device 150 may also communicate audibly using audio
codec 174, which may receive spoken information from a
user and convert it to usable digital information. Audio
codec 174 may likewise generate audible sound for a user,
such as through a speaker, e.g., in a handset of device 150.
Such sound may include sound from voice telephone calls,
may include recorded sound (e.g., voice messages, music
files, etc.) and may also include sound generated by appli-
cations operating on device 150.

The computing device 150 may be implemented in a
number of different forms, some of which are shown in the
figure. For example, it may be implemented as a cellular
telephone. It may also be implemented as part of a smart-
phone, personal digital assistant, or other similar mobile
device.

Additionally computing device 100 or 150 can include
Universal Serial Bus (USB) flash drives. The USB flash
drives may store operating systems and other applications.
The USB flash drives can include input/output components,
such as a wireless transmitter or USB connector that may be
inserted into a USB port of another computing device.

Various implementations of the systems and techniques
described here can be realized in digital electronic circuitry,
integrated circuitry, specially designed ASICs (application
specific integrated circuits), computer hardware, firmware,
software, and/or combinations thereof. These various imple-
mentations can include implementation in one or more
computer programs that are executable and/or interpretable
on a programmable system including at least one program-
mable processor, which may be special or general purpose,
coupled to receive data and instructions from, and to trans-
mit data and instructions to, a storage system, at least one
input device, and at least one output device.

These computer programs (also known as programs,
software, software applications or code) include machine
instructions for a programmable processor, and can be
implemented in a high-level procedural and/or object-ori-
ented programming language, and/or in assembly/machine
language. As used herein, the terms “machine-readable
medium” and “computer-readable medium” refer to any
computer program product, apparatus and/or device (e.g.,
magnetic discs, optical disks, memory, Programmable Logic
Devices (PLDs)) used to provide machine instructions and/
or data to a programmable processor.

To provide for interaction with a user, the systems and
techniques described here can be implemented on a com-
puter having a display device (e.g., a CRT (cathode ray tube)
or LCD (liquid crystal display) monitor) for displaying
information to the user and a keyboard and a pointing device
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(e.g., a mouse or a trackball) by which the user can provide
input to the computer. Other kinds of devices can be used to
provide for interaction with a user as well; for example,
feedback provided to the user can be any form of sensory
feedback (e.g., visual feedback, auditory feedback, or tactile
feedback); and input from the user can be received in any
form, including acoustic, speech, or tactile input.

The systems and techniques described here can be imple-
mented in a computing system that includes a back end
component (e.g., as a data server), or that includes a middle-
ware component (e.g., an application server), or that
includes a front end component (e.g., a client computer
having a graphical user interface or a Web browser through
which a user can interact with an implementation of the
systems and techniques described here), or any combination
of'such back end, middleware, or front end components. The
components of the system can be interconnected by any
form or medium of digital data communication (e.g., a
communication network). Examples of communication net-
works include a local area network (“LLAN”), a wide area
network (“WAN”), peer-to-peer networks (having ad-hoc or
static members), grid computing infrastructures, and the
Internet.

The computing system can include clients and servers. A
client and server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client-server relationship to each other.

As additional disclosure to the embodiments described
herein, the present disclosure describes the following
embodiments.

Embodiment 1 is a computer program product embodied
in a non-transitory computer readable storage medium on a
user’s computing device and comprising computer instruc-
tions for: (a) recognizing geolocation data of a subject
received by the user’s computing device as obfuscated; (b)
generating a dynamic display icon configured to represent
the obfuscated geolocation data and visually communicate
to the user that the geolocation data is obfuscated; and (c)
displaying, on a display unit of the user’s computing device,
the generated dynamic display icon superimposed on a
graphical mapping interface to communicate to the user the
obfuscated geolocation of the subject; wherein the dynamic
display icon is at least one of amorphous and asymmetrical.

Embodiment 2 is the computer program product of
embodiment 1, wherein generating the dynamic display icon
comprises: (a) generating at least one graphical shape; (b)
applying at least one of randomization and fuzzy logic to at
least one attribute of the at least one generated graphical
shape to generate a dynamic display icon; (¢) determining if
the generated dynamic display icon is transforming with
enough randomization or fuzzy logic behavior to continu-
ously generate an amorphous and/or asymmetrical shape
having a clear boundary and opacity; and (d) upon deter-
mination that the generated dynamic display icon is trans-
forming with enough randomization or fuzzy logic behavior
to continuously generate an amorphous and/or asymmetrical
shape having a clear boundary and opacity, rendering the
dynamic display icon for display.

Embodiment 3 is the computer program product of
embodiments 1 or 2, wherein the at least one attribute
comprises at least one of shape, position, size, outline, color,
opacity, transformation rate, transformation range, and
shape intersection behavior.

Embodiment 4 is the computer program product of any of
embodiments 1 through 3, wherein the step of applying at
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least one of randomization and fuzzy logic to at least one
attribute of the at least one generated graphical shape to
generate the dynamic display icon comprises applying at
least one of randomization and fuzzy logic to a plurality of
attributes of the at least one generated graphical shape to
generate a dynamic display icon.

Embodiment 5 is the computer program product of any of
embodiments 1 through 4, wherein the plurality of attributes
comprises at least two of shape, position, size, outline, color,
opacity, transformation rate, transformation range, and
shape intersection behavior.

Embodiment 6 is the computer program product of any of
embodiments 1 through 5, wherein the computer program
product is embodied in a memory unit of the user’s com-
puting device.

Embodiment 7 is the computer program product of any of
embodiments 1 through 6, wherein the dynamic display icon
is continuously generated.

Embodiment 8 is the computer program product of any of
embodiments 1 through 7, wherein the user’s computing
device comprises a mobile computing device.

Embodiment 9 is the computer program product of any of
embodiments 1 through 8, wherein the mobile computing
device comprises at least one of a smart phone, tablet
computer, and laptop computer.

Embodiment 10 is the computer program product of any
of embodiments 1 through 9, wherein the subject geoloca-
tion data is received by a wireless communication unit of the
user’s computing device.

Embodiment 11 is the computer program product of any
of'embodiments 1 through 10, wherein the step of generating
at least one graphical shape comprises generating a plurality
of graphical shapes.

Embodiment 12 is the computer program product of any
of embodiments 1 through 11, wherein at least a portion of
the generated plurality of graphical shapes intersect one
another to form a larger amorphous and/or asymmetrical
shape.

Embodiment 13 is the computer program product of any
of embodiments 1 through 12, wherein the amorphous
and/or asymmetrical shape has a continuous outer boundary.

Embodiment 14 is the computer program product of any
of embodiments 1 through 13, wherein at least a portion of
the generated plurality of graphical shapes is separate from
the larger amorphous and/or asymmetrical shape.

Embodiment 15 is a method for generating a dynamic
display icon for use with a graphical mapping interface,
comprising: (a) recognizing received geolocation data of a
subject as obfuscated; (b) generating a dynamic display icon
configured to represent the obfuscated geolocation data and
visually communicate to a user that the geolocation data is
obfuscated; and (c) displaying, on a display device, the
generated dynamic display icon superimposed on a graphi-
cal mapping interface to communicate to the user the
obfuscated geolocation of the subject; wherein the dynamic
display icon is at least one of amorphous and asymmetrical.

Embodiment 16 is the method of embodiment 15, wherein
generating the dynamic display icon comprises: (a) gener-
ating at least one graphical shape; (b) applying at least one
of randomization and fuzzy logic to at least one attribute of
the at least one generated graphical shape to generate the
dynamic display icon; (c¢) determining if the generated
dynamic display icon is transforming with enough random-
ization or fuzzy logic behavior to continuously generate an
amorphous and/or asymmetrical shape having a clear bound-
ary and opacity; and (d) upon determination that the gener-
ated dynamic display icon is transforming with enough
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randomization or fuzzy logic behavior to continuously gen-
erate an amorphous and/or asymmetrical shape having a
clear boundary and opacity, rendering the dynamic display
icon for display.

Embodiment 17 is the method of embodiments 15 or 16,
wherein the at least one attribute comprises at least one of
shape, position, size, outline, color, opacity, transformation
rate, transformation range, and shape intersection behavior.

Embodiment 18 is the method of any of embodiments 15
through 17, wherein the step of applying at least one of
randomization and fuzzy logic to at least one attribute of the
at least one generated graphical shape to generate the
dynamic display icon comprises applying at least one of
randomization and fuzzy logic to a plurality of attributes of
the at least one generated graphical shape to generate the
dynamic display icon.

Embodiment 19 is the method of any of embodiments 15
through 18, wherein the plurality of attributes comprises at
least two of shape, position, size, outline, color, opacity,
transformation rate, transformation range, and shape inter-
section behavior.

Embodiment 20 is the method of any of embodiments 15
through 19, wherein the dynamic display icon is continu-
ously generated.

Embodiment 21 is the method of any of embodiments 15
through 20, wherein the display device comprises a mobile
communications device.

Embodiment 22 is the method of any of embodiments 15
through 21, wherein the mobile communications device
comprises at least one of a smart phone, tablet computer, and
laptop computer.

Embodiment 23 is the method of any of embodiments 15
through 22, wherein the subject geolocation data is received
by a wireless communication unit of the display device.

Embodiment 24 is the method of any of embodiments 15
through 23, wherein the step of generating at least one
graphical shape comprises generating a plurality of graphi-
cal shapes.

Embodiment 25 is the method of any of embodiments 15
through 24, wherein at least a portion of the generated
plurality of graphical shapes intersect one another to form a
larger amorphous and/or asymmetrical shape.

Embodiment 26 is the method of any of embodiments 15
through 25, wherein the amorphous shape and/or asym-
metrical has a continuous outer boundary.

Embodiment 27 is the method of any of embodiments 15
through 26, wherein at least a portion of the generated
plurality of graphical shapes is separate from the larger
amorphous and/or asymmetrical shape.

Any of the features or attributes of the above-described
embodiments and variations can be used in combination
with any of the other features and attributes of the above-
described embodiments and variations as desired.

From the foregoing disclosure and detailed description of
certain preferred embodiments, it is also apparent that vari-
ous modifications, additions and other alternative embodi-
ments are possible without departing from the true scope and
spirit. The embodiments discussed were chosen and
described to provide the best illustration of the principles of
the present invention and its practical application to thereby
enable one of ordinary skill in the art to utilize the invention
in various embodiments and with various modifications as
are suited to the particular use contemplated. All such
modifications and variations are within the scope of the
present invention as determined by the appended claims
when interpreted in accordance with the benefit to which
they are fairly, legally, and equitably entitled.
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What is claimed is:

1. A computer program product of, embodied in a non-
transitory computer readable storage medium on a user’s
computing device and comprising computer instructions for:

receiving obfuscated geolocation data of a sender;

recognizing the received geolocation data of the sender as
obfuscated;

generating a dynamic display icon configured to represent

the received obfuscated geolocation data and visually
communicate to the user that the received obfuscated
geolocation data is obfuscated; and

displaying, on a display unit of the user’s computing

device, the generated dynamic display icon superim-

posed on a graphical mapping interface to visually

communicate to the user:

(1) the received obfuscated geolocation data of the
sender; and

(2) that the received obfuscated geolocation data of the
sender is obfuscated;

wherein the dynamic display icon is at least one of

amorphous and asymmetrical; and

wherein generating the dynamic display icon comprises:

generating at least one graphical shape;

applying at least one of randomization and fuzzy logic
to at least one attribute of the at least one generated
graphical shape to generate the dynamic display
icon;

determining if the generated dynamic display icon is
transforming with enough randomization or fuzzy
logic behavior to continuously generate an amor-
phous or asymmetrical shape having a clear bound-
ary and opacity; and

upon determination that the generated dynamic display
icon is transforming with enough randomization or
fuzzy logic behavior to continuously generate an
amorphous or asymmetrical shape having a clear
boundary and opacity, rendering the dynamic display
icon for display.

2. The computer program product of claim 1, wherein the
at least one attribute comprises at least one of shape,
position, size, outline, color, opacity, transformation rate,
transformation range, and shape intersection behavior.

3. The computer program product of claim 1, wherein the
step of applying at least one of randomization and fuzzy
logic to at least one attribute of the at least one generated
graphical shape to generate the dynamic display icon com-
prises applying at least one of randomization and fuzzy logic
to a plurality of attributes of the at least one generated
graphical shape to generate a dynamic display icon.

4. The computer program product of claim 3, wherein the
plurality of attributes comprises at least two of shape,
position, size, outline, color, opacity, transformation rate,
transformation range, and shape intersection behavior.

5. The computer program product of claim 1, wherein the
computer program product is embodied in a memory unit of
the user’s computing device.

6. The computer program product of claim 1, wherein the
dynamic display icon is continuously generated.

7. The computer program product of claim 1, wherein the
user’s computing device comprises a mobile computing
device.

8. The computer program product of claim 7, wherein the
mobile computing device comprises at least one of a smart
phone, tablet computer, and laptop computer.
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9. The computer program product of claim 1, wherein the
obfuscated geolocation data of the sender is received by a
wireless communication unit of the user’s computing
device.

10. The computer program product of claim 1, wherein
the step of generating at least one graphical shape comprises
generating a plurality of graphical shapes.

11. The computer program product of claim 10, wherein
at least a portion of the generated plurality of graphical
shapes intersect one another to form a larger amorphous or
asymmetrical shape.

12. The computer program product of claim 11, wherein
the amorphous or asymmetrical shape has a continuous outer
boundary.

13. The computer program product of claim 10, wherein
at least a portion of the generated plurality of graphical
shapes is separate from the larger amorphous or asymmetri-
cal shape.

14. A method for generating a dynamic display icon for
use with a graphical mapping interface, comprising:

receiving obfuscated geolocation data of a sender;

recognizing the received obfuscated geolocation data of
the sender as obfuscated;

generating a dynamic display icon configured to represent

the received obfuscated geolocation data and visually
communicate to a user that the received obfuscated
geolocation data is obfuscated; and

displaying, on a display device, the generated dynamic

display icon superimposed on a graphical mapping

interface to visually communicate to the user:

(1) the received obfuscated geolocation data of the
sender; and

(2) that the received obfuscated geolocation data of the
sender is obfuscated;

wherein the dynamic display icon is at least one of

amorphous and asymmetrical; and

wherein generating the dynamic display icon comprises:

generating at least one graphical shape;

applying at least one of randomization and fuzzy logic
to at least one attribute of the at least one generated
graphical shape to generate the dynamic display
icon;

determining if the generated dynamic display icon is
transforming with enough randomization or fuzzy
logic behavior to continuously generate an amor-
phous or asymmetrical shape having a clear bound-
ary and opacity; and

upon determination that the generated dynamic display
icon is transforming with enough randomization or
fuzzy logic behavior to continuously generate an
amorphous or asymmetrical shape having a clear
boundary and opacity, rendering the dynamic display
icon for display.

15. The method of claim 14, wherein the at least one
attribute comprises at least one of shape, position, size,
outline, color, opacity, transformation rate, transformation
range, and shape intersection behavior.

16. The method of claim 14, wherein the step of applying
at least one of randomization and fuzzy logic to at least one
attribute of the at least one generated graphical shape to
generate the dynamic display icon comprises applying at
least one of randomization and fuzzy logic to a plurality of
attributes of the at least one generated graphical shape to
generate the dynamic display icon.

17. The method of claim 16, wherein the plurality of
attributes comprises at least two of shape, position, size,
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outline, color, opacity, transformation rate, transformation
range, and shape intersection behavior.

18. The method of claim 17, wherein the dynamic display
icon is continuously generated.
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