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SYSTEM AND METHOD FOR
TRANSMISSION REDUNDANCY IN
WIRELESS COMMUNICATIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of priority to
U.S. Patent Application Ser. No. 62/768,522 entitled “SYS-
TEM AND METHOD FOR TRANSMISSION REDUN-
DANCY IN WIRELESS COMMUNICATIONS” filed Nov.
16, 2018, which is hereby incorporated by reference in its
entirety.

FIELD OF THE INVENTION

[0002] The present invention pertains to the field of wire-
less communication networks and in particular to a system
and method for communication redundancy therein. Particu-
lar embodiments relate to ultra reliable communication in
industrial Internet of Things (IoT) applications.

BACKGROUND

[0003] Industrial IoT applications require ultra-high reli-
ability and low-latency communication (URLLC) for many
applications. Currently, URLLC can be delivered using
packet duplication (PD) in either Dual Connectivity (DC) or
Carrier Aggregation (CA) architectures, where two redun-
dant links are used to improve the reliability without increas-
ing the latency of the URLLC.

[0004] Industrial IoT applications often require a higher
standard of reliability than the standards required by other
URLLC applications. Approaches of increasing reliability
via packet duplication using two links may not be sufficient
to achieve the higher reliability standard for industrial IoT
applications. Furthermore, such approaches may only
address reliability in the Radio Access Network (RAN),
while failing to address potential reliability issues in the
Core Network (CN).

[0005] Therefore there is a need for ultra reliable trans-
mission in industrial Internet of Things (IoT) applications,
that is not subject to one or more limitations of the prior art.
[0006] This background information is provided to reveal
information believed by the applicant to be of possible
relevance to the present invention. No admission is neces-
sarily intended, nor should be construed, that any of the
preceding information constitutes prior art against the pres-
ent invention.

SUMMARY

[0007] An object of embodiments of the present invention
is to provide a system and method for transmission redun-
dancy. This may be applied for ultra reliable transmission in
industrial IoT applications. Embodiments of the present
invention may involve redundant transmission using two
links, or with three or more links. Embodiments may involve
dynamic control of Packet Data Convergence Protocol
(PDCP) packet duplication and higher layer packet dupli-
cation. Embodiments of the present invention may provide
for combined and coordinated PDCP duplication and higher
layer packet duplication. The packet duplication (PDCP,
higher layer, or both) may be dynamically activated and
deactivated in order to apply it only when necessary, thus
avoiding spectral inefficiencies.
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[0008] According to embodiments of the present inven-
tion, there is provided a method for supporting packet
duplication in a communication network that includes one or
more radio access network (RAN) nodes. The method
includes receiving, by a user equipment (UE) device, a
medium access control (MAC) control element (CE) sent by
at least one of the one or more RAN nodes. The MAC CE
includes a PDCP duplication indicator for a data radio
bearer. The PDCP indicator indicates one or more carriers
associated with the data radio bearer to be used for PDCP
layer packet duplication. The method then includes trans-
mitting duplicate packets to the one or more RAN nodes
using the one or more carriers.

[0009] In further embodiments, the MAC CE includes a
bitmap. The bitmap includes a plurality of bits. Each of a
plurality of bits of the bitmap includes the PDCP duplication
indicator of a plurality of links.

[0010] In further embodiments, the MAC CE sent by at
least one of the one or more RAN nodes further includes a
higher layer duplication indicator indicative that packet
duplication above the PDCP layer is required and the
method includes transmitting higher layer duplicate packets
to at least one of the one or more RAN nodes.

[0011] In further embodiments, the higher layer duplica-
tion indicator includes a bit field indicating whether the UE
device is to perform the higher layer packet duplication.
[0012] In further embodiments, the PDCP duplication
indicator and the higher layer duplication indicator are
transmitted in a payload of the MAC CE.

[0013] In further embodiments, the duplicate packets are
data packets or signaling packets.

[0014] In further embodiments, the duplicate packets are
transmitted by the UE device using a carrier aggregation
(CA) architecture, a dual connectivity (DC) architecture, or
a combined CA and DC architecture.

[0015] In further embodiments, the DC architecture
includes a single connection to a core network; or the DC
architecture includes two separate connections to the core
network and different ones of the duplicate packets above
the PDCP layer are communicated via different ones of the
two separate connections.

[0016] According to other embodiments of the present
invention, there is provided a user equipment (UE) device in
a communication network that includes one or more radio
access network (RAN) nodes. The UE device is configured
to receive a medium access control (MAC) control element
(CE) sent by at least one of the one or more RAN nodes. The
MAC CE includes a PDCP duplication indicator for a data
radio bearer. The PDCP indicator indicates one or more
carriers associated with the data radio bearer to be used for
PDCP layer packet duplication. The UE device is also
configured to transmit duplicate packets to at least one of the
one or more RAN nodes using the one or more carriers.
[0017] In further embodiments, the MAC CE includes a
bitmap. The bitmap includes a plurality of bits. Each of a
plurality of bits of the bitmap includes the PDCP duplication
indicator of a plurality of links.

[0018] In further embodiments, the MAC CE sent by at
least one of the one or more RAN nodes further includes a
higher layer duplication indicator indicative that packet
duplication above the PDCP layer is required; and the UE
devices is further configured to transmit higher layer dupli-
cate packets to at least one of the one or more RAN nodes.
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[0019] In further embodiments, the higher layer duplica-
tion indicator comprises a bit field indicating whether the
UE device is to perform the higher layer packet duplication.
[0020] In further embodiments, the PDCP duplication
indicator and the higher layer duplication indicator are
transmitted in a payload of the MAC CE.

[0021] In further embodiments, the duplicate packets are
data or signaling packets.

[0022] In further embodiments, the duplicate packets are
transmitted by the UE device using a carrier aggregation
(CA) architecture, a dual connectivity (DC) architecture, or
a combined CA and DC architecture.

[0023] In further embodiments, the DC architecture
includes a single connection to a core network; or the DC
architecture includes two separate connections to the core
network and different ones of the duplicate packets above
the PDCP layer are communicated via different ones of the
two separate connections.

[0024] According to other embodiments of the present
invention, there is provided a non-transitory computer read-
able medium storing instructions executable by a user equip-
ment (UE) device in a communication network including
one or more radio access network (RAN) nodes. The instruc-
tions when executed by the UE device cause the UE device
to receive a medium access control (MAC) control element
(CE) sent by at least one of the one or more RAN nodes. The
MAC CE includes a PDCP duplication indicator for a data
radio bearer. The PDCP indicator indicating one or more
carriers associated with the data radio bearer to be used for
PDCP layer packet duplication. The instructions also cause
the UE device to transmit duplicate packets to at least one of
the one or more RAN nodes using the one or more carriers.
[0025] In further embodiments, the MAC CE includes a
bitmap. The bitmap includes a plurality of bits. Each of a
plurality of bits of the bitmap includes the PDCP duplication
indicator of a plurality of links.

[0026] In further embodiments, the MAC CE sent by at
least one of the one or more RAN nodes further includes a
higher layer duplication indicator indicative that packet
duplication above the PDCP layer is required, and the
instructions when executed by the UE device further cause
the UE device to transmit higher layer duplicate packets to
at least one of the one or more RAN nodes.

[0027] In further embodiments, the higher layer duplica-
tion indicator includes a bit field indicating whether the UE
device is to perform the higher layer packet duplication.

BRIEF DESCRIPTION OF THE FIGURES

[0028] Further features and advantages of the present
invention will become apparent from the following detailed
description, taken in combination with the appended draw-
ings, in which:

[0029] FIG. 1 is a schematic diagram illustrating the CA
architecture supporting redundant transmission with more
than two links, in accordance with embodiments.

[0030] FIG. 2 is a schematic diagram illustrating the
combined CA and DC architecture supporting redundant
transmission with more than two links, in accordance with
embodiments.

[0031] FIG. 3 is a schematic diagram illustrating the layer
2 UE architecture for PDCP duplication using either CA or
DC based packet duplication, in accordance with embodi-
ments.
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[0032] FIG. 4 is a schematic diagram illustrating the layer
2 UE architecture for PDCP duplication using a combined
CA and DC based packet duplication, in accordance with
embodiments.

[0033] FIG. 5is a schematic diagram illustrating the RAN
architecture with a CU/DU split, in accordance with
embodiments.

[0034] FIG. 6 is a schematic diagram illustrating the
CU/DU split (RAN) architecture supporting CA at each DU,
in accordance with embodiments.

[0035] FIG. 7 is a schematic diagram illustrating the DC
architecture with CU/DU split in master node, in accordance
with embodiments.

[0036] FIG. 8 is a schematic diagram illustrating the DC
architecture with CU/DU split in the both master node and
secondary node, in accordance with embodiments.

[0037] FIG. 9 is a schematic diagram illustrating the DC
architecture with CU/DU Split and CA in master node, in
accordance with embodiments.

[0038] FIG. 10 is a schematic diagram illustrating the
CU/DU split architecture for DL Packet duplication, in
accordance with embodiments.

[0039] FIG. 11 is a schematic diagram illustrating the
other CU/DU split architecture for DL Packet duplication, in
accordance with embodiments.

[0040] FIGS. 12A and 12B are schematic diagrams illus-
trating the RAN requiring duplication in the CN with a
single UPF, in accordance with embodiments.

[0041] FIGS. 13A and 13B are schematic diagrams illus-
trating the RAN requiring duplication in the CN with two
UPFs, in accordance with embodiments.

[0042] FIG. 14 is a schematic diagram illustrating the
overall architecture for higher layer packet duplication with
a single UPF in the CN, in accordance with embodiments.
[0043] FIG. 15 is a schematic diagram illustrating the UE
layer 2 architecture for higher layer packet duplication with
a single UPF in the CN, in accordance with embodiments.
[0044] FIG. 16 is a schematic diagram illustrating overall
architecture for higher layer packet duplication with two
UPFs in the CN, in accordance with embodiments.

[0045] FIGS. 17A and 17B are diagrams illustrating the
formats of the MAC CE header and the MAC CE in CA or
the combined CA and DC architecture, in accordance with
embodiments.

[0046] FIG. 18 is a diagram illustrating mapping of chan-
nel quality indicator (CQI) to number of links required to
meet the reliability standard, in accordance with embodi-
ments.

[0047] FIGS. 19A to 19C are diagrams illustrating
examples of the MAC CE for packet duplication with CA
architecture or combined CA and DC architecture, in accor-
dance with embodiments.

[0048] FIG. 20 is a schematic diagram illustrating the
higher layer PD MAC CE format with a single bit that
indicates whether or not higher layer PD is required, in
accordance with embodiments.

[0049] FIG. 21 is a flow diagram illustrating a method for
supporting packet duplication in a communication network
comprising a radio access network (RAN) and a core
network (CN) and serving a user equipment (UE) device.
[0050] FIG. 22 is a flow diagram illustrating a method for
supporting packet duplication in a communication network
comprising one or more radio access network (RAN) nodes.
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[0051] FIG. 23 is a schematic diagram illustrating an
electronic device in accordance with embodiments.

[0052] It will be noted that throughout the appended
drawings, like features are identified by like reference
numerals.

DETAILED DESCRIPTION

[0053] As used herein, the term “about” should be read as
including variation from the nominal value, for example, a
+/-10% variation from the nominal value. It is to be
understood that such a variation is always included in a
given value provided herein, whether or not it is specifically
referred to.

[0054] Unless defined otherwise, all technical and scien-
tific terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which this
invention belongs.

[0055] Throughout the present disclosure, the terms car-
rier, link, logical channel and RLC entity are interchange-
able used in the 3GPP standard in relation to URLLC.
[0056] Embodiments of the present invention provide a
system and method for transmission redundancy in a wire-
less communication system comprising a radio access net-
work (RAN) and core network (CN). Redundancy may be
supported in the uplink direction, the downlink direction, or
both. Embodiments of the invention will be presented in
particular with respect to a system and method for ultra
reliable low latency communication (URLLC) which can be
achieved by redundant transmission with two or more links
at one or more RAN nodes. However, it should be under-
stood that the invention may also be applied in other
contexts. In various embodiments, to provide for transmis-
sion redundancy, packets may be duplicated at the PDCP
layer, at a layer above the PDCP layer, or a combination
thereof. Packet duplication occurring at a layer above PDCP
layer is referred to as higher layer packet duplication
(HLPD). The PDCP packet duplication and higher layer
packet duplication achieving URLLC are applicable to vari-
ous RAN architectures such as a Carrier Aggregation (CA)
architecture, a Dual Connectivity (DC) architecture with one
connection to the core network (CN), a DC architecture with
two or more connections to the CN, a CA and DC combined
architecture, and a CU/DU split architecture. Each node in
the CA and DC combined architecture has multiple carriers
and a separate connection to the CN. The Central Unit
(CU)/Distributed Unit (DU) split architecture can be
regarded as an intra-node DC architecture. A person skilled
in the art would understand that the layer above the PDCP
layer (i.e., a higher layer) refers to any layer above layer 2
implemented in a UE and the RAN.

[0057] The present invention also provides a system and
method for dynamically controlling PDCP packet duplica-
tion and HLPD. This can be performed using message
passing to activate or deactivate packet duplication as
required for reliability. Reliability may refer to a predeter-
mined or prescribed reliability level for a given application.
Reliability may directly or indirectly refer, for example, to a
particular error rate or packet loss rate. Reliability may be
prescribed for the RAN, the CN, or a combination thereof.
[0058] Potential advantages of the present invention
include: (i) ability to use more than two redundant links with
at most two RAN nodes; (ii) fast adaptation to the number
of redundant links upon changes in the UE’s channel qual-
ity; (iii) flexible UE implementation;
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[0059] and (iv) low complexity in the network and in the
UE. As used herein, the UE device may be an IoT device,
such as an industrial IoT device. However, it is understood
that the UE device may be another type of UE device
capable of the communications functions as described
herein.

[0060] FIG. 1 illustrates a CA architecture which supports
redundant transmission with more than two links (three links
are shown). According to embodiments, more than two
redundant links may be configured using the CA architecture
for packet duplication. The CA architecture may need only
single radio access network (RAN) node (e.g. gNB, where
gNB refers to a next-generation Node B device) to support
redundant transmission. The UE duplicates packets and
transmits the (duplicated) packets on multiple carriers (e.g.
more than two) for reception by the single RAN node when
required. In some embodiments, the UE may transmit the
duplicated packets when the channel quality on the best link
does not meet the standard required for URLLC. Otherwise,
the UE may refrain from duplicating packets, or may use
fewer (e.g. two) carriers for CA based packet duplication. In
various embodiments using the CA architecture for packet
duplication, the UE may map the duplicated packets to a
direct radio bearer. CA based packet duplication refers to
using a radio bearer that is configured for a CA architecture
for packet duplication. DC based packet duplication refers to
using a radio bearer that is configured for a DC architecture
for packet duplication. Combined CA and DC based packet
duplication refers to using a radio bearer that is configured
for both CA and DC architectures for packet duplication.

[0061] In other embodiments, radio bearers may be con-
figured with both CA and DC capability in order to support
redundant transmission with more than two links or select-
ing two or more links from multiple links. This combined
CA and DC architecture allows for more flexible use of the
available links. The radio bearers can be either signalling
radio bearers (SRBs) or data radio bearers (DRBs). FIG. 2
illustrates a combined CA and DC architecture which sup-
ports redundant transmission with two or more links from
multiple available links.

[0062] Referring to FIG. 2, the Master gNB (MgNB) 210
and the secondary gNB (SgNB) 220 are both configured to
perform CA. The MgNB 210 and the SgNB 220 are con-
nected to each other through the Xn interface 230. There is
only one connection to the CN (e.g. through the MgNB 210).
An architecture with two connections to the CN will be
discussed elsewhere herein, for example in paragraphs
regarding higher layer packet duplication (i.e., packet dupli-
cation at a layer above layer 2 implemented in the UE and
RAN). In the present disclosure a MgNB is also referred to
as a master node (MN) and a SgnB is also referred as a
secondary node (SN).

[0063] Invarious embodiments with the combined CA and
DC architecture, the UE may use multiple links across a
master gNb (MgNB) 210 and a secondary gnB (SgNB) 220
by using multiple carriers on at least one of the MgNB 210
and the SgNB 220. Thus, for uplink, the UE transmits to
both the MgNB 210 and the SgNB 220 provides DC, and
also uses CA for transmission to one or both the MgNB 210
and the SgNB 220. For example, the UE can use two carriers
of the MgNB 210 and one carrier of the SgNB 220. In this
case, the UE maps the packets to a split bearer (i.e., a split
radio bearer).
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[0064] In some embodiments, the UE may (e.g. at a
different time) transmit redundant packets on multiple car-
riers to only one of the MgNB 210 and the SgNB 220 (e.g.
MgNB 210). In this case, the UE uses a direct bearer (i.e.,
a direct radio bearer).

[0065] FIG. 3 illustrates the layer 2 UE architecture for
PDCP duplication using either CA or DC. This approach is
also included in the 3" Generation Partnership Project
standards documents for New Radio (NR), Release 15,
commonly referred to as 3GPP NR Rel-15.

[0066] Referring to FIG. 3, the layer 2 UE architecture
shown in FIG. 3 comprises a Service Data Adaptation
Protocol (SDAP) layer 301, Packet Data Convergence Pro-
tocol (PDCP) layer 302, Radio Link Control (RLC) layer
303 and Medium Access Control (MAC) layer 304. The
SDAP layer 301 includes QoS Flow handling function 310.
The PDCP layer 302 includes Robust Header Compression
(RoHC) function 320, security function 330 and packet
duplication function 340. The RLC layer 303 comprises,
among other things, Segmentation and Automatic Repeat
reQuest (ARQ) functions 350 known in the art. The MAC
layer 304 includes Scheduling and Priority functions 360,
multiplexing 370 and Hybrid Automatic Repeat request
(HARD) 380, known in the art.

[0067] According to embodiments, one DRB-PD using
CA (at 315a) and one DRB-PD using DC (at 315b) are
configured for packet duplication at Master Cell Group
(MCQ). The packets that are sent on the DRB-PDs at 3154
and 31556 may be duplicated after the RoHC function 320
and security functions 330 are performed. The duplication
function 340 may be implemented in the PDCP layer 302,
and may be based on information provided by the MAC
layer 304.

[0068] According to embodiments, only MCG is config-
ured to have the packet duplication function 340. However,
the packet duplication function 340 is not only connected to
the RLC layer 303 of MCG but also connected to the RLC
layer 303 of Secondary Cell Group (SCG), for example to
Segmentation and Automatic Repeat reQuest (ARQ) func-
tions 350 of SCG.

[0069] According to embodiments, some changes may be
required in order to increase the number of redundant links
to greater than 2. In some embodiments, this may be
supported by keeping the maximum number of nodes used
for URLLC communications to two (i.e. the master node
(MN) and secondary node (SN)). The radio bearer used,
when keeping the maximum number of nodes used for
URLLC communications to two, can be a split radio bearer
where one or more of the nodes have the capability to use
multiple carriers.

[0070] FIG. 4 illustrates the layer 2 UE architecture for
PDCP packet duplication using both CA and DC architec-
tures, which can be referred to as combined CA and DC
architecture. According to embodiments, in the combined
CA and DC architecture, the UE makes the packet duplica-
tion decision at the PDCP layer (e.g. PDCP layer 402). The
UE determines the number of links that are required and the
best links (or at least a set of adequate quality links) to use
for data transmission.

[0071] Referring to FIG. 4, the architecture shown in FIG.
4 comprises SDAP layer 401, PDCP layer 402, RLC layer
403 and MAC layer 404. The SDAP layer 401 includes QoS
Flow handling function 410. The PDCP layer 402 includes
RoHC function 420, security function 430 and packet dupli-
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cation function 440. The RLC layer 403 comprises, among
other things, Segmentation and Automatic Repeat reQuest
(ARQ) functions 450 known in the art. The MAC layer 404
includes Scheduling and Priority functions 460, multiplex-
ing 470 and Hybrid Automatic Repeat request (HARD) 480,
known in the art.

[0072] According to embodiments, among the DRB-PD
using CA (at 415a) at MCG and the DRB-PD using both CA
and DC (at 4155) at MCG, only the latter is configured for
packet duplication. The packets that are sent on the DRB-
PDs at 4155 may be duplicated after the RoHC function 420
and security functions 430 are performed. The duplication
function 440 may be implemented in the PDCP layer 402,
and may be based on information provided by the MAC
layer 404.

[0073] According to embodiments, only MCG is config-
ured to have the packet duplication function 440. However,
the packet duplication function 440 is not only connected to
the RLC layer 303 of MCG but also connected to the RLC
layer 303 of Secondary Cell Group (SCG), for example to
Segmentation and Automatic Repeat reQuest (ARQ) func-
tions 450 of SCG. As shown, and in contrast to FIG. 3, the
packet duplication function 440 can perform packet dupli-
cation within a single cell group (e.g. MGC), which corre-
sponds to CA, and may simultaneously perform packet
duplication between two cell groups (MGC and SGC),
which corresponds to DC. In this architecture, the UE can
select any combination of links to satisfy the reliability
requirement. For example, the UE can perform CA based
packet duplication to only one node or it may use both nodes
using DC. The UE may also use both CA and DC.

[0074] In3GPP New Radio (NR), a gNB may be separated
into a central unit (CU) and one or more distributed units
(DUs). In other words, a gNB may consist of a gNB-CU and
one or more gNB-DU(s). A gNB-CU and a gNB-DU are
connected via F1 interface. One gNB-DU is connected to
only one gNB-CU. Embodiments of the present invention
may operate with such an architecture, i.e. a CU/DU split
RAN architecture.

[0075] FIG. 5 illustrates the RAN architecture with a
CU/DU split. The CU 510 comprises a PDCP entity. Each of
the DU 520 and the DU 530 comprise respective RLC
entities, MAC entities and physical (PHY) entities. Each of
the DU 520 and the DU 530 is connected to the CU 510 via
a respective F1 interface as illustrated. A person skilled in
the art would understand that a PDCP entity is an entity
within the PDCP layer that performs the PDCP functions, a
RLC entity is an entity within the RLC layer that performs
the RLC functions, the MAC entity is an entity within the
MAC layer that performs MAC functions, and a PHY entity
is an entity within the PHY layer that performs PHY
functions.

[0076] According to embodiments, the CU/DU split archi-
tecture (e.g. the RAN architecture in FIG. 5) may be
configured to have CA capability, if multiple carriers are
supported by at least one DU. Such architecture, the CU/DU
split (RAN) architecture supporting CA at each DU, is
illustrated in FIG. 6. Referring to FIG. 6, the CU 610
comprises PDCP entity. RLC, MAC and PHY entities are
included in each of the DU 620 and the DU 630. In
particular, three PHY entities and three RLC entities are
included in each of the DU 620 and the DU 630 as CA is
supported at each of the DUs. Similar to the RAN architec-
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ture of FIG. 5, each of the DU 620 and the DU 630 is
connected to the CU 610 via F1 interface as illustrated.
[0077] The CU/DU split (RAN) architecture supporting
CA based packet duplication at each DU, illustrated in FIG.
6, is similar to DC architecture. That is, rather than the UE
transmitting to two gNBs, it transmits to two DUs. Due to
the similarity, this architecture can be considered as intra-
gNB DC. According to embodiments, redundant transmis-
sion may be supported for URLLC traffic by allowing the
UE to connect to multiple DUs, similar to the data trans-
mission in the DC architecture. According to embodiments,
the UE’s implementation is same as the UE’s implementa-
tion for the inter-gNB/eNB DC. URLCC traffic refers to a
flow of data packets with certain QoS requirements that has
high reliability and low latency.

[0078] The CU/DU split architecture can be combined
with inter-node DC architectures as illustrated in FIGS. 7
and 8. In some embodiments, the CU/DU split is imple-
mented only at the master (RAN) node, the MgNB 701, as
shown in FIG. 7. The CU 710 comprises PDCP entity. Each
of'the DU 720 and the DU 730 comprises RLC entity, MAC
entity and PHY entity. Each of the DU 720 and the DU 730
is connected to the CU 710 via F1 interface as illustrated.
The secondary (RAN) node, the SgNB 702, comprises the
unit 740 which includes RLC entity, MAC entity and
physical (PHY) entity. The secondary (RAN) node, SgNB
702, does not (in the present illustration) include CU or
PDCP entity. Instead, the unit 740 in the SgNB is connected
to the CU 710, which includes PDCP entity, through Xn
interface.

[0079] In some embodiments, the CU/DU split is imple-
mented in both MgNB and the SgNB, as shown in FIG. 8.
Referring to FIG. 8, the architecture of the MgNB 801 is
similar to that of the MgNB 701 in FIG. 7. The CU 810
comprises PDCP entity, and each of the DU 820 and the DU
830 comprises RLC entity, MAC entity and PHY entity.
Also, each of the DU 820 and the DU 830 is connected to
the CU 810 via F1. On the other hand, the SgNB 802 is
somewhat different from that in FIG. 7. As stated above,
CU/DU split is also implemented in the SgNB 802; thus the
CU 840 and the DU 850 are included in the SgNB 802. As
in the MgNB 801, the DU 850 is connected to the CU 840
via F1. The MgNB 801 and SgNB 802 are associated each
other through the Xn interface which connects CU 840 of
SgNB 802 and the CU 810 of MgNB 801. The SgNB 802
may have additional DUs (not shown).

[0080] In some embodiments, multiple carriers are sup-
ported at one or more of the nodes in inter-node DC
architecture. In such case, CA may be implemented at the
inter-node DC based architecture, as illustrated in FIG. 9.
[0081] Referring to FIG. 9, the MgNB 901 is implemented
using a split CU/DU architecture. According to embodi-
ments, one or more DUs can be configured with CA. In FIG.
9, the DU 930 in the MgNB 901 is configured with CA. In
other embodiments, the other DU 920 can also be configured
with CA. According to embodiments, redundant transmis-
sion may be configured by selecting two of the nodes (or two
of the DUs). In one case, two DUs in the MgNB 901 (e.g.
DU 920 and 930) may be selected for supporting redundant
transmission. In other case, one DU from the MgNB 901
(DU 920 or DU 930) and the SgNB 902 (or a DU thereof)
may be selected for supporting redundant transmission. If
more than two (redundant) links are required to meet the
reliability standard for URLLC, then a node which supports
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multiple carriers may be selected (e.g. the DU 930 which
supports multiple carriers), and CA can be used in addition
to DC.

[0082] Further referring to FIG. 9, the CU 910 comprises
a PDCP entity. RLC, MAC and PHY entities are included in
each of the DU 920 and the DU 930. In particular, three PHY
entities and three RLC entities are included in the DU 930
as CA is supported thereby. The DU 920 and the DU 930 are
connected to the CU 910 via the F1 interface as illustrated.
In case of the DU 930, each of the three RLC entities is
connected to the PDCP in the CU 910 via the F1 interface.
The MgNB 901 and SgNB 902 are associated each other
through the Xn interface which connects the unit 940 of
SgNB 902 and the CU 910 of MgNB 901.

[0083] According to various embodiments, the layer 2 UE
architecture for the DC based architecture with CU/DU split
and CA (e.g. the architecture illustrated in FIG. 9) is the
same as the UE layer 2 architecture for the combined CA and
DC based architecture (e.g. the layer 2 UE architecture
illustrated in FIG. 4). In the present disclosure, term layer 2
UE architecture refers to the layer 2 protocol stack in the UE
consisting of the SDAP 401, PDCP 402, RL.C 403, MAC
404, and PHY layers.

[0084] According to embodiments of the present inven-
tion, in the case of downlink (DL) packet duplication, there
are two options for enabling CA and intra-node DC in the
CU/DU split architecture. In the first option, the CU can
determine whether or not to activate intra-node DC dupli-
cation to multiple DUs. The DUs can individually determine
if CA duplication should be activated. One example archi-
tecture implementing the first option is illustrated in FIG. 10.
Referring to FIG. 10, the CU 1010 includes the DC based
packet duplication decision function 1011 which determines
whether or not to activate DC based packet duplication in a
given situation. The DU 1020 and the DU 1030 include the
CA based packet duplication decision functions 1021 and
1031, respectively, which determine whether or not to
activate CA based packet duplication in a given situation.
The CU 1010 is connected to each of the DU 1020 and the
DU 1030 via the F1 interface, as done in other intra-node DC
architectures.

[0085] In the second option, the CU can determine both
the intra-node DC duplication and the CA duplication at
each DU. One example architecture implementing the sec-
ond option is illustrated in FIG. 11. Referring to FIG. 11, the
CU 1110 includes the combined packet duplication decision
function 1111 which determines whether or not to activate
DC based packet duplication, and also determines whether
or not to activate CA based packet duplication. The DU 1020
and the DU 1030 do not necessarily include a decision
function. As in FIG. 10, the CU 1110 is connected to each
of'the DU 1120 and the DU 1130 via the F1 interface. In both
FIGS. 10 and 11, the DUs each support at least two carriers,
i.e. C1 and C2 for one DU, and C3 and C4 for the other DU,
thereby supporting CA. The presence of two DUs can be
used to support DC. Thus, both CA and DC are supported,
possibly concurrently. In some embodiments, the DUs may
support the same set of carriers. In this case, the UE can
select a carrier from the node with the best channel condi-
tions.

[0086] To further support transmission reliability, embodi-
ments of the present invention support packet duplication at
a layer of the layer 2 protocol stack above the PDCP layer,
referred to herein as HLPD. For example, multiple redun-
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dant links may be required in the CN in order to meet a high
end-to-end reliability requirement. According to embodi-
ments, higher layer packet duplication may be achieved by
adding a packet duplication and removal function in the user
plane function (UPF). A single UPF or multiple UPFs may
be selected for URLLC protocol data unit (PDU) sessions
depending on the reliability of the nodes and links in the CN.
Multiple UPFs may further provide redundancy for
improved reliability. According to embodiments, if the reli-
ability of nodes or links in the CN does not meet the
reliability requirement (e.g. probability that nodes or links in
the CN fail is higher than required for a specified level of
reliability) for URLLC PDU sessions, two or more redun-
dant links and nodes can be used to improve the end-to-end
reliability. This type of packet duplication requires a DC
architecture with two connections to the CN (e.g. from MN)
and SN). In this DC architecture with two N3 tunnels, there
is a full protocol stack at both nodes in contrast to having a
single PDCP function as in the case of the DC architecture
with one N3 tunnel.

[0087] According to embodiments, higher layer packet
duplication is activated when redundancy is required in both
the RAN and the CN, as illustrated in FIGS. 12A and 13A.
On the other hand, when packet duplication is deactivated in
the RAN and the CN still requires redundancy, cases illus-
trated in FIGS. 12B and 13B are used.

[0088] FIGS. 12A and 12B illustrate higher layer packet
duplication in the CN with a single UPF for a URLLC PDU
session. When higher layer packet duplication is activated in
the RAN, as shown in FIG. 12A, a single UPF in the CN, the
UPF 1210, is connected to both a master node and a
secondary node, e.g. MN 1220 and SN 1230, via links in the
CN. As both MN 1220 and SN 1230 are connected to the
UPF 1210, both of them are communicatively connected to
the UE 1240 via links in the RAN. On the other hand, when
higher layer packet duplication is deactivated in the RAN, as
shown in FIG. 12B, the UPF 1210, is only connected to the
master node, MN 1220, via links in the CN. However, the
UPF 1210 is connected to the MN 1220 via multiple links to
facilitate the CN duplication. As only MN 1220 is connected
to the UPF 1210, UE 1240 is only connected to the MN 1220
via a link in the RAN. The term CN duplication refers to
high layer packet duplication performed above layer 2 in the
CN.

[0089] Similarly, FIGS. 13A and 13B illustrate a RAN
requiring higher layer packet duplication in the CN with two
UPFs for URLLC PDU session. When higher layer packet
duplication is activated in the RAN;, as shown in FIG. 13A,
the two UPFs in the CN, UPF 1310 and UPF 1320, are
connected to master node MN 1330 and secondary node SN
1340, respectively, via network links. As MN 1330 and SN
1340 are connected to the UPF 1310 and UPF 1320, both of
them are communicatively connected to the UE 1350 via
links in the RAN. On the other hand, when higher layer
packet duplication is deactivated in the RAN, as shown in
FIG. 13B, both of the UPF 1310 and UPF 1320, are only
connected to the master node, MN 1330, via network links.
As only MN 1330 is connected to the two UPFs, UE 1350
is only connected to the MN 1330 via the network link. The
dual connections to the dual UPFs provides for redundancy
in the CN.

[0090] FIG. 14 illustrates the architecture 1400 for higher
layer packet duplication with a single UPF in the CN.
Functionality related to the single UPF is illustrated above
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the MN and SN. According to embodiments, direct radio
bearers are configured in both the MN and SN. The radio
bearers for higher layer packet duplication with a single UPF
in the CN are not split bearers as in DC based PDCP packet
duplication with a single connection to the CN. According to
embodiments, in higher layer packet duplication, at least one
network link can also use CA based packet duplication. This
allows more than two redundant links being configured
across the two nodes (e.g. MN and SN) when the UE is
configured with DC.

[0091] FIG. 15 illustrates the UE layer 2 architecture for
higher layer packet duplication with a single UPF in the CN.
[0092] Referring to FIG. 15, the architecture comprises
PDR layer 1501, SDAP layer 1502, PDCP layer 1503, RL.C
layer 1504 and MAC layer 1505. The Packet Duplication
and Removal (PDR) layer 1501 includes packet duplication
and removal function 1510, which supports HLPD. The
SDAP layer 1502 includes QoS Flow handling function
1520. The PDCP layer 1503 includes RoHC function 1530,
security function 1540 and packet duplication function
1550. The RL.C 1504 comprises, among other things, Seg-
mentation and Automatic Repeat reQuest (ARQ) functions
1560 known in the art. The MAC 1505 includes Scheduling
and Priority functions 1570, multiplexing 1580 and Hybrid
Automatic Repeat request (HARM) 1590, known in the art.
[0093] According to embodiments, packet duplication and
removal function 1510 is configured at a layer of the layer
2 protocol stack above the PDCP layer (e.g. at PDR layer)
as higher layer packet duplication is required if both RAN
and CN need redundancies for URLLC. The packet dupli-
cation and removal function 1510 receives URLLC flows
and transmits outputs (e.g. OF and DF) to the SDAP layer
1502, for example to the QoS Flow Handling function 1520.
URLLC flows refers to multiple flows of data packets with
a certain QoS requirement. Each URLLC flow includes a
flow identifier in the packet header of the data packets of the
data flow.

[0094] According to embodiments, DRBs for CA based
packet duplication are configured for packet duplication at
15254 and 15256 at MCG and SCG, respectively. The
packets that are sent on the DRBs (CA-PD) at 15254 and
15256 may be duplicated after the RoHC function 1530 and
security functions 1540 are performed. The duplication
function 1550 may be implemented in the PDCP layer 1503,
and may be based on information provided by the MAC
layer 1505. The duplication function 1550 may support the
PDCP layer duplication, for example in addition to the
HLPD of the packet duplication and removal function 1510.
[0095] According to embodiments, both MCG and SCG
are configured to have their own copies of the packet
duplication functions 1550. The packet duplication function
1550 at MCG is connected to the RLC layer of MCG, for
example to Segmentation and Automatic Repeat reQuest
(ARQ) functions 1560 of MCG:; and the packet duplication
function 1550 at SCG is connected to the RLC layer of SCG,
for example to Segmentation and Automatic Repeat reQuest
(ARQ) functions 1560 of SCG.

[0096] As an alternative to the higher layer packet dupli-
cation with a single UPF illustrated above, higher layer
packet duplication can be accomplished using two separate
UPFs (e.g. as shown in FIGS. 13A and 13B). The UPFs can
either belong to the same PDU session or two separate PDU
sessions that individually handle the duplicate flows. The
two UPFs case is illustrated in FIG. 16. The layer 2
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architecture in the UE for higher layer packet duplication
with multiple UPFs is the same as the one for higher layer
packet duplication with a single UPF (e.g. the UE layer 2
architecture illustrated in FIG. 15). The architecture in FIG.
16 is similar to that of FIG. 14, except that rather than the
MN and SN both being coupled directly to a single UPF, the
MN is coupled to a first UPF and the SN is coupled to a
second UPF. The first and second UPFs may perform
functions such as mapping QFI to TED and packet classi-
fication using SDF templates. The first and second UPFs
may be coupled to a further UPF which performs packet
duplication and QFI mapping.

[0097] According to embodiments of the present inven-
tion, packet duplication (both at the PDCP layer and higher
layer) may be selectively activated when required, and
deactivated when not required, in order to utilize network
resources efficiently. The layer and type of packet duplica-
tion may also be controllably adjusted in response to input
in order to provide for a layer and type of packet duplication
which is appropriate to a given situation (e.g. involving
signal levels, noise levels, traffic levels, priority, reliability
requirements, etc.).

[0098] Indications (e.g. transmitted from a RAN node to a
UE) that packet duplication is required are referred to
generally as packet duplication indicators. Such indications
may be self-contained messages or indicators contained
within larger messages. Indications that PDCP layer packet
duplication are required are referred to as PDCP duplication
indicators. Indications that higher layer packet duplication
are required are referred to as higher layer duplication
indicators. In some embodiments, the indications can
specify details as to how the duplication is to be performed.
By way of example, packet duplication indicators are
described below primarily as MAC control elements (CE),
however it should be understood that the indicators can take
other forms, such as radio resource control (RRC) messages.

[0099] In some embodiments, PDCP packet duplication
may be controlled using a MAC structure that can carry
control information for PDCP packet duplication. One such
MAC structures is a MAC Control Element (CE). In various
embodiments, the MAC CE may be sent from the MN and
SN independently in order to indicate whether or not the UE
should activate packet duplication at the PDCP. The UE may
perform a packet duplication action (or not) based on a
combination of the two MAC CEs.

[0100] According to embodiments, a new PDCP duplica-
tion MAC CE is provided in order to support multiple
redundant links (e.g. greater than two redundant links). The
new PDCP duplication MAC CE may indicate the number
of links required to satisfy the required reliability.

[0101] The dynamic control of packet duplication can be
extended to control higher layer packet duplication. For
example, an additional MAC CE may be introduced to
dynamically control the higher layer packet duplication.

[0102] In some embodiments, higher layer packet dupli-
cation may be activated when packet duplication is required
at CN separately from RAN nodes. In some embodiments,
higher layer packet duplication may be triggered by the
RAN nodes when the target reliability requirement cannot
be met by the packet duplication at RAN node only (e.g.
using just PDCP duplication).
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PDCP Duplication

[0103] PDCP duplication may involve the following
cases: (1) CA based packet duplication with multiple links
from a single node; and (ii) CA and DC based packet
duplication when a split bearer is configured for DC and
multiple carriers are available at one or both nodes (e.g. MN
and SN).

[0104] According to some embodiments, each of two
RAN nodes may transmit a DI, MAC CE in order to
dynamically control packet duplication across multiple
links. The DL, MAC CE may indicate the carriers that should
be activated for packet duplication for the associated DRB.
The number of activated carriers represents the number of
duplicate packets that should be transmitted to satisfy a
target reliability.

[0105] FIG. 17A illustrates the formats of the PDCP
packet duplication MAC CE comprising a MAC CE Header
1710 and the MAC CE payload 1720. Referring to FIG.
17A, the MAC CE header 1710 comprises a logical channel
identifier (LCID). The MAC CE payload 1720 comprises a
PDCP packet duplication indicator including DRB ID, DC
flag and CA bitmap. The DRB ID is used to identify the
DRB. The DC flag is used when the combined CA and DC
architecture is configured. The DC flag may be set, when the
reliability cannot be satisfied with the available carriers at
the given RAN node, in order to indicate that DC based
PDCP packet duplication is to be activated. The CA-PD
bitmap is used to indicate which carriers should be used for
CA based PDCP packet duplication.

[0106] FIG. 17B illustrates an example set of PDCP
packet duplication MAC CEs (e.g. MAC CE 1730 and MAC
CE 1740) in the combined CA and DC architecture, for
example when the DC flag indicates the combined CA and
DC architecture is configured. In the MAC CE fields, “A”
refers to “activate” and “D” refers to “deactivate.” Here, the
MAC CE 1730 is a MAC CE sent by the MN and the MAC
CE 1740 is a MAC CE sent by the SN. After the UE receives
the MAC CEs 1730 and 1740 from MN and SN, the UE
combines the two MAC CEs and determines whether or not
MN and/or SN should be used. In this example illustrated in
FIG. 17B, since the DC flags in both MAC CE 1730 and
MAC CE 1740 indicate that DC duplication is activated, the
UE may determine both MN and SN should be used to meet
the reliability requirement. In addition, packet duplication
may be also used through CA duplication at the MN; and a
single carrier may be used at the SN. This is because two
carriers are activated in the MN MAC CE 1730 and one
carrier is activated in the SN MAC CE 1740.

[0107] If one of the MN and SN deactivates the DC flag
in their MAC CEs, the UE may assume that the node can
satisfy reliability requirements without using the other node.
In this case, the UE can select the best node (or at least an
adequately good node) for transmission. In various embodi-
ments, the best node for transmission may be the node that
requires the least redundancy. This may refer to DC redun-
dancy, CA redundancy, or a combination thereof.

[0108] According to some other embodiments, each RAN
node may transmit a DL MAC CE in order to indicate the
number of links required for a given carrier to meet the
reliability requirement. Since each node may have multiple
carriers configured, the MAC CE may include a value
indicating channel quality for each carrier.

[0109] Forexample, the value may correspond to the UE’s
channel quality on the carrier measured by the gNB. Then,
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the channel quality can be mapped to the required number of
links that a similar quality of channel would need to satisfy
the reliability requirement. FIG. 18 illustrates an example of
mapping of channel quality indicator (CQI) to number of
links required to meet the reliability standard.

[0110] Referring to FIG. 18, when the channel quality for
a carrier is below a threshold CQI;, then the MAC CE for
that carrier should indicate that it should not be used for
URLLC on that DRB since the channel quality is too poor.
If the channel quality for a carrier is in the range between
CQI; and CQI, (e.g. CQIL;<CQI=<CQL,), then the MAC CE
for that carrier would indicate that three links (of similar
quality) are required to achieve the required reliability. If the
channel quality for a carrier is in the range between CQI,
and CQI,; (e.g. CQL<CQI=CQI,), the MAC CE for that
carrier would indicate that two links (of similar quality) are
required. If the channel quality is greater than CQI,, the
MAC CE for that carrier would indicate that only one link
is required.

[0111] The contents of the MAC CEs may include either
the CQI range (or approximate CQI) for the link or the
number of links required to meet the reliability requirement.
In some embodiments, the MAC CEs may be composed of
a bitmap where n bits are used to represent the packet
duplication information for each carrier configured at the
node corresponding to the MAC CE. Example contents of
MAC CE for MN and SN are illustrated below in the Tables
1 and 2, respectively. AMAC CE may explicitly indicate the
channel quality as in Column 2, or the required number of
links as in Column 3.

TABLE 1

Contents of MAC CE for MN.

Carrier Channel Quality Required Number of Links
fl(MN) CQII(MN) N, 1(MN)
fz(MN) Cle(MN) N; 2(MN)
fs(MN) CQI3(MN) N, 3(MN)
TABLE 2
Contents of MAC CE for SN.
Carrier Channel Quality Required Number of Links
fl(SN) CQII(SN) N, 1(SN)
fz(SN) Cle(SN) N, 2(SN)
fS(SN) CQI3(SN) N, 3(SN)
[0112] FIG. 19A illustrates another example MAC CE for

packet duplication with CA based or combined CA and DC
based architecture, according to an embodiment. Referring
to FIG. 19A, the first entry (or field) is the DRB ID. The
subsequent entries correspond to the carriers configured at
the corresponding node. If four carriers are configured at the
node, then there are 4 entries (e.g. f}, f,, f5, f,) following the
DRB ID that indicate the packet duplication value for each
corresponding carrier. If additional carriers are configured,
the MAC CE may include more entries for those additional
carriers.

[0113] This MAC CE format may be used in the CA
architecture as well as in the combined CA and DC archi-
tecture. In the combined CA and DC architecture, the DC
flag may not be required since the UE can use the number
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of links required per carrier to determine the best combina-
tion of carriers (or at least a combination of carriers with
adequate quality) across the two nodes. FIGS. 19B and 19C
provide examples for MAC CEs in the combined CA and
DC architecture.

[0114] Referring to the MAC CE sent by MN (left) and the
MAC CE sent by SN (right) illustrated in FIG. 19B, the UE
can select carriers 1 and 4 for the MN. Additional carriers on
the SN may be not required. That is, the UE determines that,
if it uses carriers 1 and 4 from the MN, it can achieve the
sufficient reliability using only two carriers. If it were to use,
for example, carrier 2 for the MN, it would require three
carriers (e.g. MN carrier 2, SN carriers 1 and 4), which
would be less efficient.

[0115] Referring to the MAC CE sent by MN and SN
illustrated in FIG. 19C, the UE, on the other hand, can select
carriers 1, 2 for the MN and carrier 1 for the SN. In this case,
DC duplication may be required. That is, the UE determines
that there are no two carriers that provide the sufficient
reliability, but if it uses carrier 1 (or 2) for the MN, and
carriers 1 and 4 for the SN, it can achieve the sufficient
reliability using three carriers. Reliability can also be
achieved using any four carriers, however this is again less
efficient. Thus, in some embodiments, the UE may be
configured to select the minimum number of carriers that
achieves the required reliability, given the MAC CE infor-
mation. In some embodiments, if both DC and non-DC
selections would achieve the required reliability, the UE can
select the DC or non-DC option based on other factors, such
as whether DC is preferred or not.

[0116] According to some other embodiments for the
PDCP duplication, MAC CE for CA duplication may be a
bitmap indicating which DRBs require PDCP packet dupli-
cation. An additional MAC CE may be used to indicate
which carriers should be used for CA duplication. The
additional MAC CE may be composed of a bitmap indicat-
ing the carriers activated for CA duplication. Alternatively,
the additional MAC CE may be composed of a bitmap
indicating how many links are required to meet the reliabil-
ity requirement for each carrier.

Higher Layer Packet Duplication

[0117] Higher layer packet duplication may be required in
the following cases: (i) when redundancy is required in both
the RAN and the CN; (ii) when PDCP duplication with a
single RAN node cannot satisfy the reliability requirement
even if multiple carriers are used at that node; and (iii) when
RAN node redundancy is required.

[0118] According to embodiments, in order to dynami-
cally activate and deactivate higher layer packet duplication,
each RAN node can make a HLPD activation/deactivation
determination independently based on the requirement in the
CN and the UE’s (e.g. reported) Uplink (UL) channel
quality on the supported carriers.

[0119] Ifthe CN requires duplication through both the MN
RAN node and SN RAN, then higher layer packet duplica-
tion may be activated. If multiple redundant links are
required in the RAN but a single RAN node cannot provide
the required number of redundant links, then the higher layer
packet duplication may be activated. In some embodiments,
the higher layer packet duplication may be activated when
the UE is configured with DC having two separate connec-
tions to the CN. The higher layer packet duplication may be
deactivated when not required.
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[0120] According to embodiments, each node can inde-
pendently transmit the higher layer packet duplication com-
mand since only direct bearers are used in higher layer
packet duplication.

[0121] In some embodiments, a RAN node determines
when to activate higher layer packet duplication (HLPD) as
follows. The RAN node may make a first determination as
to whether the UE is configured for DC communication to
a MN and a SN. If so, the RAN node further makes a second
determination as to whether the CN requires packet dupli-
cation and the RAN requires packet duplication. If the
second determination is that both the CN and RAN require
packet duplication, then HL.PD is activated. Otherwise (and
when the first determination is that the UE is configured for
DC communication to MN and SN), the RAN node further
makes a third determination as to whether the RAN requires
higher layer packet duplication. If so, HLPD is activated.
However, if the second determination is that CN and RAN
do not require packet duplication, and the third determina-
tion is that the RAN does not require HLPD, then the RAN
node determines HLPD is not necessary, and may thus be
deactivated explicitly or by default. Also, if the UE is not
configured with DC to MN or SN, the RAN node does
nothing further with respect to activation of higher layer
packet duplication, and HLPD may be deactivated by
default.

[0122] In some embodiments, and further to the logic
described above, if it is determined (e.g. in the second
determination) that the CN, but not the RAN, requires
packet duplication, then higher layer packet duplication can
be performed at the RAN node rather than the UE, thus
conserving resources. In an alternative embodiment, if it is
determined (e.g. in the second determination) that the CN,
but not the RAN, requires packet duplication, then HLPD
can nevertheless be activated at the UE.

[0123] In some embodiments, the RAN node transmits the
higher layer packet duplication command in a DL HLPD
MAC CE (DL higher layer packet duplication MAC CE).
[0124] The higher layer PD MAC CE format may include
a single bit indicating whether or not higher layer PD is
required when using the corresponding node. If only one bit
is used to indicate whether higher layer PD is required, the
information may be included in the MAC CE header as
illustrated in FIG. 20. Referring to FIG. 20, the one bit for
indicating whether higher layer PD is required may be used
as flag and included in the MAC CE header after the logical
channel ID bits.

[0125] Alternatively, the command for higher layer PD
may be included in a MAC CE. In this embodiment,
additional information is also be associated with the HLPD
command, such as the QoS flow ID (QFI) or DRB ID
associated with the higher layer packet duplication. The
HLPD command can be per QFI or per DRB ID.

[0126] In some embodiments, the UE combines the HLPD
bit from the MN and SN as illustrated below in the Table 3:

TABLE 3

Contents of MN HLPD and SN HLPD.

MN HLPD SN HLPD Combined HLPD

1 1 1
1 0 0 (use SN)
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TABLE 3-continued

Contents of MN HLPD and SN HLPD.

MN HLPD SN HLPD Combined HLPD
0 1 0 (use MN)
0 0 0

[0127] That is, the UE uses HLPD only when both MN
and SN indicate to do so. Additionally, the UE uses the MN
if only the SN indicates that HLPD is required, and uses the
SN if only the MN indicates that HL.PD is required.
[0128] In another embodiment, the HLPD command is
sent by only one of the nodes (e.g. MN) to activate or
deactivate higher layer packet duplication. In this embodi-
ment, the HLPD command is a HLPD MAC CE header or
an RRC message. In another embodiment, the HLPD com-
mand from one or both RAN nodes is an RRC message,
PDCP control message or NAS message (e.g. from the AMF
or from the SMF).

Combining PDCP Duplication and HLPD

[0129] If the UE is configured to have DC with two N3
connections to the CN and each node is capable of support-
ing multiple carriers, the UE, if required, may perform both
PDCP duplication and HLPD concurrently (i.e. on the same
source packets). In this case, both the MN and SN may
independently transmit the PDCP duplication MAC CE in
order to indicate the required CA duplication at the node. A
separate HLPD MAC CE may be sent to indicate whether or
not higher layer packet duplication is required.

[0130] In some embodiments, the HLPD command is
included in the PDCP duplication MAC CE header instead
of'the MAC CE. The HL.PD and PDCP duplication fields can
be combined into a single MAC CE. In some embodiments,
after receiving the MAC CEs from both nodes, the UE may
combine the HLPD commands by using, for example, the
‘AND’ operation as illustrated above in the Table 3. In some
embodiments, the UE uses the PDCP duplication MAC CE
to determine whether CA duplication is required at the
corresponding node.

[0131] In some embodiments, when the HLPD command
is set to activate the HLPD, the UE uses at least one carrier
from both nodes (e.g. MN and SN) even if it is indicated by
one of the nodes that it can meet the reliability requirement
using one or more of its carriers. The reason for using at least
one carrier from both MN and SN is that redundancy may be
required in the CN. In some embodiments, the UE conse-
quently selects DC options over CA-only options for PDCP
duplication.

[0132] For example, if the HL.PD is activated and the UE
requires two redundant links in the RAN, the UE may
transmit to both the MN and SN simultaneously rather than
performing CA based PD on only one of the nodes. In this
case, the PDCP duplication MAC CE may indicate that
PDCP duplication is deactivated.

[0133] In another embodiment, if the UE requires more
than two redundant links and only two carriers are available
at the MN, the MN may transmit an HLPD MAC CE in
order to activate the higher layer packet duplication. The
MN transmits the HLPD MAC CE even if the CN does not
require duplication. Once the UE takes into account the
PDCP MAC CE from the MN and the HLPD MAC CE, the
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UE may determine that more than two redundant links are
required using both MN and SN.

[0134] An example of the number of (redundant) links
used by UE after combining the PDCP and HDPD com-
mands (e.g. from corresponding MAC CEs) is illustrated
below in the Table 4. This facilitates dynamic control of
PDCP packet duplication using independent MAC CEs from
MN and SN (first and second columns) and a (e.g. separate)
MAC CE (third aggregate column) to control higher layer
packet duplication.

TABLE 4

Higher Layer Packet
Duplication MAC CE

Higher
MN MAC CE SN MAC CE Layer PD MN SN
(CA DRB) (CA DRB) (Use MN + SN)  Only  Only

Activate (2)
Activate (2)
Deactivate (1)
Deactivate (1)

Activate (2) 4
Deactivate (1) 3
Activate (2) 3
Deactivate (1) 2

— o= R R
S N )

[0135] According to Table 4, when the UE receives a
PDCP duplication MAC CE from the MN to activate 2
carriers and a PDCP duplication MAC from the SN to
activate 2 carriers, the UE may use 4 redundant links upon
activation of the HLPD. If the UE receives the MN MAC CE
or the SN MAC CE to deactivate PDCP duplication (i.e. use
1 carrier), the UE may use 3 redundant links upon activation
of the HLPD. If the UE receives a PDCP duplication MAC
CE from both the MN and SN to deactivate PDCP dupli-
cation (i.e. use 1 carrier each), the UE may use only 2
redundant links (e.g. one link from MN and the other link
from SN) upon activation of the HLPD, as illustrated above
in the Table 3. If the HLPD is deactivated, the UE may use
either two links from the MN or two links from the SN.

Support for Time Sensitive Networks

[0136] In Time Sensitive Networks (TSN), packets may
need to be sent at precise times in order to ensure reliable
communication. For packet transmission with time preci-
sion, in some embodiments, the RAN node and the UE may
be synchronized with a clock. The RAN node and the UEs
(e.g. IoT UE devices) can have an interface with the same
clock. The precise timing information may be received from
the clock for synchronization of the RAN node and the UE.
This precise timing information may be provided to the
RAN node and the UE. The RAN node may use the provided
precise timing information in order to determine the appro-
priate sub-frame for (packet) transmission.

[0137] The RAN nodes may use the precise timing infor-
mation of the packet arrival to pre-configure resources using
semi-persistent scheduling (SPS) or a configured grant for
uplink transmission. The timing information may be
included in each transmitting data packet and may be
provided by the application to the RAN. The RAN may set
up schedules for each packet according to the timing infor-
mation included in the packet.

[0138] FIG. 21 illustrates a method for supporting packet
duplication in a communication network comprising a radio
access network (RAN) and a core network (CN) and serving
a user equipment (UE) device, according to embodiments.
At 2110, a RAN node of the RAN determines whether
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packet data convergence protocol (PDCP) layer packet
duplication (PD) is required for transmission reliability in
the RAN. If PDCP PD is required, the RAN node, at 2120a,
transmits, to the UE, a PDCP duplication indicator. Accord-
ing to embodiments, the indicator causes the UE to activate
PDCP packet duplication. If PDCP PD is not required for
transmission reliability in the RAN, the RAN node, at
212054, refrains from transmitting the PDCP duplication
indicator.

[0139] At 2130, the RAN node makes a second determi-
nation as to whether higher layer packet duplication (i.e.
HLPD, at a layer above the PDCP layer) is required for
transmission reliability. If HLPD is required, the RAN node,
at 2140aq, transmits, to the UE, a higher layer (HL) dupli-
cation indicator causing the UE to activate HLPD. If HLPD
is not required, the RAN node, at 21405, refrains from
transmitting the HL. duplication indicator.

[0140] Refraining from transmitting an indicator may
comprise refraining from transmitting any indicator, or
transmitting a message (e.g. a MAC CE) in which indicators
not to activate the corresponding packet duplication are
explicitly set. This may be referred to as a negative indicator.
[0141] As illustrated, the second determination at 2130
can take a variety of forms. In one embodiment, the second
determination is that the higher layer packet duplication is
required, in addition to the PDCP packet duplication, for
transmission reliability in the RAN, OR that the higher layer
packet duplication is required for transmission reliability in
the CN. In other embodiments, the second determination is
that the higher layer packet duplication is required, in
addition to the PDCP packet duplication, for transmission
reliability in the RAN, OR that: the higher layer packet
duplication is required for transmission reliability in the CN
AND packet duplication (e.g. PDCP packet duplication,
higher layer packet duplication, or both) is also required for
transmission reliability in the RAN. In other embodiments,
the second determination is that the higher layer packet
duplication is required, in addition to the PDCP packet
duplication, for transmission reliability in the RAN. The
determinations 2110 and 2130 can be performed sequen-
tially, concurrently, independently or interdependently.
[0142] FIG. 22 illustrates a method for supporting packet
duplication in a communication network comprising one or
more radio access network (RAN) nodes, according to
embodiments. At 2210, UE monitors for (and may or may
not receive from at least one of the one or more RAN nodes)
one or more packet data convergence protocol (PDCP)
duplication indicators. Each PDCP duplication indicator is
indicative that PDCP layer packet duplication (PD) by the
UE is required. If the UE receives one or more positive
PDCP duplication indicators, the UE, at 2220aq, transmits
duplicate PCDP packets to at least one of the one or more
RAN nodes. If the UE does not receive a positive PDCP
duplication indicator, the UE, at 22205, refrains from trans-
mitting said duplicate PDCP packets. If PDCP duplication
indicators are received from multiple RAN nodes, the UE
may determine how transmit the duplicate packets based on
the multiple indicators.

[0143] At 2230, the UE monitors for (and may or may not
receive from at least one of the one or more RAN nodes) one
or more higher layer (HL) packet duplication indicators.
Each HLPD indicator is indicative that packet duplication at
a layer above the PDCP layer by the UE is required. If the
UE receives one or more positive HLPD indicators, the UE,
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at 2240q, transmits duplicate packets, above the PDCP layer,
to at least one of the one or more RAN nodes. If the UE does
not receive a positive HLPD indicator, the UE, at 22405,
refrains from transmitting said duplicate packets above the
PDCP layer. The monitoring operations 2210 and 2230 can
be performed sequentially, concurrently, independently or
interdependently. If HLPD indicators are received from
multiple RAN nodes, the UE may determine how transmit
the duplicate packets based on the multiple indicators.
[0144] FIG. 23 is a schematic diagram of an electronic
device 2300 that may perform any or all of operations of the
above methods and features explicitly or implicitly
described herein, according to different embodiments of the
present invention. For example, the electronic device 2300
may be configured as a UE, such as an IoT UE. Further, the
electronic device 2300 may be configured as a network
element hosting any of the network entities described herein
(e.g., RAN node, gNB, master node, secondary node).
[0145] As shown, the device includes a processor 2310,
memory 2320, non-transitory mass storage 2330, I/O inter-
face 2340, network interface 2350, and a transmitter/re-
ceiver 2360, all of which are communicatively coupled via
bi-directional bus 2370. According to certain embodiments,
any or all of the depicted elements may be utilized, or only
a subset of the elements. Further, the device 2300 may
contain multiple instances of certain elements, such as
multiple processors, memories, or transmitters/receivers.
Also, elements of the hardware device may be directly
coupled to other elements without the bi-directional bus.
[0146] The memory 2320 may include any type of non-
transitory memory such as static random access memory
(SRAM), dynamic random access memory (DRAM), syn-
chronous DRAM (SDRAM), read-only memory (ROM),
any combination of such, or the like. The mass storage
element 2330 may include any type of non-transitory storage
device, such as a solid state drive, hard disk drive, a
magnetic disk drive, an optical disk drive, USB drive, or any
computer program product configured to store data and
machine executable program code. According to certain
embodiments, the memory 2320 or mass storage 2330 may
have recorded thereon statements and instructions execut-
able by the processor 2310 for performing any of the
aforementioned method operations described above.

[0147] Inaddition or alternatively to a processor executing
program instructions stored in memory, embodiments of the
invention can provide for a device, such as a RAN node or
UE, which includes digital electronics, analog electronics, or
a combination thereof, which are configured to perform the
operations as described herein. For example, the electronics
may include a system of digital logic gates, an application
specific integrated circuit, a field programmable gate array,
or a combination thereof. The electronics may be configured
to receive and process digital data to make determinations,
and trigger transmissions or behaviours based on the deter-
minations, for example.

[0148] Embodiments of the present invention provide a
system and method for transmission redundancy. This may
be applied for ultra reliable transmission in industrial IoT
applications. Embodiments of the present invention may
involve redundant transmission with two links, or with three
or more links. Embodiments may involve dynamic control
of Packet Data Convergence Protocol (PDCP) packet dupli-
cation and higher layer packet duplication. Embodiments of
the present invention may provide for combined and coor-
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dinated PDCP duplication and higher layer packet duplica-
tion. The packet duplication (PDCP, higher layer, or both)
may be dynamically activated and deactivated in order to
apply it only when necessary, thus avoiding spectral ineffi-
ciencies.

[0149] According to embodiments of the present inven-
tion, there is provided a method for supporting packet
duplication in a communication network comprising a radio
access network (RAN) and a core network (CN) and serving
a user equipment (UE) device. The method may be per-
formed by a RAN node having a processor operatively
coupled to memory. The method includes, after a first
determination that packet data convergence protocol
(PDCP) layer packet duplication is required for transmission
reliability in the RAN, transmitting, to the UE, a PDCP
duplication indicator. The PDCP duplication indicator
causes the UE to activate PDCP packet duplication. The
method further includes, absent the first determination,
refraining from transmitting the PDCP duplication indicator.
The method further includes, after a second determination
that it is necessary to do so, transmitting, to the UE, a higher
layer duplication indicator causing the UE to activate higher
layer packet duplication. The method includes absent the
second determination, refraining from transmitting the
higher layer duplication indicator.

[0150] In some embodiments, the second determination is
that at least one of the following is satisfied: the higher layer
packet duplication is required, in addition to the PDCP
packet duplication, for transmission reliability in the RAN;
and the higher layer packet duplication is required for
transmission reliability in the CN. In other embodiments, the
second determination is that at least one of the following
holds: the higher layer packet duplication is required, in
addition to the PDCP packet duplication, for transmission
reliability in the RAN; and the higher layer packet duplica-
tion is required for transmission reliability in the CN and
packet duplication (e.g. PDCP packet duplication, higher
layer packet duplication, or both) is also required for trans-
mission reliability in the RAN. In other embodiments, the
second determination is that the higher layer packet dupli-
cation is required, in addition to the PDCP packet duplica-
tion, for transmission reliability in the RAN.

[0151] According to embodiments of the present inven-
tion, there is provided a method for supporting packet
duplication in a communication network, comprising one or
more radio access network (RAN) nodes. The method may
be performed by a user equipment (UE) device, for example
having a processor operatively coupled to memory (or other
electronics performing an equivalent function) and a trans-
mitter/receiver. The method includes, after receipt, from at
least one of the one or more RAN nodes, of a PDCP
duplication indicator indicative that packet data convergence
protocol (PDCP) layer packet duplication by the UE is
required, transmitting duplicate PCDP packets to at least one
of the one or more RAN nodes, and absent receipt of the
PDCP duplication indicator, refraining from transmitting
said duplicate PDCP packets. The method further includes
after receipt, from at least one of the one or more RAN
nodes, of a higher layer duplication indicator indicative that
packet duplication above the PDCP layer by the UE is
required, transmitting duplicate packets, above the PDCP
layer, to at least one of the one or more RAN nodes, and
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absent receipt of the higher layer duplication indicator
refraining from transmitting said duplicate packets above the
PDCP layer otherwise.

[0152] According to embodiments of the present inven-
tion, there is provided a radio access network (RAN) node
apparatus in a communication network comprising a RAN
and a core network (CN) and serving a user equipment (UE)
device. The RAN node has a processor operatively coupled
to memory (or other electronics performing an equivalent
function), and a transmitter/receiver. The RAN node is
configured, after a first determination that packet data con-
vergence protocol (PDCP) layer packet duplication is
required for transmission reliability in the RAN, to transmit,
to the UE, a PDCP duplication indicator causing the UE to
activate PDCP packet duplication, and absent the first deter-
mination, refrain from transmitting the PDCP duplication
indicator. The RAN node is further configured, after a
second determination that it is necessary to do so, to
transmit, to the UE, a higher layer duplication indicator
causing the UE to activate higher layer packet duplication,
and absent the second determination, refrain from transmit-
ting the higher layer duplication indicator. The second
determination may be as already described above.

[0153] According to embodiments of the present inven-
tion, there is provided a user equipment (UE) apparatus in a
communication network comprising one or more radio
access network (RAN) nodes. The UE is configured, after
receipt, from at least one of the one or more RAN nodes, of
a PDCP duplication indicator indicative that packet data
convergence protocol (PDCP) layer packet duplication by
the UE is required, to transmit duplicate PCDP packets to at
least one of the one or more RAN nodes, and absent receipt
of the PDCP duplication indicator, to refrain from transmit-
ting said duplicate PDCP packets. The UE is configured,
after receipt, from at least one of the one or more RAN
nodes, of a higher layer duplication indicator indicative that
packet duplication above the PDCP layer by the UE is
required, to transmit duplicate packets, above the PDCP
layer, to at least one of the one or more RAN nodes, and
absent receipt of the higher layer duplication indicator, to
refrain from transmitting said duplicate packets above the
PDCP layer.

[0154] According to embodiments of the present inven-
tion, there is provided a method for supporting packet
duplication in a communication network comprising a radio
access network (RAN) and a core network (CN) and serving
a user equipment (UE) device. The method may be per-
formed by a RAN node having a processor operatively
coupled to memory (or other electronics performing an
equivalent function), and a transmitter/receiver. The method
includes, after a determination that it is necessary to do so,
transmitting, to the UE, a higher layer duplication indicator
causing the UE to activate higher layer packet duplication.
The method includes absent the determination that it is
necessary to do so, refraining from transmitting the higher
layer duplication indicator. The determination in this
embodiment may be the same as the second determination as
described above.

[0155] According to embodiments of the present inven-
tion, there is provided a method for supporting packet
duplication in a communication network comprising one or
more radio access network (RAN) nodes. The method may
be performed by a user equipment (UE) device. The method
includes, after receipt (from at least one of the one or more
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RAN nodes) of a higher layer duplication indicator indica-
tive that packet duplication above the packet data conver-
gence protocol (PDCP) layer by the UE is required: trans-
mitting duplicate packets, above the PDCP layer, to at least
one of the one or more RAN nodes. The method further
includes absent receipt of higher layer duplication indicator,
refraining from transmitting said duplicate packets above the
PDCP layer.

[0156] According to embodiments of the present inven-
tion, there is provided a method for supporting packet
duplication in a communication network comprising a radio
access network (RAN) and a core network (CN) and serving
a user equipment (UE) device. The method may be per-
formed by a RAN node having a processor operatively
coupled to memory (or other electronics performing an
equivalent function) and a transmitter/receiver. The method
includes, after a determination that packet data convergence
protocol (PDCP) layer packet duplication is required for
transmission reliability in the RAN: transmitting, to the UE,
a PDCP duplication indicator causing the UE to activate
PDCP packet duplication. The method includes absent the
determination that PDCP layer packet duplication is
required, refraining from transmitting the PDCP duplication
indicator otherwise.

[0157] According to embodiments of the present inven-
tion, there is provided a method for supporting packet
duplication in a communication network comprising one or
more radio access network (RAN) nodes. The method is
performed by a user equipment (UE) device. The method
includes, after receipt (from at least one of the one or more
RAN nodes) of a PDCP duplication indicator indicative that
packet data convergence protocol (PDCP) layer packet
duplication by the UE is required: transmitting duplicate
PCDP packets to at least one of the one or more RAN nodes,
and absent receipt of the PDCP duplication indicator,
refraining from transmitting said duplicate PDCP packets
otherwise.

[0158] It will be appreciated that, although specific
embodiments of the technology have been described herein
for purposes of illustration, various modifications may be
made without departing from the scope of the technology.
The specification and drawings are, accordingly, to be
regarded simply as an illustration of the invention as defined
by the appended claims, and are contemplated to cover any
and all modifications, variations, combinations or equiva-
lents that fall within the scope of the present invention. In
particular, it is within the scope of the technology to provide
a computer program product or program eclement, or a
program storage or memory device such as a magnetic or
optical wire, tape or disc, or the like, for storing signals
readable by a machine, for controlling the operation of a
computer according to the method of the technology and/or
to structure some or all of its components in accordance with
the system of the technology.

[0159] Acts associated with the method described herein
can be implemented as coded instructions in a computer
program product. In other words, the computer program
product is a computer-readable medium upon which soft-
ware code is recorded to execute the method when the
computer program product is loaded into memory and
executed on the microprocessor of the wireless communi-
cation device.

[0160] Acts associated with the method described herein
can be implemented as coded instructions in plural computer
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program products. For example, a first portion of the method
may be performed using one computing device, and a
second portion of the method may be performed using
another computing device, server, or the like. In this case,
each computer program product is a computer-readable
medium upon which software code is recorded to execute
appropriate portions of the method when a computer pro-
gram product is loaded into memory and executed on the
microprocessor of a computing device.

[0161] Further, each operation of the method may be
executed on any computing device, such as a personal
computer, server, PDA, or the like and pursuant to one or
more, or a part of one or more, program elements, modules
or objects generated from any programming language, such
as C++, Java, or the like. In addition, each operation, or a file
or object or the like implementing each said operation, may
be executed by special purpose hardware or a circuit module
designed for that purpose.

[0162] It is obvious that the foregoing embodiments of the
invention are examples and can be varied in many ways.
Such present or future variations are not to be regarded as a
departure from the spirit and scope of the invention, and all
such modifications as would be obvious to one skilled in the
art are intended to be included within the scope of the
following claims.

What is claimed is:

1. A method for supporting packet duplication in a com-
munication network comprising one or more radio access
network (RAN) nodes, the method comprising:

receiving, by a user equipment (UE) device, a medium

access control (MAC) control element (CE) sent by at
least one of the one or more RAN nodes, the MAC CE
comprising a PDCP duplication indicator for a data
radio bearer, the PDCP indicator indicating one or more
carriers associated with the data radio bearer to be used
for PDCP layer packet duplication; and

transmitting duplicate packets to the one or more RAN

nodes using the one or more carriers.

2. The method of claim 1 wherein the MAC CE comprises
a bitmap, the bitmap comprising a plurality of bits, each of
a plurality of bits of the bitmap comprising the PDCP
duplication indicator of a plurality of links.

3. The method of claim 1 wherein the MAC CE sent by
at least one of the one or more RAN nodes further comprises
a higher layer duplication indicator indicative that packet
duplication above the PDCP layer is required; and

transmitting higher layer duplicate packets to at least one

of the one or more RAN nodes.

4. The method of claim 3 wherein the higher layer
duplication indicator comprises a bit field indicating whether
the UE device is to perform the higher layer packet dupli-
cation.

5. The method of claim 3, wherein the PDCP duplication
indicator and the higher layer duplication indicator are
transmitted in a payload of the MAC CE.

6. The method of claim 1, wherein the duplicate packets
are data packets or signaling packets.

7. The method of claim 1, wherein the duplicate packets
are transmitted by the UE device using a carrier aggregation
(CA) architecture, a dual connectivity (DC) architecture, or
a combined CA and DC architecture.

8. The method of claim 7, wherein the DC architecture
comprises a single connection to a core network; or wherein
the DC architecture comprises two separate connections to
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the core network and different ones of the duplicate packets
above the PDCP layer are communicated via different ones
of the two separate connections.

9. A user equipment (UE) device in a communication
network comprising one or more radio access network
(RAN) nodes, the UE device configured to:

receive a medium access control (MAC) control element

(CE) sent by at least one of the one or more RAN
nodes, the MAC CE comprising a PDCP duplication
indicator for a data radio bearer, the PDCP indicator
indicating one or more carriers associated with the data
radio bearer to be used for PDCP layer packet dupli-
cation; and

transmit duplicate packets to at least one of the one or

more RAN nodes using the one or more carriers.

10. The UE device of claim 9 wherein the MAC CE
comprises a bitmap, the bitmap comprising a plurality of
bits, each of a plurality of bits of the bitmap comprising the
PDCP duplication indicator of a plurality of links.

11. The UE device of claim 9 wherein the MAC CE sent
by at least one of the one or more RAN nodes further
comprises a higher layer duplication indicator indicative that
packet duplication above the PDCP layer is required; and

the UE devices is further configured to transmit higher

layer duplicate packets to at least one of the one or
more RAN nodes.

12. The UE device of claim 11 wherein the higher layer
duplication indicator comprises a bit field indicating whether
the UE device is to perform the higher layer packet dupli-
cation.

13. The UE device of claim 11, wherein the PDCP
duplication indicator and the higher layer duplication indi-
cator are transmitted in a payload of the MAC CE.

14. The UE device of claim 9, wherein the duplicate
packets are data or signaling packets.

15. The UE device of claim 9, wherein the duplicate
packets are transmitted by the UE device using a carrier
aggregation (CA) architecture, a dual connectivity (DC)
architecture, or a combined CA and DC architecture.

16. The UE device of claim 15, wherein the DC archi-
tecture comprises a single connection to a core network; or
wherein the DC architecture comprises two separate con-
nections to the core network and different ones of the
duplicate packets above the PDCP layer are communicated
via different ones of the two separate connections.

17. A non-transitory computer readable medium storing
instructions executable by a user equipment (UE) device in
a communication network comprising one or more radio
access network (RAN) nodes, the instructions when
executed by the UE device causing the UE device to:

receive a medium access control (MAC) control element

(CE) sent by at least one of the one or more RAN
nodes, the MAC CE comprising a PDCP duplication
indicator for a data radio bearer, the PDCP indicator
indicating one or more carriers associated with the data
radio bearer to be used for PDCP layer packet dupli-
cation; and

transmit duplicate packets to at least one of the one or

more RAN nodes using the one or more carriers.

18. The non-transitory computer readable medium of
claim 17 wherein the MAC CE comprises a bitmap, the
bitmap comprising a plurality of bits, each of a plurality of
bits of the bitmap comprising the PDCP duplication indica-
tor of a plurality of links.
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19. The non-transitory computer readable medium of
claim 17 wherein the MAC CE sent by at least one of the one
or more RAN nodes further comprises a higher layer dupli-
cation indicator indicative that packet duplication above the
PDCP layer is required; and

the instructions when executed by the UE device further

cause the UE device to transmit higher layer duplicate
packets to at least one of the one or more RAN nodes.

20. The non-transitory computer readable medium of
claim 19 wherein the higher layer duplication indicator
comprises a bit field indicating whether the UE device is to
perform the higher layer packet duplication.

#* #* #* #* #*



