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SAFETY COMMUNICATION HUB FOR

ORGANIZATIONS
BACKGROUND
[0001] 1. Field
[0002] The described embodiments relate to techniques

for exchanging information. More specifically, the described
embodiments relate to techniques for exchanging informa-
tion associated with events among organizations.

[0003] 2. Related Art

[0004] In order to respond effectively to natural and man-
made emergencies, organizations (e.g., governmental agen-
cies) typically need to share information, such as: descrip-
tions of potential and actual threats and incidents as they
occur and evolve, updates about the status of events,
response-coordination information, warnings, instructions
and/or requests for additional information or assistance.
Because of the wide range of types of organizations, estab-
lishing and maintaining such communication and interoper-
ability usually involves: constant assessment, establishing
and improving the communication, mutual support agree-
ments, and/or policies, procedures and tools that enable
timely and appropriate action by the participating organiza-
tions.

[0005] However, in the aftermath of recent tragic events
(such as fatal shootings at governmental facilities), shortfalls
were identified in existing communication systems that
adversely affected the ability of organizations to share
information, and to collaborate and coordinate activities
across organizations at the operational and tactical levels
when responding to significant crises. For example, using
existing communication systems it can be difficult to main-
tain continuous communication capabilities with multiple
organizations, which may geographically distributed over a
large area or region. Furthermore, it is also challenging to
simultaneously update the multiple organizations and to
provide them actionable information so that their efforts can
be coordinated while also avoiding communication of pri-
vate or privileged information (which is sometimes referred
to as ‘personally identifiable information’ or PII), which may
be protected by organizational policies, laws and regula-
tions. These difficulties often result in longer response times
and potentially ill-informed decisions from on-scene leaders
and commanders.

SUMMARY

[0006] The described embodiments relate to an informa-
tion-management system. This information-management
system includes an interface mechanism that communicates
with information systems, information sources and elec-
tronic devices used by organizations, where the organiza-
tions are enrolled in a service provided by the information-
management system. Moreover, the information-
management system includes a control mechanism that
receives, from at least one of the information systems and
the information sources, a message associated with an event.
Furthermore, the control mechanism generates an inter-
organization message about the event based on information-
sharing rules of at least an organization in the organizations
that specify sharable information across the organizations
and non-sharable information across the organizations,
where the inter-organization messages include the sharable
information and generalized information corresponding to

Oct. 20, 2016

the non-sharable information to control distribution across
the organizations of information about: the organizations,
members of the organizations, and/or the event. Addition-
ally, the control mechanism communicates the inter-organi-
zation message with at least another organization in the
organizations based on interrelationship information, where
the other organization is different from the organization, and
the interrelationship information specifies interrelationships
among the organizations.

[0007] Note that the event may include: an emergency,
and/or a crisis situation.

[0008] Moreover, the organizations may include: first
groups in an entity, second groups at geographic locations
associated with the entity, state governments in the entity,
local governments in the entity, government agencies, com-
mercial entities, non-government organizations, and/or
healthcare organizations.

[0009] Furthermore, the communication may be bi-direc-
tional, may include structured and non-structured responses,
and may be managed based on the interrelationship infor-
mation.

[0010] Additionally, the inter-organization messages may
be: processed in an order that is determined based on
priorities associated with the inter-organization messages;
and/or communicated based on a hierarchy specified by the
interrelationship information.

[0011] In some embodiments, the non-sharable informa-
tion is not excluded from the inter-organization messages.

[0012] Moreover, the control mechanism may register a
new organization that is different from the organizations.
During or after the registration, the control mechanism may:
determine the information-sharing rules for the new orga-
nization based on characteristics associated with the new
organization; and/or receive the information-sharing rules
from the new organization. Furthermore, during or after the
registration, the control mechanism may create agreements
specifying the information-sharing rules among pairwise
combinations of the new organization and the organizations
based on the characteristics of the new organization and
characteristics of the organizations. Additionally, the control
mechanism may discover an additional organization based
on the agreements and the characteristics, and may recom-
mend the additional organization to the new organization for
inclusion in the organizations.

[0013] In some embodiments, the control mechanism
determines the interrelationship information based on: com-
munication among the organizations; analysis of character-
istics of the organizations; and/or feedback about candidate
interrelationship information received from the organiza-
tions.

[0014] Note that the inter-organization messages may
include duplication-avoidance features to prevent informa-
tion loops among the organizations when the inter-organi-
zation messages are communicated among the organiza-
tions. During an information loop, a source and/or an
intermediary recipient of an inter-organization message may
receive the inter-organization message more than once.

[0015] Moreover, the control mechanism may: receive a
subsequent inter-organization message; analyze the subse-
quent inter-organization message; and add, to the subsequent
inter-organization message, a link with a history of an
associated thread in the inter-organization messages.
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[0016] Furthermore, the control mechanism may: track
delivery of the inter-organization messages; and provide a
notification when a delivery failure occurs.

[0017] Additionally, the control mechanism may: identify
a new organization to add to the organizations during the
event based on a type of the event and/or a type of the new
organization; and specify the information-sharing rules for
the new organization. Note that specifying the information-
sharing rules may involve: using default information-shar-
ing rules; determining the information-sharing rules; and/or
providing recommended information-sharing rules.

[0018] In some embodiments, the control mechanism
includes: a processor coupled to the interface mechanism;
and a memory, coupled to the processor, that stores a
program module which is executed by the processor. The
program module may include instructions for at least some
of the operations performed by the control mechanism.
[0019] Another embodiment provides a computer-pro-
gram product for use with the information-management
system. This computer-program product includes instruc-
tions for at least some of the operations performed by the
information-management system.

[0020] Another embodiment provides a method for com-
municating the inter-organization message among the orga-
nizations that are enrolled in the service provided by the
information-management system, which may be performed
by an embodiment of the information-management system.
During operation, the information-management system
receives, from an information system and/or an information
source, the message associated with the event. Then, using
the control mechanism, the information-management sys-
tem generates the inter-organization message about the
event based on the information-sharing rules of at least the
organization in the organizations that specify the sharable
information across the organizations and the non-sharable
information across the organizations, where the inter-orga-
nization messages include the sharable information and the
generalized information corresponding to the non-sharable
information to control distribution across the organizations
of information about: the organization, members of the
organization, and/or the event. Next, the information-man-
agement system communicates the inter-organization mes-
sage with at least the other organization in the organizations
based on interrelationship information, where the other
organization is different from the organization, and the
interrelationship information specifies interrelationships
among the organizations.

[0021] Another embodiment provides an information-
management system that allows the organizations to com-
municate the inter-organization messages with organizations
that are protected by firewalls (such as non-public computer
systems). In particular, the inter-organization messages may
be compliant with an interface requirement of a protected
organization protected by a firewall so the inter-organization
messages pass through the firewall unimpeded. The pro-
tected organization may maintain an open connection with
information-management system.

[0022] Another embodiment provides an information-
management system in which moderator determines: which
organizations can join a community; which of the organi-
zations communicate with each other; and/or the informa-
tion-sharing rules for the organizations.

[0023] Another embodiment provides an information-
management system that communicates the inter-organiza-
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tion message among the organizations. These inter-organi-
zation messages may not be associated with individuals.
Instead, the information communicated via the inter-orga-
nization messages may be associated with electronic devices
(such as fire alarms or cybersecurity detectors) that collect
data.

[0024] Another embodiment provides an information-
management system that communicates healthcare informa-
tion. In particular, the information-sharing rules may allow
the organizations to exchange the inter-organization mes-
sages while complying with regulations (such as the Health
Insurance Portability Accountability Act) by de-identifying
and generalizing protected health information in the inter-
organization messages.

[0025] This Summary is provided merely for purposes of
illustrating some exemplary embodiments, so as to provide
a basic understanding of some aspects of the subject matter
described herein. Accordingly, it will be appreciated that the
above-described features are merely examples and should
not be construed to narrow the scope or spirit of the subject
matter described herein in any way. Other features, aspects,
and advantages of the subject matter described herein will
become apparent from the following Detailed Description,
Figures, and Claims.

BRIEF DESCRIPTION OF THE FIGURES

[0026] FIG. 1 is a block diagram illustrating communica-
tion in an information-management system in accordance
with an embodiment of the present disclosure.

[0027] FIG. 2 is a block diagram illustrating the informa-
tion-management system of FIG. 1 in accordance with an
embodiment of the present disclosure.

[0028] FIG. 3 is a block diagram illustrating the informa-
tion-management system of FIG. 1 in accordance with an
embodiment of the present disclosure.

[0029] FIG. 4 is a block diagram illustrating the informa-
tion-management system of FIG. 1 in accordance with an
embodiment of the present disclosure.

[0030] FIG. 5 is a flow diagram illustrating a method for
communicating an inter-organization message among orga-
nizations that are enrolled in a service provided by the
information-management system of FIG. 1 in accordance
with an embodiment of the present disclosure.

[0031] FIG. 6 is a flow diagram illustrating communica-
tion in the information-management system of FIG. 1 in
accordance with an embodiment of the present disclosure.
[0032] FIG. 7 is a flow diagram illustrating a method for
registering an organization in the information-management
system of FIG. 1 in accordance with an embodiment of the
present disclosure.

[0033] FIG. 8 is a flow diagram illustrating a method for
establishing cross-organization agreements in the informa-
tion-management system of FIG. 1 in accordance with an
embodiment of the present disclosure.

[0034] FIG. 9 is a flow diagram illustrating a method for
modifying or cancelling cross-organization agreements in
the information-management system of FIG. 1 in accor-
dance with an embodiment of the present disclosure.
[0035] FIG. 10 is a flow diagram illustrating a method for
communicating targeted notifications in the information-
management system of FIG. 1 in accordance with an
embodiment of the present disclosure.

[0036] FIG. 11 is a flow diagram illustrating a method for
sharing information in the information-management system
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of FIG. 1 using a publish/subscribe technique in accordance
with an embodiment of the present disclosure.

[0037] FIG. 12 is a block diagram illustrating a computer
system in the information-management system of FIG. 1 in
accordance with an embodiment of the present disclosure.
[0038] Note that like reference numerals refer to corre-
sponding parts throughout the drawings. Moreover, multiple
instances of the same part are designated by a common
prefix separated from an instance number by a dash.

DETAILED DESCRIPTION

[0039] In order to improve communication and coordina-
tion among organizations, an information-management sys-
tem (which is sometimes referred to as a ‘safety communi-
cation hub’) conducts managed communication (including
tracked delivery, delivery-scope control and duplication
avoidance) with information systems, information sources
and electronic devices used by organizations. In particular,
in response to a message about a current or potentially
imminent event (such as an emergency or a crisis situation),
the information-management system generates an inter-
organization message about the event based on information-
sharing rules of at least an organization in the organizations
that specify sharable information across the organizations
and non-sharable information across the organizations.
These inter-organization messages include the sharable
information and generalized information corresponding to
the non-sharable information to control distribution across
the organizations of information about: the organizations,
members of the organizations, and/or the event. Moreover,
the information-management system communicates the
inter-organization message with at least another organiza-
tion in the organizations based on interrelationship informa-
tion that specify interrelationships among the organizations.
[0040] In this way, the information-management system
may allow multiple levels in the organizations (such as
governments and/or governmental agencies) to share infor-
mation (such as: alerts, Requests for Information or RFIs,
warnings, updates, situational awareness, notifications,
reports, collaborative response decision-making and/or
other type of information) across or among the organizations
while protecting private or privileged information, i.e., the
non-sharable information. Moreover, the originating orga-
nization may include indication of classification, sensitivity
and/or allowed scope of information to prevent distribution
outside of the allowed scope. Alternatively or additionally,
the originating organization may specify forwarding con-
straints, such as that information is not to be forwarded
outside government organization, and/or outside of geo-
political boundaries. This effective, safety-related commu-
nication may enable predictable and timely receipt and
dissemination of the information, as well as appropriate and
coordinated responses to the distributed information. Fur-
thermore, the interoperability and access to shared services
provided by the information-management system may
improve mission success (e.g., via reduced response times
and better-informed decisions), minimize complexity and
reduce duplication of ongoing efforts by the organizations.
Consequently, the information-management system may
address the problems associated with existing communica-
tion techniques and, thus, may help on-scene leaders and
commanders save lives.

[0041] In the discussion that follows, organizations should
be understood to include: groups in an entity (such as
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different departments in a company, a municipality or a
law-enforcement agency, different agencies in a govern-
ment, different cities in a state), groups at geographic
locations associated with the entity (such as different mili-
tary installations, different cities in a state, different indus-
trial facilities, etc.), state governments in the entity (such as
states in a country), local governments in the entity (such as
different counties in a state), government agencies (such as
different branches of the military, different emergency-
response agencies or services), commercial entities (such as
different companies), and/or healthcare organizations (such
as different hospitals). More general, organizations include:
multiple individuals, may have one or more types (such as
corporations, governmental agencies, universities, etc.),
and/or may be located in one or more regions or countries.
For example, the organization types may include: an infor-
mation source or publisher of content (such as the National
Weather Service or a provider of social media via a social
network), a consumer of the content (such as a business
located at an airport) and/or a collaborator (such as the
Transportation Security Agency).

[0042] Note that the organizations may be consumers of
information processed by the information-management sys-
tem. As described further below, the organizations may
receive information, provide information and/or may engage
in bidirectional communication. Furthermore, the organiza-
tions may be arranged in a hierarchy (such as a chain of
command in the military or in the government, or based on
their locations relative to the event) or may be related to a
virtual hierarchy, such as a community of organizations
related to emergency management and response around a
geographic region (e.g., a county) or a facility (e.g., an
airport or seaport).

[0043] The information communicated by the informa-
tion-management system may originate from a variety of
sources, including: the participating organizations, and/or
public, government and commercial content sources (which
may include social media). In general, the information may
be communicated using public and/or private networks, such
as: a wireless local area network, an intranet, the Internet,
and/or cellular-telephone networks. Furthermore, the infor-
mation may be communicated in packets or frames having
a variety of different formats and/or packets or frames that
are compatible with a variety of different communication
protocols or standards. For example, packets with the infor-
mation may be transmitted and received by radios in elec-
tronic devices in the information-management system in
accordance with a communication protocol, such as: an
Institute of FElectrical and Electronics Engineers (IEEE)
802.11 standard or Wi-Fi® (from the Wi-Fi Alliance of
Austin, Tex.), Bluetooth® (from the Bluetooth Special Inter-
est Group of Kirkland, Wash.), a cellular-telephone commu-
nication protocol and/or another type of wireless interface.

[0044] We describe embodiments of the information-man-
agement system. FIG. 1 presents a block diagram illustrating
communication in an information-management system 110.
This information-management system communicates, via
one or more networks (such as network 108, e.g., the
Internet and/or intranets), with information sources 112
(such as information-publishing systems and/or servers) and
computer systems and electronic devices (such as informa-
tion systems or crisis-management systems) associated with
(i.e., operated by or on behalf of) organizations 114 that
enroll in a service provided by information-management
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system 110. For example, information sources 112 may
include: the National Weather Service, the Integrated Public
Alert and Warning System, the United States Geological
Survey, social media, news media, etc. These information
sources may provide structured information in messages
about: the risk of an event (or incident), the occurrence of the
event, and/or the aftermath or updates related to the event.
In some embodiments, at least some of information sources
112 are included in or associated with one or more of
organizations 114.

[0045] Before, during or after an event or an incident (such
as an emergency or a crisis situation, although the event may
or may not involve an emergency), information-manage-
ment system 110 may manage the exchange of information
among information sources 112 and multiple levels of
organizations 114. For example, information-management
system 110 may facilitate communication of: alerts, RFIs,
warnings, notifications, situational awareness updates, sen-
sor-system data (such as data associated with cellular tele-
phones or other electronic devices used by particular indi-
viduals and/or data associated with physical security
systems, fire alarms, cybersecurity systems, etc.), reports
and responses, decisions of incident commanders, event
data, location data, control data and other types of informa-
tion (which are sometimes collectively referred to as ‘infor-
mation’). Moreover, information-management system 110
may allow organizations 114 to exchange information to
enable timely and appropriate crisis-related preparedness,
response and follow-up to the event. In general, the com-
munication conveyed using information-management sys-
tem 110 may be: tracked, threaded (so that particular con-
versations or exchanges can be identified and followed),
multi-directional, and/or structured (such as information
having a predefined format, e.g., via a form). In order to
facilitate the communication, information-management sys-
tem 110 may maintain a repository (such as one or more data
structures stored in a computer-readable memory) with
contacts at organizations 114, which are continuously main-
tained by authorized representatives of organizations 114.
This management of information exchange may be occur
without compromising the security of private networks of
organizations 114, such as those having data protected by
firewalls (thus, information-management system 110 may
communicate with computer systems and electronic devices
that are or that are not protected by firewalls, such as those
that are not accessible via public networks like the Internet).

[0046] One challenge associated with inter-organization
communication is protecting privileged, confidential or sen-
sitive information (such as PII) of organizations 114. In
order to systematically protect such information, informa-
tion-management system 110 may store agreements between
at least pairs of organizations 114 that specify rules for types
of information that can be disseminated and received. In
particular, the agreements may include information-sharing
rules that specify sharable information and non-sharable
information. In some embodiments, information-manage-
ment system 110 assists organizations 114 by determining
the agreements, e.g., based on business rules (or logic)
and/or characteristics of organizations 114.

[0047] Then, based on the information-sharing rules,
information-management system 110 may generate inter-
organization messages that protect the non-sharable infor-
mation. In particular, information-management system 110
may generalize the non-sharable information (as opposed to
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filtering out or excluding the non-sharable information), so
that organizations 114 still receive the information they need
to understand, coordinate and appropriately respond to the
event. In the discussion that follows, ‘generalizing’ non-
sharable information may include broadening or abstracting
the non-sharable information so that information that is not
to be shared is obfuscated in a way that cannot (or is
extremely difficult) to reverse. For example, the source of
the non-sharable information (such as an organization that
reports a cyber-security breach) may be generalized. There-
fore, while the identification of the source may be known to
immediate destination recipients, the organization may wish
to share the information (‘we had a cyber-security incident
where XYZ took place’) but may not want the details of
where it happened to be disclosed outside the closed circle
to prevent potential commercial and liability impact. In
some cases, an organization may want to submit the incident
anonymously, which is also a case of generalization of the
non-shareable information (i.e., the source of report).

[0048] Note that information-management system 110
may ‘generalize’ specific non-sharable information in an
original message based on the particular information-shar-
ing rules among the originating and receiving organizations,
which determine which elements and/or attributes of the
original message may or not be shared and with whom.
Consequently, there may be more than one resulting inter-
organization message generated and communicated to dif-
ferent recipients for each original message. In general, the
non-sharable information may not be excluded from the
inter-organization messages. Moreover, information-man-
agement system 110 may apply the information-sharing
rules automatically to generate and distribute inter-organi-
zation messages with generalized non-sharable information
(e.g., substitution of elements tagged as protected health
information) or semi-automatically (e.g., by recommending
a generalized inter-organization message to an operator prior
to distribution).

[0049] As shown in FIG. 1, information-management sys-
tem 110 may include an interface mechanism 116 that
communicates with information sources 112 and computer
systems and electronic devices associated with organiza-
tions 114. Moreover, information-management system 110
may include a control mechanism 118 that receives, from at
least one of information sources 112 and organizations 114
a message associated with the event. For example, the
message may indicate that there is a risk for extreme weather
(such as a tornado, which is an illustration of an event that
has not occurred yet). Alternatively, the message may indi-
cate there has been an earthquake or that there is a shooting
at a facility (which are illustrations of events that have
already occurred or that are ongoing). Thus, the event may
include an emergency (or a crisis), or may not be an
emergency. As described further below with reference to
FIG. 12, information-management system 110 may include
subsystems, such as a networking subsystem (which is an
illustration of interface mechanism 116), a memory subsys-
tem (which stores information used by information-manage-
ment system 110, such as attributes or characteristics, busi-
ness rules, shared-information rules, agreements, contacts at
organizations 114, etc.) and a processor subsystem (which is
an illustration of control mechanism 118).

[0050] Furthermore, control mechanism 118 may generate
inter-organization messages about the event based on infor-
mation-sharing rules of at least an organization in organi-
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zations 114 that specify sharable information across orga-
nizations 114 and non-sharable information across
organizations 114, where the inter-organization messages
include the sharable information and generalized informa-
tion corresponding to (e.g., related to or a function of) the
non-sharable information to control distribution across orga-
nizations 114 of information about: organizations 114, mem-
bers of organizations 114, and/or the event.

[0051] For example, the non-sharable information may
include specified identities of members of the organization.
During a shooting incident (the event) in which there are
individuals who are in danger at a specific location (such as
a building at a facility), the inter-organization messages may
alert one or more other organizations about the event so that
they can increase security or take appropriate protective
measures to secure their facilities and protect their person-
nel. These inter-organization messages may include specific
information about the location of the event and the poten-
tially affected members of the organization without disclos-
ing PII, so that the one or more other organizations have the
information they need to understand the type of event and its
scope. In particular, as an illustration of the generalized
information, the inter-organization messages may assign
random identifiers to the potentially affected members of the
organization, such as victim A, hostage B, etc. Additional
inter-organization messages to the one or more other orga-
nizations may request mutual aid to deal with casualties.
These inter-organization messages may exclude the specific
identities of the injured personnel. Instead, the inter-orga-
nization messages may include a count of the number of
casualties and their condition, which is generalized infor-
mation that provides the one or more other organizations the
information they need to respond appropriately to the
request from the organization. Thus, in some embodiments,
the non-sharable information is not simply excluded or
filtered from the inter-organization messages.

[0052] In general, inter-organization messages may pro-
vide information about the event such as: who, what, where,
when, and/or how. For example, the inter-organization mes-
sages may include requests to collect specific information or
responses from receiving organization, such as: readiness
status for a flood warning, the ability to provide sandbags,
and/or the ability to provide medical assistance. Moreover,
to facilitate tracking, threading (for easy navigation by
recipients) and routing, a given inter-organization message
may include: an identity (or identifier) of the originating
organization, a geographic location of the affected area(s), a
geographic location/boundary of the notified area(s), a geo-
graphic location of the originating organization, one or more
geographic locations corresponding to an information item
in the given inter-organization message, a timestamp of the
given inter-organization message, an urgency or priority of
the given inter-organization message, a type of the informa-
tion item, and/or one or more recipient organizations.

[0053] Additionally, control mechanism 118 may (via
interface mechanism 116) communicate the inter-organiza-
tion messages with at least another organization in organi-
zations 114 based on interrelationship information, where
the other organization is different from the organization, and
the interrelationship information specifies interrelationships
among organizations 114. As described further below, the
interrelationship information may be predefined in agree-
ments between at least pairs of organizations 114. However,
the interrelationship information may be adapted or changes,
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as needed, based on the needs associated with a particular
type of event and/or based on revisions provided by orga-
nizations 114.

[0054] As described further below with reference to FIG.
10, in some embodiments the inter-organization messages
are targeted messages or notifications. In particular, infor-
mation-management system 110 sends the given inter-orga-
nization message to: one or more (designated) recipient
organizations (which may be specified by the organization),
to all of organizations 114, and/or to organizations meeting
specific criteria (such as organizations in a particular
region). For example, the inter-organization message may be
sent to all organizations related to an airport or a munici-
pality. Therefore, emergency managers at organizations 114
may send selected inter-organization messages (such as
alerts) and can respond to specific requests to and from other
emergency managers, in addition to the personnel in their
organizations. Moreover, emergency managers receiving
alerts from other organizations can act based on the incom-
ing alert, including forward the information item in the alert
to the personnel in their organizations if they deem it
appropriate. This ability to send, receive and forward alerts
among organizations 114 may be implemented in a manner
that minimizes the potential impact on existing alerting
systems used by organizations 114, including the effects on
existing information-assurance or security certifications. As
noted previously, information-management system 110 may
allow organizations 114 to maintain full control and respon-
sibility for privileged, confidential or sensitive information
(such as PII) for their personnel, and the emergency man-
agers at organizations 114 may retain control of when and
how broadly an alert is disseminated to their personnel.
[0055] However, in other embodiments the inter-organi-
zation messages are published to organizations 114 based on
their subscription to the service provided by information-
management system 110. For example, as described further
below with reference to FIG. 11, in some embodiments,
information-management system 110 provides the ability to
publish information to one or more data repositories which
can be accessed by other organizations through subscription
agreements. Information-management system 110 may pro-
vide information sources 112 and organizations 114 the
ability to tag the information, either explicitly (e.g., by
affected region, type, one or more topics, priority, etc.) or
implicitly (e.g., based on the information source and/or the
date and time of information). Information-management
system 110 may also provide the ability to manage the
subscriptions by an organization to data from information
sources 112 that is of interest, as well as to publish updates
to the organizations that have subscribed to a particular
information source periodically or when an update is
needed. Note that the subscriptions may be based on a
variety of parameters, such as: the information source,
keywords, categories, areas of interest, etc.

[0056] Alternatively or additionally, the inter-organization
messages may be communicated based on collaborative
channels between organizations 114. These collaborative
channels may include: media (video feeds), chat rooms,
maps, and/or may be ad-hoc or dynamic (e.g., based on the
needs associated with the event or the type of event).
[0057] As noted previously, the communication between
the organization and the one or more recipient organizations
may be unidirectional or interactive (such as two-way com-
munication or bi-directional communication), which may
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increase the speed, accuracy, and efficiency of the commu-
nications among organizations 114. Furthermore, the com-
municated information may include structured and/or non-
structured (or free-form) information (such as predefined
forms, queries and/or location-based information, as well as
spoken or written responses). The use of structured infor-
mation may allow information to be communicated among
organizations 114 using a consistent data framework. For
example, information-management system 110 may provide
a data framework that enables consistent, scalable, rule- and
form-based communication that supports predictable work-
flows, thereby reducing the likelihood of incorrect informa-
tion being dispersed, and making operation of information-
management system 110 faster, simpler and more intuitive
for users, as compared with unstructured communications
(such as used in many existing communication systems).
Note that the structured information may include: form-
based multimedia messages from agencies, predefined infor-
mation to and from organizations 114, data originating from
sensor systems (such as cybersecurity threat data, weather
forecasts and warnings, etc.).

[0058] Information-management system 110 may track or
confirm whether the given inter-organization message was
received by the one or more recipient organizations. For
example, information-management system 110 may gener-
ate follow-up one or more messages to confirm receipt of the
given inter-organization message and/or may prompt users
for additional information if the given inter-organization
message was not received in a timely manner or if the
message recipient was not fully responsive to prior commu-
nications. Thus, information-management system 110 may
track delivery of the inter-organization messages, and may
provide a notification when a delivery failure occurs.
[0059] Note that information-management system 110
may process the inter-organization messages in an order that
is determined based on priorities associated with the inter-
organization messages. Furthermore, information-manage-
ment system 110 may communicate the inter-organization
messages based on a hierarchy specified by the interrela-
tionship information. For example, inter-organization mes-
sages may be communicated first to organizations that are
proximate to the organization, and then may be communi-
cated to organizations that are located further away. Alter-
natively, the inter-organization messages may be communi-
cated first to a senior commander in the hierarchy or to
organizations that are most likely to be affected by or at risk
for the event. The hierarchy includes sub-hierarchies, such
as groups of organizations in different countries. Thus,
information-management system 110 may provide a scal-
able, geographically-distributed, federated information sys-
tem serving multiple organizations or groups of organiza-
tions.

[0060] Insome embodiments, the given inter-organization
message includes redistribution information that defines or
restricts whether the given inter-organization message may
be redistributed to other organizations. For example, the
redistribution information may be based on a location of the
event, so that only organizations in proximity to the event or
that are likely to be affected by the event may receive
(directly from information-management system 110 or indi-
rectly via one of organizations 114) the given inter-organi-
zation message.

[0061] Additionally, during the communication, control
mechanism 118 may: receive a subsequent inter-organiza-
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tion message; analyze the subsequent inter-organization
message; and add, to the subsequent inter-organization mes-
sage, a link with a history of an associated thread in the
inter-organization messages.

[0062] Information-management system 110 may provide
the ability for information sources 112 and organizations 114
to share content, such as text, photographs, videos and
common operating picture data among organizations 114.
Updates to this content may be in near real-time and may be
simultaneously available to participating organizations 114.
Each of the participating organizations 114 may possess the
appropriate display equipment to enable decision-makers to
quickly evaluate and act upon the incoming data. Decisions
and instructions from a unified-command center and/or
operations-center personnel at organizations 114 may be
distributed by information-management system 110 to rel-
evant organization(s) with acknowledgement(s) from the
tasked organization relayed back to the tasking or originat-
ing organizations.

[0063] In some embodiments, information-management
system 110 facilitates the reliable and secure exchange of
information among at least a subset of organizations 114 that
participate in the management of an incident or event,
enabling each of these organizations 114 to securely operate
behind their respective firewalls and on their private net-
works (within which only their own authorized individual
users or personnel may operate). While information-man-
agement system 110 may not provide tools for managing the
crisis itself, it may enable organizations 114 to manage
events via reliable, secure, and interactive exchange of
information with relevant organizations and individuals
related to these organizations.

[0064] Thus, information-management system 110 may
provide continuous, real-time, interactive, traceable,
threaded, organized and secure communication among orga-
nizations 114 using one of a variety of communication
protocols.

[0065] In addition to managing the communication, infor-
mation-management system 110 may provide one or more
additional services. For example, control mechanism 118
may invite and then register a new organization that is
different from organizations 114. During registration, con-
trol mechanism 118 may validate the new organization and
may provide authentication information (such as digital
certificates/credentials) that may be used during subsequent
communication of inter-organization messages. Moreover,
during or after the registration, control mechanism 118 may:
determine the information-sharing rules for the new orga-
nization based on characteristics associated with the new
organization (and, in particular, a manifest of the new
organization, which is described further below with refer-
ence to FIG. 7); and/or receive the information-sharing rules
from the new organization. Furthermore, during or after the
registration, control mechanism 118 may create agreements
specifying the information-sharing rules among pairwise
combinations of the new organization and organizations 114
based on the characteristics of the new organization and
characteristics of organizations 114. For example, the char-
acteristics may include types of organizations or other
metadata associated with organizations 114 (such as what
the organizations do, where they are located, etc.), so that
related organizations can be identified and, as described
further below, their interrelationships in the hierarchy may
be determined. Alternatively or additionally, organizations
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114 may negotiate or define the agreements, and then may
provide the final agreements to information-management
system 110.

[0066] In general, the agreements among organizations
114 are either explicit or implicit. Information-management
system 110 may establish and maintain the agreements (such
as business rules and/or interrelationship information) for
information routing between any two of organizations 114,
as well as to define how the information is shared (i.e., the
information-sharing rules). Note that the agreements may or
may not be reciprocal (e.g., the information-sharing rules
may be different from organization A to organization B than
from organization B to organization A). The agreements
may specify the actions information recipients should take in
response to receiving an inter-organization message with an
information item from another organization including:
whether to forward the information to another organization,
and which reports to provide to the originating organization
regarding the actions taken in response to the inter-organi-
zation message. Moreover, the agreements established
between organizations 114 may also specify techniques to be
employed or used to safeguard the information shared
between organizations 114, including common information-
assurance standards and the protocols to be used (such as an
encryption technique).

[0067] Thus, there may be a variety of types of agreements
(which define or specify interrelations and privileges/roles),
and these agreements may be generated in a variety of ways.
For example, there may be a direct agreement between two
or organizations 114. This agreement may specify direction
(i.e., send inter-organization messages and/or receive inter-
organization messages), and may indicate a status of the
agreement (such as invited, accepted, declines or disconnect/
discontinue an existing interrelationship). Alternatively, an
agreement may include a subscribe agreement to indicate
that an organization subscribed to information published by
at least one of information sources 112 and/or organizations
114. In some embodiments, an agreement may specify a
group of organizations (which is sometimes referred to as a
‘community of interest”), which may include at least one of
the organization in the group that are designated as a
controller or administrator. The controller or administrator
may approve membership in the group, and the resulting
agreement may specify the type of interrelationship with the
group (such as whether a particular organization sends
inter-organization messages and/or receives inter-organiza-
tion messages, where inter-organization messages are sent,
whether moderation is needed, etc.).

[0068] In some embodiments, some of the communication
conveyed by information-management system 110 does not
require an agreement. For example, communication with a
social network in information sources 112.

[0069] Additionally, control mechanism 118 may discover
an additional organization based on the agreements and the
characteristics, and may recommend the additional organi-
zation to the new organization for inclusion in organizations
114 (i.e., control mechanism 118 may facilitate discovery of
organizations that could potentially benefit from certain
types of information if an event occurs). For example,
control mechanism 118 may identify a directory that allows
organization A to lookup organization B based on country or
location, a keyword, etc. Then, organization A may, via
information-management system 110, send an invitation to
organization B. When an operator associated with organi-
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zation B receives the invitation, the operator may approve or
decline the invitation. In the operator approves the invita-
tion, information-management system 110 may create a
connection or interrelationship information, and may update
an operator of organization A. Alternatively, one of organi-
zations 114 may, via information-management system 110,
invite a non-network organization (i.e., an organization
outside of organizations 114) to join. If the non-network
organization accepts the invitation, information-manage-
ment system 110 may register the non-network organization.
Furthermore, organizations may, via information-manage-
ment system 110, identify a group that they want to join. For
example, organization B may identify a group managed by
organization C and may, via information-management sys-
tem 110, send a request to organization B. In response,
organization B may accept or decline the request. Alterna-
tively, organization B may, via information-management
system 110, identify and invite organization C to join the
group.

[0070] While the interrelationship information may be
provided by the new organization and/or the organizations
114 during the registration process, in some embodiments
control mechanism 118 determines, at least in part, the
interrelationship information based on: communication
among organizations 114 (such as emails); analysis of char-
acteristics of organizations 114; and/or feedback about can-
didate interrelationship information received from organi-
zations 114 (i.e., control mechanism 118 may provide
candidate interrelationship information to an organization
for its approval or modification). Thus, in some embodi-
ments, an organization may accept or decline interrelation-
ships (such as only allowing invitations from certain sectors
or regions), and/or may instruct information-management
system 110 to disconnect or stop communication in at least
one direction in an interrelationship. Alternatively, informa-
tion-management system 110 may automatically generate or
determine the interrelationship information without
approval from the organizations 114. This may involve
using: default information-sharing rules; and/or determining
the information-sharing rules (e.g., based on characteristics
of'the new organization and/or organizations 114). Note that
information-management system 110 may store the interre-
lationship information in a data structure in a computer-
readable memory, and at least some of the interrelationship
information may be publically accessible or hidden.

[0071] In some embodiments, the interrelationship infor-
mation specifies an ad-hoc or dynamic interrelationship. In
particular, before or during the event, control mechanism
118 may: identify a new organization to add to organizations
114 based on a type of the event and/or a type of the new
organization; and specify the information-sharing rules for
the new organization. Note that specifying the information-
sharing rules may involve: using default information-shar-
ing rules; determining the information-sharing rules (e.g.,
based on characteristics of the new organization and/or
organizations 114); and/or providing recommended infor-
mation-sharing rules to the new organization for approval.
For example, a particular organization may dynamically join
a group or a community of interest when an event occurs.
Alternatively, information-management system 110 may
identify organizations that are relevant to the resolution of an
event or crisis (e.g., based on the type of organization,
location, organizational capabilities, etc.), and may suggest
(for approval by one or more of organizations 114) or may
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automatically define the interrelationship information. The
duration of such an ad-hoc or dynamic interrelationship may
be limited to the duration of a specific event or incident, or
as determined by the organization managing the group.
[0072] Moreover, information-management system 110
may provide auditing after an event. For example, informa-
tion-management system 110 may perform or may facilitate
a post-mortem analysis of the communication during the
event to guide remedial action or institutional learning for
use in preparing for and/or planning for future events.
Alternatively or additionally, the audits may summarize
failed communication (such as messages that were not
received or acknowledgments that were not received) during
an event.

[0073] Note that the inter-organization messages may
include duplication-avoidance features to prevent informa-
tion loops among organizations 114 when the inter-organi-
zation messages are communicated among organizations
114. For example, the inter-organization messages may
include watermarks with location and timestamps for each
organization that handles the inter-organization messages in
a communication chain so that a given inter-organization
message does not return to or is not forwarded back to the
originating organization (such as the source or intermediary
recipient in the chain). In particular, information-manage-
ment system 110 may use the watermarks to ensure that an
organization does not receive the same inter-organization
message twice. In some embodiments, information-manage-
ment system 110 analyzes the inter-organization messages to
determine if they include updates so that organizations 114
do not receive the same inter-organization message twice.
Furthermore, in some embodiments information-manage-
ment system 110 may ‘seal’ a message in a thread or
conversation, so that the message cannot be forward to a
particular organization (or, in some embodiments, to any of
organizations 114).

[0074] Although we describe information-management
system 110 shown in FIG. 1 as an example, in alternative
embodiments, different numbers or types of electronic
devices, computer systems and servers may be present. For
example, some embodiments comprise more or fewer infor-
mation sources 112 and/or organizations 114.

[0075] We now further describe embodiments of the infor-
mation-management system. FIG. 2 presents a block dia-
gram illustrating information-management system 110 (FIG.
1). In particular, information-management system 110 may
include: one or more data repositories 214 (such as com-
puter-readable data structures), platform services 212 and/or
business-logic services 210. Information-management sys-
tem 110 may also include interfaces for interacting with
computer systems and electronic devices associated with
information sources 112 and organizations 114, such as: an
application programming interface (API) 216 and/or one or
more third-party plug-ins 218. API 216 may provide a
well-defined specification describing how organizations 114
interact with information-management system 110. Note
that API 216 may be implemented using an information-
management-system software subsystem that provides soft-
ware operations, data structures, object classes, and vari-
ables in conformance with the API specification. Moreover,
the one or more third-party plug-ins 218 may include
implementations of various APIs associated with other sys-
tems that enable information-management system 110 to
interact with these systems. For example, the systems for
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which one or more third-party plug-ins 218 are provided
may include: at least some of information sources 112 (such
as the National Weather Service) and/or organizational cri-
sis-management systems associated with at least some of
organizations 114 that do not implement API 216.

[0076] Furthermore, the one or more data repositories 214
may provide persistent storage and retrieval capabilities for
the relevant computer systems and electronic devices at
organizations 114. In some embodiments, the one or more
data repositories 214 include at least one non-transitory
computer-readable storage medium that stores data to facili-
tate effective operation of information-management system
110, such as: messages for delivery, system settings, appli-
cations for data processing and security, system logs, sub-
scription information, etc.

[0077] Platform services 212 may be sub-divided into
multiple categories of service, including: security services,
communication services, and/or foundation services. In
some embodiments, additional services that do not fit into
one of these categories are provided. For example, the
security services may protect the data security of the com-
puter systems and electronic devices of organizations 114.
The security services may include: authentication, authori-
zation, encryption, and accounting services; single sign-on
(SSO) services to the computer systems and/or electronic
devices of organizations 114; protection services against
malicious attempts to make information-management-sys-
tem resources unavailable to their intended users (such as
denial-of-service attacks); and/or content-security assess-
ments. Moreover, the communication services may facilitate
communication between information-management system
110 and the computer systems and electronic devices of
organizations 114. In some embodiments, the communica-
tion services include: connections services that maintain
persistent or long-lasting connections between information-
management system 110 and the computer systems and
electronic devices of organizations 114; Web services in
which information-management system 110 receives, pro-
cesses, and responds to requests from organizations 114 for
resources; and/or Web services that provide a messaging
framework for the exchange of structured crisis-related
information between information-management system 110
and organizations 114 (i.e., the clients of information-man-
agement system 110). Furthermore, the foundation services
may provide administrative services to various other sub-
systems within information-management system 110. In
some embodiments, these services include: audit and log-
ging services that record and provide documentary evidence
of the sequence of activities that have affected a specific
operation, procedure, or event; task-scheduling services that
enable unattended scheduled execution of applications,
scripts, and services; diagnostic services that provide tools
for technical and status analysis when exceptions are
trapped; workflow management services that provide
orchestration of operational and technical task sequences;
health-monitoring services that provide ongoing monitoring
of operational and technical measures and that take preven-
tive and corrective actions in case of deviations; high-
availability services and disaster recovery software services
that support computer clusters which can be reliably used
with minimum down-time; and/or ongoing-system mainte-
nance services (such as backup, restore, purging, and/or
clean-ups).



US 2016/0307286 Al

[0078] Business-logic services 210 provide the majority of
the functionality described previously with reference to FIG.
1, such as managing registration, discovery, creating agree-
ments, determining interrelationship information, generat-
ing inter-organizational messages, etc. The modules associ-
ated with business-logic services 210 are shown in FIG. 3,
which presents a block diagram illustrating information-
management system 110 (FIG. 1). In particular, as shown in
FIG. 3, information-management system 110 may include:
message-routing and tracking module 310; organization-
directory module 312; location-based-services module 314;
registration module 316; registration-validation module 318;
agreement module 320; event-correlation module 322;
event-tracking module 324; and/or queueing module 326.
[0079] Message-routing and tracking module 310 may
process (including generalizing the non-sharable informa-
tion) and route messages initiated by organizations 114 to
their intended recipients or audiences. In some embodi-
ments, the routing is based on the specific targeting infor-
mation included in a given message and/or the agreements
(if available) between organizations 114 with the originating
organization. For example, if a specific audience is specified
by the sender, then the given message may be routed to that
audience. However, if the sender does not provide informa-
tion regarding the target audience, the agreements for each
of organizations 114 with the originating organization may
be used to determine which organizations receive the given
message. Moreover, message-routing and tracking module
310 may also: track receipt of the messages by their intended
recipients, resend messages based on built-in business rules,
and report on the success or failure of the communication
(e.g., to the audit and logging services).

[0080] Organization-directory module 312, which may be
supported by the one or more data repositories 214, may
store, retrieve, modify and/or delete organization informa-
tion associated with or related to organizations 114. The
organization information may include attributes or charac-
teristics of organizations 114, such as: names, addresses,
locations, roles, business sectors, points of contact, privacy
parameters for each attribute, communication parameters,
whether or not an organization grants automatic permission
to subscribe to alerts it issues, security parameters (such as
digital certificates), and/or mechanisms and circumstances
when to disconnect the computer systems and electronic
devices of the organization from information-management
system 110 community (such as in case of a security breach).
In some embodiments, one or more data repositories 214
maintain a common structured taxonomy, such as: key-
words, topics and/or other attributes that are used within
messages communicated by information-management sys-
tem 110 and among organizations 114.

[0081] Location-based services module 314 may provide
geo-spatial functionality within information-management
system 110. In some embodiments, the location-based ser-
vices include: recommending agreements between at least
two of organizations 114 based on their mutual location or
proximity to each other; outbound-message distribution
based on the locations of organizations 114; and/or applying
location-based rules during inbound-message processing
(such as restricting inbound messages based on the location
of the originating organization of a given message).

[0082] Registration module 316 may enable organizations
114 to register for the services provided by information-
management system 110. In some embodiments, registration
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module 316 provides services that: provide authentication,
authorization, and account handling for organizations 114;
enable organizations 114 to manage their communication
and permission preferences (such as permissions of an
organization to send and/or receive information to other
organizations, communication policies of the organization,
and/or the types of messages the organization is authorized
to receive and process from the other organizations); and/or
enable an organization to provide and update profile infor-
mation of the other organizations.

[0083] Note that registration module 316 may be sup-
ported by registration-validation service 318, which may
validate the identity, attributes and qualifications of a can-
didate organization prior to the completion of the registra-
tion process. In some embodiments, registration-validation
service 316 uses a variety of external validation services
(such as credit reports, manual verification of a member of
organizations 114, etc.).

[0084] Agreement module 330 may manage the agree-
ments between two or more organizations 114 or groups in
organizations 114. As discussed previously, an agreement
may define the mutual relationship between any two of
organizations 114, such as describing the circumstances in
which an organization will be sent messages from other
organization. In particular, agreement module 330 manages
the repository of agreements and the lifecycle of the agree-
ments, including when an organization requesting to connect
with another organization (e.g., an invitation to connect),
and subsequent confirmation or declining of the request in
whole or in part by the other organization. For example, an
organization may ask for a bidirectional connection with
another organization, but the other organization may only
confirm a unidirectional connection. In some embodiments,
agreement module 330 manages agreements between a
group of organizations and its members (which is managed
by the organization or organizations managing this group),
including: inviting, approving, declining and/or modifying
agreements with the organizations in the group. Further-
more, agreements module 330 may manage agreements that
are time-bound or that are established in an ad-hoc fashion,
which may allow agreements that are catered to a crisis
situation, such as the response to a tornado.

[0085] Moreover, event-correlation module 322 may
facilitate discovery of organizations to include in organiza-
tions 114 and/or in the interrelationship information for a
particular organization. For example, event-correlation
module 322 may identify an organization to include in the
interrelationship information based on a particular event
(such as a fire or a natural disaster) and the characteristics of
the organization. As noted previously, the duration of such
an ad-hoc or dynamic interrelationship may be limited to the
duration of a specific event or incident. Furthermore, event-
tracking module 324 may allow organizations 114 to orga-
nize and track different threads or conversations associated
with one or more events. Event-tracking module 324 may
also monitor duplication-avoidance features to prevent
information loops among organizations 114 during commu-
nication in a thread associated with an event. Additionally,
queueing module 326 may assist in the processing of mes-
sages. For example, queueing module 326 may handle
incoming and outgoing messages based on priorities asso-
ciated with or specified in the messages. Note that messages
associated with certain events or organizations may be
automatically treated as high priority. Alternatively or addi-
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tionally, the priority of a given message may be defined by
the originating organization and/or based on the interrela-
tionship information (such as a relative position of the
originating or destination organization in the hierarchy).
[0086] We now describe the flow of information between
information-management system 110 and organizations 114.
This is shown in FIG. 4, which presents a block diagram
illustrating information-management system 110 (FIG. 1).
Note that, for clarity, the flow of information associated with
registration, establishing agreements and configuration
information has been omitted from FIG. 4. During opera-
tion, information-management system 110 may deliver mes-
sages using message-delivery service 410 from one of
organizations 114 to another and/or a request/response
mechanism via polling service 416 and one or more request
queues 418.

[0087] The direct delivery of messages may be initiated by
an outbound-messaging engine 412 (or a module) in a
representative organization in organizations 114 (such as
organization 114-1). Outbound-messaging engine 412 may
be compliant with the interface requirements of information-
management system 110 (e.g., using API 216 and/or one of
the one or more third-party plug-ins 218). When message-
delivery service 410 receives the message originating from
organization 114-1, it is processed and delivered to the
targeted organization (such as organization 114-2). Note that
messages may pass through a firewall of organizations 114
(if one exists) unimpeded as the messages are transmitted
and received.

[0088] Alternatively, as noted previously, messages may
be delivered based on a request/response mechanism. In
particular, a request may be issued by organization 114-1 by
polling agent 414 (or a module). This request may be
compliant with the interface requirements of information-
management system 110 (e.g., using API 216), and organi-
zation 114-1 may maintain an open connection with infor-
mation-management system 110. Polling service 416 may
forward the request to the one or more request queues 418,
each of which may represent or be associated with a par-
ticular request priority (such as low priority, medium priority
and high priority). Subsequently, when polling service 416
processes the request, it may determine whether the desired
information is included in the one or more data repositories
214. If yes, polling service 416 may provide a response to
polling agent 414. Alternatively or additionally, the request
may be forwarded to organization 114-2 via API 216, and
organization 114-2 may subsequently provide a response
back to polling service 416. Then, polling service 416 may
provide this response to polling agent 414. Furthermore,
polling service 416 may also check whether any of the one
or more request queues 418 has a message targeted to
organization 114-1. If yes, polling service 416 may deliver
the message using the open connection between informa-
tion-management system 110 and organization 114-1.
[0089] In exemplary embodiments, uses cases for the
information-management system include: cross-organiza-
tion alerts based on targeted notifications (which is
described further below with reference to FIG. 10); cross-
organization information sharing using a publish/subscribe
technique (which is described further below with reference
to FIG. 11); and cross-organizational operational collabora-
tion and coordination during incident response.

[0090] Cross-organization alerts based on targeted notifi-
cations typically occur when an organization becomes aware
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of a significant potential or actual threat, and wants to
broadly share this time-sensitive information. In particular,
messages about the threat may be sent to targeted recipients,
and the sending or originating organization may determine
the success or failure of the message delivery based on the
positive acknowledgements that are subsequently received
from the targeted recipients. For example, military installa-
tions may send alerts to tenant commands located within
their installation. Alternatively or additionally, Federal agen-
cies may send notifications to other Federal, state and local
agencies located in a specific area (such as a municipality, a
state, a region, etc.) about an identified threat. In some
embodiments, an airport authority sends notifications to its
tenants, such as: restaurants, airlines, service providers, local
law enforcement, first-response agencies and/or Federal
agencies (e.g., the Transportation Security Administration,
U.S. Customs and Border Protection, U.S. Immigration and
Customs, the Federal Aviation Administration, etc.).

[0091] In a variation on this use case, the targeted notifi-
cations may be in response to RFIs. In particular, an orga-
nization may initiate an RFI to one or more organizations
that are likely to possess the requested information or a type
of the requested information, and these organizations may
then respond as described previously.

[0092] In existing communication techniques, cross-orga-
nization alerts based on targeted notifications typically are
addressed using direct communication between the organi-
zations by telephone or email. However, telephone commu-
nication is often restricted to a limited number of organiza-
tions with which the sender organization can simultaneously
communicate, and the limited speed and accuracy of the
communications. Similarly, email-based communication is
often unable to effectively track message delivery and
responses. In addition, is can be difficult to organize the
information contained within the email messages in a useful
manner, e.g., it may be difficult to implement threading or to
avoid duplication or circuitous distribution of email mes-
sages. Note that telephone and email communication usually
require: maintaining multiple directories of cross-organiza-
tional points of contact, sharing of confidential PH among
the organizations, and/or maintaining cross-organizational
information assurance certifications. Furthermore, by their
nature, telephone and email communication are unstruc-
tured, which may result in communication delays and/or
errors.

[0093] Incontrast, the described information-management
system may facilitate the cross-organization alerts based on
the targeted notifications by allowing emergency managers
to send selected alerts and to respond to specific requests to
and from other emergency managers (as well as from
personnel in their organization). Emergency managers that
receive alerts from other organizations can respond to the
incoming alert, e.g., by forwarding alerts to the personnel in
their organization when and if they deem it appropriate. The
capability to send, receive and forward alerts among orga-
nizations may be implemented in a manner that minimizes
the potential impact on existing alert or communication
systems used by the organizations, including the effects on
existing information-assurance certifications. Note that the
information-management system may structure the alerts so
that they can be tracked, managed and organized. Further-
more, each organization may retain full control and respon-
sibility regarding PH for the personnel in their organization
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and the emergency managers in a given organization may
retain control of when and how broadly an alert is dissemi-
nated to their personnel.

[0094] As described further below with reference to FIG.
7, this use case may require the establishment of agreements
between organizations to allow sharing of alerts between
emergency managers, as well as specific guidelines within
each organization regarding when to share alerts that are
approved for sharing with other organizations. A given
agreement may also specify what actions emergency man-
agers should take in response to receipt of an alert from
another organization, including when to forward that alert to
additional personnel at the receiving organization and what
reports to provide to the originating organization regarding
the action taken. In some embodiments, the targeted alert
includes embedded instructions and guidance regarding dis-
tribution and redistribution of the data, including designa-
tion of its sensitivity or priority. Note that the agreements
established between pairs of organizations may also specify
the techniques used to safeguard the alert information that is
shared between organizations, including the common infor-
mation assurance standards and protocols.

[0095] Cross-organization information sharing using an
opt-in/opt-out publish/subscribe technique may occur when
an organization compiles data of interest to another organi-
zations and assumes the responsibility for publishing data
that may be of interest to the other organizations. Alterna-
tively or additionally, the organization may collect and
assemble information from different sources (such as social
media), and then may publish the processed information.
Note that the information communicated using the publish/
subscribe technique may include: weather updates, travel
advisories, information about threats (such as cyber threats),
etc. Often, the data being shared may be related to a
designated geographic region or to a common topic, such as
cyber security or terror threat-related warnings. Moreover,
the data being shared may or may not be time-sensitive, but
the need to share it may, in general, be broad in scope.
[0096] In this use case, responsibility for accessing and
processing the data may reside with the subscribing orga-
nizations, and the publishing organization or agency typi-
cally does not require positive acknowledgement of receipt.
Moreover, in this use case there typically is not an explicit
contractual relationship between the publishing organization
and the subscribing organizations. In contrast, it is often
sufficient for a publishing organization to publish informa-
tion pertaining to an area or a topic to which other organi-
zations have subscribed. As noted previously, a special case
of this capability is social media, in which one or more
organizations may provide updates via one or more social
networks, and may have the other organizations subscribe to
these updates.

[0097] However, the published information is typically
disseminated to the other organizations using email (based
on email lists) and/or via the one or more social networks.
Email-list management may incur a significant administra-
tive overhead, such as requiring the maintenance of multiple
directories of organizational points of contact and sharing
confidential PII among the organizations. Furthermore,
social media is usually open and unstructured, which can
make it difficult for many organizations to leverage or
effectively use. For example, it can be difficult to manage
threading or to avoid duplication or circuitous distribution of
messages containing the social media. Note that, by their
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nature, communication via email and social networks is
usually unstructured, which is often insecure, and may lead
to delays and errors unless a layer of information-assurance
certifications is added.

[0098] These challenges can be addressed using the infor-
mation-management system. In particular, the information-
management system may allow emergency managers at each
of'the organizations to publish appropriate information (such
as the sharable information and generalized information
corresponding or related to the non-sharable information) to
a repository that can be accessed by the other organizations
through a subscription. Alternatively or additionally, at the
time of publishing the information can be processed and
disseminated to the other organizations in near-real-time
based on a set of business rules. For example, the published
information may be tagged, either explicitly (such as based
on the affected region(s), type, topic(s), severity, etc.) or
implicitly (such as based on the originating source, date and
time of data item, etc.). In addition, the information-man-
agement system may facilitate and/or manage the subscrip-
tions of a given organization in order to ensure that this
organization can easily establish a subscription for data
sources of interest, as well as periodically or as needed
publish updates to the organizations that have subscribed to
a particular data source. The subscriptions may be based on
a variety of parameters, such as: source, keywords, catego-
ries, areas of interest, etc.

[0099] This use case may not require the establishment of
agreements between organizations that are as strict as in the
previous use case. For example, the agreements may simply
acknowledge the terms of use of the data provided by the
publishers. However, some of the agreements may be
stricter, such as in classified environments or when exchang-
ing sensitive information. In general, the agreements may
outline the mutual responsibilities of each organization for
the publication and consumption of various types of infor-
mation and the various attributes contained within the pub-
lished information, such as: urgency or priority, security
classification or sensitivity, affected locations, etc.

[0100] Note that responsibility for published updates in
the information-management system may be further speci-
fied based on a geographic region, such that particular
organizations may be assigned specific areas of responsibil-
ity. This use case may also require processes for requesting
(and subsequently approving) of a given organization sub-
scribing to particular data sources, as well as the actions that
may be required of an organization when it is notified of an
update to a data source of interest. Moreover, the published
information may also include embedded instructions and
guidance regarding its intended audience and the distribu-
tion of the data, including a designation of its sensitivity. For
example, a certain data source may be limited to Federal
agencies only, or it may only be provided to approved
organizations. Reciprocal agreements established between
organizations using the information-management system
may specify techniques to safeguard the information com-
municated between the organizations, such as common
information-assurance standards and protocols to be used
(such as an encryption technique).

[0101] During cross-organizational operational collabora-
tion and coordination during incident response, organiza-
tional operations centers may exchange relevant information
to provide status updates and support decision-making at the
operational level by an authority structure in which the role
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of incident commander may be shared or jointly held by two
or more individuals, each of whom may have authority in a
different organization. This command structure is sometimes
referred to as a unified command (UC). This use case often
occurs during emergency response to significant events that
require multiple organizations to adequately address needs,
such as: security, fire and/or medical emergencies. Note that
the exchanged data is typically time-sensitive, and the scope
of'the data exchange is usually determined by the number of
organizations responding under the direction of the UC.
While the type of information exchanged may vary, it
typically includes large amounts of data that need to be
displayed in a format that allows it to be readily understood
and acted upon by decision makers. In order to enable
effective collaboration, the information-management system
may allow the participating organizations to access and view
reports and simultaneously display a common operating
picture (COP).

[0102] Existing approaches to addressing this use case are
usually based on custom-developed systems, which are
sometimes referred to as physical security integration man-
agement (PSIM) systems or common operating picture
(COP) systems. However, these systems are typically expen-
sive to acquire and operate, and therefore usually not widely
deployed. Moreover, existing PSIM or COP systems are
often incompatible with each other, so that exchanging
information may be difficult. Therefore, commanders within
a UC structure may have to resort to email, telephone and/or
radio communication techniques, which can be inefficient,
unreliable and error-prone. In particular, the use of radio
communication, a common technique to achieve real-time
response collaboration, often introduces interoperability
challenges because the radio technologies, frequencies and
standards may not be common across the organizations.
Moreover, even when there are agreed frequencies and
standards, radio communication is often limited to transient
data, typically only conveys audio, and the number of active
participants is usually restricted or limited.

[0103] These problems in this use case are addressed by
the information-management system. In particular, the infor-
mation-management system may facilitate the ability to
rapidly share text, photo, video and geographical data from
first responders to organization operations centers and UC
posts, and vice versa. Consequently, updates may be near
real-time and may be simultaneously available to the par-
ticipating organization operations centers. In order to lever-
age these capabilities, the participating organizations may
need to possess display equipment that allows decision-
makers to quickly evaluate and act upon the incoming data.
Then, decisions and direction from the UC and organization
operations center personnel may be distributed to relevant
personnel across the organizations with acknowledgement
from the tasked organization(s) relayed back to the tasking
organization.

[0104] Note that this use case may require the determina-
tion and specification of the types and frequency of data
updates required by the UC and the participating organiza-
tion operations centers for each potential incident type. For
example, one data update requirement may be a list of
critical information for the UC for specific incident types,
which may help standardize the reporting and may minimize
lower priority reports (especially during the initial response
to an incident). Moreover, the UC structure among the
participating organizations for the specific types of incidents
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may be specified by the interrelationship information. Fur-
thermore, the responsibilities of the organizations may be
specified in agreements created using the information-man-
agement system, such as in areas where the expertise of a
given organization may be required to address a particular
type of incident (e.g., assigning a lead agency to address
chemical, biological and/or nuclear hazards present during
incident response). In addition, the reciprocal agreements
between the organizations may specity techniques to be used
to safeguard information exchanged among the organiza-
tions, including common information-assurance standards
and the protocols to be used (such as an encryption tech-
nique).

[0105] The information-management system addresses
the needs of the organizations in these three use cases. In
particular, the information-management system provides:
constant and simultaneous updates of contact information at
multiple organizations (which is typically impractical in
existing communication systems based on email); facilitates
the exchange of information without providing PH (which is
typically difficult in existing communication systems based
on email or telephone calls), and thus is compliant with
organizational policies, laws and regulations; facilitates
communication without requiring extensive and time-con-
suming coordination (e.g. by telephone); provides coverage
over an arbitrarily large area (in contrast with existing
communication systems based on radio communication);
provides structured and bidirectional communication (in
contrast with email or social media), which allows discus-
sion threads or conversations related to incidents or events
to be tracked; manages the communications based on busi-
ness rules and agreements, such as who is authorized to send
certain information and who is authorized to receive certain
information (e.g., by telephone, email, social media, etc.);
and maintains directories of organizations that can poten-
tially benefit from certain types of information and provides
the ability to discover such organizations (e.g., based on
telephone calls, email, communications via the Integrated
Public Alert and Warning System, social media, etc.).

[0106] In an exemplary embodiment, the information-
management system includes a directory of organizations,
each of which have associated metadata and information
specifying how to connect to the organizations (e.g., behind
a firewall in real-time without compromising security or a
public system without a firewall). For example, the metadata
may include: a role of an organization, a name or identifier
of the organization, a sector, a location or region, a point of
contact, and/or rule parameters (such as private or public,
restrictions, whether connections need to be approved or not,
etc.). In some embodiments, a digital certificate is used to
identify the organization. In addition, the metadata may
include a mechanism or information that specifies how to
shutdown down a connection with the information-manage-
ment system in case a breach is suspected.

[0107] Moreover, the information-management system
may include agreements linking or defining the mutual
relationships between the organizations, the rules governing
their communications (such as the information-sharing
rules) and the interrelationship information (such as who is
connected to whom, whether the communication is unidi-
rectional or bi-directional, what their roles are, etc.). In some
embodiments, the communication is anonymous, so that a
recipient organization does not know the identity of the
originating organization.
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[0108] The information-management system may allow
member organizations to send invitations to connect to other
organizations. These other organizations may be members of
the information-management system and/or non-network
organizations (i.e., outside of or not a current consumer of
information processed by the information-management sys-
tem). In the latter case, the invitation may instruct the
recipient to join or subscribe to the service(s) offered by the
information-management system and then to connect. In
some cases, establishing a new connection may be moder-
ated by third party (such as a community leader or orga-
nizer), which needs to approve the connection.

[0109] As noted previously, the data or information flow
may be: targeted, published to a particular audience (which
may be a restricted but audience, such as the defense
department or the Federal government, but which may not
be targeted) and/or open to all consumers of information
processed by the information-management system. More-
over, the inter-organization messages may specify whether a
response or acknowledgment is required or not. Further-
more, the inter-organization messages may include meta-
data, such as: an expiration date/time, a priority, a location,
an event type, etc. Additionally, the inter-organization mes-
sages may include duplication-avoidance features to prevent
information loops (i.e., cyclic or duplicate distribution)
among the organizations during the communication associ-
ated with an event (such as during a particular thread). In this
way, an originating organization, intermediary organizations
and/or recipient organizations may not receive the same
inter-organization message more than once.

[0110] In the information-management system, as mes-
sages are received (such as messages associated with
events), the messages may be routed to the organizations, so
that the organizations can take action and/or response to the
originating organizations. For example, for targeted mes-
sages, a message with metadata indicating at least a desig-
nated target or recipient organizations may be received by
the information-management system. Then, the information-
management system may apply business rules specified in
an agreement and interrelationship information so that non-
sharable information is protected and the message is routed
to at least the recipient organization. Next, the information-
management system may collect responses from at least the
recipient organization, and may issue a report to the origi-
nating organization.

[0111] Alternatively, during a ‘publish’ event flow, a pub-
lisher may provide a message and metadata. Then, the
information-management system may apply business rules
specified in one or more optional agreement and interrela-
tionship information so that non-sharable information is
protected and the message is routed to one or more con-
sumers.

[0112] We now describe methods that may be performed
using the information-management system. FIG. 5 presents
a flow diagram illustrating a method 500 for communicating
an inter-organization message among organizations that are
enrolled in a service provided by an information-manage-
ment system, such as information-management system 110
(FIGS. 1-4). During operation, the information-management
system receives, from an information system and/or an
information source, a message associated with an event
(operation 510). Note that the event may or may not have
already occurred. For example, the message may include a
warning or a risk of a subsequent occurrence of the event,
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such as weather alert or a traffic alert. In general, the
message may include information associated with the event
as well as related metadata.

[0113] Then, the information-management system gener-
ates an inter-organization message about the event (opera-
tion 512) based on information-sharing rules of at least an
organization in the organizations that specify sharable infor-
mation across the organizations and non-sharable informa-
tion across the organizations, where the inter-organization
messages include the sharable information and generalized
information corresponding to the non-sharable information
to control distribution across the organizations of informa-
tion about: the organization, members of the organization,
and/or the event. Next, the information-management system
communicates the inter-organization message with at least
another organization (operation 514) in the organizations
based on interrelationship information, where the other
organization is different from the organization, and the
interrelationship information specifies interrelationships
among the organizations.

[0114] The communication technique is further illustrated
in FIG. 6, which presents a drawing illustrating communi-
cation in an information-management system, such as infor-
mation-management system 110 (FIGS. 1-4). In particular,
information source 610 or organization 114-1 may provide
message 612 associated with the event to computer system
614 in the information-management system. Then, computer
system 614 generates inter-organization message 616 about
the event based on the information-sharing rules. Next,
computer system 614 communicates 618 inter-organization
message 616 with at least organization 114-1.

[0115] FIG. 7 presents a flow diagram illustrating a
method 700 for registering an organization in an informa-
tion-management system, such as information-management
system 110 (FIGS. 1-4). During this method, a candidate
organization 114-1 may submit a request (operation 710) to
register with and join a community or network of organi-
zations associated with information-management system
110. Note that candidate organization 114-1 may provide the
information requested by information-management system
110 during the registration process, including: general infor-
mation about candidate organization 114-1 (e.g., a name or
identifier, an address, a type of organization, a credit-rating-
agency number, etc.), points of contact information (e.g.,
names, telephone numbers, roles within the organization,
email addresses, etc.), referral information (such as one or
more other members of the community who referred can-
didate organization 114-1) and/or location information (such
as one or more locations where candidate organization 114-1
is located).

[0116] Then, information-management system 110 may
determine if an identity of candidate organization 114-1 is
valid (operation 712) using a third-party directory (e.g., a
directory associated with a credit-rating agency) and/or by
manually corroborating the information provided by candi-
date organization 114-1 with other sources (such as infor-
mation provided by an organization that referred candidate
organization 114-1). In some embodiments, validation (op-
eration 712) involves vetting by a third party or another
organization. The third party may determine and provide a
reputation score for candidate organization 114-1, which
may be compared to a threshold value to determine if
candidate organization 114-1 is acceptable. Moreover, the
third party may determine and provide the types, classifi-



US 2016/0307286 Al

cation, sensitivity and/or other attributes of the information
the candidate organization 114-1 may send or receive in the
inter-organization messages. After successful validation (op-
eration 712), information-management system 110 may
issue a preliminary registration and a security certificate
(operation 714), so that candidate organization 114-1 can
complete the registration process in a safe manner. Other-
wise, if the identity of candidate organization 114-1 was not
validated (operation 712), a detailed rejection message may
be sent (operation 716) to candidate organization 114-1,
which subsequently receives the rejection message (opera-
tion 718).

[0117] After receiving the preliminary registration
approval and the security certificate (operation 720), the
operator of candidate organization 114-1 may submit or
provide a proposed manifest (operation 722) to information-
management system 110 for approval. This proposed mani-
fest may contain information about candidate organization
114-1, such as: types of information candidate organization
114-1 is interested in, types of information it can provide,
areas or locations of interest, data publishing and subscrip-
tion policies (e.g., receive only, send only, send and receive,
and conditions associated with such policies), policies
regarding joining ad-hoc groups in cases of emergency (e.g.,
when a UC structure is mandated by an appropriate author-
ity), and/or whether or not candidate organization 114-1
grants automatic approvals for requests for a mutual infor-
mation-exchange agreement with another organization that
subscribes to information-management system 110. Note
that the proposed manifest may also include information
about how alert messages are to be disseminated to organi-
zation 114-1. For example, the proposed manifest may state
that information-management system 110 may push alert
messages directly to candidate organization 114-1. Alterna-
tively, the proposed manifest may state that candidate orga-
nization 114-1 may pull the alert message from one or more
message queues in information-management system 110.

[0118] Next, information-management system 110 may
determine if the proposed manifest is valid (operation 724)
using business rules embedded in a registration-validation
module in information-management system 110. After vali-
dation (operation 724), information-management system
110 may publish (operation 726) the approved organiza-
tional manifest to an organization-directory module in infor-
mation-management system 110, and may sends a confir-
mation (operation 728) to candidate organization 114-1,
which is subsequently received (operation 730). Alterna-
tively, if the proposed manifest is not valid (operation 724),
a detailed rejection message may be sent (operation 716) to
candidate organization 114-1, candidate organization 114-1
may correct the proposed manifest (operation 718), and a
revised request (operation 710) may be submitted to infor-
mation-management system 110. This sub-loop or flow may
be repeated until the proposed manifest is valid (operation
724). In an alternate embodiment (which is not depicted in
FIG. 7), after providing the detailed rejection message
(operation 716) to candidate organization 114-1, candidate
organization 114-1 is allowed to update and correct the
manifest (operation 722).

[0119] FIG. 8 presents a flow diagram illustrating a
method 800 for establishing cross-organization agreements
in an information-management system, such as information-
management system 110 (FIGS. 1-4). After an organization
is registered with information-management system 110, it
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may establish agreements with other organizations for the
exchange of safety-related information with other organiza-
tions. Note that the agreements may include a set of business
rules defining the information exchanged between any two
members of a community or network of organizations that
subscribe to information-management system 110. For
example, a business rule may define if a certain message is
sent from one organization to another based on whether: the
receiving organization agrees to receive information from
the sending or originating organization, the sending organi-
zation agrees to send information to the receiving organi-
zation, the locations of the two organizations, the type of
information, the sensitivity of the information, the security
classification of the information and/or other attributes of the
organizations and the information.

[0120] As shown in FIG. 8, an operator of organization
114-1 may provide a query (operation 810) to information-
management system 110 for suggestions for potential new
connections with other organizations. In particular, during
interaction with information-management system 110, the
operator may specify what organizations they are is inter-
ested in including, such as: the types of organizations from
which they are seeking information (e.g., a sheriff’s depart-
ment is seeking information from the regional Federal
Bureau of Investigation office and the local county admin-
istration), and/or the general areas of events (e.g., a sheriff’s
department seeks information within its county of jurisdic-
tions and neighboring counties).

[0121] Then, an organization-directory module in infor-
mation-management system 110 may process the query
(operation 812). In particular, in conjunction with a regis-
tration module in information-management system 110,
organization-directory module may use business rules to
return a list of candidate organizations with which organi-
zation 114-1 may establish agreements. Note that informa-
tion-management system 110 may propose connections (op-
eration 814) based on similar templates or other attributes of
the organizations. The proposed connections may also
include rationales and may indicate which of the proposed
organizations have authorized information-management
system 110 to automatically approve requests of type pro-
posed, thereby bypassing manual approval (operation 818).
[0122] Moreover, after receiving the proposed connec-
tions (operation 816), an operator of organization 114-1 may
select (operation 818), from the list of organizations pro-
vided by information-management system 110, those orga-
nizations with which agreements are desired. Note that the
operator may, in response to a prompt by information-
management system 110, establish filters with the organiza-
tions with which agreements are sought in order to further
narrow the information provided by both organizations.
These filters may include: the type of information, specific
locations of events, severities of events, etc. The operator
may also specify whether or not organization 114-1 is
willing to send information to the other organization(s).
Note that information-management system 110 may provide
templates and mechanisms for supporting the establishment
and updating of the agreements.

[0123] Furthermore, an agreement module in information-
management system 110 may process the selected organi-
zations (operation 820) received from organization 114-1.
During this processing, the agreement module may confirm,
for each organization with which an agreement is sought,
whether the organization authorizes the information
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exchanges proposed by organization 114-1. For example, the
agreement module may validate that organization 114-1 is
committed, by its manifest, to engage in the proposed
information exchange. Information-management system 110
may: return to organization 114-1 a list of approved agree-
ments with those organizations that have delegated to infor-
mation-management system 110, by manifest, the authority
to automatically approve agreements; notify these organi-
zations that agreements were established; and update the
appropriate data repository in information-management sys-
tem 110. Note that information-management system 110
may also return to organization 114-1 a list of agreements
pending further approval. For each request for an agreement
that requires further approval, the agreement module may
track the response to the request and may remind both the
submitting and receiving organizations that a pending agree-
ment request is still active and that a response was not
received in a timely manner.

[0124] Additionally, information-management system 110
may send requests for approval (operation 822) of agree-
ments to each organization with which an agreement is
sought but is not automatically approved by information-
management system 110 (such as organization 114-2). These
requests for manual approval are evaluated (operation 824)
by authorized personnel at organization 114-2, and their
response is returned (operation 826) to information-man-
agement system 110. After receiving such a response (opera-
tion 828), information-management system 110 may for-
ward it to organization 114-1 and may update (operation
830) the appropriate data repository.

[0125] Subsequently, information-management system
110 may provide (operation 832) and organization 114-1
may receive a notification (operation 834) indicating
whether a proposed agreement has been established or
rejected. The notification may have a format that is com-
patible with or conforms to the API of information-manage-
ment system 110. Note that organizations that conform to the
API may directly consume such notifications and update
their data repositories. Other organizations may update their
data repositories manually.

[0126] FIG. 9 presents a flow diagram illustrating a
method 900 for modifying or cancelling cross-organization
agreements in an information-management system, such as
information-management system 110 (FIGS. 1-4). After
organization 114-1 has registered with information-manage-
ment system 110 and has established agreements with other
organization, it may modify or cancel the registration and/or
the agreements at any time. As shown in FIG. 9, an operator
at organization 114-1 may modify, edit or cancel (operation
910) a manifest of organization 114-1 and/or specific (inter-
organization) agreements.

[0127] Then, the agreement module and the registration
modules may analyze the modification (operation 912) and
may determine how the agreements of organization 114-1
with other organizations are affected. Moreover, a routing
module in information-management system 110 may notify
(operation 914) organizations affected by the modifications.
These notifications may be sent in formats conforming to the
APL

[0128] A recipient organization (such as organization 114-
2) that receives a notification about a modification or can-
cellation of an agreement (operation 916) may respond
based on its internal procedures (e.g., organization 114-2
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may remove organization 114-1 from its targeted notifica-
tion repository) and may acknowledge the notification (op-
eration 918).

[0129] After receiving the acknowledgment (operation
920), information-management system 110 may confirm
(operation 922) to organization 114-1 that the change has
been received and acknowledged. Furthermore, organization
114-1 may receive the confirmation (operation 924).
[0130] FIG. 10 presents a flow diagram illustrating a
method 1000 for communicating targeted notifications in an
information-management system, such as information-man-
agement system 110 (FIGS. 1-4). An operator at organiza-
tion 114-1 may author or provide a message with an alert
(operation 1010) using the API. In addition to the message
content, the operator may specify various attributes of the
alert including: the alert type, affected location(s), the sever-
ity of the event, whether a response or an acknowledgement
to the message is required, and/or other information related
to the alert and/or the associated event. The operator may
query information-management system 110 to propose tar-
get organizations for the proposed alert.

[0131] After receiving the alert (operation 1012), the
agreement module may present (operation 1014) to the
operator a list of organizations that conform to the queries
results based on business rules established at the time of
creation of the inter-organization agreements. The operator
may review (operation 1016) the proposed list, and may
accept it or modify it before submitting a response (opera-
tion 1018) to information-management system 110.

[0132] Then, after the response is received (operation
1020), an event-correlation module in information-manage-
ment system 110 may attempt to correlate (operation 1022)
the content of the proposed alert with events already being
tracked by information-management system 110 and stored
in its data repository. For example, the event-correlation
module may use business rules to determine whether the
proposed alert has already been issued in a similar or
identical form by another organization. Note that the event-
correlation module may use other business rules in an
attempt to correlate the content of the proposed alert with
events that are already being tracked by information-man-
agement system 110 and stored in its data repository. If a
correlation is established, information-management system
110 may modify the proposed alert so that links to the
correlated events are provided within the proposed alert.
However, if no duplication or correlation is detected, the
alert may be approved by information-management system
110 for dissemination.

[0133] If duplication or correlation is detected, informa-
tion-management system 110 may present the proposed alert
to the operator along with a recommendation (operation
1024) to cancel the alert (if the alert is a duplicate of another
alert) or a modification to the alert based on the links to
related events. The operator may review the recommenda-
tion (operation 1026) and may provide feedback (operation
1028), such as instructions to cancel, edit or approve the
alert for dissemination, as appropriate, which is subse-
quently received (operation 1030) by information-manage-
ment system 110.

[0134] After receiving an approval for disseminating the
alert, a queuing module in information-management system
110 may place the alert in a delivery queue (operation 1032)
in information-management system 110. Note that the deliv-
ery queue may be included in a message-routing and track-
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ing module in information-management system 110). The
selected data queue may depend on the alert, the priority of
the alert, and/or the severity of the event. The message-
routing and tracking module may, depending on the mes-
saging policy of a recipient organization in its associated
manifest, also determine whether to push the alert to a
recipient organization (such as organization 114-2) or to wait
until the alert is pulled by the recipient organization.
[0135] After receiving the alert (operation 1034), organi-
zation 114-2 may acknowledge receipt (operation 1036) via
the API. Note that such acknowledgments may be tracked by
the message-routing and tracking module. Alerts for which
a response is requested may be read and responded to by the
recipient operator.

[0136] After disseminating the alert (Whether by a push or
a pull technique), the message-routing and tracking module
may begin tracking (operation 1038) acknowledgements
and, if necessary, tracking responses from the targeted
recipients. The operator of organization 114-1 can view
(operation 1040) alert acknowledgements and response
reports on demand or, if specified in the manifest of orga-
nization 114-1, information-management system may pro-
vide the reports.

[0137] FIG. 11 presents a flow diagram illustrating a
method 1100 for sharing information in an information-
management system, such as information-management sys-
tem 110 (FIGS. 1-4) using a publish/subscribe technique. An
operator at an organization 114-1 may author or provide
(operation 1110) an alert using the API. Alternatively, an
information source may send an alert to information-man-
agement system 110 for further dissemination to members of
the community or network of organizations associated with
information-management system. Note that the massage that
conveys the alert may include: the alert type (such as a
warning, an advisory, a watch, etc.), affected location(s), a
severity of the associated event, and/or whether a response
is required.

[0138] Then, after receiving the alert (operation 1112), the
agreement module may add (operation 1114), based on
established agreements between organization 114-1 and
other organizations, a list of targeted recipients to the alert.
[0139] Moreover, the event-correlation module may
attempt to correlate (operation 1116) the content of the
proposed alert with events already being tracked by infor-
mation-management system 110 and stored in its data
repository. For example, the event-correlation module may
use business rules to determine whether the proposed alert
has already been issued in a similar or identical form by
another organization. Note that the event-correlation module
may also use other business rules in an attempt to correlate
the content of the proposed message with events already
being tracked by information-management system 110 and
stored in its data repository. If a correlation is established,
information-management system 110 may optionally
modify (operation 1118) the proposed alert so that links to
the correlated events are provided within the proposed alert.
[0140] Furthermore, the queuing module may place the
alert in a delivery queue (operation 1120) in information-
management system 110. Note that the delivery queue may
be part of the message-routing and tracking module. The
selected data queue may depend on the alert, the priority of
the alert, and/or the severity of the event. The message-
routing and tracking module may, depending on the mes-
saging policy of a recipient organization in its associated
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manifest, also determine whether to push the alert to a
recipient organization (such as organization 114-2) or to wait
until the alert is pulled by the recipient organization.
[0141] After receiving the alert (operation 1122), if orga-
nization 114-2 conforms to the API, organization 114-2 may
optionally acknowledge (operation 1124) receipt of the alert.
Additionally, after disseminating the alert (whether by a
push or a pull technique), the message-routing and tracking
module may track acknowledgments (operation 1126). The
operator of organization 114-1 can view alert acknowledge-
ments (operation 1128) on demand or, if specified in the
manifest of organization 114-1, information-management
system 110 may provide reports.

[0142] In an exemplary embodiment, at least some of the
operations in one or more of the preceding method are
performed by a program module that is executed in an
environment (such as an operating system) by a processor or
processing subsystem (which are sometimes referred to as a
‘control mechanism’) of one or more electronic devices
and/or computer systems in the information-management
system. Alternatively, at least some of the operations in one
or more of the preceding methods may be performed by an
interface circuit or a networking subsystem (which are
sometimes referred to as an ‘interface mechanism’) in the
one or more electronic devices and/or computer systems.
[0143] In some embodiments of the preceding methods,
there may be additional or fewer operations. Moreover, the
order of the operations may be changed, and/or two or more
operations may be combined into a single operation.
[0144] In an exemplary embodiment, the information-
management system includes a federation of information-
management systems. For example, information-manage-
ment system 110 may be installed, configured and operated
over multiple locations and data centers (which may be
associated with one or more commercial entities, govern-
ments, etc.). Alternatively or additionally, as shown in FIG.
1, information-management system may work in a federated
manner with multiple information-management systems
(such as information-management systems 120 and 122) to
provide a resilient, scalable, highly available service to its
participants. In some embodiments, information flow con-
trol is used to restrict the distribution of information between
information-management systems to abide by geopolitical
information-protection requirements. Moreover, when there
is more than one computer system (such as multiple servers)
in information-management system 110, load-balancing
techniques may be applied to ensure that no single server is
overwhelmed. Furthermore, the functionality attributed to a
single computer system in this discussion may be distributed
across multiple computer systems. For example, one server
may handle delivery of messages to the organizations, while
another server may handle requests from the organizations.
Note that information-management system 110 may use
multiple geographically separated computer systems to bal-
ance load and in order to better serve users.

[0145] Additionally, the geographically separated com-
puter systems may have different system manifests and
system agreements with other computer systems (in the
same or different information-management systems). Note
that a system manifest in information-management system
110 may include information about information-manage-
ment system 110, such as: types of information that infor-
mation-management system 110 may share, areas of interest,
data publishing and subscription policies (e.g., receive only,
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send only, send and receive, and conditions associated with
such policies), and/or whether or not information-manage-
ment system 110 grants automatic approvals for requests for
a mutual information exchange agreements with other infor-
mation-management systems.

[0146] The system manifest may also include information
about how alert messages are disseminated to the other
information-management systems. Moreover, the system
manifest may indicate that information-management system
110 may push messages directly into another information-
management system. Alternatively, the system manifest may
state that information-management system 110 may pull
messages from one or more message queues of information-
management system 110.

[0147] The system agreements between the information-
management systems may include a set of business rules
defining the information exchanged between any two infor-
mation-management systems. For example, a business rule
may define if a certain message is sent from one informa-
tion-management system to another based on whether: the
receiving information-management system agrees to receive
information from the sending information-management sys-
tem, the sending information-management system agrees to
send information to the receiving information-management
system, the locations of the two information-management
systems, the type of information, the sensitivity of the
information, the security classification of the information
and/or other attributes of information-management system
110.

[0148] In some embodiments, the agreements among at
least some of organizations 114 allow special rights or
privileges during an emergency. For example, an organiza-
tion may have an agreement with another organization that
allows the other organization to remotely control resources
within a perimeter of a region associated with the organi-
zation (i.e., the other organization can control the resources
from outside of the perimeter). Thus, the other organization
may be able to control telephones, computers, sirens, and/or
a notification messaging system from another location in the
information-management system than one or more locations
associated with the organization. This capability may be
useful if the organization looses the ability to control the
resources by itself during an emergency (such as if the
organization is no longer operational). Note that these rights
or privileges may be specified in the agreement between the
organization and the other organization. Moreover, in these
embodiments, the interaction between the organization and
the other organization does not, therefore, stop or terminate
at the interface between the organization and the other
organization in the information-management system.
[0149] Additionally, in some embodiments the informa-
tion-management system is used to conduct real-world drills
or testing of the emergency preparedness of the organiza-
tions, as well as the effectiveness of the agreements, the
interrelationship information, etc. This testing may allow the
planning and capabilities of the organizations to be adapted
and improved based on multiple instances of the testing. For
example, the testing may occur between APIs associated
with computer systems for different organizations, and may
simulate emergency scenarios based on goals and perfor-
mance metrics specified by the organizations. The testing
may be conducted multiple times, such as daily, weekly,
monthly, etc., or as needed (such as based on the results of
a previous testing instance). The feedback that is determined
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by the information-management system based on the testing
may include remedial action for the organizations. The
remedial action may include recommendations for changes
to the agreements to allow the organizations to achieve the
desired or target goals.

[0150] In addition, the feedback may include comparative
information, such as which organizations have the best
policies or procedures, which may encourage the organiza-
tions to adopt best practices.

[0151] Note that the information-management system may
be able to identify rights-protected content that cannot be
communicated over a network (such as copyrighted material
or sensitive material associated with one or more of the
organizations) and/or information that may not be modified
by the information-management system or its users. The
rights-protected content may be flagged, and may be
removed from the inter-organization messages. Alterna-
tively or additionally, the rights-protected content may be
flagged, and may be communicated without modification
when it is included in one or more of the inter-organization
messages.

[0152] We now describe embodiments of a computer
system and an electronic device in the information-manage-
ment system. FIG. 12 presents a block diagram illustrating
a computer system 1200 (or an electronic device) in infor-
mation-management system 110 (FIGS. 1-4). This computer
system includes processing subsystem 1210, memory sub-
system 1212, and networking subsystem 1214. Processing
subsystem 1210 includes one or more devices configured to
perform computational operations. For example, processing
subsystem 1210 can include one or more microprocessors,
application-specific integrated circuits (ASICs), microcon-
trollers, programmable-logic devices, and/or one or more
digital signal processors (DSPs).

[0153] Memory subsystem 1212 includes one or more
devices for storing data and/or instructions for processing
subsystem 1210 and networking subsystem 1214. For
example, memory subsystem 1212 can include dynamic
random access memory (DRAM), static random access
memory (SRAM), and/or other types of memory. In some
embodiments, instructions for processing subsystem 1210 in
memory subsystem 1212 include: one or more program
modules or sets of instructions (such as program module
1222 or operating system 1224), which may be executed by
processing subsystem 1210. Note that the one or more
computer programs may constitute a computer-program
mechanism. Moreover, instructions in the various modules
in memory subsystem 1212 may be implemented in: a
high-level procedural language, an object-oriented program-
ming language, and/or in an assembly or machine language.
Furthermore, the programming language may be compiled
or interpreted, e.g., configurable or configured (which may
be used interchangeably in this discussion), to be executed
by processing subsystem 1210.

[0154] In addition, memory subsystem 1212 can include
mechanisms for controlling access to the memory. In some
embodiments, memory subsystem 1212 includes a memory
hierarchy that comprises one or more caches coupled to a
memory in computer system 1200. In some of these embodi-
ments, one or more of the caches is located in processing
subsystem 1210.

[0155] In some embodiments, memory subsystem 1212 is
coupled to one or more high-capacity mass-storage devices
(not shown). For example, memory subsystem 1212 can be
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coupled to a magnetic or optical drive, a solid-state drive, or
another type of mass-storage device. In these embodiments,
memory subsystem 1212 can be used by computer system
1200 as fast-access storage for often-used data, while the
mass-storage device is used to store less frequently used
data.

[0156] Networking subsystem 1214 includes one or more
devices configured to couple to and communicate on a
wired, optical and/or wireless network (i.e., to perform
network operations), including: control logic 1216, an inter-
face circuit 1218 and one or more optional antennas 1220.
For example, networking subsystem 1214 can include a
Bluetooth networking system, a cellular networking system
(e.g., an 3G/4G network such as UMTS, LTE, etc.), a
universal serial bus (USB) networking system, a networking
system based on the standards described in IEEE 802.11
(e.g., a Wi-Fi networking system), an Ethernet networking
system, and/or another networking system.

[0157] Networking subsystem 1214 includes processors,
controllers, radios/antennas, sockets/plugs, and/or other
devices used for coupling to, communicating on, and han-
dling data and events for each supported networking system.
Note that mechanisms used for coupling to, communicating
on, and handling data and events on the network for each
network system are sometimes collectively referred to as a
‘network interface’ for the network system. Moreover, in
some embodiments a ‘network’ between the electronic
devices does not yet exist. Therefore, computer system 1200
may use the mechanisms in networking subsystem 1214 for
performing simple wireless communication between the
electronic devices, e.g., transmitting advertising or beacon
frames and/or scanning for advertising frames transmitted
by other electronic devices.

[0158] Within computer system 1200, processing subsys-
tem 1210, memory subsystem 1212, and networking sub-
system 1214 are coupled together using bus 1228. Bus 1228
may include an electrical, optical, and/or electro-optical
connection that the subsystems can use to communicate
commands and data among one another. Although only one
bus 1228 is shown for clarity, different embodiments can
include a different number or configuration of electrical,
optical, and/or electro-optical connections between the sub-
systems.

[0159] In some embodiments, computer system 1200
includes a display subsystem 1226 for displaying informa-
tion on a display, which may include a display driver and the
display, such as a liquid-crystal display, a multi-touch touch-
screen, etc.

[0160] Computer system 1200 can be (or can be included
in) any electronic device with at least one network interface.
For example, computer system 1200 can be (or can be
included in): a desktop computer, a laptop computer, a
server, a media player (such as an MP3 player), an appli-
ance, a subnotebook/netbook, a tablet computer, a smart-
phone, a cellular telephone, a piece of testing equipment, a
network appliance, a set-top box, a personal digital assistant
(PDA), a toy, a controller, a digital signal processor, a game
console, a computational engine within an appliance, a
consumer-electronic device, a portable computing device, a
personal organizer, a sensor, a user-interface device and/or
another electronic device.

[0161] Although specific components are used to describe
computer system 1200, in alternative embodiments, differ-
ent components and/or subsystems may be present in com-
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puter system 1200. For example, computer system 1200 may
include one or more additional processing subsystems,
memory subsystems, networking subsystems, and/or display
subsystems. Additionally, one or more of the subsystems
may not be present in computer system 1200. Moreover, in
some embodiments, computer system 1200 may include one
or more additional subsystems that are not shown in FIG. 12.
For example, computer system 1200 can include, but is not
limited to, a data collection subsystem, an audio and/or
video subsystem, an alarm subsystem, a media processing
subsystem, and/or an input/output (I/O) subsystem. Also,
although separate subsystems are shown in FIG. 12, in some
embodiments, some or all of a given subsystem or compo-
nent can be integrated into one or more of the other
subsystems or component(s) in computer system 1200. For
example, in some embodiments program module 1222 is
included in operating system 1224. In some embodiments,
computer system 1200 is geographically distributed over
multiple separate (and remote) locations.

[0162] Moreover, the circuits and components in com-
puter system 1200 may be implemented using any combi-
nation of analog and/or digital circuitry, including: bipolar,
PMOS and/or NMOS gates or transistors. Furthermore,
signals in these embodiments may include digital signals
that have approximately discrete values and/or analog sig-
nals that have continuous values. Additionally, components
and circuits may be single-ended or differential, and power
supplies may be unipolar or bipolar.

[0163] An integrated circuit may implement some or all of
the functionality of networking subsystem 1214, such as a
radio. Moreover, the integrated circuit may include hard-
ware and/or software mechanisms that are used for trans-
mitting wireless signals from computer system 1200 and
receiving signals at computer system 1200 from other elec-
tronic devices. Aside from the mechanisms herein described,
radios are generally known in the art and hence are not
described in detail. In general, networking subsystem 1214
and/or the integrated circuit can include any number of
radios. Note that the radios in multiple-radio embodiments
function in a similar way to the described single-radio
embodiments.

[0164] Insome embodiments, networking subsystem 1214
and/or the integrated circuit include a configuration mecha-
nism (such as one or more hardware and/or software mecha-
nisms) that configures the radio(s) to transmit and/or receive
on a given communication channel (e.g., a given carrier
frequency). For example, in some embodiments, the con-
figuration mechanism can be used to switch the radio from
monitoring and/or transmitting on a given communication
channel to monitoring and/or transmitting on a different
communication channel. (Note that ‘monitoring’ as used
herein comprises receiving signals from other electronic
devices and possibly performing one or more processing
operations on the received signals, e.g., determining if the
received signal comprises an advertising frame, etc.)
[0165] The described embodiments of the communication
technique may be used in a variety of network interfaces.
Furthermore, while some of the operations in the preceding
embodiments were implemented in hardware or software, in
general the operations in the preceding embodiments can be
implemented in a wide variety of configurations and archi-
tectures. Therefore, some or all of the operations in the
preceding embodiments may be performed in hardware, in
software or both. For example, at least some of the opera-
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tions in the communication technique may be implemented
using program module 1222, operating system 1224 (such as
a driver for interface circuit 1218) or in firmware in interface
circuit 1218. Alternatively or additionally, at least some of
the operations in the communication technique may be
implemented in a physical layer, such as hardware in inter-
face circuit 1218.

[0166] While the focus in the present discussion is on
inter-organization communication, the information-manage-
ment system may also be used for intra-organization com-
munication. For example, individuals in an organization
may be dynamically arranged into subgroups with different
privileges (such as individuals with an event perimeter or
who are at risk and other individuals who are outside the
event perimeter or who are not at risk). Moreover, the
information-management system may provide instructions,
information, requests and/or a status-check request to the
individuals in the organization (e.g., via intra-organization
messages). This may allow the information-management
system to use the individuals in the organization to dynami-
cally collect information (e.g., the individuals and/or their
associated electronic devices, such as cellular telephones, as
‘sensors’). Alternatively, electronic devices used by the
organization that are not associated with individuals (such as
fire alarms or cybersecurity detectors) may be used to collect
data. Furthermore, while the preceding discussion has used
emergencies or crisis as illustrations of events, in other
embodiments the events may be related to healthcare. In
these embodiments, the information-sharing rules may allow
the organizations to exchange the inter-organization mes-
sages while complying with regulations, such as the Health
Insurance Portability Accountability Act. Thus, the non-
sharable information may specify protected health informa-
tion, and the information-management system may facilitate
the exchange of information between organizations without
simply excluding the protected health information from the
inter-organization messages. Instead, the protected health
information may be de-identified and generalized in the
inter-organization messages by the information-manage-
ment system.

[0167] In the preceding description, we refer to ‘some
embodiments.” Note that ‘some embodiments’ describes a
subset of all of the possible embodiments, but does not
always specify the same subset of embodiments.

[0168] The foregoing description is intended to enable any
person skilled in the art to make and use the disclosure, and
is provided in the context of a particular application and its
requirements. Moreover, the foregoing descriptions of
embodiments of the present disclosure have been presented
for purposes of illustration and description only. They are
not intended to be exhaustive or to limit the present disclo-
sure to the forms disclosed. Accordingly, many modifica-
tions and variations will be apparent to practitioners skilled
in the art, and the general principles defined herein may be
applied to other embodiments and applications without
departing from the spirit and scope of the present disclosure.
Additionally, the discussion of the preceding embodiments
is not intended to limit the present disclosure. Thus, the
present disclosure is not intended to be limited to the
embodiments shown, but is to be accorded the widest scope
consistent with the principles and features disclosed herein.

1. An information-management system, comprising:

an interface mechanism that, during operation, commu-
nicates with information systems, information sources
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and electronic devices used by organizations, wherein
the organizations are enrolled in a service provided by
the information-management system;

a control mechanism, coupled to the interface mechanism,

that, during operation:

receives, from at least one of the information systems and

the information sources, a message associated with an
event, the message including a location of the event and
data associated with the event;

determines at least one organization in the organizations

to receive an inter-organization message based on
information sharing rules and the location;
generates the inter-organization message about the event
based on the information-sharing rules of the at least an
organization in the organizations that specify sharable
information across the organizations and non-sharable
information across the organizations, wherein the inter-
organization message include the sharable information
and generalized information that replaces and is less
specific than the non-sharable information to control
distribution across the organizations of information
about at least one of: the organization, members of the
organization, or the event, wherein the inter-organiza-
tion message includes embedded instructions on redis-
tribution of the data associated with the event; and

communicates, through a network, the inter-organization
message with the at least one organization in organi-
zations.

2. The information-management system of claim 1,
wherein the event includes one of: an emergency, and a crisis
situation.

3. The information-management system of claim 1,
wherein the organizations include at least one of: first groups
in an entity, second groups at geographic locations associ-
ated with the entity, state governments in the entity, local
governments in the entity, government agencies, non-gov-
ernment organizations, commercial entities, and healthcare
organizations.

4. The information-management system of claim 1,
wherein the communication is bi-directional and includes
structured and non-structured responses.

5. The information-management system of claim 1,
wherein the inter-organization messages are processed in an
order that is determined based on priorities associated with
the inter-organization messages.

6. The information-management system of claim 1,
wherein the non-sharable information is other than excluded
from the inter-organization messages.

7. The information-management system of claim 1,
wherein, during operation, the control mechanism registers
a new organization that is different from the organizations;
and

wherein, during the registration or after the registration,

the control mechanism performs one of: determining
the information-sharing rules for the new organization
based on characteristics associated with the new orga-
nization;

and receiving the information-sharing rules from the new

organization.

8. The information-management system of claim 7,
wherein, during the registration or after the registration, the
control mechanism creates agreements specifying the infor-
mation-sharing rules among pairwise combinations of the
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new organization and the organizations based on the char-
acteristics of the new organization and characteristics of the
organizations.

9-15. (canceled)

16. The information-management system of claim 1,
wherein the control mechanism comprises:

a processor coupled to the interface mechanism; and

a memory, coupled to the processor, which stores a
program module that, during operation, is executed by
the processor, the program module including instruc-
tions for at least some operations performed by the
control mechanism.

17. A computer-program product for use in conjunction
with an information management system, the computer-
program product comprising a non-transitory computer-
readable storage medium and a computer-program mecha-
nism embedded therein to communicate an inter-
organization message among organizations that are enrolled
in a service provided by the information-management sys-
tem, the computer-program mechanism including:
instructions for receiving, from at least one of the infor-
mation systems and the information sources, a message
associated with an event, the message including a
location of the event and data associated with the event;

instructions for determining at least one organization in
the organizations to receive an inter-organization mes-
sage based on information sharing rules and the loca-
tion;

instructions for generating the inter-organization message

about the event based on the information-sharing rules
of the at least an organization in the organizations that
specify sharable information across the organizations
and non-sharable information across the organizations,
wherein the inter-organization messages include the
sharable information and generalized information that
replaces and is less specific than the non-sharable
information to control distribution across the organiza-
tions of information about at least one of: the organi-
zation, members of the organization, or the event,
wherein the inter-organization message includes
embedded instructions on redistribution of the data
associated with the event; and
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instructions for communicating, through a network, the
inter-organization message with the at least one orga-
nization in organizations.

18. The computer-program product of claim 17, wherein
the computer program mechanism further comprises instruc-
tions for:

registering a new organization; and

during the registration or after the registration, one of:

determining the information-sharing rules for the new
organization based on characteristics associated with
the new organization; and receiving the information-
sharing rules from the new organization.

19. (canceled)

20. An information-management-system-implemented
method for communicating an inter-organization message
among organizations that are enrolled in a service provided
by the information-management system, wherein the
method comprises:

receiving, from at least one of an information system and

an information source, a message associated with an
event, the message including a location of the event and
data associated with the event;

determining at least one organization in the organizations

to receive an inter-organization message based on
information sharing rules and the location;

using a control mechanism in the information-manage-

ment system, generating the inter-organization message
about the event based on the information-sharing rules
of the at least an organization in the organizations that
specify sharable information across the organizations
and non-sharable information across the organizations,
wherein the inter-organization message include the
sharable information and generalized information that
replaces and is less specific than the non-sharable
information to control distribution across the organiza-
tions of information about at least one of: the organi-
zation, members of the organization, or the event,
wherein the inter-organization message includes
embedded instructions on redistribution of the data
associated with the event; and

communicating, through a network, the inter-organization

message with the at least one organization in organi-
zations.



