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(57) ABSTRACT

Systems, methods, and computer-readable media are dis-
closed for augmenting real-time bidding data with propri-
etary data. One method includes: receiving, at a server over
an electronic communications network from a real-time
impression bidder, a bid request or a request to augment a
bid request with proprietary data; accessing, by the server
from an internal database, proprietary data of a data aug-
menting service based on a user identifier of the bid request;
determining, by the server, proprietary data to include in an
augmented bid request based on at least one of the received
bid request and the user identifier; formatting, by the server,
the augmented bid request into a standardized, augmented
bid request; and transmitting, by the server over the elec-
tronic communications network, the standardized, aug-
mented bid request to the real-time impression bidder.
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SYSTEMS AND METHODS FOR
AUGMENTING REAL-TIME ELECTRONIC
BIDDING DATA WITH AUXILIARY
ELECTRONIC DATA

TECHNICAL FIELD

[0001] Various embodiments of the present disclosure
relate generally to augmenting real-time electronic bidding
data with auxiliary electronic data, and more specifically, to
augmenting a real-time bid request with proprietary data in
order to improve responses to an online advertising auction.

BACKGROUND

[0002] Companies, universities, governments, and other
operators of network services own or generate proprietary
data from various of their respective online systems. This
proprietary data may include online advertising data and
other forms of user data. User data is a valuable commodity
in the online marketing field. This user data, however, is not
easily traded or shared between the owners and users of the
data. Data owners may want to control the use of their
proprietary data, and may want to ensure that the proprietary
data is securely shared. However, data owners have not been
able to ensure the integrity of their proprietary data when
shared under conventional methods and systems. Further,
due to privacy concerns, a data owner may not be able to
share their proprietary data because it may contain particular
identifiable user data, to which the data owner may wish to
restrict access. Traditionally, data owners have not been able
to share their proprictary data in a way that ensures such
information is securely shared among parties.

[0003] In an online advertising marketplace, a bidder for
an online advertising space wishes to have more and accu-
rate information about an advertising space and viewers
thereof prior to purchasing the space. More and accurate
data leads to higher bids for quality advertising spaces,
which leads to more efficient bidding, and ultimately the best
possible monetize-able online content. While there are
repositories of such data, the sources of this proprietary data
exist in disjoint sectors of the industry. Further, although
strides have been made to chip away at these walls, there
remains the problem of streamlining this proprietary into an
auction for an advertising space.

[0004] A significant percentage of online advertising
spaces are purchased via real-time bidding Exchanges
(“RTBx”). These exchanges integrate with different bidding
entities, usually Demand Side Platforms (“DSP”) or adver-
tising networks. Each time an impression is up for bid, the
RTBx transmits a request for a bid to each bidder. The bid
request may include a set of data-points describing the
impression, such as a Uniform Resource Locator (“URL”),
geo location, size of the ad, etc.

[0005] Accordingly, a need exists for systems and meth-
ods for using proprietary data, such as in the use of an online
advertising auction, and sharing such data in a secure
manner. More specifically, a need exists for systems and
methods for allowing a more liquid marketplace in the
secure trading and secure sharing of proprietary data, and
allowing the use of proprietary data to augment a real-time
bid request.

SUMMARY OF THE DISCLOSURE

[0006] Systems, methods, and computer-readable media
are disclosed for augmenting real-time bidding data with
proprietary data.
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[0007] Computer-implemented methods for augmentation
of real-time bidding data with proprietary data are disclosed.
One method includes: receiving, at a server over an elec-
tronic communications network from a real-time impression
bidder, a bid request or a request to augment a bid request
with proprietary data; accessing, by the server from an
internal database, proprietary data of a data augmenting
service based on a user identifier of the bid request; deter-
mining, by the server, proprietary data to include in an
augmented bid request based on at least one of the received
bid request and the user identifier; formatting, by the server,
the augmented bid request into a standardized, augmented
bid request; and transmitting, by the server over the elec-
tronic communications network, the standardized, aug-
mented bid request to the real-time impression bidder.

[0008] Systems for augmenting real-time bidding data
with proprietary data are disclosed. One system includes a
data storage device storing instructions for augmenting
real-time bidding data with proprietary data; and a processor
configured to execute the instructions to perform a method
for augmenting real-time bidding data with proprietary data,
the method including: receiving over an electronic commu-
nications network from a real-time impression bidder, a bid
request or a request to augment a bid request with propri-
etary data; accessing, from an internal database, proprietary
data of a data augmenting service based on a user identifier
of the bid request; determining proprietary data to include in
an augmented bid request based on at least one of the
received bid request and the user identifier formatting the
augmented bid request into a standardized, augmented bid
request; and transmitting, over the electronic communica-
tions network, the standardized, augmented bid request to
the real-time impression bidder.

[0009] Non-transitory computer-readable media storing
instructions that, when executed by a computer, cause the
computer to perform a method for augmenting real-time
bidding data with proprietary data are disclosed. One
method includes: receiving, at a server over an electronic
communications network from a real-time impression bid-
der, a bid request or a request to augment a bid request with
proprietary data; accessing, by the server from an internal
database, proprietary data of a data augmenting service
based on a user identifier of the bid request; determining, by
the server, proprietary data to include in an augmented bid
request based on at least one of the received bid request and
the user identifier; formatting, by the server, the augmented
bid request into a standardized, augmented bid request; and
transmitting, by the server over the electronic communica-
tions network, the standardized, augmented bid request to
the real-time impression bidder.

[0010] Additional objects and advantages of the disclosed
embodiments will be set forth in part in the description that
follows, and in part will be apparent from the description, or
may be learned by practice of the disclosed embodiments.
The objects and advantages of the disclosed embodiments
will be realized and attained by means of the elements and
combinations particularly pointed out in the appended
claims.

[0011] It is to be understood that both the foregoing
general description and the following detailed description
are exemplary and explanatory only and are not restrictive of
the disclosed embodiments, as claimed.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The accompanying drawings, which are incorpo-
rated in and constitute a part of this specification, illustrate
various exemplary embodiments and together with the
description, serve to explain the principles of the disclosed
embodiments.

[0013] FIG. 1 depicts an online environment for augment-
ing real-time bidding data with third-party proprietary data,
according to embodiments of the present disclosure;
[0014] FIG. 2 is a flowchart describing a method for
augmenting real-time bidding data with third-party propri-
etary data, according to embodiments of the present disclo-
sure;

[0015] FIG. 3 depicts a flow diagram providing a method
for augmenting real-time bidding data with third-party pro-
prietary data, according to embodiments of the present
disclosure; and

[0016] FIG. 4 is a simplified functional block diagram of
a computer that may be configured as a device or server for
executing the methods of FIGS. 2 and 3, according to
exemplary embodiments of the present disclosure.

DESCRIPTION OF THE EMBODIMENTS

[0017] Reference will now be made in detail to the exem-
plary embodiments of the disclosure, examples of which are
illustrated in the accompanying drawings. Wherever pos-
sible, the same reference numbers will be used throughout
the drawings to refer to the same or like parts.

[0018] In one embodiment of the disclosure, systems and
methods are described that enable the augmenting real-time
bidding data with third-party proprietary data, such as online
advertising data. The proprietary data may be generated
and/or stored by one or more user data providing services
including data brokers, Internet advertisers, data manage-
ment platform (“DMP”) services, and/or any other industry
that generates and/or stores proprietary user data. These data
providing services, also referred to as data augmenting
services, may acquire, generate, store, and/or use vast
amounts of proprietary data that relates to users, such as
Internet users who view and interact with online advertise-
ments. The data providing services may wish to sell, lease,
and/or share its proprietary data with real-time impression
bidders of online advertisement auctions within a real-time
bidding exchange in order to allow the real-time impression
bidder to improve their bids based on the data of the bid
request and the augmented data.

[0019] The present disclosure provides an additional layer
in between the real-time bidding exchange and real-time
impression bidders by allowing data providers to augment
the standard data reported by the real-time bidding exchange
on each bid request. The additional layer also allows a
real-time bidding exchange to integrate third-party data
sources to provide richer-data for the real-time impression
bidders. Alternatively, or additionally, the additional layer
may allow real-time impression bidders to integrate third-
party proprietary data based on their own connections to
third-party data sources (data providers).

[0020] The present disclosure allows for use of the stan-
dard protocol for communication between real-time bidding
exchanges and real-time impression bidders, which is the
Interactive Advertising Bureau (“1AB”) OpenRTB protocol.
Use of a standardized protocol allows for data to be passed
to each real-time impression bidder regardless of the real-
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time bidding exchange in order to simplify real-time impres-
sion bidder integration with each real-time bidding
exchange. OpenRTB protocol may organize the data of a bid
request into objects, or categories, that describe the type of
data being passed (i.e., publisher, content, device, geo, user,
data, segment, etc.). The data and segment objects may
allow real-time bidding exchanges to include data from
third-party data sources in bid requests.

[0021] A real-time impression bidder may want access to
user data in order to determine whether to buy an advertising
space and/or to view/decide on their bids augmented with
user data to more accurately target a user. A real-time
impression bidder may access user data of a data augment-
ing service to provide real-time decision making for match-
ing a user to a segment and/or matching a user to an
advertising space. For example, with real-time bidding and
real-time access to the user data of a data augmenting
service, a real-time impression bidder may use the user data
to make a bid or respond to a bid request. If the bid is
accepted, the impression bidder’s advertisement may be
displayed to the user.

[0022] In order to control access to the proprietary data,
the systems and methods disclosed herein may allow data
augmenting services to restrict access to their proprietary
data and/or to revoke access to their proprietary data
remotely with or without communication with the real-time
impression bidder. The systems and methods also may allow
for the secure transmission of proprietary data from data
augmenting services to the real-time impression bidders.
These abilities may allow the data augmenting service to
retain control options, and allow the data augmenting ser-
vice to leverage the proprietary data in a “privacy-friendly”
manner.

[0023] A real-time impression bidder that wishes to have
access to the proprietary data may register with a digital
rights management (“DRM”) system. The DRM system may
be a system operated by the data augmenting service and/or
a third party. The DRM system may be used by one or more
data augmenting services and/or real-time bidding
exchanges to authenticate the real-time impression bidder
and/or real-time bidding exchanges. The DRM system may
be used to obtain a digital certificate for encryption and/or
decryption of proprietary data and/or may be used to provide
secure communication between the real-time impression
bidder, real-time bidding exchanges, and the data augment-
ing service. Through the use of a DRM system, a data
augmenting service may be able to maintain control of its
proprietary data and securely encrypt the proprietary data to
be transferred to the real-time impression bidder and/or
real-time bidding exchange.

[0024] Once a real-time impression bidder has registered
with the DRM system, the real-time impression bidder
and/or real-time bidding exchange may send requests for
proprietary data to the data augmenting service using the
digital certificate. The proprietary data requested may then
be processed, encrypted, and/or packaged to control the
access to the proprietary data. The data augmenting service,
through its server or through a connection to the DRM
server, may process and encrypt the proprietary data. The
data augmenting service may then have the encrypted pro-
prietary data sent to the real-time impression bidder and/or
real-time bidding exchanges and/or allow the real-time
impression bidder and/or real-time bidding exchanges to
access the encrypted proprietary data.
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[0025] A real-time impression bidder may want access to
the user-related data (proprietary data) of the data augment-
ing service in order to determine whether to buy an adver-
tising space for targeting advertisements. The user-related
data may provide more accuracy in determining whether to
place a bid for an advertising space. Since the user-related
data may be more specific than aggregated data, access to
the data of the data augmenting service may be limited to
one or more transactions and/or for a limited time period.
For example, the data of the data augmenting service may
only be made available to the real-time impression bidder
for a single transaction by setting the service and privilege
rights of the digital certificate to work for a single transac-
tion. Additionally, and/or alternatively, the service and privi-
lege rights of the digital certificate may be set to revoke
access to the data augmenting service’s data after a prede-
termined period of time.

[0026] If a certificate held/presented by a real-time
impression bidder allows for access to user-related data for
bidding and/or decision making, then the certificate of the
data augmenting service may include settings with targeting
parameters to pass into the system of the data augmenting
service. The data augmenting service may then transmit
encrypted data to the real-time impression bidder that con-
tains the targeting parameters requested by the real-time
impression bidder. The encrypted data may then be
decrypted when the DRM system receives the encrypted
data from the real-time impression bidder and authentication
and/or permission from the data augmenting service to allow
the decryption. A DRM system and/or the data augmenting
service may remove the privilege and/or additional access to
the encrypted data.

[0027] Another benefit of the present disclosure is that a
real-time bidding exchange (“RTBx”), which sends and/or
receives offers for advertisements to be provided on videos
and/or web pages, may be able to use the user-related data
of a data augmenting service in order to determine whether
to accept a bid. The offers that a RTBx sends and/or receives
may be bids at various bid rates depending on information
provided by the RTBx. For example, if nothing is known
about a web page, video, and/or a user viewing the web page
and/or video, bid rates may be low. However, if more
information is known about the web page, video, and/or the
user, then the bid rates may be high. One or more data
augmenting services may be used by the RTBx at a time
before and/or during the bidding process to adjust the prices
of prospective bids. The proprietary data may be collected
from a data augmenting service, and may be used by the
RTBx to enhance real-time bidding offers.

[0028] The proprietary data may increase the possibility of
higher bid prices. For example, an advertiser may want to
advertise to users that are interested in sports. Without the
proprietary data in the bidding process, the bid prices may
be low because the advertiser may not know anything about
a user. However, if there were detailed information available
for the particular user from the proprietary data, then the
advertiser may bid a higher price because the advertiser may
be able to determine that the user is interested in sports.
Further, the RTBx may use the proprietary data to determine
an initial bid price. For example, a RTBx may have an initial
bid price for an offer to advertise to a user in a video and/or
web page when no information is available, and the RTBx
may have a relatively higher initial bid price for an offer to
advertise to a user of a video and/or web page when detailed
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information is available from the proprietary data about the
user. Higher bids may be obtained from an advertiser that
wants to advertise to users that are interested in sports
related advertisements.

[0029] A data augmenting service of the present disclosure
may receive a real-time bidding request from one or both of
a real-time impression bidder and/or a real-time bidding
exchange. In one embodiment, the data augmenting service
may receive data about a user and/or impression that is
uncategorized, unclassified, not yet segmented, and/or has
no associated user-related information. The data augmenting
service may process the real-time bidding request, look up
useable data related to the user of the real-time bidding
request, and/or format a response to the real-time bidding
request. The data augmenting service may determine spe-
cific information related to the user, such as a segment,
category, and/or classification. Once the proprietary data has
been determined about the user of the real-time bidding
request, the augmentation service may transmit the aug-
mented real-time bidding request back to the original trans-
mitter. With the augmented real-time bidding request, the
RTBx may place the augmented real-time bidding request
back on the exchange and/or a different exchange at a higher
price with additional information based on the proprietary
data. Additionally, the real-time impression bidder may
determine whether to respond to a bid request from the
RTBx based on the augmented real-time bidding request.
[0030] FIG. 1 depicts an online environment 100 for
augmenting real-time bidding data with third-party propri-
etary data, according to embodiments of the present disclo-
sure. A shown in FIG. 1, the online augmenting advertising
data environment 100 may generally include one or more
real-time impression bidder systems 110, one or more real-
time bidding exchange systems 120, and one or more data
augmenting service systems 130. The real-time impression
bidder systems 110 may receive, over an electronic com-
munications network, such as the Internet, a bid request
from a real-time bidding exchange (“RTBx”) system 120 (at
step 1). Alternatively, the real-time impression bidder sys-
tem may obtain, over the electronic communications net-
work, bid request data from the RTBx system 120.

[0031] Upon receiving the bid request, the real-time
impression bidder system 110 may optionally determine
whether to transmit the bid request data to a data augmenting
service system 130 based on the bid request data received
from RTBx system 120. For example, the real-time impres-
sion bidder system 110 may access an internal database
110A that stores proprietary data of the real-time impression
bidder system 110. Based on the proprietary data stored in
the internal database 110A and the bid request data, the
real-time impression bidder system 110 may determine
whether to respond to the bid request from the RTBx system
120. When the real-time impression bidder system 110
determines to respond to the bid request from the RTBx
system 120, the real-time impression bidder system 110 may
transmit at (step 2), over the communications network, the
bid request data, along with its appended proprietary (if any)
data, to the data augmenting service system 130.

[0032] The data augmenting service system 130 may
receive, over the electronic communications network, the
bid request data from the real-time impression bidder system
110 and/or from the RTBx system 120. The data augmenting
service system 130 may access an internal database 130A
that stores proprietary data of the data augmenting service
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system 130. Based on the proprietary data stored in the
internal database 130A and the bid request data, the data
augmenting service system 130 may determine at step 3
user-related data to include in the augmented bid request
data.

[0033] After the data augmenting service system 130
determines user-related data to include in the augmented bid
request data, the data augmenting service system 130 (at step
3) may also format the augmented bid request data into a
standarized data format that may be understood by one or
more of the real-time impression bidder systems 110 and/or
the RTBx system 120. The standardized, augmented bid
request may then be transmitted (at step 4) to the original
transmitter of the bid request, such as the one or more of the
real-time impression bidder system 110 and/or the RTBx
system 120.

[0034] As discussed above, the real-time impression bid-
der system 110 (at step 5) may make a bidding decision
based on the augmented data or the augmented bid request.
Then, the real-time impression bidder system 110 (at step 6)
may respond to the RTBx system 120.

[0035] One or more of the real-time impression bidder
system 110, the RTBx system 120, and/or the data augment-
ing service system 130 may encrypt and/or decrypt the
transmission sent and/or received to ensure that proprietary
data remains private and/or secure.

[0036] FIG. 2 is a flowchart describing a method for
augmenting real-time bidding data with third-party propri-
etary data, according to embodiments of the present disclo-
sure. As shown in the flowchart, a data augmenting service
system, such as data augmenting service system 130, may
receive at step 202 bid request data from one or both of a
real-time impression bidder, such as real-time impression
bidder system 110, and/or a real-time bidding exchange,
such as RTBx system 120. The bid request may include a
user identifier to be used to determine user-related data to
include in a response by the data augmenting service.
Additionally, if the bid request is received from a real-time
impression bidder, then user data appended to the bid request
may also be received by the data augmenting service. In one
embodiment, the bid request may be encrypted, according to
the techniques described above.

[0037] At step 204, the data augmenting service may
access an internal database, such as database 130A, in which
proprietary data is stored in association with a user identifier.
Then, at step 206, the data augmenting service may deter-
mine user-related data to include in an augmented bid
request based on the received bid request. For example, the
data augmenting service may compare the user identifier to
user identifiers stored in the internal database. When the
received user identifier matches a user identifier stored in the
internal database, the data augmenting service may deter-
mine which user-related data is to be included in the
augmented bid request. The augmented bid request may
include demographic information, segment information,
and/or other user-related information.

[0038] At step 208, the data augmenting service may
format the augmented bid request into a standardized, aug-
mented bid request. For example, the bid request may be in
a particular protocol and/or format, such as an interactive
advertising bureau (“IAB”) open real-time bidding protocol
(“IAB OpenRTB protocol”). The data augmenting service
may include the proprietary data from its internal database
in a standardized format readable by one or more of the
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real-time impression bidder and/or the RTBx. The format-
ting may organize the proprietary data of the data augment-
ing service into objects and/or categories that describe the
type of data being passed, such as a publisher, content,
device, geographic region, user demographic information,
segment data, and/or other types of data. After the aug-
mented bid request has been formatted, at step 210, the data
augmenting service may transmit the standardized, aug-
mented bid request to the original transmitter of the bid
request, such as one or more of the real-time impression
bidder system 110 and/or the RTBx system 120.

[0039] FIG. 3 depicts a flow diagram 300 providing a
method for augmenting real-time bidding data with third-
party proprietary data, according to embodiments of the
present disclosure. As shown in flow diagram 300, systems
of various entities may be accessed and/or communicate in
the process of augmenting real-time bidding data with
third-party proprietary data. For example, flow diagram 300
of FIG. 3 includes a real-time bidding exchange system 120,
a real-time impression bidder system 110, and a data aug-
menting service system 130.

[0040] Augmenting real-time bidding data may begin by
real-time bidding exchange (“RTBx”) 120 transmitting a bid
request to one or more of a real-time impression bidder
system 110 at (step Al) and/or a data augmenting service
system 130 (at step A2). Steps Al and A2 may concurrently
or consecutively. Alternatively, step A1 may occur or step
A2 may occur. For example, the RTBx may desire to receive
as many bids as possible based upon the data it has for an
advertising space, and proceed with transmitting the bid
request to one or more real-time impression bidder systems
110. The RTBx may also desire to adjust and/or increase the
cost of the advertising space by providing additional infor-
mation, obtained from a data augmenting service, to real-
time impression bidders.

[0041] At step B1, the real-time impression bidder system
110 may receive the bid request from the RTBx system 120.
Then, at step C1, the real-time impression bidder system 110
may access an internal database, such as database 110A, in
which proprietary data of the real-time impression bidder is
stored. At step D1, the real-time impression bidder system
110 may determine user data that related to the bid request
based on data included in the bid request. The real-time
impression bidder system 110 may also optionally determine
whether to respond to the bid request based on the deter-
mined user data and the received bid request. At step E, the
real-time impression bidder system 110 may optional
append determined user data to the bid quest for transmis-
sion to a data augmenting service. The appended user data
may include a user identifier, uniform resource locator
(“URL”) data, geographic information, demographic infor-
mation, advertisement information, etc. At step F, the real-
time impression bidder system 110 may transmit the
appended bid request to data augmenting service system
130.

[0042] At step B2, the data augmenting service system
130 may receive the bid request from the RTBx system 120.
Then, at step C2, the data augmenting service system 130
may access an internal database, such as database 130A, in
which proprietary data of the data augmenting service is
stored. At step D3, the data augmenting service system 130
may determine user-related data to include in an augmented
bid request based on the received bid request. At step G, the
data augmenting service system 130 may format the aug-
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mented bid request into a standardized, augmented bid
request. The standardized, augmented bid request may
include a user identifier, uniform resource locator (“URL”)
data, geographic information, demographic information, etc.
At step H, the data augmenting service system 130 may
transmit the standardized, augmented bid request to the
RTBx system 120. As mentioned above, steps Al, B1, C1,
D1, E, and F and steps A2, B2, C2, D2, G, and H may occur
concurrently, consecutively, or alternatively.

[0043] At step P, the RTBx system 120 may receive the
standardized, augmented bid request from the data augment-
ing service system 130, and may adjust one or more bids,
such as by adjusting a minimum bid price. Then at step Q,
the RTBx system 120 may transmit the standardized, aug-
mented bid request to one or more real-time impression
bidder systems 110.

[0044] At step I, the data augmenting service system 130
may receive the bid request data from the real-time impres-
sion bidder system 110. The bid request may include a user
identifier to be used to determine user-related data to include
in a response by the data augmenting service. Additionally,
user data of the real-time impression bidder system 110 may
be appended to the bid request itself.

[0045] At step J, the data augmenting service system 130
may access an internal database, such as database 130A, in
which proprietary data is stored in association with a user
identifier. Then, at step K, the data augmenting service
system 130 may determine user-related data to include in an
augmented bid request based on the received bid request.
For example, the data augmenting service may compare the
user identifier to user identifiers stored in the internal
database. When the received user identifier matches a user
identifier stored in the internal database, the data augment-
ing service may determine which user-related data is to be
included in the augmented bid request. The augmented bid
request may include demographic information, segment
information, and/or other user-related information. At step
L, the data augmenting service system 130 may format the
augmented bid request into a standardized, augmented bid
request. After the augmented bid request has been formatted,
at step M, the data augmenting service system 130 may
transmit the standardized, augmented bid request to the
real-time impression bidder system 110. Then at step N, the
real-time impression bidder system 110 may determine
whether to respond to the bid request. At step O, the
real-time impression bidder system 110 may respond to the
RTBx system 120.

[0046] Any of the systems, servers, modules, and/or
devices, discussed above may include any type or combi-
nation of computing systems, such as handheld devices,
personal computers, servers, clustered computing machines,
and/or cloud computing systems. In one embodiment, the
above-described systems, servers, modules, and devices
may be an assembly of hardware, including a memory, a
central processing unit (“CPU”), and/or optionally a user
interface. The memory may include any type of RAM or
ROM embodied in a physical storage medium, such as
magnetic storage including floppy disk, hard disk, or mag-
netic tape; semiconductor storage such as solid state disk
(“SSD”) or flash memory; optical disc storage; or magneto-
optical disc storage. The CPU may include one or more
processors for processing data according to instructions
stored in the memory. The functions of the processor may be
provided by a single dedicated processor or by a plurality of
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processors. Moreover, the processor may include, without
limitation, digital signal processor (“DSP”) hardware, or any
other hardware capable of executing software. The user
interface may include any type or combination of input/
output devices, such as a display monitor, touchpad, touch-
screen, microphone, camera, keyboard, and/or mouse.

[0047] FIG. 4 is a simplified functional block diagram of
a computer that may be configured as a device or server for
executing the methods, procedures, policies, and/or calcu-
lation discussed in reference to FIGS. 1-3, according to
exemplary embodiments of the present disclosure. Specifi-
cally, in one embodiment, as shown in FIG. 4, any of the
above-described systems, servers, modules, and/or devices
may be an assembly of hardware 400 including, for
example, a data communication interface 460 for packet data
communication. The platform may also include a CPU 420,
in the form of one or more processors, for executing
program instructions. The platform typically includes an
internal communication bus 410, program storage, and data
storage for various data files to be processed and/or com-
municated by the platform such as ROM 430 and RAM 440,
although the system 400 often receives programming and
data via network communications 470. The server 400 also
may include input and output ports 450 to connect with input
and output devices such as keyboards, mice, touchscreens,
monitors, displays, etc. Of course, the various server func-
tions may be implemented in a distributed fashion on a
number of similar platforms, to distribute the processing
load. Alternatively, the servers may be implemented by
appropriate programming of one computer hardware plat-
form.

[0048] Program aspects of the technology may be thought
of as “products” or “articles of manufacture” typically in the
form of executable code and/or associated data that is
carried on or embodied in a type of machine readable
medium. “Storage” type media include any or all of the
tangible memory of the computers, processors or the like, or
associated modules thereof, such as various semiconductor
memories, tape drives, disk drives and the like, which may
provide non-transitory storage at any time for the software
programming. All or portions of the software may at times
be communicated through the Internet or various other
telecommunication networks. Such communications, for
example, may enable loading of the software from one
computer or processor into another, for example, from a
management server or host computer of the mobile com-
munication network into the computer platform of a server
and/or from a server to the mobile device. Thus, another type
of media that may bear the software elements includes
optical, electrical and electromagnetic waves, which may be
used across physical interfaces between local devices,
through wired and optical landline networks and over vari-
ous air-links. The physical elements that carry such waves,
such as wired or wireless links, optical links, or the like, also
may be considered as media bearing the software. As used
herein, unless restricted to non-transitory, tangible “storage”
media, terms such as computer or machine “readable
medium” refer to any medium that participates in providing
instructions to a processor for execution.

[0049] While the presently disclosed sharing application,
methods, devices, and systems are described with exemplary
reference to applications and to transmitting data, it should
be appreciated that the presently disclosed embodiments
may be applicable to any environment, such as a desktop or
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laptop computer, an automobile entertainment system, a
home entertainment system, etc. Also, the presently dis-
closed embodiments may be applicable to any type of
Internet protocol.

[0050] Other embodiments of the disclosure will be appar-
ent to those skilled in the art from consideration of the
specification and practice of the invention disclosed herein.
It is intended that the specification and examples be con-
sidered as exemplary only, with a true scope and spirit of the
invention being indicated by the following claims.

1-20. (canceled)

21. A computer-implemented method for augmenting
real-time bidding data with proprietary data, the method
including:

receiving, at a server over an electronic communications

network from a real-time bidding exchange, a request
to augment a bid request with proprietary data, the bid
request comprising a user identifier, the server being
intermediary to the real-time bidding exchange and at
least one real-time impression bidder on the electronic
communications network;

accessing, by the server from an internal database, pro-

prietary data of a data augmenting service based on a
user identifier of the bid request;
determining, by the server, proprietary data to include in
an augmented bid request based on at least one of the
received bid request and the user identifier;

generating, by the server, the augmented bid request based
on the bid request and the user identifier, the augmented
bid request comprising the proprietary data at least in
part from the user-specific data from the bid request;

formatting, by the server, the augmented bid request into
a standardized, augmented bid request; and

transmitting, by the server over the electronic communi-
cations network, the standardized, augmented bid
request to the real-time impression bidder.

22. The method of claim 21, further comprising:

receiving, at the server over the electronic communica-

tions network from a real-time bidding exchange, a
second bid request or a second request to augment a
second bid request with proprietary data;

accessing, by the server from the internal database, pro-

prietary data of the data augmenting service based on a
user identifier of the second bid request;

determining, by the server, proprietary data to include in

a second augmented bid request based on at least one
of the received second bid request and the user iden-
tifier of the second bid request;

formatting, by the server, the second augmented bid

request into a second standardized, augmented bid
request; and

transmitting, by the server over the electronic communi-

cations network, the second standardized, augmented
bid request to the real-time bidding exchange.

23. The method of claim 22, wherein the steps of receiv-
ing, accessing, determining, formatting, and transmitting
occur concurrently.

24. The method of claim 22, wherein the steps of receiv-
ing, accessing, determining, formatting, and transmitting
occur consecutively.

25. The method of claim 21, further comprising:

decrypting, by the server, the bid request for proprietary

data; and
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encrypting, by the server, the standardized, augmented bid

request.

26. The method of claim 21, wherein the standardized,
augmented bid request is used to determine whether to
respond to the bid request by the real-time impression
bidder.

27. The method of claim 22, wherein the second stan-
dardized, augmented bid request is used to adjust the bid
request by the real-time bidding exchange.

28. A system for augmenting real-time bidding data with
proprietary data, the system including:

at least one data storage device storing instructions for

augmenting real-time bidding data with proprietary
data; and

at least one processor configured to execute the instruc-

tions to perform a method for augmenting real-time

bidding data with proprietary data, the method includ-

ing:

receiving, at a server over an electronic communica-
tions network from a real-time bidding exchange, a
request to augment a bid request with proprietary
data, the bid request comprising a user identifier, the
server being intermediary to the real-time bidding
exchange and at least one real-time impression bid-
der on the electronic communications network;

accessing, by the server from an internal database,
proprietary data of a data augmenting service based
on a user identifier of the bid request;

determining, by the server, proprietary data to include
in an augmented bid request based on at least one of
the received bid request and the user identifier;

generating, by the server, the augmented bid request
based on the bid request and the user identifier, the
augmented bid request comprising the proprietary
data at least in part from the user-specific data from
the bid request;

formatting, by the server, the augmented bid request
into a standardized, augmented bid request; and

transmitting, by the server over the electronic commu-
nications network, the standardized, augmented bid
request to the real-time impression bidder.

29. The system of claim 28, wherein the processor is
further configured to execute the instructions to perform the
method further including:

receiving, over the electronic communications network

from a real-time bidding exchange, a second bid
request or a second request to augment a second bid
request with proprietary data;

accessing, from the internal database, proprietary data of

the data augmenting service based on a user identifier
of the second bid request;

determining proprietary data to include in a second aug-

mented bid request based on at least one of the received
second bid request and the user identifier of the second
bid request;
formatting the second augmented bid request into a sec-
ond standardized, augmented bid request; and

transmitting, over the electronic communications net-
work, the second standardized, augmented bid request
to the real-time bidding exchange.

30. The system of claim 29, wherein the steps of receiv-
ing, accessing, determining, formatting, and transmitting
occur concurrently.
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31. The system of claim 29, wherein the steps of receiv-
ing, accessing, determining, formatting, and transmitting
occur consecutively.

32. The system of claim 28, wherein the processor is
further configured to execute the instructions to perform the
method further including:

decrypting the bid request for proprietary data; and

encrypting the standardized, augmented bid request.

33. The system of claim 28, wherein the standardized,
augmented bid request is used to determine whether to
respond to the bid request by the real-time impression
bidder.

34. The system of claim 29, wherein the second standard-
ized, augmented bid request is used to adjust the bid request
by the real-time bidding exchange.

35. A non-transitory computer-readable medium storing
instructions that, when executed by a computer, cause the
computer to perform a method for augmenting real-time
bidding data with proprietary data, the method including:

receiving, at a server over an electronic communications

network from a real-time bidding exchange, a request
to augment a bid request with proprietary data, the bid
request comprising a user identifier, the server being
intermediary to the real-time bidding exchange and at
least one real-time impression bidder on the electronic
communications network;

accessing, by the server from an internal database, pro-

prietary data of a data augmenting service based on a
user identifier of the bid request;
determining, by the server, proprietary data to include in
an augmented bid request based on at least one of the
received bid request and the user identifier;

generating, by the server, the augmented bid request based
on the bid request and the user identifier, the augmented
bid request comprising the proprietary data at least in
part from the user-specific data from the bid request;

formatting, by the server, the augmented bid request into
a standardized, augmented bid request; and
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transmitting, by the server over the electronic communi-
cations network, the standardized, augmented bid
request to the real-time impression bidder.

36. The computer-readable medium of claim 35, further

comprising:

receiving, at the server over the electronic communica-
tions network from a real-time bidding exchange, a
second bid request or a second request to augment a
second bid request with proprietary data;

accessing, by the server from the internal database, pro-
prietary data of the data augmenting service based on a
user identifier of the second bid request;

determining, by the server, proprietary data to include in
a second augmented bid request based on at least one
of the received second bid request and the user iden-
tifier of the second bid request;

formatting, by the server, the second augmented bid
request into a second standardized, augmented bid
request; and

transmitting, by the server over the electronic communi-
cations network, the second standardized, augmented
bid request to the real-time bidding exchange.

37. The computer-readable medium of claim 36, wherein

the steps of receiving, accessing, determining, formatting,
and transmitting occur concurrently.

38. The computer-readable medium of claim 36, wherein

the steps of receiving, accessing, determining, formatting,
and transmitting occur consecutively.

39. The computer-readable medium of claim 35, wherein

the standardized, augmented bid request is used to determine
whether to respond to the bid request by the real-time
impression bidder.

40. The computer-readable medium of claim 36, wherein

the second standardized, augmented bid request is used to
adjust the bid request by the real-time bidding exchange.
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