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A network element management device receives first operation and
maintenance service information and/or second operation and maintenance ~ 301
service information, where the first operation and maintenance service /
information is used to describe a first operation and maintenance service |-~
provided by a first network management device, and the second operation
and maintenance service information is used to describe a second operation
and maintenance service provided by a second network management device

Y
The network element management device determines a first correspondence 302
between the first operation and maintenance service and the first network
management device, and a second correspondence between the second
operation and maintenance service and the second network management
device

h 4

The network element management device receives third operation and
maintenance service information, where the third operation and maintenance
service information is used to describe a third operation and maintenance
service. If the third operation and maintenance service information is from — 303

the first network management device, and the third operation and J
maintenance service belongs to the first operation and maintenance service, |
the network element management device executes the third operation and
maintenance service. Alternatively, if the third operation and maintenance
service information is from the second network management device, and the
third operation and maintenance service belongs to the second operation and
maintenance service, the network element management device executes the
third operation and maintenance service

T

FIG. 3



Patent Application Publication = Mar. 7, 2024 Sheet 4 of 9 US 2024/0080249 A1

First network Second network Network element
management device management device management device
\
401a: Determine network management
permission information A

401b: Network management
permission information A

403b: Network management
-+ = permission information B

i ] : .

i 404b: Associate the identifier I

: information with the network :
|

406a: Network management
permission information A

|
: based on the network management
. I permission information A and the network
408a: First | N .
. . | Mmanagement permission information B
verification result A | b L S e [

406b: Network management
permission information B

! 407b: Obtain a first verification result | |
, B based on the network management !
: permission information A and the |
¢ network management permission :
' information B i

408b: First
verification result B

409: Execute a third operation and
maintenance service

FIG. 4



Patent Application Publication

First network
management device
|

Mar. 7,2024 Sheet 5 of 9

Second network
management device

501a: Determine network
management permission
information A

501b: Network
management permission
information A

—_——— e e — 4

US 2024/0080249 A1

Network element
management device

—— e e e e e - ey

|

; ) ) I
information with the second I
|

|

e o e e e e~ —— -
503a: Identifier
information 503b: Second
€ e ] :
correspondence
“OMa- Stare the ident fiar | T T LIS T T , ST
| 504a: Store the identifier : i 504b: Associate the identifier
information ! :
, | correspondence
505a: Third storage state e
________________ .>
505b: Fourth storage state
4_ ________________

506: First correspondence

TO
FIG. 5B

508: Fifth storage state

—_—————— e —— — —




Patent Application Publication = Mar. 7, 2024 Sheet 6 of 9 US 2024/0080249 A1

CONT CONT. CONT
FROM FROM FROM
FIG. 5A FIG. 5A FIG. 5A

U UUS U SO U U SUUH [UURS SUUS DN VIS UG U SIS U SUUY U VU DR USRS UUUS U UUUH U U SUUR U SUUN SUUR VISR SIS U SO U U UV UURS VU R VU U U S U SUUS U VU SUUR U S

u
i

n

|

l

(

!

. . . n
511a: Determine a second 511b: Determine a third | |
verification result A based on |, verification result A based on the: :
the second correspondence and! ! first correspondence and a sixth | (
u

|

n

|

!

l

i

l

|

!

(

!

a fifth correspondence correspondence

!
}
Le v o v e e e e e e e e o e -

512a: Second
verification result A

512b: Third
verification result B

S1lc: Determine a second verification result
B based on the second correspondence and
the fifth correspondence, and determines a
third verification result B based on the first

correspondence and the sixth

correspondence i
512¢: Second |- m -

verification result B

{
l
{
512d: Third :
t
!

|
{
i
{
!
|
!
Ve e L. T T T T l:
i I‘
!
t
t
{
!
!
!

verification result B

513: Execute a third operation and
maintenance service

FIG. 5B



Patent Application Publication

First network
management device

Mar. 7,2024 Sheet 7 of 9 US 2024/0080249 A1

Second network
management device

Network element
management device

601: Request to activate a
configuration process

t ot

602: Generate configuration data

606: Reply for activating a
configuration management process,
where the reply for activating a
configuration management process
includes the identifier and a
configuration status, where the
configuration status includes a
network configuration result of the
network element management
device

603: Operation and maintenance

instruction, inclading identifier

information and third operation
and maintenance service

information

4

permission information associated with
the identifier information, and create a

604: Query network management

managed object instance

605: Reply for creating a
managed object instance, where
the reply for creating a managed

object instance may include an
attribute list and a status of
creating a managed object

mnstance

A

FIG. 6




Patent Application Publication = Mar. 7, 2024 Sheet 8 of 9 US 2024/0080249 A1

First network i Network element
management device i management device

701: The first network management device

generates third operation and maintenance

service information based on a PM service
requirement

702: Operation and maintenance instruction, where
the operation and maintenance instruction includes the
third operation and maintenance service information,
and the third operation and maintenance service
information is used to describe PM

-
P

703: Query, based on an identifier, network
management permission information associated
with the identifier information, verify, based on

the network management permission information,
that the PM service is provided by the first
network management device, and create an
attribute related to creating a performance
measurement job

704: Reply for creating a performance
measurement job

A

FI1G. 7

e 800

Communication apparatus

801 802
P d
Transceiver Processing
module module

FIG. 8



Patent Application Publication = Mar. 7, 2024 Sheet 9 of 9 US 2024/0080249 A1

/‘ 900

Communication apparatus

901 902
Transceiver Processing
module module
903

FIG. 9
1000
/"/
Communication device
/1001 /1002
e /
,’// /
Processor Memory
C T T | r T
i Instructions b, i Instructions b
{ | ™ { [
........ N N
1003 1004
FTTmTm e 1
i
Transceiver ! Antenna :
{ |
~  Tmmme= oo
“ N
‘\\‘ \\\
~ 1005 1006

FI1G. 10



US 2024/0080249 Al

NETWORK MANAGEMENT METHOD AND
RELATED DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION(S)

[0001] This application is a continuation of International
Application No. PCT/CN2021/093744, filed on May 14,
2021, the disclosure of which is hereby incorporated by
reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of network
management technologies, and in particular, to a network
management method and a related device.

BACKGROUND

[0003] Currently, a 5G network (5th generation network)
service includes a consumer-oriented service (to consumer)
and a business-oriented service (to business, which may also
be referred to as a vertical industry service). Compared with
the consumer-oriented service, the vertical industry service
is provided for users of enterprises. To promote a 5G
network to support development of vertical industries, a
problem of network operation and maintenance needs to be
first resolved for the vertical industries.

[0004] Currently, network operation and maintenance for
the vertical industries may be undertaken by operators, or
may be undertaken by users of enterprises of the vertical
industries. If network operation and maintenance are under-
taken by the operators, operation and maintenance data
related to the users of the enterprises may be disclosed to the
operators, which may cause operation and maintenance data
leakage. If network operation and maintenance are under-
taken by the enterprises, costs of the enterprises increase.
How to perform effective network operation and mainte-
nance for vertical industry networks needs to be studied.

SUMMARY

[0005] Embodiments of this application provide a network
management method and a related device, to provide a safe
and effective network operation and maintenance method for
a vertical industry network. The method is applied to a
communication system, and the communication system
includes a first network management device, a second net-
work management device, a network element management
device, and a network element. There is a communication
connection between the first network management device,
the second network management device, and the network
element management device. The first network management
device and the second network management device collabo-
rate to provide an operation and maintenance service for a
network of a user of an enterprise. The network element
management device receives an operation and maintenance
instruction from the first network management device or the
second network management device. The network element
management device is configured to perform operation and
maintenance management on the network element in a
communication system.

[0006] According to a first aspect, an embodiment of this
application provides a network management method. The
method includes: First, a network element management
device receives first operation and maintenance service
information and/or second operation and maintenance ser-
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vice information. The first operation and maintenance ser-
vice information is used to describe a first operation and
maintenance service provided by a first network manage-
ment device. The second operation and maintenance service
information is used to describe a second operation and
maintenance service provided by a second network man-
agement device. Then, the network element management
device determines a first correspondence between the first
operation and maintenance service and the first network
management device, and a second correspondence between
the second operation and maintenance service and the sec-
ond network management device. The network element
management device receives third operation and mainte-
nance service information, where the third operation and
maintenance service information is used to describe a third
operation and maintenance service. If the third operation and
maintenance service information is from the first network
management device, and the third operation and mainte-
nance service belongs to the first operation and maintenance
service, the network element management device executes
the third operation and maintenance service. Alternatively, if
the third operation and maintenance service information is
from the second network management device, and the third
operation and maintenance service belongs to the second
operation and maintenance service, the network element
management device executes the third operation and main-
tenance service. In this embodiment of this application, the
first network management device and the second network
management device collaborate to provide an operation and
maintenance service for a network of a user of an enterprise.
Each of the first network management device and the second
network management device has a separate network man-
agement permission. For example, the first network man-
agement device may belong to a network management
system of the enterprise, and the second network manage-
ment device belongs to a network management system of an
operator. Alternatively, the first network management device
belongs to a network management system of an operator,
and the second network management device belongs to a
network management system of the enterprise. For example,
the first operation and maintenance service is an operation
and maintenance service requiring privacy protection. The
first operation and maintenance service may be provided by
the network management system of the enterprise. The
second operation and maintenance service may be provided
by the network management system of the operator. The
network element management device receives the third
operation and maintenance service information. If the third
operation and maintenance service information is from the
first network management device, and the third operation
and maintenance service belongs to the first operation and
maintenance service, the network element management
device executes the third operation and maintenance service.
Alternatively, if the third operation and maintenance service
information is from the second network management device,
and the third operation and maintenance service belongs to
the second operation and maintenance service, the network
element management device executes the third operation
and maintenance service. This can prevent a risk of privacy
data leakage caused by a reason that all network operation
and maintenance services are provided by an operator, and
reduce network operation and maintenance costs undertaken
by the enterprise.
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[0007] In an optional implementation, the network ele-
ment management device receives the first operation and
maintenance service information and the second operation
and maintenance service information. The method includes:
receiving the first correspondence and the second correspon-
dence from the first network management device. The first
correspondence includes the first operation and maintenance
service information. The second correspondence includes
the second operation and maintenance service information.
In this manner, after the second network management device
determines the first correspondence and the second corre-
spondence, the second network management device notifies
the network element management device of an operation and
maintenance service that each of the first network manage-
ment device and the second network management device
can provide. In this implementation, an interaction process
is simple, an interaction process between the first network
management device and the network element management
device is saved, and signaling overheads of the first network
management device are reduced. Alternatively, the network
element management device receives the first correspon-
dence and the second correspondence from the second
network management device, where the first correspondence
includes the first operation and maintenance service infor-
mation, and the second correspondence includes the second
operation and maintenance service information. In this
implementation, the first network management device and
the second network management device notify the network
element management device of the operation and mainte-
nance service that each of the first network management
device and the second network management device can
provide. In this way, a safety coeflicient is relatively high,
and the second network management device may not accu-
rately send a network management permission to the net-
work element management device. Alternatively, the net-
work element management device receives the first
correspondence from the first network management device,
and receives the second correspondence from the second
network management device, where the first correspondence
includes the first operation and maintenance service infor-
mation, and the second correspondence includes the second
operation and maintenance service information. In this
implementation, the network element management device
directly receives both the first correspondence and the
second correspondence from the first network management
device. This can save an interaction process between the
second network management device and the network ele-
ment management device, and reduce signaling overheads
of the second network management device.

[0008] In an optional implementation, that a network
element management device receives first operation and
maintenance service information may further specifically
include: The network element management device receives
the first correspondence from the first network management
device or the second network management device, where the
first correspondence includes the first operation and main-
tenance service information. The network element manage-
ment device may directly receive the first correspondence
from the first network management device or the second
network management device, and does not need to deter-
mine the first correspondence based on the first operation
and maintenance service information and/or the second
operation and maintenance service information. This saves a
resource of the network element management device.
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[0009] In an optional implementation, that a network
element management device receives second operation and
maintenance service information may further specifically
include: The network element management device receives
the second correspondence from the first network manage-
ment device or the second network management device,
where the second correspondence includes the second opera-
tion and maintenance service information. The network
element management device may directly receive the first
correspondence from the first network management device
or the second network management device, and does not
need to determine the second correspondence based on the
first operation and maintenance service information and/or
the second operation and maintenance service information.
This saves a resource of the network element management
device.

[0010] In an optional implementation, if the network ele-
ment management device receives the first operation and
maintenance service information and the second operation
and maintenance service information from the second net-
work management device, the method further includes: The
network element management device receives a third cor-
respondence and a fourth correspondence from the first
network management device. The third correspondence is a
correspondence between the first operation and maintenance
service and the first network management device in the first
network management device. The fourth correspondence is
a correspondence between the second operation and main-
tenance service and the second network management device
in the first network management device. The network ele-
ment management device determines a first verification
result based on the first correspondence, the second corre-
spondence, the third correspondence, and the fourth corre-
spondence. The first verification result includes a verifica-
tion success or a verification failure. The verification success
indicates that the first correspondence is consistent with the
third correspondence, and the second correspondence is
consistent with the fourth correspondence. The verification
failure indicates that the first correspondence is inconsistent
with the third correspondence, or the second correspondence
is inconsistent with the fourth correspondence, or the first
correspondence is inconsistent with the third correspon-
dence, and the second correspondence is inconsistent with
the fourth correspondence. In this embodiment, the first
operation and maintenance service information and the
second operation and maintenance service information are
received by the network element management device from
the second network management device. Therefore, the
network element management device may perform cross-
verification with the first network management device on
both the first operation and maintenance service information
and the second operation and maintenance service informa-
tion. This ensures that the first network management device,
the first network management device, the second network
management device, and the network element management
device agree on management permissions for the two net-
work management devices.

[0011] In an optional implementation, if the first corre-
spondence is received from the first network management
device, and the second correspondence is received from the
second network management device, the method further
includes: The network element management device sends
the second correspondence to the first network management
device, and sends the first correspondence to the second
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network management device. The network element manage-
ment device receives a second verification result from the
first network management device. The second verification
result includes a verification success or a verification failure.
The verification success of the second verification result
indicates that the second correspondence is consistent with
a fifth correspondence. The verification failure of the second
verification result indicates that the second correspondence
is inconsistent with the fifth correspondence. The fifth
correspondence is a correspondence between the second
operation and maintenance service and the second network
management device in the first network management device.
The network element management device receives a third
verification result from the second network management
device. The third verification result includes a verification
success or a verification failure. The verification success of
the third verification result indicates that the first correspon-
dence is consistent with a sixth correspondence. The veri-
fication failure of the third verification result indicates that
the first correspondence is inconsistent with the sixth cor-
respondence. The sixth correspondence is a correspondence
between the first operation and maintenance service and the
first network management device in the second network
management device. In this embodiment, the two network
element management devices notify the network element
management device of the operation and maintenance ser-
vices provided by the two network element management
devices respectively. Then, the network element manage-
ment device separately performs cross-validation with the
first network management device and the second network
management device on the correspondence between the first
network management device and the first operation and
maintenance service, and the correspondence between the
second network management device and the second opera-
tion and maintenance service. In this case, management
permissions for the two network management devices are
determined between the three devices, namely, the first
network management device, the second network manage-
ment device, and the network management device.

[0012] In an optional implementation, the method further
includes: The network element management device receives
identifier information. The identifier information is used to
identify one or more of the following: the first network
management device, a user of an enterprise corresponding to
the first network management device, or an operator corre-
sponding to the first network management device. The
network element management device determines a first
association relationship between the identifier information
and the first correspondence, and a second association
relationship between the identifier information and the sec-
ond correspondence. In this embodiment, when the second
network management device provides the network operation
and maintenance service for a plurality of enterprises, the
second network management device generates the identifier
information to distinguish between different users of the
enterprises. The identifier information may be used to iden-
tify the first network management device. Alternatively, the
identifier information may be used to identify a user of an
enterprise corresponding to the first network management
device. If the user of the enterprise is in a one-to-one
correspondence with the network management device, that
is, the first network management device is private to the user
of the enterprise, the identifier information generated by the
second network management device may be used to identify
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the first network management device. If the first network
management device corresponding to the user of the enter-
prise may change, for example, the first network manage-
ment device is leased by the user of the enterprise, the
identifier information generated by the second network
management device is used to identify the user of the
enterprise. When a communication system includes network
management devices deployed by at least two operators, the
identifier information may be further used to identify an
operator corresponding to the network management device.
[0013] In an optional implementation, the first network
management device belongs to a network management
system of a first enterprise, and the second network man-
agement device belongs to the network management system
of'an operator, or a network management system of a second
enterprise. In this embodiment, if the first network manage-
ment device belongs to the network management system of
the first enterprise, and the second network management
device belongs to the network management system of the
operator, a risk of privacy data leakage caused by a reason
that all network operation and maintenance services are
provided by an operator can be prevented, and network
operation and maintenance costs undertaken by the enter-
prise can be reduced. If the first network management device
belongs to the network management system of the first
enterprise, and the second network management device
belongs to the network management system of the second
enterprise, the enterprises may also collaborate to provide a
network operation and maintenance service. Network opera-
tion and maintenance costs may be shared by the first
enterprise and the second enterprise, reducing the network
operation and maintenance costs of the two enterprises.
[0014] In an optional implementation, each of the first
operation and maintenance service information and the
second operation and maintenance service information is a
type of the operation and maintenance service, including one
or more of the following: configuration management CM,
fault management FM, or performance management PM.
Alternatively, each of the first operation and maintenance
service information and the second operation and mainte-
nance service information is an operation of the operation
and maintenance service.

[0015] In an optional implementation, the method further
includes: The network element management device obtains
time information. The time information indicates effective
time and/or expiration time of the first operation and main-
tenance service information. Alternatively, the time infor-
mation indicates effective time and/or expiration time of the
first operation and maintenance service information. In this
embodiment, the network element management device may
receive time information from the first network management
device or the second network management device. The time
information is used by the network element management
device to determine the effective time period in which the
first network management device can provide the first opera-
tion and maintenance service, and the effective time period
in which the second network management device can pro-
vide the second operation and maintenance service.

[0016] According to a second aspect, this application
provides a network management method, applied to a first
network management device. The first network management
device may belong to a network management system
deployed by an enterprise. Alternatively, the first network
management device may belong to a network management
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system deployed by an operator. The method further
includes: The first network management device determines
first operation and maintenance service information. The
first operation and maintenance service information is used
to describe a first operation and maintenance service for
which the first network management device is responsible.
The first network management device sends the first opera-
tion and maintenance service information. The first opera-
tion and maintenance service information is used to deter-
mine a first correspondence between the first operation and
maintenance service and the first network management
device. In this embodiment, the first network management
device may determine the first operation and maintenance
service undertaken by the first network management device.
Then, the first network management device sends the first
operation and maintenance service information undertaken
by the first network management device. The network
element management device may determine the first corre-
spondence between the first operation and maintenance
service and the first network management device based on
the first operation and maintenance service information, and
further determine a second correspondence between a sec-
ond network management device and a second operation and
maintenance service. In this case, the first network manage-
ment device and the second network management device
collaborate to provide a network management, operation,
and maintenance service for a user of an enterprise.

[0017] In an optional implementation, the method further
includes: The first network management device sends the
second correspondence. The second correspondence is a
correspondence between the second operation and mainte-
nance service and the second network management device in
the first network management device. In this embodiment,
the first network management device may directly send the
second correspondence to the network element management
device and the second network management device, so that
both the network element management device and the
second network management device determine that the
second network management device can provide the second
operation and maintenance service.

[0018] In an optional implementation, that the first net-
work management device sends the first operation and
maintenance service information may further specifically
include:

[0019] The first network management device may directly
send the first correspondence to the network element man-
agement device or the second network management device.
The first correspondence includes the first operation and
maintenance service information. Therefore, the network
element management device or the second network man-
agement device does not need to determine the first corre-
spondence based on the first operation and maintenance
service information. This saves a computing resource of the
network management device and the second network man-
agement device.

[0020] In an optional implementation, the method further
includes: The first network management device receives a
seventh correspondence of the second network management
device from the network element management device. The
seventh correspondence is a correspondence between the
second operation and maintenance service and the second
network management device in the second network man-
agement device. The first network management device
determines a fourth verification result based on the seventh
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correspondence and the second correspondence. The second
correspondence is a correspondence between the second
operation and maintenance service and the second network
management device in the first network management device.
The first network management device sends the fourth
verification result to the network element management
device. The fourth verification result includes a verification
success or a verification failure. The verification success of
the fourth verification result indicates that the seventh cor-
respondence is consistent with the second correspondence.
The verification failure of the fourth verification result
indicates that the seventh correspondence is inconsistent
with the second correspondence. In this embodiment, the
network element management device receives the seventh
correspondence from the second network management
device. The network element management device needs to
verify the seventh correspondence with the first network
management device, to ensure that the “correspondence
between the second operation and maintenance service and
the second network management device” in the first network
management device, the network element management
device, and the second network management device is
consistent. This further ensures that the first network man-
agement device and the second network management device
perform effective collaborative operation and maintenance
management on a network.

[0021] In an optional implementation, that the first net-
work management device determines first operation and
maintenance service information includes: The first network
management device receives the first operation and main-
tenance service information from the second network man-
agement device, or the first network management device
generates the first operation and maintenance service infor-
mation. When the first network management device belongs
to the network management system deployed by the enter-
prise, the first network management device determines the
first operation and maintenance service that can be under-
taken by the first network management device, that is, the
first network management device generates the first opera-
tion and maintenance service information. When the first
network management device belongs to the network man-
agement system deployed by the operator, and the second
network management device belongs to the network man-
agement system deployed by the enterprise, after the second
network management device determines the first operation
and maintenance service information, the first network man-
agement device may receive the first operation and mainte-
nance service information from the second network man-
agement device.

[0022] In an optional implementation, the method further
includes: The first network management device obtains time
information. The time information indicates effective time
and/or expiration time of the first operation and maintenance
service information. The time information may be used by
the first network management device to determine the effec-
tive time period for providing the first operation and main-
tenance service. For example, when the first network man-
agement device belongs to the network management system
deployed by the operator, the operator may determine a time
period in which the first operation and maintenance service
is leased by the enterprise.

[0023] In an optional implementation, the method further
includes: The first network management device obtains
identifier information. The identifier information is used to
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identify one or more of the following: the first network
management device, a user of an enterprise corresponding to
the first network management device, or an operator corre-
sponding to the first network management device. The first
network management device determines a first association
relationship between the identifier information and the first
correspondence. When the first network management device
belongs to the network management system deployed by the
operator, the first network management device generates the
identifier information. When the first network management
device belongs to the network management system deployed
by the enterprise, the first network management device
receives the identifier information from the second network
management device.
[0024] In an optional implementation, the first network
management device belongs to the network management
system of the enterprise, and the second network manage-
ment device belongs to the network management system of
an operator. Alternatively, the first network management
device belongs to the network management system of an
operator, and the second network management device
belongs to the network management system of the enter-
prise. Alternatively, the first network management device
belongs to a network management system of a first enter-
prise, and the second network management device belongs
to a network management system of a second enterprise. In
this embodiment, network management devices of at least
two parties collaborate to provide a network operation and
maintenance service for an enterprise network. That the at
least two parties collaborate to provide the network opera-
tion and maintenance service may be that both the enterprise
and the operator collaborate to provide the network opera-
tion and maintenance service for the enterprise. Alterna-
tively, that the at least two parties collaborate to provide the
network operation and maintenance service may be that
enterprises collaborate to perform the network operation and
maintenance service, to provide a safe and effective network
operation and maintenance service for a user of an enter-
prise.
[0025] In an optional implementation, the first operation
and maintenance service information is a type of the opera-
tion and maintenance service, including one or more of the
following: configuration management CM, fault manage-
ment FM, or performance management PM. Alternatively,
the first operation and maintenance service information is an
operation of the operation and maintenance service.
[0026] According to a third aspect, an embodiment of this
application provides a communication apparatus, including:
[0027] a transceiver module, configured to receive first
operation and maintenance service information and/or
second operation and maintenance service information,
where the first operation and maintenance service infor-
mation is used to describe a first operation and main-
tenance service provided by a first network manage-
ment device, and the second operation and maintenance
service information is used to describe a second opera-
tion and maintenance service provided by a second
network management device; and
[0028] a processing module, configured to determine a
first correspondence between the first operation and
maintenance service and the first network management
device, and a second correspondence between the sec-
ond operation and maintenance service and the second
network management device.
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[0029] The transceiver module is further configured to
receive third operation and maintenance service informa-
tion, where the third operation and maintenance service
information is used to describe a third operation and main-
tenance service.

[0030] If the third operation and maintenance service
information is from the first network management device,
and the third operation and maintenance service belongs to
the first operation and maintenance service, the processing
module is further configured to execute the third operation
and maintenance service; or if the third operation and
maintenance service information is from the second network
management device, and the third operation and mainte-
nance service belongs to the second operation and mainte-
nance service, the processing module is further configured to
execute the third operation and maintenance service.
[0031] Specifically, in an optional implementation, the
transceiver module is further configured to receive the first
correspondence and the second correspondence from the
first network management device. The first correspondence
includes the first operation and maintenance service infor-
mation, and the second correspondence includes the second
operation and maintenance service information. Alterna-
tively, the transceiver module is further configured to receive
the first correspondence and the second correspondence
from the second network management device. The first
correspondence includes the first operation and maintenance
service information, and the second correspondence
includes the second operation and maintenance service
information. Alternatively, the transceiver module is further
configured to: receive the first correspondence from the first
network management device and receive the second corre-
spondence from the second network management device.
The first correspondence includes the first operation and
maintenance service information, and the second correspon-
dence includes the second operation and maintenance ser-
vice information.

[0032] Inan optional implementation, if receiving the first
operation and maintenance service information and the
second operation and maintenance service information from
the second network management device, the transceiver
module is further configured to receive a third correspon-
dence and a fourth correspondence from the first network
management device. The third correspondence is a corre-
spondence between the first operation and maintenance
service and the first network management device in the first
network management device. The fourth correspondence is
a correspondence between the second operation and main-
tenance service and the second network management device
in the first network management device.

[0033] The processing module is further configured to
determine a first verification result based on the first corre-
spondence, the second correspondence, the third correspon-
dence, and the fourth correspondence. The first verification
result includes a verification success or a verification failure.
The verification success indicates that the first correspon-
dence is consistent with the third correspondence, and the
second correspondence is consistent with the fourth corre-
spondence. The verification failure indicates that the first
correspondence is inconsistent with the third correspon-
dence, or the second correspondence is inconsistent with the
fourth correspondence, or the first correspondence is incon-
sistent with the third correspondence, and the second cor-
respondence is inconsistent with the fourth correspondence.
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[0034] In an optional implementation, if the first corre-
spondence is received from the first network management
device, and the second correspondence is received from the
second network management device, the transceiver module
is further configured to: send the second correspondence to
the first network management device; send the first corre-
spondence to the second network management device;
receive a second verification result from the first network
management device, where the second verification result
includes a verification success or a verification failure, the
verification success of the second verification result indi-
cates that the second correspondence is consistent with a
fifth correspondence, and the verification failure of the
second verification result indicates that the second corre-
spondence is inconsistent with the fifth correspondence, and
the fifth correspondence is a correspondence between the
second operation and maintenance service and the second
network management device in the first network manage-
ment device; and receive a third verification result from the
second network management device. The third verification
result includes a verification success or a verification failure.
The verification success of the third verification result
indicates that the first correspondence is consistent with a
sixth correspondence. The verification failure of the third
verification result indicates that the first correspondence is
inconsistent with the sixth correspondence. The sixth cor-
respondence is a correspondence between the first operation
and maintenance service and the first network management
device in the second network management device.

[0035] In an optional implementation, the transceiver
module is further configured to receive identifier informa-
tion. The identifier information is used to identify one or
more of the following: the first network management device,
a user of an enterprise corresponding to the first network
management device, or an operator corresponding to the first
network management device.

[0036] The processing module is further configured to
determine a first association relationship between the iden-
tifier information and the first correspondence, and a second
association relationship between the identifier information
and the second correspondence.

[0037] In an optional implementation, the transceiver
module is further configured to obtain time information,
where the time information indicates effective time and/or
expiration time of the first operation and maintenance ser-
vice information.

[0038] In an optional implementation, each of the first
operation and maintenance service information and the
second operation and maintenance service information is a
type of the operation and maintenance service, including one
or more of the following: configuration management CM,
fault management FM, or performance management PM.
Alternatively, each of the first operation and maintenance
service information and the second operation and mainte-
nance service information is an operation of the operation
and maintenance service.

[0039] According to a fourth aspect, an embodiment of
this application provides a communication apparatus, used
in a first network management device. The communication
apparatus includes:

[0040] a processing module, configured to determine
first operation and maintenance service information,
where the first operation and maintenance service infor-
mation is used to describe a first operation and main-
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tenance service for which the first network manage-
ment device is responsible; and
[0041] atransceiver module, configured to send the first
operation and maintenance service information, where
the first operation and maintenance service information
is used to determine a first correspondence between the
first operation and maintenance service and the first
network management device.
[0042] In an optional implementation, the transceiver
module is further configured to send a second correspon-
dence. The second correspondence is a correspondence
between a second operation and maintenance service and a
second network management device in the first network
management device.
[0043] In an optional implementation, the transceiver
module is further configured to send the first correspondence
to a network element management device or the second
network management device. The first correspondence
includes the first operation and maintenance service infor-
mation.
[0044] In an optional implementation, the transceiver
module is further configured to receive a seventh correspon-
dence of a second network management device from the
network element management device. The seventh corre-
spondence is a correspondence between a second operation
and maintenance service and the second network manage-
ment device in the second network management device.
[0045] The processing module is further configured to
determine a fourth verification result based on the seventh
correspondence and the second correspondence. The second
correspondence is a correspondence between the second
operation and maintenance service and the second network
management device in the first network management device.
[0046] The transceiver module is further configured to
send the fourth verification result to the network element
management device. The fourth verification result includes
a verification success or a verification failure. The verifica-
tion success of the fourth verification result indicates that the
seventh correspondence is consistent with the second cor-
respondence. The verification failure of the fourth verifica-
tion result indicates that the seventh correspondence is
inconsistent with the second correspondence.
[0047] In an optional implementation, the processing
module is further configured to receive the first operation
and maintenance service information from the second net-
work management device. Alternatively, the first network
management device generates the first operation and main-
tenance service information.
[0048] In an optional implementation, the transceiver
module is further configured to obtain time information,
where the time information indicates effective time and/or
expiration time of the first operation and maintenance ser-
vice information.

[0049] In an optional implementation, the transceiver
module is further configured to obtain identifier information.
The identifier information is used to identify one or more of
the following: the first network management device, a user
of an enterprise corresponding to the first network manage-
ment device, or an operator corresponding to the first
network management device.

[0050] The processing module is further configured to
determine a first association relationship between the iden-
tifier information and the first correspondence.
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[0051] In an optional implementation, the first network
management device belongs to the network management
system of the enterprise, and the second network manage-
ment device belongs to the network management system of
an operator. Alternatively, the first network management
device belongs to the network management system of an
operator, and the second network management device
belongs to the network management system of the enter-
prise. Alternatively, the first network management device
belongs to a network management system of a first enter-
prise, and the second network management device belongs
to a network management system of a second enterprise.
[0052] In an optional implementation, the first operation
and maintenance service information is a type of the opera-
tion and maintenance service, including one or more of the
following: configuration management CM, fault manage-
ment FM, or performance management PM. Alternatively,
the first operation and maintenance service information is an
operation of the operation and maintenance service.

[0053] According to a fifth aspect, an embodiment of this
application provides a communication device, including a
processor. The processor is coupled to at least one memory,
and the processor is configured to read a computer program
stored in the at least one memory, so that the communication
device performs the method according to any implementa-
tion of the first aspect, or the communication device per-
forms the method according to any implementation of the
second aspect.

[0054] According to a sixth aspect, an embodiment of this
application provides a non-transitory computer-readable
storage medium, configured to store a computer program or
instructions. When the computer program or the instructions
are executed, a computer is enabled to perform the method
according to any implementation of the first aspect, and
when the computer program or the instructions are executed,
a computer is enabled to perform the method according to
any implementation of the second aspect.

[0055] According to a seventh aspect, an embodiment of
this application provides a chip. The chip includes a pro-
cessor and a communication interface. The communication
interface is, for example, an input/output interface, a pin, or
a circuit. The processor is configured to read instructions to
perform any method according to the first aspect. Alterna-
tively, the processor is configured to read instructions to
perform the method according to any implementation in the
second aspect.

[0056] According to an eighth aspect, an embodiment of
this application provides a computer program product. The
computer program product includes computer program
code. When the computer program code is executed by a
computer, the computer is enabled to perform the method
according to any implementation in the first aspect; or when
the computer program code is executed by a computer, the
computer is enabled to perform the method according to any
implementation in the second aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0057] FIG. 1 is a schematic diagram of a system archi-
tecture for network operation and maintenance management
in a vertical industry;

[0058] FIG. 2 is a schematic diagram of an architecture of
a communication system according to an embodiment of this
application;
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[0059] FIG. 3 is a schematic flowchart of a network
management method according to an embodiment of this
application;

[0060] FIG. 4 is a schematic flowchart of network man-
agement method according to another embodiment of this
application;

[0061] FIG. 5A and FIG. 5B are a schematic flowchart of
a network management method according to another
embodiment of this application;

[0062] FIG. 6 is a schematic flowchart of an example in
which a second network management device manages a CM
service according to an embodiment of this application;
[0063] FIG. 7 is a schematic flowchart of an example in
which a first network management device manages a PM
service according to an embodiment of this application;
[0064] FIG. 8 is a schematic diagram of a structure of a
communication apparatus according to embodiments of this
application;

[0065] FIG. 9 is a schematic diagram of a structure of a
communication apparatus according to further embodiments
of this application; and

[0066] FIG. 10 is a schematic diagram of a structure of a
communication device according to an embodiment of this
application.

DESCRIPTION OF EMBODIMENTS

[0067] The following describes technical solutions in
embodiments of this application with reference to accom-
panying drawings in embodiments of this application.
[0068] It should be further noted that ““at least one” means
one or more, and “a plurality of” means two or more.
“And/or” describes an association relationship between
associated objects, and indicates that three relationships may
exist. For example, A and/or B may represent the following
cases: Only A exists, both A and B exist, and only B exists.
A and B each may be singular or plural. The character “/”
generally indicates an “or” relationship between the associ-
ated objects. “At least one of the following items (pieces)”
or a similar expression thereof means any combination of
these items, including a singular item (piece) or any com-
bination of plural items (pieces). For example, at least one
item (piece) of a, b, or ¢ may indicate: a, b, ¢, a and b, a and
¢,bandc,ora, b, and c. a, b, and ¢ may be singular or plural.
The singular expression forms “one”, “a”, “the”, “the fore-
going”, “this”, and “the one” are also intended to include an
expression form such as “one or more”, unless the opposite
is explicitly indicated in the context thereof. In this speci-
fication, claims, and accompanying drawings of this appli-
cation, the terms “first”, “second”, and the like are intended
to distinguish between similar objects but do not necessarily
indicate a specific order or sequence.

[0069] Refer to FIG. 1. A three-layer structure is usually
used to perform operation and maintenance management on
a mobile communication network. A first layer is a network
management system (network management system, NMS)
layer, a second layer is a network element management
system (network element management system, EMS) layer,
and a third layer is a network element (network element,
NE) layer. The EMS is a bridge between the NMS layer and
the NE layer. The EMS is used to manage communication
between network elements. The NE includes a hardware
device and software running on the hardware device. For
example, the network element layer may include an access
network element or a core network element. As shown in
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FIG. 1, the NMS may manage one or more EMSs, and each
EMS may also manage one or more NEs. For example, as
shown in FIG. 1, from left to right, a first EMS manages k
network elements, a second EMS manages m network
elements, and the first EMS manages n network elements,
where k, m, and n are all positive integers. A process of
operation and maintenance management performed by the
three-layer structure on the network includes: The EMS
receives an operation and maintenance instruction from the
NMS, executes the operation and maintenance instruction,
and performs operation and maintenance management (also
referred to as network operation and maintenance manage-
ment) on the network element in the network. Operation and
maintenance management performed by the EMS on the
network element includes at least one of configuration
management (configuration management, CM), fault man-
agement (fault management, FM), or performance manage-
ment (performance management, PM).

[0070] FIG. 2 shows a communication system according
to this application. The communication system includes a
first network management device 201, a second network
management device 202, and a network element manage-
ment device 203. For example, the first network manage-
ment device 201 and the second network management
device 202 belong to the NMS layer shown in FIG. 1, and
the network element management device 203 belongs to the
EMS layer shown in FIG. 1. There is a communication
connection between the first network management device
201, the second network management device 202, and the
network element management device 203. It may be under-
stood that each of the first network management device 201,
the second network management device 202, and the net-
work element management device 203 may be a network
element in a hardware device, or a software function running
on dedicated hardware, or a virtualized function instantiated
on a platform (for example, a cloud platform), or a server.
The network element management device 203 is configured
to manage one or more types of network elements (for
example, a network element 1, . . ., a network element n).

[0071] In the communication system provided in this
application, the first network management device and the
second network management device collaborate to provide
an operation and maintenance service for a user network.
Each of the first network management device and the second
network management device has a separate network man-
agement permission. For example, the first network man-
agement device may belong to a network management
system of the enterprise, and the second network manage-
ment device belongs to a network management system of an
operator. Alternatively, the first network management device
belongs to a network management system of an operator,
and the second network management device belongs to a
network management system of the enterprise. For example,
some operation and maintenance services (such as a PM
service) that require privacy protection are provided by the
network management system of the enterprise, and another
operation and maintenance service may be provided by the
network management system of the operator. This can
prevent a risk of privacy data leakage caused by a reason that
all network operation and maintenance services are provided
by the operator, and reduce network operation and mainte-
nance costs undertaken by the enterprise. For another
example, the first network management device may belong
to a network management system of a first enterprise, and
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the second network management device may belong to a
network management system of a second enterprise. To
reduce network operation and maintenance costs, enterprises
can also collaborate to provide a network operation and
maintenance service. For example, the network management
system of the first enterprise performs operation and main-
tenance on an operation and maintenance service of the first
enterprise that requires privacy protection, and another
operation and maintenance service may be provided by the
network management system of the second enterprise. In
this network operation and maintenance mode between the
enterprises, for the first enterprise, privacy data leakage can
be prevented, and network operation and maintenance costs
can be reduced. The second enterprise can provide the
operation and maintenance service for a network of the
second enterprise, and provide the network operation and
maintenance service for another enterprise. Network opera-
tion and maintenance costs may be shared by the first
enterprise. This reduces network operation and maintenance
costs of the second enterprise. In this embodiment of this
application, the enterprise and the operator may perform
multi-party collaboration on network operation and mainte-
nance, or a plurality of enterprises may perform multi-party
collaboration on network operation and maintenance. This is
not specifically limited.

[0072] For better understanding of this application, terms
used in this application are described first.

[0073]

[0074] The network operation and maintenance service is
classified into configuration management (CM), perfor-
mance management (PM), and fault management (FM). For
example, configuration management (CM) provides a ser-
vice of monitoring configuration information of a network
and a network element device. Performance management
(PM) is used to provide a service of collecting and analyzing
network element performance data. For example, PM is used
to collect quality data about actual running of a device
related to the network. The quality data is used to collect
statistics on or rectify a status and performance of the
network or a network element. Fault management (FM) is
used to provide a service of collecting real-time statistics on
an abnormal running state of a network management device
and a network channel, and providing an alarm. In this way,
a user can isolate and rectify a fault in short time, to recover
a service affected by the fault.

[0075] Specifically, each operation and maintenance ser-
vice type may include a plurality of types of operations of
the operation and maintenance service. For example, an
NMS invokes an operation and maintenance service pro-
vided by an EMS, which may be understood as follows:
After the NMS notifies the EMS to perform an operation of
the operation and maintenance service, the EMS performs
the operation of the operation and maintenance service on a
specific network element.

[0076] For example, CM includes the following several
operations of the operation and maintenance service: create
a managed object instance (create managed object instance),
obtain managed object instance attributes (get managed
object instance attributes), modify managed object instance
attributes (modify managed object instance attributes), and
delete a managed object instance (delete managed object
instance).

(1) Network Operation and Maintenance Service
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[0077] FM includes the following operation of the opera-
tion and maintenance service: obtain alarm information (get
alarm).

[0078] PM includes the following operations of the opera-

tion and maintenance service: create a measurement job
(create measurement job), and delete a measurement job
(delete measurement job).

[0079] (2) Profile Information

[0080] The profile information is used to describe network
management permission information. The network manage-
ment permission information includes: a first operation and
maintenance service provided by a first network manage-
ment device. Optionally, the network management permis-
sion information further includes: a second operation and
maintenance service provided by a second network man-
agement device. For example, description information cor-
responding to the first operation and maintenance service is
an operation and maintenance service undertaken by an
NMS deployed by a user of an enterprise. Description
information corresponding to the second operation and
maintenance service is an operation and maintenance service
that the user of the enterprise expects to lease an NMS of an
operator to provide. Optionally, the profile information
further includes one or more of the following: a user
identifier (for example, a user of an enterprise name), a
vertical industry type, time information, user location infor-
mation, internet protocol (Internet Protocol, IP) information,
or the like. An IP of the first network management device is
used for both communication between the first network
management device and a network element management
device, and communication between the first network man-
agement device and the second network management
device. In addition, both the second network management
device and the network element management device may be
deployed by the operator. Therefore, the second network
management device is provided with an IP address of the
network element management device, and the network ele-
ment management device is provided with an IP address of
the second network management device. The profile infor-
mation may not include the IP addresses of the second
network management device and the network element man-
agement device.

[0081] The vertical industry type indicates an industry to
which the user of the enterprise belongs. For example, the
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vertical industry type includes a steel industry, an internet
industry, a medical industry, or the like.

[0082] The time information indicates effective time of the
network management permission information. For example,
the time information may be any one of the following three
cases:

[0083] 1. The time information indicates effective time.
For example, the effective time may be a start date on which
the network management permission takes effect. For
example, the effective time is Feb. 1, 2021, and may be a
time cycle by default. Specific duration of the default time
cycle is not limited, and may be set based on an actual
situation. For example, if the time cycle is one year, the
effective time period of the network management permission
indicated by the time information is from Feb. 1, 2021 to
Feb. 1, 2022. Alternatively, the effective time is one time
period. For example, the effective time is from Feb. 1, 2021
to Feb. 1, 2022.

[0084] 2. The time information indicates expiration time.
The expiration time may be a date when the network
management permission expires. For example, the expira-
tion time may be Feb. 1, 2023. If a default time cycle is two
years, an effective time period of the network management
permission indicated by the time information is from Feb. 1,
2021 to Feb. 1, 2023. Alternatively, the expiration time may
be one time period. For example, the expiration time is from
Feb. 1, 2021 to Feb. 1, 2023.

[0085] 3. The time information indicates effective time
and expiration time. The effective time is an effective date of
the network management permission information, and the
expiration time is an expiration date of the network man-
agement permission information. For example, the time
information is from Feb. 1, 2021 to Feb. 1, 2023.

[0086] Regardless of a specific form that is used, the time
information may be used by the second network manage-
ment device, the first network management device, and the
network element management device to determine effective
time in which the second network management device can
provide the second operation and maintenance service, and
effective time in which the first network management device
can provide the first operation and maintenance service.

[0087] For example, content included in the profile infor-
mation is shown in the following Table 1.

TABLE 1

Attribute name

Description information

User identifier

Vertical industry type

Time information

For example, “AAA”
For example, a steel industry
Effective time of each of a first operation and maintenance

service and a second operation and maintenance service

User location information For example, No. XX, XX Street, XX District, XX City, XX

IP information

First operation and
maintenance service
Second operation and

maintenance service

Province

IP address of a first network management device

Describing an operation and maintenance service (such as PM)
provided by the first network management device

Describing an operation and maintenance service (such as CM

and FM) provided by the second network management device

of the at
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[0088] The profile information shown in Table 1 is only an
example for description, and does not constitute a limitation
on the content in the profile information. It should be
understood that the profile information may further include
more information based on an actual requirement. The first
network management device receives the profile informa-
tion shown in Table 1. For example, the first network
management device may obtain the profile information in
the following manner: A profile template is preconfigured in
the first network management device, and the profile tem-
plate includes an attribute name. The first network manage-
ment device receives description information entered by
operation and maintenance management personnel of the
user of the enterprise. The first network management device
generates the profile information based on the profile tem-
plate and the description information entered by the opera-
tion and maintenance management personnel.

[0089] The following describes embodiments of this
application with reference to the accompanying drawings.
Refer to FIG. 3. An embodiment of this application provides
a network management method. A network element man-
agement device in FIG. 3 is the network element manage-
ment device 203 in FIG. 2, a first network management
device in FIG. 3 is the first network management device 201
in FIG. 2, and a second network management device in FIG.
3 is the second network management device 202 in FIG. 2.
[0090] Step 301: The network element management
device receives first operation and maintenance service
information and/or second operation and maintenance ser-
vice information, where the first operation and maintenance
service information is used to describe a first operation and
maintenance service provided by a first network manage-
ment device, and the second operation and maintenance
service information is used to describe a second operation
and maintenance service provided by a second network
management device.

[0091] First, the first operation and maintenance service
information and the second operation and maintenance
service information are used as an example for description.
[0092] The first operation and maintenance service infor-
mation and the second operation and maintenance service
information describe a type of the operation and mainte-
nance service. For example, the first operation and mainte-
nance service information is used to describe PM, and the
second operation and maintenance service information is
used to describe CM and FM. Alternatively, the first opera-
tion and maintenance service information and the second
operation and maintenance service information describe an
operation of the operation and maintenance service. For
example, the first operation and maintenance service infor-
mation describes an operation of creating a managed object
instance, an operation of obtaining managed object instance
attributes, an operation of modifying managed object
instance attributes, and an operation of deleting a managed
object instance. The second operation and maintenance
service describes an operation of obtaining alarm informa-
tion, an operation of creating a performance measurement
job (create measurement job), an operation of deleting a
performance measurement job (delete measurement job),
and the like.

[0093] A relationship between the first operation and
maintenance service information and the second operation
and maintenance service information may be one or more of
the following plurality of cases:
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[0094] Case 1: Both the first operation and maintenance
service described in the first operation and maintenance
service information and the second operation and mainte-
nance service described in the second operation and main-
tenance service information cover all operation and main-
tenance services. In other words, a union set of both the first
operation and maintenance service information and the
second operation and maintenance service information can
describe all the operation and maintenance services. For
example, all the operation and maintenance services include
PM, CM, and FM. The first operation and maintenance
service described in the first operation and maintenance
service information includes PM. The second operation and
maintenance service described in the second operation and
maintenance service information includes CM and FM.
[0095] Case 2: A union set of both the first operation and
maintenance service described in the first operation and
maintenance service information and the second operation
and maintenance service described in the second operation
and maintenance service information is less than all opera-
tion and maintenance services. For example, the first opera-
tion and maintenance service is PM, and the second opera-
tion and maintenance service is CM.

[0096] Case 3: The first operation and maintenance service
described in the first operation and maintenance service
information and the second operation and maintenance
service described in the second operation and maintenance
service information have an intersection. In other words, the
first operation and maintenance service and the second
operation and maintenance service may include a same
specific service. For example, the first operation and main-
tenance service includes PM and CM, and the second
operation and maintenance service includes CM and FM.
When the first operation and maintenance service and the
second operation and maintenance service have the inter-
section, the following two scenarios may occur:

[0097] (1) No instruction conflict occurs. For example,
both the first operation and maintenance service and the
second operation and maintenance service include the
“operation of obtaining managed object instance attributes”,
because the operation of the operation and maintenance
service is only for obtaining an attribute, and there is no
conflict problem.

[0098] (2) An instruction conflict occurs. In this case,
optionally, the network element management device deter-
mines, based on priority information, an instruction of which
network management device is to be executed. For example,
the priority information is a network management device
identifier. The network element management device prefer-
entially executes an operation and maintenance service
invocation request from a network management device
identified by the network management device identifier. The
priority may be obtained in either of the following two
manners: (1) Priority information corresponding to an opera-
tion of the operation and maintenance service is preconfig-
ured in the network element management device. The pri-
ority information indicates that the first network
management device or the second network management
device has a higher priority for the operation of the operation
and maintenance service. (2) When receiving the first opera-
tion and maintenance service information or the second
operation and maintenance service information, the network
element management device receives the priority informa-
tion from the first network management device or the second
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network management device. For example, the intersection
of'the first operation and maintenance service and the second
operation and maintenance service is the “operation of
creating a managed object instance” or “operation of modi-
fying managed object instance attributes”. Because creation
or modification is involved, an instruction conflict may
occur when the first network management device and the
second network management device invoke a same opera-
tion of the operation and maintenance service from the
network element management device. The first network
management device sends the priority information to the
network element management device when invoking the
operation of the operation and maintenance service. When
the instruction conflict occurs, the network element man-
agement device preferentially executes an operation instruc-
tion of the operation and maintenance service sent by the
first network element management device.

[0099] Then, the network element management device
may receive the first operation and maintenance service
information and/or the second operation and maintenance
service information in any one of the following manners:

[0100] Manner 1: The network element management
device receives the first operation and maintenance service
information from the first network management device, or
the network element management device receives the sec-
ond operation and maintenance service information from the
second network management device. In the manner 1, the
relationship between the first operation and maintenance
service information and the second operation and mainte-
nance service information meets the foregoing case 1. To be
specific, the first network management device, the second
network management device, and the network element man-
agement device all learn that the union set of the first
operation and maintenance service information and the
second operation and maintenance service information can
describe all the operation and maintenance services. The
network element management device can determine the
second operation and maintenance service information
based on the first operation and maintenance service infor-
mation, or the network element management device can
determine the first operation and maintenance service infor-
mation based on the second operation and maintenance
service information. For example, a universal set of opera-
tion and maintenance services includes CM, PM, and FM.
The network element management device receives the first
operation and maintenance service information from the first
network management device. The first operation and main-
tenance service information is used to describe PM. The
network element management device can determine the
second operation and maintenance service information
based on the first operation and maintenance service infor-
mation. The second operation and maintenance service
information is used to describe CM and FM. Alternatively,
the network element management device receives the sec-
ond operation and maintenance service information from the
second network management device. The second operation
and maintenance service information is used to describe CM
and FM. The network element management device can
determine the first operation and maintenance service infor-
mation based on the second operation and maintenance
service information. The first operation and maintenance
service information is used to describe PM.

[0101] Manner 2: The network element management
device receives the first operation and maintenance service
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information and the second operation and maintenance
service information. For example, the network element
management device receives the first operation and main-
tenance service information and the second operation and
maintenance service information from the first network
management device. Alternatively, the network element
management device receives the first operation and main-
tenance service information and the second operation and
maintenance service information from the second network
management device. In the manner 2, the relationship
between the first operation and maintenance service infor-
mation and the second operation and maintenance service
information meets any one of the foregoing case 1, case 2,
and case 3.

[0102] Manner 3: The network element management
device receives a first correspondence and/or a second
correspondence. The first correspondence includes the first
operation and maintenance service information. The first
correspondence is a correspondence between the first opera-
tion and maintenance service and the first network manage-
ment device. The second correspondence includes the sec-
ond operation and maintenance service information. The
second correspondence is a correspondence between the
second operation and maintenance service and the second
network management device. When the relationship
between the first operation and maintenance service infor-
mation and the second operation and maintenance service
information meets the foregoing case 1, the network element
management device receives the first correspondence from
the first network management device (or the second network
management device), and the network element management
device can determine the second correspondence based on
the first correspondence. Alternatively, the network element
management device receives the second correspondence
from the first network management device (or the second
network management device), and can determine the first
correspondence based on the second correspondence. Alter-
natively, the network element management device receives
the first correspondence and the second correspondence
from the first network management device (or the second
network management device). Alternatively, the network
element management device receives the first correspon-
dence from the first network management device, and
receives the second correspondence from the second net-
work management device.

[0103] For example, in the manner 3, the first correspon-
dence received by the network element management device
is shown in Table 2-1. In Table 2-1, the first correspondence
includes an identifier A of the first network management
device and the first operation and maintenance service
information.

TABLE 2-1

First correspondence

Identifier A First operation and maintenance service information

[0104] The second correspondence received by the net-
work element management device is shown in Table 2-2
below. In Table 2-2, the second correspondence includes an
identifier B of the second network management device and
the second operation and maintenance service information.
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TABLE 2-2

Second correspondence

Identifier B Second operation and maintenance service information

[0105] It may be understood that the following differences
exist between the manner 1 and the manner 3. For example,
in the foregoing manner 1, after receiving the first operation
and maintenance service information from the first network
device, the network element management device establishes
a correspondence between the first operation and mainte-
nance service information and the first network management
device. In other words, the network element management
device learns that the first operation and maintenance service
information is from the first network management device,
and therefore determines the first correspondence. In the
manner 3, the network element management device directly
receives the first correspondence from the first network
management device.

[0106] It may be understood that both the first operation
and maintenance service information and the first correspon-
dence describe a network management permission of the
first network management device, and both the second
operation and maintenance service information and the
second correspondence describe a network management
permission of the second network management device. For
example, both the first operation and maintenance service
information and the first correspondence describe an opera-
tion and maintenance service undertaken by an enterprise.
Both the second operation and maintenance service infor-
mation and the second correspondence describe an operation
and maintenance service undertaken by an operator.

[0107] Step 302: The network element management
device determines the first correspondence between the first
operation and maintenance service and the first network
management device, and the second correspondence
between the second operation and maintenance service and
the second network management device.

[0108] For example, in the foregoing manner 1, if the
network element management device receives the first
operation and maintenance service information from the first
network management device, the network element manage-
ment device can determine, based on the first operation and
maintenance service information, the first operation and
maintenance service provided by the first network manage-
ment device, and determine that an operation and mainte-
nance service (the second operation and maintenance ser-
vice) other than the first operation and maintenance service
is undertaken by the second network management device.
Similarly, if the network element management device
receives the second operation and maintenance service
information from the second network management device,
the network element management device can determine,
based on the second operation and maintenance service
information, the second operation and maintenance service
provided by the second network management device, and
determine that an operation and maintenance service (the
first operation and maintenance service) other than the
second operation and maintenance service is undertaken by
the first network management device. Therefore, the net-
work element management device may determine the first
correspondence between the first network management
device and the first operation and maintenance service, and

Mar. 7, 2024

the second correspondence between the second network
management device and the second operation and mainte-
nance service.

[0109] For example, in the foregoing manner 2, when the
network element management device receives the first
operation and maintenance service information and the
second operation and maintenance service information,
optionally, the network element management device further
receives one indication identifier. The indication identifier
may indicate a correspondence between the first operation
and maintenance service information and an information
sender, or indicate a correspondence between the second
operation and maintenance service information and an infor-
mation sender. For example, the network element manage-
ment device receives the first operation and maintenance
service information, the second operation and maintenance
service information, and an indication identifier from the
first network management device. The indication identifier
indicates that the first operation and maintenance service
information (an information sender) has a correspondence
with the first network management device. In this case, the
network element management device can determine, based
on the indication identifier, the first correspondence between
the first operation and maintenance service described in the
first operation and maintenance service information and the
first network management device, and can further determine
the second correspondence between the second operation
and maintenance service described in the second operation
and maintenance service information and the second net-
work management device.

[0110] For example, in the foregoing manner 3, the net-
work element management device receives the first corre-
spondence and the second correspondence, and the network
element management device determines the first correspon-
dence and the second correspondence. In this embodiment
of'this application, the network element management device
receives the first operation and maintenance service infor-
mation and/or the second operation and maintenance service
information. The network element management device fur-
ther determines, based on the first operation and mainte-
nance service information and/or the second operation and
maintenance service information, an operation and mainte-
nance service provided by each network management
device, that is, determines the first correspondence and the
second correspondence. The following uses an example in
which the network element management device determines
the first correspondence and the second correspondence for
description.

[0111] In a first implementation, the network element
management device receives both the first correspondence
and the second correspondence from the second network
management device. For example, the first network man-
agement device sends the profile information shown in Table
1 to the second network management device, and the profile
information includes the first correspondence and the second
correspondence. The second network management device
determines the first correspondence and the second corre-
spondence, and sends the first correspondence and the
second correspondence to the network element management
device. In this implementation, after the second network
management device determines the first correspondence and
the second correspondence, the second network manage-
ment device notifies the network element management
device of an operation and maintenance service that each of
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the first network management device and the second net-
work management device can provide. In this implementa-
tion, an interaction process is simple, an interaction process
between the first network management device and the net-
work element management device is saved, and signaling
overheads of the first network management device are
reduced.

[0112] In a second implementation, the network element
management device receives the first correspondence from
the first network management device, and receives the
second correspondence from the second network manage-
ment device. For example, the first network management
device sends the profile information shown in Table 1 to the
second network management device, and the profile infor-
mation includes the first correspondence and the second
correspondence. The second network management device
determines the first correspondence and the second corre-
spondence, and sends the second correspondence to the
network element management device. The first network
management device sends the first correspondence to the
network element management device.

[0113] In a third implementation, the network element
management device receives both the first correspondence
and the second correspondence from the first network man-
agement device. For example, the first network management
device determines both the first operation and maintenance
service that can be undertaken by the first network manage-
ment device and the second operation and maintenance
service that the first network management device expects to
lease the second network management device to provide,
that is, the first network management device determines the
first correspondence (the correspondence between the first
network management device and the first operation and
maintenance service) and the second correspondence (the
correspondence between the second network management
device and the second operation and maintenance service).
The first network management device sends the first corre-
spondence and the second correspondence to the network
element management device. In this implementation, the
first network management device directly sends the first
correspondence and the second correspondence to the net-
work element management device, that is, the first network
management device notifies the network element manage-
ment device of an operation and maintenance service that
each of the first network management device and the second
network management device can provide.

[0114] Step 303: The network element management
device receives third operation and maintenance service
information, where the third operation and maintenance
service information is used to describe a third operation and
maintenance service. If the third operation and maintenance
service information is from the first network management
device, and the third operation and maintenance service
belongs to the first operation and maintenance service, the
network element management device executes the third
operation and maintenance service. Alternatively, if the third
operation and maintenance service information is from the
second network management device, and the third operation
and maintenance service belongs to the second operation
and maintenance service, the network element management
device executes the third operation and maintenance service.
[0115] For example, the first network management device
provides the first operation and maintenance service (for
example, a PM service), and the second network manage-
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ment device is responsible for the second operation and
maintenance service (for example, a CM service and an FM
service). When the network element management device
receives the third operation and maintenance service infor-
mation sent by the second network management device, the
third operation and maintenance service information is used
to describe the third operation and maintenance service. If
the third operation and maintenance service belongs to the
second operation and maintenance service, for example, the
third operation and maintenance service is a CM service, the
network element management device determines, based on
the second correspondence, that the CM service is provided
by the second network management device, and the network
element management device executes the CM service. For
example, the network element management device creates a
managed object instance (managed object instance, MOI),
and sends a reply message of creating a managed object
instance to the second network management device. The
reply message includes a CM attribute list and a status of
creating a managed object instance (for example, “stored” or
“not stored”).

[0116] Alternatively, when the network element manage-
ment device receives the third operation and maintenance
service information sent by the second network management
device, if the third operation and maintenance service does
not belong to the second operation and maintenance service
(for example, the third operation and maintenance service is
PM), the network element management device determines,
based on the second correspondence, that the third operation
and maintenance service is not provided by the second
network management device. The network element manage-
ment device does not execute the third operation and main-
tenance service. Optionally, the network element manage-
ment device further sends a permission indication message
to the second network management device. The permission
indication message is used to notify the second network
management device that the third operation and maintenance
service is inconsistent with the second operation and main-
tenance service that can be provided by the second network
management device.

[0117] Optionally, if the third operation and maintenance
service information is from the first network management
device, before the first network device sends the third
operation and maintenance service information to the net-
work element management device, the method further
includes: The first network device determines that the third
operation and maintenance service information belongs to
the first operation and maintenance service. In other words,
the first network device first determines that the first network
device has a permission to provide the third operation and
maintenance service, and then the first network device sends
the third operation and maintenance service information to
the network element management device. Similarly, if the
third operation and maintenance service information is from
the second network management device, before the second
network device sends the third operation and maintenance
service information to the network element management
device, the method further includes: The second network
device determines that the third operation and maintenance
service information belongs to the second operation and
maintenance service. In other words, the second network
device first determines that the first network device has a
permission to provide the second operation and maintenance
service, and then the second network device sends the third
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operation and maintenance service information to the net-
work element management device.

[0118] In this embodiment of this application, the first
network management device and the second network man-
agement device collaborate to provide an operation and
maintenance service for a network of the user of the enter-
prise. The network element management device receives the
first operation and maintenance service information and/or
the second operation and maintenance service information.
The first operation and maintenance service information is
used to describe the first operation and maintenance service
provided by the first network management device, and the
second operation and maintenance service information is
used to describe the second operation and maintenance
service provided by the second network management
device. In other words, each of the first network manage-
ment device and the second network management device has
a network management permission. Network management
devices of at least two parties collaborate to provide a
network operation and maintenance service for the enter-
prise network. This can prevent a risk of privacy data
leakage caused by a reason that all network operation and
maintenance services are provided by the operator, and
reduce network operation and maintenance costs undertaken
by the enterprise.

[0119] For example, the first network management device
is an NMS deployed by the enterprise, and the second
network management device is an NMS deployed by the
operator. Alternatively, the first network management device
is an NMS deployed by the operator, and the second network
management device is an NMS deployed by the enterprise.
Alternatively, the first network management device belongs
to an NMS deployed by a first enterprise, the second
network management device belongs to an NMS deployed
by a second enterprise, and the first enterprise and the
second enterprise may be a same enterprise or different
enterprises. The following embodiment uses an example in
which the first network management device is the NMS
deployed by the enterprise and the second network manage-
ment device is the NMS deployed by the operator for
description.

[0120] Refer to FIG. 4. This application provides another
embodiment of a network management method. This
embodiment corresponds to the technical solution in the first
implementation of step 302 in the embodiment correspond-
ing to FIG. 3. In other words, the network element manage-
ment device receives both the first correspondence and the
second correspondence from the second network manage-
ment device.

[0121] Step 401a: A first network management device
determines network management permission information A.

[0122] For example, the first network management device
determines a first operation and maintenance service that can
be undertaken by the first network management device. The
first network management device determines the network
management permission information A based on the first
operation and maintenance service. The network manage-
ment permission information A includes the first operation
and maintenance service provided by the first network
management device. Optionally, the network management
permission information A further includes a second opera-
tion and maintenance service provided by a second network
management device.
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[0123] In an implementation, the first network manage-
ment device obtains profile information, where the profile
information is used to describe the network management
permission information A. For example, a profile template is
configured in the first network management device, or the
first network management device receives a profile template
from the second network management device. For example,
the profile template may be a document, and the profile
template includes various preset attributes. For example, as
shown in Table 1, the preset attribute includes an operation
and maintenance service attribute provided by the first
network management device. Optionally, the preset attribute
further includes one or more of the following: an attribute of
an operation and maintenance service expected to be pro-
vided by the second network management device, an effec-
tive time attribute, an expiration time attribute, a location
attribute of a user of an enterprise, and the like. Then, the
first network management device determines the first opera-
tion and maintenance service that can be undertaken by the
first network management device. Optionally, the first net-
work management device further determines the second
operation and maintenance service expected to be provided
by the second network management device. Then, related
information is written based on the preset attribute in the
profile template, to obtain the profile information (as shown
in Table 1).

[0124] Step 4015: The first network management device
sends the network management permission information A to
the second network management device. Correspondingly,
the second network management device receives the net-
work management permission information A from the first
network management device.

[0125] The first network management device sends the
network management permission information A to the sec-
ond network management device, which may be either of the
following two cases:

[0126] Case 1: If the network management permission
information A includes the first operation and maintenance
service provided by the first network management device,
the first network management device sends the first opera-
tion and maintenance service information or a first corre-
spondence to the second network management device. The
first correspondence is a correspondence between the first
network management device and the first operation and
maintenance service.

[0127] Case 2: If the network management permission
information A includes the first operation and maintenance
service and the second operation and maintenance service,
the first network management device sends the first corre-
spondence and a second correspondence to the second
network management device. The second correspondence is
a correspondence between the second network management
device and the second operation and maintenance service.
For example, the first network management device sends the
profile information shown in Table 1 to the second network
management device, where the profile information includes
the network management permission information A.

[0128] Through this step, the first network management
device initiates negotiation on network management permis-
sions for the two NMSs with the second network manage-
ment device.
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[0129] Step 402: The second network management device
generates identifier information.

[0130] Step 402 is an optional step. For example, this step
may be applied to one or more of the following two
scenarios. In a scenario 1, the identifier information includes
a first identifier. In a scenario 2, the identifier information
includes a second identifier.

[0131] Scenario 1: When the second network management
device provides a network operation and maintenance ser-
vice for a plurality of enterprises, the second network
management device generates the first identifier to distin-
guish between different users of the enterprises.

[0132] Ifthere is a one-to-one correspondence between the
user of the enterprise and the network management device,
that is, when one network management device provides the
service for only a user of one enterprise, the first identifier
may be used to identify the first network management
device, or used to identify a user of an enterprise corre-
sponding to the first network management device.

[0133] If one network management device provides ser-
vices for a plurality of users, the first identifier may be used
to identify different users of the enterprises. For example, if
the first network management device may be leased by a
user of a first enterprise, or may be leased by a user of a
second enterprise, the first identifier includes an identifier of
the user of the first enterprise and an identifier of the user of
the second enterprise.

[0134] For example, when the first identifier is used to
identify a user of an enterprise, the second network man-
agement device generates one account 1D for the user of the
enterprise as identifier information of the user of the enter-
prise. For example, an identifier A is generated for a user of
an enterprise A, and an identifier B is generated for a user of
an enterprise B.

[0135] Scenario 2: When a system includes network man-
agement devices corresponding to a plurality of operators,
the second identifier is used to identify different operators.
For example, an NMS layer of the system includes three
network management devices: a network management
device A, a network management device B, and a network
management device C. The network management device A
is an NMS deployed by the enterprise, the network man-
agement device B is an NMS deployed by a first operator,
and the network management device C is an NMS deployed
by a second operator. The network management device A,
the network management device B, and the network man-
agement device C jointly provide a network operation and
maintenance service for the user of the enterprise. For
example, the first operator is a primary operator that pro-
vides the network operation and maintenance service, and
the second operator is a secondary operator that provides the
network operation and maintenance service. The network
management device B is the second network management
device in this step. After the network management device B
receives network management permission information sent
by the network management device C, the network man-
agement device B generates an identifier C for an operator
corresponding to the network management device C, to
differentiate the operator corresponding to the network man-
agement device C. The identifier C is used to identify the
operator corresponding to the network management device
C. When the network management device B sends a network
management permission to the network element manage-
ment device, the identifier C is carried, so that the network
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element management device distinguishes a network man-
agement permission of the secondary operator.

[0136] The identifier information can be used as an index
in subsequent steps. When the first network management
device, the second network management device, and the
network element management device send interaction infor-
mation to each other, the interaction information carries the
identifier information. When receiving the interaction infor-
mation, the first network management device, the second
network management device, or the network element man-
agement device may determine, based on the identifier
information, a user of an enterprise or an operator corre-
sponding to the received interaction information. In the
following embodiment, a function of the identifier informa-
tion is similar to that described herein. For ease of descrip-
tion, the following embodiment uses an example in which
the identifier information is the first identifier, and the first
identifier is used to identify the user of the enterprise for
description. For example, identifier information generated
by the second network management device for a user of an
enterprise A is an identifier A.

[0137] Optionally, the solution further includes the fol-
lowing step: The second network management device
obtains geographical location information of the user of the
enterprise from the profile information. The second network
management device queries, based on a geographical loca-
tion of the user of the enterprise, a target network element
near the location of the user of the enterprise. For example,
the second management device queries, based on the geo-
graphical location (for example, “XX city in XX province™)
of the user of the enterprise, the target network element (for
example, a base station A) closest to the geographical
location, and then the second network management device
determines a target network element management device
closest to the target network element. In this way, the target
network element management device can manage the target
network element nearby, reducing a delay of interaction
between the target network element management device and
the target network element. Optionally, the network element
management device in the following steps may be the target
network element management device.

[0138] Step 403a: The second network management
device sends the identifier information to the first network
management device. Correspondingly, the first network
management device receives the identifier information from
the second network management device.

[0139] For example, the second network management
device sends the identifier information to the first network
management device by using a first message.

[0140] Optionally, the first message may further carry an
IP address of the network element management device. The
first network management device may communicate with
the network element management device based on the IP
address of the network element management device.

[0141] Optionally, the first message or the identifier infor-
mation is further used to notify the first network manage-
ment device that the second network management device
agrees to (or determines) division of management permis-
sions of both the first network management device and the
second network management device for the network man-
agement permission information.

[0142] In this step, the second network management
device sends the generated identifier information to the first
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network management device. When step 402 is not per-
formed, this step may not be performed.

[0143] In step 403a, if the second network management
device has no objection to the network management per-
mission information in the profile information, in other
words, if the second network management device deter-
mines the network management permission information in
the profile information, the second network management
device performs the following step 4035. Optionally, if the
second network management device has an objection to the
network management permission information in the profile
information, in other words, if the second network manage-
ment device denies the network management permission
information in the profile information, the method in this
embodiment further includes the following step: The second
network management device sends a first feedback message
to the first network management device, where the first
feedback message indicates that the second network man-
agement device has the objection to the network manage-
ment permission information. After receiving the first feed-
back message, the first network management device updates
the network management permission information, and modi-
fies the second operation and maintenance service for which
the second network management device is responsible, for
example, updates a second operation and maintenance ser-
vice A to a second operation and maintenance service B.
Then, step 401 is performed again. The first network man-
agement device sends updated profile information to the
second network management device, so that the first net-
work management device and the second network manage-
ment device can agree on a division result of management
permissions for the two NMSs.

[0144] Step 40356: The second network management
device sends network management permission information
B to the network element management device. The network
element management device receives the network manage-
ment permission information B. Optionally, the network
management permission information B carries the identifier
information.

[0145] For example, the second network management
device sends the network management permission informa-
tion B to the network element management device by using
a first service information transfer request.

[0146] Optionally, before step 4035, the method further
includes: The second network management device deter-
mines the network management permission information B.
[0147] For the case 1 in step 4015, if the network man-
agement permission information A includes the first opera-
tion and maintenance service provided by the first network
management device, before step 4035, the method further
includes: The second network management device deter-
mines the network management permission information B
based on the network management permission information
A. For example, the second network management device
determines, based on the first operation and maintenance
service in the network management permission information
A, that an operation and maintenance service other than the
first operation and maintenance service is the second opera-
tion and maintenance service provided by the second net-
work management device.

[0148] For the case 2 in step 4015, if the network man-
agement permission information A includes the first opera-
tion and maintenance service and the second operation and
maintenance service, before step 4035, the method further
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includes: The second network management device deter-
mines the network management permission information B
based on the network management permission information
A. For example, the network management permission infor-
mation B may be the same as the network management
permission information A, or may be different from the
network management permission information A.

[0149] The following are cases in which the network
management permission information B is different from the
network management permission information A: For
example, the second network management device receives
the network management permission information A, and
may modify the network management permission. For
example, the network element management permission A
includes the second operation and maintenance service
provided by the second network management device. For
example, the second operation and maintenance service is a
CM service, and the second network management device
may modify the CM service into a subset A of an operation
of the operation and maintenance service in a CM type, to
obtain the network management permission information B.
Optionally, the second network management device further
sends the network management permission information B to
the first network management device.

[0150] For example, after the second network manage-
ment device receives the profile information, the second
network management device determines division of man-
agement permissions of both the first network management
device and the second network management device.
[0151] For example, the second network management
device sends the first service information transfer request to
the network element management device based on the IP
address of the network element management device. Option-
ally, the IP address of the network element management
device is configured in the second network management
device.

[0152] Optionally, the second network management
device sends an IP address of the first network management
device to the network element management device. For
example, the second network management device obtains
the IP address of the first network management device from
the profile information. The network element management
device may communicate with the first network manage-
ment device based on the IP address of the first network
management device.

[0153] It should be noted that step 403« and step 4035 are
not limited in a time sequence. Step 403a and step 4035 may
be performed at the same time. Alternatively, step 403a may
be performed before step 4035. Alternatively, step 403a may
be performed after step 4035.

[0154] Step 404a: After the first network management
device receives the identifier information sent by the second
network management device, the first network management
device stores the identifier information. Optionally, the first
network management device stores the IP address of the
network element management device carried in the first
message.

[0155] Step 4045: After the network element management
device receives the network management permission infor-
mation B from the second network management device, the
network element management device associates the identi-
fier information in the first service information transfer
request with the network management permission informa-
tion B.
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[0156] In the network management permission informa-
tion B, the correspondence between the first network man-
agement device and the first operation and maintenance
service is referred to as the “first correspondence”, and the
correspondence between the second network management
device and the second operation and maintenance service is
referred to as the “second correspondence”.

[0157] The network element management device deter-
mines a first association relationship between the identifier
information and the first correspondence, and a second
association relationship between the identifier information
and the second correspondence. When the second network
management device provides a network operation and main-
tenance service for the users of the plurality of enterprise,
the network element management device may distinguish
between network operation and maintenance permissions of
different users of the enterprises by determining the first
association relationship and the second association relation-
ship. For example, the identifier A is used to identify the user
of the enterprise A. A correspondence between a network
management device of the enterprise A and the first opera-
tion and maintenance service is a first correspondence A. A
correspondence between a network management device of
the operator and the second operation and maintenance
service is a second correspondence A. The identifier B is
used to identify the user of the enterprise B. A correspon-
dence between a network management device of the enter-
prise B and the first operation and maintenance service is a
first correspondence B. A correspondence between the net-
work management device of the operator and the second
operation and maintenance service is a second correspon-
dence B. The network element management device can
determine a network operation and maintenance permission
of the user of the enterprise A by determining the first
association relationship A between the identifier A and the
first correspondence A, and the second association relation-
ship A between the identifier A and the second correspon-
dence A. The network element management device can
determine a network operation and maintenance permission
of the user of the enterprise B by determining the first
association relationship B between the identifier B and the
first correspondence B, and the second association relation-
ship B between the identifier B and the second correspon-
dence B.

[0158] It should be noted that step 4045 is an optional step.
For example, when the second network management device
provides a network operation and maintenance service for a
user of one enterprise, step 4045 may not be performed.
[0159] When step 4045 is performed, step 404a and step
4045 are not limited in a time sequence. Step 404a and step
4045 may be performed at the same time. Alternatively, step
404a may be performed before step 4045. Alternatively, step
404a may be performed after step 4045.

[0160] Step 405a: The first network management device
sends a first storage state to the second network management
device. Correspondingly, the second network management
device receives the first storage state from the first network
management device.

[0161] For example, the first network management device
sends the first storage state by using a first state reply.
[0162] Optionally, the first state reply includes the iden-
tifier information and the first storage state. The first storage
state indicates whether the first network management device
successfully stores the identifier information. For example,
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the first storage state includes a state flag bit. For example,
when the flag bit is “1”, the first storage state indicates that
the first network management device successfully stores the
identifier information. When the flag bit is “0”, the first
storage state indicates that the first network management
device fails to store the identifier information. If the first
network management device fails to store the identifier
information, the first state reply triggers the second network
management device to resend the identifier information to
the first network management device.

[0163] Step 40556: The network element management
device sends a second storage state to the second network
management device. Correspondingly, the second network
management device receives the second storage state from
the network element management device.

[0164] For example, the network element management
device may send the second storage state by using a second
state reply.

[0165] Optionally, the second state reply includes the
identifier information and the second storage state. The
second storage state indicates whether the network element
management device successfully associates and stores the
identifier information and the network management permis-
sion information. The second storage state includes a state
flag bit. For example, when the flag bit is “1”, the first
storage state indicates that the identifier information and the
network management permission information are success-
fully associated and stored. When the flag bit is “0”, the first
storage state indicates that the identifier information and the
network management permission information fail to be
associated and stored. If the first storage state indicates that
the identifier information and the network management
permission information fail to be associated and stored, the
second state reply triggers the second network management
device to resend the identifier information and the network
management permission information to the network element
management device.

[0166] It should be noted that step 405a and step 4055 are
not limited in a time sequence. Step 405a and step 4055 may
be performed at the same time. Alternatively, step 405a may
be performed before step 4055. Alternatively, step 405a may
be performed after step 4055. Step 405a and step 4055 are
optional steps, or may not be performed.

[0167] Step 409: The network element management
device receives third operation and maintenance service
information, where the third operation and maintenance
service information is used to describe a third operation and
maintenance service. If the third operation and maintenance
service information is from the first network management
device, and the third operation and maintenance service
belongs to the first operation and maintenance service, the
network element management device executes the third
operation and maintenance service. Alternatively, if the third
operation and maintenance service information is from the
second network management device, and the third operation
and maintenance service belongs to the second operation
and maintenance service, the network element management
device executes the third operation and maintenance service.
[0168] For this step, refer to the description of step 303
corresponding to FIG. 3. Details are not described herein
again.

[0169] In this embodiment, the first network management
device initiates negotiation on the management permissions
for the two NMSs with the second network management
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device. After the second network management device deter-
mines the network management permission information, the
second network management device sends the network
management permission information from the first network
management device to the network element management
device. The first network management device and the second
network management device collaborate to provide an
operation and maintenance service for a user network. Each
of the first network management device and the second
network management device has a separate management
permission. Network management devices of at least two
parties collaborate to provide a network operation and
maintenance service for the enterprise network. This can
prevent a risk of privacy data leakage caused by a reason that
all network operation and maintenance services are provided
by the operator, and reduce network operation and mainte-
nance costs undertaken by the enterprise.

[0170] In this embodiment, the network element manage-
ment device receives the network management permission
information from the second network management device.
To ensure accuracy of the network management permission
information received by the network element management
device, in other words, to ensure that the network manage-
ment permission information stored in the network element
management device meets a requirement of the first network
management device, the first network management device
may further request the network element management
device to verify the network management permission infor-
mation. Optionally, this solution further includes a verifica-
tion process. The verification process may be any one of the
following two solutions: Solution a: The network element
management device performs verification. Refer to steps
406a to 408a. Solution b: The first network management
device performs verification. Refer to steps 4065 to 4085.
[0171] The following is an implementation of the solution
a:

[0172] Step 406a: The first network management device
sends the network management permission information A to
the network element management device. Correspondingly,
the network element management device receives the net-
work management permission information A from the first
network management device.

[0173] For example, the first network management device
sends the network management permission information A to
the network element management device by using a first
verification request A. The first verification request A indi-
cates the network element management device to verify the
network management permission information A.

[0174] For ease of description, the network management
permission information A indicates network management
permission information in the first network management
device, and the network management permission informa-
tion B indicates network management permission informa-
tion in the network element management device.

[0175] The first verification request A includes the net-
work management permission information A. Optionally,
the first verification request A further includes the identifier
information. The identifier information is used to identify
the first network device or the user of the enterprise corre-
sponding to the first network device.

[0176] For example, in the network management permis-
sion information A, a correspondence between the first
network management device and the first operation and
maintenance service is referred to as a “third correspon-
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dence”, and the correspondence between the second network
management device and the second operation and mainte-
nance service is referred to as a “fourth correspondence”.
The network management permission information B
includes the “first correspondence” and the “second corre-
spondence”. It should be noted that each of the “first
correspondence” and the “third correspondence” is a corre-
spondence between the first network management device
and the first operation and maintenance service, and is only
used to distinguish between the “correspondence between
the first network management device and the first operation
and maintenance service” in the network element manage-
ment device and the “correspondence between the first
network management device and the first operation and
maintenance service” in the first network management
device. The “correspondence between the first network
management device and the first operation and maintenance
service” in the network element management device is
referred to as the “first correspondence”. The “correspon-
dence between the first network management device and the
first operation and maintenance service” in the first network
management device is referred to as the third correspon-
dence. Similarly, each of the “second correspondence” and
the “fourth correspondence” is a correspondence between
the second network management device and the second
operation and maintenance service.

[0177] Step 407a: The network element management
device obtains a first verification result A based on the
network management permission information A and the
network management permission information B.

[0178] The network eclement management device deter-
mines the first verification result A based on the first corre-
spondence, the second correspondence, the third correspon-
dence, and the fourth correspondence. The first verification
result A includes a verification success or a verification
failure. The verification success indicates that the first cor-
respondence is consistent with the third correspondence, and
the second correspondence is consistent with the fourth
correspondence. The verification failure indicates that the
first correspondence is inconsistent with the third correspon-
dence, or the second correspondence is inconsistent with the
fourth correspondence, or the first correspondence is incon-
sistent with the third correspondence, and the second cor-
respondence is inconsistent with the fourth correspondence.
[0179] Step 408a: The network element management
device sends the first verification result A to the first network
management device. Correspondingly, the first network
management device receives the first verification result A
from the network element management device.

[0180] For example, the network element management
device may send the first verification result A by using first
reply information. Optionally, the first reply information
further includes the identifier information.

[0181] When the first verification result indicates a veri-
fication success, it indicates that division of the management
permissions for the two NMSs stored in the network element
management device meets the requirement of the first net-
work management device. When the first verification result
indicates a verification failure, it indicates that division of
management permissions for the two NMSs stored in the
network element management device does not meet the
requirement of the first network management device, and the
first reply information triggers the first network management
device to perform another process. For example, the first
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network management device resends the network manage-
ment permission information A to the second network man-
agement device, to query whether the network management
permission information B sent by the second network man-
agement device to the network element management device
is consistent with the resent network management permis-
sion information A. The another process performed by the
first network management device is not described herein. In
short, when the first verification result indicates the verifi-
cation failure, the first network management device renego-
tiates on the network management permissions for the two
NMSs with the second network management device, to
ensure that the first network management device, the second
network management device, and the network element man-
agement device agree on the network management permis-
sions for the two NMSs. Optionally, the network element
management device associates the first verification result
with the identifier information. The first verification result is
associated with the identifier information, so that when there
are users of a plurality of enterprises in the system, verifi-
cation results of different users of the enterprises can be

distinguished.
[0182] The following is an implementation of the solution
b.

[0183] Step 4065: The network element management
device sends the network management permission informa-
tion B to the first network management device. Correspond-
ingly, the first network management device receives the
network management permission information B from the
network element management device.

[0184] For example, the network element management
device sends the network management permission informa-
tion B to the first network management device by using a
first verification request B. Optionally, the first verification
request B includes the identifier information.

[0185] For example, in step 4034, the first service infor-
mation transfer request includes the IP address of the first
network management device (for example, obtained from
the profile information). The network element management
device may send the first verification request B to the first
network management device based on the IP address of the
first network management device. The first verification
request B indicates the first network management device to
verify the network management permission information B.
[0186] Step 4075: The first network management device
obtains the first verification result B based on the network
management permission information B and the network
management permission information A.

[0187] The first network management device determines
the first verification result B based on the first correspon-
dence, the second correspondence, the third correspondence,
and the fourth correspondence. The first verification result B
includes a verification success or a verification failure. The
verification success indicates that the first correspondence is
consistent with the third correspondence, and the second
correspondence is consistent with the fourth correspon-
dence. The verification failure indicates that the first corre-
spondence is inconsistent with the third correspondence, or
the second correspondence is inconsistent with the fourth
correspondence, or the first correspondence is inconsistent
with the third correspondence, and the second correspon-
dence is inconsistent with the fourth correspondence.
[0188] In step 4085, the first network management device
sends the first verification result B to the network element
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management device. Correspondingly, the network element
management device receives the first verification result B
from the first network management device.

[0189] For example, the first network management device
sends the first verification result B by using first reply
information B. Optionally, the first verification result B
includes the identifier information and the first verification
result B.

[0190] Through the foregoing steps, the network element
management device determines an operation and mainte-
nance service for which each of the first network manage-
ment device and the second network management device is
responsible.

[0191] In this embodiment, the first network management
device initiates negotiation on the management permissions
for the two NMSs with the second network management
device. After the second network management device deter-
mines the network management permission information, the
second network management device sends the network
management permission information from the first network
management device to the network element management
device. Then, the first network management device may
determine the network management permission information
with the network element management device, or the net-
work element management device may determine the net-
work management permission information with the first
network management device. In this case, the management
permissions for the two NMSs are determined between the
three devices, namely, the first network management device,
the second network management device, and the network
element management device. The first network management
device, the second network management device, and the
network element management device agree on the manage-
ment permissions for the two NMSs.

[0192] Refer to FIG. 5A and FIG. 5B. This application
provides another embodiment of a network management
method. This embodiment corresponds to the technical
solution in the second implementation of step 302 in the
embodiment corresponding to FIG. 3. A main difference
between this embodiment and the embodiment correspond-
ing to FIG. 4 lies in that: In the embodiment corresponding
to FIG. 4, the second network management device sends the
network management permission information to the network
element management device. In this embodiment, a first
network management device and a second network man-
agement device notify a network element management
device of an operation and maintenance service that each of
the first network management device and the second net-
work management device can provide.

[0193] Step 501a: A first network management device
determines network management permission information A.
[0194] This step is similar to step 401a in the embodiment
corresponding to FIG. 4. For this step, refer to the descrip-
tion of step 401a. Details are not described herein again.
[0195] Step 5015: The first network management device
sends network management permission information A to the
second network management device. Correspondingly, the
second network management device receives the network
management permission information A from the first net-
work management device.

[0196] This step is similar to step 4015 in the embodiment
corresponding to FIG. 4. For this step, refer to the descrip-
tion of step 4015. Details are not described herein again.
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[0197] Step 502: The second network management device
generates identifier information.

[0198] For step 502, refer to the description of step 402 in
the embodiment corresponding to FIG. 4. For the identifier
information in step 502, refer to the description of the
identifier information in step 402. Details are not described
herein again.

[0199] It should be noted that step 502 is an optional step,
and may be not performed. The following step 503a, step
504a, and step 505q are steps related to interaction between
the first network management device and the second net-
work management device. The following step 5035, step
5045, and step 5055 are steps related to interaction between
the second network management device and the network
element management device.

[0200] Step 503a: The second network management
device sends the identifier information to the first network
management device. Correspondingly, the first network
management device receives the identifier information from
the second network management device.

[0201] For example, the second network management
device sends the identifier information by using a second
message.

[0202] Optionally, the second message further carries an
1P address of the network element management device.
[0203] Optionally, the second message may be further
used to notify the first network management device that the
second network management device agrees to (or deter-
mines) division of management permissions for the two
NMSs in the network management permission information.
The second network management device sends the IP
address of the network element management device to the
first network management device. The IP address of the
network element management device is used for communi-
cation between the first network management device and the
network element management device.

[0204] In step 503a, if the second network management
device has no objection to the network management per-
mission information in profile information, in other words,
if the second network management device determines that
the second operation and maintenance service can be pro-
vided for the user of the enterprise, the second network
management device performs the following step 503b.
Optionally, if the second network management device has an
objection to the network management permission informa-
tion in the profile information, in other words, if the second
network management device denies the network manage-
ment permission information in the profile information, the
method in this embodiment further includes the following
step: The second network management device sends a
second feedback message to the first network management
device, where the second feedback message indicates that
the second network management device has the objection to
the network management permission information. After
receiving the second feedback message, the first network
management device updates the network management per-
mission information, and modifies the second operation and
maintenance service for which the second network manage-
ment device is responsible, for example, updates a second
operation and maintenance service A to a second operation
and maintenance service B. Then, step 501 is performed
again. The first network management device sends updated
profile information to the second network management
device, so that the first network management device and the
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second network management device can agree on a division
result of management permissions for the two NMSs.
[0205] Step 50356: The second network management
device sends a second correspondence between the second
network management device and the second operation and
maintenance service to the network element management
device. Correspondingly, the network element management
device receives the second correspondence from the second
network management device.

[0206] Optionally, before step 5035, the method further
includes: The second network management device deter-
mines the second correspondence based on the network
management permission information A received in step
5015.

[0207] If the network management permission informa-
tion A includes the first operation and maintenance service
provided by the first network management device, before
step 5034, the method further includes: The second network
management device determines the second correspondence
based on the network management permission information
A. For example, the second network management device
determines, based on the first operation and maintenance
service in the network management permission information
A, that an operation and maintenance service other than the
first operation and maintenance service is the second opera-
tion and maintenance service provided by the second net-
work management device. Then, the second correspondence
is determined.

[0208] If the network management permission informa-
tion A includes the first operation and maintenance service
and the second operation and maintenance service, before
step 5034, the method further includes: The second network
management device determines the second correspondence
based on the network management permission information
A.

[0209] For example, the second network management
device sends the second correspondence by using a second
service information transfer request. Optionally, the second
service information transfer request further includes the
identifier information.

[0210] For example, after the second network manage-
ment device determines that the second operation and main-
tenance service can be provided for the user of the enter-
prise, the second network management device sends the
second service information transfer request to the network
element management device. Optionally, the second net-
work management device obtains an [P address of the first
network management device in the profile information, and
the second service information transfer request further
includes the IP address of the first network management
device. The IP address of the first network management
device is used by the network element management device
to communicate with the first network management infor-
mation.

[0211] This step is a main step different from the embodi-
ment in FIG. 4. A main difference between this step and step
4035 in the embodiment corresponding to FIG. 4 lies in that,
in step 4035, the network management permission informa-
tion sent by the second network management device to the
network element management device includes a correspon-
dence between the first network management device and the
first operation and maintenance service, and a correspon-
dence between the second network management device and
the second operation and maintenance service. In this step,
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the second network management device sends, to the net-
work element management device, the second operation and
maintenance service for which the second network manage-
ment device is responsible, that is, the second network
management device sends a second correspondence between
the second network management device and the second
operation and maintenance service to the network element
management device.

[0212] It should be noted that step 503« and step 5035 are
not limited in a time sequence. Step 503a and step 5035 may
be performed at the same time. Alternatively, step 503a may
be performed before step 5035. Alternatively, step 503a may
be performed after step 5035.

[0213] Step 504a: After the first network management
device receives the identifier information sent by the second
network management device, the first network management
device stores the identifier information. Optionally, the first
network management device stores the IP address of the
network element management device.

[0214] Step 5045: After the network element management
device receives the second correspondence, the network
element management device associates the identifier infor-
mation with the second correspondence.

[0215] In this embodiment, the correspondence between
the second network management device and the second
operation and maintenance service in the network element
management device is referred to as the “second correspon-
dence”. The network element management device may
establish an association relationship between the identifier
information and the “second correspondence”. When the
second network management device provides a network
operation and maintenance service for users of a plurality of
enterprises, the network element management device may
distinguish between network operation and maintenance
permissions of users of different enterprises by establishing
the association relationship between the identifier informa-
tion and the “second correspondence”.

[0216] It should be noted that step 504a and step 5045 are
not limited in a time sequence. Step 504a and step 5045 may
be performed at the same time. Alternatively, step 504a may
be performed before step 5045. Alternatively, step 504a may
be performed after step 5045. Step 504a and step 5045 are
optional steps, or may not be performed.

[0217] Step 505a: The first network management device
sends a third storage state to the second network manage-
ment device. Correspondingly, the second network manage-
ment device receives the third storage state from the first
network management device.

[0218] For example, the first network management device
sends the third storage state by using a third state reply.

[0219] Optionally, the third state reply further includes the
identifier information. The third storage state indicates
whether the first network management device successfully
stores the identifier information.

[0220] This step is similar to step 405a in the embodiment
corresponding to FIG. 4. Refer to the description of step
405a. Details are not described herein again.

[0221] Step 505b6: The network element management
device sends a fourth storage state to the second network
management device. Correspondingly, the second network
management device receives the fourth storage state from
the network element management device.
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[0222] For example, the network element management
device sends the fourth storage state by using a fourth state
reply.

[0223] Optionally, the fourth state reply further includes
the identifier information. The fourth storage state indicates
whether the network element management device success-
fully stores the second correspondence and the identifier
information. A fourth storage state A indicates that the
second correspondence and the identifier information are
successfully stored. A fourth storage state B indicates that
the second correspondence and the identifier information fail
to be stored. When the fourth storage state B indicates that
the second correspondence and the identifier information fail
to be stored, the fourth state reply triggers the second
network management device to resend the identifier infor-
mation and the second correspondence to the network ele-
ment management device.

[0224] It should be noted that step 505a and step 5055 are
not limited in a time sequence. Step 505a and step 5055 may
be performed at the same time. Alternatively, step 505a may
be performed before step 50556. Alternatively, step 505a may
be performed after step 5055. Step 505a and step 5055 are
optional steps, or may not be performed.

[0225] Step 506: The first network management device
sends a first correspondence between the first network
management device and the first operation and maintenance
service to the network element management device. Corre-
spondingly, the network element management device
receives the first correspondence between the first network
management device and the first operation and maintenance
service from the first network management device.

[0226] For example, the first network management device
sends the first network management device by using a third
service information transfer request.

[0227] Optionally, the third service information transfer
request may further include the identifier information.

[0228] This step is another main step different from the
embodiment corresponding to FIG. 4. In the embodiment
corresponding to FIG. 4, the network management permis-
sion information (including the correspondence between the
first network management device and the first operation and
maintenance service, and the correspondence between the
second network management device and the second opera-
tion and maintenance service) in the network element man-
agement device is received from the second network man-
agement device. In this step, the first network management
device also needs to send, to the network element manage-
ment device, the first operation and maintenance service that
can be undertaken by the first network management device.
In other words, the correspondence (also referred to as the
“first correspondence™) between the first network manage-
ment device and the first operation and maintenance service
in the network element management device is received from
the first network management device.

[0229] Step 507: After the network element management
device receives the first correspondence between the first
network management device and the first operation and
maintenance service, the network element management
device associates the identifier information with the first
correspondence.

[0230] Step 508: The network element management
device sends a fifth storage state to the first network man-
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agement device. Correspondingly, the first network manage-
ment device receives the fifth storage state from the network
element management device.

[0231] For example, the network element management
device sends the fifth storage state by using a fifth state reply.
[0232] Optionally, the fifth state reply further includes the
identifier information. A fifth storage state A indicates that
the identifier information and the first correspondence are
successfully associated and stored. A fifth storage state B
indicates that the identifier information and the first corre-
spondence fail to be associated and stored. Optionally, when
the fifth storage state B indicates the storage failure, the fifth
state reply triggers the first network management device to
resend the first correspondence and the identifier informa-
tion to the network element management device.

[0233] Step 507 and step 508 are optional steps, and may
not be performed.

[0234] Step 509: The network element management
device associates the first correspondence with the second
correspondence.

[0235] When the second network management device
provides a network operation and maintenance services for
users of the plurality of enterprises, the network element
management device may associate, based on the identifier
information, the first operation and maintenance service
provided by the first network management device with the
second operation and maintenance service provided by the
second network management device, to obtain network
management permission information of users of different
enterprises. It may be understood that the associating the
identifier information with the network management per-
mission information may also mean to establish an associa-
tion relationship between the identifier information and the
first correspondence, and establishing an association rela-
tionship between the identifier information and the second
correspondence.

[0236] Step 513: The network element management
device receives third operation and maintenance service
information, where the third operation and maintenance
service information is used to describe a third operation and
maintenance service. If the third operation and maintenance
service information is from the first network management
device, and the third operation and maintenance service
belongs to the first operation and maintenance service, the
network element management device executes the third
operation and maintenance service. Alternatively, if the third
operation and maintenance service information is from the
second network management device, and the third operation
and maintenance service belongs to the second operation
and maintenance service, the network element management
device executes the third operation and maintenance service.
[0237] For this step, refer to the description of step 303
corresponding to FIG. 3. Details are not described herein
again.

[0238] In this embodiment, the two NMSs notify the
network element management device of an operation and
maintenance service provided by each of the two NMSs. To
be specific, the first network management device initiates
negotiation on the management permissions for the two
NMSs with the second network management device. After
determining the network management permission informa-
tion, the second network management device sends the
correspondence between the second network management
device and the second operation and maintenance service to
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the network element management device. The first network
management device and the second network management
device collaborate to provide an operation and maintenance
service for a user network. Each of the first network man-
agement device and the second network management device
has a separate management permission. Network manage-
ment devices of at least two parties collaborate to provide a
network operation and maintenance service for the enter-
prise network. This can prevent a risk of privacy data
leakage caused by a reason that all network operation and
maintenance services are provided by the operator, and
reduce network operation and maintenance costs undertaken
by the enterprise.

[0239] In this embodiment, the network element manage-
ment device receives the second correspondence from the
second network management device and receives the first
correspondence from the first network management device.
Therefore, to ensure accuracy of the network management
permission information received by the network element
management device, the network element management
device may perform cross-validation on the first correspon-
dence and the second correspondence. Optionally, for a
verification step, refer to the following solution ¢ and
solution d.

[0240] Solution c: The first network management device
and the second network management device perform veri-
fication. Refer to steps 510a to 512a and steps 51056 to 5125.
Solution d: The network element management device per-
forms verification. Refer to steps 510c¢ to 512¢ and steps
5104 to 512d.

[0241] The following is an implementation of the solution
c

[0242] Step 510a: The network element management
device sends the second correspondence to the first network
management device. Correspondingly, the first network
management device receives the second correspondence
from the network element management device.

[0243] For example, the network element management
device sends the second correspondence by using a second
verification request A. The second correspondence is the
correspondence between the second network management
device and the second operation and maintenance service in
the network element management device.

[0244] Optionally, the second verification request A fur-
ther includes the identifier information.

[0245] Step 51056: The network element management
device sends the first correspondence to the second network
management device. Correspondingly, the second network
management device receives the first correspondence from
the network element management device.

[0246] For example, the network element management
device sends the first correspondence to the second network
management device by using a third verification request A.
The first correspondence is the correspondence between the
first network management device and the first operation and
maintenance service in the network element management
device.

[0247] Optionally, the third verification request includes
the identifier information.

[0248] It should be noted that step 510a and step 5105 are
not limited in a time sequence. Step 510a and step 5105 may
be performed at the same time. Alternatively, step 510a may
be performed before step 5105. Alternatively, step 510a may
be performed after step 5105.



US 2024/0080249 Al

[0249] Step 511a: The first network management device
determines a second verification result A based on the
second correspondence and a fifth correspondence.

[0250] The fifth correspondence is a correspondence
between the second operation and maintenance service and
the second network management device in the first network
management device. The second correspondence is the
correspondence between the second operation and mainte-
nance service and the second network management device in
the network element management device. It should be noted
that each of the second correspondence and the fifth corre-
spondence is a correspondence between the second network
management device and the second operation and mainte-
nance service. In this embodiment, to distinguish between
the “correspondence between the second network manage-
ment device and the second operation and maintenance
service” in the network element management device and the
“correspondence between the second network management
device and the second operation and maintenance service” in
the first network management device, the “correspondence
between the second network management device and the
second operation and maintenance service” in the network
element management device is referred to as the “second
correspondence”, and the “correspondence between the sec-
ond network management device and the second operation
and maintenance service” in the first network management
device may be referred to as the “fifth correspondence”.
[0251] The second verification result A includes a verifi-
cation success or a verification failure. The verification
success indicates that the second correspondence is consis-
tent with the fifth correspondence. The verification failure
indicates that the second correspondence is inconsistent with
the fifth correspondence.

[0252] 512a: The first network management device sends
the second verification result A to the network element
management device. Correspondingly, the network element
management device receives the second verification result A
from the first network management device.

[0253] For example, the first network management device
sends the second verification result A to the network element
management device by using second reply information.
[0254] Optionally, the second reply information further
includes the identifier information.

[0255] If the second verification result A indicates the
verification success, it indicates that the network manage-
ment permission information in the network element man-
agement device meets the requirement of the first network
management device. If the second verification result A
indicates the verification failure, it indicates that the network
management permission information in the network element
management device does not meet the requirement of the
first network management device. The first network man-
agement device needs to perform another process. For
example, the first network management device resends the
correspondence between the first network element manage-
ment device and the first operation and maintenance service
to the network element management device. Alternatively,
the first network management device resends the profile
information.

[0256] Step 5115: The second network management
device determines a third verification result A based on the
first correspondence and a sixth correspondence.

[0257] The sixth correspondence is a correspondence
between the first operation and maintenance service and the
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first network management device in the second network
management device. The first correspondence is the corre-
spondence between the first operation and maintenance
service and the first network management device in the
network element management device. It should be noted that
each of the first correspondence and the sixth correspon-
dence is a correspondence between the first network man-
agement device and the first operation and maintenance
service. In this embodiment, to distinguish between the
“correspondence between the first network management
device and the first operation and maintenance service” in
the network element management device and the “corre-
spondence between the second network management device
and the second operation and maintenance service” in the
second network management device, the “correspondence
between the first network management device and the first
operation and maintenance service” in the network element
management device is referred to as the “first correspon-
dence”, and the “correspondence between the first network
management device and the first operation and maintenance
service” in the second network management device is
referred to as the “sixth correspondence”.

[0258] The third verification result A includes a verifica-
tion success or a verification failure. The verification success
indicates that the first correspondence is consistent with the
sixth correspondence. The verification failure indicates that
the first correspondence is inconsistent with the sixth cor-
respondence.

[0259] Step 512b: The second network management
device sends the third verification result A to the network
element management device. Correspondingly, the network
element management device receives the third verification
result A from the second network management device.
[0260] For example, the second network management
device sends the third verification result to the network
element management device by using third reply informa-
tion A.

[0261] Optionally, the third reply information A includes
the identifier information.

[0262] If the third verification result indicates the verifi-
cation success, it indicates that the network management
permission information in the network element management
device meets a requirement of the second network manage-
ment device. For example, if the third verification result
indicates the verification failure, it indicates that the network
management permission information in the network element
management device does not meet the requirement of the
second network management device. The second network
management device needs to perform another process. For
example, the second network management device sends a
verification failure message to the first network management
device. The verification failure message indicates that both
the first correspondence and the sixth correspondence fail to
be verified. After receiving the verification failure message,
the first network management device resends the profile
information to the second network management device, and
resends the correspondence between the first network man-
agement device and the first operation and maintenance
service to the network element management device.

[0263] It should be noted that step 511a and step 5115 are
not limited in a time sequence. Step 511a and step 5115 may
be performed at the same time. Alternatively, step 511a may
be performed before step 5115. Alternatively, step 511a may
be performed after step 5115. Step 512a and step 5125 are
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not limited in a time sequence. Step 512a and step 5125 may
be performed at the same time. Alternatively, step 512a may
be performed before step 5125. Alternatively, step 512a may
be performed after step 5125.

[0264] Through the foregoing steps, the network element
management device determines an operation and mainte-
nance service for which each of the first network manage-
ment device and the second network management device is
responsible.

[0265] In this embodiment, the network element manage-
ment device separately performs cross-validation on the
correspondence with the first network management device
and the second network management device, that is, the
network element management device verifies the second
correspondence with the first network management device
and verifies the first correspondence with the second net-
work management device. In this case, the management
permissions for the two NMSs are determined between the
three devices, namely, the first network management device,
the second network management device, and the network
element management device. Finally, the first network man-
agement device, the second network management device,
and the network element management device agree on the
management permissions for the two NMSs.

[0266] The following is an implementation of the solution
d:

[0267] Step 510c¢: The first network management device
sends the fifth correspondence to the network element
management device. Correspondingly, the network element
management device receives the fifth correspondence from
the first network management device.

[0268] For example, the first network management device
sends the fifth correspondence by using a second verification
request B. The fifth correspondence is a correspondence
between the second operation and maintenance service and
the second network management device in the first network
management device.

[0269] Step 5104: The second network management
device sends the sixth correspondence to the network ele-
ment management device. Correspondingly, the network
element management device receives the sixth correspon-
dence from the second network management device. The
sixth correspondence is a correspondence between the first
operation and maintenance service and the first network
management device in the second network management
device.

[0270] For example, the second network management
device sends the sixth correspondence to the network ele-
ment management device by using a third verification
request B. The sixth correspondence is a correspondence
between the first operation and maintenance service and the
first network management device in the second network
management device.

[0271] It should be noted that step 510c¢ and step 5104 are
not limited in a time sequence. Step 510c¢ and step 510d may
be performed at the same time. Alternatively, step 510¢ may
be performed before step 5104. Alternatively, step 510¢ may
be performed after step 510d.

[0272] Step 511c¢: The network element management
device determines a second verification result B based on the
second correspondence and the fifth correspondence, and
determines a third verification result B based on the first
correspondence and the sixth correspondence. The second
correspondence is the correspondence between the second
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operation and maintenance service and the second network
management device in the network element management
device. The second verification result B includes a verifica-
tion success or a verification failure. The verification success
indicates that the second correspondence is consistent with
the fifth correspondence. The verification failure indicates
that the second correspondence is inconsistent with the fifth
correspondence. The third verification result B includes a
verification success or a verification failure. The verification
success indicates that the first correspondence is consistent
with the sixth correspondence. The verification failure indi-
cates that the first correspondence is inconsistent with the
sixth correspondence.

[0273] Step 512¢: The network element management
device sends the second verification result B to the first
network management device. Correspondingly, the first net-
work management device receives the second verification
result B from the network element management device.
[0274] For example, the network element management
device sends the second verification result B to the first
network management device by using second reply infor-
mation B.

[0275] If the second verification result B indicates the
verification success, it indicates that the network manage-
ment permission information in the network element man-
agement device meets the requirement of the first network
management device. If the second verification result B
indicates the verification failure, it indicates that the network
management permission information in the network element
management device does not meet the requirement of the
first network management device. The first network man-
agement device needs to perform another process. For
example, the first network management device resends the
correspondence between the first network element manage-
ment device and the first operation and maintenance service
to the network element management device. Alternatively,
the first network management device resends the profile
information.

[0276] The first correspondence is the correspondence
between the first operation and maintenance service and the
first network management device in the network element
management device.

[0277] Step 5124 The network element management
device sends the third verification result B to the second
network management device. Correspondingly, the second
network management device receives the third verification
result B from the network element management device.
[0278] For example, the second network management
device sends the third verification result B to the network
element management device by using third reply informa-
tion B.

[0279] If the third verification result B indicates the veri-
fication success, it indicates that the network management
permission information in the network element management
device meets a requirement of the second network manage-
ment device. For example, if the third verification result
indicates the verification failure, it indicates that the network
management permission information in the network element
management device does not meet the requirement of the
second network management device. The second network
management device needs to perform another process. For
example, the second network management device sends a
verification failure message to the first network management
device. The verification failure message indicates that both
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the first correspondence and the sixth correspondence fail to
be verified. After receiving the verification failure message,
the first network management device resends the profile
information to the second network management device, and
resends the correspondence between the first network man-
agement device and the first operation and maintenance
service to the network element management device.
[0280] It should be noted that step 512¢ and step 5124 are
not limited in a time sequence. Step 512¢ and step 512d may
be performed at the same time. Alternatively, step 512¢ may
be performed before step 5124. Alternatively, step 512¢ may
be performed after step 5124.

[0281] Through the foregoing steps, the network element
management device determines an operation and mainte-
nance service for which each of the first network manage-
ment device and the second network management device is
responsible.

[0282] In this embodiment, the network element manage-
ment device verifies both the second correspondence and the
first correspondence in the network element management
device. In this case, the management permissions for the two
NMSs are determined between the three devices, namely,
the first network management device, the second network
management device, and the network element management
device. Finally, the first network management device, the
second network management device, and the network ele-
ment management device agree on the management permis-
sions for the two NMSs.

[0283] For example, for step 303 in the embodiment
corresponding to FIG. 3, step 409 in the embodiment
corresponding to FIG. 4, and step 513 in the embodiment
corresponding to FIG. 5B, the first network management
device and the second network management device collabo-
rate to perform operation and maintenance management on
the network, and the network element management device
executes third operation and maintenance service based on
the third operation and maintenance service information
from the first network management device or the second
network management device. For details, refer to the fol-
lowing Example 1 and Example 2.

[0284] Example 1: FIG. 6 shows an example in which a
first network management device is an NMS deployed by a
user of an enterprise, a second network management device
is an NMS deployed by an operator, the user of the enter-
prise entrusts a second operation and maintenance service to
the operator, and the second operation and maintenance
service is CM in one application scenario.

[0285] Step 601: The first network management device
sends a request to activate a configuration management
process (activate configuration management process) to the
second network management device. The request to activate
a configuration process includes identifier information of the
user of the enterprise and a network configuration request
(configuration requirement). The network configuration
request indicates a requirement for network configuration.
[0286] Step 602: After the second network management
device receives the request to activate a configuration pro-
cess from the first network management device, the second
network management device queries, based on the identifier
information, network management permission information
associated with the identifier information, and the second
network management device determines whether the second
network management device is responsible for a CM service
of the user of the enterprise. If the second network manage-
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ment device is responsible for the CM service of the user of
the enterprise, the second network management device gen-
erates configuration data based on the network configuration
request.

[0287] Step 601 and step 602 are steps in which the first
network management device triggers the second network
management device to provide the second operation and
maintenance service.

[0288] The following step 603 to step 605 are a process in
which the second network management device sends an
operation and maintenance instruction to a network element
management device, and the network element management
device executes the CM. A difference between the following
step 603 to step 605 and a process of other approaches in
which an NMS delivers a delivery and maintenance instruc-
tion to a network element management device and the
network element management device executes CM is that
the network element management device can verify whether
the second network management device has a permission to
invoke a CM operation.

[0289] Step 603: The second network management device
sends the operation and maintenance instruction to the
network element management device, where the operation
and maintenance instruction includes the identifier informa-
tion and third operation and maintenance service informa-
tion. The third operation and maintenance service informa-
tion is used to describe the CM service, that is, the operation
and maintenance instruction is a request to create a managed
object instance. The request to create a managed object
instance further includes a managed object class (managed
object class), a managed object instance (managed object
instance) identifier, a reference object instance (reference
object instance) identifier, and an attribute list (attribute list).
[0290] Step 604: The network element management
device queries the network management permission infor-
mation associated with the identifier information (for
example, including a correspondence between the first net-
work management device and a first operation and mainte-
nance service, and a correspondence between the second
network management device and the second operation and
maintenance service). The network element management
device verifies, based on the network management permis-
sion information, whether the CM service is provided by the
second network management device. When the network
element management device determines that the CM service
is provided by the second network management device, the
network element management device creates a managed
object instance (managed object instance, MOI).

[0291] Optionally, when the network element manage-
ment device determines that the CM service is not invoked
by the second network management device, the network
element management device sends a permission indication
message to the second network management device. The
permission indication message is used to notify the second
network management device that the third operation and
maintenance service does not belong to the second operation
and maintenance service that can be provided by the second
network management device. The network element manage-
ment device refuses to execute the third operation and
maintenance service.

[0292] Step 605: The network element management
device sends a reply for creating a managed object instance
to the second network management device, where the reply
for creating a managed object instance may include an
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attribute list (attribute list) and a status of creating a man-
aged object instance (for example, “created”).

[0293] Step 606: The second network management device
sends a reply for activating a configuration management
process to the first network management device, where the
reply for activating a configuration management process
may include the identifier information and a configuration
status (configuration status), and the configuration status
includes a network configuration result (the attribute list and
the status of creating a managed object instance) of the
network element management device.

[0294] Example 2: FIG. 7 shows an example in which a
first network management device is an NMS operated by a
user of an enterprise, a second network management device
is an NMS of an operator, the first network management
device is responsible for a first operation and maintenance
service, and the first operation and maintenance service is
PM in another application scenario. In this example, the first
network management device may directly and indepen-
dently provide the first operation and maintenance service.
[0295] Step 701: The first network management device
generates third operation and maintenance service informa-
tion based on a PM service requirement.

[0296] Step 702: The first network management device
sends an operation and maintenance instruction to a network
element management device, where the operation and main-
tenance instruction includes the third operation and main-
tenance service information, the third operation and main-
tenance service information is used to describe PM, and the
third operation and maintenance service information carries
identifier information and a related attribute for creating a
performance measurement job.

[0297] Step 703: The network element management
device queries, based on the identifier information, network
management permission information associated with the
identifier information, and the network element management
device verifies, based on the network management permis-
sion information, whether the PM service is provided by the
first network management device. After the network element
management device verifies, based on the network manage-
ment permission information, that the PM service is pro-
vided by the first network management device, the network
element management device creates an attribute related to
creating a performance measurement job. Optionally, when
the network element management device determines that the
PM service is not provided by the first network management
device, the network element management device sends a
permission indication message to the first network manage-
ment device. The permission indication message is used to
notify the first network management device that the third
operation and maintenance service does not belong to the
first operation and maintenance service that can be provided
by the first network management device. The network
element management device refuses to execute the third
operation and maintenance service.

[0298] Step 704: The network element management
device sends a reply for creating a performance measure-
ment job to the first network management device, where the
reply for creating a performance measurement job includes
the identifier information and an attribute related to creating
a performance measurement job.

[0299] In Example 1, the first network management device
may trigger the second operation and maintenance service
provided by the second network management device. In
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Example 2, the first network management device may
directly and independently provide the operation and main-
tenance service. In Example 1 and Example 2, in a process
of executing the operation and maintenance instruction, the
network element management device may query the net-
work management permission information associated with
the identifier information, and after determining that a
network management device that sends the third operation
and maintenance service information has the management
permission, the network element management device
executes the third operation and maintenance service. The
operation and maintenance instructions of the two NMSs do
not conflict.

[0300] Refer to FIG. 8. This application provides an
embodiment of a communication apparatus. The communi-
cation apparatus is configured to perform the method per-
formed by the network element management device in the
foregoing method embodiments. The communication appa-
ratus may be a network element management device, or the
communication apparatus may be a chip in the network
element management device, or the communication appa-
ratus may be a processor in the network element manage-
ment device. This embodiment uses an example in which the
communication apparatus is the network element manage-
ment device for description. The communication apparatus
800 includes a transceiver module 801 and a processing
module 802.

[0301] The transceiver module 801 is configured to
receive first operation and maintenance service information
and/or second operation and maintenance service informa-
tion. The first operation and maintenance service informa-
tion is used to describe a first operation and maintenance
service provided by a first network management device. The
second operation and maintenance service information is
used to describe a second operation and maintenance service
provided by a second network management device.

[0302] The processing module 802 is configured to deter-
mine a first correspondence between a first operation and
maintenance service and a first network management device,
and a second correspondence between a second operation
and maintenance service and a second network management
device.

[0303] The transceiver module 801 is further configured to
receive third operation and maintenance service informa-
tion. The third operation and maintenance service informa-
tion is used to describe a third operation and maintenance
service. If the third operation and maintenance service
information is from the first network management device,
and the third operation and maintenance service belongs to
the first operation and maintenance service, the processing
module 802 is further configured to execute the third opera-
tion and maintenance service. Alternatively, if the third
operation and maintenance service information is from the
second network management device, and the third operation
and maintenance service belongs to the second operation
and maintenance service, the processing module 802 is
further configured to execute the third operation and main-
tenance service.

[0304] Optionally, the transceiver module 801 is a trans-
ceiver. The transceiver has a sending function and/or a
receiving function. Optionally, the transceiver is replaced
with a receiver and/or a transmitter.

[0305] Optionally, the transceiver module 801 is a com-
munication interface. Optionally, the communication inter-
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face may be an input/output interface or a transceiver circuit.
The input/output interface may include an input interface
and an output interface. The transceiver circuit may include
an input interface circuit and an output interface circuit.
[0306] Optionally, the processing module 802 is a proces-
sor, and the processor is a general-purpose processor, a
dedicated processor, or the like. Optionally, the processor
includes a transceiver unit configured to implement receiv-
ing and sending functions. For example, the transceiver unit
is a transceiver circuit, an interface, or an interface circuit.
A transceiver circuit, an interface, or an interface circuit
configured to implement receiving and sending functions are
separately deployed, and optionally, are integrated and
deployed together. The transceiver circuit, the interface, or
the interface circuit may be configured to read and write
code/data. Alternatively, the transceiver circuit, the inter-
face, or the interface circuit may be configured to transmit
or transfer a signal.

[0307] In an implementation, the processing module 802
may be a processing apparatus, and some or all functions of
the processing apparatus may be implemented by using
software.

[0308] Optionally, some or all functions of the processing
apparatus may be implemented by using software. In this
case, the processing apparatus may include a memory and a
processor. The memory is configured to store a computer
program, and the processor reads and executes the computer
program stored in the memory, to perform corresponding
processing and/or steps in any method embodiment.
[0309] Optionally, the processing apparatus may only
include the processor. The memory configured to store the
computer program is located outside the processing appa-
ratus, and the processor is connected to the memory through
a circuit/wire, to read and execute the computer program
stored in the memory.

[0310] Further, the transceiver module 801 is configured
to perform step 301 and step 303 in the embodiment
corresponding to FIG. 3; step 4035, step 4055, step 406a,
step 408a, step 4065, and step 4085 in the embodiment
corresponding to FIG. 4; and step 5035, step 5055, step 506,
step 508, step 510a, step 510c¢, step 5105, step 5104, step
512a, step 512c, step 5125, and step 5124 in the embodiment
corresponding to FIG. 5A and FIG. 5B. The processing
module 802 is configured to perform step 302 in the embodi-
ment corresponding to FIG. 3; step 402, step 4045, step 409,
and step 407a in the embodiment corresponding to FIG. 4;
and step 5045, step 507, step 509, step 513, and step S11c in
the embodiment corresponding to FIG. 5A and FIG. 5B.
[0311] Specifically, in an optional implementation, the
transceiver module 801 is further configured to receive the
first correspondence and the second correspondence from
the first network management device. The first correspon-
dence includes the first operation and maintenance service
information, and the second correspondence includes the
second operation and maintenance service information.
Alternatively, the transceiver module is further configured to
receive the first correspondence and the second correspon-
dence from the second network management device. The
first correspondence includes the first operation and main-
tenance service information, and the second correspondence
includes the second operation and maintenance service
information. Alternatively, the transceiver module is further
configured to: receive the first correspondence from the first
network management device and receive the second corre-
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spondence from the second network management device.
The first correspondence includes the first operation and
maintenance service information, and the second correspon-
dence includes the second operation and maintenance ser-
vice information.

[0312] Inan optional implementation, if receiving the first
operation and maintenance service information and the
second operation and maintenance service information from
the second network management device, the transceiver
module 801 is further configured to receive a third corre-
spondence and a fourth correspondence from the first net-
work management device. The third correspondence is a
correspondence between the first operation and maintenance
service and the first network management device in the first
network management device. The fourth correspondence is
a correspondence between the second operation and main-
tenance service and the second network management device
in the first network management device. The processing
module 802 is further configured to determine a first veri-
fication result based on the first correspondence, the second
correspondence, the third correspondence, and the fourth
correspondence. The first verification result includes a veri-
fication success or a verification failure. The verification
success indicates that the first correspondence is consistent
with the third correspondence, and the second correspon-
dence is consistent with the fourth correspondence. The
verification failure indicates that the first correspondence is
inconsistent with the third correspondence, or the second
correspondence is inconsistent with the fourth correspon-
dence, or the first correspondence is inconsistent with the
third correspondence, and the second correspondence is
inconsistent with the fourth correspondence.

[0313] In an optional implementation, if the first corre-
spondence is received from the first network management
device, and the second correspondence is received from the
second network management device, the transceiver module
801 is further configured to: send the second correspondence
to the first network management device; send the first
correspondence to the second network management device;
receive a second verification result from the first network
management device, where the second verification result
includes a verification success or a verification failure, the
verification success of the second verification result indi-
cates that the second correspondence is consistent with a
fifth correspondence, and the verification failure of the
second verification result indicates that the second corre-
spondence is inconsistent with the fifth correspondence, and
the fifth correspondence is a correspondence between the
second operation and maintenance service and the second
network management device in the first network manage-
ment device; and receive a third verification result from the
second network management device. The third verification
result includes a verification success or a verification failure.
The verification success of the third verification result
indicates that the first correspondence is consistent with a
sixth correspondence. The verification failure of the third
verification result indicates that the first correspondence is
inconsistent with the sixth correspondence. The sixth cor-
respondence is a correspondence between the first operation
and maintenance service in the second network management
device and the first network management device.

[0314] In an optional implementation, the transceiver
module 801 is further configured to receive identifier infor-
mation. The identifier information is used to identify one or
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more of the following: the first network management device,
a user of an enterprise corresponding to the first network
management device, or an operator corresponding to the first
network management device. The processing module 802 is
further configured to determine a first association relation-
ship between the identifier information and the first corre-
spondence, and a second association relationship between
the identifier information and the second correspondence.

[0315] In an optional implementation, the transceiver
module 801 is further configured to obtain time information,
where the time information indicates effective time and/or
expiration time of the first operation and maintenance ser-
vice information.

[0316] Refer to FIG. 9. This application provides another
embodiment of a communication apparatus. The communi-
cation apparatus is configured to perform the method per-
formed by the first network management device or the
second network management device in the foregoing
method embodiments. The communication apparatus may
be the first network management device or the second
network management device in the foregoing method
embodiments, or the communication apparatus may be a
chip in the first network management device or the second
network management device, or the communication appa-
ratus may be a processor in the first network management
device or the second network management device. The
communication apparatus 900 includes a transceiver module
901 and a processing module 902. Optionally, the commu-
nication apparatus further includes a storage module 903.

[0317] The processing module 902 is configured to deter-
mine first operation and maintenance service information,
where the first operation and maintenance service informa-
tion is used to describe a first operation and maintenance
service for which the first network management device is
responsible.

[0318] The transceiver module 901 is configured to send
the first operation and maintenance service information,
where the first operation and maintenance service informa-
tion is used to determine a first correspondence between the
first operation and maintenance service and the first network
management device.

[0319] Optionally, the transceiver module 901 is a trans-
ceiver. The transceiver has a sending function and/or a
receiving function. Optionally, the transceiver is replaced
with a receiver and/or a transmitter.

[0320] Optionally, the transceiver module 901 is a com-
munication interface. Optionally, the communication inter-
face may be an input/output interface or a transceiver circuit.
The input/output interface may include an input interface
and an output interface. The transceiver circuit may include
an input interface circuit and an output interface circuit.

[0321] Optionally, the processing module 902 is a proces-
sor, and the processor is a general-purpose processor, a
dedicated processor, or the like. Optionally, the processor
includes a transceiver unit configured to implement receiv-
ing and sending functions. For example, the transceiver unit
is a transceiver circuit, an interface, or an interface circuit.
A transceiver circuit, an interface, or an interface circuit
configured to implement receiving and sending functions are
separately deployed, and optionally, are integrated and
deployed together. The transceiver circuit, the interface, or
the interface circuit may be configured to read and write
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code/data. Alternatively, the transceiver circuit, the inter-
face, or the interface circuit may be configured to transmit
or transfer a signal.

[0322] In an implementation, the processing module 902
may be a processing apparatus, and some or all functions of
the processing apparatus may be implemented by using
software.

[0323] Optionally, some or all functions of the processing
apparatus may be implemented by using software. In this
case, the processing apparatus may include a memory and a
processor. The memory is configured to store a computer
program, and the processor reads and executes the computer
program stored in the memory, to perform corresponding
processing and/or steps in any method embodiment.
[0324] Optionally, the processing apparatus may only
include the processor. The memory configured to store the
computer program is located outside the processing appa-
ratus, and the processor is connected to the memory through
a circuit/wire, to read and execute the computer program
stored in the memory.

[0325] In a design, when the communication apparatus is
configured to perform the method performed by the first
network management device in the foregoing method
embodiments, the processing module 902 is configured to
perform step 401a, step 404a, and step 4075 in the embodi-
ment corresponding to FIG. 4, and step 501a, step 504a, and
step 511qa in the embodiment corresponding to FIG. SA and
FIG. 5B; and the transceiver module 901 is configured to
perform step 4015, step 403a, step 405a, step 4064, step
408a, step 4065, and step 4085 in the embodiment corre-
sponding to FIG. 4, and step 5015, step 503a, step 505a, step
506, step 508, step 509, step 512a, and step 512¢ in the
embodiment corresponding to FIG. 5A and FIG. 5B. The
storage module 903 is configured to perform step 4044 in the
embodiment corresponding to FIG. 4 and step 504¢ in the
embodiment corresponding to FIG. 5A.

[0326] In another design, when the communication appa-
ratus is configured to perform the method performed by the
second network management device in the foregoing
method embodiments, the processing module 902 is config-
ured to perform step 402 in the embodiment corresponding
to FIG. 4, and step 502 and step 5115 in the embodiment
corresponding to FIG. 5A and FIG. 5B. The transceiver
module 901 is configured to perform step 4015, step 403a,
step 4035, step 405a, and step 4055 in the embodiment
corresponding to FIG. 4, and step 5015, step 503a, step
5035, step 505a, step 5055, step 509, step 5125, and step
512d in the embodiment corresponding to FIG. 5A and FIG.
5B.

[0327] Specifically, in an optional implementation, the
transceiver module 901 is further configured to send a
second correspondence. The second correspondence is a
correspondence between a second operation and mainte-
nance service and a second network management device in
the first network management device.

[0328] In an optional implementation, the transceiver
module 901 is further configured to send the first correspon-
dence to a network element management device or the
second network management device. The first correspon-
dence includes the first operation and maintenance service
information.

[0329] In an optional implementation, the transceiver
module 901 is further configured to receive a seventh
correspondence of a second network management device
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from the network element management device. The seventh
correspondence is a correspondence between a second
operation and maintenance service in the second network
management device and the second network management
device.

[0330] The processing module 902 is further configured to
determine a fourth verification result based on the seventh
correspondence and the second correspondence. The second
correspondence is a correspondence between the second
operation and maintenance service and the second network
management device in the first network management device.
[0331] The transceiver module 901 is further configured to
send the fourth verification result to the network element
management device. The fourth verification result includes
a verification success or a verification failure. The verifica-
tion success of the fourth verification result indicates that the
seventh correspondence is consistent with the second cor-
respondence. The verification failure of the fourth verifica-
tion result indicates that the seventh correspondence is
inconsistent with the second correspondence.

[0332] In an optional implementation, the processing
module 902 is further configured to receive the first opera-
tion and maintenance service information from the second
network management device. Alternatively, the first network
management device generates the first operation and main-
tenance service information.

[0333] In an optional implementation, the transceiver
module 901 is further configured to obtain time information,
where the time information indicates effective time and/or
expiration time of the first operation and maintenance ser-
vice information.

[0334] In an optional implementation, the transceiver
module 901 is further configured to obtain identifier infor-
mation. The identifier information is used to identify one or
more of the following: the first network management device,
a user of an enterprise corresponding to the first network
management device, or an operator corresponding to the first
network management device.

[0335] The processing module 902 is further configured to
determine a first association relationship between the iden-
tifier information and the first correspondence.

[0336] Refer to FIG. 10. An embodiment of this applica-
tion further provides a communication device. The commu-
nication device may be configured to perform the method
performed by the network element management device in
the foregoing method embodiments; or the communication
device may be configured to perform the method performed
by the first network management device in the foregoing
method embodiments; or the communication device may be
configured to perform the method performed by the second
network management device in the foregoing method
embodiments. For details, refer to the description in the
foregoing method embodiments.

[0337] The communication device 1000 may include one
or more processors 1001. The processor 1001 may also be
referred to as a processing unit, and may implement a
specific control function. The processor 1001 may be a
general-purpose processor or a dedicated processor. A cen-
tral processing unit may be configured to control the com-
munication device, execute a software program, and process
data of the software program.

[0338] Inan optional design, the processor 1001 may store
instructions 1003, and the instructions 1003 may be run by
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the processor, so that the communication device 1000 per-
forms the method described in the foregoing method
embodiments.

[0339] In another optional design, the processor 1001 may
include a transceiver unit configured to implement receiving
and sending functions. For example, the transceiver unit
may be a transceiver circuit, an interface, or an interface
circuit. A transceiver circuit, an interface, or an interface
circuit configured to implement receiving and sending func-
tions may be separated, or may be integrated together. The
transceiver circuit, the interface, or the interface circuit may
be configured to read and write code/data. Alternatively, the
transceiver circuit, the interface, or the interface circuit may
be configured to transmit or transfer a signal.

[0340] In another possible design, the communication
device 1000 may include a circuit. The circuit may imple-
ment a sending function or a receiving function in the
foregoing method embodiments.

[0341] The communication device 1000 may include one
or more memories 1002. The memory may store instructions
1004. The instructions may be run on the processor, so that
the communication device 1000 performs the method
described in the foregoing method embodiments. Option-
ally, the memory may further store data. Optionally, the
processor may also store instructions and/or data. The pro-
cessor and the memory may be separately disposed, or may
be integrated together.

[0342] Optionally, the communication device 1000 may
further include a transceiver 1005 and/or an antenna 1006.
The processor 1001 may be referred to as a processing unit,
and controls the communication device 1000. The trans-
ceiver 1005 may be referred to as a transceiver unit, a
transceiver, a transceiver circuit, a transceiver communica-
tion device, a transceiver module, or the like, and is con-
figured to implement sending and receiving functions.
[0343] An embodiment of this application provides a
non-transitory computer-readable storage medium, config-
ured to store a computer program or instructions. When the
computer program or the instructions are executed, a com-
puter is enabled to perform the method performed by the
network element management device in the foregoing
method embodiments. Alternatively, when the computer
program or the instructions are executed, a computer is
enabled to perform the method performed by the first
network management device in the foregoing method
embodiments. Alternatively, when the computer program or
the instructions are executed, a computer is enabled to
perform the method performed by the second network
management device in the foregoing method embodiments.
[0344] An embodiment of this application provides a chip.
The chip includes a processor and a communication inter-
face. The communication interface is, for example, an
input/output interface, a pin, or a circuit. The processor is
configured to read instructions to perform the method per-
formed by the network element management device in the
method embodiments. Alternatively, the processor is con-
figured to read instructions to perform the method performed
by the first network management device in the method
embodiments. Alternatively, the processor is configured to
read instructions to perform the method performed by the
second network management device in the method embodi-
ments.

[0345] An embodiment of this application provides a
computer program product. The computer program product
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includes computer program code. When the computer pro-
gram code is executed by a computer, the computer is
enabled to perform the method performed by the network
element management device in the foregoing method
embodiments. Alternatively, when the computer program
code is executed by a computer, the computer is enabled to
perform the method performed by the first network man-
agement device in the foregoing method embodiments; or
the computer is enabled to perform the method performed by
the second network management device in the foregoing
method embodiments.
[0346] In conclusion, the foregoing embodiments are only
intended for describing the technical solutions of this appli-
cation, but not for limiting this application. Although this
application is described in detail with reference to the
foregoing embodiments, persons of ordinary skill in the art
should understand that they may still make modifications to
the technical solutions described in the foregoing embodi-
ments or make equivalent replacements to some technical
features thereof, without departing from the scope of the
technical solutions of embodiments of this application.
1. A network management method, performed at a net-
work element management device, and comprising:
receiving at least one of first operation and maintenance
service information or second operation and mainte-
nance service information, wherein
the first operation and maintenance service information
describes a first operation and maintenance service
provided by a first network management device, and
the second operation and maintenance service informa-
tion describes a second operation and maintenance
service provided by a second network management
device;
determining a first correspondence between the first
operation and maintenance service and the first network
management device, and a second correspondence
between the second operation and maintenance service
and the second network management device;

receiving third operation and maintenance service infor-
mation, wherein the third operation and maintenance
service information describes a third operation and
maintenance service;

in response to the third operation and maintenance service

information being from the first network management
device, and the third operation and maintenance service
belonging to the first operation and maintenance ser-
vice, executing the third operation and maintenance
service; and

in response to the third operation and maintenance service

information being from the second network manage-
ment device, and the third operation and maintenance
service belonging to the second operation and mainte-
nance service, executing the third operation and main-
tenance service.

2. The method according to claim 1, wherein the receiving
the at least one of the first operation and maintenance service
information or the second operation and maintenance ser-
vice information comprises:

receiving the first correspondence and the second corre-

spondence from the first network management device,
wherein the first correspondence comprises the first
operation and maintenance service information, and the
second correspondence comprises the second operation
and maintenance service information; or
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receiving the first correspondence and the second corre-
spondence from the second network management
device, wherein the first correspondence comprises the
first operation and maintenance service information,
and the second correspondence comprises the second
operation and maintenance service information; or

receiving the first correspondence from the first network
management device, and receiving the second corre-
spondence from the second network management
device, wherein the first correspondence comprises the
first operation and maintenance service information,
and the second correspondence comprises the second
operation and maintenance service information.

3. The method according to claim 1, wherein in response
to the first operation and maintenance service information
and the second operation and maintenance service informa-
tion being received from the second network management
device, the method further comprises:

receiving a third correspondence and a fourth correspon-

dence from the first network management device,

wherein

the third correspondence is a correspondence between
the first operation and maintenance service and the
first network management device in the first network
management device, and

the fourth correspondence is a correspondence between
the second operation and maintenance service and
the second network management device in the first
network management device; and

determining a first verification result based on the first

correspondence, the second correspondence, the third
correspondence, and the fourth correspondence,
wherein

the first verification result comprises a verification success

or a verification failure;

the verification success indicates that the first correspon-

dence is consistent with the third correspondence, and
the second correspondence is consistent with the fourth
correspondence; and

the verification failure indicates that

the first correspondence is inconsistent with the third
correspondence, or

the second correspondence is inconsistent with the
fourth correspondence, or

the first correspondence is inconsistent with the third
correspondence, and the second correspondence is
inconsistent with the fourth correspondence.

4. The method according to claim 1, wherein in response
to the first correspondence being received from the first
network management device, and the second correspon-
dence being received from the second network management
device, the method further comprises:

sending the second correspondence to the first network

management device;

sending the first correspondence to the second network

management device;

receiving a second verification result from the first net-

work management device, wherein

the second verification result comprises a verification
success or a verification failure;

the verification success of the second verification result
indicates that the second correspondence is consis-
tent with a fifth correspondence;
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the verification failure of the second verification result
indicates that the second correspondence is incon-
sistent with the fifth correspondence; and
the fifth correspondence is a correspondence between
the second operation and maintenance service and
the second network management device in the first
network management device; and
receiving a third verification result from the second net-
work management device, wherein
the third verification result comprises a verification
success or a verification failure;
the verification success of the third verification result
indicates that the first correspondence is consistent
with a sixth correspondence;
the verification failure of the third verification result
indicates that the first correspondence is inconsistent
with the sixth correspondence; and
the sixth correspondence is a correspondence between
the first operation and maintenance service and the
first network management device in the second net-
work management device.
5. The method according to claim 1, wherein the method
further comprises:
receiving identifier information, wherein the identifier
information identifies at least one of:
the first network management device,
a user of an enterprise corresponding to the first net-
work management device, or
an operator corresponding to the first network manage-
ment device; and
determining a first association relationship between the
identifier information and the first correspondence, and
a second association relationship between the identifier
information and the second correspondence.
6. The method according to claim 1, wherein
the first network management device belongs to a network
management system of a first enterprise, and
the second network management device belongs to a
network management system of an operator or a net-
work management system of a second enterprise.
7. The method according to claim 1, wherein
each of the first operation and maintenance service infor-
mation and the second operation and maintenance
service information is a type of the corresponding first
or second operation and maintenance service, compris-
ing at least one of: configuration management (CM),
fault management (FM), or performance management
(PM); or
each of the first operation and maintenance service infor-
mation and the second operation and maintenance
service information is an operation of the correspond-
ing first or second operation and maintenance service.
8. The method according to claim 1, wherein the method
further comprises:
obtaining time information, wherein the time information
indicates at least one of effective time or expiration
time of the first operation and maintenance service
information.
9. A network management method, performed at a first
network management device, and comprising:
determining first operation and maintenance service infor-
mation, wherein the first operation and maintenance
service information describes a first operation and
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maintenance service for which the first network man-
agement device is responsible; and

sending the first operation and maintenance service infor-

mation for determining a first correspondence between
the first operation and maintenance service and the first
network management device.

10. The method according to claim 9, wherein the method
further comprises:

sending a second correspondence, wherein the second

correspondence is a correspondence between a second
operation and maintenance service and a second net-
work management device in the first network manage-
ment device.

11. The method according to claim 9, wherein the sending
the first operation and maintenance service information
comprises:

sending the first correspondence to a network element

management device or a second network management
device, wherein the first correspondence comprises the
first operation and maintenance service information.
12. The method according to claim 9, wherein the method
further comprises:
receiving a seventh correspondence of a second network
management device from a network element manage-
ment device, wherein the seventh correspondence is a
correspondence between a second operation and main-
tenance service and the second network management
device in the second network management device;

determining a fourth verification result based on the
seventh correspondence and a second correspondence,
wherein the second correspondence is a correspon-
dence between the second operation and maintenance
service and the second network management device in
the first network management device; and

sending the fourth verification result to the network

element management device, wherein

the fourth verification result comprises a verification
success or a verification failure;

the verification success of the fourth verification result
indicates that the seventh correspondence is consis-
tent with the second correspondence; and

the verification failure of the fourth verification result
indicates that the seventh correspondence is incon-
sistent with the second correspondence.

13. The method according to claim 9, wherein the deter-
mining the first operation and maintenance service informa-
tion comprises:

receiving the first operation and maintenance service

information from a second network management
device, or

generating, by the first network management device, the

first operation and maintenance service information.

14. The method according to claim 9, further comprising:

obtaining time information, wherein the time information

indicates at least one of effective time or expiration
time of the first operation and maintenance service
information.

15. The method according to claim 9, wherein the method
further comprises:

obtaining identifier information, wherein the identifier

information identifies at least one of:

the first network management device,

a user of an enterprise corresponding to the first net-
work management device, or
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an operator corresponding to the first network manage-
ment device; and

determining a first association relationship between the

identifier information and the first correspondence.

16. The method according to claim 10, wherein

the first network management device belongs to a network

management system of an enterprise, and the second
network management device belongs to a network
management system of an operator; or

the first network management device belongs to a network

management system of the operator, and the second
network management device belongs to a network
management system of the enterprise; or

the first network management device belongs to a network

management system of a first enterprise, and the second
network management device belongs to a network
management system of a second enterprise.

17. The method according to claim 9, wherein

the first operation and maintenance service information is

a type of the first operation and maintenance service,
comprising at least one of: configuration management
(CM), fault management (FM), or performance man-
agement (PM); or

the first operation and maintenance service information is

an operation of the first operation and maintenance
service.

18. A communication device, comprising a processor,
wherein the processor is coupled to at least one memory, and
the processor is configured to execute a computer program
stored in the at least one memory to cause the communica-
tion device to perform:
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receiving at least one of first operation and maintenance
service information or second operation and mainte-
nance service information, wherein
the first operation and maintenance service information
describes a first operation and maintenance service
provided by a first network management device, and
the second operation and maintenance service informa-
tion describes a second operation and maintenance
service provided by a second network management
device;
determining a first correspondence between the first
operation and maintenance service and the first network
management device, and a second correspondence
between the second operation and maintenance service
and the second network management device;
receiving third operation and maintenance service infor-
mation, wherein the third operation and maintenance
service information describes a third operation and
maintenance service;
in response to the third operation and maintenance service
information being from the first network management
device, and the third operation and maintenance service
belonging to the first operation and maintenance ser-
vice, executing the third operation and maintenance
service; and
in response to the third operation and maintenance service
information being from the second network manage-
ment device, and the third operation and maintenance
service belonging to the second operation and mainte-
nance service, executing the third operation and main-
tenance service.



