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(57) ABSTRACT

A data transmission protection method includes: receiving,
by a station, resource allocation information sent by an
access point; obtaining, according to a status of mutual
overlap between an allocated transmission channel and
multiple subchannels, at least one overlapping subchannel
used by the station to send a transmission protection mes-
sage; and sending the transmission protection message on a
current overlapping subchannel according to a status of
whether each overlapping subchannel in the at least one
overlapping subchannel used by the station to send the
transmission protection message is used only by the station
to send the transmission protection message, where the
transmission protection message is used to protect downlink
data transmission from the access point to the station, the
transmission protection message includes duration, and the
duration is used to indicate an exclusive time of the station
for the transmission channel allocated to the station.
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A station receives resource allocation information sent by an access
point, where the resource allocation information includes a transmission
channel allocated by the access point to at least two stations that include

the station

f 102

The station obtains, according to a status of mutual overlap between the
allocated transmission channel and multiple subchannels, at least one
overlapping subchannel used by the station to send a transmission
protection message

il / 103

Determine whether each overlapping subchannel in the at least one
overlapping subchannel used by the station to send the transmission
protection message is used only by the station to send the transmission
protection message

Il / 104

If a current overlapping subchannel is used only by the station to send
the transmission protection message, the station sends the transmission
protection message on the current overlapping subchannel

K 105

If a current overlapping subchannel is further used by another station to
send the transmission protection message, the station sends the
transmission protection message on the current overlapping subchannel
according to a preset rule
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DATA TRANSMISSION PROTECTION
METHOD AND APPARATUS, STATION, AND
ACCESS POINT

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a continuation of International
Application No. PCT/CN2015/095714, filed on Nov. 26,
2015, which claims priority to International Application No.
PCT/CN2015/071229, filed on Jan. 21, 2015 and priority to
International Application No. PCT/CN2015/070485, filed
on Jan. 9, 2015. The disclosures of the aforementioned
applications are hereby incorporated by reference in their
entireties.

TECHNICAL FIELD

[0002] The present invention relates to the communica-
tions field, and in particular, to a data transmission protec-
tion method and apparatus, a station, and an access point.

BACKGROUND

[0003] With the development of communications tech-
nologies, a WiFi technology also evolves into a next-
generation WiFi HEW (High Efficiency WLAN, High Effi-
ciency WLAN) technology in which a higher system
capacity is met and a scenario in which APs (Access Point,
access point) and STAs (Station, station) are densely dis-
tributed is mainly considered. In a next-generation WiFi
HEW scenario, a scheduling-based OFDMA (Orthogonal
Frequency Division Multiple Access, orthogonal frequency
division multiple access) data transmission mechanism or
MU MIMO (Multi-User Multiple-Input Multiple-Output,
multi-user multiple-input multiple-output) technology is
used. In an OFDMA system, an AP simultaneously sched-
ules multiple STAs for data transmission on different sub-
channels. In a MU MIMO system, multiple STAs receive
data on a same frequency band. Both the foregoing two
systems can effectively improve spectral efficiency and a
system throughput.

[0004] A basic process of the OFDMA data transmission
mechanism includes: an AP sends a trigger (Trigger) frame
that includes resource scheduling information of multiple
STAs, and the scheduled STAs exchange data with the AP
according to the resource scheduling information in the
trigger frame within a corresponding time and on a corre-
sponding frequency band. In the WiFi HEW scenario in
which APs and STAs are densely distributed, because a large
quantity of OBSSs (Overlapping Basic Service Set, over-
lapping basic service set) exist, mutual interference needs to
be avoided between data transmission in a data transmission
process, so as to ensure transmission reliability.

[0005] A conventional data transmission protection
method is an RTS/CTS (Request to Send/Clear to Send,
request to send/clear to send) mechanism. A specific process
includes: a data sending party sends, to a data receiving
party, an RTS frame that carries duration obtained by means
of calculation by the data sending party according to a
known data transmission quantity. After correctly receiving
the RTS frame, the data receiving party returns, to the data
sending party, a CTS frame that carries duration. The
duration carried in the CTS frame is a value obtained after
a time length occupied for CTS frame sending and two
SIFSs (Short Interframe Space, short interframe space) are
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subtracted from the duration carried in the RTS frame.
Because of a radio channel broadcast characteristic, the CTS
frame may be received by other WiFi devices. These WiFi
devices set NAVs (Network Allocation Vector, network
allocation vector) of the WiFi devices, that is, set backoff
timers, according to the duration carried in the CTS frame.
Before the NAV is reduced to 0, the WiFi device does not
actively initiate data transmission, thereby avoiding causing
interference to on-going data transmission. Apparently, the
duration carried in the CTS frame is equivalent to reserva-
tion of a period of exclusive time for data transmission, and
is used to protect subsequent data transmission. Therefore,
the duration carried in the CTS frame may be referred to as
data transmission protection information, that is, a transmis-
sion protection message.

[0006] In the WiFi HEW, because the OFDMA mecha-
nism is introduced, a sending channel and a receiving
channel of a STA are completely determined by an AP, and
data transmission protection becomes relatively complex.
[0007] For downlink transmission from the AP to the STA,
the STA does not know in advance a channel on which the
AP sends data to the STA; therefore, the STA cannot protect
in advance data transmission from the AP to the STA in a
manner similar to a CTS frame sending manner.

[0008] In another aspect, in a protocol supported by a
legacy device (Legacy Device), a transmission channel is
fixedly divided into multiple subchannels, and a bandwidth
of each subchannel is 20 MHZ. In the protocol supported by
the legacy device, a bandwidth occupied by a CTS frame is
20 MHZ. That is, if a transmission channel is fixedly divided
into N subchannels, only a maximum of N CTS frames can
be transmitted on the transmission channel at a same
moment. In the OFDMA system, in order that resources are
scheduled more effectively, a width of a smallest divided
frequency band may be smaller than that of a subchannel of
the legacy device. Consequently, the legacy device cannot
correctly receive a HEW frame.

[0009] In the MU MIMO system, a similar problem also
exists. It may be learned that in the data transmission
protection method in the prior art, it is difficult to protect
data transmission from an AP to a STA while maintaining
compatibility with the protocol supported by the legacy
device.

[0010] SUMMARY

[0011] To resolve a problem of lack of protection for data
transmission between an access point and a station, embodi-
ments of the present invention provide a data transmission
protection method and apparatus.

[0012] According to a first aspect, an embodiment of the
present invention provides a data transmission protection
method, and the method includes:

[0013] receiving, by a station, resource allocation infor-
mation sent by an access point, where the resource
allocation information includes a transmission channel
allocated by the access point to at least two stations that
include the station;

[0014] obtaining, by the station according to a status of
mutual overlap between the allocated transmission
channel and multiple subchannels, at least one over-
lapping subchannel used by the station to send a
transmission protection message, where an operating
band between the access point and the station is divided
into multiple subchannels, and the overlapping sub-
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channel is a subchannel that overlaps the transmission
channel allocated to the station;

[0015] determining whether each overlapping subchan-
nel in the at least one overlapping subchannel used by
the station to send the transmission protection message
is used only by the station to send the transmission
protection message; and

[0016] sending, by the station, the transmission protec-
tion message on a current overlapping subchannel if the
current overlapping subchannel is used only by the
station to send the transmission protection message; or

[0017] sending, by the station, the transmission protec-
tion message on a current overlapping subchannel
according to a preset rule if the current overlapping
subchannel is further used by another station to send
the transmission protection message, where

[0018] if the current overlapping subchannel is further
used by another station to send the transmission pro-
tection message, multiple stations that send transmis-
sion protection messages on the current overlapping
subchannel sequentially send the transmission protec-
tion messages on the current overlapping subchannel,
where the multiple stations include the station; and

[0019] the transmission protection message is used to
protect downlink data transmission from the access
point to the station, the transmission protection mes-
sage includes duration, and the duration is used to
indicate an exclusive time of the station for the trans-
mission channel allocated to the station.

[0020] In a first possible implementation manner of the
first aspect, bandwidths of the multiple subchannels are
equal.

[0021] With reference to the first aspect or the first pos-
sible implementation manner of the first aspect, in a second
possible implementation manner, the transmission protec-
tion message is a clear to send CTS frame or an ACK frame.
[0022] With reference to any one of the first aspect or the
first to the second possible implementation manners of the
first aspect, in a third possible implementation manner, the
sending, by the station, the transmission protection message
on a current overlapping subchannel if the current overlap-
ping subchannel is used only by the station to send the
transmission protection message includes:

[0023] sending, by the station, the transmission protec-
tion message on the current overlapping subchannel
when a preset time length elapses after the station
receives the resource allocation information; or

[0024] the sending, by the station, the transmission
protection message on a current overlapping subchan-
nel according to a preset rule if the current overlapping
subchannel is further used by another station to send
the transmission protection message includes:

[0025] sending, by the station, the transmission protec-
tion message on the current overlapping subchannel
according to the preset rule when a preset time length
elapses after the station receives the resource allocation
information.

[0026] With reference to any one of the first aspect or the
first to the second possible implementation manners of the
first aspect, in a fourth possible implementation manner, the
sending, by the station, the transmission protection message
on a current overlapping subchannel if the current overlap-
ping subchannel is used only by the station to send the
transmission protection message includes:
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[0027] sending, by the station, the transmission protec-
tion message on the current overlapping subchannel
when a preset time length elapses after the station
completes sending of uplink data to the access point; or

[0028] the sending, by the station, the transmission
protection message on a current overlapping subchan-
nel according to a preset rule if the current overlapping
subchannel is further used by another station to send
the transmission protection message includes:

[0029] sending, by the station, the transmission protec-
tion message on the current overlapping subchannel
according to the preset rule when a preset time length
elapses after the station completes sending of uplink
data to the access point.

[0030] With reference to either of the third possible imple-
mentation manner and the fourth possible implementation
manner of the first aspect, in a fifth possible implementation
manner, the sending, by the station, the transmission pro-
tection message on a current overlapping subchannel
according to a preset rule includes:

[0031] obtaining, by the station according to the
resource allocation information, the multiple stations
that send the transmission protection messages on the
current overlapping subchannel;

[0032] sorting, by the station, the multiple stations
according to a sorting rule, where the sorting is used to
determine an order of sending, by the multiple stations,
the transmission protection messages on the current
overlapping subchannel, and the multiple stations
include the station;

[0033] obtaining, by the station according to the sorting,
the order of sending a transmission protection message
by the station;

[0034] obtaining, by the station, a corresponding first
sending moment according to the order of sending the
transmission protection message; and

[0035] sending, by the station, the transmission protec-
tion message on the current overlapping subchannel at
the first sending moment, where

[0036] the sorting rule is a preset sorting rule, or a
sorting rule indicated in the resource allocation infor-
mation.

[0037] With reference to the fifth possible implementation
manner of the first aspect, in a sixth possible implementation
manner, the preset sorting rule includes:

[0038] sorting in descending order of station IDs;
[0039] sorting in ascending order of station IDs; or
[0040] sorting according to an order of stations in the

resource allocation information.
[0041] With reference to either of the third possible imple-
mentation manner and the fourth possible implementation
manner of the first aspect, in a seventh possible implemen-
tation manner, the sending the transmission protection mes-
sage on a current overlapping subchannel according to a
preset rule includes:
[0042] obtaining a second sending moment according to
a transmission protection message sending order or a
second sending moment indication information desig-
nated in the resource allocation information; and
[0043] sending the transmission protection message on
the current overlapping subchannel at the second send-
ing moment, where
[0044] the second sending moment is a moment used
for sending the transmission protection message, and
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each station that sends the transmission protection

message on the current overlapping subchannel is cor-

responding to one second sending moment.
[0045] With reference to any one of the first aspect or the
first to the seventh possible implementation manners of the
first aspect, in an eighth possible implementation manner,
after the station receives the resource allocation information
sent by the access point, and before the at least one over-
lapping subchannel used by the station to send the trans-
mission protection message is obtained, the method further
includes:

[0046] obtaining, by the station, transmission protection
indication information from the resource allocation
information, where the transmission protection indica-
tion information indicates whether the station is to send
the transmission protection message or indicates
whether the station is allowed to send the transmission
protection message; and

[0047] when the transmission protection indication
information indicates that the station is to send the
transmission protection message or indicates that the
station is allowed to send the transmission protection
message, obtaining the at least one overlapping sub-
channel used by the station to send the transmission
protection message.

[0048] According to a second aspect, an embodiment of
the present invention provides a data transmission protection
method, and the method includes:

[0049] receiving, by a station, resource allocation infor-
mation sent by an access point, where the resource
allocation information includes a transmission channel
allocated by the access point to at least two stations that
include the station;

[0050] obtaining, by the station according to a status of
mutual overlap between the allocated transmission
channel and multiple subchannels, at least one over-
lapping subchannel used by the station to send a
transmission protection message, where an operating
band between the access point and the station is divided
into multiple subchannels, and the overlapping sub-
channel is a subchannel that overlaps the transmission
channel of the station; and

[0051] sending the transmission protection message on
the at least one overlapping subchannel, where

[0052] if a current overlapping subchannel on which the
station sends the transmission protection message is
further used by another station to send the transmission
protection message, multiple stations that send trans-
mission protection messages on the current overlapping
subchannel simultaneously send the transmission pro-
tection messages on the current overlapping subchan-
nel, where the multiple stations include the station;

[0053] the simultaneously sent transmission protection
messages are the same; and

[0054] the transmission protection message is used to
protect downlink data transmission from the access
point to the station, the transmission protection mes-
sage includes duration, and the duration is used to
indicate an exclusive time of the station for the trans-
mission channel allocated to the station.

[0055] In a first possible implementation manner of the
second aspect, bandwidths of the multiple subchannels are
equal.
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[0056] With reference to the second aspect or the first
possible implementation manner of the second aspect, in a
second possible implementation manner, the transmission
protection message is a clear to send CTS frame or an ACK
frame.

[0057] With reference to any one of the second aspect or
the first to the second possible implementation manners of
the second aspect, in a third possible implementation man-
ner, the sending the transmission protection message on the
at least one overlapping subchannel includes:

[0058] sending the transmission protection message
when a preset time length elapses after the resource
allocation information is received; or

[0059] sending the transmission protection message
when a preset time length elapses after sending of
uplink data to the access point is completed.

[0060] With reference to any one of the second aspect or
the first to the second possible implementation manners of
the second aspect, in a fourth possible implementation
manner, the sending the transmission protection message on
the at least one overlapping subchannel includes:

[0061] after the resource allocation information is
received, sending, according to a third sending moment
designated in the resource allocation information, the
transmission protection message at the third sending
moment; or

[0062] after sending of uplink data to the access point is
completed, sending, according to a third sending
moment designated in the resource allocation informa-
tion, the transmission protection message at the third
sending moment, where

[0063] the third sending moment is a moment that is
allocated by the access point to the station and that is
used by the station to send the transmission protection
message.

[0064] With reference to any one of the second aspect or
the first to the fourth possible implementation manners of
the second aspect, in a fifth possible implementation manner,
that the simultaneously sent transmission protection mes-
sages are the same includes:

[0065] a same scrambling code sequence is used to
scramble the simultaneously sent transmission protec-
tion messages;

[0066] a same modulation and coding scheme is used
for the simultaneously sent transmission protection
messages; and

[0067] the simultaneously sent transmission protection
messages have same MAC layer content.

[0068] With reference to any one of the second aspect or
the first to the fifth possible implementation manners of the
second aspect, in a sixth possible implementation manner,
after the station receives the resource allocation information
sent by the access point, and before the at least one over-
lapping subchannel used by the station to send the trans-
mission protection message is obtained, the method further
includes:

[0069] obtaining, by the station, transmission protection
indication information from the resource allocation
information, where the transmission protection indica-
tion information indicates whether the station is to send
the transmission protection message or indicates
whether the station is allowed to send the transmission
protection message; and
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[0070] when the transmission protection indication
information indicates that the station is to send the
transmission protection message or indicates that the
station is allowed to send the transmission protection
message, obtaining the at least one overlapping sub-
channel used by the station to send the transmission
protection message.

[0071] According to a third aspect, an embodiment of the
present invention provides a data transmission protection
method, and the method includes:

[0072] sending, by an access point, resource allocation
information, where the resource allocation information
includes a transmission channel allocated by the access
point to at least two stations that include the station, so
that the station that receives the resource allocation
information obtains, according to the resource alloca-
tion information, at least one overlapping subchannel
used by the station to send a transmission protection
message, and sends the transmission protection mes-
sage on each overlapping subchannel in the at least one
overlapping subchannel; and

[0073] if at least two stations send transmission protec-
tion messages on the current overlapping subchannel,
sequentially sending, by the at least two stations, the
transmission protection messages, where

[0074] an operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps
the transmission channel allocated to the station; and

[0075] the transmission protection message is used to
protect downlink data from the access point to the
station that sends the transmission protection message,
the transmission protection message includes duration,
and the duration is used to indicate an exclusive time,
of the station that sends the transmission protection
message, for the transmission channel allocated to the
station.

[0076] In a first possible implementation manner of the
third aspect, bandwidths of the multiple subchannels are
equal.

[0077] With reference to the third aspect or the first
possible implementation manner of the third aspect, in a
second possible implementation manner, the transmission
protection message is a clear to send CTS frame or an ACK
frame.

[0078] With reference to any one of the third aspect or the
first to the second possible implementation manners of the
third aspect, in a third possible implementation manner, after
sending of the resource allocation information is completed,
if within a first time length, the access point receives the
transmission protection message sent by the station or
detects that the operating band is busy, the access point
sends the downlink data to the station when a second time
length elapses after sending of the resource allocation infor-
mation ends; or

[0079] after sending of the resource allocation informa-
tion is completed, if within a first time length, it is
detected that the operating band is idle, the access point
sends the downlink data to the station when a third time
length elapses after sending of the resource allocation
information ends.

[0080] With reference to any one of the third aspect or the
first to the second possible implementation manners of the
third aspect, in a fourth possible implementation manner,
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after the access point completes sending of the resource
allocation information, the method further includes:

[0081] receiving, by the access point, uplink data sent
by the station; and

[0082] after the access point completes receiving of the
uplink data, if within a first time length, the transmis-
sion protection message sent by the station is received
or it is detected that the operating band is busy, trans-
mitting, by the access point, the downlink data when a
second time length elapses after receiving of the uplink
data ends; or

[0083] after the access point completes receiving of the
uplink data sent by the station, if within a first time
length, it is detected that the operating band is idle,
transmitting, by the access point, the downlink data
when a third time length elapses after the uplink data
receiving ends.

[0084] According to a fourth aspect, an embodiment of the
present invention provides a data transmission protection
method, and the method includes:

[0085] sending, by an access point, resource allocation
information, where the resource allocation information
includes a transmission channel allocated by the access
point to at least two stations that include the station, so
that the station that receives the resource allocation
information obtains, according to the resource alloca-
tion information, at least one overlapping subchannel
used by the station to send a transmission protection
message, and sends the transmission protection mes-
sage on each overlapping subchannel in the at least one
overlapping subchannel; and

[0086] if at least two stations send transmission protec-
tion messages on the current overlapping subchannel,
simultaneously sending, by the at least two stations, the
transmission protection messages, where the simulta-
neously sent the transmission protection messages are
the same, where

[0087] an operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps
the transmission channel allocated to the station; and

[0088] the transmission protection message is used to
protect downlink data from the access point to the
station, the transmission protection message includes
duration, and the duration is used to indicate an exclu-
sive time of the station for the transmission channel
allocated to the station.

[0089] In a first possible implementation manner of the
fourth aspect, bandwidths of the multiple subchannels are
equal.

[0090] With reference to the fourth aspect or the first
possible implementation manner of the fourth aspect, in a
second possible implementation manner, the transmission
protection message is a clear to send CTS frame or an ACK
frame.

[0091] With reference to any one of the fourth aspect or
the first to the second possible implementation manners of
the fourth aspect, in a third possible implementation manner,
after sending of the resource allocation information is com-
pleted, if within a first time length, the access point receives
the transmission protection message sent by the station or
detects that the operating band is busy, the access point
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sends the downlink data to the station when a second time
length elapses after sending of the resource allocation infor-
mation ends; or

[0092] after sending of the resource allocation informa-
tion is completed, if within a first time length, it is
detected that the operating band is idle, the access point
sends the downlink data to the station when a third time
length elapses after sending of the resource allocation
information ends.

[0093] With reference to any one of the fourth aspect or
the first to the second possible implementation manners of
the fourth aspect, in a fourth possible implementation man-
ner, after the access point completes sending of the resource
allocation information, the method further includes:

[0094] receiving, by the access point, uplink data sent
by the station; and

[0095] after the access point completes receiving of the
uplink data, if within a first time length, the transmis-
sion protection message sent by the station is received
or it is detected that the operating band is busy, trans-
mitting, by the access point, the downlink data when a
second time length elapses after receiving of the uplink
data ends; or

[0096] after the access point completes receiving of the
uplink data sent by the station, if within a first time
length, it is detected that the operating band is idle,
transmitting, by the access point, the downlink data
when a third time length elapses after the uplink data
receiving ends.

[0097] With reference to either of the third possible imple-
mentation manner and the fourth possible implementation
manner of the fourth aspect, in a fifth possible implemen-
tation manner, the first time length is a time length of a point
coordination function interframe space, the second time
length is a sum of a time length of two short interframe
spaces and a transmission time length of one transmission
protection message, and the third time length is a time length
of a point coordination function interframe space, where

[0098] the time length of the point coordination func-
tion interframe space is greater than the time length of
the short interframe space.

[0099] With reference to any one of the fourth aspect or
the first possible implementation manner to the fifth possible
implementation manner of the fourth aspect, in a sixth
possible implementation manner, that the simultaneously
sent transmission protection messages are the same includes:

[0100] a same scrambling code sequence is used to
scramble the simultaneously sent transmission protec-
tion messages;

[0101] a same modulation and coding scheme is used
for the simultaneously sent transmission protection
messages; and

[0102] the simultaneously sent transmission protection
messages have same MAC layer content.

[0103] According to a fifth aspect, an embodiment of the
present invention provides a data transmission protection
apparatus that is disposed at a station, and the apparatus
includes:

[0104] a first receiving unit, configured to receive
resource allocation information sent by an access point,
where the resource allocation information includes a
transmission channel allocated by the access point to at
least two stations that include the station; and a first
overlapping subchannel obtaining unit, configured to
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obtain, according to a status of mutual overlap between
the allocated transmission channel and multiple sub-
channels, at least one overlapping subchannel used by
the station to send a transmission protection message,
where an operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps
the transmission channel allocated to the station;

[0105] a first determining unit, configured to determine
whether each overlapping subchannel in the at least one
overlapping subchannel used by the station to send the
transmission protection message is used only by the
station to send the transmission protection message;

[0106] a first sending unit, configured to: if a current
overlapping subchannel is used only by the station to
send the transmission protection message, send the
transmission protection message on the current over-
lapping subchannel; and

[0107] a second sending unit, configured to: if the
current overlapping subchannel is further used by
another station to send the transmission protection
message, send the transmission protection message on
the current overlapping subchannel according to a
preset rule, where

[0108] if the current overlapping subchannel is further
used by another station to send the transmission pro-
tection message, multiple stations that send transmis-
sion protection messages on the current overlapping
subchannel sequentially send the transmission protec-
tion messages on the current overlapping subchannel,
where the multiple stations include the station; and

[0109] the transmission protection message is used to
protect downlink data transmission from the access
point to the station, the transmission protection mes-
sage includes duration, and the duration is used to
indicate an exclusive time of the station for the trans-
mission channel allocated to the station.

[0110] In a first possible implementation manner of the
fifth aspect, bandwidths of the multiple subchannels are
equal.

[0111] With reference to the fifth aspect or the first pos-
sible implementation manner of the fifth aspect, in a second
possible implementation manner, the transmission protec-
tion message is a clear to send CTS frame or an ACK frame.
[0112] With reference to any one of the fifth aspect or the
first to the second possible implementation manners of the
fifth aspect, in a third possible implementation manner, the
first sending unit is specifically configured to:

[0113] if the current overlapping subchannel is used
only by the station to send the transmission protection
message, send the transmission protection message on
the current overlapping subchannel when a preset time
length elapses after the resource allocation information
is received; or

[0114] the second sending unit is specifically configured
to:

[0115] if the current overlapping subchannel is further
used by another station to send the transmission pro-
tection message, send the transmission protection mes-
sage on the current overlapping subchannel according
to the preset rule when a preset time length elapses after
the resource allocation information is received.

[0116] With reference to any one of the fifth aspect or the
first to the second possible implementation manners of the
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fifth aspect, in a fourth possible implementation manner, the
first sending unit is specifically configured to:

[0117] if the current overlapping subchannel is used
only by the station to send the transmission protection
message, send the transmission protection message on
the current overlapping subchannel when a preset time
length elapses after sending of uplink data to the access
point is completed; or

[0118] the second sending unit is specifically configured
to:

[0119] if the current overlapping subchannel is further
used by another station to send the transmission pro-
tection message, send the transmission protection mes-
sage on the current overlapping subchannel according
to the preset rule when a preset time length elapses after
sending of uplink data to the access point is completed.

[0120] With reference to either of the third possible imple-
mentation manner and the fourth possible implementation
manner of the fifth aspect, in a fifth possible implementation
manner, the second sending unit includes:

[0121] a station obtaining subunit, configured to obtain,
according to the resource allocation information, the
multiple stations that send the transmission protection
messages on the current overlapping subchannel;

[0122] a sorting subunit, configured to sort the multiple
stations according to a sorting rule, where the sorting is
used to determine an order of sending, by the multiple
stations, the transmission protection messages on the
current overlapping subchannel, and the multiple sta-
tions include the station;

[0123] an order obtaining subunit, configured to obtain,
according to the sorting, the order of sending a trans-
mission protection message by the station;

[0124] a first sending moment obtaining subunit, con-
figured to obtain a corresponding first sending moment
according to the order of sending the transmission
protection message; and

[0125] a first sending subunit, configured to send the
transmission protection message on the current over-
lapping subchannel at the first sending moment, where

[0126] the sorting rule is a preset sorting rule, or a
sorting rule indicated in the resource allocation infor-
mation.

[0127] With reference to the fifth possible implementation
manner of the fifth aspect, in a sixth possible implementation
manner, the preset sorting rule includes:

[0128] sorting in descending order of station IDs;

[0129] sorting in ascending order of station IDs; or

[0130] sorting according to an order of stations in the
resource allocation information.

[0131] With reference to either of the third possible imple-
mentation manner and the fourth possible implementation
manner of the fifth aspect, in a seventh possible implemen-
tation manner, the second sending unit includes:

[0132] a second sending moment obtaining subunit,
configured to obtain a second sending moment accord-
ing to a transmission protection message sending order
or a second sending moment indication information
designated in the resource allocation information; and

[0133] asecond sending subunit, configured to send the
transmission protection message on the current over-
lapping subchannel at the second sending moment,
where
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[0134] the second sending moment is a moment used
for sending the transmission protection message, and
each station that sends the transmission protection
message on the current overlapping subchannel is cor-
responding to one second sending moment.

[0135] With reference to any one of the fifth aspect or the
first to the seventh possible implementation manners of the
fifth aspect, in an eighth possible implementation manner,
the apparatus further includes a first transmission protection
indication information obtaining unit, configured to obtain
transmission protection indication information from the
resource allocation information, where the transmission
protection indication information indicates whether the sta-
tion is to send the transmission protection message or
indicates whether the station is allowed to send the trans-
mission protection message; and

[0136] the first overlapping subchannel obtaining unit is
specifically configured to: when the transmission pro-
tection indication information indicates that the station
is to send the transmission protection message or
indicates that the station is allowed to send the trans-
mission protection message, obtain, according to the
status of mutual overlap between the allocated trans-
mission channel and the multiple subchannels, the at
least one overlapping subchannel used by the station to
send the transmission protection message.

[0137] According to a sixth aspect, an embodiment of the
present invention provides a data transmission protection
apparatus that is disposed at a station, and the apparatus
includes:

[0138] a second receiving unit, configured to receive
resource allocation information sent by an access point,
where the resource allocation information includes a
transmission channel allocated by the access point to at
least two stations that include the station;

[0139] a second overlapping subchannel obtaining unit,
configured to obtain, according to a status of mutual
overlap between the allocated transmission channel and
multiple subchannels, at least one overlapping sub-
channel used by the station to send a transmission
protection message, where an operating band between
the access point and the station is divided into multiple
subchannels, and the overlapping subchannel is a sub-
channel that overlaps the transmission channel allo-
cated to the station; and

[0140] a third sending unit, configured to send the
transmission protection message on the at least one
overlapping subchannel, where

[0141] if'a current overlapping subchannel on which the
station sends the transmission protection message is
further used by another station to send the transmission
protection message, multiple stations that send trans-
mission protection messages on the current overlapping
subchannel simultaneously send the transmission pro-
tection messages on the current overlapping subchan-
nel, where the multiple stations include the station;

[0142] the simultaneously sent transmission protection
messages are the same; and

[0143] the transmission protection message is used to
protect downlink data transmission from the access
point to the station, the transmission protection mes-
sage includes duration, and the duration is used to
indicate an exclusive time of the station for the trans-
mission channel allocated to the station.
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[0144] In a first possible implementation manner of the
sixth aspect, bandwidths of the multiple subchannels are
equal.

[0145] With reference to the sixth aspect or the first
possible implementation manner of the sixth aspect, in a
second possible implementation manner, the transmission
protection message is a clear to send CTS frame or an ACK
frame.

[0146] With reference to any one of the sixth aspect or the
first to the second possible implementation manners of the
sixth aspect, in a third possible implementation manner, the
third sending unit is specifically configured to send the
transmission protection message on the at least one over-
lapping subchannel when a preset time length elapses after
the resource allocation information is received; or

[0147] the third sending unit is specifically configured
to send the transmission protection message on the at
least one overlapping subchannel when a preset time
length elapses after sending of uplink data transmission
to the access point is completed.

[0148] With reference to any one of the sixth aspect or the
first to the second possible implementation manners of the
sixth aspect, in a fourth possible implementation manner, the
third sending unit is specifically configured to: after the
resource allocation information is received, send, according
to a third sending moment designated in the resource allo-
cation information, the transmission protection message at
the third sending moment; or

[0149] the third sending unit is specifically configured
to: after sending of uplink data to the access point is
completed, send, according to a third sending moment
designated in the resource allocation information, the
transmission protection message at the third sending
moment, where

[0150] the third sending moment is a moment that is
allocated by the access point to the station and that is
used by the station to send the transmission protection
message.

[0151] With reference to any one of the sixth aspect or the
first to the second possible implementation manners of the
sixth aspect, in a fifth possible implementation manner, that
the simultaneously sent transmission protection messages
are the same includes:

[0152] a same scrambling code sequence is used to
scramble the simultaneously sent transmission protec-
tion messages;

[0153] a same modulation and coding scheme is used
for the simultaneously sent transmission protection
messages; and

[0154] the simultaneously sent transmission protection
messages have same MAC layer content.

[0155] With reference to any one of the sixth aspect or the
first to the fifth possible implementation manners of the sixth
aspect, in a sixth possible implementation manner, the
apparatus further includes a second transmission protection
indication information obtaining unit, configured to obtain
transmission protection indication information from the
resource allocation information, where the transmission
protection indication information indicates whether the sta-
tion is to send the transmission protection message or
indicates whether the station is allowed to send the trans-
mission protection message; and

[0156] the second overlapping subchannel obtaining
unit is specifically configured to: when the transmission
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protection indication information indicates that the
station is to send the transmission protection message
or indicates that the station is allowed to send the
transmission protection message, obtain, according to
the status of mutual overlap between the allocated
transmission channel and the multiple subchannels, the
at least one overlapping subchannel used by the station
to send the transmission protection message.
[0157] According to a seventh aspect, an embodiment of
the present invention provides a data transmission protection
apparatus that is disposed at an access point, and the
apparatus includes:

[0158] a first resource allocation information sending
unit, configured to send resource allocation information
to a station, where the resource allocation information
includes a transmission channel allocated by the access
point to at least two stations that include the station, so
that the station that receives the resource allocation
information obtains, according to the resource alloca-
tion information, at least one overlapping subchannel
used by the station to send a transmission protection
message, and sends the transmission protection mes-
sage on each overlapping subchannel in the at least one
overlapping subchannel, where

[0159] if at least two stations send transmission protec-
tion messages on the current overlapping subchannel,
the at least two stations sequentially send the transmis-
sion protection messages;

[0160] an operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps
the transmission channel allocated to the station; and

[0161] the transmission protection message is used to
protect downlink data from the access point to the
station that sends the transmission protection message,
the transmission protection message includes duration,
and the duration is used to indicate an exclusive time,
of the station that sends the transmission protection
message, for the transmission channel allocated to the
station.

[0162] In a first possible implementation manner of the
seventh aspect, bandwidths of the multiple subchannels are
equal.

[0163] With reference to the seventh aspect or the first
possible implementation manner of the seventh aspect, in a
second possible implementation manner, the transmission
protection message is a clear to send CTS frame or an ACK
frame.

[0164] With reference to any one of the seventh aspect or
the first to the second possible implementation manners of
the seventh aspect, in a third possible implementation man-
ner, the apparatus further includes a first downlink data
sending unit, configured to: after the first resource allocation
information sending unit completes sending of the resource
allocation information, if within a first time length, the
access point receives the transmission protection message
sent by the station or detects that the operating band is busy,
send the downlink data to the station when a second time
length elapses after sending of the resource allocation infor-
mation ends; or

[0165] the first downlink data sending unit is further
configured to: after the first resource allocation infor-
mation sending unit completes sending of the resource
allocation information, if within a first time length, it is
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detected that the operating band is idle, send the
downlink data to the station when a third time length
elapses after sending of the resource allocation infor-
mation ends.
[0166] With reference to any one of the seventh aspect or
the first to the second possible implementation manners of
the seventh aspect, in a fourth possible implementation
manner, the apparatus further includes a second downlink
data sending unit, configured to: after the access point
completes sending of the resource allocation information,
receive uplink data sent by the station; and after receiving of
the uplink data is completed, if within a first time length, the
transmission protection message sent by the station is
received or it is detected that the operating band is busy,
transmit the downlink data when a second time length
elapses after receiving of the uplink data ends; or

[0167] the second downlink data sending unit is further
configured to: after receiving of the uplink data sent by
the station is completed, if within a first time length, it
is detected that the operating band is idle, transmit the
downlink data when a third time length elapses after the
uplink data receiving ends.

[0168] According to an eighth aspect, an embodiment of
the present invention provides a data transmission protection
apparatus that is disposed at an access point, and the
apparatus includes:

[0169] a second resource allocation information send-
ing unit, configured to send resource allocation infor-
mation, where the resource allocation information
includes a transmission channel allocated by the access
point to at least two stations that include the station, so
that the station that receives the resource allocation
information obtains, according to the resource alloca-
tion information, at least one overlapping subchannel
used by the station to send a transmission protection
message, and sends the transmission protection mes-
sage on each overlapping subchannel in the at least one
overlapping subchannel, where

[0170] if at least two stations send transmission protec-
tion messages on the current overlapping subchannel,
the at least two stations simultaneously send the trans-
mission protection messages, where the simultaneously
sent the transmission protection messages are the same;

[0171] an operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps
the transmission channel allocated to the station; and

[0172] the transmission protection message is used to
protect downlink data from the access point to the
station, the transmission protection message includes
duration, and the duration is used to indicate an exclu-
sive time of the station for the transmission channel
allocated to the station.

[0173] In a first possible implementation manner of the
eighth aspect, bandwidths of the multiple subchannels are
equal.

[0174] With reference to the eighth aspect or the first
possible implementation manner of the eighth aspect, in a
second possible implementation manner, the transmission
protection message is a clear to send CTS frame or an ACK
frame.

[0175] With reference to any one of the eighth aspect or
the first to the second possible implementation manners of
the eighth aspect, in a third possible implementation manner,

Oct. 26, 2017

the apparatus further includes a third downlink data sending
unit, configured to: after the second resource allocation
information sending unit completes sending of the resource
allocation information, if within a first time length, the
access point receives the transmission protection message
sent by the station or detects that the operating band is busy,
send the downlink data to the station when a second time
length elapses after sending of the resource allocation infor-
mation ends; or

[0176] the third downlink data sending unit is further
configured to: after sending of the resource allocation
information is completed, if within a first time length,
it is detected that the operating band is idle, send, by the
access point, the downlink data to the station when a
third time length elapses after sending of the resource
allocation information ends.

[0177] With reference to any one of the eighth aspect or
the first to the second possible implementation manners of
the eighth aspect, in a fourth possible implementation man-
ner, the apparatus further includes a fourth downlink data
sending unit, configured to: after the second resource allo-
cation information sending unit completes sending of the
resource allocation information, receive uplink data sent by
the station; and

[0178] the fourth downlink data sending unit is further
configured to: after receiving of the uplink data is
completed, if within a first time length, the transmission
protection message sent by the station is received or it
is detected that the operating band is busy, transmit the
downlink data when a second time length elapses after
receiving of the uplink data ends; or

[0179] the fourth downlink data sending unit is further
configured to: after receiving of the uplink data sent by
the station is completed, if within a first time length, it
is detected that the operating band is idle, transmit the
downlink data when a third time length elapses after the
uplink data receiving ends.

[0180] According to a ninth aspect, an embodiment of the
present invention provides a station, including:

[0181] a receiver, configured to receive resource allo-
cation information sent by an access point, where the
resource allocation information includes a transmission
channel allocated by the access point to at least two
stations that include the station;

[0182] a processor, configured to obtain, according to a
status of mutual overlap between the allocated trans-
mission channel and multiple subchannels, at least one
overlapping subchannel used by the station to send a
transmission protection message, where an operating
band between the access point and the station is divided
into multiple subchannels, and the overlapping sub-
channel is a subchannel that overlaps the transmission
channel allocated to the station, where

[0183] the processor is further configured to determine
whether each overlapping subchannel in the at least one
overlapping subchannel used by the station to send the
transmission protection message is used only by the
station to send the transmission protection message;
and

[0184] a transmitter, configured to: if a current overlap-
ping subchannel is used only by the station to send the
transmission protection message, send the transmission
protection message on the current overlapping sub-
channel; and
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[0185] the transmitter is further configured to: if the
current overlapping subchannel is further used by
another station to send the transmission protection
message, send the transmission protection message on
the current overlapping subchannel according to a
preset rule, where

[0186] if the current overlapping subchannel is further
used by another station to send the transmission pro-
tection message, multiple stations that send transmis-
sion protection messages on the current overlapping
subchannel sequentially send the transmission protec-
tion messages on the current overlapping subchannel,
where the multiple stations include the station; and

[0187] the transmission protection message is used to
protect downlink data transmission from the access
point to the station, the transmission protection mes-
sage includes duration, and the duration is used to
indicate an exclusive time of the station for the trans-
mission channel allocated to the station.

[0188] In a first possible implementation manner of the
ninth aspect, the transmitter is specifically configured to:

[0189] if the current overlapping subchannel is used
only by the station to send the transmission protection
message, send the transmission protection message on
the current overlapping subchannel when a preset time
length elapses after the resource allocation information
is received; or

[0190] the transmitter is specifically configured to: if the
current overlapping subchannel is further used by
another station to send the transmission protection
message, send the transmission protection message on
the current overlapping subchannel according to the
preset rule when a preset time length elapses after the
resource allocation information is received.

[0191] With reference to the ninth aspect, in a second
possible implementation manner, the transmitter is specifi-
cally configured to: if the current overlapping subchannel is
used only by the station to send the transmission protection
message, send the transmission protection message on the
current overlapping subchannel when a preset time length
elapses after sending of uplink data to the access point is
completed; or

[0192] the transmitter is specifically configured to: if the
current overlapping subchannel is further used by
another station to send the transmission protection
message, send the transmission protection message on
the current overlapping subchannel according to the
preset rule when a preset time length eclapses after
sending of uplink data to the access point is completed.

[0193] According to a tenth aspect, an embodiment of the
present invention provides a station, and the station
includes:

[0194] a receiver, configured to receive resource allo-
cation information sent by an access point, where the
resource allocation information includes a transmission
channel allocated by the access point to at least two
stations that include the station;

[0195] a processor, configured to obtain, according to a
status of mutual overlap between the allocated trans-
mission channel and multiple subchannels, at least one
overlapping subchannel used by the station to send a
transmission protection message, where an operating
band between the access point and the station is divided
into multiple subchannels, and the overlapping sub-
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channel is a subchannel that overlaps the transmission
channel allocated to the station; and

[0196] a transmitter, configured to send the transmis-
sion protection message on the at least one overlapping
subchannel, where

[0197] if'a current overlapping subchannel on which the
station sends the transmission protection message is
further used by another station to send the transmission
protection message, multiple stations that send trans-
mission protection messages on the current overlapping
subchannel simultaneously send the transmission pro-
tection messages on the current overlapping subchan-
nel, where the multiple stations include the station;

[0198] the simultaneously sent transmission protection
messages are the same; and

[0199] the transmission protection message is used to
protect downlink data transmission from the access
point to the station, the transmission protection mes-
sage includes duration, and the duration is used to
indicate an exclusive time of the station for the trans-
mission channel allocated to the station.

[0200] According to an eleventh aspect, an embodiment of
the present invention provides an access point, and the
access point includes:

[0201] a processor, configured to generate resource
allocation information;

[0202] a transmitter, configured to send the resource
allocation information, where the resource allocation
information includes a transmission channel allocated
by the access point to at least two stations that include
the station, so that the station that receives the resource
allocation information obtains, according to the
resource allocation information, at least one overlap-
ping subchannel used by the station to send a trans-
mission protection message, and sends the transmission
protection message on each overlapping subchannel in
the at least one overlapping subchannel; and

[0203] a receiver, configured to: if at least two stations
send transmission protection messages on the current
overlapping subchannel, receive the transmission pro-
tection messages sequentially sent by the at least two
stations, where

[0204] an operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps
the transmission channel allocated to the station; and

[0205] the transmission protection message is used to
protect downlink data from the access point to the
station that sends the transmission protection message,
the transmission protection message includes duration,
and the duration is used to indicate an exclusive time,
of the station that sends the transmission protection
message, for the transmission channel allocated to the
station.

[0206] In a first possible implementation manner of the
eleventh aspect, the transmitter is further configured to: after
sending of the resource allocation information is completed,
if within a first time length, the access point receives the
transmission protection message sent by the station or
detects that the operating band is busy, send the downlink
data to the station when a second time length elapses after
sending of the resource allocation information ends; or

[0207] the transmitter is further configured to: after
sending of the resource allocation information is com-
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pleted, if within a first time length, it is detected that the
operating band is idle, send the downlink data to the
station when a third time length elapses after sending of
the resource allocation information ends.
[0208] With reference to the eleventh aspect, in a second
possible implementation manner of the eleventh aspect, the
receiver is further configured to: after sending of the
resource allocation information is completed, receive uplink
data sent by the station; and

[0209] the transmitter is further configured to: after
receiving of the uplink data is completed, if within a
first time length, the transmission protection message
sent by the station is received or it is detected that the
operating band is busy, transmit the downlink data
when a second time length elapses after receiving of the
uplink data ends; or

[0210] the transmitter is further configured to: after
receiving of the uplink data sent by the station is
completed, if within a first time length, it is detected
that the operating band is idle, transmit the downlink
data when a third time length elapses after the uplink
data receiving ends.

[0211] According to a twelfth aspect, an embodiment of
the present invention provides an access point, and the
access point includes:

[0212] a processor, configured to generate resource
allocation information;

[0213] a transmitter, configured to send the resource
allocation information, where the resource allocation
information includes a transmission channel allocated
by the access point to at least two stations that include
the station, so that the station that receives the resource
allocation information obtains, according to the
resource allocation information, at least one overlap-
ping subchannel used by the station to send a trans-
mission protection message, and sends the transmission
protection message on each overlapping subchannel in
the at least one overlapping subchannel; and

[0214] a receiver, configured to: if at least two stations
send transmission protection messages on the current
overlapping subchannel, receive the transmission pro-
tection messages simultaneously sent by the at least
two stations, where the simultaneously sent transmis-
sion protection messages are the same, where

[0215] an operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps
the transmission channel allocated to the station; and

[0216] the transmission protection message is used to
protect downlink data from the access point to the
station, the transmission protection message includes
duration, and the duration is used to indicate an exclu-
sive time of the station for the transmission channel
allocated to the station.

[0217] In a first possible implementation manner of the
twelfth aspect, the transmitter is further configured to: after
sending of the resource allocation information is completed,
if within a first time length, the access point receives the
transmission protection message sent by the station or
detects that the operating band is busy, send the downlink
data to the station when a second time length elapses after
sending of the resource allocation information ends; or

[0218] the transmitter is further configured to: after
sending of the resource allocation information is com-
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pleted, if within a first time length, it is detected that the
operating band is idle, send the downlink data to the
station when a third time length elapses after sending of
the resource allocation information ends.
[0219] With reference to the twelfth aspect, in a second
possible implementation manner of the twelfth aspect, the
receiver is further configured to: after sending of the
resource allocation information is completed, receive uplink
data sent by the station; and
[0220] the transmitter is further configured to: after
receiving of the uplink data is completed, if within a
first time length, the transmission protection message
sent by the station is received or it is detected that the
operating band is busy, transmit the downlink data
when a second time length elapses after receiving of the
uplink data ends; or
[0221] the transmitter is further configured to: after
receiving of the uplink data sent by the station is
completed, if within a first time length, it is detected
that the operating band is idle, transmit the downlink
data when a third time length elapses after the uplink
data receiving ends.
[0222] The embodiments of the present invention provide
a data transmission protection method and apparatus. A
station receives resource allocation information sent by an
access point, where the resource allocation information
includes a transmission channel allocated by the access point
to the station; the station obtains, according to a status of
mutual overlap between the allocated transmission channel
and multiple subchannels, at least one overlapping subchan-
nel used by the station to send a transmission protection
message, and sends the transmission protection message on
the at least one overlapping subchannel, where the trans-
mission protection message includes duration, and the dura-
tion indicates an exclusive time of the station for the
transmission channel allocated to the station, so that data
transmission from the access point to the station is protected,
and another third-party station sets duration of the another
third-party station according to the duration in the transmis-
sion protection message. Therefore, a time and a frequency
band for data transmission that needs to be performed from
the AP to the STA are shunned, further, data transmission
sent from the AP to the STA is protected, and data trans-
mission reliability is improved.

BRIEF DESCRIPTION OF DRAWINGS

[0223] To describe the technical solutions in the embodi-
ments of the present invention more clearly, the following
briefly describes the accompanying drawings required for
describing the embodiments. Apparently, the accompanying
drawings in the following description show merely some
embodiments of the present invention, and persons of ordi-
nary skill in the art may still derive other drawings from
these accompanying drawings without creative efforts.
[0224] FIG. 1 is a flowchart of a data transmission pro-
tection method according to an embodiment of the present
invention;

[0225] FIG. 2 is a schematic diagram of data transmission
on a transmission channel according to an embodiment of
the present invention;

[0226] FIG. 3 is a schematic diagram of overlap between
a transmission channel and a subchannel according to an
embodiment of the present invention;
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[0227] FIG. 4 (a) and FIG. 4 (b) are schematic diagrams
of sending a CTS frame by a STA according to an embodi-
ment of the present invention;

[0228] FIG. 5 is a schematic diagram of sending a trans-
mission protection message by a STA according to an
embodiment of the present invention;

[0229] FIG. 6 is a schematic diagram of sending a trans-
mission protection message by a STA according to an
embodiment of the present invention;

[0230] FIG. 7 is a schematic diagram of sending a trans-
mission protection message by a STA according to an
embodiment of the present invention;

[0231] FIG. 8 is a schematic diagram of sending a trans-
mission protection message by a STA according to an
embodiment of the present invention;
[0232] FIG. 9 is a schematic diagram of sending a trans-
mission protection message by a STA according to an
embodiment of the present invention;
[0233] FIG. 10 is a schematic diagram of sending a
transmission protection message by a STA according to an
embodiment of the present invention;
[0234] FIG. 11 is a schematic diagram of sending a
transmission protection message by a STA according to an
embodiment of the present invention;
[0235] FIG. 12 is a schematic diagram of sending a
transmission protection message by a STA according to an
embodiment of the present invention;

[0236] FIG. 13 is a schematic diagram of sending a
transmission protection message by a STA according to an
embodiment of the present invention;

[0237] FIG. 14 is a schematic diagram of a STA according
to an embodiment of the present invention;

[0238] FIG. 15 is a schematic diagram of an AP according
to an embodiment of the present invention; and

[0239] FIG. 16 is a flowchart of a data transmission
protection method according to an embodiment of the pres-
ent invention.

DESCRIPTION OF EMBODIMENTS

[0240] The following clearly describes the technical solu-
tions in the embodiments of the present invention with
reference to the accompanying drawings in the embodiments
of the present invention. Apparently, the described embodi-
ments are merely some but not all of the embodiments of the
present invention. All other embodiments obtained by per-
sons of ordinary skill in the art based on the embodiments of
the present invention without creative efforts shall fall
within the protection scope of the present invention.

[0241] To comprehensively understand the present inven-
tion, many specific details are mentioned in the following
detailed descriptions; however, persons skilled in the art
should understand that the present invention may be imple-
mented without theses specific details. In other embodi-
ments, detailed descriptions of well-known methods, pro-
cesses, components, and circuits are not described in detail,
so that the embodiments are described without being unnec-
essarily blurred.

[0242] The embodiments of the present invention provide
a data transmission protection method and apparatus, and
can protect downlink data transmission from an AP to a
STA.
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Embodiment 1

[0243] FIG. 1 is a flowchart of a data transmission pro-
tection method according to an embodiment of the present
invention. As shown in FIG. 1, the method is used by a STA,
and the method includes:

[0244] Step 101: The station receives resource allocation
information sent by an access point, where the resource
allocation information includes a transmission channel allo-
cated by the access point to at least two stations that include
the station.

[0245] Step 102: The station obtains, according to a status
of mutual overlap between the allocated transmission chan-
nel and multiple subchannels, at least one overlapping
subchannel used by the station to send a transmission
protection message, where an operating band between the
access point and the station is divided into multiple sub-
channels, and the overlapping subchannel is a subchannel
that overlaps the transmission channel allocated to the
station.

[0246] Step 103: Determine whether each overlapping
subchannel in the at least one overlapping subchannel used
by the station to send the transmission protection message is
used only by the station to send the transmission protection
message.

[0247] Step 104: If a current overlapping subchannel is
used only by the station to send the transmission protection
message, the station sends the transmission protection mes-
sage on the current overlapping subchannel.

[0248] Step 105: If a current overlapping subchannel is
further used by another station to send the transmission
protection message, the station sends the transmission pro-
tection message on the current overlapping subchannel
according to a preset rule.

[0249] If the current overlapping subchannel is further
used by another station to send the transmission protection
message, multiple stations that send transmission protection
messages on the current overlapping subchannel sequen-
tially send the transmission protection messages on the
current overlapping subchannel, where the multiple stations
include the station.

[0250] The transmission protection message is used to
protect downlink data transmission from the access point to
the station, the transmission protection message includes
duration, and the duration is used to indicate an exclusive
time of the station for the transmission channel allocated to
the station.

[0251] Embodiments of the present invention provide a
data transmission protection method and apparatus. A station
receives resource allocation information sent by an access
point, where the resource allocation information includes a
transmission channel allocated by the access point to the
station; the station obtains, according to a status of mutual
overlap between the allocated transmission channel and
multiple subchannels, at least one overlapping subchannel
used by the station to send a transmission protection mes-
sage, and sends the transmission protection message on the
at least one overlapping subchannel, where the transmission
protection message includes duration, and the duration indi-
cates an exclusive time of the station for the transmission
channel allocated to the station, so that data transmission
from the access point to the station is protected, and another
third-party station sets duration of the another third-party
station according to the duration in the transmission protec-
tion message. Therefore, a time and a frequency band for
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data transmission that needs to be performed from the AP to
the STA are shunned, further, data transmission sent from the
AP to the STA is protected, and data transmission reliability
is improved.

[0252] There are many factors, for example, an amount of
transmitted data, a channel condition, and the like, for
determining a size of a bandwidth occupied by each station.
How to allocate a bandwidth to each station is not a focus of
the present invention, and is not described in detail herein.
[0253] That “the resource allocation information includes
a transmission channel allocated by the access point to at
least two stations that include the station” includes two basic
scenarios: in a scenario in which only OFDMA is used, the
resource allocation information includes multiple transmis-
sion channels, and each transmission channel is correspond-
ing to one station; in a scenario in which only MU-MIMO
is used, the resource allocation information includes only
one transmission channel, and the transmission channel is
corresponding to multiple stations, that is, the multiple
stations perform transmission by using the same transmis-
sion channel. In addition, a hybrid scenario may also occur:
a transmission channel is divided into multiple blocks in a
frequency domain, and either the OFDMA or the MU-
MIMO is used in the blocks, that is, both the OFDMA and
the MU-MIMO may be used in a communications system.
In this case, the resource allocation information includes
transmission channel allocation for each block, and in the
transmission channel allocation for each block, a rule for the
basic scenarios is followed for whether the OFDMA or the
MU-MIMO is used. Any scheduled station is certainly
located in a block, and resource allocation for any block is
certainly corresponding to one station.

[0254] A protocol in this embodiment of the present
invention is the 802.11 protocol. In this embodiment of the
present invention, bandwidths of multiple subchannels may
be equal. For example, a bandwidth of each subchannel may
be 20 MHZ. A 20-MHZ subchannel is a frequency band
supported by an existing device (where the existing device
is a legacy device relative to a subsequent new device that
supports the solution in this embodiment of the present
invention). Therefore, this embodiment of the present inven-
tion may be compatible with a protocol supported by the
legacy device, so that system upgrade costs can be reduced.
[0255] Frequency bands between multiple scheduled sta-
tions and the access point are the same. For example, in the
802.11ac protocol, an operating band between an access
point and a station is 5 GHz, the frequency band is divided
into multiple 20-MHZ subchannels, and each subchannel
has a determined center frequency. The operating band and
subchannel division are specified in the protocol that both
the access point and the station need to follow. A protocol
that a network follows may be learned from the access point
when the station accesses the network.

[0256] In another embodiment of the present invention,
bandwidths of multiple subchannels may be unequal. For
example, an operating band between an access point and a
station is 40 MHZ, and may be divided into three subchan-
nels whose bandwidths are respectively 10 MHZ, 20 MHZ,
and 10 MHZ.

[0257] In this embodiment of the present invention, the
transmission protection message is a clear to send CTS
frame or an ACK frame. The two types of frames are frames
that can be supported by an existing device (where the
existing device is a legacy device relative to a subsequent
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new device that supports the solution in this embodiment of
the present invention). Therefore, this embodiment of the
present invention may be compatible with a protocol sup-
ported by the legacy device, so that system upgrade costs
can be reduced.

[0258] In this embodiment of the present invention, all
subchannels may have same bandwidths, for example, are
all 20-MHZ subchannels. In this case, the existing device
can be compatible, and applicability of this embodiment of
the present invention can be improved. In addition, the
legacy device does not need to be replaced when an existing
transmission system is being upgraded, and therefore, sys-
tem upgrade costs are relatively low. Further, when the
transmission protection message is a CTS frame or an ACK
frame, the applicability of this embodiment of the present
invention can be further improved, so that the protocol
supported by the existing device is better compatible.
[0259] In each embodiment of the present invention, the
overlap refers to entire coverage or partial coverage, or may
be a combination of entire coverage and partial coverage.
FIG. 3 is a schematic diagram of overlap between multiple
subchannels and a transmission channel of a STA according
to an embodiment of the present invention. As shown in FIG.
3, an operating band is divided into a subchannel 320, a
subchannel 321, and a subchannel 322. A transmission
channel of a STA 1 is a transmission channel 310, a
transmission channel of a STA 2 is a transmission channel
311, a transmission channel of a STA 3 is a transmission
channel 312, and a transmission channel of a STA 4 is a
transmission channel 313.

[0260] As shown in FIG. 3, the subchannel 320 covers the
entire transmission channel 310 of the STA 1; the subchan-
nel 321 covers the entire transmission channel 311 of the
STA 2 and a part of the transmission channel 312 of the STA
3, which, for short, may be that the subchannel 321 covers
the transmission channel 311 and the transmission channel
312; the subchannel 322 covers a part of the transmission
channel 312 of the STA 3 and the entire transmission
channel 313 of the STA 4, which, for short, may be that the
subchannel 322 covers the transmission channel 312 and the
transmission channel 313.

[0261] The transmission channel 310 of the STA 1 covers
a part of the subchannel 320; the transmission channel 311
of the STA 2 covers a part of the subchannel 321; the
transmission channel 312 of the STA 3 covers a part of the
subchannel 321 and a part of the subchannel 322; the
transmission channel 313 of the STA 4 covers a part of the
subchannel 322.

[0262] Overlapping is mutual, that is, for any STA, for
example, the STA 3, the transmission channel 312 of the
STA 3 covers the subchannel 321 and the subchannel 322,
and the transmission channel 312 of the STA 3 is also
covered by the transmission channel subchannel 321 and the
subchannel 322.

[0263] In this embodiment of the present invention, data
sent from a STA to an AP may be referred to as uplink data
or uplink data transmission; data sent from an AP to a STA
may be referred to as downlink data or downlink data
transmission.

[0264] The following briefly describes a principle of pro-
tecting data transmission by using duration. FIG. 2 is a
schematic diagram of data transmission on a transmission
channel according to an embodiment of the present inven-
tion. An AP and a STA are not shown in FIG. 2. As shown
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in FIG. 2, the AP sends resource allocation information 201
to a STA, and the STA sends a transmission protection
message in a broadcast manner. In this embodiment, the
transmission protection message is a CTS frame 202, and the
CTS frame 202 carries duration 203. Within the duration
203, only data 204 from the AP to the STA is sent on the
transmission channel, so as to protect data transmission 204.

[0265] In this embodiment of the present invention,
resource allocation information may be a trigger (Trigger)
frame used to trigger subsequent data transmission.

[0266] Certainly, on the transmission channel, only the
downlink data 204 from the AP to the STA may be sent, or
only uplink data 205 from the STA to the AP may be sent.

[0267] The duration 203 in FIG. 2 indicates a start
moment, an end moment, and a time length of duration.
Actually, the duration is only a numeric value, and an NAV
(Network Allocation Vector, network allocation vector) is
used to measure the end moment of the duration. The NAV
is equivalent to a backoft timer, and an initial value of the
NAYV is the duration. When a value of the NAV becomes 0,
it indicates that an exclusive time of the STA ends. There-
fore, the duration 203 in FIG. 2 may also be considered to
as an NAV corresponding to the duration.

[0268] In this embodiment of the present invention, a
function of the CTS frame sent by the STA is to protect
downlink data transmission from the AP to the STA. There-
fore, if only uplink data from the STA to the AP needs to be
transmitted after the resource allocation information is trans-
mitted, data transmission does not need to be protected. If
there is both downlink data transmitted from the AP to the
STA and uplink data transmitted from the STA to the AP, and
the AP does not need to feed back an instant confirmation
message to the STA after data transmission from the STA to
the AP ends, transmission protection is required, and the
transmission protection only needs to last till data transmis-
sion from the AP to the STA ends, for example, lasts for the
duration 203 shown in FIG. 2, and data transmission from
the STA to the

[0269] AP does not need to be protected, so as to avoid
overprotection. If there is both data transmitted from the AP
to the STA and data transmitted from the STA to the AP, and
the AP needs to feed back an instant confirmation message
to the STA after data transmission from the STA to the AP
ends, in this case, the transmission protection needs to end
till sending of an instant confirmation message BA 210 is
completed, for example, lasts for duration 211 shown in FIG.
2, so that the instant confirmation message BA 210 from the
AP to the STA is also protected.

[0270] Inconclusion, duration in a transmission protection
message sent by each STA may be determined according to
a specific scheduling status of the STA. Duration in CTS
frames sent by different STAs may be the same or different,
so that transmission is flexibly protected.

[0271] In this embodiment of the present invention, the
CTS frame may be replaced with an ACK frame. In this
embodiment of the present invention, alternatively, the
transmission protection message may be another frame that
can be understood and decoded by an existing device. In
subsequent embodiments, the CTS frame is used as an
example for description.

[0272] In this embodiment of the present invention, a
preferred solution for sending the transmission protection
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message on the at least one overlapping subchannel is to
send the transmission protection message on all overlapping
subchannels.

[0273] In the transmission protection method in this
embodiment of the present invention, a STA sequentially
sends a transmission protection message on multiple over-
lapping subchannels in a broadcast manner, so that another
third-party STA sets duration of the another third-party STA
according to duration in the transmission protection mes-
sage. Therefore, a time and a frequency band for data
transmission that needs to be performed from an AP to the
STA are shunned, further, data transmission sent from the AP
to the STA is protected, and data transmission reliability is
improved.

Embodiment 2

[0274] Step 104 in which if a current overlapping sub-
channel is used only by the station to send the transmission
protection message, the station sends the transmission pro-
tection message on the current overlapping subchannel
includes:

[0275] the station sends the transmission protection
message on the current overlapping subchannel when a
preset time length elapses after the station receives the
resource allocation information.

[0276] Step 105 in which if a current overlapping sub-
channel is further used by another station to send the
transmission protection message, the station sends the trans-
mission protection message on the current overlapping sub-
channel according to a preset rule includes:

[0277] the station sends the transmission protection
message on the current overlapping subchannel accord-
ing to the preset rule when a preset time length elapses
after the station receives the resource allocation infor-
mation.

[0278] FIG. 4 (a) and FIG. 4 (b) are schematic diagrams
of sending a CTS frame by a STA according to an embodi-
ment of the present invention. In scenarios shown in FIG. 4
(a) and FIG. 4 (b), a transmission channel of a STA covers
two subchannels and a part of one subchannel, and only one
STA sends a CTS frame on each subchannel.

[0279] InFIG. 4 (a), a transmission channel 410 of a STA
covers a part of a subchannel 420, and further covers two
entire subchannels. The two entirely covered subchannels
are respectively a subchannel 421 and a subchannel 422. On
subchannels 420, 421, and 422, only the STA sends a CTS
frame. FIG. 4 (a) shows only downlink data transmission
from an AP to the STA. After receiving the resource allo-
cation information, the STA sends a CTS frame 430, a CTS
frame 431, and a CTS frame 432 respectively on the
subchannel 420, the subchannel 421, and the subchannel
422. The CTS frame 430, the CTS frame 431, and the CTS
frame 432 sent on the different subchannels are the same and
include same duration 440. Data transmission from the AP
to the STA may be protected according to the duration.
[0280] As shown in FIG. 4 (b), a transmission channel 411
of a STA covers a part of a subchannel 420, and further
covers two entire subchannels. The two entirely covered
subchannels are respectively a subchannel 421 and a sub-
channel 422. On subchannels 420, 421, and 422, only the
STA sends a CTS frame. Between the STA and an AP, there
is data transmitted only from the STA to the AP, but there is
an instant confirmation message from the AP to the STA.
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[0281] In this case, after the resource allocation informa-
tion, the STA sends a CTS frame 430, a CTS frame 431, and
a CTS frame 432 respectively on the subchannel 420, the
subchannel 421, and the subchannel 422. The CTS frame
430, the CTS frame 431, and the CTS frame 432 sent on the
different subchannels are the same, and include same dura-
tion 441.

[0282] When a transmission channel of a STA covers
multiple subchannels or a part of multiple subchannels, the
STA sends a CTS frame on each subchannel. The CTS frame
includes duration and can be used to protect, on each
subchannel, data transmitted from the AP to the STA.
[0283] The scenarios shown in FIG. 4 (a) and FIG. 4 (b)
are merely used to describe a location at which a CTS frame
is sent, and do not involve a case in which multiple STAs
send a CTS frame on a subchannel.

Embodiment 3

[0284] Step 104 in which if a current overlapping sub-
channel is used only by the station to send the transmission
protection message, the station sends the transmission pro-
tection message on the current overlapping subchannel
includes:

[0285] the station sends the transmission protection
message on the current overlapping subchannel when a
preset time length clapses after the station completes
sending of uplink data to the access point.

[0286] Step 105 in which if a current overlapping sub-
channel is further used by another station to send the
transmission protection message, the station sends the trans-
mission protection message on the current overlapping sub-
channel according to a preset rule includes:

[0287] the station sends the transmission protection
message on the current overlapping subchannel accord-
ing to the preset rule when a preset time length elapses
after the station completes sending of uplink data to the
access point.

[0288] If between the STA and the AP, there is data
transmitted only from the STA to the AP, but there is an
instant confirmation message from the AP to the STA, in this
case, the instant confirmation message from the AP to the
STA needs to be protected. The transmission protection
message sent by the STA may be subsequent to uplink data
transmission from the STA to the AP in a time order, so as
to protect transmission of the instant confirmation message
from the AP to the STA.

[0289] In Embodiment 2, the transmission protection mes-
sage sent by the STA is subsequent to the resource allocation
information, and in Embodiment 3, between the STA and the
AP, there is data transmitted only from the STA to the AP, but
there is an instant confirmation message from the AP to the
STA. In this case, the transmission protection message sent
by the STA may be subsequent to the resource allocation
information in a time order as shown in FIG. 4 (b), or may
be subsequent to uplink data transmission from the STA to
the AP in a time order as shown in FIG. 5, so as to protect
transmission of the instant confirmation message from the
AP to the STA.

[0290] FIG. 5 is a schematic diagram of sending a CTS
frame by a STA according to an embodiment of the present
invention. In an application scenario shown in FIG. 5, a
status of overlap between a subchannel and a transmission
channel of a STA is shown in FIG. 4 (a) and FIG. 4 (b).
Between the STA and an AP, there is data transmitted only
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from the STA to the AP, but there is an instant confirmation
message from the AP to the STA.

[0291] In this case, CTS frames 530, 531, and 532 sent by
the STA are subsequent to uplink data transmission from the
STA to the AP, and the CTS frames 530, 531, and 532
include same duration 540.

Embodiment 4

[0292] Step 105 in which the station sends the transmis-
sion protection message on the current overlapping subchan-
nel according to a preset rule includes:

[0293] the station obtains, according to the resource
allocation information, the multiple stations that send
the transmission protection messages on the current
overlapping subchannel;

[0294] the station sorts the multiple stations according
to a sorting rule, where the sorting is used to determine
an order of sending, by the multiple stations, the
transmission protection messages on the current over-
lapping subchannel, and the multiple stations include
the station;

[0295] the station obtains, according to the sorting, the
order of sending an transmission protection message by
the station;

[0296] the station obtains a corresponding first sending
moment according to the order of sending the trans-
mission protection message; and

[0297] the station sends the transmission protection
message on the current overlapping subchannel at the
first sending moment.

[0298] The sorting rule is a preset sorting rule, or a sorting
rule indicated in the resource allocation information.

[0299] The preset sorting rule may include:
[0300] sorting in descending order of station IDs;
[0301] sorting in ascending order of station IDs; or
[0302] sorting according to an order of stations in the

resource allocation information.

[0303] FIG. 6 is a schematic diagram of sending a trans-
mission protection message by a STA according to an
embodiment of the present invention. In a scenario shown in
FIG. 6, the transmission protection message is a CTS frame,
and the CTS frame is sent after resource allocation infor-
mation is received. In the scenario shown in FIG. 6, a
subchannel 610 covers transmission channels of multiple
STAs, where the subchannel 610 covers a part of a trans-
mission channel 620 of a STA 1, and covers an entire
transmission channel 621 of a STA 2 and an entire trans-
mission channel 622 of a STA 3. IDs of the three STAs are
respectively 1, 2, and 3, and corresponding transmission
channels of the three STAs are respectively the transmission
channel 620, the transmission channel 621, and the trans-
mission channel 622. The transmission channel 620 of the
STA 1 also covers a part of a subchannel 611.

[0304] In the scenario, a sending rule is sorting in ascend-
ing order of station IDs. The STA 1 obtains, from the
resource allocation information, the IDs of the multiple
STAs covered by the subchannel 610 that are respectively 1,
2, and 3, and learns, after sorting in ascending order, that the
STA1 first sends the CTS frame.

[0305] On the subchannel 610, an interframe space
between frames on the channel may be preset. For example,
the first CTS frame is sent at a moment T1 that is a preset
time length later than receiving of the resource allocation
information, the second CTS frame is sent at a moment T2
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that is a time length a later than the moment T1, and the third
CTS frame is sent at a moment T3 that is the time length a
later than the moment T2. Therefore, a CTS frame sending
moment may be learned by learning a ranking of the STA for
sending a CTS frame.

[0306] In this embodiment of the present invention, the
preset time length may be a short interframe space, and the
time length a may be a sum of a short interframe space and
a CTS transmission time length. A time length of the short
interframe space is specified in the protocol. A frame that
carries the transmission protection message generally has a
fixed length, and is sent in a specific modulation and coding
scheme; therefore, a transmission time length of the frame is
fixed. For example, the CTS frame is sent on a 20-MHZ
subchannel in a lowest-order modulation and coding
scheme, for which a transmission time length of 44 micro-
seconds is required.

[0307] As shown in FIG. 6, the STA 1 sends a CTS frame
630 at the moment T1. Likewise, the STA 2 sends a CTS
frame 631 at the moment T2, and the STA 3 sends a CTS
frame 632 at the moment T3. The CTS frame 630 includes
duration 640, the CTS frame 631 includes duration 641, and
the CTS frame 632 includes duration 642.

[0308] In the transmission protection method in this
embodiment of the present invention, when a subchannel
covers transmission channels of multiple STAs, that is, when
the multiple STAs send CTS frames on the same subchannel,
the STAs sequentially send the CTS frames according to a
specific order, to implement transmission protection, which
resolves a problem of how to send, by multiple STAs, a CTS
frame for transmission protection when a same AP schedules
the multiple STAs, thereby protecting subsequent downlink
data transmission from the AP to the multiple STAs, and
improving transmission reliability.

Embodiment 5

[0309] Step 105 of sending the transmission protection
message on the current overlapping subchannel according to
the preset rule may include:
[0310] obtaining a second sending moment according to
a transmission protection message sending order or a
second sending moment indication information desig-
nated in the resource allocation information; and
[0311] sending the transmission protection message on
the current overlapping subchannel at the second send-
ing moment.
[0312] The second sending moment is a moment used for
sending the transmission protection message, and each sta-
tion that sends the transmission protection message on the
current overlapping subchannel is corresponding to one
second sending moment.
[0313] FIG. 7 is a schematic diagram of sending a trans-
mission protection message by a STA according to an
embodiment of the present invention. In a scenario shown in
FIG. 7, the transmission protection message is a CTS frame.
A subchannel 710 covers transmission channels of multiple
STAs, where the multiple STAs are respectively a STA 1, a
STA 2, and a STA 3, and the covered multiple transmission
channels are respectively a transmission channel 720, a
transmission channel 721, and a transmission channel 722.
[0314] When each STA can receive scheduling informa-
tion of only some STAs, for example, when a STA is set to
receive scheduling information of only the STA, resource
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allocation information sent by an AP to each STA may
include a sending ranking of the STA for sending a CTS
frame.

[0315] As shown in FIG. 7, a sending order designated by
the AP is the STA 1, the STA 2, and the STA 3. ACTS frame
sending interval is preset, for example, the first CTS frame
is sent at a moment T1 that is a preset time length later than
receiving of the resource allocation information; the second
CTS frame is sent at a moment T2 that is a time length b later
than an end to sending of the CTS frame sent at the moment
T1; the third CTS frame is sent at a moment T3 that is the
time length b later than an end to sending of the CTS frame
sent at the moment T2.

[0316] Therefore, a CTS frame sending moment may be
learned by learning a ranking of the STA for sending a CTS
frame. Both the preset time length and the time length b may
be a short interframe space.

[0317] In this embodiment, the STA 1 sends a CTS frame
730 at the moment T1, the STA2 sends a CTS frame 731 at
the moment T2, and the STA 3 sends a CTS frame 732 at the
moment T3. The CTS frame 730 includes duration 740, the
CTS frame 731 includes duration 741, and the CTS frame
732 includes duration 742. Downlink data sent by different
STAs is protected by using different duration.

[0318] In this embodiment, alternatively, the AP may
directly designate a moment for sending a CTS frame by
each STA, for example, designate the STA 1 to send a CTS
frame at the moment T1, the STA 2 to send a CTS frame at
the moment T2, and the STA 3 to send a CTS frame at the
moment T3.

[0319] In this embodiment of the present invention, an AP
designates an order of sending CTS frames by STAs or
designates a second sending moment for sending a trans-
mission protection message by each STA, which prevents a
STA from receiving excessive redundant information, for
example, a sending moment of another STA, and can also
resolve a problem of how to send a CTS frame when a STA
cannot receive scheduling information of all STAs. There-
fore, data subsequently sent to multiple STAs by the AP can
be protected, and data transmission reliability can be
improved.

[0320] FIG. 8 is a schematic diagram of sending a trans-
mission protection message by a STA according to an
embodiment of the present invention. In an application
scenario shown in FIG. 8, there is uplink data transmission
sent from a STA to an AP and an instant confirmation
message sent by the AP to the STA, and only the instant
confirmation message from the AP to the STA needs to be
protected. In this case, the STA may send a CTS frame after
uplink data transmission sent from the STA to the AP.

[0321] A moment for sending a CTS frame by each STA
may be determined according to an uplink transmission time
length of the station and a designated sending order of the
transmission protection message. For example, the first STA
sends a CTS frame at a moment T1' that is a preset time
length later than completion of sending of uplink data to the
AP by the first STA, and the second STA sends a CTS frame
at a moment T2' that is a time length c later than completion
of sending of the CTS frame sent at the moment T1'.

[0322] Both the preset time length and the time length ¢
may be a short interframe space.
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Embodiment 6

[0323] This embodiment of the present invention further
provides a data transmission protection method. As shown in
FIG. 16, the method includes:

[0324] Step 1601: A station receives resource allocation
information sent by an access point, where the resource
allocation information includes a transmission channel allo-
cated by the access point to the station, and the transmission
channel is a frequency band allocated by the access point to
the station.

[0325] Step 1602: The station obtains, according to a
status of mutual overlap between the allocated transmission
channel and multiple subchannels, at least one overlapping
subchannel used by the station to send a transmission
protection message, where an operating band between the
access point and the station is divided into multiple sub-
channels, and the overlapping subchannel is a subchannel
that overlaps the transmission channel of the station.
[0326] Step 1603: Send the transmission protection mes-
sage on the at least one overlapping subchannel.

[0327] If a current overlapping subchannel on which the
station sends the transmission protection message is further
used by another station to send the transmission protection
message, multiple stations that send transmission protection
messages on the current overlapping subchannel simultane-
ously send the transmission protection messages on the
current overlapping subchannel, where the multiple stations
include the station.

[0328] The simultaneously sent transmission protection
messages are the same.

[0329] The transmission protection message is used to
protect downlink data transmission from the access point to
the station, the transmission protection message includes
duration, and the duration is used to indicate an exclusive
time of the station for the transmission channel allocated to
the station.

[0330] Further, bandwidths of the multiple subchannels
may be equal.
[0331] Further, the transmission protection message may

be a clear to send CTS frame or an ACK frame.

[0332] Optionally, step 1603 of sending the transmission
protection message on the at least one overlapping subchan-
nel includes:

[0333] sending the transmission protection message
when a preset time length elapses after the resource
allocation information is received; or

[0334] sending the transmission protection message
when a preset time length elapses after sending of
uplink data transmission to the access point is com-
pleted.

[0335] Optionally, in this embodiment of the present
invention, step 1603 of sending the transmission protection
message on the at least one overlapping subchannel
includes:

[0336] after the resource allocation information is
received, sending, according to a third sending moment
designated in the resource allocation information, the
transmission protection message at the third sending
moment; or

[0337] after sending of uplink data to the access point is
completed, sending, according to a third sending
moment designated in the resource allocation informa-
tion, the transmission protection message at the third
sending moment.
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[0338] The third sending moment is a moment that is
allocated by the access point to the station and that is used
by the station to send the transmission protection message.
[0339] In this embodiment, if multiple STAs need to send
CTS frames on one subchannel, the multiple STAs simul-
taneously send transmission protection messages, and the
simultaneously sent transmission protection messages are
the same.

[0340] Further, that the simultaneously sent transmission
protection messages are the same may include:

[0341] a same scrambling code sequence is used to
scramble the simultaneously sent transmission protec-
tion messages;

[0342] a same modulation and coding scheme is used
for the simultaneously sent transmission protection
messages; and

[0343] the simultaneously sent transmission protection
messages have same MAC layer content.

[0344] In order that scrambling code sequences of mul-
tiple stations are the same, a simple implementation method
is that the multiple stations use a same scrambling code
generator initial state value. For example, the multiple
stations use a same predefined scrambling code generator
initial state value, use a scrambling code sequence the same
as that of a frame that carries the resource allocation
information, use a sequence obtained by mapping from an
AP identifier based on a same rule, use a sequence obtained
by mapping from current duration based on a same rule, or
use a sequence obtained by mapping from an AP identifier
or current duration based on a same rule. The current
duration is duration carried in the frame that carries the
resource allocation information, or duration to be carried in
the CTS frame.

[0345] That the CTS frames have same MAC layer con-
tent may be: the transmission protection messages include
RA fields that have a same value, and include same duration.
For example, the RA field is an address of the AP.

[0346] The preset time length may be a short interframe
space.
[0347] When a relatively large quantity of STAs are sched-

uled, a large quantity of transmission protection messages
are sent. Sending the transmission protection message at
different time brings extremely high overheads. In addition,
if one subchannel covers transmission channels of multiple
STAs, and a STA has a relatively low ranking for sending a
transmission protection message, there is a relatively long
interval between receiving of the resource allocation infor-
mation by the STA and sending of the transmission protec-
tion message by the STA, and during the interval, the STA
may receive information from another station, for example,
a CTS frame from another OBSS STA. In this case, further
sending of the transmission protection message by the STA
may cause interference to transmission by the OBSS STA.
When a same subchannel covers transmission channels of
multiple STAs, the multiple STAs simultaneously send
transmission protection messages, which can resolve the
foregoing problem, so that system overheads are reduced
and potential interference is reduced.

[0348] While MAC layer content is the same and scram-
bling code sequences are the same, modulation and coding
schemes further need to be the same to ensure that a
superposed physical waveform of the simultaneously sent
transmission protection messages can be decoded. The
modulation and coding scheme includes two aspects: a
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modulation scheme and a channel coding scheme. A pre-
ferred modulation and coding scheme is: BPSK (Binary
Phase Shift Keying, binary phase shift keying) is used as the
modulation scheme, and a BCC (Binary Convolutional
Code, binary convolutional code) whose bit rate is 1/2 is
used in the channel coding scheme.

[0349] FIG. 9 is a schematic diagram of sending a trans-
mission protection message by a STA according to an
embodiment of the present invention. In a scenario shown in
FIG. 9, the transmission protection message is a CTS frame.
A subchannel 910 covers transmission channels of multiple
STAs, where the multiple STAs are respectively a STA 1, a
STA 2, and a STA 3, and the covered multiple transmission
channels are respectively a transmission channel 920, a
transmission channel 921, and a transmission channel 922.
A subchannel 911 covers transmission channels of a STA 4
and a STA 5.

[0350] The STA 1, the STA 2, and the STA 3 send a CTS
frame 930 when a preset time length elapses after the STA
1, the STA 2, and the STA 3 receive resource allocation
information.

[0351] Because all STAs receive the resource allocation
information at a same moment, and preset interframe space
times are also the same, multiple STAs send a CTS frame at
a same moment, that is, the multiple STAs simultaneously
send the CTS frame.

[0352] Actually, the CTS frame 930 is obtained by super-
position of multiple same CTS frames.

[0353] A third sending moment may also be designated in
the resource allocation information, so that the STA sends
the CTS frame at the third sending moment after receiving
the resource allocation information.

[0354] To ensure that a signal obtained by superposition of
multiple CTS frames can be correctly decoded, in this
embodiment, the transmission protection messages sent by
multiple stations on the overlapping subchannel have same
frame MAC layer content, and are scrambled by using a
same scrambling code sequence.

[0355] According to a current rule, when sending a data
part of a transmission frame, each STA randomly selects a
scrambling code generator initial state (a 7-bit sequence)
value to generate a scrambling code sequence, and then
scrambles data by using the scrambling code sequence.
Consequently, two CTS frames may be completely different
in physical waveforms even though the two CTS frames
include completely same content. Because scrambling code
generator initial state values randomly selected by STAs are
different, scrambling code sequences are different, and
results obtained by scrambling same data are also different.
Therefore, to ensure that CTSs sent by different STAs can be
superposed in physical waveforms, multiple STAs whose
transmission channels are covered by a same subchannel
generally use a same scrambling code generator initial state
value. For example, all STAs use a scrambling code gen-
erator initial state value the same as that of the resource
allocation information. However, because the resource allo-
cation information may be an NDP frame, that is, includes
neither a data part nor a scrambling code generator initial
state value, the STAs may select another value as a scram-
bling code generator initial state value for generating CTSs
by the STAs. Examples are as follows.
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[0356] A predefined 7-bit scrambling code generator ini-
tial state value is used.

[0357] An AP explicitly indicates the 7-bit scrambling
code generator initial state value in a trigger frame.

[0358] Seven bits, for example, seven least significant bits,
in a MAC address of the AP are used.

[0359] Seven bits in a CRC of a trigger frame HEW-
SIG-A or HEW-SIG-B are used.

[0360] It should be specially noted that, a same scrambling
code sequence needs to be used for multiple CTSs only on
a same subchannel, and different scrambling code sequences
may be used for CTSs on different subchannels. For
example, different scrambling code sequences may be used
for CTSs on two subchannels 910 and 911 in FIG. 9.
However, it is a simple and also preferred practice that a
same scrambling code sequence is used on all subchannels.
[0361] In addition, according to an implementation
method in a current standard, when a station performs
sending by using multiple subchannels, a phase of a sub-
carrier on each subchannel may have different-extent phase
rotation, so as to reduce a peak-to-average power ratio of a
time domain signal, and facilitate receiving by another
device. In the present invention, this rule also needs to be
followed during CTS sending, that is, a STA determines,
according to a predetermined rule for all subchannels
included in an entire bandwidth scheduled by the AP, phase
rotation of all the subchannels, and uses the phase rotation
during CTS sending. Because multiple STAs follow a same
phase rotation rule, phase rotation of multiple CTSs on a
same subchannel is the same, and a signal obtained by
superposition of the multiple CTSs can still be decoded.
[0362] In the method in this embodiment of the present
invention, multiple STAs simultaneously send CTS frames,
which can reduce system overheads and reduce interference.
[0363] This embodiment of the present invention provides
multiple specific implementation manners. In a practical
application, a specific implementation manner is set during
initialization, and therefore, there is no need to further
indicate a manner during running.

[0364] In the embodiment shown in FIG. 9, a STA sends
a CTS frame after receiving resource allocation information.
Actually, between a STA and an AP, there is data transmitted
only from the STA to the AP, but there is an instant
confirmation message from the AP to the STA. Alternatively,
a STA may send a CTS frame after completing sending of
uplink data transmission to an AP. For details, reference may
be made to embodiments shown in FIG. 5§ and FIG. 8.

Embodiment 7

[0365] After step 101, before step 102, that is, after the
station receives the resource allocation information sent by
the access point, and before the at least one overlapping
subchannel used by the station to send the transmission
protection message is obtained, the method may further
include:

[0366] obtaining, by the station, transmission protection
indication information from the resource allocation
information, where the transmission protection indica-
tion information indicates whether the station is to send
the transmission protection message or indicates
whether the station is allowed to send the transmission
protection message; and

[0367] when the transmission protection indication
information indicates that the station is to send the
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transmission protection message or indicates that the
station is allowed to send the transmission protection
message, obtaining the at least one overlapping sub-
channel used by the station to send the transmission
protection message.
[0368] Not all STAs scheduled by the AP need downlink
transmission protection. For example, a STA extremely
close to the AP needs no transmission protection. Therefore,
the resource allocation information may carry indication
information indicating whether to perform transmission pro-
tection. This embodiment may be applied to all embodi-
ments of the present invention.
[0369] For the indication information that is carried in the
resource allocation information and indicates whether the
transmission protection message needs to be used, there may
be the following solutions:
[0370] Solution 1: The AP uses a 1-bit indication in the
resource allocation information, and the indication means:
transmission protection is performed for all the scheduled
STAs, or transmission protection is performed for none of
the scheduled STAs.
[0371] Solution 2: The AP indicates, in the resource allo-
cation information, whether to perform transmission protec-
tion for each STA, for example, may perform indication by
using a bitmap (bitmap).
[0372] The solution 2 needs more overheads but is more
flexible, can effectively reduce a quantity of CTSs, and can
further reduce impact of delay spread.
[0373] Solution 3: The resource allocation information
sent by the AP does not expressly indicate whether trans-
mission protection is required, and each STA determines,
according to a status of the STA, whether transmission
protection is to be performed. The solution is applicable only
to a case in which CTSs are simultaneously sent.
[0374] A specific implementation method is: after the AP
sends the resource allocation information, if within a PIFS
(Point Coordination Function Interframe Space, point coor-
dination function interframe space) time, the AP receives a
CTS frame sent by the STA or detects that a channel is busy,
the AP considers that at least one STA needs transmission
protection, and the AP starts to transmit data at a moment
that is two SIFSs and a transmission time length of one CTS
later than an end to sending of a trigger frame; otherwise (if
the AP detects, within a PIFS time, that a channel is always
idle), the AP starts to transmit data at a moment that is the
PIFS time later than an end to sending of a trigger frame.
From a perspective of the STA, if the STA needs transmis-
sion protection, the STA sends the CTS at a moment that is
an SIFS later than receiving of the resource allocation
information. The PIFS is greater than the SIFS. Certainly, in
addition to a trigger frame end, an uplink data end may be
used as a start moment of a time.
[0375] Solution 4: The AP uses a 1-bit indication in the
resource allocation information, and the indication means:
transmission protection is allowed, but each STA deter-
mines, according to a status of the STA, whether transmis-
sion protection is to be performed; or transmission protec-
tion is not allowed.
[0376] A specific implementation method is: when an
indicator bit is set to 0, transmission protection is not
allowed for the scheduled STA; when an indicator bit is set
to 1, after the AP sends the resource allocation information,
if within a PIFS (Point Coordination Function Interframe
Space, point coordination function interframe space) time,
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the AP receives a CTS frame sent by the STA or detects that
a channel is busy, the AP considers that at least one STA
needs transmission protection, and the AP starts to transmit
data at a moment that is two SIFSs and a transmission time
length of one CTS later than an end to sending of a trigger
frame;

[0377] otherwise (if the AP detects, within a PIFS time,
that a channel is always idle), the AP starts to transmit data
ata moment that is the PIFS time later than an end to sending
of a trigger frame. From a perspective of the STA, if the
received indicator bit is set to 1 and transmission protection
needs to be performed for the STA, the STA sends the CTS
at a moment that is an SIFS later than receiving of the
resource allocation information. The PIFS is greater than the
SIFS. Certainly, in addition to a trigger frame end, an uplink
data end may be used as a start moment of a time.

[0378] Solution 5: The AP implicitly indicates, by using a
trigger frame, whether to perform transmission protection.
In the method, some existing fields of the trigger frame
generally need to be reused, and a final effect of the method
is similar to that of the solution 1 or the solution 4.

[0379] In an example, the solution 4 is implemented by
means of an implicit indication. A specific implementation
method is: when a length field in an L-SIG (Legacy SIG-
NAL, legacy signal) field of the trigger frame is set to 0, it
indicates that the AP allows transmission protection to be
performed for the scheduled STA; when a value of the length
field in the L-SIG field of the trigger frame is greater than O,
it indicates that the AP does not allow transmission protec-
tion to be performed for the scheduled STA.

[0380] It is determined, according to indication informa-
tion indicating whether to perform transmission protection,
whether to perform transmission protection, which can
avoid overprotection and can also reduce system resources.

Embodiment 8

[0381] This embodiment of the present invention further
provides a data transmission protection method. The method
includes:

[0382] sending, by an access point, resource allocation
information, where the resource allocation information
includes information about a transmission channel allo-
cated to at least two stations, so that a station that
receives the resource allocation information obtains,
according to the resource allocation information, at
least one overlapping subchannel used by the station to
send a transmission protection message, and sends the
transmission protection message on each overlapping
subchannel in the at least one overlapping subchannel;
and

[0383] if at least two stations send transmission protec-
tion messages on the current overlapping subchannel,
sequentially sending, by the at least two stations, the
transmission protection messages.

[0384] An operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps the
transmission channel of the station.

[0385] The transmission protection message is used to
protect downlink data from the access point to the station
that sends the transmission protection message, the trans-
mission protection message includes duration, and the dura-
tion is used to indicate an exclusive time, of the station that
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sends the transmission protection message, for the transmis-
sion channel allocated to the station.

[0386] Optionally, in this embodiment of the present
invention, after sending of the resource allocation informa-
tion is completed, if within a first time length, the transmis-
sion protection message sent by the station is received or it
is detected that the operating band is busy, the access point
transmits the downlink data when a second time length
elapses after sending of the resource allocation information
ends; or

[0387] after sending of the resource allocation informa-
tion is completed, if within a first time length, it is
detected that the operating band is idle, the access point
transmits the downlink data when a third time length
elapses after sending of the resource allocation infor-
mation ends.

[0388] Optionally, in this embodiment of the present
invention, after receiving of uplink data sent by the station
is completed, if within a first time length, the transmission
protection message sent by the station is received or it is
detected that the operating band is busy, the downlink data
is transmitted when a second time length elapses after the
uplink data receiving ends; or

[0389] after receiving of uplink data sent by the station
is completed, if within a first time length, it is detected
that the operating band is idle, the downlink data is
transmitted when a third time length elapses after the
uplink data receiving ends.

[0390] Optionally, in this embodiment, the first time
length may be a time length of a distributed interframe
space, the second time length may be a sum of a time length
of two short interframe spaces and a transmission time
length of one transmission protection message, and the third
time length may be a time length of a distributed interframe
space.

[0391] The time length of the distributed interframe space
is greater than the time length of the short interframe space.
[0392] Optionally, in this embodiment, the first time
length may be a time length of a point coordination function
interframe space, the second time length may be a sum of a
time of two short interframe spaces and a transmission time
length of one transmission protection message, and the third
time length may be a time length of a point coordination
function interframe space.

[0393] The time length of the point coordination function
interframe space is greater than the time length of the short
interframe space.

[0394] An embodiment of the present invention further
provides a data transmission protection method. The method
includes:

[0395] sending, by an access point, resource allocation
information, where the resource allocation information
includes information about a transmission channel allo-
cated to at least two stations, so that a station that
receives the resource allocation information obtains,
according to the resource allocation information, at
least one overlapping subchannel used by the station to
send a transmission protection message, and sends the
transmission protection message on each overlapping
subchannel in the at least one overlapping subchannel;
and

[0396] if at least two stations send transmission protec-
tion messages on the current overlapping subchannel,
simultaneously sending, by the at least two stations, the
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transmission protection messages, where the simulta-
neously sent the transmission protection messages are
the same.

[0397] An operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps the
transmission channel of the station.

[0398] The transmission protection message is used to
protect downlink data from the access point to the station,
the transmission protection message includes duration, and
the duration is used to indicate an exclusive time of the
station for the transmission channel allocated to the station.

Embodiment 9

[0399] FIG. 10 is a schematic diagram of an application
scenario according to an embodiment of the present inven-
tion. As shown in FIG. 10, a channel is divided into multiple
subchannels with fixed bandwidths, and a bandwidth of each
subchannel is 20 MHZ. FIG. 10 shows only some subchan-
nels. On the channel, there is downlink data transmitted
from an AP to a STA, uplink data transmitted from the STA
to the AP, and an instant confirmation message from the AP
to the STA, and CTS frames on each subchannel are sequen-
tially sent.

[0400] On a subchannel 1010, uplink data includes data
transmitted separately by a STA 1 and a STA 2 to the AP, and
downlink data includes data transmitted by the AP separately
to the STA 1 and a STA 3. Because the AP needs to feed back
the instant confirmation message to the STA, the STA 1, the
STA 2, and the STA 3 all need to send CTS frames.

[0401] A CTS 1, a CTS 2, and a CTS 3 respectively sent
by the STA 1, the STA 2, and the STA 3 need to be
sequentially sent on the subchannel 1010 in ascending order
of STA IDs.

[0402] Likewise, the CTS 3,aCTS4,aCTS 5, and aCTS
6 respectively sent by the STA 3, a STA 4, a STA 5, and a
STA 6 need to be sequentially sent on a subchannel 1020.

Embodiment 10

[0403] FIG. 11 is a schematic diagram of an application
scenario according to an embodiment of the present inven-
tion. As shown in FIG. 11, a channel is divided into multiple
subchannels, and a bandwidth of each subchannel is 20
MHZ. FIG. 11 shows only some subchannels. On the
channel, there is downlink data transmitted from an AP to a
STA, uplink data transmitted from the STA to the AP, and an
instant confirmation message from the AP to the STA, and
CTS frames on each subchannel are simultaneously sent.

[0404] On a subchannel 1110, uplink data includes data
transmitted separately by a STA 1 and a STA 2 to the AP, and
downlink data includes data transmitted by the AP separately
to the STA 1 and a STA 3. Because the instant confirmation
message needs to be fed back, the STA 1, the STA 2, and the
STA 3 all need to send CTS frames, and all the STAs
simultaneously send the

[0405] CTS frames. A CTS 123 is obtained by superpo-
sition of the CTS frames sent by the STA 1, the STA 2, and
the STA 3.

[0406] Likewise, on a subchannel 1120, a CTS 3456 is
obtained by superposition of CTS frames sent by the STA 3,
a STA 4, a STA 5, and a STA 6.
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Embodiment 11

[0407] A transmission protection method in the present
invention is not only applicable to OFDMA system, but also
applicable to a MU MIMO system. In this embodiment, a
transmission protection message is a CTS frame.

[0408] FIG. 12 is a schematic diagram of sending a
transmission protection message by a STA according to an
embodiment of the present invention. An application sce-
nario shown in FIG. 12 is the MU MIMO system.

[0409] As shown in FIG. 12, resource allocation informa-
tion is used for scheduling for MIMO transmission of
multiple STAs. In the MU MIMO system, all STAs receive
data on a same frequency band, and therefore, an entire
bandwidth is also occupied for transmission of a data
protection frame. As shown in FIG. 12, a STA 1, a STA 2,
a STA 3, and a STA 4 that are scheduled send a transmission
protection message on all subchannels of an entire trans-
mission channel. Multiple STAs may be sorted according to
a sending rule, or an AP may designate a sending order. In
the application scenario shown in FIG. 12, the STA 1, the
STA 2, the STA 3, and the STA 4 sequentially send a CTS
1, a CTS 2, a CTS 3, and a CTS 4 on each subchannel.

[0410] Likewise, the transmission protection method in
the present invention is applied to the MU MIMO system,
and multiple STAs may also simultaneously send transmis-
sion protection messages. FIG. 13 is a schematic diagram of
sending a transmission protection message by a STA accord-
ing to an embodiment of the present invention. As shown in
FIG. 13, a STA 1, a STA 2, a STA 3, and a STA 4
simultaneously send a CTS 1234 on each subchannel.

[0411] It may be learned that the transmission protection
method in this embodiment of the present invention can also
implement transmission protection in the MU MIMO sys-
tem.

Embodiment 12

[0412] This embodiment of the present invention provides
a STA, and the STA is configured to execute a function
executed by a STA in a data transmission protection method
provided in any embodiment in the foregoing embodiments
in which STAs sequentially send transmission protection
messages. Referring to FIG. 14, the STA includes a receiver
1401, a processor 1402, and a transmitter 1403 (there may
be one or more processors, one processor is used as an
example in this embodiment, and another embodiment that
involves a processor may be understood with reference to
descriptions herein).

[0413] The receiver 1401 is configured to receive resource
allocation information sent by an access point, where the
resource allocation information includes a transmission
channel allocated by the access point to the station, and the
transmission channel is a frequency band allocated by the
access point to the station.

[0414] The processor 1402 is configured to obtain, accord-
ing to a status of mutual overlap between the allocated
transmission channel and multiple subchannels, at least one
overlapping subchannel used by the station to send a trans-
mission protection message, where an operating band
between the access point and the station is divided into
multiple subchannels, and the overlapping subchannel is a
subchannel that overlaps the transmission channel of the
station.
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[0415] The processor 1402 is further configured to deter-
mine whether each overlapping subchannel in the at least
one overlapping subchannel used by the station to send the
transmission protection message is used only by the station
to send the transmission protection message.

[0416] The transmitter 1403 is configured to: if a current
overlapping subchannel is used only by the station to send
the transmission protection message, send the transmission
protection message on the current overlapping subchannel.
[0417] The transmitter 1403 is further configured to: if a
current overlapping subchannel is further used by another
station to send the transmission protection message, send the
transmission protection message on the current overlapping
subchannel according to a preset rule.

[0418] If the current overlapping subchannel is further
used by another station to send the transmission protection
message, multiple stations that send transmission protection
messages on the current overlapping subchannel sequen-
tially send the transmission protection messages on the
current overlapping subchannel, where the multiple stations
include the station.

[0419] The transmission protection message is used to
protect downlink data transmission from the access point to
the station, the transmission protection message includes
duration, and the duration is used to indicate an exclusive
time of the station for the transmission channel allocated to
the station.

[0420] Optionally, the transmitter 1403 is further config-
ured to send the transmission protection message on the
current overlapping subchannel when a preset time length
elapses after the resource allocation information is received.
[0421] The transmitter 1403 is further configured to send
the transmission protection message on the current overlap-
ping subchannel according to the preset rule when a preset
time length elapses after the resource allocation information
is received.

[0422] Optionally, the transmitter 1403 is further config-
ured to send the transmission protection message on the
current overlapping subchannel when a preset time length
elapses after sending of uplink data to the access point is
completed.

[0423] The transmitter 1403 is further configured to send
the transmission protection message on the current overlap-
ping subchannel according to the preset rule when a preset
time length elapses after sending of uplink data to the access
point is completed.

[0424] Each embodiment of the present invention pro-
vides a station, so that data transmission from an access
point to the station can be protected, and another third-party
station can set duration of the another third-party station
according to duration in a transmission protection message.
Therefore, a time and a frequency band for data transmission
that needs to be performed from the AP to the STA are
shunned, further, data transmission sent from the AP to the
STA is protected, and data transmission reliability is
improved.

Embodiment 13

[0425] This embodiment of the present invention further
provides a STA, and the STA is configured to execute a
function executed by a STA in a data transmission protection
method provided in any embodiment in the foregoing
embodiments in which STAs simultaneously send transmis-
sion protection messages.
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[0426] The STA includes:

[0427] a receiver, configured to receive resource allo-
cation information sent by an access point, where the
resource allocation information includes a transmission
channel allocated by the access point to the station, and
the transmission channel is a frequency band allocated
by the access point to the station;

[0428] a processor, configured to obtain, according to a
status of mutual overlap between the allocated trans-
mission channel and multiple subchannels, at least one
overlapping subchannel used by the station to send a
transmission protection message, where an operating
band between the access point and the station is divided
into multiple subchannels, and the overlapping sub-
channel is a subchannel that overlaps the transmission
channel of the station; and

[0429] a transmitter, configured to send the transmis-
sion protection message on the at least one overlapping
subchannel.

[0430] If a current overlapping subchannel on which the
station sends the transmission protection message is further
used by another station to send the transmission protection
message, multiple stations that send transmission protection
messages on the current overlapping subchannel simultane-
ously send the transmission protection messages on the
current overlapping subchannel, where the multiple stations
include the station.

[0431] The simultaneously sent transmission protection
messages are the same.

[0432] The transmission protection message is used to
protect downlink data transmission from the access point to
the station, the transmission protection message includes
duration, and the duration is used to indicate an exclusive
time of the station for the transmission channel allocated to
the station.

[0433] Each embodiment of the present invention pro-
vides a station, so that data transmission from the access
point to the station can be protected, and another third-party
station can set duration of the another third-party station
according to duration in a transmission protection message.
Therefore, a time and a frequency band for data transmission
that needs to be performed from the AP to the STA are
shunned, further, data transmission sent from the AP to the
STA is protected, and data transmission reliability is
improved.

Embodiment 14

[0434] This embodiment of the present invention provides
an AP, and the AP is configured to execute a function
executed by an AP in a data transmission protection method
provided in any embodiment in the foregoing corresponding
embodiments. Referring to FIG. 15, the AP includes a
receiver 1501, a processor 1502, and a transmitter 1503.
[0435] The processor 1502 is configured to generate
resource allocation information.

[0436] The transmitter 1503 is configured to send the
resource allocation information, where the resource alloca-
tion information includes information about a transmission
channel allocated to at least two stations, so that a station
that receives the resource allocation information obtains,
according to the resource allocation information, at least one
overlapping subchannel used by the station to send a trans-
mission protection message, and sends the transmission
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protection message on each overlapping subchannel in the at
least one overlapping subchannel.

[0437] The receiver 1501 is configured to: if at least two
stations send transmission protection messages on the cur-
rent overlapping subchannel, receive the transmission pro-
tection messages sequentially sent by the at least two
stations.

[0438] An operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps the
transmission channel of the station.

[0439] The transmission protection message is used to
protect downlink data from the access point to the station
that sends the transmission protection message, the trans-
mission protection message includes duration, and the dura-
tion is used to indicate an exclusive time, of the station that
sends the transmission protection message, for the transmis-
sion channel allocated to the station.

[0440] Optionally, the transmitter 1503 is further config-
ured to: after sending of the resource allocation information
is completed, if within a first time length, the access point
receives the transmission protection message sent by the
station or detects that the operating band is busy, send the
downlink data to the station when a second time length
elapses after sending of the resource allocation information
ends.

[0441] The transmitter 1503 is further configured to: after
sending of the resource allocation information is completed,
if within a first time length, it is detected that the operating
band is idle, send the downlink data to the station when a
third time length elapses after sending of the resource
allocation information ends.

[0442] Optionally, the receiver 1501 is further configured
to: after sending of the resource allocation information is
completed, receive uplink data sent by the station.

[0443] The transmitter 1503 is further configured to: after
receiving of the uplink data is completed, if within a first
time length, the transmission protection message sent by the
station is received or it is detected that the operating band is
busy, transmit the downlink data when a second time length
elapses after receiving of the uplink data ends.

[0444] The transmitter 1503 is further configured to: after
receiving of the uplink data sent by the station is completed,
if within a first time length, it is detected that the operating
band is idle, transmit the downlink data when a third time
length elapses after the uplink data receiving ends.

[0445] FEach embodiment of the present invention pro-
vides an access point, so that data transmission from the
access point to a station can be protected, and another
third-party station can set duration of the another third-party
station according to duration in a transmission protection
message. Therefore, a time and a frequency band for data
transmission that needs to be performed from the AP to the
STA are shunned, further, data transmission sent from the AP
to the STA is protected, and data transmission reliability is
improved.

Embodiment 15

[0446] This embodiment of the present invention provides
an AP, and the AP is configured to execute a function
executed by an AP in a data transmission protection method
provided in any embodiment in the foregoing corresponding
embodiments. The AP includes:
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[0447] a processor, configured to generate resource
allocation information;

[0448] a transmitter, configured to send the resource
allocation information, where the resource allocation
information includes information about a transmission
channel allocated to at least two stations, so that a
station that receives the resource allocation information
obtains, according to the resource allocation informa-
tion, at least one overlapping subchannel used by the
station to send a transmission protection message, and
sends the transmission protection message on each
overlapping subchannel in the at least one overlapping
subchannel; and

[0449] a receiver, configured to: if at least two stations
send transmission protection messages on the current
overlapping subchannel, receive the transmission pro-
tection messages simultaneously sent by the at least
two stations, where the simultaneously sent transmis-
sion protection messages are the same.

[0450] An operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel that overlaps the
transmission channel of the station.

[0451] The transmission protection message is used to
protect downlink data from the access point to the station,
the transmission protection message includes duration, and
the duration is used to indicate an exclusive time of the
station for the transmission channel allocated to the station.
[0452] Optionally, the transmitter is further configured to:
after sending of the resource allocation information is com-
pleted, if within a first time length, the access point receives
the transmission protection message sent by the station or
detects that the operating band is busy, send the downlink
data to the station when a second time length elapses after
sending of the resource allocation information ends.
[0453] The transmitter is further configured to: after send-
ing of the resource allocation information is completed, if
within a first time length, it is detected that the operating
band is idle, send the downlink data to the station when a
third time length elapses after sending of the resource
allocation information ends.

[0454] Optionally, the receiver is further configured to:
after sending of the resource allocation information is com-
pleted, receive uplink data sent by the station.

[0455] The transmitter is further configured to: after
receiving of the uplink data is completed, if within a first
time length, the transmission protection message sent by the
station is received or it is detected that the operating band is
busy, transmit the downlink data when a second time length
elapses after receiving of the uplink data ends.

[0456] The transmitter is further configured to: after
receiving of the uplink data sent by the station is completed,
if within a first time length, it is detected that the operating
band is idle, transmit the downlink data when a third time
length elapses after the uplink data receiving ends.

[0457] In the foregoing embodiments, there are focuses in
descriptions in each embodiment. For a part that is not
described in detail in an embodiment, reference may be
made to related descriptions in other embodiments.

[0458] Each embodiment of the present invention pro-
vides an access point, so that data transmission from the
access point to the station can be protected, and another
third-party station can set duration of the another third-party
station according to duration in a transmission protection
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message. Therefore, a time and a frequency band for data
transmission that needs to be performed from the AP to the
STA are shunned, further, data transmission sent from the AP
to the STA is protected, and data transmission reliability is
improved.

[0459] The embodiments of the present invention provide
a data transmission protection method and apparatus, a
station, and an access point. A station receives resource
allocation information sent by an access point, where the
resource allocation information includes a transmission
channel allocated by the access point to the station; the
station obtains, according to a status of mutual overlap
between the allocated transmission channel and multiple
subchannels, at least one overlapping subchannel used by
the station to send a transmission protection message, and
sends the transmission protection message on the at least one
overlapping subchannel, where the transmission protection
message includes duration, and the duration indicates an
exclusive time of the station for the transmission channel
allocated to the station, so that data transmission from the
access point to the station is protected, and another third-
party station sets duration of the another third-party station
according to the duration in the transmission protection
message. Therefore, a time and a frequency band for data
transmission that needs to be performed from the AP to the
STA are shunned, further, data transmission sent from the AP
to the STA is protected, and data transmission reliability is
improved.

[0460] In all the embodiments provided in the present
invention, there are focuses in descriptions in each embodi-
ment. For a part that is not described in detail in an
embodiment, reference may be made to related descriptions
in other embodiments.

[0461] In all the embodiments of the present invention, a
transmission channel indicated by a channel resource that is
included in resource allocation information and is allocated
by an access point to a station may be a data transmission
channel subsequently used by the station for data transmis-
sion, for example, a data transmission channel allocated in
a minimum unit of 2 MHZ. In this case, the station needs to
reversely deduce, according to the data transmission chan-
nel, one or more overlapping subchannels used to send a
transmission protection message (such as a CTS frame). The
one or more overlapping subchannels are, for example, one
or more 20-MHZ channels on which the data transmission
channel is located. Alternatively, a transmission channel
indicated by a channel resource that is included in resource
allocation information and is allocated by an access point to
a station may be a subchannel that is designated by the AP
and that is specially used to send a transmission protection
message, that is, the transmission channel is indicated in a
minimum unit of a subchannel bandwidth. For example, if
the AP instructs the station to send the transmission protec-
tion message on a 40-MHZ channel, the station send the
transmission protection message simultaneously on two
20-MHZ subchannels included in the 40-MHZ channel.

[0462] Because an apparatus embodiment is basically cor-
responding to a method embodiment, for related parts,
reference may be made to the method embodiment. The
foregoing described apparatus embodiment is merely exem-
plary. The units described as separate parts may be or may
not be physically separate, and parts displayed as units may
be or may not be physical units, that is, may be located in
one position, or may be distributed on a plurality of network



US 2017/0308710 Al

units. Some or all modules may be selected according to
practical needs to achieve the objectives of the solutions of
the embodiments. Persons of ordinary skill in the art may
understand and implement the embodiments of the present
invention without creative efforts.

[0463] The present invention can be described in the
general context of executable computer instructions
executed by a computer, for example, a program module.
Generally, the program module includes a routine, a pro-
gram, an object, a component, a data structure, and the like
for executing a particular task or implementing a particular
abstract data type. The present invention may also be
practiced in a distributed computing environment in which
tasks are performed by remote processing devices that are
connected by using a communications network. In the
distributed computing environment, program modules may
be located in both local and remote computer storage media
including storage devices.

[0464] Persons of ordinary skill in the art may understand
that all or a part of the steps of the foregoing method
embodiments may be implemented by a program instructing
relevant hardware. The program may be stored in a com-
puter readable storage medium. The storage medium herein
includes: a ROM, a RAM, a magnetic disk, an optical disc,
or the like.

[0465] Persons skilled in the art can understand that,
although the method described in all embodiments of the
present invention includes multiple operations or steps
appearing according to a specific order, the method may
include more or fewer operations or steps, where these
operations or steps may be executed according to an order or
executed in parallel, and the order is not necessarily a strict
order.

[0466] It should be further noted that in this specification,
relational terms such as first and second are only used to
distinguish one entity or operation from another, and do not
necessarily require or imply that any actual relationship or
order exists between these entities or operations. Moreover,
the terms “include”, “comprise”, or their any other variant is
intended to cover a non-exclusive inclusion, so that a
process, a method, an article, or a device that includes a list
of elements not only includes those elements, but also
includes other elements which are not expressly listed or
also includes elements inherent to such process, method,
article, or device. An element preceded by “includes a . . .
” does not, without more constraints, preclude the existence
of additional identical elements in the process, method,
article, or device that includes the element.

[0467] The foregoing descriptions are merely exemplary
embodiments of the present invention, but are not intended
to limit the protection scope of the present invention. Spe-
cific examples are used in this specification to describe the
principle and implementation manners of the present inven-
tion. The descriptions of the foregoing embodiments are
merely intended to help understand the method and core idea
of the present invention. In addition, persons skilled in the
art can make modifications with respect to the specific
implementation manners and the application scope accord-
ing to the idea of the present invention. Therefore, the
content of this specification shall not be construed as a
limitation to the present invention. Any modification,
equivalent replacement, or improvement made without
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departing from the spirit and principle of the present inven-
tion shall fall within the protection scope of the present
invention.

What is claimed is:

1. A data transmission protection method, wherein the
method comprises:

receiving, by a station, a scrambled trigger frame sent by
an access point, wherein the scrambled trigger frame
has been scrambled using a first scrambling code
sequence;

scrambling, by the station, a transmission protection mes-
sage using a second scrambling code sequence accord-
ing to the scrambled trigger frame to generate a
scrambled transmission protection message, wherein
the second scrambling code sequence is identical to the
first scrambling code sequence; and

sending, by the station, the scrambled transmission pro-
tection message according to the scrambled trigger
frame, wherein the scrambled transmission protection
message is used to protect data transmission between
the station and the access point.

2. The method according to claim 1, wherein a first
scrambling code generator initial state value used to gener-
ate the first scrambling code sequence is identical to a
second scrambling code generator initial state value used to
generate the second scrambling code sequence.

3. The method according to claim 1, wherein the
scrambled trigger frame comprises resource allocation infor-
mation including a channel resource allocated by the access
point to at least two stations including the station.

4. The method according to claim 3, wherein the
scrambled transmission protection message comprises a
duration that indicates a time period in which the station is
exclusive to use a channel resource allocated to the station.

5. The method according to claim 3, wherein the at least
two stations substantially simultaneously send scrambled
transmission protection messages after receiving the
resource allocation information, and the scrambled trans-
mission protection messages are used to protect data trans-
mission between the access point and the at least two
stations.

6. The method according to claim 5, wherein the substan-
tially simultaneously sent scrambled transmission protection
messages are identical.

7. The method according to claim 6, with the substantially
simultaneously sent scrambled transmission protection mes-
sages comprising:

a common scrambling code sequence that is used to
scramble the scrambled transmission protection mes-
sages;

a common modulation and coding scheme that is used for
the scrambled transmission protection messages; and

a common MAC layer content of the scrambled transmis-
sion protection messages.

8. The method according to claim 7, wherein the common
scrambling code sequence comprises a common scrambling
code generator initial state value.

9. The method according to claim 1, with the station
sending the scrambled transmission protection message a
preset time after receiving the scrambled trigger frame.

10. The method according to claim 1, wherein the
scrambled transmission protection message comprises a
clear to send (CTS) frame or an ACK frame.
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11. A station, comprising:
a receiver configured to receive a scrambled trigger frame
sent by an access point, wherein the scrambled trigger
frame has been scrambled using a first scrambling code
sequence;
a transmitter configured to send a scrambled transmission
protection message according to the scrambled trigger
frame, wherein the scrambled transmission protection
message is used to protect data transmission between
the station and the access point; and
a processor in communication with the receiver and the
transmitter, with the processor configured to:
scramble a transmission protection message using a
second scrambling code sequence according to the
scrambled trigger frame to generate the scrambled
transmission protection message, wherein the second
scrambling code sequence is identical to the first
scrambling code sequence; and

provide the scrambled transmission protection message
to the transmitter for sending.

12. The station according to claim 11, wherein a first
scrambling code generator initial state value used to gener-
ate the first scrambling code sequence is identical to a
second scrambling code generator initial state value used to
generate the second scrambling code sequence.

13. The station according to claim 11, wherein the
scrambled trigger frame comprises resource allocation infor-
mation including a channel resource allocated by the access
point to at least two stations including the station.

14. The station according to claim 11, wherein the
scrambled transmission protection message comprises a
duration that indicates a time period in which the station is
exclusive to use a channel resource allocated to the station.

15. The station according to claim 13, wherein the at least
two stations substantially simultaneously send scrambled
transmission protection messages after receiving the
resource allocation information, and the scrambled trans-
mission protection messages are used to protect data trans-
mission between the access point and the at least two
stations.
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16. The station according to claim 15, wherein the sub-
stantially simultaneously sent scrambled transmission pro-
tection messages are identical.

17. The station according to claim 16, with the substan-
tially simultaneously sent scrambled transmission protection
messages comprising:

a common scrambling code sequence that is used to
scramble the scrambled transmission protection mes-
sages;

a common modulation and coding scheme that is used for
the scrambled transmission protection messages; and

a common MAC layer content of the scrambled transmis-
sion protection messages.

18. The station according to claim 17, wherein the com-
mon scrambling code sequence comprises a common scram-
bling code generator initial state value.

19. The station according to claim 11, with the processor
being further configured to:

obtain, according to a status of mutual overlap between a
transmission channel and multiple subchannels, at least
one overlapping subchannel used by the transmitter to
send the scrambled transmission protection message,
wherein the transmission channel is indicated by the
channel resource that is allocated to the station and that
is in the resource allocation information in the trigger
frame, an operating band between the access point and
the station is divided into multiple subchannels, and the
overlapping subchannel is a subchannel in the multiple
subchannels and overlaps the transmission channel
allocated to the station; and

the transmitter is configured to send the scrambled trans-
mission protection message on the overlapping sub-
channel.

20. The station according to claim 11, wherein the trans-
mission protection message comprises a clear to send (CTS)
frame or an ACK frame.
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