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(57) ABSTRACT

The present invention relates to systems and methods for
network labeling in order to enhance real time data transfers.
A network for a real time data transfer is identified and
predictive models for network performance are compared
against to determine if the network is suitable for the data
transfer. If so, then the real time data transfer may be
completed as expected. However, if the network is predicted
to be unsuitable for transmission an alternate means for
connection may be suggested. The alternate suggestion may
include delaying the data transfer until the network is
expected to be in better conditions, connecting to another
access point in the network, or switching to another network
entirely. During the data transfer, the quality of the network
is monitored in order to update the predictive models for the
network’s quality. Identifiers for the network may be utilized

Int. CL to keep track of the networks. Network signal strength,
HO4L 29/06 (2006.01) signal pollution and time may also be tracked in order to
HO4L 12/26 (2006.01) identify patterns in the network’s performance.
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SYSTEMS AND METHODS FOR
OPTIMIZATION OF TRANSMISSION OF
REAL-TIME DATA VIA NETWORK
LABELING

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of and is a
continuation-in-part of co-pending U.S. application Ser. No.
14/500,960 filed Sep. 29, 2014 by Bin Zhao et al. entitled
“Systems and Methods for Improved Quality of a Visualized
Call Over Network through Pathway Testing”, (Attorney
Docket No. AGR-1402-US), which claims the benefit of
U.S. provisional application Nos. 62/018,520 and 62/018,
522 both filed Jun. 27, 2014, all applications are incorpo-
rated in their entirety by this reference.

[0002] This application additionally claims the benefit of
U.S. provisional application No. 62/175,194 filed Jun. 12,
2015 by Bin Zhao et al. entitled “Systems And Methods For
Improved Communication Packet Delivery Over A Public
Network”, (Attorney Docket No. AGR-1501-P), which is
incorporated in its entirety by this reference.

BACKGROUND

[0003] The present invention relates to systems and meth-
ods for improving the quality of real time data transmission
through network testing and labeling. Such systems and
methods enable more efficient data transfers over networks
than is currently available due to better network fidelity. This
results in the ability to have more effective real-time data
transfers, such as call over network (CON) conversations,
streaming real time video or other real time data.

[0004] Currently, a number of platforms are available for
call over network communications. These typically include
audio and/or video calling capabilities that rely upon the
internet (or other suitable network) in order to enable
communications between two or more participants.
Examples of current CON systems include Vonage, Skype,
WebEx, and Facetime, for example. Each of these systems
have some differentiating features, but predominantly oper-
ate via scheduling or otherwise initiating a call, and then
transmitting and receiving audio and/or video material via
the internet (and often other networks as well). In some of
the more sophisticated CON systems, such as WebEx,
participants additionally have the capability to share their
computer desktop, and further, pass this functionality to
other participants.

[0005] While these CON systems have done a lot to
enhance causal communications, the larger impact of CON
systems is arguably on in relation to how businesses operate.
Traditionally, in-face meetings were required to fully engage
other business partners. The conference call was available,
but was typically costly when used for international calls
since they operate over traditional telecommunications
infrastructures. These newer CON systems have further
increased how easily remote participants can communicate
effectively; however, there are still a number of problems
that tend to plague existing CON systems.

[0006] For example, proper connectivity of all users in a
CON system is routinely an issue. Often, one participant can
have trouble joining or hearing without the other partici-
pant’s knowledge. Connectivity issues are often sources of
inefliciencies for call over network communications. Indeed,
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one of the largest problems facing CON systems is the fact
that data is typically transmitted via the internet, which is a
“best effort network”. Best effort network means that the
data is transmitted with the best timing and quality reason-
ably possible.

[0007] However, the data is transmitted over often tortur-
ous pathways, in sub-optimal conditions. As such, often
timing and/or quality of the transmitted data are negatively
impacted. Given that audio and video communications are
done in real-time, these types of data transfers are very
susceptible to transmission delays and/or packet loss.
[0008] In addition to the inherent deficiencies of the
internet backbone of these CON systems, there may be
localized deficiencies in the network at either end of the
network chain. For example, a particular router may be
poorly located, have blind spots, or may suffer from periodic
signal pollution from other sources. Likewise, the end
portion of the network may experience periods of unusually
high traffic or other conditions that result in a sub-optimal
transmission path.

[0009] Traditional call over network systems handle this
reduction in call quality and/or timing by reducing high data
demanding communications. For example, in Skype, the
video portion of the call may have a reduced quality, or may
be halted altogether. Additionally, these existing systems
simply drop the call if the timing and/or quality gets below
a threshold. The thinking behind these dropped calls is that
the inconvenience of not being able to communicate is less
burdensome than a bad connection.

[0010] While there is some merit to this business model,
there are some circumstances where communication is
required, even in sub-optimal network conditions. This can
be especially true where a number of participants are engag-
ing in a conference call. Here schedules are often difficult to
coordinate, and as such the need to communicate via that
medium, and at that time, are magnified.

[0011] Typically, when the participants are located rela-
tively near one another, in a location with a decent internet
backbone, these measures are sufficient to ensure basic
levels of communication quality. However, when partici-
pants are more remotely located (for example on different
continents), these measures may simply be insufficient in
order to produce decent communication.

[0012] Indeed, for a decent voice over internet protocol
(VoIP) call, total latency should be less than 400 ms, and
have a packet loss of less than 2%. In contrast, the typical
jitter for data between China and the United States can vary
from a few hundred milliseconds to a few seconds. This is
in addition to a 100-160 ms latency. Packet loss between
China and the United States often varies from 0 to 100%.
Clearly, the internet infrastructure is sub-optimal for com-
munications from China to the US. Other global locations
vary in their suitability for communication as well.

[0013] All of these drawbacks to existing CON systems
require that callers repeat information more often, and
reduce efficiency for all members. Moreover, in the extreme
situation of a badly compromised network connection, exist-
ing CON systems are rendered inoperable. Impatient par-
ticipants that have a good connection may quickly lose
interest in the conversation as the pace seems unbearably
slow, or as the calls are dropped. Other participants may
leave the call missing much of what has been communi-
cated. Often these participants don’t want to ask for clari-
fication too often due to respect for the numerous other
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participants’ time. In the case of dropped calls, important
communication may simply never happen.

[0014] It is therefore apparent that an urgent need exists
for systems and methods for improving real time packet
delivery over a network in order to improve the quality of a
call over network. Such systems and methods provide net-
work monitoring and labeling, in addition to network opti-
mizations such as last mile optimizations, in order to provide
superior connectivity.

SUMMARY

[0015] To achieve the foregoing and in accordance with
the present invention, systems and methods for network
labeling in order to enhance real time data transfers are
provided. Such systems and methods enable enhanced qual-
ity calling over the internet even across very large distances
by ensuring local access points are optimized for in addition
to other network performance optimization measures.
[0016] In some embodiments, the systems and methods
include a network data collector for identifying a network
for a real time data transfer, a database for storing informa-
tion on networks, and a modeler for generating predictive
models for the networks performance. A network labeler
determines if a network the user is connecting to is suitable
for real time data transfers. If so, then the real time data
transfer may be completed as expected. However, if the
network is predicted to be unsuitable for transmission an
alternate means for connection may be suggested. The
alternate suggestion may include delaying the data transfer
until the network is expected to be in better conditions,
connecting to another access point in the network, or switch-
ing to another network entirely (such as a cellular network
or Public Switched Telephone Network (PSTN)).

[0017] During the data transfer, the quality of the network
is monitored in order to update the predictive models for the
network’s quality. Identifiers for the network such as BSSIP
of a router and MAC addresses may be utilized to keep track
of the networks. These identifiers may be hashed for privacy
reasons. In addition to identifiers, network signal strength,
signal pollution and time may also be tracked in order to
identify patterns in the network’s performance.

[0018] Accuracy statistics may also be generated corre-
sponding to the predictive models of the network’s perfor-
mance. These accuracy statistics can be used to determine if
the model is sufficiently robust to make a determination of
whether to use the network or not.

[0019] Such a system for labeling networks may further be
enhanced by then leveraging a last mile optimization to
further ensure the best servers are being utilized for signal
propagation. In a last mile optimization pseudo-packets are
sent to a last mile optimizer located multiple best servers to
identify a single best edge server for transmission. Feedback
is provided from each of these servers in order to identify
which is best. Then a series of transporter algorithms may be
applied to the pseudo-packets to determine how best to
transmit the data.

[0020] Jitter, latency and packet loss are measured for the
transmitted pseudo-packets to determine quality of service
for each of the edge servers being measured. The server with
the best balance of low latency, low jitter and low loss is
used to select the ‘best server’ and decide which transporter
algorithms to apply.

[0021] Note that the various features of the present inven-
tion described above may be practiced alone or in combi-
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nation. These and other features of the present invention will
be described in more detail below in the detailed description
of the invention and in conjunction with the following
figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0022] In order that the present invention may be more
clearly ascertained, some embodiments will now be
described, by way of example, with reference to the accom-
panying drawings, in which:

[0023] FIG. 1 is an example block diagram of a system for
improving real-time data packet delivery, in accordance with
some embodiment;

[0024] FIG. 2 is an example block diagram of a device
utilized to engage in a call over network, in accordance with
some embodiment;

[0025] FIG. 3 is an expanded example block diagram of
the system for improving real-time data packet delivery, in
accordance with some embodiment;

[0026] FIG. 4 is an example block diagram of the system
for improving real-time data packet delivery with specific
data paths identified, in accordance with some embodiment;
[0027] FIG. 5 is an example flow diagram for the process
of improving real-time data packet delivery, in accordance
with some embodiment;

[0028] FIG. 6 is an example flow diagram for the sub-
process of last mile transmission optimization, in accor-
dance with some embodiment;

[0029] FIG. 7 is an example flow diagram for the sub-
process of the general optimization for the last mile trans-
mission optimization, in accordance with some embodi-
ment;

[0030] FIG. 8 is an example flow diagram for the sub-
process of the individual optimization for the last mile
transmission optimization, in accordance with some
embodiment;

[0031] FIG. 9 is an example flow diagram for the sub-
process of the wireless optimization for the last mile trans-
mission optimization, in accordance with some embodi-
ment;

[0032] FIG. 10 is an example flow diagram for the sub-
process of real-time transmission optimization, in accor-
dance with some embodiment;

[0033] FIG. 11 is an illustration of an example geographic
distribution of system components for a trans-pacific call
utilizing embodiments of the system for improving commu-
nication packet delivery;

[0034] FIG. 12 is an example block diagram of a system
for improving real-time data packet delivery through net-
work labeling, in accordance with some embodiment;
[0035] FIG. 13 is an example block diagram of a network
data collector, in accordance with some embodiment;
[0036] FIG. 14 is a flow diagram for an example process
of network labeling for enhancing real time data transfers, in
accordance with some embodiment;

[0037] FIG. 15 is a flow diagram for an example process
of determining if sufficient network information has been
collected, in accordance with some embodiment;

[0038] FIG. 16 is a flow diagram for an example process
of collection of network data, in accordance with some
embodiment; and

[0039] FIGS. 17A and 17B are example computer systems
capable of implementing the system for improving real time
data packet delivery, in accordance with some embodiments.
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DETAILED DESCRIPTION

[0040] The present invention will now be described in
detail with reference to several embodiments thereof as
illustrated in the accompanying drawings. In the following
description, numerous specific details are set forth in order
to provide a thorough understanding of embodiments of the
present invention. It will be apparent, however, to one
skilled in the art, that embodiments may be practiced with-
out some or all of these specific details. In other instances,
well known process steps and/or structures have not been
described in detail in order to not unnecessarily obscure the
present invention. The features and advantages of embodi-
ments may be better understood with reference to the
drawings and discussions that follow.

[0041] Aspects, features and advantages of exemplary
embodiments of the present invention will become better
understood with regard to the following description in
connection with the accompanying drawing(s). It should be
apparent to those skilled in the art that the described embodi-
ments of the present invention provided herein are illustra-
tive only and not limiting, having been presented by way of
example only. All features disclosed in this description may
be replaced by alternative features serving the same or
similar purpose, unless expressly stated otherwise. There-
fore, numerous other embodiments of the modifications
thereof are contemplated as falling within the scope of the
present invention as defined herein and equivalents thereto.
Hence, use of absolute and/or sequential terms, such as, for
example, “will,” “will not,” “shall,” “shall not,” “must,”
“must not,” “first,” “initially,” “next,” “subsequently,”
“before,” “after,” “lastly,” and “finally,” are not meant to
limit the scope of the present invention as the embodiments
disclosed herein are merely exemplary.

[0042] The presently disclosed systems and methods are
directed toward the improved delivery of real-time data
packets over a network; and particularly with the enhance-
ment of communication packets over the internet. As pre-
viously noted, a number of current CON systems are avail-
able. Each of these systems has some benefits compared
against one another, but all of them fail to provide the
improved call quality features and data transmission opti-
mizations disclosed herein. For the sake of clarity, the
presently disclosed call quality functions will be described
as an integrated CON standalone system. However, despite
this portrayal of the CON system with these quality features,
it is also considered within the scope of this disclosure that
the functionalities disclosed herein could be incorporated
into an add-on module, capable of overlaying existing CON
architectures. In such a way, callers could continue to rely
upon Skype, for example, due to brand loyalty and robust
back end servers, and yet still enjoy the added quality
enhancements disclosed herein. As such, an overlay appli-
cation for an existing CON system, or a fully integrated
CON system are considered equally covered by the present
disclosure.

[0043] The term “device” as used herein is intended to
refer to any device to which a participant may communicate
with via the CON. Often these devices are also referred to
as “mobile devices” as one focus of such communication is
with devices such as laptops, cell phones, and tablets.
However, it should be understood that any device where
communication is desired falls within the scope of the term
“device”.
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[0044] Also note that the term “participant” is utilized to
describe the user of a device who is engaging in a call. It is
likewise understood that the terms “user”, “caller”, and
“member” are likewise often utilized interchangeably with
the term “participant”.

[0045] Moreover, while the term “call” is utilized, and
often referred to in relation to audio communication, the
term “call” is intended to be broad enough to encompass any
audio and/or video and/or real time data. Thus, for the sake
of clarity, many of the examples will center on audio only
conference type calling, but video calls, or calls whereby
digital material or desktop screenshots are shared, or any
real-time data transfers, are equally intended to be within the
scope of the term “call”.

[0046] Note that the following disclosure includes a series
of subsections. These subsections are not intended to limit
the scope of the disclosure in any way, and are merely for the
sake of clarity and ease of reading. As such, disclosure in
one section may be equally applied to processes or descrip-
tions of another section if and where applicable.

1. SYSTEMS FOR IMPROVING
COMMUNICATION PACKET DELIVERY OVER
A NETWORK

[0047] To facilitate this discussion, FIG. 1 provides an
example schematic block diagram for a system for improved
communication packet delivery for enhanced call over net-
work (CON) quality, shown generally at 100. In this
example block diagram, a number of participants 102a-» are
illustrated engaging a plurality of devices 104a-n. Note that
for a successful call, only two devices, and a minimum of
two participants 102a-» are required. However, as will be
elucidated below, in conjunction with examples and embodi-
ments, call quality improvements are especially helpful as
the number of participants 102a-» increases due to the
increased number of data pathways being relied upon.
[0048] Note that while a one-to-one ratio of participant to
device is illustrated for the sake of simplicity, it is entirely
within the scope of this disclosure that there may be multiple
participants 102a-» on any one device if they are concur-
rently located.

[0049] As previously noted, devices 104a-r may refer to
any number of device types, not only cell phones as illus-
trated herein. In some embodiments, the systems and meth-
ods disclosed herein may be particularly formatted in order
to operate on such mobile devices, since call quality and
ability to understand may be most heavily compromised on
such mobile devices; however, in alternate embodiments the
systems and methods of communication packet delivery
improvement disclosed herein are equally able to be imple-
mented on a wide array of devices (i.e., laptop and desktop
computers, game consoles, dedicated teleconferencing
equipment, etc.).

[0050] The devices 104a-n collectively make up an appli-
cation layer 150 of the present system for packet delivery
improvement. These devices 104a-r include applications
capable of performing optimizations of last mile delivery
[0051] The devices 104a-n the couple to one another via
a network 106. The network 106 most typically includes the
internet, but may also include other networks such as a
corporate WAN, cellular network, or combination thereof,
for example. The network 106 may consist of multiple
central data centers 110, and a larger number of edge data
centers 120. When the network 106 is the public internet, the
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data centers are typically referred to as internet data centers
(IDCs). There are a handful of central IDCs 110 already
distributed across the globe. There are many more edge
IDCs 120 likewise distributed. IDC distribution typically
follows population centers and internet usage rates.

[0052] As previously disclosed, one of the largest prob-
lems facing CON systems is the fact that data is typically
transmitted via the internet, which is a “best effort network”.
Best effort network means that the data is transmitted with
the best timing and quality reasonably possible. As such, the
timing and/or quality of the data received are typically
compromised.

[0053] Typically, data transferred over the internet can be
repaired as retransmissions are received, or as late packets
are re-integrated. However, in the context of human discus-
sions or any other real-time data transfer, waiting for late
packets, or packet retransmission, is often undesirable due to
the latency caused in the speech/data latency. People natu-
rally wait a very short time after they finish speaking before
they become impatient and expect some kind of response.
The period of time varies by individual, and by culture;
however, typically 200-800 ms delay between the end of a
speaker talking, and a response causes the speaker to wonder
if they were heard. If there is a response delay of longer than
200-800 ms, the speaker will often repeat information, or
query the other participants’ whether they heard what was
spoken. This makes sense in face to face communication, but
in circumstances where there are network delays, this rep-
etition often causes speakers to talk over one another, or
otherwise mi scommunicate.

[0054] Given current internet infrastructure conditions,
latency between China and the US exists at approximately
100-150 ms, with a jitter lasting a few hundred milliseconds
to a few seconds in length. Packet loss numbers are even
more unpredictable: varying between very little losses to
almost complete packet loss. Communication between other
locations is often subject to similar, or worse, network
restrictions.

[0055] As previously mentioned, in order to have effective
CON, a latency of less than 400ms total is desired, with
packet losses of less than 2%. Clearly, for CONs occurring
between the US and China, these conditions are often not
met. Thus, in addition to the established infrastructure
already in place for the global internet, a control layer 130
is deployed across several central IDC 110 servers, and a
transport layer 140 is distributed across tens of edge IDC
120 servers in order to effectuate transmission optimiza-
tions.

[0056] The transmission optimizations employed by the
current system are twofold in order to address each possible
source of packet degradation. First, just before a call is
initiated, a last mile optimization is performed in order to
select the best server for device connection and algorithm
selection. Secondly, during a call over the network, a real
time optimization may be employed to dynamically reroute
transmission pathways based upon changing network con-
ditions. These systems and methods will be described in
more detail below.

[0057] Much of the call quality improvements provided
herein requires interplay between the devices 104a-# and the
associated software stored thereon, and the servers located in
the control layer 130 and transport layer 140. FIG. 2 is an
example schematic block diagram for one such communi-
cation device 104a used in conjunction with a call over

Oct. 27, 2016

network 100. In this illustration, the device is seen as
including at least one interface and the instrumentation 210
required to effectuate the call. At a minimum this includes
one or more displays, speaker, microphone, and input
devices (touch screen, keyboard, etc.). The device 104a also
requires a means to transmit data to and from the network
106. This may include a Wi-Fi connection, cellular connec-
tion, or other connection type as is appropriate for the
present device 104a. In addition, it may be desirous to have
additional functionality that required specialized instrumen-
tation, such as GPS, vibration, biometric collectors, tem-
perature sensors, etc.

[0058] The instrumentation and interface 210 couples,
physically or logically, with a network optimization appli-
cation 220 (“app”), which typically includes computer read-
able instructions on non-volatile device storage 230, and
executed via one or more processors. In the instant example,
the app 220 is responsible for communicating with the last
mile optimizer (found in the transport layer 140), and an
access controller (found in the controller layer 130). The app
220 receives information from the access controller regard-
ing last-mile server, and engages the last mile optimizers to
measure packet transmission quality.

[0059] FIG. 3 provides a more detailed illustration of the
various components located within the controller layer 130,
transport layer 140, and the application layer 150. As would
be expected, a plurality of apps 220a-n exists within the
application layer. The apps 220a-n correspond to their
respective devices 104a-n.

[0060] Within the transport layer 140, there are tens of
edge servers 120a-x. Each edge IDC 120a-x includes a last
mile optimizer 342a-x, and a server relay 344a-x. The last
mile optimizer 342a-x runs in the background before the
initiation of a call. The apps 220a-r» measure the quality of
transmissions between various last mile optimizers 342a-x,
a selected by the access controller 312. This selection of the
‘several best’ servers for testing by the access controller 312
is performed based upon the applications IP address and
geographic location information by the general optimizer
310, in some embodiments. In alternate embodiments, the
general optimizer 310 may determine the best servers based
purely upon regional and geographic variables and not rely
upon ISP similarities.

[0061] When ISP is utilized, however, the access control-
ler 312 leverages an ISP optimizer 314 which can determine
the internet service provider (ISP) based upon the user’s IP
address by querying an IP database. The optimizer then
selects other servers within the same ISP. However, if a
suitable ISP server is unavailable, the ISP optimizer 314
would instead return a best match for a server based upon
historical data best matches for the given ISP. In alternate
embodiments, rather than matching the ISP, the system may
either entirely ignore IP addresses, or may merely rely upon
historic data of ISP’s with the best past service.

[0062] The access controller 312 also receives feedback
from a regional optimizer 316 which returns a listing of
servers located in the same region as the device 104 running
the app 220. For example, in some embodiments there are
multiple servers in Nanjing and Hangzhou with the ISP
China Telecom. For a user from Wuxi, the regional opti-
mizer 316 would recommend Nanjing before Hangzhou,
because Wuxi and Nanjing are both in Jiangsu province. In
a similar vein, the geo optimizer 318 identifies the closest
server to the user (not merely those in the region) for
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consideration. Once the possible server candidates are iden-
tified, a load balancer 320 looks at the relative loads each
server is currently subjected to in order to identify the most
likely server to be best suited to handle the data traffic. The
access controller 312 then communicates this short list of the
‘several best” servers to the app 220 for testing.

[0063] While the disclosed embodiments suggest that first
the ISP is matched, followed by regional identification and
subsequently geographic proximity, it is possible for alter-
nate embodiments to operate in different manners. For
example, in some embodiments, the region may first be
optimized for, and subsequently the ISP match and geo-
graphic optimization may be performed. Likewise, in
another embodiment the geographic optimization may be
performed without any ISP or regional optimization. Like-
wise, possibly the geographic optimization may be initially
performed, and verified by a regional optimization and/or
ISP match. Clearly, this optimization for finding the best
servers may be completed in a large number of ways based
upon available data, resources, and desired output.

[0064] The above testing (regardless of embodiment) is
known as the individual optimization for the device, and
includes measuring latency, jitter and packet loss via the
transmission of pseudo-packets to the last mile optimizers
342 identified in the general optimization, and receiving
feedback regarding the quality of packet transmission. In
this manner the ‘several best’ servers may be narrowed to the
‘single best’ server for the given app 220. Lastly, as will be
described in greater detail below, the app 220 may addition-
ally compensate for any residual network deficiencies by
employing various transmission algorithms, and measuring
each one’s efficacy to select which algorithms to actually
utilize during the call. Examples of the transmission algo-
rithms include employ retransmission algorithms, FEC,
lower the encoder bitrate, etc.

[0065] During transmission, the device and servers may
undergo negotiations to improve data transmission fidelity.
For example, if a receiver detects a bandwidth downgrade,
it can negotiate with the sender (feedback loop) and the
sender may then re-optimize the encoder and/or re-packetize
the data in order to use less bandwidth. For example, since
there is significant header overhead, larger packets may be
more efficient for transmitting data in a constrained band-
width situation (assuming packet loss is below an acceptable
threshold). The system may thus continually negotiate and
modulate the packet size and encoding based upon real-time
network conditions.

[0066] The server relays 344a-x may identify issues dur-
ing a call and immediately shift data traffic to backup
pathways. As noted above, for any given device a listing of
several best servers have already been determined. These
several best servers may be continually tested in the back-
ground to maintain a short list of the very best servers for the
device. In the event of a failure or unacceptable degradation
in communication with the selected server, maintaining this
list of backup servers allows for very rapid switching to a
secondary server.

[0067] Information from the test programs found in the
application layer 150 and the agents of the transporter layer
140 may be provided to a monitor (not illustrated) within the
controller layer 130. The monitor may trigger alarms if there
are failures in the system, and may also provide status
updates and load information to the access controller 312 for
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its determination of the ‘several best’ servers to employ
during the general optimization.

[0068] Continuing to FIG. 4, the same system architecture
is illustrated with a reduction in the redundant components.
The purpose of this Figure is to more clearly illustrate the
interconnectivity of the various components within the sys-
tem architecture. Again, the network optimization app 220 is
seen coupling to the access controller 312 in order to request
the ‘several best’ servers which to test. These several best
servers are determined by IP address and geographic loca-
tion, as previously discussed, by the ISP optimizer 314,
regional optimizer 316, geo optimizer 318 and the load
balancer 320. Some of the information used to compute the
general optimization, such as ISP lookup tables may be
compiled over the course of time. Other data, such as system
status and load levels may be collected from the monitor
406. The app 220 then interacts with the last mile optimizer
342 to test the ‘several best” servers via packet exchange in
order to narrow done to one or two ‘best’ server(s). If a best
server is unable to be identified, a number of servers may be
simultaneously utilized to try to ensure high packet trans-
mission fidelity.

[0069] Lastly, once the best server is selected via the
individual optimization, the application 220 and server relay
344 work to determine suitable transporter algorithms to
employ during transmission, as previously discussed. This is
known as the wireless optimization, and may include the
testing of algorithms for retransmission on lost, FEC, simul-
taneous path, very low bitrate encoding, sending of multiple
voice frames in one packet, adaptive jitter buffer, PLC, etc.

[0070] Collectively, the general, individual and wireless
optimizations constitute the last mile optimization for the
packet transmission. These optimizations may be employed
just before a call initiation.

[0071] In some embodiments, the pseudo-packets sent for
backbone optimization may be similar to voice data trans-
missions, which are approximately 40 bytes each, and sent
every 20 ms smoothly with a consecutive sequence number
i(1,2,3 .. .). When the backbone optimizer 346 receives the
pseudo packets I, it saves the packets receipt time ts(i) in
milliseconds. Packet loss is simply determined by determin-
ing total packets received in a given time period versus
expected packets. For example, given a 20 ms transmission
rate in the above example, in a two second period, exactly
100 packets should be received. Thus loss rate is calculated
as:

packet loss calculation

100 — receivedPacketCount
100

Equation 1

loss =

[0072] Similarly, jitter may be calculated utilizing the
packet receipt timing and the sequence number with the
following:

for i=1,2, ..., 100
J(n=ts(i)-1-20
Lwig=m01IN(/)

for i=1,2, ..., 100
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JOTF Oy
Sort(j)
jitterl00=7(100)
jitter95=7(95)

jitter90=7(90)

[0073] An agent 402 and test programs 404 collect infor-
mation on the operation of the last mile optimizer 342 and
edge servers. Data collected from the agent 402 and test
programs 404 is provided to the monitor 406 in the control-
ler layer 130. Major issues with the system may prompt one
or more alarms 408 to be activated. Alarms 408 may vary
depending upon the extent of the failure, and may include
email and SMS notifications to engineers to resolve the
issue. Additionally load conditions of servers and status of
the optimizers is provided to the access controller 312 as
noted above.

[0074] A large amount of statistical data is collected from
the systems operation, and these statistics may be mined to
generate suitable reports, including real-time reports about
the quality of service of recent calls, as well as aggregate
reports on a daily, weekly, and/or monthly basis. When the
system encounters failures, it is also possible to diagnose the
problem based upon the collected statistical data. Diagnos-
tic, statistical collection, and reporting may all occur at the
controller layer at a central IDC.

[0075] Lastly, as previously noted, as the call is actually
occurring, the network fidelity is monitored by the edge
servers, and if there is a pathway failure, the data may be
re-routed over backup pathways.

[0076] Lastly, in certain circumstances it may be desirable
to be able to manually control the route pathway, employ
specific algorithms, or dynamically configure any compo-
nent of the presently disclosed transmission optimization
system.

[0077] Now that the architecture employed for the
improvement of communication data transmission has been
described in considerable detail, attention shall be redirected
toward the processes employed to facilitate the efficiencies
in the care.

Equation 2: jitter calculation

II. METHODS FOR IMPROVING
COMMUNICATION PACKET TRANSMISSION
QUALITY

[0078] The following figures and descriptions are but
some exemplary embodiments for the methods of improving
communication data transmission. It should be realized that
permutations and substitutions of the disclosed methods in
order to improve performance of the transmissions is con-
sidered within the scope of this disclosure.

[0079] FIG. 5 is an example flow diagram for the general
process of improving of communication data transmission,
shown generally at 500. As previously noted, this process
has two main components. The last mile optimization (at
510) that is only executed right before a call over the
network is to be initiated (at 505). The second optimization
is employed only when the user is actively engaged in a call
over the network (at 525) and includes the real time trans-
mission optimization (at 530). These optimizations operate
in concert with one another to provide the best call over
network possible given an imperfect internet infrastructure.
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However, while these individual optimizations are particu-
larly beneficial when operating in concert, they are also
independent from one another, and each may be employed
with or without the others based upon system needs and
capabilities.

[0080] The last mile optimization (510) is described in
greater detail in reference to FIG. 6, where it is broken down
into three discrete optimizations: a general optimization (at
610), and individual optimization (at 620) and the wireless
optimization (at 630). The general optimization (610), pro-
vided in reference to FIG. 7, includes the application
requesting allocation of servers from the access controller
(at 710). The access controller performs a single request
process for the determination of the best servers (at 720) by
looking up the ISP gained from the user’s IP address from
a lookup of an IP database, and then returning the servers
with the same ISP. Servers may also be narrowed by their
regional location and relative load. The access controller is
then able to provide the server information for these ‘several
best’ servers to the application (at 730). As previously noted,
in some embodiments the ISP matching may be avoided
altogether. Likewise the optimization for the several best
servers may be done in a different order: regional optimi-
zation, ISP match and geographic optimization, for example.
Of course all other optimization ordering permutations are
likewise possible in some embodiments.

[0081] The individual optimization (620), provided in
reference to FIG. 8, leverages these ‘several best’ servers in
order to actually test them to determine the single best server
to use. This is done by the application sending pseudo-
packets to the last mile optimizer located on each of these
‘several best’ servers (at 810). The last mile optimizer in
response may send back pseudo-packets of data to the
application (at 820), or may simply generate feedback for
the packets received. The application measures the latency,
jitter and packet loss based upon the packet exchange (at
830). These factors are balanced to evaluate voice quality,
and the single best server is selected (at 840) based upon the
server that will deliver the best voice quality.

[0082] Even after the best server has been identified, the
process still undergoes wireless optimization (630), pro-
vided in reference to FIG. 9, in order to squeeze the very best
possible quality out of an imperfect network infrastructure.
As previously noted, there are a wide variety of transporter
algorithms available to attempt to increase transmission
quality. Examples include, for example, modulating jitter
buffers, lower bitrate transmission, multiple pathway utili-
zation, etc. It is not always feasible or desirable to utilize
each of these transporter algorithms, however. For example,
if the pathway employed is clearly superior to all other
pathways, employing multiple simultaneous pathway trans-
missions would not provide any benefit to the transmission
quality, and would only increase transmission volumes and
processing power. Thus, in such a situation this transporter
algorithm wouldn’t be desirable. However, a lower bitrate
with retransmission may be desired for a pathway with
problems with packet loss but low jitter.

[0083] Thus, for this wireless optimization (630) the appli-
cation sends pseudo-packets to the last mile optimizer
located on the identified best server with a variety of these
transporter algorithms employed (at 910). The last mile
optimizer feeds back estimations of the quality of service of
a given transmission based upon the received packets (at
920). The feedback is used to measure algorithm efficacy (at
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930), and the best algorithms may be selected for usage once
the actual call is being conducted (at 940). Thus, for any
given network condition, only the best transported algo-
rithms are employed.

[0084] The selection of the best transporter algorithms for
a server that has been tested to be the best from a subset of
candidate servers is the final result of the last mile optimi-
zation. At this stage a call may be initialized using the
identified server and the identified algorithm, thereby ensur-
ing that the transmission quality between the final edge
server and the user’s device is as optimal as possible.
[0085] Moving on to FIG. 10, further details are provided
regarding the real time optimization of an ongoing call,
shown generally at 530. As previously noted, although
backbone optimization is capable of identifying the best
pathway for transmission, the nature of the internet is
dynamic, and the conditions of any given pathway may
deteriorate based upon loads, equipment malfunctions, dam-
age, or a variety of other causes. When such a change occurs
that causes a failure of the pathway being employed for a
given call, the real time monitoring of the call quality can
re-route the transmission pathways in order to rapidly react
to the changing network conditions. Initially the edge serv-
ers measure the communication packets in real time for
failures (at 1010). At any time the call may be discontinued
(at 1020) which ends the process. If a failure is detected (at
1030) then the process immediately switches to one or more
backup pathways (at 1040). The process than waits for a new
‘best pathway’ to be identified by the backbone optimization
process, and upon identification of the better pathway may
shift the communication packet transmissions to the newly
identified pathway (at 1050). The process then returns to
monitoring the communications for any failures.

[0086] Additionally, as noted previously, the receiver con-
tinually measures network conditions even after the trans-
missions have been initiated. Upon detecting any issues with
the network, such as a bandwidth restriction, the receiver
may negotiate with the sender to alter the transporter algo-
rithms in order to improve transmission quality.

III. EXAMPLE

[0087] Now that the systems and methods for the optimi-
zation of communication packet transmission has been
described in considerable detail, attention will be turned to
various examples of embodiments of the system being
employed. To facilitate this discussion, FIG. 11 is an
example screenshot for the geographic distribution of the
various system components, shown generally at 1100. It
should be noted that this example illustration is provided by
way of example only, and is intended to clarify without
unduly limiting the scope of the disclosure.

[0088] Various servers are deployed, in this example,
across the planet. Some of the servers are central IDCs 110,
but the majority of the servers deployed are edge IDCs 120.
The edge IDCs 120 include the last mile optimizer 342 and
the edge server/server relay 344. Also as previously dis-
cussed, the edge IDCs 120 may include an agent for testing
components for failures. The central IDC 110 illustrated also
includes the access controller 312 and the routing controller
336.

[0089] A device 104a may access the internet via an
access point, as described previously. In this example, a user
in Hangzhou, China would like to talk to another user in
New York. The app within the device 104a gets some edge
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servers in Shanghai, Guangzhou, Wuxi, etc. from access
controller 312 via the aforementioned general optimization.
The app then tests these several servers for the very best
ones, and determines which algorithms to employ. This
concludes the last mile optimization process. Then, the app
sends the best edge server (in the present example the
Shanghai edge server 344c¢) voice packets. The Shanghai
edge server 344c¢ then routes the packets to an edge server
in California and then one in Virginia. From the final
Virginia edge server, the packets are then provided to the
recipient application on the recipient device 1044.

IV. SYSTEMS FOR NETWORK LABELING

[0090] In contrast to the above described systems and
methods for improving real time data transfers via network
backbone optimizations, there is often a significant source of
network degradation that occurs at the terminal ends of the
network. This includes faulty router equipment, badly
placed wireless access points, overloaded network compo-
nents such as modems and switches, signal pollution, and
usage spikes that limit data throughput. Many of these issues
are location and time dependent, and often consistently
plague particular networks in particular ways.

[0091] In order to address these network terminal prob-
lems, systems for network labeling are disclosed. To facili-
tate this discussion of network labeling, FIG. 13 provides
another example block diagram 1200 of a network environ-
ment. As previously discussed there exists in this network
users 120a-r, and their associated devices 104a-1z. What has
not been previously illustrated is that these devices are
coupling to an endpoint 1205 of some sort prior to gaining
access to the network 1202. The endpoint 1205 may be any
wireless access point, router, modem, or may include a cell
tower or alternate bridge between the device 104 and the
internet (or other suitable network 1202). The system for
network labeling often works in conjunction with the afore-
mentioned last mile optimization system 342 in order to
provide true end-to-end improvement of the data transfer.

[0092] The entire system works in conjunction with a
network label system 1210 in order to compile information
regarding the endpoint 1205, model router/tower/modem
performance, and provide feedback on which access point/
endpoint to leverage. The network label system 1210
includes a number of subcomponents: a network information
collector 1212 pulls temporal, identification and quality
metrics from initiated real-time data transfers; a network
history database 1214 saves this collected information and
operates in conjunction with a network modeling module
1216 to generate and store predictions of network, and
particular router 1205 performance; lastly a network labeler
1218 provides back information regarding network perfor-
mance in order to optimize device 104 connectivity to any
given endpoint 1205.

[0093] It has been observed that any given network has
connectivity patterns. For example, a large office may have
poor performance during peak work hours, but may perform
very well outside of standard business hours. Conversely, a
particular residential neighborhood services by a single
broadband cable may suffer from bandwidth limitations after
business hours. Lastly, a hotel or apartment may deploy a 2.4
G router within every room, resulting in significant wireless
pollution that renders real-time data transfers inoperable at
any time.
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[0094] The network information collector 1212 may col-
lect a series of metrics on a given network whenever a
connection is established. FIG. 13 provides additional
details of the network information collector 1212, which
includes subcomponents for collecting identification 1302 of
the endpoints 1205, signal strength detection 1304, ambient
signal pollution measurements 1306, GEO/Location of the
device, and a clock 1308 for collecting timing information.
The ID collector 1302 may collect LAN or router MAC
addresses, router BSSID and any other identifying informa-
tion for the network. The signal strength of the endpoint
being connected to is monitored, as well as competing
signals (wireless pollution). All this collected information is
cross referenced by the time of data collection which is
critical for determining patterns in the network quality.
[0095] In some embodiments, router BSSID, MAC
addresses and all other identifying information may be
hashed in order to protect user privacy.

[0096] As previously touched upon, some networks are
wholly undesirable for real-time data transfers, but other
often experience very predictable fluctuations in quality.
Once sufficient data has been collected for each network, a
predictive model for the network quality is able to be
generated. Thus, when a device attempts to initiate a real
time data transfer via a given network, the network labeler
is able to predict the suitability of the network, and even
provide suggestions for better communications. These sug-
gestions may include a suggestion of waiting a certain length
of time before initiating the data transmission (to a time
when the network performance is predicted to be better),
choosing a nearby alternate endpoint for connection, or
switching to another network entirely (e.g., 3 g/4 g or PSTN
line as opposed to WiFi).

V. NETWORK LABELING PROCESSES

[0097] FIGS. 14-16 delve into the processes of network
labeling in greater detail. Starting with FIG. 14, the example
process 1400 begins with the initiation of a real-time data
transfer via a given network and endpoint (at 1402). Imme-
diately the network label system gathers identifying infor-
mation for the network, and makes a determination if
sufficient data has previously been collected for the network
in order to make a decision on whether the network should
be utilized or alternates suggested (at 1404).

[0098] FIG. 15 provides greater detail regarding this deter-
mination. As noted, the network identifiers are initially
collected (at 1502) in order to compare against the infor-
mation previously collected. The network IDs may include
BSSID, MAC addresses, or other suitable identification
information. All ID info may be obscured via a hash or
alternate means in order to maintain user privacy.

[0099] This ID information is then compared to network
data already stored within the database (at 1504). This
includes comparing against measured network performance
information, as well as predictions for network performance
that have been modeled. Modeled network performance may
include statistical measures, such as accuracy computations,
in order to assist in vetting whether sufficient data is avail-
able. Multiple things may impact model accuracy: for
example, too little data may make it difficult to model a
given network’s performance. Likewise, networks with very
complex usage patterns, or that include randomness in their
performance may be likewise difficult to accurately model,
regardless of the level of data collected. Entire technological
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fields have been developed for the purpose of generating
predictive models, and for determining the accuracy of a
given model for a dataset. As such, for the sake of clarity,
details of the model generation and accuracy determination
are intentionally omitted from this disclosure as those skilled
in the art are fully capable of enabling such statistical
methods.

[0100] Upon comparison of the network identifying infor-
mation to the performance model, a determination is made
whether the models generated are accurate enough to make
a determination regarding network suitability (at 1506).
[0101] Returning to FIG. 14, if there is simply not enough
information for a given network, the system may opt to
continue with the data transfer (at 1408) with the assumption
that the network is ‘good enough’ to function. Alternatively,
if there is already sufficient information for the network
(robust enough models) then the next step may include a
determination if the performance of the network is accept-
able (at 1406). Again, if performance of the network is
acceptable, then the call can continue via the network
uninterrupted (at 1408).

[0102] However, if the network is not suitable, the system
may instead provide alternative suggestions (at 1414) in
order to ensure better overall data transfer performance. As
previously indicated, the timing of a call may be delayed if
the performance issue is transient, or other access points or
networks may likewise be suggested for more enduring
network performance deficiencies.

[0103] Regardless of network chosen for the data transfer,
additional network data is continually collected (at 1410) in
order to improve the predictive model for the network’s
performance. FIG. 16 provides additional details of this data
collection process. This example data collection process
includes collecting router BSSID (at 1602), equipment
MAC information (at 1604), and hashing all identifying
information. Next the signal strength for the network is
collected (at 1606), as well as ambient signal pollution (at
1608), GEO/Location of the device. Lastly timing informa-
tion is collected (at 1610) in order to enable the ability to
identify patterns in the network’s performance.

[0104] Returning to FIG. 14, once the data is collected it
may be further analyzed in order to generate performance
models for the network, or otherwise refine existing perfor-
mance models with additional data (at 1412). Typically the
data undergoes a cleaning in order to eliminate bad data and
significant outlying signals. Then the data may be fitted to a
predictive model using adaptive predictive algorithms, fig-
ure of merit functions, or other suitable predictive models.
Likewise, statistical measures of accuracy of these models
are generated, or updated, and stored for subsequent calls.

VI. SYSTEM EMBODIMENTS

[0105] Lastly, FIGS. 17A and 17B illustrate a Computer
System 1700, which is suitable for implementing embodi-
ments of the present invention. FIG. 17A shows one possible
physical form of the Computer System 1700. Of course, the
Computer System 1700 may have many physical forms
ranging from a printed circuit board, an integrated circuit,
and a small handheld device up to a huge super computer.
Computer system 1700 may include a Monitor 1702, a
Display 1704, a Housing 1706, a Disk Drive 1708, a
Keyboard 1710, and a Mouse 1712. Disk 1714 is a com-
puter-readable medium used to transfer data to and from
Computer System 1700.
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[0106] FIG. 17B is an example of a block diagram for
Computer System 1700. Attached to System Bus 1720 are a
wide variety of subsystems. Processor(s) 1722 (also referred
to as central processing units, or CPUs) are coupled to
storage devices, including Memory 1724. Memory 1724
includes random access memory (RAM) and read-only
memory (ROM). As is well known in the art, ROM acts to
transfer data and instructions uni-directionally to the CPU
and RAM is used typically to transfer data and instructions
in a bi-directional manner. Both of these types of memories
may include any suitable of the computer-readable media
described below. A Fixed Disk 1726 may also be coupled
bi-directionally to the Processor 1722; it provides additional
data storage capacity and may also include any of the
computer-readable media described below. Fixed Disk 1726
may be used to store programs, data, and the like and is
typically a secondary storage medium (such as a hard disk)
that is slower than primary storage. It will be appreciated
that the information retained within Fixed Disk 1726 may, in
appropriate cases, be incorporated in standard fashion as
virtual memory in Memory 1724. Removable Disk 1714
may take the form of any of the computer-readable media
described below.

[0107] Processor 1722 is also coupled to a variety of
input/output devices, such as Display 1704, Keyboard 1710,
Mouse 1712 and Speakers 1730. In general, an input/output
device may be any of: video displays, track balls, mice,
keyboards, microphones, touch-sensitive displays, trans-
ducer card readers, magnetic or paper tape readers, tablets,
styluses, voice or handwriting recognizers, biometrics read-
ers, motion sensors, brain wave readers, or other computers.
Processor 1722 optionally may be coupled to another com-
puter or telecommunications network using Network Inter-
face 1740. With such a Network Interface 1740, it is
contemplated that the Processor 1722 might receive infor-
mation from the network, or might output information to the
network in the course of performing the above-described
network labeling for the purpose of improving real time data
transfers. Furthermore, method embodiments of the present
invention may execute solely upon Processor 1722 or may
execute over a network such as the Internet in conjunction
with a remote CPU that shares a portion of the processing.
[0108] In sum, the present invention provides systems and
methods for the improved transmission of communication
packets utilizing network labeling. The advantages of such
systems include the ability to improve voice and/or video
communications over an imperfect internet infrastructure,
especially over large distances (such as transcontinental
communications), and where the terminal ends of the net-
work are sub-optimal.

[0109] While this invention has been described in terms of
several embodiments, there are alterations, modifications,
permutations, and substitute equivalents, which fall within
the scope of this invention. Although sub-section titles have
been provided to aid in the description of the invention,
these titles are merely illustrative and are not intended to
limit the scope of the present invention.

[0110] It should also be noted that there are many alter-
native ways of implementing the methods and apparatuses
of the present invention. It is therefore intended that the
following appended claims be interpreted as including all
such alterations, modifications, permutations, and substitute
equivalents as fall within the true spirit and scope of the
present invention.
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What is claimed is:

1. A computerized network labeling method comprising:

identifying a first network for a real time data transfer;

comparing the first network to a database of performance
models;

determining if the first network is suitable for the real time
data transfer;

if suitable continuing the real time data transtfer on the first
network, otherwise if not suitable providing an alter-
nate suggestion;

monitoring the real time data transfer for performance
information; and

analyzing the performance information to generate at least
one performance model.

2. The method of claim 1, wherein the first network is
identified by at least one of a router BSSID and a MAC
address.

3. The method of claim 1, wherein the at least one router
BSSID and MAC address is hashed.

4. The method of claim 1, further comprising determining
an accuracy measure for the at least one performance model.

5. The method of claim 4, wherein the determining if the
first network is suitable for the real time data transfer
includes comparing the accuracy measure of the perfor-
mance model for the first network to a threshold.

6. The method of claim 1, wherein the performance
information includes a network identifier, network signal
strength, signal pollution, GEO, and a temporal element.

7. The method of claim 1, wherein the alternate sugges-
tion includes at least one of suggesting a better performing
network and delaying the real time data transfer.

8. The method of claim 7, wherein the better performing
network is one of a cellular network, a better performing
nearby access point, and a public switched telephone net-
work (PSTN).

9. The method of claim 1, further comprising a last mile
optimization comprising sending pseudo-packets to a last
mile optimizer located at each of several best servers to
identify a single best edge server for transmission, receiving
feedback from each of the last mile optimizers, selecting the
single best server from the several best servers based on the
feedback, applying a plurality of transporter algorithms to
pseudo-packets sent to the single best server; and measuring
quality of service for each transporter algorithm to deter-
mine which are effective.

10. The method of claim 9, wherein jitter, latency and
packet loss are measured for the transmitted pseudo-packets
to determine quality of service for each of the several best
edge servers, and wherein identifying the single best edge
server includes balancing the latency, jitter and packet loss
measurements to estimate quality of service for each of the
several best edge servers.

11. A computerized network label system comprising:

a network data collector configured to identify a first

network for a real time data transfer;

a labeler configured to compare the first network to a
database of performance models, determine if the first
network is suitable for the real time data transfer, and
if suitable, continue the real time data transfer on the
first network, otherwise if not suitable provide an
alternate suggestion;

the network data collector further configured to monitor
the real time data transfer for performance information;
and
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a modeling module configured to analyze the performance
information to generate at least one performance
model.

12. The system of claim 11, wherein the first network is
identified by at least one of a router BSSID and a MAC
address.

13. The system of claim 11, wherein the network data
collector is further configured to hash the least one router
BSSID and MAC address.

14. The system of claim 11, wherein the modeling module
is further configured to determine an accuracy measure for
the at least one performance model.

15. The system of claim 14, wherein the labeler deter-
mining if the first network is suitable for the real time data
transfer is further configured to compare the accuracy mea-
sure of the performance model for the first network to a
threshold.

16. The system of claim 11, wherein the performance
information includes a network identifier, network signal
strength, signal pollution, and a temporal element.

17. The system of claim 11, wherein the alternate sug-
gestion includes at least one of suggesting a better perform-
ing network and delaying the real time data transfer.
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18. The system of claim 17, wherein the better performing
network is one of a cellular network, and a public switched
telephone network (PSTN).

19. The system of claim 11, further comprising an appli-
cation configured to send pseudo-packets to a last mile
optimizer located at each of several best servers to identify
a single best edge server for transmission, receive feedback
from each of the last mile optimizers, select the single best
server from the several best servers based on the feedback,
apply a plurality of transporter algorithms to pseudo-packets
sent to the single best server; and measure quality of service
for each transporter algorithm to determine which are effec-
tive.

20. The system of claim 19, wherein jitter, latency and
packet loss are measured for the transmitted pseudo-packets
to determine quality of service for each of the several best
edge servers, and wherein identifying the single best edge
server includes balancing the latency, jitter and packet loss
measurements to estimate quality of service for each of the
several best edge servers.
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