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(57) ABSTRACT 
A communication apparatus sends a processing request, 
including request information, a digital signature, and an 
electronic certificate, to a control apparatus. The control 
apparatus sends a verification request including the electronic 
certificate to averification server. The verification server veri 
fies the electronic certificate included in the verification 
request, and sends authentication-use reference information, 
including the verification result, as a verification response, to 
the control apparatus. When the verification result included in 
the authentication-use reference information indicates valid 
ity, the control apparatus, using the request information and a 
public key included in the electronic certificate, verifies 
whether or not the digital signature is valid. When the digital 
signature is valid, the control apparatus performs the 
requested processing in accordance with the request informa 
tion, and sends a processing response, to the communication 
apparatus. 
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Fig. 1 
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Fig. 2 
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Fig. 3 
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Fig. 4 
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Fig. 5 
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Fig. 6 
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Fig. 11 
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Fig. 14 
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Fig. 19 
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AUTHENTCATION PROCESSING 
APPARATUS, AUTHENTICATION 

PROCESSING SYSTEM, AUTHENTICATION 
PROCESSING METHOD AND 

AUTHENTCATION PROCESSING 
PROGRAM 

TECHNICAL FIELD 

0001. The present invention relates to an authentication 
processing apparatus, an authentication processing System, 
an authentication processing method and an authentication 
processing program which are designed for distributed 
authentication processing, for example. 

BACKGROUND ART 

0002 FIG. 19 is a brief overview of a configuration and 
processing disclosed in Patent Document 1. 
0003. An in-vehicle network system 990 disclosed in 
Patent Document 1 includes an in-vehicle control device 991, 
a communication device 992 and an authentication server 993 
which communicate with each other over a network 999. 
0004. The in-vehicle control device 991 is equipped with a 
memory for storing data. 
0005. The communication device 992 issues a read 
request or a write request (hereafter, referred to as a process 
ing request) of data to the memory of the in-vehicle control 
device 991, to the in-vehicle control device 991. 
0006. The authentication server 993 is a device to authen 
ticate the communication device 992. 
0007. The authentication server 993, prior to the issuance 
of the processing request by the communication device 992, 
performs authentication of the communication device 992 
and holds an authentication result of the communication 
device 992. 
0008. The in-vehicle control device 991, upon receipt of 
the processing request from the communication device 992, 
refers to the authentication server 993 for the authentication 
result of the communication device 992, and obtains the 
authentication result of the communication device 992. When 
the authentication result indicates that the communication 
device 992 is authenticated, the in-vehicle control device 991 
accepts the processing request. When the authentication 
result indicates that the communication device 992 is not 
authenticated, the in-vehicle control device 991 rejects the 
processing request. 
0009. Further, the in-vehicle control device 991 checks 
periodically whether or not a connection is established with 
the authentication server 993 for communication. When a 
connection is not established with the authentication server 
993 for communication, the in-vehicle device 991 rejects the 
processing request from the communication device 992. 
0010. The in-vehicle network system 990 described above 
poses problems as follows. 
0011. It is required that the authentication server 993 com 
pletes authentication of the communication device 992 prior 
to the issuance of the processing request from the communi 
cation device 992. More specifically, authentication process 
ing should be done in advance between the authentication 
server 993 and the communication device 992. This requires 
a communication means for communication between the 
authentication server 993 and the communication device 992. 
0012. It is also required that the authentication server 993 
holds authentication results. 
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0013 Consequently, the authentication server 993 and the 
communication device 992 are required to increase and 
enhance the processing capacity and functions, and thereby 
the cost is increased. 
0014 Secondly, when a connection is not established 
between the authentication server 993 and the in-vehicle con 
trol device 991 for communication, the processing request 
from the communication device 992 is rejected. Thus, the 
processing request of the communication device 992 has to 
stay rejected while communication is not available between 
the authentication server 993 and the in-vehicle control 
device 991. 
0015. Also, in case of an authentication server 993 failure, 
the processing request from the communication device 992 
has to stay rejected. 
0016 Assume that the authentication server 993 is con 
nected to an external network, for example. If radio interfer 
ence occurs as a vehicle equipped with the in-vehicle control 
device 991 is moving through a remote area or a tunnel, 
communication won’t be available with the authentication 
server 993 via the external network, and the processing 
request from the communication device 992 will be rejected. 
0017. This will reduce system availability, which may 
cause a vehicle breakdown and eventually an accident. 
0018. Thirdly, the authentication processing of the com 
munication device 992 is inseparable from response process 
ing for responding with an authentication result. 
0019. This prevents processing from being distributed or 
multiplexed, and thereby restricting flexibility to improve 
system availability and processing capacity. 

CITATION LIST 

Patent Literature 

0020 Patent Document 1: JP 2012-104049A 

SUMMARY OF INVENTION 

Technical Problem 

0021. An objective of the present invention is to imple 
ment distributed authentication processing, for example. 

Solution to Problem 

0022. An authentication processing apparatus according 
to the present invention includes: 
0023 a target-information receiving section that receives 
target information to be authenticated, a digital signature for 
the target information, and certificate information relating to 
an electronic certificate issued for a target device that gener 
ates the target information; 
0024 a certificate-verification requesting section that 
sends the certificate information received by the target-infor 
mation receiving section, and receives authentication-use ref 
erence information which includes a verification result 
obtained from verifying whether or not the electronic certifi 
cate for the target device is valid; and 
0025 a signature verifying section, when the verification 
result included in the authentication-use reference informa 
tion received by the certificate-verification requesting section 
indicates validity, using a public key of the target device, 
which is included in the electronic certificate for the target 
device, and the target information, received by the target 
information receiving section, verifies whether or not the 
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digital signature for the target information received by the 
target-information receiving section is valid. 

Advantageous Effects of Invention 
0026. According to the present invention, authentication 
processing can be performed in a distributed manner, for 
example. 

BRIEF DESCRIPTION OF DRAWINGS 

0027 FIG. 1 is a brief overview of a security system 100 
according to a first embodiment. 
0028 FIG. 2 illustrates a configuration of a communica 
tion apparatus 300 according to the first embodiment. 
0029 FIG. 3 illustrates a configuration of a control appa 
ratus 200 according to the first embodiment. 
0030 FIG. 4 illustrates a configuration of a verification 
server 400 according to the first embodiment. 
0031 FIG. 5 is a flow chart illustrating a security process 
according to the first embodiment. 
0032 FIG. 6 is a flow chart illustrating a communication 
apparatus process (S110) according to the first embodiment. 
0033 FIG. 7 illustrates a configuration of a processing 
request 301 according to the first embodiment. 
0034 FIG. 8 illustrates an example of a certificate 395 
according to the first embodiment. 
0035 FIG. 9 is a flow chart illustrating a verification 
server process (S130) according to the first embodiment. 
0036 FIG. 10 illustrates an example of authentication-use 
validity information 293 and authentication-use invalidity 
information 294, according to the first embodiment. 
0037 FIG. 11 is a flow chart illustrating an authentication 
process (S140) according to the first embodiment. 
0038 FIG. 12 illustrates an example of hardware 
resources of the control apparatus 200 according to the first 
embodiment. 
0039 FIG. 13 is a brief overview of the security system 
100 according to a second embodiment. 
0040 FIG. 14 illustrates a configuration of the communi 
cation apparatus 300 according to the second embodiment. 
0041 FIG. 15 illustrates a configuration of the control 
apparatus 200 according to the second embodiment. 
0042 FIG. 16 is a flow chart illustrating a security process 
according to the second embodiment. 
0043 FIG. 17 illustrates an example of a configuration of 
the security system 100 according to a third embodiment. 
0044 FIG. 18 illustrates an example of a configuration of 
the security system 100 according to the third embodiment. 
004.5 FIG. 19 is a brief overview of a configuration and 
processing disclosed in Patent Document 1. 

DESCRIPTION OF EMBODIMENTS 

Embodiment 1 

0046. An embodiment is described in which system avail 
ability is improved by distributing authentication processing. 
0047 FIG. 1 is a brief overview of a security system 100 
according to a first embodiment. 
0048. The security system 100 of the first embodiment is 
outlined with reference to FIG. 1. 
0049. The security system 100 is an example of an infor 
mation processing system (referred to also as an authentica 
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tion processing system, a computer system or a network sys 
tem) which performs requested processing after 
authentication processing. 
0050. The security system 100 includes a control appara 
tus 200 (an example of an authentication processing appara 
tus), a communication apparatus 300 (an example of a target 
device) and a verification server 400 (an example of a certifi 
cate verifying apparatus). 
0051. The control apparatus 200 and the communication 
apparatus 300 are equipped on a vehicle to form an in-vehicle 
system 110 that controls the vehicle. The verification server 
400 is located outside the in-vehicle system 110. 
0.052 Hereafter, a communication network in the in-ve 
hicle system 110 is referred to as an in-vehicle network 101, 
and a communication network outside the in-vehicle system 
110 is referred to as an external network 102. 
0053. The control apparatus 200 communicates with the 
communication apparatus 300 via the in-vehicle network 101 
(e.g., a CAN or a LIN), and with the verification server 400 
via the external network 102 (e.g., the Internet or a wireless 
LAN). 
0054 CAN stands for Controller Area Network, LIN 
stands for Local Interconnect Network, and LAN stands for 
Local Area Network. 
0055. The control apparatus 200 is a vehicle controller (an 
example of a computer, which shall apply hereafter) for 
engine control, brake control, air-conditioning control, or the 
like. 
0056. The communication apparatus 300 is a requester to 
request the control apparatus 200 to perform processing Such 
as control processing for vehicle control, update processing 
for updating control information for vehicle control, or the 
like. 

0057 The verification server 400 is a generator to generate 
authentication-use reference information to be used for 
authentication of a processing request 301 of the communi 
cation apparatus 300. 
0058. The communication apparatus 300 sends the pro 
cessing request301 to the control apparatus 200, and receives 
a processing response 302 to the processing request301, from 
the control apparatus 200. 
0059. The control apparatus 200 performs authentication 
of the processing request 301 of the communication appara 
tus 300, when the communication apparatus 300 is authenti 
cated, performs processing in accordance with the processing 
request 301, and sends the processing response 302 to the 
communication apparatus 300. In addition, the control appa 
ratus 200 sends, to the verification server 400, a verification 
request 201 which requests the authentication-use reference 
information to be used for authentication of the processing 
request 301 of the communication apparatus 300, and 
receives a verification response 202 including the authentica 
tion-use reference information. 

0060. The verification server 400 generates the authenti 
cation-use reference information in accordance with the Veri 
fication request 201, and sends the verification response 202 
including the generated authentication-use reference infor 
mation, to the control apparatus 200. 
0061 FIG. 2 illustrates a configuration of the communi 
cation apparatus 300 according to the first embodiment. 
0062. The configuration of the communication apparatus 
300 of the first embodiment is described with reference to 
FIG 2. 
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0063. The communication apparatus 300 includes a pro 
cessing requesting section 310, an authentication-informa 
tion generating section 320, and a communication storing 
Section 390. 
0064. The processing requesting section 310 generates 
request information 391 that indicates details of the process 
ing to be requested to the control apparatus 200, and sends the 
processing request301 including the generated request infor 
mation 391 and authentication information 392 that is gener 
ated by the authentication-information generating section 
320, to the control apparatus 200. 
0065. The authentication-information generating section 
320, using certification-use information 393 that is stored in 
advance in the communication storing section 390, generates 
the authentication information 392 to be used for authentica 
tion. 

0066. The communication storing section 390 stores data 
to be used in the communication apparatus 300. 
0067 For example, the communication storing section 
390 stores the request information 391 generated by the pro 
cessing requesting section 310, the authentication informa 
tion 392 generated by the authentication-information gener 
ating section 320, and the like. 
0068. The communication storing section 390 also stores 
the certification-use information 393 which includes a private 
key 394 to be used in a public key system, an electronic 
certificate (hereafter, referred to as a certificate 395), and the 
like. 

0069 FIG.3 illustrates a configuration of the control appa 
ratus 200 according to the first embodiment. 
0070 The configuration of the control apparatus 200 of 
the first embodiment is described with reference to FIG. 3. 
0071. The control apparatus 200 includes a request pro 
cessing section 210 (an example of a target-information 
receiving section), an authentication processing section 220 
(an example of a signature verifying section or an authenti 
cation-use reference information searching section), a verifi 
cation requesting section 230 (an example of a certificate 
Verification requesting section), and a control storing section 
290 (an example of an authentication-use reference informa 
tion storing section). 
0072 The request processing section 210 receives the pro 
cessing request301 from the control apparatus 200. When the 
communication apparatus 300 is authenticated by the authen 
tication processing section 220, the request processing sec 
tion 210 performs processing in accordance with the request 
information 391 included in the processing request 301, and 
sends the processing response 302 including a processing 
result, to the control apparatus 200. 
0073. The authentication processing section 220, using 
authentication-use reference information 292 which is stored 
in the control storing section 290, performs authentication of 
the processing request 301 of the communication apparatus 
3OO. 

0074 The verification requesting section 230, when there 
is no authentication-use reference information 292 to be used 
for authentication of the processing request 301 of the com 
munication apparatus 300, sends the verification request 201 
which includes verification request information 291 which is 
used for generating the authentication-use reference informa 
tion 292, to the verification server 400, and receives the veri 
fication response 202 including the authentication-use refer 
ence information 292. 
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(0075. The control storing section 290 stores data to be 
used in the control apparatus 200. 
0076 For example, the control storing section 290 stores 
the verification request information 291 generated by the 
Verification requesting section 230, the authentication-use 
reference information 292 obtained by the verification 
requesting section 230, and the like. 
0077 FIG. 4 illustrates a configuration of the verification 
server 400 according to the first embodiment. 
(0078. The configuration of the verification server 400 of 
the first embodiment is described with reference to FIG. 4. 
007.9 The verification server 400 includes a verification 
processing section 410, a reference-information generating 
section 420, and a verification storing section 490. 
0080. The verification processing section 410 receives the 
verification request 201 from the control apparatus 200, and, 
using verification-use reference information 491, performs 
verification of the verification request information 291 
included in the verification request 201. The verification pro 
cessing section 410 also sends the verification response 202 
including the authentication-use reference information 292 
generated by the reference-information generating section 
420, to the control apparatus 200. 
I0081. The reference-information generating section 420 
generates the certification-use reference information 292 
based on a verification result of the verification processing 
section 410. 
I0082. The verification storing section 490 stores data to be 
used in the verification server 400. 
I0083. For example, the verification storing section 490 
stores in advance the verification-use reference information 
491 to be used for verification. 
I0084 FIG. 5 is a flow chart illustrating a security process 
according to the first embodiment. 
I0085. The security process performed by the security sys 
tem 100 is described with reference to FIG. 5. 
I0086 First, the security process is outlined. 
I0087. The communication apparatus 300 sends the pro 
cessing request 301 to the control apparatus 200, and the 
control apparatus 200 receives the processing request 301 
(S.110). 
I0088. The control apparatus 200 searches for the authen 
tication-use reference information 292 to be used for authen 
tication of the processing request 301 of the communication 
apparatus 300 (S120). 
0089. When there is no authentication-use reference infor 
mation 292 (S121:YES), the control apparatus 200 sends the 
verification request 201, to the verification server 400, and the 
verification server 400 receives the verification request 201 
(S122). 
0090. The verification server 400 sends the verification 
response 202 including the authentication-use reference 
information 292, and the control apparatus 200 receives the 
verification response 202 (S130). 
0091. The control apparatus 200, using the authentication 
use reference information 292, performs authentication of the 
processing request 301 of the communication apparatus 300 
(S140). 
0092. When the processing request 301 of the communi 
cation apparatus 300 is authenticated (S150: YES), the con 
trol apparatus 200 performs processing requested by the pro 
cessing request 301 (S151). 
0093. The control apparatus 200 sends the processing 
response 302 to the processing request 301, to the communi 
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cation apparatus 300, and the communication apparatus 300 
receives the processing response 302 (S152). 
0094. Now, the security process is described in detail. 
0095 Referring to S110, the communication apparatus 
300 sends the processing request301, to the control apparatus 
200, and the control apparatus 200 receives the processing 
request 301. 
0096 FIG. 6 is a flow chart illustrating a communication 
apparatus process (S110) according to the first embodiment. 
0097. The communication-apparatus process (S110) of 
the first embodiment is described with reference to FIG. 6. 
0098. The communication apparatus 300 (see FIG. 2) 
includes the processing requesting section 310 and the 
authentication-information generating section 320. 
0099. In S111, the processing requesting section 310 gen 
erates the request information 391 indicating details of 
requested processing to be requested to the control apparatus 
2OO. 
0100. After S111, the process proceeds to S112. 
0101. In S112, the authentication-information generating 
section 320, using the private key 394, generates a digital 
signature (referred to also as an electronic signature) for the 
request information 391. Hereafter, the digital signature will 
be referred to as a digital signature or just a signature. 
0102 The following elaborates how the authentication 
information generating section 320 generates the digital sig 
nature, for example. 
0103) The authentication-information generating section 
320, using a hash function for signature, calculates a hash 
value of the request information 391. Then, the authentica 
tion-information generating section320, using the private key 
394, encrypts the hash value of the request information 391. 
The encrypted hash value of the request information 391 is 
the digital signature. 
0104. After S112, the process proceeds to S113. 
0105. In S113, the authentication-information generating 
section 320 generates the authentication information 392 
including the digital certificate (certificate 395) which 
includes a public key, and the digital signature (signature 396) 
generated at S112. 
0106 Alternatively, however, the authentication informa 
tion 392 may only include part of the information in the 
certificate 395 (e.g., a public key or a serial number identify 
ing the certificate 395), or may add other items of information 
about the certificate 395 (e.g., a hash value of the certificate 
395). 
0107. After S113, the process proceeds to S114. 
0108. In S114, the processing requesting section 310 gen 
erates the processing request 301 including the request infor 
mation 391 generated at S111 and the authentication infor 
mation 392 generated at S113. 
0109. After S114, the process proceeds to S115. 
0110. In S115, the processing requesting section 310 
sends the processing request 301 generated at S114, to the 
control apparatus 200, and the request processing section 210 
of the control apparatus 200 (see FIG.3) receives the process 
ing request 301. 
0111. After S115, the communication-apparatus process 
(S.110) is terminated. 
0112 FIG. 7 illustrates a configuration of the processing 
request 301 according to the first embodiment. 
0113. As in FIG.7, the processing request 301 includes the 
request information 391 and the authentication information 
392. 
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0114. The authentication information 392 includes the 
certificate 395 and the signature 396. 
0115 FIG. 8 illustrates an example of the certificate 395 
according to the first embodiment. 
0116. As an example of the certificate 395 of the first 
embodiment, X.509v3 of the certificate 395 is described with 
reference to FIG. 8. 

0117. The certificate 395 includes a basic area, an 
extended area, and the signature of an issuer (CA). 
0118. In the basic area, set items of information are: the 
“serial number (an example of an identifier) for identifying 
the certificate 395, the “issuer name (an example of an iden 
tifier) for identifying the issuer that has issued the certificate 
395, the “validity period” of the certificate 395, the “public 
key” of the communication apparatus 300, and the like. In this 
and Subsequent embodiments, validity period information 
indicating a validity period is referred to simply as a validity 
period. Other items of information set in the basic area are not 
discussed here. 

0119 The extended area includes a basic area, and a per 
Sonal area in which optional information is set. Items of 
information to be set in the basic area and the personal area 
are not discussed here. 

0.120. The signature of the issuer is a digital signature for 
the certificate 395, which is generated by the issuer that issues 
the certificate 395. 

I0121 Referring back to FIG. 5, the security process is 
described further. 

I0122. After S110, the process proceeds to S120. 
I0123 Referring to S120, the authentication processing 
section 220 of the control apparatus 200 (see FIG. 3) searches 
the control storing section 290 for the authentication-use 
reference information 292 to be used for authentication of the 
processing request 301 of the communication apparatus 300. 
0.124. The following elaborates how the authentication 
processing section 220 searches for the authentication-use 
reference information 292, for example. 
0.125. The authentication processing section 220, using a 
hash function for reference information, calculates the hash 
value of the certificate 395 included in the processing request 
301 (see FIG. 7). The authentication processing section 220 
then searches for the authentication-use reference informa 
tion 292 that includes the same hash value as that of the 
certificate 395. The hash value is an example of an index value 
used for searching for the authentication-use reference infor 
mation 292 or an identifier for identifying the certificate 395. 
0.126 Alternatively, however, the authentication process 
ing section 220 may search for the authentication-use refer 
ence information 292, in a different way from that described 
above. For example, when the authentication-use reference 
information 292 includes an electronic certificate or the serial 
number of an electronic certificate, the authentication pro 
cessing section 220 may search for the authentication-use 
reference information 292 which includes the same electronic 
certificate as the certificate 395 or the same serial number as 
that of the certificate 395. 

I0127. After S120, the process proceeds to S121. 
I0128. In S121, the authentication processing section 220 
of the control apparatus 200 determines whether or not there 
is the authentication-use reference information 292 to be used 
for authentication of the processing request 301 of the com 
munication apparatus 300, based on a search result at S120. 
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0129. When there is the authentication-use reference 
information 292 searched for (YES), the process proceeds to 
S15O. 
0130. When there is no authentication-use reference infor 
mation 292 searched for (NO), the process proceeds to S122. 
0131. In S122, the verification requesting section 230 of 
the control apparatus 200 obtains the certificate 395 from the 
processing request 301 (see FIG. 7), and generates informa 
tion including the certificate 395, as the verification request 
information 291. Alternatively, however, the verification 
request information 291 may only include part of the infor 
mation in the certificate 395 (e.g., a serial number or a public 
key) (see FIG. 8), or may add other items of information about 
the certificate 395 (e.g., a hash value of the certificate 395). 
0132) The verification requesting section 230 then gener 
ates the verification request 201 including the verification 
request information 291, and sends the generated verification 
request 201, to the verification server 400. The verification 
server 400 receives the verification request 201. 
0133. After S122, the process proceeds to S130. 
0134) Referring to S130, the verification server 400 gen 
erates the authentication-use reference information 292, and 
generates the verification response 202 including the gener 
ated authentication-use reference information 292. 
0135. The verification server 400 then sends the verifica 
tion response 202, to the control apparatus 200, and the con 
trol apparatus 200 receives the verification response 202. 
0136. After S130, the process proceeds to S140. 
0137 FIG. 9 is a flow chart illustrating a verification 
server process (S130) according to the first embodiment. 
0.138. The verification-server process (S130) of the first 
embodiment is described with reference to FIG. 9. 
0.139. The verification server 400 (see FIG. 4) includes the 
verification processing section 410 and the reference-infor 
mation generating section 420. 
0140. In S131, the verification processing section 410, 
using the verification-use reference information 491 and the 
verification request information 291 included in the verifica 
tion request 201, performs verification of the certificate 395 
for the communication apparatus 300. 
0141. The following (1) to (3) elaborate how the verifica 
tion processing section 410 performs verification, for 
example. 
0142 (1) The verification request information 291 
includes the serial number of the certificate 395, and the 
verification-use reference information 491 is a certificate 
revocation list (CRL) showing a list of serial numbers of 
invalid electronic certificates. 
0143. The verification processing section 410 searches the 
certificate revocation list for the serial number of the certifi 
cate 395. 

0144. When the serial number of the certificate 395 is 
included in the certificate revocation list, the verification 
result indicates “invalidity”. When the serial number of the 
certificate 395 is not included in the certificate revocation list, 
the verification result indicates “validity”. 
0145 (2) The verification request information 291 
includes the serial number of the certificate 395, and the 
verification-use reference information 491 is a certificate 
validity list (referred to also as a white list) showing a list of 
serial numbers of valid electronic certificates. 
0146 The verification processing section 410 searches the 
certificate validity list for the serial number of the certificate 
395. 
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0147 When the serial number of the certificate 395 is 
included in the certificate validity list, the verification result 
indicates “validity”. When the serial number of the certificate 
395 is not included in the certification validity list, the veri 
fication result indicates “invalidity”. 
0148 (3) The verification request information 291 
includes the certificate 395, and the verification-use reference 
information 491 is correspondence information between the 
issuer name (an example of an identifier) of the issuer that has 
issued an electronic certificate, and an electronic certificate 
issued for the issuer. 
014.9 The verification processing section 410, using the 
public key of the issuer that has issued the certificate 395 
(hereafter, referred to as a first issuer), verifies the certificate 
395. More specifically, the verification processing section 
410 verifies whether or not the signature (digital signature) 
included in the certificate 395 is authentic. The verification of 
the certificate 395 is performed by using a prior art method, 
and therefore will not be discussed. 
0150. Further, the verification processing section 410, 
using the public key of a second issuer that has issued an 
electronic certificate for the first issuer, verifies the electronic 
certificate issued for the first issuer. 
0151. Likewise, the verification processing section 410, 
using the public key of an upper issuer, Verifies an electronic 
certificate issued for a lower issuer. 
0152 Lastly, the verification processing section 410, 
using the public key of the top issuer (referred to also as a 
route issuer), verifies an electronic certificate issued for the 
top issuer. 
0153. When the certificate 395 and all the electronic cer 
tificates for the first issuer to the top issuer are valid, the 
verification result indicates “validity”. When at least one of 
the certificate 395 and the electronic certificates for the first 
issuer to the top issuer is invalid, the verification result indi 
cates “invalidity”. 
0154). After S131, the process proceeds to S132. 
0.155. In S132, the reference-information generating sec 
tion 420 determines whether the verification result at S131 
indicates “validity” or “invalidity”. 
0156 When the verification result indicates “validity”, the 
process proceeds to S133. 
(O157. When the verification result indicates “invalidity”, 
the process proceeds to S134. 
0158. In S133, the reference-information generating sec 
tion 420 generates the authentication-use reference informa 
tion 292 in which the verification result of the certificate 395 
for the communication apparatus 300 indicates “validity”. 
0159. Hereafter, the authentication-use reference infor 
mation 292 in which the verification result indicates “valid 
ity” will be referred to as “authentication-use validity infor 
mation 293. 
(0160. After S133, the process proceeds to S134. 
0.161 FIG. 10 illustrates examples of the authentication 
use validity information 293 and authentication-use invalid 
ity information 294, according to the first embodiment. 
0162 For example, the authentication-use validity infor 
mation 293 includes a verification result 295, a hash value 
296, a public key 297 and a validity period 298 (validity 
period information indicating a validity period) (see (1) in 
FIG. 10). 
(0163 The verification result 295 shows that the verifica 
tion result of the certificate 395 for the communication appa 
ratus 300 indicates “validity”. 
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0164. The hash value 296 is the hash value of the certifi 
cate 395 which is calculated by using a hash function for 
reference information. The hash value 296 is an example of an 
identifier to identify the certificate 395. The hash value 296 
may be replaced by a different identifier (e.g., the serial num 
ber of the certificate 395) to identify the certificate 395. 
(0165. The public key 297 shows the public key of the 
communication apparatus 300 that is set in the certificate 395. 
When the public key is encoded, the reference-information 
generating section 420 may decode the public key. 
0166 The validity period 298 shows the information that 
indicates a validity period which is set in the certificate 395. 
When the validity period 298 is encoded, the reference-infor 
mation generating section 420 may decode the validity period 
298. 
0167 Alternatively, however, the authentication-use 
validity information 293 may not include part of the informa 
tion (e.g., the public key 297 or the validity period 298), or 
add other items of information (e.g., the certificate 395 or a 
validity period of the authentication-use validity information 
293). 
(0168 Referring back to FIG. 9, the verification-server 
process (S130) is described further. 
0169. In S134, the reference-information generating sec 
tion 420 generates the authentication-use reference informa 
tion 292 in which the verification result of the certificate 395 
for the communication apparatus 300 indicates “invalidity”. 
0170 Hereafter, the authentication-use reference infor 
mation 292 in which the verification result indicates “inval 
idity” will be referred to as the “authentication-use invalidity 
information 294. 
0171 For example, the authentication-use invalidity infor 
mation 294 (see (2) in FIG.10) includes the verification result 
295 (invalidity) and the hash value 296. 
0172. The hash value 296 is an example of an identifier to 
identify the certificate 395. The hash value 296 may be 
replaced by a different identifier to identify the certificate 395 
(e.g., the serial number of the certificate 395). 
0173 The authentication-use invalidity information 294 
may include other items of information (e.g., a validity period 
of the authentication-use invalidity information 294). 
(0174. After S134, the process proceeds to S135. 
0.175. In S135, the verification processing section 410 gen 
erates the verification response 202 including the authentica 
tion-use reference information 292 (the authentication-use 
validity information 293 or the authentication-use invalidity 
information 294) generated at S133 or S134. 
0176 The verification processing section 410 then sends 
the verification response 202, to the control apparatus 200, 
and the control apparatus 200 receives the verification 
response 202. 
(0177. After S135, the verification-server process (S130) is 
terminated. 
0.178 Referring back to FIG. 5, the security process is 
described further. 
0179 Referring to S140, the authentication processing 
section 220 of the control apparatus 200 (see FIG. 3), using 
the authentication-use reference information 292 retrieved at 
S120 or the authentication-use reference information 292 
generated at S130, performs authentication of the processing 
request 301 of the communication apparatus 300. 
0180. After S140, the process proceeds to S150. 
0181 FIG. 11 is a flow chart illustrating an authentication 
process (S140) according to the first embodiment. 
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0182. The authentication process (S140) of the first 
embodiment is described with reference to FIG. 11. 

0183 In S141, the authentication processing section 220 
determines whether the authentication-use reference infor 
mation 292 is the authentication-use validity information 293 
or the authentication-use invalidity information 294. 
0184. When the verification result 295 included in the 
authentication-use reference information 292 indicates 
“validity”, the authentication-use reference information 292 
is the authentication-use validity information 293 (see (1) in 
FIG. 10). 
0185. When the verification result 295 included in the 
authentication-use reference information 292 indicates 
“invalidity”, the authentication-use reference information 
292 is the authentication-use invalidity information 294 (see 
(2) in FIG. 10). 
0186. When the authentication-use reference information 
292 is the authentication-use validity information 293, the 
process proceeds to S142. 
0187. When the authentication-use reference information 
292 is the authentication-use invalidity information 294, the 
process proceeds to S146. 
0188 In S142, the authentication processing section 220 
determines whether or not the authentication-use validity 
information 293 is within the validity period. 
(0189 When the present date falls within the validity 
period 298 included in the authentication-use validity infor 
mation 293 (see (1) in FIG. 10), the authentication-use valid 
ity information 293 is considered to be unexpired informa 
tion. 

(0190. When the present date does not fall within the valid 
ity period 298 included in the authentication-use validity 
information 293, the authentication-use validity information 
293 is considered to be expired information. 
0191) When the authentication-use validity information 
293 is unexpired information (YES), the process proceeds to 
S143. 

0.192 When the authentication-use validity information 
293 is expired information (NO), the process proceeds to 
S146. 

0193 When the authentication-use validity information 
293 is the type of information that does not include a validity 
period, S142 is skipped and the process proceeds to S143. 
0194 In 143, the authentication processing section 220, 
using the public key 297 of the communication apparatus 
300, verifies the signature 396 included in the processing 
request 301. 
0.195 The following elaborates how the authentication 
processing section 220 verifies the signature 396, for 
example. 
0196. The authentication processing section 220, using a 
hash function for signature, calculates the hash value of the 
request information 391 included in the processing request 
301 (see FIG. 7). 
0197) The authentication processing section 220, using 
the public key 297 of the communication apparatus 300, 
decodes the signature 396 included in the processing request 
301. Hereafter, a value obtained from decoding the signature 
396 will be referred to as a “decoded value. 

0198 The authentication processing section 220 com 
pares the hash value of the request information 391 and the 
decoded value of the signature 396. 
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(0199. When the value of the hash value of the request 
information 391 and the decoded value of the signature 396 
match, the verification result indicates “validity”. 
0200 When the value of the hash value of the request 
information 391 and the decoded value of the signature 396 
do not match, the verification result indicates “invalidity”. 
0201 For example, the authentication processing section 
220 obtains the public key 297 of the communication appa 
ratus 300 from the authentication-use validity information 
293 (see (1) in FIG. 10) or the certificate 395 (see FIG. 8) 
included in the processing request 301. 
(0202) When the public key 297 is encoded, the authenti 
cation processing section 220 decodes the public key 297 to 
be used. 
0203. After S143, the process proceeds to S144. 
0204. In S144, the authentication processing section 220 
determines whether the verification result at S143 indicates 
“validity” or “invalidity”. 
0205 When the verification result indicates “validity, the 
process proceeds to S145. 
0206. When the verification result indicates “invalidity”, 
the process proceeds to S146. 
0207. In S145, the authentication processing section 220 
outputs an authentication result indicating being “authenti 
cated', which indicates that the processing request 301 of the 
communication apparatus 300 is authenticated. 
0208. After S145, the authentication process (S140) is 
terminated. 
0209. In S146, the authentication processing section 220 
outputs an authentication result indicating being "unauthen 
ticated, which indicates that the processing request 301 of 
the communication apparatus 300 is not authenticated. 
0210. After S146, the authentication process (S140) is 
terminated. 
0211 Referring back to FIG. 5, the security processing is 
described further. 
0212 Referring to S150, the request processing section 
210 of the control apparatus 200 (see FIG. 3) determines 
whether the authentication result at S140 indicates being 
“authenticated” or being "unauthenticated'. 
0213 When the authentication result indicates being 
“authenticated’, the process proceeds to S151. 
0214. When the authentication result indicates being 
“unauthenticated’, the process proceeds to S152. 
0215. In S151, the request processing section 210 per 
forms processing (requested processing) whose details are 
indicated by the request information 391 included in the 
processing request 301 (see FIG. 7). 
0216. After S151, the process proceeds to S152. 
0217. In S152, the request processing section 210 gener 
ates the processing response 302 to the processing request 
301, and sends the generated processing response 302, to the 
communication apparatus 300. 
0218. The following elaborates how the request process 
ing section 210 generates the processing response 302, for 
example. 
0219. When the authentication result indicates being 
“authenticated at S150, that is, when the requested process 
ing is performed at S151, the request processing section 210 
generates the processing response 302 indicating a process 
ing result of the requested processing. 
0220. When the authentication result indicates being 
“unauthenticated at S150, that is, when the requested pro 
cessing is not performed at S151, the request processing 
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section 210 generates the processing response 302 which 
indicates an authentication error representing that the pro 
cessing request 301 of the communication apparatus 300 is 
not authenticated, or a request error representing that the 
requested processing is not performed. 
0221) The processing requesting section 310 of the com 
munication apparatus 300 (see FIG. 2) receives the process 
ing response 302, and performs processing according to the 
processing response 302. For example, the communication 
apparatus 300 sends or displays details of the processing 
response 302. 
0222. After S152, the security process is terminated. 
0223 FIG. 12 illustrates an example of the hardware 
resources of the control apparatus 200 according to the first 
embodiment. 
0224 Referring to FIG. 12, the control apparatus 200 (an 
example of a computer) is equipped with a CPU901 (Central 
Processing Unit). The CPU901 is connected, via abus 902, to 
hardware devices such as a ROM 903, a RAM 904, a com 
munication board 905 (a communication unit), a display 911 
(a display unit), a keyboard 912, a mouse 913, a drive 914 and 
a magnetic disk drive 920, and controls the hardware devices. 
The drive 914 is a device to write and read data in a storage 
medium such as an FD (Flexible Disk), a CD (Compact Disc) 
or a DVD (Digital Versatile Disk). 
0225. The ROM 903, the RAM 904, the magnetic disk 
drive 920 and the drive 914 are examples of storage units. The 
keyboard 912, the mouse 913, and the communication board 
905 are examples of input units. The display 911 and the 
communication board 905 are examples of output units. 
0226. The communication board 905 is connected to a 
communication network Such as a LAN (Local Area Net 
work), the Internet, or a telecommunication line, by wire or 
wireless connection. 
0227. The magnetic disk drive 920 stores an OS 912 (oper 
ating system), programs 922 and files 923. 
0228. The programs 922 include those for executing the 
functions that are described each as a “section' in this and 
Subsequent embodiments. A program (e.g., a request process 
ing program) is read and executed by the CPU901. In other 
words, a program causes the computer to function as a “sec 
tion’, or causes the computer to execute the procedure or the 
method of a “section'. 

0229. The files 923 include various types of data (inputs, 
outputs, determination results, calculation results, processing 
results, etc.) which are used in “sections' described in this and 
Subsequent embodiments. 
0230. Arrows shown in configuration diagrams and flow 
charts in this and Subsequent embodiments mainly indicate 
inputs/outputs of data or signals. 
0231 Processing described in this and subsequent 
embodiments with reference to the flow charts and the like is 
performed by using hardware such as the CPU901, a storage 
unit, an input unit, an output unit, or the like. 
0232 Anything that is described as a “section' in this and 
subsequent embodiments may be a “circuit', a “device', or 
“equipment”; or alternatively, a “step', a “procedure', or 
“processing. In other words, anything that is described as a 
“section' may be implemented by firmware, software, hard 
ware, or any combination of them. 
0233. The hardware resources of the communication 
apparatus 300 or the verification server 400 are similar to 
those of the control apparatus 200. 
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0234. According to the first embodiment, the control 
apparatus 200, regardless of the presence or absence of the 
authentication-use reference information 292, may regularly 
(every time a predetermined storage period is expired) or at 
the expiration of the validity period 298 of the authentication 
use reference information 292 send the verification request 
201 to the verification server 400 and receive the verification 
response 202 including the authentication-use reference 
information 292. 
0235 More specifically, the control apparatus 200 may 
delete or keep previously stored old authentication-use refer 
ence information 292 at the time when new authentication 
use reference information 292 is received. 
0236 More specifically, the control apparatus 200 may 
write new authentication-use reference information 292 over 
old authentication-use reference information 292, or store 
new authentication-use reference information 292 addition 
ally. 
0237 Alternatively, the control apparatus 200 may delete 
old authentication-use reference information 292 when new 
authentication-use reference information 292 is authentica 
tion-use invalidity information. 
0238 Alternatively, the control apparatus 200 may store 
one of new authentication-use reference information 292 and 
old authentication-use reference information 292, which has 
a validity period that expires later, and delete the other refer 
ence information which has a validity period that expires 
sooner. In other words, the control apparatus 200 may store 
one of new authentication-use reference information 292 and 
old authentication-use reference information 292, which has 
a validity period whose expiration date is far, and delete the 
other reference information which has a validity period 
whose expiration date is near. 
0239. The following advantageous effects may be 
achieved according to the first embodiment, for example. 
0240. The verification server 400 does not need to perform 
authentication processing in order to authenticate the com 
munication apparatus 300. Therefore, the verification server 
400 does not need to hold authentication results. 

0241. In addition, the communication means for commu 
nication is not required for communication between the veri 
fication server 400 and the communication apparatus 300. 
0242 Consequently, there is no need of increasing and 
enhancing the processing capacity and functions of the Veri 
fication server 400 and the communication apparatus 300, 
and thereby the cost is reduced. 
0243 The control apparatus 200, in case that the commu 
nication with the verification server 400 is interrupted tem 
porarily or continuously, or in case of a verification server 400 
failure, can perform authentication of the processing request 
301 of the communication apparatus 300, using the authen 
tication-use reference information 292. 

0244 Thus, system availability is enhanced, and vehicle 
safety can be ensured. 
0245. When the verification server 400 performs the veri 
fication processing and the control apparatus 200 performs 
the authentication processing, processing can be distributed 
or multiplexed, and thereby flexibility to enhance system 
availability and processing capacity can be ensured. 
0246. In the first embodiment, the security system 100 is 
described in relation to the in-vehicle system 110. Alterna 
tively, however, the security system 100 may be designed for 
any system other than the in-vehicle system 110. 

Nov. 5, 2015 

0247. In the first embodiment, an authentication process 
ingapparatus (200) described below is included, for example. 
Note that numbers and names in parentheses below indicate 
those of corresponding elements described in the first 
embodiment. 
0248. The authentication processing apparatus includes a 
target-information receiving section (210), a certificate-veri 
fication requesting section (230), and a signature verifying 
section (220) 
0249. The target-information receiving section receives 
target information (391) to be authenticated, a digital signa 
ture (396) of the target information, and certificate informa 
tion (395) relating to an electronic certificate issued for a 
target device that generates the target information 
0250. The certificate-verification requesting section sends 
the certificate information received by the target-information 
receiving section, and receives authentication-use reference 
information (292) including a verification result (295) 
obtained from verifying whether or not the electronic certifi 
cate for the target device is valid. 
0251 When the verification result included in the authen 
tication-use reference information received by the certificate 
Verification requesting section indicates validity, the signa 
ture verifying section, using a public key (297) of the target 
device included in the electronic certificate for the target 
device and the target information received by the target-in 
formation receiving section, Verifies whether or not the digital 
signature for the target information received by the target 
information receiving section is valid. 
0252. The authentication processing apparatus includes 
an authentication-use reference information storing section 
(290) for storing the authentication-use reference informa 
tion. 

0253 When the authentication-use reference information 
is not stored in the authentication-use reference information 
storing section, the certificate-verification requesting section 
sends the certificate information, then receives the authenti 
cation-use reference information, and stores the received 
authentication-use reference information in the authentica 
tion-use reference information storing section. 
0254 The signature verifying section determines whether 
or not the verification result included in the authentication 
use reference information stored in the authentication-use 
reference information storing section indicates validity. 
0255. The authentication-use reference information 
includes an index value (296). 
0256 The authentication processing apparatus includes 
an authentication-use reference information searching sec 
tion (220). 
0257. The authentication-use reference information 
searching section calculates the hash value of the electronic 
certificate for the target device, and determines whether or not 
the authentication-use reference information that includes an 
index value whose value is the same as the value of the 
calculated hash value is stored in the authentication-use ref 
erence information storing section. 
0258. The authentication-use reference information 
includes validity period information (298) that indicates a 
validity period. 
0259. The signature verifying section verifies whether or 
not the digital signature for the target information is valid 
when the verification result included in the authentication-use 
reference information indicates validity and when it is within 



US 2015/03 18997 A1 

the validity period indicated by the validity period informa 
tion included in the authentication-use reference information. 
0260. In the first embodiment, an authentication process 
ing system (100) described below is included, for example. 
0261 The authentication processing system includes the 
authentication processing apparatus (200), a target device 
(300), and a certificate verifying apparatus (400). 
0262 The target device sends the target information, the 
digital signature, and the certificate information, to the 
authentication processing apparatus. 
0263. The certificate verifying apparatus receives the cer 

tificate information from the authentication processing appa 
ratus, generates the authentication-use reference information, 
and sends generated authentication-use reference informa 
tion to the authentication processing apparatus. 

Embodiment 2 

0264. Another embodiment is now described in which the 
processing request is not sent from communication apparatus 
300 to the control apparatus 200, but sent from the control 
apparatus 200 to the communication apparatus 300. 
0265. In a second embodiment, the control apparatus 200 
performs authentication of the processing response of the 
communication apparatus 300 in the place of the processing 
request of the communication apparatus 300. Other portions 
are similar to those discussed in the first embodiment. 
0266. Hereafter, a description is given mainly of different 
portions from those discussed in the first embodiment. The 
portions that are not discussed here are considered to be 
similar to those described in the first embodiment. 
0267 FIG. 13 is a brief overview of the security system 
100 according to the second embodiment. 
0268 Referring to FIG. 13, the control apparatus 200 
sends a processing request 203 to the communication appa 
ratus 300, and the communication apparatus 300 sends a 
processing response 204 to the processing request 203, to the 
control apparatus 200. 
0269 FIG. 14 illustrates a configuration of the communi 
cation apparatus 300 according to the second embodiment. 
0270. The configuration of the communication apparatus 
300 of the first embodiment is discussed with reference to 
FIG 14. 

0271 The communication apparatus 300 includes a 
request processing section 330 in the place of the processing 
requesting section 310 described in the first embodiment (see 
FIG. 2). 
0272. The request processing section 330 receives the pro 
cessing request 203 from the control apparatus 200, performs 
requested processing in accordance with request information 
205 included in the processing request 203, and generates a 
processing result 397 of the requested processing. 
0273. The request processing section 330 then generates 
the processing response 204 including the processing result 
397 of the requested processing and the authentication infor 
mation 392 generated by the authentication-information gen 
erating section320, and sends generated processing response 
204, to the control apparatus 200. 
0274 The authentication-information generating section 
320 generates the authentication information 392 in the same 
manner as that described in the first embodiment. 
0275 More specifically, the authentication-information 
generating section 320 generates a signature for the process 
ing result 397 in the place of the request information 391 
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described in the first embodiment, and generates the authen 
tication information 392 including the signature for the pro 
cessing result 397. 
0276 FIG. 15 illustrates a configuration of the control 
apparatus 200 according to the second embodiment. 
0277. The configuration of the control apparatus 200 of 
the second embodiment is described with reference to FIG. 
15. 

0278. The control apparatus 200 includes a processing 
requesting section 240 in the place of the request processing 
section 210 described in the first embodiment (see FIG. 3). 
0279. The processing requesting section 240 generates the 
request information 205 which indicates details of the 
requested processing which is requested to the communica 
tion apparatus 300, generates the processing request 203 
including the request information 205, and sends the process 
ing request 203 to the communication apparatus 300. 
0280. The processing requesting section 240 also receives 
the processing response 204 in the place of the processing 
request301 described in the first embodiment, from the com 
munication apparatus 300. 
0281. The authentication processing section 220 is similar 
to that described in the first embodiment. 

0282 More specifically, the authentication processing 
section 220 performs authentication of the processing result 
397 in the place of the request information 391 described in 
the first embodiment. 

(0283. The verification requesting section 230 is similar to 
that described in the first embodiment. 

0284 More specifically, the verification requesting sec 
tion 230, using the processing response 204 in the place of the 
processing request 301 described in the first embodiment, 
generates the verification request 201. 
0285. The configuration of the verification server 400 is 
similar to that described in the first embodiment (see FIG. 4). 
0286 FIG. 16 is a flow chart illustrating a security process 
according to the second embodiment. 
0287. The security process of the second embodiment is 
discussed with reference to FIG. 16. 

(0288. The security process includes S101 and S160 in the 
place of S110 described in the first embodiment (see FIG. 5). 
0289. The security process also includes S153 in the place 
of S151 and S152 described in the first embodiment. 

0290 Hereafter, S101, S160 and S153 are mainly 
described. 

0291. In S101, the processing requesting section 240 of 
the control apparatus 200 (see FIG. 15) generates the request 
information 205 indicating details of the requested process 
ing which is requested to the communication apparatus 300, 
and generates the processing request 203 including the 
request information 205. 
0292. The processing requesting section 240 of the control 
apparatus 200 sends the processing request 203, and the 
request processing section 330 of the communication appa 
ratus 300 (see FIG. 14) receives the processing request 203. 
0293. After S101, the process proceeds to S160. 
0294. In S160, the request processing section 330 of the 
communication apparatus 300 performs the requested pro 
cessing in accordance with the request information 205 
included in the processing requesting section 240, and gen 
erates the processing result 397 of the requested processing. 
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0295 The authentication-information generating section 
320 of the communication apparatus 300, using the private 
key 394, generates the signature 396 for the processing result 
397. 
0296. The request processing section 330 generates the 
authentication information 392 including the certificate 395, 
and the signature 396 for the processing result 397, and sends 
the processing response 204 including the authentication 
information 392 and the request information 205, to the con 
trol apparatus 200. 
0297. The processing requesting section 240 of the control 
apparatus 200 receives the processing response 204. 
0298. After S160, the process proceeds to S120. 
0299 S120 to S150 are similar to those described in the 

first embodiment. 
0300. In S150, when the authentication result indicates 
being 'authenticated’, the security process is terminated. 
0301 When the authentication result indicates being 
“unauthenticated’, the process proceeds to S153. 
0302) In S153, the processing requesting section 240 of 
the control apparatus 200 performs predetermined error pro 
cessing for an unauthenticated case. 
0303. After S153, the security process is terminated. 
0304. In the second embodiment, it is described that the 
control apparatus 200 performs authentication of the process 
ingresponse 204 of the communication apparatus 300 instead 
of the processing request 301 of the communication appara 
tuS 300. 

0305. The second embodiment can serve to achieve simi 
lar effects to those of the first embodiment. 

Embodiment 3 

0306 An example of the configuration of the security 
system 100 is described. 
0307 Hereafter, portions which are different from those of 
the first embodiment and the second embodiment are mainly 
discussed. Portions which are not discussed here are consid 
ered to be similar to those described in the first and second 
embodiments. 
0308 FIG. 17 and FIG. 18 illustrate examples of configu 
ration of the security system 100 according to a third embodi 
ment. 

0309 An example of the configuration of the security 
system 100 of the third embodiment is described with refer 
ence to FIG. 17 or FIG. 18. 

0310 Referring to (1) in FIG. 17, the communication 
apparatus 300 may be a portable apparatus (e.g., a Smart 
phone) which can be carried into the vehicle from outside, 
instead of the built-in apparatus which is incorporated in the 
in-vehicle system 110. The communication apparatus 300 
may be carried into the vehicle, and used for communication 
with the control apparatus 200 via the in-vehicle network 101. 
0311 Referring to (2) in FIG. 17, the verification server 
400 may be a built-in apparatus which is incorporated in the 
in-vehicle system 110. The verification server 400 is used for 
communication with the control apparatus 200 via the in 
vehicle network 101. 
0312 Referring to (1) in FIG. 18, the verification server 
400 may be a portable apparatus (e.g., a Smartphone) which 
is carried from outside, instead of the built-in apparatus incor 
porated in the in-vehicle system 110. The verification server 
400 is carried into the vehicle and used for communication 
with the control apparatus 200 via the in-vehicle network 101. 
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0313 Referring to (2) in FIG. 18, both the verification 
server 400 and the communication apparatus 300 may be 
built-in apparatuses which are incorporated in the in-vehicle 
system 110. 
0314. The security system 100 may be configured differ 
ently from those illustrated in FIG. 1 (1) and (2) in FIG. 17. 
and (1) and (2) in FIG. 18. 
0315. In the third embodiment, it is described that flexible 
changes may be made for arrangement and connection among 
the control apparatus 200, the communication apparatus 300, 
the verification server 400 and the in-vehicle system 110. 

REFERENCE SIGNS LIST 

0316 100: security system, 101: in-vehicle network, 102: 
external network, 110: in-vehicle system, 200: control appa 
ratus, 201: Verification request, 202: verification response, 
203: processing request, 204: processing response, 205: 
request information, 210: request processing section, 220: 
authentication processing section, 230: Verification request 
ing section, 240: processing requesting section, 290: control 
storing section, 291: verification request information, 292: 
authentication-use reference information, 293: authentica 
tion-use validity information, 294: authentication-use inval 
idity information, 295: verification result, 296: hash value, 
297: public key, 298: validity period, 300: communication 
apparatus, 301: processing request,302: processing response, 
310: processing requesting section, 320: authentication-in 
formation generating section, 330: request processing sec 
tion, 390: communication storing section, 391: request infor 
mation, 392: authentication information, 393: certification 
use information, 394: private key, 395: certificate, 396: 
signature, 397: processing result, 400: verification server, 
410: verification processing section, 420: reference-informa 
tion generating section, 490: verification storing section, 491: 
verification-use reference information, 901: CPU, 902: bus, 
903: ROM, 904: RAM, 905: communication board, 911: 
display, 912: keyboard, 913: mouse, 914: drive, 920: mag 
netic disk drive, 921: OS, 922: programs, 923: files, 990: 
in-vehicle network system, 991: in-vehicle control device, 
992: communication device, 993: authentication server, 999: 
network 

1. An authentication processing apparatus in an authenti 
cation processing system, 

the authentication processing system including: 
a target device that generates target information to be 

authenticated; 
a certificate verifying apparatus that Verifies an electronic 

certificate for the target device; and 
the authentication processing apparatus that, using a veri 

fication result by the certificate verifying apparatus, 
authenticates the target information; 

the certificate verifying apparatus receiving from the 
authentication processing apparatus certificate informa 
tion relating to the electronic certificate for the target 
device, verifying whether or not the electronic certificate 
for the target device is valid with reference to verifica 
tion-use reference information stored in advance, gen 
erating authentication-use reference information which 
includes the verification result, and sending the authen 
tication-use reference information to the authentication 
processing apparatus; 

the authentication processing apparatus comprising: 
a target-information receiving circuit that receives from the 

target device the target information, 
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a digital signature for the target information, and 
the certificate information relating to an electronic cer 

tificate issued for a target device that generates the 
target information; 

a certificate-verification requesting circuit that sends to the 
certificate verifying apparatus the certificate informa 
tion received by the target-information receiving circuit, 
and receives the authentication-use reference informa 
tion from the certificate verifying apparatus; and 

a signature verifying circuit, 
when the verification result included in the authentica 

tion-use reference information received by the certifi 
cate-verification requesting circuit indicates validity, 

using a public key of the target device, which is included 
in the electronic certificate for the target device, and 
the target information received by the target-informa 
tion receiving circuit, 

verifies whether or not the digital signature for the target 
information received by the target-information 
receiving circuit is valid. 

2. The authentication processing apparatus of claim 1, 
comprising an authentication-use reference information Stor 
ing circuit that stores the authentication-use reference infor 
mation, 

wherein: 
the certificate-verification requesting circuit, 
when the authentication-use reference information is not 

stored in the authentication-use reference information 
storing circuit, 

sends the certificate information, receives the authenti 
cation-use reference information, and stores the 
authentication-use reference information received, in 
the authentication-use reference information storing 
circuit; and 

the signature verifying circuit determines whether or not 
the verification result included in the authentication-use 
reference information stored in the authentication-use 
reference information storing circuit indicates validity. 

3. The authentication processing apparatus of claim 2, 
wherein the authentication-use reference information 
includes index values, 

the authentication processing apparatus comprising: 
an authentication-use reference information searching cir 

cuit that calculates a hash value of the electronic certifi 
cate for the target device, and determines whether or not 
the authentication-use reference information that 
includes an index value whose value is the same as a 
value of the hash value calculated is stored in the authen 
tication-use reference information storing circuit. 

4. The authentication processing apparatus of claim 1, 
wherein: 
the authentication-use reference information includes 

validity period information which indicates a validity 
period, and 

the signature verifying circuit, 
when the verification result included in the authentica 

tion-use reference information indicates validity, and 
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it is within the validity period indicated by the validity 
period information included in the authentication-use 
reference information, 

verifies whether or not the digital signature for the target 
information is valid. 

5. An authentication processing system comprising: 
the authentication processing apparatus of claim 1: 
the target device that sends the target information, the 

digital signature, and the certificate information, to the 
authentication processing apparatus; and 

a certificate verifying apparatus that receives the certificate 
information from the authentication processing appara 
tus, generates the authentication-use reference informa 
tion, and sends the authentication-use reference infor 
mation generated to the authentication processing 
apparatus. 

6. An authentication processing method for an authentica 
tion processing apparatus in an authentication processing 
system, 

the authentication processing system including: 
a target device that generates target information to be 

authenticated; 
a certificate verifying apparatus that Verifies an electronic 

certificate for the target device; and 
the authentication processing apparatus that, using a veri 

fication result, authenticates the target information; 
the certificate verifying apparatus receiving from the 

authentication processing apparatus certificate informa 
tion relating to the electronic certificate for the target 
device, verifying whether or not the electronic certificate 
for the target device is valid with reference to verifica 
tion-use reference information stored in advance, gen 
erating authentication-use reference information which 
includes the verification result, and sending the authen 
tication-use reference information to the authentication 
processing apparatus; 

the authentication processing method comprising: 
receiving from the target device 

the target information, a digital signature for the target 
information, and the certificate information; 

sending to the certificate verifying apparatus the certifi 
cate information received; 

receiving from the certificate verifying apparatus the 
authentication-use reference information; and 

when the verification result included in the authentica 
tion-use reference information received indicates 
validity, 

Verifying, by using a public key of the target device 
included in the electronic certificate for the target 
device and the target information received, whether or 
not the digital signature for the target information 
received is valid. 

7. An authentication processing program causing a com 
puter to execute the authentication processing method of 
claim 6. 


