US 20210204036A1
a9y United States

a2y Patent Application Publication o) Pub. No.: US 2021/0204036 A1

Zhao 43) Pub. Date: Jul. 1, 2021
’
(54) SYSTEMS & METHODS FOR SMART (52) US. CL

CONTENT STREAMING CPC ... HO4N 21/64 (2013.01); HO4N 21/4147
(2013.01); HO4N 21/44029 (2013.01); HO4N
(71) Applicant: Comcast Cable Communications, 21/44204 (2013.01); HO4N 21/64322
LLC, Philadelphia, PA (US) (2013.01)

(72) Inventor: Zhen Zhao, Berwyn, PA (US) (57) ABSTRACT
(21) Appl. No.: 16/728,977 Systems and methods for providing an authenticated group-
PPl O ’ cast stream of content to destination receivers are disclosed.
(22) Filed: Dec. 27. 2019 A method may include receiving information indicating that

: .27,

a media capturing source(s) located at a premises and
destination receivers are included in a group. Content cap-

Publication Classification tured from a media capturing source(s) may be received. The

(51) Int. CL content may include an image(s)/video(s) and a destination
HO4N 21/64 (2006.01) network address associated with the destination receivers.
HO4N 21/4147 (2006.01) The content may be copied. The number of copies of content
HO4N 21/643 (2006.01) may correspond to a number of the destination receivers. A
HO4N 21/442 (2006.01) respective copy of the content may be sent to the destination
HO4N 21/4402 (2006.01) receivers.

100 —
w Computing Device 124
User Device 192 Storage 1_2_21
—— e — o — — Sorage 16 i
I T ! Processor 12_2’
Camera Device Srrry—
101 I 112 Upload Service _J
130
STET I T Modute 130
I Live Stream 4
l Module 121 4
P ! Computing Device 4p4
rocessor 447 104
Interface Storage
120
Camera Module I '
10 el
isplay Processor
110 122

A 4

A 4
Computing Device 43,

Gateway Device
m

Network
105

Storage

v

Storage

Processor
17 {1}

115 136

I Processor .1.3___5_'

Thumbnall Service
I Module 140

L Premises 11




US 2021/0204036 A1

Jul. 1, 2021 Sheet 1 of 15

Patent Application Publication

obi  SINPOW
22IAIBG jleuguiny i

_w..n.m 10SS9201d

5¢1

abeio)g

¥l somneqg Bunndwon

i

811 SInpo
80IAI8G UONBORUBUINY

T 'Old _ BIT sesiwald

_ Nﬂm_omwmoea

1

111
90188} Aemaien)

abriclg

ZCT 10ss820.d
ozt abelioig
¥01 aoiae Bunndwio)
0c1 INPON
80IAI8S peOldN
821 Jossaooid
9ci afelog

ort

Aeidsiq

60T
SNpoy elauien

—‘Mlxoﬂ.w. 1088200l

801

aoeLIau}

|- _

121 enpony _
wealus sl 01
_ abeioig
...ﬂmomwmoen. _ ot
_ = _ 90IAB(] BIBWED
901 5661019 - - - - - =

€0l so1n0Q Josn

b

¢l soineq Bupndwion

K 001



Patent Application Publication Jul. 1,2021 Sheet 2 of 15 US 2021/0204036 A1

]
oeing

Upload Service

g
o 5
S5
g
<2

weres

~ i:
T
e = e
o oeTin
<> e
= B
2o
- H o
[ V)
ok Lk
RIZE
£ =
2 8
o 4
- =
s =
;‘_“_‘: A
= I
=L 4 eeeccccccccccaa-

o 2]
X H3 B a2 £
=2 et TS
o R o2 B es
Q:} Ak
e U2 ol
A Lages

g
&
3
r

<33
<5 =
Lo




Patent Application Publication Jul. 1,2021 Sheet 3 of 15 US 2021/0204036 A1

Application header | Payload
FIG. 3

300 —

UDP header

[P header




US 2021/0204036 A1

Jul. 1, 2021 Sheet 4 of 15

Patent Application Publication

¥ 'Ol

(luawbas 4an 10 401 e AjjeaidAy ‘Yyibus) sjgelien)
elep

suondo

82/0€2°0'891 2L {AID Ul ssalppe 4| dnoio

6¢2-¢'0'89)°CLL SSIPPE | 80IN0T

wiNS}o9yo JepesH Jokej Jaddn 8Al| 0) sw
10syj0 Juawbe. sbe|y Jeljuepl 1g-g|
yBua| spageamies | S | suqp
jo adA) ¥ 4ibus| JoA
pes
s)q ¢¢

/ ooy




US 2021/0204036 A1

Jul. 1,2021 Sheet 5 of 15

Patent Application Publication

S 'Ol

6C¢C-T’0'891°¢LT

00010

00

T

eleq uondo

(suq 8) Yidua

(s1q g)1aquinN

{suqg z) ssep

(119 1) 8ey4

/ 005




US 2021/0204036 A1

Jul. 1,2021 Sheet 6 of 15

Patent Application Publication

9 'Old
0F 1¥°L8°89 SEC0891TLI
919¢0ET 1L €€C0'891°CLI
VI vIviI96 CEC0891CLL
SL'08°TST69 €EC0891°CLI
S9SSAIPPY J] UOHRUIISIP [BNPIAIPY] UOIBUL)SOP 9} UI SASSAIPPY (] dnoin

S 009




US 2021/0204036 A1

Jul. 1,2021 Sheet 7 of 15

Patent Application Publication

L SOl

(Juawibas 4an Jo 4ol e AjjeaidA) ‘Yibusy sjgelien)
B1Ep

G'0'891°2Z1 01100000 00010001 :suondo

€€C'0'891CLL SS8IpPE d| uoneulseq dnolg

G'0'891°C.L| SSaIppe d| @3IN0G

wiNSYo8yo Jepesy

Jahe| Jeddn

SAI| 0} 8w

19840 Wwawbel sBey Jalijuapl 1qg-9|
S IET Sliq 8 @JIAIBS SHq Siq v
Jo adAy y uibus) NE=TN
peeH
Sig ¢¢
N 00




US 2021/0204036 A1

Jul. 1,2021 Sheet 8 of 15

Patent Application Publication

8 'Old
0% 1'L8°89 9EC0R91CLI
919 0ET 1L (EC0891TLI
OvIyIyI196 LECO891TLI
SL08°CST69 CECOR9ITLI
§J] UOIIRUNISAD [eNPIAIPU] UORUNSAP Ay} ul J] dnoin

/ 008




=
2 6 "Dl
m (juawbas 4an 10 dol e AjjeaidAy ‘yibus) sjgeuen)
B1Ep
= 00000000 +0000000 :Suoido
m G.'08°2G2 69 ssalppe d| uoljeunsa(
wn
= G'0°'891°CLL SS3IpPpE d| 82JN0g
m., wiNs3o8yd JspesH Johe| Jeddn BAl| 0} awl)
J
19S}J0 Juswbe. sBey} Jaijijuap! 1q-9|
yibusg S}IQ g @0INIBS wﬂ% S)q ¢
10 8dA} Lah it BTN
pesH
“ s)q €

K 006

Patent Application Publication



US 2021/0204036 A1

Jul. 1, 2021 Sheet 10 of 15

Patent Application Publication

ot

"Old

(uswbas dan 10 dol1 e AjjeaidAy ‘yibus) sigeliea)
Blep

00000000 10000000 :suondo

Ovl ¥l vil 96 SSalppe d| uoljeulssg

G'0'891°CL| SSalppe d| 82IN0g

WwiNSY08yo JepesH

Jahe| Jaddn

BAI} 0] 8w}

198}J0 Wwawbel4 sbey Jaljjuepl 1g-g|
yibus) Sliq g 8JIAleS wﬁ SHq ¢
jo adAy ¥ UIou9) NEETN
pesaH
S)q Z€ >
ﬂ
~——0001




US 2021/0204036 A1

Jul. 1, 2021 Sheet 11 of 15

Patent Application Publication

1T 'S

(uswbas 4an 1o 401 e AjeaidA) ‘yibus| sjgelsen)
ejep

00000000 10000000 :suondo

¢91°9€°0€l L L Ssalppe d| uoleul}ssqg

G'0'891°CLL SSIIPPE d| 83IN0G

wNs3o8yd JepesH Jahe| Jaddn aAl| O} s}
19S4J0 Juswbely sBeyy JOIIUDPI NIG-9|
Yibus) S)IG @ SJIAleS mul_% SUg v
J0 8dAy v HoUSHL 50
pESH
¢ SlelrAS >
Ao
—— 001}




Patent Application Publication Jul. 1,2021 Sheet 12 of 15 US 2021/0204036 A1

1202

Receive information indicating that a media capturing source and one or
more destination entities are included in a group

!

120
Receive from a media capturing source content and an indication of a
destination network address associated with the destination entities
120
Create one or more copies of the content, wherein a number of copies
correspond to a number of the destination entities
120

Send to the destination entities a respective copy of the content

FIG. 12
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130

Receive, from a media capturing source, content and an indication of a
destination network address associated with one or more destination
entities

l

Create one or more copies of the content, wherein a number of the
copies correspond to a number of network addresses associated with
the destination entities

l

Send to the destination entities a respective copy of the content
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1402
Receive one or more requests from a media capturing source and one
or more destination entities to register with a service and to join a group
140
Receive content from the media capturing source and an indication of a
destination network address associated with the destination entities
140
Create one or more copies of the content, wherein a number of the
copies correspond to a number of network addresses associated with
the destination entities
140

Send to the destination entities a respective copy of the content

FIG. 14
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SYSTEMS & METHODS FOR SMART
CONTENT STREAMING

BACKGROUND

[0001] In some conventional wireless systems, entities
associated with a home network may request content cap-
tured from cameras of the home. The cameras of the home
typically need to simultaneously provide multiple streams of
the same captured content to requesting entities. However,
home cameras generating and sending multiple copies of the
same content streams simultaneously to different requesting
entities may undesirably drain and consume computing
resources such as processing and memory capacity of the
cameras. The draining of the computing resources of the
cameras may slowdown operation of the cameras resulting
in an undesirable user experience (e.g., lag, distorted
images/videos, etc.). In view of these and other shortcom-
ings, there is a need for an improved system.

SUMMARY

[0002] Systems and methods are described for providing
an authenticated stream of content to one or more destina-
tion receiver entities. The system may comprise one or more
media capturing sources (e.g., cameras, video recording
devices, etc.) of a premises (e.g., a home, building, office,
warehouse, store, etc.) or an outdoor space (e.g., backyard,
park, etc.), and one or more devices and/or services (e.g.,
destination receiver entities) associated with a network. The
devices and/or services may desire to receive the content
captured by a media capturing source(s).

[0003] The one or more media capturing sources and the
one or more receiving devices and/or services may register
with a smart premises video group authentication service
provided by a network (e.g., a network device) to join a
group. Based on registering with the smart premises video
group authentication service, the network may generate
group information indicating the registered media capturing
sources and devices and/or services that joined the group.
The smart premises video group authentication service may
provide (e.g., via a network device) the group information to
a gateway device located at a premises, that is connected to
a registered media capturing source(s).

[0004] When the registered media capturing source(s)
captures content, the media capturing source(s) may send the
captured content and associated data (e.g., in a datagram) in
a content stream (e.g., a single stream) to a communication
device. The communication device may duplicate/copy the
stream based in part on the number/quantity of registered
devices and/or services and may send a duplicated stream to
each of the registered devices and/or services of a group.
[0005] In an aspect, methods may comprise receiving
information indicating that a media capture source, located
at a premises, and one or more destination entities are
included in a group. Content comprising a captured image or
video and an indication of a destination network address
may be received from the media capture source. The desti-
nation network address may be associated with the one or
more destination entities of the group. The destination
network address may be used to determine network
addresses of the one or more destination entities. One or
more copies of the content may be created. The number of
the copies of content may correspond to a number of the one
or more destination entities. A respective copy of the copies
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of'the content may be sent to one or more destination entities
of the group determined to receive the content.

[0006] In another aspect, methods may comprise receiv-
ing, from a media capture source, content comprising a
captured image or video and an indication of a destination
network address. The destination network address may be
associated with one or more destination entities of a group.
The destination network address may be used to determine
one or more network addresses of the one or more destina-
tion entities. One or more copies of the content may be
created. The number of the copies of content may corre-
spond to a number of the network addresses of the one or
more destination entities of the group determined to receive
the content. A respective copy of the copies of the content
may be sent to one or more destination entities of the group
determined to receive the content.

[0007] In yet another aspect, methods may comprise
receiving one or more requests from a media capture source
and one or more destination entities to register with a service
and to join a group. Content may be received from the media
capture source. The content may comprise a captured image
or video and an indication of a destination network address
associated with the one or more destination entities of the
group. The destination network address may be used to
determine one or more network addresses of the one or more
destination entities. One or more copies of the content may
be created. The number of copies of the content may
correspond to a number of the network addresses of the one
or more destination entities of the group determined to
receive the content. A respective copy of the copies of the
content may be sent to one or more destination entities of the
group determined to receive the content.

[0008] Additional advantages will be set forth in part in
the description which follows or may be learned by practice.
The advantages will be realized and attained by means of the
elements and combinations particularly pointed out in the
appended claims. It is to be understood that both the
foregoing general description and the following detailed
description are exemplary and explanatory only and are not
restrictive, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The accompanying drawings, which are incorpo-
rated in and constitute a part of this specification, illustrate
embodiments and together with the description, serve to
explain the principles of the methods and systems:

[0010] FIG. 1 is a block diagram of an example system
and network;

[0011] FIG. 2 is a block diagram of an example system;
[0012] FIG. 3 is a diagram of an example data structure of
a datagram;

[0013] FIG. 4 is diagram of an example Internet Protocol

(IP) header of a datagram;

[0014] FIG. 5 is a diagram of an example data structure of
options data of an IP header;

[0015] FIG. 6 is a diagram of an example table illustrating
group destination IP addresses and individual destination IP
addresses;

[0016] FIG. 7 is a diagram of an example IP header of a
datagram;
[0017] FIG. 8is a diagram of an example table illustrating

group destination IP addresses and individual destination IP
addresses;
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[0018] FIG. 9 is a diagram of an example IP header of a
datagram;

[0019] FIG. 10 is a diagram of an example IP header of a
datagram;

[0020] FIG. 11 is a diagram of an example IP header of a
datagram;

[0021] FIG. 12 is a flow chart of an example method;
[0022] FIG. 13 is a flow chart of an example method;
[0023] FIG. 14 is a flow chart of an example method; and
[0024] FIG. 15 is a block diagram of an example comput-
ing system.

DETAILED DESCRIPTION

[0025] As referred to herein a groupcast may be a stream
of one or more copies of content (e.g., an image(s)/video(s)
and associated audio) sent to a group of registered receiver
entities. In some examples, the copies of content may be sent
simultaneously to the group of registered receiver entities. In
other examples, the copies of content may be sent at
different instances/times to the registered destination
receiver entities.

[0026] Systems and methods are described for providing
an authenticated groupcast stream of content to one or more
destination receiver entities. The groupcast stream of con-
tent may include a duplicate/copy of content (e.g., an
image(s)/video(s)) captured by a media capturing source of
a premises.

[0027] For instance, the system may comprise one or more
media capturing sources (e.g., cameras, video recording
devices, etc.) of a premises (e.g., a home, building, office,
warehouse, store, etc.) and one or more devices and/or
services (e.g., destination receiver entities) associated with a
network. The devices and/or services may desire to receive
the content captured by a media capturing source(s). The one
or more media capturing sources and the one or more
devices and/or services (e.g., destination receivers) may
register with a smart premises video group authentication
service provided by a network (e.g., a network device) to
join a groupcast group. Based in part on registering with the
smart premises video group authentication service, the net-
work may generate and store group information indicating
the registered media capturing sources and devices and/or
services that joined the group. The smart premises video
group authentication service may provide (e.g., via a net-
work device) the group information to a gateway device
located at a premises, that is connected (e.g., via Wi-Fi,
Bluetooth, Zigbee, etc.) to a registered media capturing
source(s).

[0028] In an instance in which the registered media cap-
turing source(s) captures content, the media capturing
source(s) may send the captured content and associated data
(e.g., a datagram) in a single stream to a communication
device (e.g., the gateway device, a network device). The
communication device may duplicate/copy the stream based
in part on the number/quantity of registered devices and/or
services and may send a duplicated stream to each of the
registered devices and/or services of a groupcast group.
[0029] As pointed out above, in some conventional wire-
less systems, entities associated with a home network may
request content captured from cameras of the home that
typically need to simultaneously provide multiple streams of
the same captured content to requesting entities. However,
generating multiple copies of the same content streams to
send simultaneously to different requesting entities may
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consume the limited computing resources (e.g., processing
and memory capacity) of the cameras. Additionally, con-
straining the computing resources of the cameras by gener-
ating multiple streams of the same content may slowdown
operation of the cameras and thereby cause the exchange of
data (e.g., firmware updates, operating system updates, etc.)
between the cameras and other devices across a network to
constrain the bandwidth resources of the network.

[0030] The systems and methods described herein provid-
ing authenticated groupcast stream of content to one or more
destination receiver entities (e.g., devices and/or services)
may overcome these drawbacks. For example, by utilizing a
communication device(s) that duplicates/copies a stream
captured by a media capturing source(s) and sends the
duplicated stream to a registered/authenticated device(s)
and/or service(s), the systems and methods described herein
may eliminate a need for a camera to produce multiple
streams of content, as exhibited by conventional systems,
thereby conserving the processing and memory capacity
resources of cameras. Additionally, the destination receiver
entities (e.g., devices and/or services) of the systems and
methods described herein are not required to establish a
peer-to-peer connection to media capturing sources (e.g.,
cameras), as in some conventional systems, thereby freeing
up bandwidth resources in a network.

[0031] FIG. 1 illustrates various aspects of an exemplary
network in which the present methods and systems may
operate. Those skilled in the art will appreciate that present
methods may be used in systems that employ both digital
and analog equipment. One skilled in the art will appreciate
that provided herein is a functional description and that the
respective functions can be performed by software, hard-
ware, or a combination of software and hardware.

[0032] A system 100 and network may comprise a camera
device 101 (also referred to herein as camera 101), a
gateway device 111, a user device 102, a computing device
104, a computing device 124 and a computing device 134.
The camera device 101 and the gateway device 111 may be
located at a premises (e.g., premises 119 such as, for
example, a home, a building, etc.). In some examples, the
user device 102 may be remote/external to the premises. In
other examples, the user device 102 may be located at the
premises. The computing devices 104, 124 and 134 may be
network devices (e.g., servers) and may be located remote/
external to the premises (e.g., premises 119). The camera
device 101, gateway device 111, user device 102, computing
device 104, computing device 124 and computing device
134 may be in communication with each other via a network
105 such as, for example, a private or public network (e.g.,
Internet). Other forms of communications can be used, such
as wired and wireless telecommunication channels, for
example. Although FIG. 1 shows that system 100 includes
one camera device 101, one gateway device 111, one user
device 102, one computing device 104, one computing
device 124 and one computing device 134, it should be
pointed out that system 100 may include any suitable
number of camera devices 101, gateway devices 111, user
devices 102, computing devices 104, computing devices 124
and computing devices 134 without departing from the spirit
and scope of the invention.

[0033] The camera device 101 (e.g., a camera, a video
recording device, etc.) may include a camera module 109
configured to capture one or more images, videos (e.g.,
captured video of movement within the premises, etc.) and
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corresponding audio data. The camera device 101 may store,
via processor 107, the one or more images, videos and/or
audio data in the storage 103. Additionally, the camera
device 101 may provide a content stream (e.g., a single
stream) of a captured image/video and associated audio to
the gateway device 111. The gateway device 111 may
copy/duplicate the content stream and may send the copied
content stream to receiver entities (e.g., the user device 102,
the live stream module 121, the upload service module 130
and/or thumbnail service module 140, as described more
fully below.

[0034] The gateway device 111 may be a communication
device (e.g., a router, a modem) that provides an interface to
various entities (e.g., premises devices such as, for example,
camera devices 101, radio-frequency (RF) sensors, acoustic
devices, home automation devices, computers, mobile
devices, etc.) within a premises. The gateway device 111
may be configured to act as a gateway interface between
devices (e.g., camera devices 101, etc.) of the premises (e.g.,
premises 119) and one or more network devices (e.g.,
computing device 104, computing device 124, computing
device 134, etc.).

[0035] The gateway device 111 may be coupled to one or
more camera devices 101 and may receive (e.g., via a single
stream) one or more captured images and/or videos, as well
as associated audio and other data from a camera device 101,
which may be stored, via processor 117, in storage 115. The
captured images/videos and associated audio may be view-
able on a display of the gateway device 111. The one or more
camera devices 101 may be in communication with the
gateway device 111 wirelessly (e.g., WiFi, Bluetooth, Zig-
bee, etc.) or via other connections (e.g., a wireless local area
network (WLAN), etc.).

[0036] The gateway device 111 may be configured to
communicate with the computing device 104, the computing
device 124, the computing device 134 as well as the user
device 102 via a network (e.g., network 105 such as, for
example, a wide area network (WAN), a cellular network).
Broadband communication may be provided by coupling the
gateway device 111 with the wide area network, such as a
provider network or the Internet. In some examples, the
gateway device 111 may be configured with a cellular
network transceiver that permits communication with a
cellular network. The cellular network may provide access
to the computing device 104, the computing device 124, the
computing device 134 and/or user device 102. The gateway
device 111 may not be limited to providing gateway func-
tionality via cellular and dwelling-based routers and
modems. The gateway device 111 may be configured with
other network protocol controllers, such as a controller
configured for Worldwide Interoperability for Microwave
Access (WiIMAX) satellite-based broadband, a controller
configured for direct telephone coupling, and the like.

[0037] In some examples, the gateway device 111 may
determine (e.g., via processor 117) a number of receiver
entities registered for an authentication service (also referred
to herein as smart premises video group authentication
service or smart home video group authentication service)
and may copy, based on a number/quantity of registered
receiver entities, a content stream of an image(s)/video(s)
received from a camera device 101. The gateway device 111
may send a content stream of one or more copies (also
referred to herein as a groupcast stream) of the image/video
received from the camera device 101 to the group of
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registered receiver entities (e.g., the user device 102, the live
stream module 121, the upload service module 130, the
thumbnail service module 140), as described more fully
below.

[0038] In some examples, the gateway device 111 may
send an image(s)/video(s) streamed/received from the cam-
era device 101 to the computing device 104. In some other
examples, the computing device 104 may receive a content
stream of an image(s)/video(s) (and associated audio) from
the camera device 101. The computing device 104 may
determine a number of receiver entities registered for the
authentication service and may duplicate/copy the content
stream based on the number/quantity of registered receiver
entities. The computing device 104 may send duplicated
copies of the content stream to each of the registered
receiver entities (e.g., the user device 102, live stream
module 121, the upload service module 130, the thumbnail
service module 140), as described more fully below.
[0039] The user device 102 may be a communication
device such as, for example, a computer, a smartphone, a
laptop, a smart tablet, a set top box, or other device config-
ured to communicate with the gateway device 111, the
computing device 104, the computing device 124 and the
computing device 134. The user device 102 may receive
and/or transmit content between the gateway device 111, the
computing device 104, the computing device 124 and the
computing device 134.

[0040] The user device 102 may comprise an interface 108
such as a user interface or an application programming
interface (API). As an example, the interface 108 may be
configured to provide a visual presentation (e.g., via display
110), audio presentation, interactive communication, and the
like. The interface 108 may comprise one or more interface
elements that may comprise a keypad, menu, icon, user-
selectable button, drop-down, slider bar, input field, and the
like. One or more of the interface elements may be config-
ured to receive a selection or input from a user.

[0041] The user device 102 may comprise a live stream
module 121 (also referred to herein as live stream service
121, live stream service application 121 or live stream
service app 121). The user device 102 may be able to display
content (e.g., live content of an image(s)/video(s) and asso-
ciated audio data) being streamed to the user device 102
(e.g., via the live stream module 121) captured by a media
capturing source (e.g., camera device 101). The user device
102 may store (e.g., via processor 112) the content captured
from one or more media capturing sources in storage 106.
[0042] In some examples, based on detected input (e.g.,
keypad input) from a user via the interface elements, the user
device 102 may register (e.g., sign up) with an authentica-
tion service module (e.g., authentication service module
118) of computing device 104 as a receiver entity (e.g.,
destination entity) of a designated group for receipt of
content streamed to destination receiver entities (e.g.,
devices/services registered with the authentication service
module 118) of the group. The content streamed may be a
duplicate stream of a content stream (e.g., a single stream of
content of an image(s)/video(s) and associated data) cap-
tured by a media capturing source (e.g., camera device 101)
of the group.

[0043] The computing device 124 may be a network
device (e.g., a server) configured to communicate with
gateway device 111, user device 102, computing device 104
and computing device 134, for example, via network 105.
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The computing device 124 may include an upload service
module 130 (also referred to herein as upload service 130)
that enables upload of one or more images/videos and
associated audio captured from one or more media capturing
sources (e.g., camera device 101). The computing device
124 may store (e.g., via processor 128) uploaded images/
videos captured from one or more media capturing sources
(e.g., camera 101) in storage 126. The images/videos stored
in storage 126 may be accessible by a user device (e.g., user
device 102) of a user.

[0044] The upload service module 130 may be registered
with an authentication service module (e.g., authentication
service module 118) of computing device 104 as a receiver
entity (e.g., a destination receiver) of a group (also referred
to herein as groupcast group) for receipt of groupcast
content streamed to destination devices/services (e.g.,
devices/services registered with the authentication service
module 118) of the group. The content stream may be a
duplicate stream of a single stream of content (e.g., an
image(s)/video(s)) captured by a media capturing source
(e.g., camera device 101) of the group.

[0045] The computing device 134 may be a network
device (e.g., a server) configured to communicate with
gateway device 111, user device 102, computing device 104
and computing device 124 for example via network 105. The
computing device 134 may include a thumbnail service
module 140 (also referred to herein as thumbnail service
140) that may provide one or more thumbnail images and/or
videos (e.g., reduced size images and/or videos and associ-
ated audio) corresponding to one or more original images/
videos (e.g., original/larger sized images/videos) captured
by a media capturing source (e.g., camera device 101). The
computing device 134 may store (e.g., via processor 138) the
thumbnail images and/or videos in storage 136. The thumb-
nail service module 140 may generate (e.g., via processor
138) a summary of the content associated with the one or
more thumbnail images and/or videos and the summary may
be annotated to the thumbnail images and/or videos.

[0046] The thumbnail service module 140 may be regis-
tered with an authentication service module (e.g., authenti-
cation service module 118) of computing device 104 as a
receiver entity (e.g., destination) of a group for receipt of
content streamed to destination devices/services (e.g.,
devices/services registered with the authentication service
module 118) of the group. The groupcast content stream may
be a duplicate stream of a single stream of content (e.g., an
image(s)/video(s)) captured by a media capturing source
(e.g., camera device 101) of the group, as described more
fully below. In some examples, the update service module
130, the thumbnail service module 140 and/or the live
stream module 121 may be integrated in the computing
device 104.

[0047] The computing device 104 may be a network
device such as, for example, a server configured to commu-
nicate with the user device 102, the computing device 124,
the computing device 134, gateway device 111 and camera
device 101. The computing device 104 may include an
authentication service module 118 (also referred to herein as
smart premises video group authentication service module
118) that may receive one or more requests from one or more
media capturing sources (also referred to herein as media
capturing devices) (e.g., camera device 101) of a premises
(e.g., premises 119) to register with the authentication mod-
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ule 118 as a source of capturing content (e.g., image(s)/
video(s) content and associated audio data) for a group (e.g.,
a groupcast group).

[0048] Additionally, the computing device 104 may
receive one or more requests from devices/services (e.g.,
user device 102, live stream module 121, upload service
module 130, thumbnail service module 140) to register with
the authentication service module 118 as a receiver entity
(e.g., a destination receiver) of the group for receipt of
content stream captured from a registered media capturing
source (e.g., camera device 101).

[0049] The computing device 104 may provide group
information associated with the group to the gateway device
111. The group information may include, but is not limited
to, an indication of a name of the group (e.g., a groupcast
group), indications of one or more media capturing sources
(e.g., camera device 101) of the group and associated
network (e.g., IP) addresses as well as indications of one or
more destination receivers (e.g., devices/services, for
example, user device 102, upload service module 130,
thumbnail service module 140) of the group and associated
network (IP) addresses, as described more fully below.
[0050] In an instance in which a registered media captur-
ing source (e.g., camera device 101) captures content, the
media capturing source may send a content stream (e.g., a
single content stream) of the captured content (e.g., video
content and associated audio data) to the gateway device
111. The gateway device 111 may analyze the group infor-
mation received from the computing device 104 and may
determine the registered destination devices/services (e.g.,
user device 102, live stream module 121, upload service
module 130, thumbnail service module 140) in the group.
The gateway device 111 may duplicate the content of the
stream received from the media capturing source (e.g.,
camera device 101) based on a number/quantity of regis-
tered destination devices/services (e.g., user device 102, live
stream module 121, upload service module 130, thumbnail
service module 140) and may provide the duplicated copies
of content to each of the registered destination devices/
services of the groupcast group. The gateway device 111
may send the duplicate copies to the registered destination
receivers simultaneously.

[0051] In some examples, the gateway device 111 may
send the content stream (e.g., a single content stream)
captured and received from the media capturing source (e.g.,
camera device 101) to the computing device 104 (e.g., a
network device). In some other examples, the media cap-
turing source (e.g., camera device 101) may send the content
stream to the computing device. The computing device 104
may determine the registered destination devices/services
(e.g., user device 102, live stream module 121, upload
service module 130, thumbnail service module 140) in the
groupcast group. The computing device 104 may duplicate
the content stream received from the media capturing source
(e.g., camera device 101) based on a number/quantity of
registered destination devices/services (e.g., user device
102, live stream module 121, upload service module 130,
thumbnail service module 140) and may provide the dupli-
cated copies of content to each of the registered destination
devices/services of the group (e.g., the groupcast group).
[0052] Referring now to FIG. 2, an exemplary authenti-
cated groupcast system and method is provided. At step 1,
one or more media capturing sources (e.g., camera 101) of
a premises (e.g., premises 119) and one or more receiving



US 2021/0204036 Al

entities (e.g., destination devices/services such as, for
example live stream service 121, upload service 130, thumb-
nail service 140, user device 102, etc.) may register with the
smart premises video group authentication service module
118 for inclusion in a designated groupcast group (e.g., a
group designated/named as groupcastl). In some examples,
the registration of the one or more media capturing sources
and receiving entities with the smart premises video group
authentication service module 118 may be associated with
an account of a user associated with a premises (e.g.,
premises 119). The account may include a user profile and
may include one or more credentials (e.g., a username and/or
password to log into the account) that allow the user as well
as the media capturing sources and receiving entities to be
authenticated to access the smart premises video group
authentication service module 118.

[0053] An example of a registration request header and
body for one or more media capturing sources and one or
more destination receiving entities (e.g., devices/services) is
provided below, which may include, for example, a service
authorization token (SAT) authorizing a service (e.g., the
upload service 130, the thumbnail service 140, etc.) to
register with, and access, the smart premises video group
authentication service module 118 and a JavaScript Object
Notation (JSON) Web Token (JWT) authorizing another
service (e.g., the live stream service 121) to register with,
and access, the smart premises video group authentication
service module 118.

Header:

Authorization: ${SAT token}/${JWT token},

)

Body:

{
type: Service/Device,
id: Service Unique Name / Device Id,
destination: true/false,
private]Pv4: X.X.X.X,
publicIPv4: x.x.X.X,
IPv6: xxxX,
groupName: groupcastl,
groupIP: x.x.x.233

¥

[0054] As shown in the body of the registration request
above, the type of service(s)/device(s) (e.g., upload service
130, thumbnail service 140, live stream service 121, user
device 102, etc.) as well as associated identifiers (e.g., an
identifier (Id) associated with a Service Unique Name and/or
Device 1d) may be included. The designated group name
(e.g., groupcastl) of the groupcast group that the one or
more media capturing sources and receiving entities are
requesting to join may also be included in the registration
request.

[0055] At step 2, the gateway device 111 may receive/
fetch group information from the smart premises video
group authentication service module 118. For purposes of
illustration and not of limitation, an example of the group
information received by the gateway device 111 from the
smart premises video group authentication service module
118 is provided below.
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Group Information

groupName: groupcastl,
groupIP: x.x.x.233 (private IP within reserved IP ranges)
groupSources: [

sourceName: cameral,
sourcelPv4: x.x.x.x (private IP only),
sourcelPv6: xxxx
I
{

sourceName: camera2,
sourcelPv4: x.x.x.X(private IP only),
sourcelPv6: xxxx

b
)

groupDestinations: [

destinationld: 1,

destinationName: thumbnail service,
destinationIPv4: x.x.x.x (Public IP),
destinationIPv6: xxxx

b
{

destinationld: 2,
destinationName: my-user device,
destinationIPv4: x.x.x.x (Public IP),
destinationIPv6: XXxx

b

]
¥
[0056] As indicated above, the group information received

by the gateway device 111 from the smart premises video
group authentication service module 118 may indicate to the
gateway device 111 one or more media capturing sources
(e.g., camera 101) and one or more destination receiver
entities (e.g., destination devices/services such as, for
example, a thumbnail service, a user device, etc.) that
registered with the smart premises video group authentica-
tion service module 118.

[0057] The group information received by the gateway
device 111 may also indicate that the registered media
capturing sources and registered destination receiver entities
are part of the same groupcast group (e.g., designated/named
as groupcastl) and that the registered media capturing
sources and registered destination entities share the same
group network subnet address (e.g., the same group IP
subnet address such as, for example, x.x.x.233).

[0058] At step 3, a registered media capturing source (e.g.,
camera 101) may send content of a captured image(s)/video
(s) and associated audio and a datagram (e.g., a video
datagram) in a content stream (e.g., a single content stream)
to the gateway device 111. The datagram sent from the
media capturing source (e.g., camera 101) to the gateway
device 111 may have the data structure shown in FIG. 3.

[0059] As shown in FIG. 3, the datagram has a data
structure 300 including an IP header, a User Datagram
Protocol (UDP) header, an application header and a payload.
Referring to FIG. 4, an example IP header of a datagram is
shown. The IP header 400 of the datagram, generated by the
registered media capturing source (e.g., camera 101), may
have a new designated configuration for the group IP address
associated with Classless Inter-Domain Routing (CIDR) and
the options data.
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[0060] With respect to the destination Group IP address
portion of the IP header 400, instead of including a normal
individual destination IP address (e.g., a public IP address),
the registered media capturing source (e.g., camera 101)
may include a private group IP address (e.g., 172.168.0.230/
28) in the IP header 400. The private group 1P address may
be associated with a private network (e.g., a home network,
a business network, etc.).

[0061] The gateway device 111 may reserve the private IP
CIDR from x.x.x.230/28 as private group IP addresses for
groupcast groups. For example, in an instance in which the
gateway device 111 has its own private IP address as
172.168.0.1, when another device connects to the gateway
device 111, the other device may be assigned, by the
gateway device 111, any local (e.g., private) IP address from
172.168.0.2-172.168.0.229. The other private IP addresses
from 172.168.0.230-172.168.0.255 may be reserved, by the
gateway device 111, as the group IP addresses (e.g., for
groupcast groups).

[0062] The options data of the IP header 400 may have the
data structure 500 shown in FIG. 5. The gateway device 111
may generate a network address translation (NAT) table for
the group IP addresses. The gateway device 111 may run/
execute a loop to check each instance of a group IP address
(es) in the NAT table and may translate the group IP
addresses to corresponding individual destination IP
addresses as shown in the table 600 of FIG. 6.

[0063] In the example of FIG. 6, a group of destination
receiver entities associated with a designated groupcast
group (e.g., groupcastl) may share the same group IP
address (e.g., 172.168.0.233) corresponding to individual
destination IP addresses (e.g., 69.252.80.75, 96.114.14.140,
71.230.36.162) associated with the destination receiver. For
purposes of illustration and not of limitation, as an example,
individual destination IP address 69.252.80.75 may be asso-
ciated with a destination service such as, for example,
thumbnail service 140, individual destination IP address
96.114.14.140 may be associated with a destination service
such as, for example, upload service 130, and individual
destination IP address 71.230.36.162 may be associated with
a destination device such as, for example, user device 102.
[0064] FIG. 6 may also relate to a destination receiver
entity associated with another designated groupcast group
(e.g., groupcast2) that may share the same group IP address
(e.g., 172.168.0.235) corresponding to one or more indi-
vidual destination IP addresses (e.g., 68.87.41.40 associated
with a destination service such as, for example, live stream
service 121) of a destination receiver(s) entity of the group.
[0065] In an instance in which there are N individual
destination IP addresses, for example, the group destination
length=N in the group information (e.g., received from
smart premises video group authentication service module
118), then N copies of a datagram (e.g., a datagram received
from a media capturing source (e.g., camera 101) may be
generated, for example, by the gateway device 111 and/or
computing device 104) and the respective individual desti-
nation IP addresses may be designated to replace the corre-
sponding group IP addresses in an IP header (e.g., IP header
400).

[0066] In this regard, in the example of FIG. 6, the
gateway device 111 may determine that N=3 since there are
3 individual destination IP addresses (e.g., 69.252.80.75,
96.114.14.140, 71.230.36.162) for the group IP address
172.168.0.233. As such, the gateway device 111 may gen-

Jul. 1, 2021

erate 3 (e.g., N=3) copies of the datagram received in the
content stream (e.g., a single content stream) from a regis-
tered media capturing source (e.g., camera 101).

[0067] Referring to back FIG. 2, at step 4, the gateway
device 111 may send/stream a copy (e.g., a groupcast
stream) of a datagram to each destination receiver entity. As
an example, the gateway device 111 may determine the
destination receiver entities (e.g., destination service(s)/
device(s)) in the datagram (e.g., video datagram) received
from a media capturing source(s) (e.g., camera 101) and may
duplicate the datagram to generate multiple copies (N=3) for
the destination receiver entities. The gateway device 111
may then send/stream the copy of the datagram to each
destination receiver entity (e.g., thumbnail service 140,
upload service 130, user device 102) of a designated group-
cast group (e.g., groupcastl).

[0068] In some examples, the computing device 104 (e.g.,
a network device) may determine the destination receiver
entities (e.g., destination service(s)/device(s)) in the data-
gram streamed from a media capturing source(s) (e.g.,
camera 101) and may duplicate the datagram to generate
multiple copies (N=3) for the destination receiver entities.
The computing device 104 may stream a copy of the
datagram to each destination receiver entity (e.g., thumbnail
service 140, upload service 130, user device 102) of the
designated groupcast group (e.g., groupcastl).

[0069] As an example of providing an authenticated
groupcast stream of content to one or more destination
receivers consider the following. A camera (e.g., a new
camera such as, for example, camera 101) may be added to
a premises (e.g., premises 119) and connected (e.g., via
WiFi, Bluetooth, etc.) to a gateway device (e.g., gateway
device 111). The gateway device may assign a new private
IP address such as, for example, 172.168.0.5 to the camera.
The camera may be connected to a network (e.g., network
105) in response to connecting with the gateway device and
may register (e.g., a provider premises registration) with an
account of a user associated with a premises (e.g., premises
119). The account may be maintained by a content provider
(e.g., a cable provider, a satellite provider, etc.) providing
services (e.g., home security, TV subscription, Internet, etc.)
to the premises (e.g., premises 119). Based on registering
with the account of the user associated with the premises,
other devices associated with (e.g., other registered devices)
the account may be informed by a computing device (e.g.,
computing device 104) that a new device such as, for
example, the camera (e.g., camera 101) is included in, or
associated with, the account of the user.

[0070] The camera may also generate a registration
request to register with a smart premises video group
authentication service, which is also associated with the
account of the user, to join a groupcast group (e.g., a new
groupcast group). The smart premises video group authen-
tication service may be provided by the smart premises
video group authentication service module 118. The camera
may generate and send a registration request (e.g., a Hyper-
text Transfer Protocol (HTTP) post request) to the smart
premises video group authentication service module 118.

[0071] An example of the registration request generated
and sent by the camera to the smart premises video group
authentication service module 118 is as follows.
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Header:

{

Authorization: ${TWT token},

The JWT token includes the encrypted camera device id,
account id.

Body:

{
type: Device,
id: 6641230860435111412,
destination: false,
privateIPv4: 172.168.0.5
publicIPv4: 71.230.36.162,
IPv6: 2601:45:8100:c1d:1ea:2408:1a6:5¢19,
groupName: groupcastl,
groupIP: null
TTLs: 3600

[0072] The groupIP null may denote that this is a new
group request and the smart premises video group authen-
tication service module 118 may send a new group private
IP response to the camera. The destination may be identified
in the registration request as false since this is a new group
request and no destination receiver entity may have regis-
tered to join the new group yet. An example of the response
sent by the smart premises video group authentication
service module 118 to the camera (e.g., camera 101) is as
follows.

Response:

[0073] HTTP status code=200

Response Body={grouplP: 172.168.0.233: state: 0}

[0074] The camera may receive the response from the
smart premises video group authentication service module
118. The state value may be a number to identify a number/
quantity of destination receiving entities (e.g., destination
devices/services) that have joined the group. In this
example, since this is a request to join a new group, the state
value is 0 denoting to the camera that there are no destina-
tion receiving entities that have joined this group yet.
[0075] The smart premises video group authentication
service module 118 may send an updating event to a queue
which may be received by (or otherwise listened to by) one
or more services or devices of a network (e.g., network 105).
The updating event may trigger one or more of the services
and/or devices to register to the new group as a destination
receiving entity associated with the account of the user.
[0076] As an example, the updating event may trigger a
service such as, for example, an upload service 130 to
register to join the new group (e.g., a groupcast group) as a
destination receiving entity to receive groupcast stream. In
this example, the upload service module 130 may generate
a registration request (e.g., a HTTP post request) including
a header and body as follows.

Header:

Authorization: ${SAT token},
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-continued

)

Body:

{
type: Service,
id: 2908757376510572177,
destination: true,
privateIPv4: null
publicIPv4: 96.114.14.140,
IPv6: 2601:45:8100:c1d:1ea:2408:1a6:51fc,
groupName: groupcastl,
groupIP: 172.168.0.233
TTLs: 3600

[0077] The SAT token in the registration request, gener-
ated by the upload service 130, may be a service to service
authorization token which may include a service id associ-
ated with the upload service 130. In the post body, the type
is indicated as “service” and the id may be the service
account id of the user (e.g., a user associated with a premises
such as, for example, premises 119). The service account id
may be an encrypted account id that may be one-to-one
mapped to the account id of the user associated with the
smart premises video group authentication service module
118. The privateIPv4 is null since this is a service. The group
IP address is “172.168.0.233” which may be identified, by
the upload service module 130 from the updating event in
the queue. The destination may be identified as true since the
upload service 130 is requesting registration as a destination
receiving entity (also referred to herein as destination
receiver entity).

[0078] In an instance in which the service registration
succeeds, a response (e.g., a HI'TP response) with a status
code may be returned/sent from the smart premises video
group authentication service module 118 to the upload
service 130. In this example, the response (e.g., a HTTP
response) body may indicate {groupIP: 172.168.0.233:
state: 1} denoting that the registered upload service 130 has
a group destination IP address of 172.168.0.233 and a state
value of 1 indicating that there is one destination receiving
entity (e.g., the upload service 130) in the group. The smart
premises video group authentication service module 118
may also send a broadcast notification to each registered
source(s) (e.g., camera 101) and destination receiving entity
in the group.

[0079] Based on the camera receiving the broadcast noti-
fication, the camera may be informed that a new destination
receiving entity (e.g., upload service 130) was added to the
group. One or more other destination receiver entities (e.g.,
destination devices and/or services (e.g., thumbnail service
140, live stream service 121, user device 102, etc.) may be
added to the group in a similar manner as the upload service
130 described above. For instance, in some examples the
updating event sent by the smart premises video group
authentication service module 118 may trigger all devices of
a predefined type (e.g., cell phones, smart tablets, laptops,
etc.) of a network (e.g., e.g., network 105) to register to join
the new group as destination receiving entities to receive
groupcast stream. When the destination receiving entities
(e.g., destination services and/or devices) are set for the
group, the camera may capture content (e.g., an image(s)/
video(s) and associated audio) and may begin streaming the
content.
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[0080] The camera may provide a content stream (e.g. a
single content stream) with a destination indicated as a
group destination IP address. The stream may include a
datagram (e.g., a video datagram) having an IP header 700
as shown in FIG. 7. As shown in FIG. 7, the group
destination IP address is 172.168.0.233. In the options data,
the camera may set the first bit as 1 to specify/denote that the
options need copying in an instance in which there are
fragments (e.g., fragments/segments of a video datagram) to
keep such that information is not lost. The fragments that are
kept (e.g., stored) may allow a receiver to determine the
manner in which to reassemble the fragments into a data-
gram (e.g., a video datagram). The camera may also set the
fifth bit as 1 in the options data to specify that the “172.
168.0.5” in the options data is the stream id used to identify
the stream source (e.g., camera 101). The “110” in the
options data denotes the length of the options (6 bytes in this
example) and the options data indicates the source IP
address 172.168.0.5 to specify the source (e.g., camera 101)
of the stream, as pointed out above. In some examples, the
options data may be in a Transport Control Protocol (TCP)
segment or an User Datagram Protocol (UDP) segment.

[0081] The camera may send the stream to a communica-
tion device (e.g., gateway device 111, computing device
104). The communication device (e.g., gateway device 111,
computing device 104) may include a network address
translator (NAT) configured to translate the group destina-
tion IP address (e.g., 172.168.0.5) to one or more individual
destination IP addresses (e.g., 69.252.80.75, 96.114.14.140,
71.230.36.162, 68.87.41.40). The communication device
(e.g., gateway device 111, computing device 104) may also
make/generate multiple copies of a datagram (e.g., video
datagram) in the stream, as described more fully below. In
some examples, in an instance in which the options data are
not set (e.g., the camera set the first bit of the options as 0),
the stream received from the camera may be determined by
the communication device (e.g., gateway device 111, com-
puting device 104) as a normal single stream without
requiring datagram duplications/copies.

[0082] The communication device (e.g., gateway device
111, computing device 104) may analyze the options data in
an [P header (e.g., IP header 700) of a datagram (e.g., a video
datagram) in stream received from the camera and may
translate a destination field (e.g., a group IP destination
address(es) such as, for example, 172.168.0.233) into one or
more individual destination IP addresses as indicated in the
data of table 800 (e.g., a NAT table 800) shown in FIG. 8.

[0083] Based in part on evaluating the data associated with
table 800, the communication device (e.g., gateway device
111, computing device 104) may determine that there are
three entries/instances associated with the group IP destina-
tion address 172.168.0.233. In this regard, the communica-
tion device (e.g., gateway device 111, computing device
104) may determine that there are N (e.g., N=3) individual
IP destination addresses (e.g., the group destination
length=N) and as such the communication device (e.g.,
gateway device 111, computing device 104) may make/
generate three (e.g., N=3) duplicates/copies of a datagram
(e.g., a video datagram) received in the stream from the
camera. The content (e.g., image(s)/video(s) and associated
audio) captured by the camera (e.g., camera 101) may be
included in a payload (e.g., the payload of FIG. 3) of the
datagram streamed from the camera. The communication
device (e.g., gateway device 111, computing device 104)
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may similarly include the content captured by the camera in
the payload of the duplicated datagrams. In generating the
duplicates/copies of the datagram, the communication
device (e.g., gateway device 111, computing device 104)
may replace the group destination IP address (e.g., 172.168.
0.233) in an IP header (e.g., IP header 700) of a datagram
with a destination IP address (e.g., 69.252.80.75) corre-
sponding to a destination receiving entity (e.g., thumbnail
service 140) for each of the duplicated/copied datagrams.
Examples of each of the three duplicated datagram IP
headers (e.g., IP header 900, IP header 1000, IP header
1100), generated by a communication device (e.g., gateway
device 111, computing device 104) are shown in FIGS. 9, 10
and 11.

[0084] In the IP headers 900, 1000 and 1100, the options
data 00000001 may denote for the set of options data (e.g.,
00000001 00000000) that no operations are needed. As
such, any additional gateway devices on a path to a desti-
nation receiver entity may forward a datagram normally
without any additional operations/duplications.

[0085] As shown in FIG. 9, in the IP header 900 the
destination IP address is 69.252.80.75, which may corre-
spond to a destination receiver entity such as, for example,
thumbnail service 140 of a groupcast group (e.g., groupcast
group 1). As shown in FIG. 10, in the IP header 1000 the
destination IP address is 96.114.14.140, which may corre-
spond to a destination receiver entity such as for example,
upload service 130, of the groupcast group. As shown in
FIG. 11, in the IP header 1100 the destination IP address is
71.230.36.162, which may correspond to a destination
receiver entity such as, for example, user device 102 of the
groupcast group.

[0086] The communication device (e.g., gateway device
111, computing device 104) may send each duplicated
datagram in a stream (e.g., a groupcast stream) to a corre-
sponding destination (e.g., destination receiver entity). For
example, regarding the example above with respect to FIGS.
9-11, the communication device (e.g., gateway device 111,
computing device 104) may send a stream with a duplicate
datagram (e.g., associated with the datagram sent from the
camera) including the IP header 900 to a destination (e.g.,
destination receiver entity) such as, for example, thumbnail
service 140. The communication device (e.g., gateway
device 111, computing device 104) may also send a stream
with a duplicate datagram (e.g., associated with the data-
gram sent from the camera) including the IP header 1000 to
a corresponding destination (e.g., destination receiver entity)
such as, for example, upload service 130. The communica-
tion device (e.g., gateway device 111, computing device
104) may also send a stream with a duplicate datagram (e.g.
associated with the datagram sent from the camera) includ-
ing the IP header 1100 to a corresponding destination (e.g.,
destination receiver entity) such as, for example, user device
102.

[0087] FIG. 12 illustrates an example method for provid-
ing an authenticated groupcast stream of content to desti-
nation receivers. In operation 1202, a communication device
(e.g., gateway device 111) may receive information (e.g.,
group information) indicating that a media capture source(s)
(e.g., camera 101) located at a premises (e.g., premises 119)
and one or more destination entities (e.g., destination
devices and/or services such as, for example, user device
102, upload service module 130, thumbnail service module
140, live stream module 121, etc.) are included in a group
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(e.g., groupcastl). In some examples, the information may
be received based on the media capturing source(s) and the
one or more destination receiver entities registering with a
service (e.g., smart premises video group authentication
service module 118).

[0088] In operation 1204, a communication device (e.g.,
gateway device 111) may receive, from the media capture
source(s) (e.g., camera device 101), content (e.g., in a
datagram) including a captured image and/or video (and
associated audio) and an indication of a destination network
(e.g., an IP address. The destination network address (e.g.,
172.168.0.233) may be associated with the one or more
destination entities of the group. The destination network
address (e.g., 172.168.0.233) may be used, by the commu-
nication device, to determine one or more network addresses
(e.g., 69.252.80.75, 96.114.14.140, 71.230.36.162) of the
one or more destination entities.

[0089] In operation 1206, a communication device (e.g.,
gateway device 111) may create one or more copies of the
content. The number/quantity (e.g., 4) of copies may corre-
spond to a number/quantity (e.g., 4) of the one or more
destination entities (e.g., user device 102, upload service
module 130, thumbnail service module 140, live stream
module 121) of the group determined to receive the content.
In operation 1208, a communication device (e.g., gateway
device 111) may send to the determined one or more
destination entities a respective copy of the copies of the
content. The destination network address may be a group
private IP address and the respective (e.g., individual) net-
work addresses may be destination private IP addresses. In
some examples, the destination entities may relate to devices
and/or services. As an example, the services may comprise
one or more image or video provision services (e.g., upload
service 130, thumbnail service 140, live stream service 121).
In other examples, the devices may relate to a type of device
(e.g., a cell phone such as, for example, a make/model of a
cell phone, a smart tablet such as, for example, a make/
model of a smart tablet, a laptop such as, for example, a
make/model of a laptop, etc.). In other examples, the devices
may be any suitable communication devices irrespective of
the type of device.

[0090] FIG. 13 illustrates an example method for provid-
ing an authenticated groupcast stream of content to desti-
nation receivers. In operation 1302, a communication device
(e.g., gateway device 111, computing device 104) may
receive, from at least one media capture source (e.g., camera
device 101), content (e.g., a single stream of content in a
datagram) including a captured image and/or video (and
associated audio) and an indication of a destination network
(e.g., IP) address (e.g., 172.168.0.233) associated with one
or more destination entities (e.g., upload service module
130, thumbnail service module 140, live stream module 121)
of a group (e.g., groupcastl). The destination network
address may be used, by the communication device, to
determine one or more network addresses of the one or more
destination entities.

[0091] In operation 1304, a communication device (e.g.,
gateway device 111, computing device 104) may create one
or more copies of the content. The number/quantity (e.g., 3)
of copies may correspond to a number/quantity (e.g., 3) of
the network (e.g., IP) addresses of the one or more destina-
tion entities of the group determined to receive the content.
For purposes of illustration, and not of limitation, the
network addresses (e.g., 69.252.80.75, 96.114.14.140,
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71.230.36.162) may be associated with one or more desti-
nation entities such, as for example, upload service module
130, thumbnail service module 140, live stream module 121,
etc.

[0092] In operation 1306, a communication device (e.g.,
gateway device 111, computing device 104) may send to the
determined one or more destination entities a respective
copy of the copies of the content. In some examples, the
communication device may determine the one or more
destination entities based in part on analyzing the network
addresses associated with the destination entities. For
example, analyzing the network addresses may be based on
the communication device evaluating data of a NAT table
(e.g., table 800 of FIG. 8).

[0093] FIG. 14 illustrates another example method for
providing an authenticated groupcast stream of content to
destination receivers. In operation 1402, a communication
device (e.g., computing device 104) may receive one or
more requests (e.g., a HTTP post request) from at least one
media capture source (e.g., camera device 101) and one or
more destination entities (e.g., upload service module 130,
thumbnail service module 140, live stream module 121, user
device 102) to register with a service (e.g., smart premises
video group authentication service 118) and to join a group
(e.g., groupcastl).

[0094] In operation 1404, a communication device (e.g.,
computing device 104) may receive content (e.g., a single
stream) captured from the at least one media capture source
(e.g., camera 101). In some examples, the communication
device (e.g., computing device 104) may receive the content
in response to being provided the content from the media
capture source(s) (e.g., camera 101). In other examples, the
communication device may receive the content in response
to being provided the content from another device (e.g.,
gateway device 111). The content may include, but is not
limited to, a captured image or video (and associated audio)
and an indication of a destination network address (e.g., in
a datagram) associated with the one or more destination
entities of the group. The destination network address (e.g.,
172.168.0.233) may be used, by the communication device,
to determine one or more network addresses of the one or
more destination entities.

[0095] In operation 1406, a communication device (e.g.,
computing device 104) may create one or more copies of the
content. The number/quantity (e.g., 3) of copies may corre-
spond to a number/quantity of the network addresses (e.g.,
69.252.80.75, 96.114.14.140, 71.230.36.162), associated
with the one or more destination entities of the group
determined to receive the content. The copying of the
content may comprise inclusion of a datagram (e.g., a video
datagram) including an IP header (e.g., IP header 900, IP
header 1000, IP header 1100, etc.), a UDP header, an
application header and a payload (e.g., according to the data
structure 300 of FIG. 3).

[0096] In operation 1408, a communication device (e.g.,
computing device 104) may send to the determined one or
more destination entities a respective copy of the copies of
the content. In some examples, the communication device
may determine the destination entities based in part on
analyzing the network addresses (e.g., 69.252.80.75, 96.114.
14.140, 71.230.36.162) associated with the destination enti-
ties (e.g., user device 102, upload service module 130,
thumbnail service module 140, etc.) For example, analyzing
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the network addresses may be based on the communication
device evaluating data of a NAT table (e.g., table 800 of FIG.
8).

[0097] FIG. 15 depicts an example computer system that
includes or is configured to access one or more computer-
accessible media such as, for example, computing device
1500 capable of executing software for performing opera-
tions as described above in connection with FIGS. 1-14. In
the illustrated example embodiment, the computing device
1500 may include one or more processors 1510a, 15105,
and/or 15107 (which may be referred herein singularly as
the processor 1510 or in the plural as the processors 1510)
coupled to a system memory 1520 via an input/output (/O)
interface 1530. The computing device 1500 may further
include a network interface 1540 coupled to an I/O interface
1530.

[0098] In various embodiments, the computing device
1500 may be a uniprocessor system including one processor
1510 or a multiprocessor system including several proces-
sors 1510 (e.g., two, four, eight, or another suitable number).
The processors 1510 may be any suitable processors capable
of executing instructions. For example, in various embodi-
ments, the processor(s) 1510 may be special-purpose or
embedded processors implementing any of a variety of
instruction set architectures (ISAs), such as the x86, Pow-
erPC, SPARC, or MIPS ISAs, or any other suitable ISA. In
multiprocessor systems, each of the processors 1510 may
commonly, but not necessarily, implement the same ISA.
[0099] In some embodiments, a graphics processing unit
(“GPU”) 1512 may participate in providing graphics ren-
dering and/or physics processing capabilities. A GPU may,
for example, comprise a highly parallelized processor archi-
tecture specialized for graphical computations. In some
embodiments, the processors 1510 and the GPU 1512 may
be implemented as one or more of the same type of device.
[0100] The system memory 1520 may be configured to
store instructions and data accessible by the processor(s)
1510. In various embodiments, the system memory 1520
may be implemented using any suitable memory technology,
such as static random access memory (“SRAM”), synchro-
nous dynamic RAM (“SDRAM”), nonvolatile/Flash®-type
memory, or any other type of memory. In the illustrated
embodiment, program instructions and data implementing
one or more desired functions, such as those methods,
techniques and data described above, are shown stored
within the system memory 1520 as code 1525 and data 1526.
[0101] In one embodiment, the /O interface 1530 may be
configured to coordinate I/O traffic between the processor(s)
1510, the system memory 1520 and any peripherals in the
device, including a network interface 1540 or other periph-
eral interfaces. In some embodiments, the I/O interface 1530
may perform any necessary protocol, timing or other data
transformations to convert data signals from one component
(e.g., the system memory 1520) into a format suitable for use
by another component (e.g., the processor 1510). In some
embodiments, the I/O interface 1530 may include support
for devices attached through various types of peripheral
buses, such as a variant of the Peripheral Component Inter-
connect (PCI) bus standard or the Universal Serial Bus
(USB) standard, for example. In some embodiments, the
function of the I/O interface 1530 may be split into two or
more separate components, such as a north bridge and a
south bridge, for example. Also, in some embodiments some
or all of the functionality of the 1/O interface 1530, such as
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an interface to the system memory 1520, may be incorpo-
rated directly into the processor 1510.

[0102] The network interface 1540 may be configured to
allow data to be exchanged between the computing device
1500 and other device or devices 1560 attached to a network
or networks 1550, such as other computer systems or
devices, for example. In various embodiments, the network
interface 1540 may support communication via any suitable
wired or wireless general data networks, such as types of
Ethernet networks, for example. Additionally, the network
interface 1540 may support communication via telecommu-
nications/telephony networks, such as analog voice net-
works or digital fiber communications networks, via storage
area networks, such as Fibre Channel SANs (e.g., storage
area networks), or via any other suitable type of network
and/or protocol.

[0103] In some embodiments, the system memory 1520
may be one embodiment of a computer-accessible medium
configured to store program instructions and data as
described above for implementing embodiments of the cor-
responding methods and apparatus. However, in other
embodiments, program instructions and/or data may be
received, sent, or stored upon different types of computer-
accessible media. Generally speaking, a computer-acces-
sible medium may include non-transitory storage media or
memory media, such as magnetic or optical media, e.g., disk
or DVD/CD coupled to computing device the 1500 via the
/O interface 730. A non-transitory computer-accessible
storage medium may also include any volatile or non-
volatile media, such as RAM (e.g., SDRAM, DDR SDRAM,
RDRAM, SRAM, etc.), ROM, etc., that may be included in
some embodiments of the computing device 1500 as the
system memory 1520 or another type of memory. Further, a
computer-accessible medium may include transmission
media or signals, such as electrical, electromagnetic or
digital signals, conveyed via a communication medium,
such as a network and/or a wireless link, such as those that
may be implemented via the network interface 1540. Por-
tions or all of multiple computing devices, such as those
illustrated in FIG. 15, may be used to implement the
described functionality in various embodiments; for
example, software components running on a variety of
different devices and servers may collaborate to provide the
functionality. In some embodiments, portions of the
described functionality may be implemented using storage
devices, network devices or special-purpose computer sys-
tems, in addition to or instead of being implemented using
general-purpose computer systems. The term “computing
device,” as used herein, refers to at least all these types of
devices and is not limited to these types of devices.

[0104] It should also be appreciated that the systems in the
figures are merely illustrative and that other implementa-
tions might be used. Additionally, it should be appreciated
that the functionality disclosed herein might be implemented
in software, hardware, or a combination of software and
hardware. Other implementations should be apparent to
those skilled in the art. It should also be appreciated that a
server, gateway, or other computing node may include any
combination of hardware or software that may interact and
perform the described types of functionality, including with-
out limitation desktop or other computers, database servers,
network storage devices and other network devices, PDAs,
tablets, cellphones, wireless phones, pagers, electronic orga-
nizers, Internet appliances, television-based systems (e.g.,
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using set top boxes and/or personal/digital video recorders),
and various other consumer products that include appropri-
ate communication capabilities. In addition, the functional-
ity provided by the illustrated modules may in some aspects
be combined in fewer modules or distributed in additional
modules. Similarly, in some aspects the functionality of
some of the illustrated modules may not be provided and/or
other additional functionality may be available.

[0105] Each of the operations, processes, methods, and
algorithms described in the preceding sections may be
embodied in, and fully or partially automated by, code
modules executed by at least one computer or computer
processors. The code modules may be stored on any type of
non-transitory computer-readable medium or computer stor-
age device, such as hard drives, solid state memory, optical
disc, and/or the like. The processes and algorithms may be
implemented partially or wholly in application-specific cir-
cuitry. The results of the disclosed processes and process
steps may be stored, persistently or otherwise, in any type of
non-transitory computer storage such as, e.g., volatile or
non-volatile storage.

[0106] The various features and processes described
above may be used independently of one another, or may be
combined in various ways. All possible combinations and
sub-combinations are intended to fall within the scope of
this disclosure. In addition, certain method or process blocks
may be omitted in some implementations. The methods and
processes described herein are also not limited to any
particular sequence, and the blocks or states relating thereto
may be performed in other sequences that are appropriate.
For example, described blocks or states may be performed
in an order other than that specifically disclosed, or multiple
blocks or states may be combined in a single block or state.
The example blocks or states may be performed in serial, in
parallel, or in some other manner. Blocks or states may be
added to or removed from the disclosed example aspects.
The example systems and components described herein may
be configured differently than described. For example, ele-
ments may be added to, removed from, or rearranged
compared to the disclosed example aspects.

[0107] It will also be appreciated that various items are
illustrated as being stored in memory or on storage while
being used, and that these items or portions of thereof may
be transferred between memory and other storage devices
for purposes of memory management and data integrity.
Alternatively, in other aspects some or all of the software
modules and/or systems may execute in memory on another
device and communicate with the illustrated computing
systems via inter-computer communication. Furthermore, in
some aspects, some or all of the systems and/or modules
may be implemented or provided in other ways, such as at
least partially in firmware and/or hardware, including, but
not limited to, at least one application-specific integrated
circuits (ASICs), standard integrated circuits, controllers
(e.g., by executing appropriate instructions, and including
microcontrollers and/or embedded controllers), field-pro-
grammable gate arrays (FPGAs), complex programmable
logic devices (CPLDs), etc. Some or all of the modules,
systems and data structures may also be stored (e.g., as
software instructions or structured data) on a computer-
readable medium, such as a hard disk, a memory, a network,
or a portable media article to be read by an appropriate drive
or via an appropriate connection. The systems, modules, and
data structures may also be transmitted as generated data
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signals (e.g., as part of a carrier wave or other analog or
digital propagated signal) on a variety of computer-readable
transmission media, including wireless-based and wired/
cable-based media, and may take a variety of forms (e.g., as
part of a single or multiplexed analog signal, or as multiple
discrete digital packets or frames). Such computer program
products may also take other forms in other aspects. Accord-
ingly, the present disclosure may be practiced with other
computer system configurations.

[0108] Conditional language used herein, such as, among
others, “may,” “could,” “might,” “may,” “e.g.,” and the like,
unless specifically stated otherwise, or otherwise understood
within the context as used, is generally intended to convey
that certain aspects include, while other aspects do not
include, certain features, elements, and/or steps. Thus, such
conditional language is not generally intended to imply that
features, elements, and/or steps are in any way required for
at least one aspects or that at least one aspects necessarily
include logic for deciding, with or without author input or
prompting, whether these features, elements, and/or steps
are included or are to be performed in any particular aspect.
The terms “comprising,” “including,” “having,” and the like
are synonymous and are used inclusively, in an open-ended
fashion, and do not exclude additional elements, features,
acts, operations, and so forth. Also, the term “or” is used in
its inclusive sense (and not in its exclusive sense) so that
when used, for example, to connect a list of elements, the
term “or” means one, some, or all of the elements in the list.
[0109] While certain example aspects have been
described, these aspects have been presented by way of
example only, and are not intended to limit the scope of
aspects disclosed herein. Thus, nothing in the foregoing
description is intended to imply that any particular feature,
characteristic, step, module, or block is necessary or indis-
pensable. Indeed, the novel methods and systems described
herein may be embodied in a variety of other forms; fur-
thermore, various omissions, substitutions, and changes in
the form of the methods and systems described herein may
be made without departing from the spirit of aspects dis-
closed herein. The accompanying claims and their equiva-
lents are intended to cover such forms or modifications as
would fall within the scope and spirit of certain aspects
disclosed herein.

[0110] The preceding detailed description is merely exem-
plary in nature and is not intended to limit the disclosure or
the application and uses of the disclosure. The described
aspects are not limited to use in conjunction with a particular
type of machine. Hence, although the present disclosure, for
convenience of explanation, depicts and describes particular
machine, it will be appreciated that the assembly and elec-
tronic system in accordance with this disclosure may be
implemented in various other configurations and may be
used in other types of machines. Furthermore, there is no
intention to be bound by any theory presented in the pre-
ceding background or detailed description. It is also under-
stood that the illustrations may include exaggerated dimen-
sions to better illustrate the referenced items shown, and are
not consider limiting unless expressly stated as such.
[0111] It will be appreciated that the foregoing description
provides examples of the disclosed system and technique.
However, it is contemplated that other implementations of
the disclosure may differ in detail from the foregoing
examples. All references to the disclosure or examples
thereof are intended to reference the particular example



US 2021/0204036 Al

being discussed at that point and are not intended to imply
any limitation as to the scope of the disclosure more gen-
erally. All language of distinction and disparagement with
respect to certain features is intended to indicate a lack of
preference for those features, but not to exclude such from
the scope of the disclosure entirely unless otherwise indi-
cated.

[0112] The disclosure may include communication chan-
nels that may be any type of wired or wireless electronic
communications network, such as, e.g., a wired/wireless
local area network (LAN), a wired/wireless personal area
network (PAN), a wired/wireless home area network
(HAN), a wired/wireless wide area network (WAN), a
campus network, a metropolitan network, an enterprise
private network, a virtual private network (VPN), an inter-
network, a backbone network (BBN), a global area network
(GAN), the Internet, an intranet, an extranet, an overlay
network, a cellular telephone network, a Personal Commu-
nications Service (PCS), using known protocols such as the
Global System for Mobile Communications (GSM), CDMA
(Code-Division Multiple Access), Long Term Evolution
(LTE), W-CDMA (Wideband Code-Division Multiple
Access), Wireless Fidelity (Wi-Fi), Bluetooth, and/or the
like, and/or a combination of two or more thereof.

[0113] Additionally, the various aspects of the disclosure
may be implemented in a non-generic computer implemen-
tation. Moreover, the various aspects of the disclosure set
forth herein improve the functioning of the system as is
apparent from the disclosure hereof. Furthermore, the vari-
ous aspects of the disclosure involve computer hardware that
it specifically programmed to solve the complex problem
addressed by the disclosure. Accordingly, the various
aspects of the disclosure improve the functioning of the
system overall in its specific implementation to perform the
process set forth by the disclosure and as defined by the
claims.

[0114] Recitation of ranges of values herein are merely
intended to serve as a shorthand method of referring indi-
vidually to each separate value falling within the range,
unless otherwise indicated herein, and each separate value is
incorporated into the specification as if it were individually
recited herein. All methods described herein may be per-
formed in any suitable order unless otherwise indicated
herein or otherwise clearly contradicted by context.

[0115] The methods and systems can employ artificial
intelligence techniques such as machine learning and itera-
tive learning. Examples of such techniques include, but are
not limited to, expert systems, case based reasoning, Bayes-
ian networks, behavior based Al, neural networks, fuzzy
systems, evolutionary computation (e.g. genetic algorithms),
swarm intelligence (e.g. ant algorithms), and hybrid intelli-
gent systems (e.g. expert inference rules generated through
a neural network or production rules from statistical learn-
ing).

[0116] While the methods and systems have been
described in connection with preferred embodiments and
specific examples, it is not intended that the scope be limited
to the particular embodiments set forth, as the embodiments
herein are intended in all respects to be illustrative rather
than restrictive.

[0117] Unless otherwise expressly stated, it is in no way
intended that any method set forth herein be construed as
requiring that its steps be performed in a specific order.
Accordingly, where a method claim does not actually recite
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an order to be followed by its steps or it is not otherwise
specifically stated in the claims or descriptions that the steps
are to be limited to a specific order, it is no way intended that
an order be inferred, in any respect. This holds for any
possible non-express basis for interpretation, including: mat-
ters of logic with respect to arrangement of steps or opera-
tional flow; plain meaning derived from grammatical orga-
nization or punctuation; the number or type of embodiments
described in the specification.

[0118] It is to be understood that the terminology used
herein is for the purpose of describing particular embodi-
ments only and is not intended to be limiting.

[0119] As used in the specification and the appended
claims, the singular forms “a,” “an,” and “the” include plural
referents unless the context clearly dictates otherwise.
Ranges may be expressed herein as from “about” one
particular value, and/or to “about” another particular value.
When such a range is expressed, another embodiment
includes from the one particular value and/or to the other
particular value. Similarly, when values are expressed as
approximations, by use of the antecedent “about,” it will be
understood that the particular value forms another embodi-
ment. [t will be further understood that the endpoints of each
of the ranges are significant both in relation to the other
endpoint, and independently of the other endpoint.

[0120] “Optional” or “optionally” means that the subse-
quently described event or circumstance may or may not
occur, and that the description includes instances where said
event or circumstance occurs and instances where it does
not.

[0121] Throughout the description and claims of this
specification, the word “comprise” and variations of the
word, such as “comprising” and “comprises,” means
“including but not limited to,” and is not intended to
exclude, for example, other components, integers or steps.
“Exemplary” means “an example of” and is not intended to
convey an indication of a preferred or ideal embodiment.
“Such as” is not used in a restrictive sense, but for explana-
tory purposes.

[0122] Disclosed are components that can be used to
perform the disclosed methods and comprise the disclosed
systems. These and other components are disclosed herein,
and it is understood that when combinations, subsets, inter-
actions, groups, etc. of these components are disclosed that
while specific reference of each various individual and
collective combination and permutation of these may not be
explicitly disclosed, each is specifically contemplated and
described herein, for all methods and systems. This applies
to all aspects of this application including, but not limited to,
steps in disclosed methods. Thus, if there are a variety of
additional steps that can be performed it is understood that
each of these additional steps can be performed with any
specific embodiment or combination of embodiments of the
disclosed methods.

[0123] The present methods and systems may be under-
stood more readily by reference to the following detailed
description of preferred embodiments and the examples
included therein and to the Figures and their previous and
following description.

[0124] As will be appreciated by one skilled in the art, the
methods and systems may take the form of an entirely
hardware embodiment, an entirely software embodiment, or
an embodiment combining software and hardware aspects.
Furthermore, the methods and systems may take the form of
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a computer program product on a computer-readable storage
medium having computer-readable program instructions
(e.g., computer software) embodied in the storage medium.
More particularly, the present methods and systems may
take the form of web-implemented computer software. Any
suitable computer-readable storage medium may be utilized
including hard disks, CD-ROMs, optical storage devices, or
magnetic storage devices.
[0125] Embodiments of the methods and systems are
described herein with reference to block diagrams and
flowchart illustrations of methods, systems, apparatuses and
computer program products. It will be understood that each
block of the block diagrams and flowchart illustrations, and
combinations of blocks in the block diagrams and flowchart
illustrations, respectively, can be implemented by computer
program instructions. These computer program instructions
may be loaded onto a computer, special purpose computer,
or other programmable data processing apparatus to produce
a machine, such that the instructions which execute on the
computer or other programmable data processing apparatus
create a means for implementing the functions specified in
the flowchart block or blocks.
[0126] These computer program instructions may also be
stored in a computer-readable memory that can direct a
computer or other programmable data processing apparatus
to function in a particular manner, such that the instructions
stored in the computer-readable memory produce an article
of manufacture including computer-readable instructions for
implementing the function specified in the flowchart block
or blocks. The computer program instructions may also be
loaded onto a computer or other programmable data pro-
cessing apparatus to cause a series of operational steps to be
performed on the computer or other programmable appara-
tus to produce a computer-implemented process such that
the instructions that execute on the computer or other
programmable apparatus provide steps for implementing the
functions specified in the flowchart block or blocks.
[0127] Accordingly, blocks of the block diagrams and
flowchart illustrations support combinations of means for
performing the specified functions, combinations of steps
for performing the specified functions and program instruc-
tion means for performing the specified functions. It will
also be understood that each block of the block diagrams and
flowchart illustrations, and combinations of blocks in the
block diagrams and flowchart illustrations, can be imple-
mented by special purpose hardware-based computer sys-
tems that perform the specified functions or steps, or com-
binations of special purpose hardware and computer
instructions.
[0128] It will be apparent to those skilled in the art that
various modifications and variations can be made without
departing from the scope or spirit. Other embodiments will
be apparent to those skilled in the art from consideration of
the specification and practice disclosed herein. It is intended
that the specification and examples be considered as exem-
plary only, with a true scope and spirit being indicated by the
following claims.
1. A method comprising:
receiving information indicating that at least one media
capture source, located at a premises, and one or more
destination entities are included in a group;
receiving, from the at least one media capture source,
content comprising at least one of a captured image or
video and an indication of a destination network
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address associated with the one or more destination
entities of the group, wherein the destination network
address is used to determine one or more network
addresses of the one or more destination entities;

determining a number of copies of the content based on
determining a number of the network addresses, asso-
ciated with the one or more destination entities, that are
determined from the destination network address,
wherein the number of the one or more copies corre-
spond to a number of the one or more destination
entities of the group determined to receive the content;

creating one or more copies of the content based on the
determined number of copies; and

sending to the determined one or more destination entities

a respective copy of the one or more copies of the
content.

2. (canceled)

3. The method of claim 1, wherein creating the one or
more copies further comprises:

replacing, in the copies, the destination network address

with a respective network address associated with a
corresponding destination entity of the destination enti-
ties.

4. The method of claim 1, wherein creating the one or
more copies comprises duplicating the content to create the
number of the copies corresponding to the number of the
destination entities determined to receive the content.

5. The method of claim 4, further comprising:

performing the duplicating based on detecting data in a set

of options data in the content indicating to copy the
content.

6. The method of claim 1, wherein the received informa-
tion indicates that the media capture source and the desti-
nation entities are registered with a service.

7. The method of claim 1, wherein determining the
network addresses comprises generating a network address
translation of the destination network address to respective
network addresses associated with the destination entities.

8. The method of claim 1, wherein receiving information
further comprises receiving the information based on the at
least one media capture source and the one or more desti-
nation entities generating requests to register with a service
and being authenticated by the service to join the group.

9. The method of claim 5, wherein the content comprises
the destination network address and the set of options in a
header of a datagram of the content.

10. The method of claim 1, wherein the media capture
source comprises a camera device or a video recording
device.

11. The method of claim 1, wherein the one or more
destination entities comprise one or more devices or ser-
vices.

12. The method of claim 11, wherein the services com-
prise one or more image or video provision services.

13. A method comprising:

receiving, from at least one media capture source, content

comprising at least one of a captured image or video
and an indication of a destination network address
associated with one or more destination entities of a
group, wherein the destination network address is used
to determine one or more network addresses of the one
or more destination entities;

determining a number of copies of the content based on

determining a number of the network addresses, asso-
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ciated with the one or more destination entities, that are
determined from the destination network address,
wherein the number of the one or more copies corre-
spond to a number of the one or more destination
entities of the group determined to receive the content;

creating one or more copies of the content based on the
determined number of copies; and

sending to the determined one or more destination entities

a respective copy of the one or more copies of the
content.

14. The method of claim 13, wherein creating the number
of copies further comprises:

replacing, in the copies, the destination network address

with a respective network address associated with a
corresponding destination entity of the destination enti-
ties.

15. The method of claim 13, further comprising:

creating the one or more copies based on detecting data in

a set of options data in the stream of content indicating
to copy the content.

16. The method of claim 13, wherein the computing
device is located at the premises.

17. The method of claim 13, wherein the destination
network address comprises a destination private Internet
Protocol (IP) address and the network addresses comprise
destination private IP addresses.

18. A method comprising:

receiving one or more requests from at least one media

capture source and one or more destination entities to
register with a service and to join a group;

receiving content from the at least one media capture

source, the content comprising at least one of a cap-
tured image or video and an indication of a destination
network address associated with the one or more des-
tination entities of the group, wherein the destination
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network address is used to determine one or more
network addresses of the one or more destination
entities;
determining a number of copies of the content based on
determining a number of the network addresses, asso-
ciated with the one or more destination entities, that are
determined from the destination network address,
wherein the number of the one or more copies corre-
spond to a number of the one or more destination
entities of the group determined to receive the content;
creating one or copies of the content based on the deter-
mined number of copies; and
sending to the determined one or more destination entities
a respective copy of the one or more copies of the
content.
19. The method of claim 18, wherein prior to receiving the
content, the method further comprises:
determining that the at least one media capture source and
the one or more destination entities are authenticated by
the service.
20. The method of claim 18, wherein creating the one or
more copies further comprises:
replacing, in the copies, the destination network address
with a respective network address associated with a
corresponding destination entity of the destination enti-
ties.
21. The method of claim 18, further comprising:
creating the one or more copies based on detecting data in
a set of options data in a datagram of the content
indicating to copy the content.
22. The method of claim 18, wherein the computing
device comprises a network device located external to the
premises.



