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SYSTEM AND METHOD OF VERIFICATION,
AUTHENTICATION, AND/OR
CERTIFICATION USING ENTANGLED
PHOTONS

CROSS REFERENCE TO RELATED
APPLICATION

The present application claims benefit of U.S. Provisional
Patent Application Ser. No. 63/356,975, entitled “System
and Method of Verification, Authentication, and/or Certifi-
cation using Entangled Photons”, filed on Jun. 29, 2022, and
is a continuation-in-part of U.S. patent application Ser. No.
18/174,636, entitled “Receiver for Verification using
Entangled Photons”, filed on Feb. 26, 2023, which is a
continuation of U.S. patent application Ser. No. 17/852,758,
entitled “System and Method of Verification and Authenti-
cation using Entangled Photons”, filed on Jun. 29, 2022,
now granted as U.S. Pat. No. 11,616,644 on Mar. 28, 2023,
which is a continuation-in-part of U.S. patent application
Ser. No. 17/465,235, entitled “Method for Synchronizing
and Locking Clocks”, filed on Sep. 2, 2021, now patented as
U.S. Pat. No. 11,614,771 on Mar. 28, 2023, which is a
non-provisional application of U.S. Provisional Patent
Application Ser. No. 63/118,542, filed on Nov. 25, 2020,
entitled “System and Method for Sharing Quantum
Entanglement”, and is a non-provisional application of U.S.
Provisional Patent Application No. 63/186,754, entitled
“System and Method for Sharing Quantum Entanglement”,
filed on May 10, 2021, and is a non-provisional application
of U.S. Provisional Patent Application No. 63/218,433,
entitled “System and Method for Sharing Quantum
Entanglement”, filed on Jul. 5, 2021. U.S. patent application
Ser. No. 17/852,758 also claims benefit of U.S. Provisional
Patent Application Ser. No. 63/356,534, entitled “System
and Method of Verification and Authentication Using
Entangled Photons”, filed on Jun. 29, 2022. The entire
contents of U.S. patent application Ser. Nos. 18/174,636,
17/852,758 and 17/465,235, and U.S. Provisional Patent
Application Nos. 63/118,542, 63/186,754, 63/218,433,
63/356,534 and 63/356,975 are herein incorporated by ref-
erence.

The section headings used herein are for organizational
purposes only and should not to be construed as limiting the
subject matter described in the present application in any
way.

INTRODUCTION

Entanglement is a valuable quantum resource that allows
information to be shared between different users with prop-
erties that are not possible with classical sharing schemes.
Methods and systems that support and improve the distri-
bution and use of entangled quantum resources for various
applications are and will be useful in advancing art.

BRIEF DESCRIPTION OF THE DRAWINGS

The present teaching, in accordance with preferred and
exemplary embodiments, together with further advantages
thereof, is more particularly described in the following
detailed description, taken in conjunction with the accom-
panying drawings. The skilled person in the art will under-
stand that the drawings, described below, are for illustration
purposes only. The drawings are not necessarily to scale;
emphasis instead generally being placed upon illustrating
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2

principles of the teaching. The drawings are not intended to
limit the scope of the Applicant’s teaching in any way.

FIG. 1 illustrates an embodiment of an authentication and
verification system and method using entangled photons of
the present teaching.

FIG. 2A illustrates an embodiment of a time-based state
comb for an authentication and verification system and
method using entanglement of the present teaching.

FIG. 2B illustrates an embodiment of a time-based state
comb for an authentication and verification system and
method using entanglement being correlated of the present
teaching.

FIG. 3 illustrates an embodiment of a system for gener-
ating a shared measurement comb in time and polarization
for an entangled photon authentication and verification
system of the present teaching.

FIG. 4 illustrates generated combs for an embodiment of
an authentication and verification application using
entangled photons of the present teaching.

FIG. 5 illustrates embodiments of generated state combs
with noise in an embodiment of an authentication and
verification application using entangled photons of the pres-
ent teaching.

FIG. 6A illustrates state combs with timestamps for an
embodiment of a system and method of authentication and
verification using entanglement of the present teaching.

FIG. 6B illustrates the embodiment of state combs for the
system and method of authentication and verification using
entanglement with noise of the present teaching.

FIG. 6C illustrates an embodiment of correlating state
combs of FIG. 6B.

FIG. 7 illustrates an embodiment of an authentication and
verification system and method using entangled photons
with a trusted authority of the present teaching.

FIG. 8A illustrates an embodiment of an authentication
and verification system and method using entangled photons
in a linear, or chain, configuration.

FIG. 8B illustrates an embodiment of an authentication
and verification system and method using entangled photons
in a tree, or centralized, configuration.

FIG. 9A illustrates an embodiment of a first step in a
sequence of steps of an authentication and verification
system and method using entangled photons in a linear, or
chain, configuration.

FIG. 9B illustrates an embodiment of a next step in a
sequence of steps of an authentication and verification
system and method of FIG. 9A.

FIG. 9C illustrates an embodiment of a next step in a
sequence of steps of an authentication and verification
system and method of FIGS. 9A and 9B.

FIG. 10 illustrates an embodiment of a timing diagram of
steps of an authentication and verification system and
method using entangled photons in a linear, or chain, con-
figuration.

FIG. 11A illustrates an embodiment of pairwise location
certification system for an authentication and verification
system and method using entangled photons.

FIG. 11B illustrates an embodiment of centralized loca-
tion certification system for an authentication and verifica-
tion system and method using entangled photons.

DESCRIPTION OF VARIOUS EMBODIMENTS

The present teaching will now be described in more detail
with reference to exemplary embodiments thereof as shown
in the accompanying drawings. While the present teachings
are described in conjunction with various embodiments and
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examples, it is not intended that the present teachings be
limited to such embodiments. On the contrary, the present
teachings encompass various alternatives, modifications and
equivalents, as will be appreciated by those of skill in the art.
Those of ordinary skill in the art having access to the
teaching herein will recognize additional implementations,
modifications, and embodiments, as well as other fields of
use, which are within the scope of the present disclosure as
described herein.

Reference in the specification to “one embodiment” or
“an embodiment” means that a particular feature, structure,
or characteristic described in connection with the embodi-
ment is included in at least one embodiment of the teaching.
The appearances of the phrase “in one embodiment” in
various places in the specification are not necessarily all
referring to the same embodiment.

It should be understood that the individual steps of the
methods of the present teachings can be performed in any
order and/or simultaneously as long as the teaching remains
operable. Furthermore, it should be understood that the
apparatus and methods of the present teachings can include
any number or all of the described embodiments as long as
the teaching remains operable.

Entanglement is a resource that can be used in a variety
of quantum and/or classical systems. Entanglement refers to
a quantum system that shares quantum state information
such that measurements of the system, even if performed at
different times and/or places yields measured quantum states
that are perfectly correlated.

One feature of the present teaching is that it supports the
use of so-called “high brightness™ single-photon sources to
generate quantum entangled photon pairs that are shared.
Some of these high-brightness sources create large numbers
of quantum entangled pairs using Spontaneous Parametric
Down Conversion (SPDC). These systems are optically
pumped crystals with a laser source. The crystals emit
photons that are entangled in one or more basis which may
include polarization, frequency (color), space, and/or time.
Photons that are entangled in more than one basis can be
referred to as carrying a hyperentangled state. In this case,
two or more different measured state values are correlated
across the pair of entangled photons. Thus, the state of the
photon emitted in this multi-dimensional quantum state can
be measured and represented as having a time, a position, a
frequency and/or a polarization. In various embodiments,
numerous subsets of the possible states are generated, mea-
sured, formulated as a comb and/or shared as a comb. This
can be a time-bin comb representation and/or a timestamp
comb representation.

A comb is a list of values of selected measured states. Said
another way, a comb is an ordered list of measurement
events. In some embodiments, a comb is a list of measured
states in the order they arrive at a measurement node and/or
at a particular detector or group of detectors in the measure-
ment node. In some embodiments, a comb is a list of
measured states in an order they are measured. In some
embodiments a comb is a list of measured states and/or the
time of arrival (TOA). In some embodiments, a comb is an
ordered list of measured events from different spatial posi-
tions. In other embodiments, a comb is an ordered list of
measured events from different polarizations. In other
embodiments, a comb is an ordered list of measured events
from different colors. In yet other embodiments, a comb is
a combination of measured events that may include any
combination of the above and any other type measured
events.
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The comb time can be measured from various reference
points in various embodiments. In some embodiments, the
come time is measured using a local clock. In some embodi-
ments, the local clock is synchronized in a relative and/or
absolute basis to a non-local clock using systems and
methods known by those skilled in the art. In some embodi-
ments, the clocks are free running clocks that are synchro-
nized using shared entanglement. In some embodiments, a
comb includes more than one value per measured state. The
value can be, for example, polarization, arrival time, fre-
quency/color and/or spatial position. This is the case, for
example, if an entangled state is a hyper-entangled state,
where a single photon of a pair or set is entangled in more
than one way (dimension or basis). In some embodiments,
different members of a comb have different values. That is,
a comb can include more than one type of entangled state
where the more than one types are not entangled with each
other. This could be the case, for example, if quantum states
from two different sources generating entangled states were
multiplexed. This could be done, for example, to increase
the rate of entangled pairs being generated.

In SPDC sources, the time entanglement occurs as pho-
tons created by this process are “born” at the same moment
in time with absolute precision (At=0), although the actual
birth time is a random process and unknown and thus
satisfies the superposition requirement for being quantum
entangled.

The frequency, which can also be referred to in the art as
color or wavelength, entanglement occurs due to the con-
servation of energy. For photons, E=hv where his Planck’s
constant and v is the frequency. The energy in the laser pump
photons (frequency/color) determines what frequencies are
available to the entangled photons that are generated by the
process. However, any given pair of generated photons can
be in any allowed combination and thus the particular color
is unknown at the source, satisfying the conditions for being
quantum entangled. As one example, for frequency
entanglement, if VL is the frequency of the pump and Vi is
the frequency of the idler photon, and Vs is the frequency of
the signal photon, then: E=hVL=hVi+hVs, or E/h=VL=Vi+
Vs.

Polarization entanglement can be realized by using two
crystals back-to-back with a length that is less than a
coherence length of the pump source. Each crystal is con-
figured to generate a particular polarization state of the
output based on an input polarization of the pump. However,
it is unknown at the output of the back-to-back crystals
which crystal generated the pair, and thus what polarization
state of a given pair is unknown at the source, satisfying the
conditions for pairs being quantum entangled in polariza-
tion.

Spatial entanglement is realized by relying on conserva-
tion of momentum. In general, there can be multiple spatial
directions along which pairs are provided that is based on the
birefringent properties of the crystal. In these configurations,
a particular one of two, or one of a continuous spatial region
(e.g. a cone-shaped region) of a position of a particular pair
is unknown at exit to the crystal. This then satisfies the
conditions for pairs being quantum entangled in space. The
spatial entanglement could be, for example, one of two
positions, but it could also be entangled in more dimensions
and up to a continuous set of dimensions.

A feature of the temporal and spatial bases, therefore, is
that the amount of information of a particular measurement
can be substantially higher than the amount of information
in a basis of entanglement that is a “one of two” possibilities
basis. Generally, depending on a particular basis type of the
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entanglement, the measurement can represent an outcome
that is one of two, sometimes referred to as a qubit configu-
ration, one of three, one of four, etc. up to a full continuum
of values. It should be understood that the information
within a continuum of values is only limited by the resolu-
tion of the measurement apparatus. We refer herein to the
extent or number of possible measurement outcomes of a
particular basis as the “state dimension” of the basis. It
should be understood that the term “state dimension” is
different from the term “dimension”, which is also used
herein as applied to entanglement. In the art the term
“dimension” is sometimes another word for the term
“basis”. The usage is clear from the context of the discussion
of the present teaching. One skilled in the art will appreciate
that the quantum literature uses these various terms inter-
changeably.

Continuous values as part of an entanglement measure-
ment are practically limited by the measurement resolution
available for measuring that basis’ dimensions. Entangle-
ment basis types that provide a continuous set of values
(continuous state dimension) are sometimes referred to as a
continuous variable configuration. As described herein, both
countable and continuous entangled dimensions are ame-
nable to using the system and method of measurement comb
sharing of the present teaching. Each type of basis provides
various and sometimes different benefits, e.g. noise and/or
background immunity, within a particular embodiment of a
system and method of entanglement sharing that uses state
combs of the present teaching.

One feature of the present teaching is that systems and
methods of authentication and verification using entangle-
ment can rely on entangled photons that are hyperentangled
in time and polarization. We note that in the art, the terms
“authentication”, “verification” and “certification” are
sometimes used interchangeably. For purposes of this dis-
closure, the term “verification” generally refers to a process
that verifies an identity and/or an accuracy of data and/or the
source of the data. The term “authentication” generally
refers to the identification of and accuracy (e.g. trustwor-
thiness) of a user and/or a role of a user connected to the
generation of data. The data can include, for example, credit
card numbers, prices, product codes, transaction data, and/or
sensor data. Users can include individuals, but also may
refer to a data generating device, for example, a robot,
sensor or a terminal, which can have a role and/or identity
as part of'a system. The term “certification” is generally used
for embodiments of the method and system that verify and
follow a credential through a chain of use of that credential.
However, one skilled in the art will appreciate that the terms
“certification”, “verification”, and “authentication” are used
in many different ways in this and related arts, and that the
present teaching is not limited particular definitions of these
terms in the literature.

FIG. 1 illustrates an embodiment of an authentication and
verification system 100 and method using entangled photons
of the present teaching. An entangled source 102 generates
pairs of entangled photons. One of the pair is sent to a device
104. The device 104 can be a handheld device, for example,
a cell phone or other personal device. The other of the pair
is sent to another device 106. The other device 106 can be,
for example, an authentication terminal, a point-of-sale
terminal, a system server, or numerous other processing
devices. The device 104 and the device 106 are connected
via a classical communication channel 108. The entangled
source 102 delivers entangled photons to a device 104 and
the other device 106. The device 104 can be, as just some
examples, a cell phone, tablet, watch, card, personal locator,
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sensor and/or specialized processor. The other device 106
can be, as just some examples, a point-of-sale (POS) termi-
nal, a computer, a laptop and/or any of a number of fixed or
handheld processing devices.

The devices 104, 106 can be connected to users that need
authentication and verification services that connect, stamp,
notate, mark, or otherwise associate information transfer(s)
between the two devices 104, 106. In one embodiment of the
authentication and verification system 100 the device 104 is
a handheld device and the other device 106 is an authenti-
cation terminal. But this is just one example. For example,
and as understood by those skilled in the art, either of
handheld device and/or the authentication terminal can be
any of numerous elements that form two sides of an authen-
tication or verification system. That could include, numerous
fixed or mobile assets, for example, sensor devices, robots,
various pieces of equipment, and/or various computing and
processing systems.

The device 104 and the other device 106 measure the
photons generated by the source 102 in at least two bases. In
some embodiments, the bases can be polarization and time.
In some embodiments, the bases can be position and time. In
some embodiments, the bases can be position and polariza-
tion. A measurement comb that includes measurements of
one of the bases is exchanged over the classical channel 108.
Most of the examples presented herein use a comb that is a
time-based comb, but in general a comb is an ordered list of
measurement events and is not necessarily time-based. So,
for example, a position and polarization measurement comb
can be a list ordered by specific positions and the value of
polarization associated with that position. Position measure-
ment alone can be an ordered list based on the order of
position. Position measurement alone can also be an ordered
list based on the measured position value in a time order
based on when the position is measured. What is character-
istic of the operation of the method and system of the present
teaching is that combs generated in two separate measure-
ments, one for each of the pair of entangled photons, and
associated background measurements are prepared with the
same ordering scheme to support the efficient matching and
pair identification using the two combs.

The classical channel 108 in some embodiments is a
Bluetooth™ channel. Both the device 104 and other device
106 determine a match in the measurement comb. This can
be achieved using for example, by cross-correlation or a
process of offset and matching of the basis information that
has been exchanged. The match information is used by both
the device 104 and the other device 106 to determine which
measured photon events are entangled. Those photons val-
ues, measured in the other basis become a shared secret held
between the device 104 and the other device 106. That
shared secret can be used as a one-time pad, cryptographic
key, and/or a transaction identification number.

In some embodiments, the entangled source 102 generates
photons at an output such that the device 104 needs to be
placed by the consumer in a specific location. For example,
the entangled source 102, might generate entangled photons
that illuminate a small region in space, and the analyzer
and/or detectors in the device 104 must be within the
illuminated area. In some embodiments, the entangled
source 102 generates photons that are spread over a larger
area, and the device 104 can be placed within the larger area.
In some embodiments, the entangled source 102 generates
photons that are coupled into one end of an optical fiber and
the device 104 is configured to plug into the other end of the
optical fiber.
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In some embodiments, the entangled source 102 generates
photons that are entangled in more than two bases. The third
basis is also measured by the devices 104, 106 and associ-
ated with the time of arrival. In some embodiments, the
measurements of the values of the third basis are used to
generate more bits of random number that can be used as a
verification code. For example, a two-dimensional basis will
yield one bit per measurement (a zero or a one, for H or V).
An extra basis can add the additional dimension of that basis
for each entangled pair. For example, three colors and two
polarization provide five bits, so the values are coded as one
of one through five values for each number. The third basis
measurements can also be used as an error check. If a value
of the one basis is measured to produce a random number
value, but a value of the third basis is not available at that
time of arrival, then an error condition can be raised.

The verification code can be used in numerous ways. For
example, the verification code can be attached to a purchase
by both the owner of the other device 106 and the owner of
the device 104, as a unique identifier of the purchase. The
verification code can be used as a crypto key for securely
transmitting a credit card number of the user of the device
104, that can be decoded only by the owner of the device 106
to secure the card for only the particular transaction. Two
verification codes can be used for both purposes on a single
transaction. The verification code can be attached to trans-
action data associated with transaction between the devices
104, 106, thereby verifying the transaction. The verification
code can be used by a sensor (e.g. device 104) when sending
sensor data to a server (e.g. device 104) to uniquely identity
the received data as being from a particular sensor. The
verification code generated in one device 104 can be XORed
with data in that device 104 to generate secret data
(scrambled) and then the secret data subsequently XORed
with a verification code generated in the other device 106 to
regenerate the data (unscramble) if the two verification
codes are derived from entangled pairs.

The verification code can also be used to authenticate a
user of a device 104 or the device 104 itself. In some
embodiments, the verification code is sent to a trusted
authority that holds the verification code in a repository (not
shown). In a subsequent transaction with device 104 that can
be with the device 106 or with a completely different device
(not shown), the transacting device 106 can query the
repository, for example, but having the device 104 resend the
verification code to the repository to determine if it matches,
and the repository sends back an authentication if the sent
verification code matches the stored verification code. This
serves to authenticate a user of the device 104, the device
104 itself, a transaction being performed by the device 104
and other device 106, and/or data sent between devices 104,
106 that can be transaction data or other kinds of data. The
verification code can be subdivided and different parts used
for different purposes.

The verification code can be separately determined in
each device 104, 106, and by the fact of entanglement
correlation with be the same, yet not requiring communica-
tion of the code outside the devices, thus creating a shared
secret. The shared secret can be used as a cryptographic key
or onetime pad for the transfer of information such as credit
card numbers, personal user data, or other sensitive infor-
mation between the authentication terminal and the hand
held device. The shared secret can be subdivided such that
a portion is used for an authentication code and another
portion is used as a cryptographic key or one-time pad. The
verification code can be subdivided and each subdivided part
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used as described herein to perform each of multiple func-
tions related to verification, identification and/or secrecy.

FIG. 2A illustrates an embodiment of a time-based state
comb 200 for an authentication and verification system and
method using entanglement of the present teaching. A time-
based state comb 200 is defined by bins 202 having a bin
length 204, thin, where events are inserted. The bins 202
progress along a continuous local time axis 214. A measure-
ment of a single photon is placed in a time bin, forming an
event 206 that corresponds to the time along the axis when
it was sampled in a bin. In the comb 200 of FIG. 2A, there
is an event in the first bin 208, the fifth bin 210 and the
fourteenth bin 212, of the series of bins that run along the
time axis 214.

In some embodiments, the bins 202 are separated by a bin
separation time 216. This separation time 216 can be short
or long compared to a bin length, t,,,, 204. The bin sepa-
ration time 216 may be a period where no measurement can
be made, for example a blanking time in a detector. Thus, the
bin separation time 216 can result, for example, from
limitations of the speed of the detector and/or measurement
apparatus. The bin separation time 216 can also just be a
period where no measurement is chosen to be made. The bin
separation time 216 can be chosen to provide a desired time
pattern of the comb 200. In some embodiments, the bin
separation time 216 is substantially less than, e.g. <<1% of,
the bin time 204.

An important feature of the present teaching is the real-
ization that while some embodiments of a comb 200 of the
present teaching demand stringent requirements on bin
length 204 duration and/or bin separation time 216 duration,
other embodiments are less dependent on the particular
values of bin length 204 and bin separation time 216, as long
as these parameters 204, 216 are well defined.

One feature of the present teaching is that cross correla-
tion of combs generated through detection of pairs of
entangled photons allows the sharing of the entangled quan-
tum states in a way that is robust against noise and/or errors
in the measurement. In an ideal case, correlating two combs
of'entangled pairs would yield a count of the number of pairs
at the alignment condition and a count of zero at every other
position. In practice, noise counts will errantly align, and so
positions other than pair alignment will have non-zero
counts. Combs may be configured to try to maximize the
likelihood that when two combs are aligned, we have
identified the correlated thus alignment of entangled pho-
tons. Comb processing benefits from the statistics of the pair
creation versus the noise. Uncorrelated events that occur at
the same time have probabilities that multiply. The
entangled pair generation is guided by a probability of
generation, which is in SPDC systems nominally propor-
tional to pump energy. The noise photons occur in pairs with
a probability of a single photon squared. This means the
noise is naturally suppressed as compared to the signal of the
correlated pairs during the process of adding the two combs
at the alignment position.

FIG. 2B illustrates an embodiment of a time-based state
comb 250 for an authentication and verification system and
method using entanglement being correlated of the present
teaching. A time axis 252 represents local time at one
measurement site that is receiving a stream of single photons
having one of the pair of generated entangled pairs. In this
case, the measurement site is the site associated with the
comb 254. Similar to the comb described in connection with
FIG. 2A, a measurement of a single photon is placed in a
time bin, forming an event dot that corresponds to the time
along the axis when the photon was sampled. In comb 254
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representing measurements of a stream of one of the pair of
entangled photons, there is an event in the first bin, the fifth
bin, the tenth bin and the fourteenth bin. The events in the
first, fifth and fourteenth bins are actual photon measure-
ments and the tenth bin is a noise measurement.

In a comb 256 representing measurements of a stream of
the photons of the other of the pair of entangled photons,
there is an event in the first bin, the third bin and the
fourteenth bin. The events in the first, fifth and fourteenth
bins are actual entangled photon measurements and the third
bin is a noise measurement. The time bins of two combs 254,
256 are slid by each other one-time bin at a time. That is, one
comb is shifted by a fixed amount relative to the other, and
a count of matches is taken at each offset. In some embodi-
ments, the offset is one bin. At each discrete position, for
example the point where time bins of equal size align, a
count of the number of correlated measurements, for
example, bins aligned that share the same event state, is
made. This stepping through offset of combs and compare
by adding up matches at each offset, can be performed using
an algorithm. The algorithm looks for the position of the set
of offset positions with a maximum number of correlated
measurements. At a first point in the correlation, shown by
combs 254, 256, there are no matched states, and the
correlation value is zero.

If a noise event is measured on one comb and not the
other, it is not counted. Because this represents a position
where the measurement of pairs is not aligned, the only
matches would be if two noise photons overlapped, or a
noise event in one comb happened to match a detected pair
photon. The time bins are matched for maximum cross-
correlation when the count is maximized. This method of
matching combs will be understood by those skilled in the
art as the equivalent of a binary cross correlation function for
vectors that consist of just 2 states, 1 and zero. For the
example shown in FIG. 2B, that occurs where the three
events line up. The maximum correlation occurs with the
position shown in comb 254 and comb 256. The value is
three matches. All other offset positions had fewer matches.
There are no contributions from noise photons in this
example. The number of calculations, or in this case, dif-
ferent relative comb positions that must be added, is equal
to the number of time bins of a particular measurement
comb. This is just an example, in some embodiments, combs
can be thousands, hundreds of thousands, millions, or bil-
lions or more bins long and the process is the same.

As described herein, time bins 202 of a time-base state
comb 200 may contain a variety of different kinds of state
measurement values, including one or more values per
photon (bin). For example, bins may contain markers that
indicate simply that a photon was detected (sometimes
referred to as an event), or they may include the actual
measured value of one or more states of that detected photon
(e.g., wavelength or polarization). If a measured value is
available, a correlation is only counted if the measured value
matches. This gives the correlation more specificity, and
more noise immunity. This method will be understood by
those skilled in the art as a variation on a cross correlation
function, where rather than multiplying values and sum-
ming, we are only counting perfect matches. For example, if
the states were 1, 2, 3, 4, 5 and two states matched with the
value of 3, rather than multiplying 3x3 then as adding 9 to
the total, this method would add 1 to the total.

It is possible to provide a closed-form assessment of the
noise limits in some embodiments of the combs of the
present teaching. For example, for a case of combs resulting
from detections of pairs of entangled photons, we can define:
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1) the P(Entangle Pair Generation)=P(EPG) as the probabil-
ity in a single time window an entangled source will give
birth to an entangled pair; 2) the P(Noise Detector 1)=P
(ND1) as the probability in a single time window a noise
photon will be detected at a first detector; and 3) the
Prob(Noise Detector 2)=Prob(ND2) as the probability in a
single time window a noise photon will be detected at a
second detector.
The cross correlation is represented by a function:

CR)=Z)—_."d1 (m)d2(m-k).

For this function, k=offset (that is, the amount the comb
is slid forward or backward in time), d1(m) is an array of
event values at the first detector, and d2(m-k) is an array of
offset (by k) event values at the second detector. The +/-
in this case is theoretical. In practical cases, you can stop
calculating C(k) when you have exhausted the event set.
Approaches for practical cross correlation and matching
systems and methods are described in more detail later.

A match is found when a maximum is located for C(k)
over all values of k. When the maximum is found, the combs
are correlated when offset by k. The elements that match
form a random set that is perfectly correlated with another
random set.

FIG. 3 illustrates an embodiment of a system 300 for
generating a shared measurement comb in time and polar-
ization for an entangled photon authentication and verifica-
tion system of the present teaching. A polarization entangled
source 302 produces entangled pairs that emerge from a pair
of ports 304, 306. The first port 304 is illustrated as
producing one of the pair of photons, and the second port
306 is illustrated as producing the other of the pair of
photons. In some embodiments, the source 302 generates a
photon at the first port 304 that is entangled in time and
polarization with a photon that emerges at the second port
302. Thus, when a photon that emerges from the first port
304 is measured to determine its polarization and time of
arrival, those two values will be correlated with the values
of' a measurement of polarization and time of arrival of the
paired, entangled, photon that emerges from the second port
306.

We denote here the two polarization states as H and V as
understood by those skilled in the art as being orthogonal
dimensions of polarization. While H is associated with a
horizontal dimension and V is associated with a vertical
dimension, these are arbitrary designations. Values of polar-
ization are random variables that emerge from the source
ports 304, 306. The measured values of the random variables
are perfectly correlated from pairs. In the case of polariza-
tion for many embodiments, measurement of a value H for
one photon in a pair produces a value V for the other
measured pair. However, the polarity of the correlation is
arbitrary, and depends upon particulars of a measurement
configuration. The key is that measured values can be
correlated to find a match. Two different polarizations, then
can represent a 1 and a 0, and therefore the set of measured
pair values can be represented as a binary number. If only the
polarization (or any two-state-dimension basis) is being used
to find a match, it is clear that more than one or even two of
the measured values are needed to establish the match.

It should be understood that a time of arrival of any given
photon at a detector is determined by a path length from the
source 302 to a detector and that this value of path length
may change over time, both intentionally and non-intention-
ally. It should also be understood that it is a time between
arrivals of photons from two different sets of entangled pairs
that is the entangled resource. That is, a time between two
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successive single photon counts at detectors that are mea-
suring two sets of pairs of time-entangled photons will
measure the same time between events that represent detec-
tion of a single photon. The actual time may be the same as
measured against a common clock, but is more likely to be
quite different. It is possible to account for this time of flight
difference using an external system that monitors and tracks
any offset and reports it to the receivers so that it can be
accounted for. Alternatively, the receivers themselves can
derive time of flight information and do local reconciliation.

In some specific embodiments that do not limit the scope
of'the invention, the entangled photon source 302 is a crystal
pumped by a laser that generates time and polarization
entangled photons via spontaneous parametric down con-
version. One of the entangled pairs emerges from port 304,
and the other emerges from port 306. The time of photon
generation is random; however, it is understood that the pairs
of photons are always generated at precisely the same time.
Also, the polarization of the photons is random. However,
the pairs of photons when measured, will always be corre-
lated but will have the same or the opposite polarization
depending on the specific crystal used and also the configu-
ration of the detector. The photons are routed over optical
paths 308, 310 to two receivers 312, 314. The optical paths
308, 310 can be free space paths or any kind of guided paths,
such as a fiber optic links or integrated optical waveguides.
It should be understood that the numerous applications of
the methods and apparatus of the present teaching will
require optical paths that are very short for use in, for
example, integrated components and/or mini-free-space
optical bench systems, relatively short for use in, for
example, a data or computing center, as well as relatively
long for use in, for example, applications requiring a long-
distance terrestrial, undersea link and/or satellite link. In
other words, depending on the application, the optical paths
308, 310 can be on order of microns to on order of many
thousands of kilometers.

The first receiver 312 includes a first single photon
detector 316 and a second single photon detector 318. The
detectors 316, 318 have inputs that are positioned in the
optical paths of the outputs of a polarization beam splitter
320. The polarization beam splitter 320 is oriented to pass
H-polarized photons to the input of the first detector 316 and
to pass V-polarized photons to the input of the second
detector 318. A polarization beam splitter 320 is shown for
embodiments where the second basis, other than time, is
polarization. More generally, an optical analyzer can be used
that directs photons having one state to the detector 316 and
photons with the second state to the second detector 318.
Thus, the receiver is able to distinguish quantum states of the
basis other than time based on which detector detects the
particular photon. The time basis is measured by the arrival
time of the particular photon at the particular detector 316,
318.

The second receiver 314 includes a first single photon
detector 322 and a second single photon detector 324. The
detectors 322, 324 have inputs that are positioned in the
optical paths of the outputs of a polarization beam splitter
326. The polarization beam splitter 326 is oriented to pass
H-polarized photons to the first detector 322 and to pass
V-polarized photons to the second detector 324. As with
receiver 312, this receiver can also be configured to measure
other two, and higher, dimensioned entangled photon but
using an analyzer that directs the photon to a detector 322,
324 based on the value of the state.

The two receivers 312, 314 are also connected via a
classical network 328. In various embodiments, the classical
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network 328 can be any of a variety of known networks. For
example, the networks can be fiber optic networks, wireless
networks, satellite networks, free space optical networks
and/or combinations of these networks. The network can
include one or more Bluetooth communication channels. A
key feature is that it is not necessary that the networks have
any particular performance characteristics, such as latency
guarantees, timing and/or synchronization requirements,
packet loss performance and other known network perfor-
mance metrics. Either of the two receivers 312, 314 could be
part of, for example, the device 104 or the other device 106
of FIG. 1, and the other of the two receivers 312, 314, could
be part of the other of the two device 104 or other device
106.

In many embodiments of the system of the present
teaching, the receivers 312, 314 have information on timing
of'every, or early every photon arrival. This information can
be derived through a combination of arrivals detected in the
detectors 316, 318 or detectors 322, 324 in a given receiver
312, 314, as well as can the polarization of each arrival. For
example, the detectors can be configured to generate an
electrical signal in response to receiving a single photon in
a first state of polarization at a particular time. This allows
the measurement of both the time of arrival and the polar-
ization state. Some or all of this information may be
included in the comb generated by the processor 330, 332
and shared. That is, the processors 330, 332 can process the
electrical signals from each detector, that include informa-
tion regarding arrival time of a photon and a polarization
state for each measured photon, in a way that uses some or
all of the measured state information as needed by a par-
ticular comb for a particular application. Combs may
include, for example, a list of times of arrival (timing comb)
and no polarization state information, and/or a comb may be
generated to include polarization values and time of arrival.
A sequential list of polarizations may also be generated
using the single photon events captured by the detectors 316,
318, 322, 324.

The system 300 of FIG. 3 can be used for applications that
share a random number that can be used for authentication
and verification. This shared random number is also secret,
in that only the two receivers 312, 314 have the shared value.
In this application, one of the pair of photons arrive at the D1
receiver 312. After passing through or being reflected by the
polarization beam splitter 320, they are detected by either
detector D1H 316 or detector D1V 318 based on their
polarization. The time of detection and the polarization are
recorded in a timing comb generated in processor 330 as
described herein. One of the pair photons arrive at the D2
receiver 314. D2’s polarization beam splitter 326 is oriented
for the same basis as D1’s beam splitter 320. When the one
of the pair of photons strike the polarization beam splitter,
they are routed to either detector D2H 322 or detector D2V
324 based on their polarization. The time of detection of and
the polarization are recorded in a second timing comb
generated in processor 332 as described herein.

Processor 330 in D1 receiver 312 shares its timing comb
over a classical channel provided by the classical network
328 with just a mark indicating windows where a detection
occurred and not the polarization measured for the photon
that is sampled at the mark. Processor 332 in D2 receiver
314 then slides its generated comb in time through the comb
generated by processor 330 and counts the number of
correlated detector hits. By sliding, we mean comparing the
two lists at each of a series of different time shifts between
the two lists. By comparing, we mean adding the number of
matches per relative time position of the shift. So together by
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sliding and comparing, we are referring to the ability to
generate a cross-correlation of the two lists. When the
number of correlated detector hits is maximized, processor
332 in receiver D2 314 uses its measured polarizations in
those bins as the correlated data which becomes the shared
secret.

Although it is not shown in FIG. 3, either or both of the
receivers 312, 314 can include quantum storage in front of
the analyzer, polarization device 326, that holds the
entangled photons for a set period of time and can be used
to manage the timing of the measurement of the entangled
state.

This process of sliding combs to generate a maximum
may be referred to herein as a quantum cross-correlation. By
sliding the combs in the processor 332 to achieve maximum
correlation, the time-of-flight from the entangled source to
each of the receivers is zeroed out and immaterial to the
outcome. It is understood by those skilled in the art that
either receiver 312, 314 can perform the process of sliding
combs to determine a maximum. As understood by those
skilled in the art, if a fixed path length offset is established
between the two nodes, then the time position, or relative
offset, determined by the finding of the maximum in the
auto-correlation tracks any changes in the relative path
length. Thus, the combs of the present teaching can be used
to determine relative positions, or relative changes in path
length from source 302 to receiver 312, 314 in the system
300. The processors 330, 332 use the polarization values of
the matching values found in the correlation as a shared
random number.

Referring back to FIG. 1, a portion of the shared random
number generated by the handheld device 104 is used as one
side of a verification code. A corresponding portion of the
shared random number generated by the authentication
terminal 106 is used as the other side of a verification code.
A portion of the shared random number is the verification
code used by the verification application. When the verifi-
cation codes are compared and match, a verification process
is complete, and the handheld device, or an application or
data in the handheld device associated with the verification
code, is then verified by the verification terminal. The
matching process finds the values that are the random
number, and in some embodiments a predetermined assign-
ment of which portion of the matched values determines the
start and stop of the portion of the random number that are
verification codes.

The particular configuration of the receivers 312, 314 that
include a polarizing directing element 320, 326 is just one
specific example. The receivers may be constructed more
generally so long as each detector generates an electrical
signal at an output in response to receiving a single photon
in a particular state of an entangled system’s possible states.

A method for determining quantum entangled state infor-
mation according to the present teaching includes generating
a plurality of first photons and generating a plurality of
second photons, wherein the first and the second photons
have entangled quantum states. The plurality of first and the
plurality of second photons are entangled in at least one
basis that can include polarization, wavelength, space, and/
or time. A first ordered list of events is generated in response
to measuring at least one of a first and second quantum state
of at least some of the plurality of first photons. A second
ordered list of events is generated in response to measuring
at least one of the first and second quantum state of at least
some of the plurality of second photons. In various methods,
the first and second ordered list of events can include an
ordered list of arrival times of single photons, differences

25

30

40

45

14

between arrival times of single photons, an ordered list of
polarization measurements, an ordered list of wavelengths,
or an ordered list of spatial position measurements.

The measuring at least one of the first and second quan-
tum state of at least some of the plurality of first photons can
be performed at a physically different location than the
measuring of at least one of the first and second quantum
state of at least some of the plurality of second photons. The
first and second ordered list of events are then compared to
identify entangled quantum state information from the
entangled quantum states.

A method for authentication and verification using
entangled photons according to the present teaching includes
measuring a first plurality of quantum states and generating
a first list comprising values related to the measured first
plurality of quantum states. A second plurality of quantum
states, where at least some of the second plurality of
quantum states are correlated with at least some of the first
plurality of quantum states is measured. A second list based
on the measured second plurality of quantum states is then
generated. The first and second lists can be lists of, for
example, arrival times, differences between arrival times,
time bins, polarizations, wavelengths, spatial positions and
any combination thereof. The generated first list and gener-
ated second list are compared to find related elements. The
comparing can include a correlation or one of numerous
types of pattern matching. The comparing can also include
sending at least part of one of the first and second list over
a network. This method can include generating timestamps
and adding the timestamps to at least one of the first and
second list. A shared secret is then generated in response to
at least two values of the related elements.

A method of determining quantum entanglement accord-
ing to the present teaching includes generating an electrical
signal in response to detecting a plurality of single photons.
The generated electrical signal is then processed to generate
a list representing a plurality of arrival times and polariza-
tions of detected single photons. Some of these methods also
include converting the list representing a plurality of arrival
times and polarizations of detected single photons into a list
comprising time bins. The processing the electrical signal to
generate the list representing the plurality of arrival times
and polarization of detected single photons comprises deter-
mining a time between detector hits for at least one polar-
ization state and recording the time as a number. The
generated list is then compared with a second list to deter-
mine at least one shared entangled quantum state. The
comparison can, for example, be a correlation, and/or find-
ing matches or some kind of relationship between the
generated list and the second list at different relative posi-
tions of elements in the generated list and the second list.
Once the matches are found, the polarization values asso-
ciated with each matched item in the generated list and
second list are used as a random number. The random
numbers in each node derived in this way are correlated, and
known only by the local nodes. As such, these random
numbers in each node can form a shared secret random
number.

Referring back to FIG. 1, a portion of the shared secret
random number generated by the handheld device 104 is
used as one side of a verification code. A corresponding
portion of the shared secret random number generated by the
authentication terminal 106 is used as the other side of a
verification code. A portion of the shared secret random
number is the verification code used by the verification
application. When the verification codes are compared and
match, a verification process is complete, and the handheld
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device, or an application or data in the handheld device
associated with the verification code, is then verified by the
verification terminal. The matching process finds the values
that are the shared secret random number, and in some
embodiments a predetermined assignment of which portion
of the matched values determines the start and stop of the
portion of the random number that are verification codes.

FIG. 4 illustrates generated combs 400 for an embodiment
of an authentication and verification application using
entangled photons of the present teaching. The combs 400
are generated with respect to a time axis 402, and the
alignment shown of the different combs 404, 406, 412 in the
figure is illustrates a relative position for each comb when
the autocorrelation has been maximized. This alignment is
more of a conceptual construct as it is determined after the
data has been collected and does not reflect any sort of
real-time operation. The time base 402 is illustrated to
represent a common time base for receivers in two different
locations to establish a common sequence of events with, for
example, offset times that can be quantified relative this
common time base 402. Alignment with respect to this time
base 402 is performed after the fact of measurement and
time base 402 can be arbitrary. In some embodiments,
time-base is a local clock in one or the other nodes.

Referring to both FIGS. 3 and 4, the comb 404 can be
generated by the first receiver 312 and the comb 406 can be
generated by the second receiver 314 and are illustrated with
particular measured values of polarization 408, 410 (Hor V)
in each time bin. As can be seen, photons were measured in
bins 1, 5, 10 and 14. Empty time bins have no measured
photons. A comb 412 is generated to be sent by the classical
channel by receiver D1 312. This comb only exposes the
time bins (1, 5, 10 and 14) that measured photons, not the
values of polarization. The sharing of this comb 412 with
receiver 314 and correlation processing in D2 receiver 314
with comb 410 reveals the values of the polarization that
represent the shared, secret, random number. This is just one
example of how pattern matching can be used to determine
the correlated quantum states, which can then be used to
share a secret that comprises a set of random values.

When available, combs can also contain information from
a local clock. In this example, a time comb includes a time
stamp from a local clock at the detector. The indication of
what time it is marking is arbitrarily chosen by the user, but
in this case, let’s say it’s pointing at the first bin. The time
stamp is the setting on the local clock at the detector when
first bin detected that photon. The time stamp is appended to
the comb 412. As described in more detail below, time
stamps can be used as follows: 1) to measure the relative
distance of two receivers from the source because the
difference in time stamp values is the difference in flight
time; 2) if the distance is known, a time stamp can be used
to synchronize the clocks at two different receivers; 3) if the
link is initially known to be clear of eavesdroppers, a change
in the difference between time stamps between two receivers
can be used to identify the eves dropper’s presence, as the
eves dropper adds latency.

Noise can cause detector counts in time bins that are from
unwanted sources such as ambient photons and thermal
detector noise. Measurement combs according to the present
teaching can help to filter out these noise events. FIG. 5
illustrates embodiments of generated combs 500 with noise
in an embodiment of an authentication and verification
application of the present teaching. Referring to both FIGS.
3 and 5, a comb 502 generated by the first receiver 312 and
a comb 504 generated by the second receiver 314 are
illustrated with particular measured values of polarization
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(H or V) in each time bin. As can be seen, photons were
measured in bins 1, 3, 5, 8, 10 and 14 in comb 502. Photon
were measured in bins 1, 4, 5, 10, 12 and 14 in comb 504.
Empty time bins have no measured photons. Noise photons
are illustrated in grey and are in bins 3, and 8 in comb 502.
Noise photons are in bins 4 and 12 in comb 504. A comb 506
is generated to be sent by the classical channel by receiver
D1 312. This comb only exposes the time bins (1, 3, 5, 8, 10
and 14) that indicate measured photons, not the values of
polarization. The sharing of this comb 506 with receiver 314
and correlation processing in D2 receiver 314 with comb
504 reveals the values of the polarization that represent the
shared, secret, random number. The only noise events that
will result in undetected errors, are noise events that occur
in the same time bin for both D1 and D2. If the probability
of'a noise event in a given time bin is X, and noise events in
the idler and signal paths are independent, then the prob-
ability of a simultaneous noise event is x**2. For example,
if noise events occur in 1/1000 of time bins, then the
undetected error probability is 1/1,000,000.

The combs illustrated in FIGS. 2A-B, 4 and 5 can be
referred to as time bin combs that include regularly spaced
bins that contain events when a measurement of that event
coincides with the particular bin time, or happens during a
time that falls in a particular bin. It is also possible to mark
events with timestamps. The scheme for marking events
does not change the basic idea of the combs and comb
matching, but it can have effects on how the matching
process is done and/or the resolution of the time aspects of
the state values. One feature of the authentication and
verification using entangled photons of the present teaching
is that the shared random numbers can be generated by either
using time bin combs or timestamps.

FIG. 6A illustrates state combs 600 with timestamps for
an embodiment of a system and method of authentication
and verification using entanglement of the present teaching.
This embodiment relies on event combs that comprises
events and a measured time between each event. For
example, an event could be a single photon arrival and the
time between arrivals can be provided in the comb. As
another example, an event can include determination of a
polarization state of an arrived photon and the comb presents
both a polarization state and a measured time between
arrivals.

Referring back also to FIG. 3, receiver 312 detects the
single photons from a port 304 of the source 302 and
generates electrical signals representing the time of arrival
and polarization of detected photons. The processor 330
converts these electrical signals into a comb 601 that is
illustrated with respect to local measurement time base 602.
This comb presents measured polarization states, H or V,
604, 608, and time between arrivals 606. In this example, the
first polarization state is H 604, a time elapses of 0.025
seconds 606, and then a second polarization state of V 608
is measured, followed by a time duration of 0.01 seconds to
a third detection, in this case a V, and so on. The processor
determines state and the time between detector hits that is
recorded a number. This is in contrast, for example, to the
combs 400 described in connection with FIG. 4, where
detections are connected to a bin number. Comb 601 can be
thought of as a continuous-time comb, or a time-stamp
comb, as compared, for example to time bin combs 400
illustrated in FIG. 4. The comb 601 can be simply repre-
sented as a message, for example, HO25V010V135H008
that is sent over the classical network 328 to the second
receiver 314. Or the comb does not include the polarization
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values, so that those values remain local, in which case the
message could be, for example, 025,010,135,008.

A feature of the present teaching is that by comparing
local current time stamp with the header, it has been deter-
mined that offsets in timing between the two receivers 312,
314 can be precisely tracked. Such information could be
used for numerous applications and systems can be config-
ured to achieve difficult or even otherwise impossible tasks.
For example, if differences in optical path delays between
receivers 312, 214 and source 302 are known or separately
tracked, sharing the comb 601 with timestamps can maintain
extremely precise or even near or essentially perfect syn-
chronization of the local clocks in the receivers 312, 314.
Since for example, SPDC systems generate entangled pho-
tons at exactly the same instance in time, wherein the
synchronization accuracy of such a system is only limited by
the precision of the detectors. In some systems, the precision
will essentially depend only the accurate of the relative
positions, which can be determined with a high level of
precision with interferometric techniques. In some particular
methods according to the present teaching, regardless of the
known offset in transit time, the second receiver 314 adjusts
the local clock by finding the difference between the time-
stamps, taking account of time-of-flight offset, and adjusting
the local clock based on the remaining difference that
represents a synchronization error.

As another example, if precise free running clocks are
available in the receivers 312, 314, sharing the comb 601
with timestamps can be used to determine optical path
differences between the nodes 312, 314 and/or source 302.
The differences can be intentional differences that might be
part of a signaling scheme. The difference can be uninten-
tional differences, that might be used to correct or control
other timing-based processing that is ongoing within and
amongst the receivers 312, 314. The local clock adjustment
and/or optical path difference determinations can be
included as part of the authentication and verification sys-
tem. In some embodiments, some of the measured state
values are applied to the adjusting and/or path difference
determinations and others of the measured state values are
applied to the verification code.

FIG. 6B illustrates the embodiment of state combs 630 for
the system and method of authentication and verification
using entanglement with noise of the present teaching. The
event measurements along time axis 632 include a pair
photon H 636, then a noise, or errant, measurement V 634
0.025 seconds later, then a pair photon V 640 0.10 seconds
later, and so on. The other pair measurement system receives
in comb 642 a pair H 644, then a pair photon V 646 0.035
seconds later, and so on. The first pair comb may be
represented HO25V010V135H008V. The second pair comb
may be represented HO35V135HO008V.

It is possible to correlate these combs to find matching
state values that result from measurements of entangled
photons in various ways. For example, FIG. 6C illustrates an
embodiment of correlating state combs of FIG. 6B. The
combs 634, 642 may be converted into tiny time bins where
the size of the bin is related to the accuracy of the clock
measuring inter-tick arrivals. Thus comb 634 is represented
as time diagram 652. Comb 642 is represented as time
diagram 654. Then, the correlation is equivalent to the time
bin method, with likely small (narrower window) time bins.
The matched position in the example time diagrams 652, 6
FIG. 6C illustrates an embodiment of correlating state
combs of FIG. 6B 54 yields a correlated value of four. In this
case, only a few alignments with the single noise photon
have a summed value of one.
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Other matching methods can also be applied. The birth
times of entangled photons are absolutely simultaneous, thus
T1, T2, . . . Ti are very precisely defined. If an exact time
interval match is found when comparing combs, and the
local clock is very precise (ticks are short in duration), then
it is likely that a single match of inter-photon arrival times
defines the entire ensemble. If the first position doesn’t
work, a second random position or a third will likely yield
a match. As the accuracy of your clock improves, the
probability of a match of the ensemble, given a match of a
single interval, improves as well. In general, it is possible to
step through time values added to all events in one comb and
compare the two combs at each of these values, most of
which will not yield many matches until a value is found that
has a large number of matching time stamps.

Numerous data processing algorithms can be used to
process measured data to compensate for noise. Noise can be
defined for some applications as the probability of an
erroneous non-entangled photon detection. When determin-
ing a match based on a single interval, it is important to
define the measurement interval for the appropriate level of
noise. For example, if a noise photon (such as the errant V
measurement described in connection with FIG. 6B) is
measured between the reception of two entangled photons,
it should be ignored when processing the data. When time
matching, the algorithm employed can, for example, add
together adjacent intervals when single interval matches are
not seen (for example, the T1+T2 described in connection
with FIG. 6C).

One feature of the present teaching is that the combs can
be processed using a variety of methods to find matches
between combs. As described herein, for example, a cross-
correlation of time-binned data produces a peak at a match
position, and the elements of either comb that occupy that
match position are nominally all correlated states. The
regular time bins provide a basis for the time comparison
between the data in the two combs. For example, time bins
provide the basis for k in the equation C(k) described earlier.

One feature of the present teaching is that certain infor-
mation about timing at different nodes and/or different
detectors that are sharing combs can be used to improve the
efficiency of the matching process and/or algorithm. For
example, having knowledge of an absolute time at D1 and
D2 (that is, detector(s), D1 that receive one of a pair of
entangled photons and D2 that receive the other one of the
pair) can reduce the range over which two vectors need to
look for a match. Various known methods and systems can
be used to provide this absolute time information. For
example, GPS can provide accurate absolute time at mul-
tiple locations with an accuracy on the order of forty
nanoseconds. Various classical network clock synchroniza-
tion schemes, for example, Building Integrated Timing
Supply (BITS), where timing information is sent along a
standard telecommunication connection, can also be used to
obtain absolute time. Using an internet connection, for
example, Network Time Protocol (NTP) is generally accu-
rate to about 0.01 seconds. Other customized options can
also be used. For example, a one nanosecond accuracy
scheme known as White Rabbit is used in some time-
sensitive physics infrastructure. A physical “wire” or other
connection with known or trackable latency between D1 and
D2 can be used. A common clock can be used at D1 and D2.

For separated nodes, having some knowledge about the
relative time of flight to D1 and D2 from the pair-generation
point can be useful. If the locations are fixed, location offset
can be normalized out to zero. If the locations are moving,
a location offset can be set to maximum movement allowed
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in the system. For example, a ranging system (RADAR) that
detects within 20 miles, would have a maximum ten milli-
second offset. It is possible to use delta encoding for this
time of flight. For example, if an object is moving, it doesn’t
displace from location X1 to location X2 instantly, it has a
velocity, so time between measurements can be accordingly
constrained by velocity of the object.

In some embodiments, timestamps can be converted into
time-binned vectors and then cross-correlated to find the
match offset. In some embodiments, the binned timestamps
result in a very large and/or very sparse vector if the stamp
time resolution is very high. As such, in some embodiments,
steps are taken to reduce the number of bits in the time
stamp. For example, a 64-bit time stamp, at 125-ps resolu-
tion, has 8 billion ticks per second. Sixty-four bits can count
to 18719 units, equivalent to seventy-four years. Thirty-two
bits can count to 4 billion ticks, so looking at a second of
timestamp data requires about thirty-three bits, while look-
ing at 10 seconds of data requires about thirty-seven bits. As
such, the timestamp needs less precision based on the
knowledge about clocks and time-of-flight between detec-
tors sharing combs.

In some embodiments, the precision of the timestamp is
chosen to reduce a processing time (e.g. comb vector length)
while maintaining a sufficient time resolution to find
entangled correlations within a given background singles
level. For example, for an entanglement generation rate of
about ten pairs per second, a timestamp resolution of 125
picoseconds allows detection of entangled pairs with a low
(<1%) error rate in a background of between 50K-100K
counts per second. A timestamp resolution of one nanosec-
ond allows detection of entangled pairs with a low (<1%)
error rate in a background of between SK-20K counts per
second. A timestamp resolution of sixteen nanoseconds
allows detection of entangled pairs with a low (<1%) error
rate in a background of between 1K-4K counts per second.
So, moving from 125 picosecond resolution timestamps to 1
ns resolution timestamps can take one to two off the above
precision requirements. These optimizations can serve to
reduce implementation costs depending on specific system
requirements.

One feature of the present teaching is that algorithmic
methods can be used for finding matches. Rather than
translating time stamps into large sparse vectors of 0 and 1’s
(time-binning), it is possible to work directly with the time
stamps. Various known methods can be used. For example,
the simple brute force comparison search method can be
used to look for matches. Additionally, a divide and conquer
method that uses a progressive search, starting in the middle
of the data series being compared and working by dividing
by two each time can be used. This approach can reduce
searches to on the order of n steps rather than an order of 2"n
steps.

One feature of the specialized hardware can be used to
improve the speed and efficiency of methods and systems of
finding matches. For example, some embodiments, rather
than a traditional Turing-machine search, utilize Content
Addressable Memory (CAM) can be used. Some embodi-
ments utilize specialized hardware that increments all
stamps in a comb by one tick all at once and compares a
large number of stamps to count matches in one cycle can be
used. Some embodiments utilize state machines that are
built using application specific circuits (ASICs). Some
embodiments rely on known graphics and Al chips that
include multiple processors to do functions that are equiva-
lent to the batch increment and matching. For example,
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NVIDIA chips can be used that take advantage of the natural
parallelism of the add and compare aspects of the compu-
tation.

One feature of the authentication and verification method
and system of present teaching is that it can be extended to
include a trusted authority. FIG. 7 illustrates an embodiment
of an authentication and verification system and method
using entangled photons with a trusted authority of the
present teaching. A trusted authority 702 includes a secure
repository 704. An entangled source 706 produces pairs of
photons, with one of the pair transported to a device 708 and
the other of the pair transported to another device 710. These
devices 708, 710 are similar to the devices 104, 106
described in connection with FIG. 1. The device 708 can be
a handheld device or other personal device. And the other
device 710 can be an authentication terminal or other point
of sale device. The devices 708, 710 are connected by a
classical channel 712 that could be a Bluetooth channel. The
secure repository 704 is connected to a classical network
714 that connects remote locations. The secure repository
704 can be physically a part of the device 710. A remote
authenticator 716 includes an entangled source 718. The
entangled source 718 produces pairs of photons, with one of
the pair transported to a device 708 and the other of the pair
transported to another device 720. The device 708 and the
other device 720 are connected by a classical channel 722
that could be a Bluetooth channel. The other device 720 in
the remote authenticator 716 is connected to the classical
network 714. The device 708 is connected to the classical
network 714.

The authentication with trusted authority system 700 can
work in multiple different ways, two of which will be
described further. First, the party being authenticated can be
assured that the authentication authority is the legitimate
from a cold start as follows. A user with a device 708 goes
to the trusted authority 702. The trusted authority 702 could
reside in a bank or an ATM or other location. The trusted
authority 702 identifies the user by some means. For
example, they know the user, user biometrics, license,
passport, bank account numbers, mother’s maiden name or
other means. The trusted authority 702 shares a random
number via quantum means as discussed herein by connect-
ing to the source 706. The random number is shared by the
device 708 and the other device 710 and a portion of this
random number is a verification code that is shared. The
device 710 puts the code in a secure repository 704 with the
identification information of the user. Only the user’s device
708 and the authority’s repository 704 know the verification
code. In some embodiments, even the personnel at the
trusted authority don’t need to know the verification code.

When the user wants to be identified, they go to a remote
authenticator 716 and get a verification code that is created
there by them connecting their device 708 (which for this
use case is the same device 708 used in the trusted authority
702). In some embodiments the verification code, or part of
the verification code, is used as a crypto key to encrypt
information transfer at the remote authenticator 716. The
user’s device 708 then sends N-bits of the shared secret
random number from the verification code generated on the
earlier encounter with the trusted authority 702 over the
classical network 714. This shared secret random number
from the verification code is sent over the classic network
714, because it has no meaning to any observer than trusted
authority 702. The trusted authority looks for a match with
shared secret random number from the verification code in
the secure repository 704. If there is a match, it must be the
user, and a YES is sent to the device 720 at the remote
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authenticator 716. This, then, serves to authenticate the user
in the system 700. As indicated herein, a user can be, for
example, an individual, a sensor, a computing device, a
robot, a machine, a drone and numerous other persons or
devices that have an identity and/or a role in a system.

In some embodiments, the trusted authority 702 now
sends to the user the next N-bits of the shared secret shared
secret random number from the verification code via the
classical network 714. Note that only trusted authority 702
and end user device 708 knows these bits. So, when the user
receives the bits they know it must be from the trusted
authority with which the initial encounter occurred.

In some embodiments, it is possible that in the remote
authenticator 716 classical exchanges between the device
708 and other device 720 also perform additional sharing of
combs to find error free bits. In some embodiments, it can be
even more secure to send the noise bits too, and do the
cross-correlation, or matching process, post-facto, at the
authentication event in the remote authenticator 716. This
way the transaction looks even more non-sensical, like
noise, to an observer. The voracity of the trusted authority
702 depends on the handheld device 708 data and repository
data 708 being kept secure by the user and trusted authority
702.

Referring to both FIGS. 1 and 7, in some embodiments,
the device 106, 720 is a point-of-sale terminal. In some
embodiments, the verification code is used to mark a pur-
chase. In some embodiments, the verification code is used as
a crypto key and verification of a credit card number in a
point of sale transaction. In some embodiments, the verifi-
cation code is used to provide access, and the authentication
terminal 106, 720 is used to grant access. These are just
examples of uses for the verification method using entangled
photons of the present teaching.

One feature of the authentication and verification system
and method using entangled photons of the present teaching
is that it supports travelling, or mobile, use of quantum
secret information. This is at least in part because the shared
random number derived from measurements of entangled
photons can be used in multiple ways. For example, some or
all of the random number can be used as a nonce. The word
nonce is a contraction for number used once. Nonces are
single-use random or pseudo random numbers used by
protocols for authentication and other purposes. Nonces
allow users to take some of the shared random number
created in one location to a second location. The single use
of the shared nonce provides verification that the user was at
the location where the nonce was generated. As a single use
random number, the nonce cannot be recreated by a nefari-
ous third party. So, as long as the user maintains control of
the device (e.g. away from a nefarious user) and does not
expose the nonce until its single use, that single use can be
used to verify the identity of the user and connection to the
location with the shared nonce. The mobile use can be
implemented in numerous configurations as desired for
different applications. Some examples are described further
below.

FIG. 8A illustrates an embodiment of an authentication
and verification system and method 800 using entangled
photons in a linear, or chain, configuration. Multiple loca-
tions 802, 804, 806 are connected, for example using a
communication network 808 that interconnects the locations
802, 804, 806. A user 810 can travel to different locations
802, 804, 806, and receive shared random numbers from
these locations 802, 804, 806. The shared random numbers
can be used as described herein for authentication and
verification, as verification codes and/or as encryption keys
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and for other purposes. In some embodiments, such as that
shown in system and method 800, the user 810 can travel
between locations 802, 804, 806 in a linear, or chained,
configuration. At a first location, location1 802, the user 810
uses part of the shared random number as a nonce, referred
to as noncel. The shared random number is provided to
locationl 802 and the user over a quantum channel.

The user 810 then travels to a second location, location2
804. Location2 804 uses noncel to authenticate the user 810
by sharing noncel with locationl, and receiving back from
location] indication that noncel is associated with the user
810. Sharing between locationl and location2 is over the
classical communication network 808. Location2 804 shares
a secret random number with user 808 and part of that shared
random number is used as nonce2 by the user 810. The
nonce can be shared with the location using and encrypted
exchange between the user 810 and location2 804, and the
encryption can use part of the shared secret random number
as the cryptographic key.

The user 810 then travels to a third location, location3
806. Location3 806 uses nonce? to authenticate the user 810
by sharing nonce2 with location2 804, and receiving back
from location2 804 indication that nonce?2 is associated with
the user 810. Location3 806 can also be informed of the
chain of authentication from locationl 802 via location2
804, which has previously authenticated with locationl 802.
The chain can continue in a similar manner as the user 810
moves to additional locations (not shown).

FIG. 8B illustrates an embodiment of an authentication
and verification system and method 850 using entangled
photons in a tree, or centralized, configuration. A central or
root location, location] 852 is used as a centralized authen-
tication location. Two additional locations, location2 854
and location3 856 each connect to locationl 852 using a
communication network 858. Note that this connection
configuration does not preclude communication between
location2 and location3, but communication is not needed
for both locations 854, 856 to authenticate a user 860. The
user 860 starts at locationl 852 and generates a shared
random number via a quantum channel and uses at least
some of it to produce multiple nonces shared with location],
e.g. noncela and noncelb. The user 860 can travel to the
other locations 854, 856, and receive shared random num-
bers from these locations 854, 856. The shared random
numbers can be used as described herein for authentication
and verification, as verification codes and/or as encryption
keys and/or to authenticate a user and/or to authenticate a
credential and/or for other purposes.

In some embodiments, such as that shown in the central-
ized system and method 850 configuration, once leaving
locationl, the user 850 can travel to a second location,
location2 854. Location2 854 uses a nonce provided by the
user 860, e.g. noncela, to authenticate the user 860 by
sharing noncela with locationl 852, and receiving back
from locationl 852 indication that noncela is associated
with the user 860. Sharing between locationl 852 and
location2 854 is over the classical communication network
858. While nonces can be shared between user 860 and
location2 854, there is no need to do so in order for the user
860 to be authenticated at another location. For example, the
user 860 can travel to a third location, location3 856.
Location3 856 uses noncelb to authenticate the user 860 by
sharing noncelb with locationl 852, and receiving back
from locationl 852 indication that noncelb is associated
with the user 860. The user 860 can continue traveling to
other locations (not shown) in any order and those locations
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can use other nonces shared between user 860 and locationl
852 to authenticate the user 860 at the other locations.

FIG. 9A illustrates an embodiment of a first step 900 in a
sequence of steps of an authentication and verification
system and method using entangled photons in a linear, or
chain, configuration. In this embodiment, a user 902 brings
a credential 904 for authentication. A credential can be
something that it is desirable to keep secret or private. For
example, a credential could be one or more of: 1) a credit
card; 2) a credit card, with name, date, code on back; 3) a
passport number; 4) a passport with number, picture, issue
date, address, etc.; 5) a license number; 6) a license with
number, picture, date, address, state of issue, etc.; 7)
employee identification number; and/or 8) numerous iden-
tification items such as product serial numbers for, e.g.
devices, animals, and/or goods and services). The credential
can be a digital representation of these things.

The user 902 arrives at locationl 906. The user 902 and
locationl 906 share a secret 908 using combs as described
herein. The secret 908 is divided into cryptol 910 and
noncel 912. Cryptol is a first cryptographic key, also
referred to as a crypto key, that can be used to encrypt data
that is sent to locations that also have cryptol. In general,
herein “cryptox” refers to a crypto key indexed to x. The
user 902 uses cryptol 910 to send the credential 904 to
locationl. Locationl 906 uses cryptol 910 to tell the user
902 it is at locationl 906. Locationl 906 keeps locationl
table 914 with credential 904, cryptol 910 and noncel 912.
User 902 keeps user table 916 that associates locationl with
credential 904, cryptol 910 and noncel 912.

FIG. 9B illustrates an embodiment of a next step 930 in
a sequence of steps of an authentication and verification
system and method of FIG. 9A. The user 902 moves from
locationl 906 to location2 932, keeping in memory the
values of locationl, cryptol 910, noncel 912. The user 902
and location2 932 share a quantum secret 934. The secret
934 is divided into crypto2 936 and nonce2 938. The user
902 uses crypto2 936 to encrypt and send the credential 904
to location2 932. The user uses crypto2 936 to encrypt and
send locationl, noncel 912 and cryptol 910 to location2
932. Thus, location2 has table 940 containing a local cre-
dential 935 (that is the same as credential 904), crypto2 936
and nonce2 938. Location2 932 also has cryptol 910,
allowing it to decrypt messages from locationl that are
encrypted with cryptol. Location2 932 sends 942 noncel
912 to locationl in cleartext. Locationl 906 sends 944 the
credential 904 encrypted with cryptol to location2. Loca-
tion2 932 matches the credential 935 that it has locally in
table 940 with the decrypted credential sent from locationl
906. This step 930 serves to verify the credential 904, and
authenticate the user 902 at location2 932. This can also be
referred to as certifying the credential of the user.

FIG. 9C illustrates an embodiment of a next step 950 in
a sequence of steps of an authentication and verification
system and method of FIGS. 9A and 9B. The user 902 now
arrives at location3 952. The user 902 has in memory a new
table 954 that has now been extended from table 916 to
include all previous locations, nonces and cryptos. The user
902 and location3 952 share a quantum secret 956 using
combs as described herein. The secret 956 is divided into
crypto3 958 and nonce3 960. User uses crypto3 958 to send
the credential 904 to location3 952. The user 902 uses
crypto3 958 to send location2 and nonce2 to location3 952.
Location3 952 sends 960 nonce2 to location2. Location2
sends 962 the credential from table 940 encrypted in crypto2
to location3. The authenticates the user 902 as someone who
has visited location2 932. Location3 952 decrypts the cre-
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dential send from location2 932 and matches the local
credential provided by the user 902 to the credential pro-
vided by the user 902. This verifies the credential provided
by the user 902 to location3 952. Location3 will keep in
table 964 the credential, nonce3 and crypto3, for future
authentication of user 902 and future verification of the
user’s credential.

FIG. 10 illustrates an embodiment of a timing diagram
1000 of steps of an authentication and verification system
and method using entangled photons in a linear, or chain,
configuration. This could be, for example a configuration
similar to that described in connection with FIG. 8A and/or
FIGS. 9A-C. A user uses a device, for example a cell phone
or handheld device, to request credential certification at a
location. The location has processing equipment, for
example a point-of-sale device, a computer, identity pro-
cessing equipment, or other processing device. The user and
location are equipped to engage in wireless exchanges of
information that are classical. The user and location are
equipped to receive and process entangled photons at the
location. The credential could be, for example a license or a
credit card, or numerous other credentials. The location
could be, for example a division of motor vehicles location,
a bank location, an employment location or a passport
processing location, or numerous other locations that can
provide credentials, and particularly credentials that are used
multiple times by a system or user. These are just examples.
Numerous kinds of authentication and verification systems
and applications can benefit from the method and system
described herein.

Referring to FIG. 10, the user engages in an authentica-
tion and verification method by arriving at a location that
provides certification of a credential and requesting creden-
tial certification. This step is performed, for example, by a
wireless exchange between a user device and a location
device. The location initiates the exchange of a shared secret
between the user and the location, requesting an entangled
source generator to provide entangled quantum states (e.g.
entangled photon pairs) to the two devices. Each device
measures and processes the quantum states provides by the
generator. The quantum states can be photons hyper-en-
tangled in polarization and emitted at random correlated
times, and the two devices generate a shared random number
based on the measured polarization states. Entangled states
are determined at each device by sharing and processing
time-based combs to determine which measured polariza-
tion states are entangled. This is just an example of sharing
a secret using combs.

The shared secret is divided by an agreed to division into
a crypto, that is a shared random number used as a key of any
desired length, and a nonce. The nonce is also a shared
random number and is intended to be used only once. For
clarity of description we refer to the crypto and nonce
generated at locationl as crytpol and noncel. The shared
random number can be split into numerous cryptos and
nonces at any given location, as desired. The user encrypts
the credential using cryptol and sends to locationl device,
and locationl saves the credential and the noncel. The
locationl can verify the credential by some means. As just
one example, location] can check a birth certificate of a user,
so verifying and identity and attaching that identity to the
credential, e.g. a driver’s license. The user saves noncel and
cryptol (which may also be referred to as key1) for later use.

The user then moves to a new location, location2, which
is similarly configured with a device for authentication and
verification as locationl. However, location2 may not have
all the same features of locationl, as location2 can be a
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simpler system that just checks credentials, and does not
necessarily perform additional checks on the user. That is,
location2 may just authorize and transact with the user,
location2 may authorize, transact and vouch for the user as
having been at location2 (as in the embodiment illustrated in
FIG. 10), or location2 may provide the same or additional
checks on the user and/or credential as locationl, as is
desired by the application or system practicing the method
and system of the present teaching. This can be referred to
as the location2 certifying the credential provided by the
user.

In the embodiment illustrated in FIG. 10, the user requests
a transaction at location2. Location? initiates the exchange
of a shared secret between the user and location2, requesting
an entangled source generator to provide entangled quantum
states (e.g. entangled photon pairs) to the two devices. The
entangled generator for location2 can be the same as the
generator used for locationl, or it can be a different gen-
erator. Each device measures and processes the quantum
states provides by the generator and produces a shared secret
that is divided into a crypto2 and nonce2. The user encrypts
the credential, cryptol and noncel and sends them to
location2. Information is also exchanged with the identity of
locationl, which can be done in open or in plaintext. For
example, the exchange can be a wireless communication
between the user device and location2 device. Location2
decrypts the received cryptol, noncel and credential.

Location2 queries locationl (e.g. using any known net-
work communication, such as the internet), and can send
noncel in plaintext. Locationl receives the query and per-
forms a match operation on noncel. The locationl finds
matched noncel is associated with the credential and
cryptol, and the locationl sends the credential encrypted
using crytpol back to location2. Location2 decrypts the
received communication from locationl to uncover the
credential. Location2 can check that the received credential
is a match to the credential provided locally by the user.
Location2 can proceed with the transaction based on a
match. The transaction can be, for example, a purchase, a
building entry, entry across a border, exchange of sensor
information, or numerous other transactions. The transaction
can use crypto2 to encrypt private information exchanged
during the transaction. The transaction can use other parts of
the shared secret to complete the transaction. In some
embodiments, the user stores crypto2 and nonce2 for future
use. In some embodiments, location2 stores any or all of the
credential, crypto2 and nonce2 for future use.

The user than moves to a location3. The user requests a
transaction at location3. Location3 initiates the exchange of
a shared secret between the user and location3, requesting an
entangled source generator to provide entangled quantum
states (e.g. entangled photon pairs) to the two devices. The
entangled generator for location3 can be shared with one or
more other locations or it can be a separate generator. The
user device and device in location3 measure and process the
quantum states provides by the generator and produces a
shared secret that is divided into at least a crypto3 and
nonce3. The user encrypts, using crypto3, the credential,
crypto2 and nonce2 that it has stored and sends them to
location3. Information is also exchanged with the identity of
location2, which can be done in open or in plaintext.
Location3 decrypts the received crypto2, nonce2, and cre-
dential.

Location3 queries location2, sending nonce?2 in plaintext.
Location2 receives the query and performs a match opera-
tion on noncel. The location2 finds matched nonce2 is
associated with the credential and crypto2, and location2
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sends the credential encrypted using crytpo2 back to loca-
tion3. Location3 decrypts the received communication from
location2 to uncover the credential. Location3 can check
that the received credential is a match to the credential
provided locally by the user, thereby certifying the creden-
tial. Location3 can proceed with the transaction with the user
based on a match. Various aspects of the transaction can be
encrypted using crypto3. Various aspects of the transaction
can use parts of the shared secret random number to execute
the transaction. In some embodiments, the user stores
crypto3 and nonce3 for future use. In some embodiments,
location3 stores any or all of the credential, crypto3 and
nonce3 for future use.

FIG. 11A illustrates an embodiment of pairwise location
certification system 1100 for an authentication and verifica-
tion system and method using entangled photons. A quantum
source 1102 generates pairs of entangled quantum states. For
example, the quantum source 1102 can produce pairs of
hyperentangled photons. One photon of the pair is emitted at
one port, and the other photon of the pair from a second port.
The entangled photons are distributed using distribution
elements 1108, 1110 to multiple locations 1112, 1114, 1116,
1118. The locations are connected using a classical commu-
nication network 1120. The distribution elements 1108, 1110
are configured to distribute the pairs of photons such that
particular pairs of locations receive sets of photons that are
entangled. For example, the distribution elements 1108,
1100 can include switches that direct the photons to different
outputs that are optically coupled to particular locations and
the switches are configured to ensure that particular pairs of
locations receive sets of photons that are entangled. The
source 1102 could be, for example positions in one or more
satellites and photons are distributed in free space channels
to ground stations that could be antennas at each location.
The source 1112 could be a terrestrial source that distributes
photons in optical fiber and/or free space to the locations
1112, 1114, 1116, 1118.

The locations 1112, 1114, 1116, 1118 generate pairwise
shared secrets by measuring entangled quantum states, that
can be identified by sharing combs in one entangled dimen-
sion and using the other dimension as a shared random
number. By comparing numbers and determining a match,
these locations become pairwise certified, providing a mea-
sure of added security that locations are a valid part of the
authentication and verification system. This allows, for
example, more assurance that a response to a query for the
verification of a credential using a nonce between two
locations is valid and has not been faked by a nefarious third

FIG. 11B illustrates an embodiment of centralized loca-
tion certification system 1150 for an authentication and
verification system and method using entangled photons. A
quantum source 1152 generates pairs of entangled quantum
states. For example, the quantum source 1152 can produce
pairs of hyperentangled photons. One photon of the pair is
emitted at one port 1154, and the other photon of the pair
from a second port 1156. One of the pairs from the pairs of
entangled photons are distributed using a distribution ele-
ment 1158 to multiple locations 1160, 1162, 1164, 1168. The
other of the pairs (from port 1156) from the pairs of
entangled photons is provided to a trusted authority location
1170. The locations 1160, 1162, 1164, 1168, 1170 are
connected using a classical communication network 1172.
The distribution element 1158 is configured to distribute the
one of the pair to locations 1160, 1162, 1164, 1168 such that
each locations receives a set of photons that are entangled
with a known partition of sets of photons sent to the trusted
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authority 1170. For example, the distribution element 1158,
can include one or more switches that direct the photons to
different outputs that are optically coupled to particular
locations 1160, 1162, 1164, 1168 and configured to ensure
that the locations receive sets of photons that are entangled
with known sets of photons at the trusted authority 1170. For
example, the source 1152 could be located in space or on the
ground and the photons can be transmitted over free space
and/or optical fiber.

The locations 1160, 1162, 1164, 1168 generate shared
secrets with the trusted authority by measuring entangled
quantum states that are identified by sharing combs between
a location 1160, 1162, 1164, 1168 and the trusted authority
1170 that use one entangled basis. The other measured
entangled forms the shared random number. By comparing
the generated shared random numbers with the trusted
authority and determining a match, these locations become
certified, providing a measure of added security that loca-
tions are a valid part of the authentication and verification
system. This allows, for example, more assurance that a
response to a query for the verification of a credential using
a nonce between two locations is valid and has not been
interfered with by a nefarious third party.

One feature of the present teaching is that is helps to
prevent someone pretending to be a different user than they
are (i.e. a masquerade attack). A nefarious user, if they want
to masquerade as someone else would have to know the
nonce from the visit to other locations, at least one of which
is a trusted authority. The nefarious user would also need to
know that nonce’s pairing with a particular credential. This
is prevented as long as the legitimate user maintains control
over the device used in the transactions. A nefarious user
cannot learn these things by snooping classical communi-
cations, and is also prevented from sharing in the quantum
exchange by quantum principles.

One feature of the present teaching is that when over the
air local exchanges are made, parts of the shared random
number can be used as encryption keys to encrypt parts of
the exchange that need to be kept private. One feature of the
present teaching is that when a next location asks a previous
location if a user was there, they can do this by sending a
nonce in plaintext over a classical network. A nonce is
nonsense to any observer that did not participate in the
quantum comb exchange. That is, parties that did not
receive, measure and process entangled quantum states so as
to hold a quantum shared secret. As quantum entanglement
is carried by single photons and shared, for these examples,
but only two photons, this quantum sharing is highly limited,
and as such highly secure.

One feature of the present teaching is that the exchanges
are designed to prevent a third party from pairing a nonce
with a user. For example, the response from a queried
location, which includes a user credential, if sent in plain-
text, would allow a third party to pair a nonce with a
credential. That is why the system and method encrypts this
exchange using the queried location’s crypto key from the
user’s previous visit.

One feature of the present teaching is it prevents a fake
location from participating in the authentication and verifi-
cation. To certify locations, the system shares quantum
secrets at each location either with a trusted authority and/or
pairwise with other locations. In each interaction with a
location, a certificate generated from these photons would be
included in the packet. That certificate could be sent to the
trusted authority for verification. The verification and/or
certification is optional. One feature of the present teaching
is the recognition that trust can be thought of as a directed
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graph which points back to something trusted. The some-
thing trusted could be considered, for example, locationl in
the examples provided in connection with the description of
FIGS. 8A-B, 9A-C and 10.

It should be understood that one feature of the present
teaching is that a property of the credential can change over
time. For example, in some embodiments, a property of a
credential can be changed based on a transaction at a
location. The property can be a value. For example, in some
embodiments, the credential can have an initial value from
a first location, and that value can be changed at each
subsequent location. The value can go up or down. The
credential with the new value is associated with the nonce in
the location where the new value was generated. This feature
supports for example, tracking of values that change during
transactions and/or values of balances. These values can be
associated with a debit card and/or gift card and/or other
digital currency that change over a sequence of interactions
(e.g. financial or other transactions) with different locations.
These interactions and changes in value can be verified and
tracked using the method and system of the present teaching.

One feature of the present teaching is that it can be use as
part of or in augmentation to a block chain system. Block
chains have a number of attributes that are common with the
present teaching. For example, in block chain there is a chain
of connected data blocks. In some embodiments of the
present teaching, data blocks consist of where the user has
been. For example, in block chain there is a nonce that is
generated randomly for each block. Nonces of the present
teaching are generated in a truly random sense by quantum
means between the user and each location visited. There is
a hash wedded to the nonce in a block chain. The hash
connects the last block to the next block and is computa-
tionally difficult to fake. In contrast, some embodiments of
the present teaching, rather than a hash, use a crypto key
generated and shared by quantum means to securely check
the integrity of the chain (the last place the user was). Thus,
the chains of the present teaching are not protected by
computational complexity, they are protected by quantum
means. As another example, in block chain, inverting the
hash is computationally difficult, and to decode the entire
chain and so it is necessary to invert n hashes where n is the
number of blocks, thus making it difficult to break. In
contrast, embodiments of the present teaching rely on know-
ing the quantum shared secret which make it difficult to go
back even one block in the chain without the shared quantum
secret. If any step in the chain is broken, the last block will
return a negative.

Thus, one aspect of the present teaching is a method of
certifying a credential that includes generating a first shared
secret random number by measuring one of a first pair of
entangled photons using a first device and by measuring
another of the first pair of entangled photons using a second
device. The first device can be a cell phone and can be used
to store an electronic credential such as a passport, a driver’s
or other type of license, a credit card, or a product serial
number or identifier. In some methods, the first device can
be a user device and the second device can be a Point of
Service (POS) device.

In various embodiments, the entangled photons can origi-
nate from a satellite. Also, the entangled photons can be
directed to pairs of locations or to locations and a trusted
authority. In various embodiments, the credential can be a
digital representation of a credit card, a digital representation
of a passport, a digital representation of an employment
identification, or a digital representation of a product serial
number.
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In one embodiment, the generating the first shared secret
random number by measuring one of the first pair of
entangled photons using the first device and by measuring
the other of the first pair of entangled photons using the
second device further can include sharing a comb between
the first device and the second device. The comb can
comprise a time-based state comb. The measuring one of the
first pair of entangled photons can include measuring a
polarization value.

The first shared secret random number is divided into a
first cryptographic (crypto) key and a first nonce. The first
nonce is associated with a credential. The first crypto key,
the first nonce, and the credential in the first device are
stored. Also, the first crypto key, the first nonce, and the
credential are stored in the second device. Associating the
nonce can include sending from the first device to the second
device to establish the nonce. Also, associating the nonce
can include sending the credential from the second device to
the first device. In some methods the associating is per-
formed after verifying information contained in the creden-
tial.

A second shared secret random number is generated by
measuring one of a second pair of entangled photons using
the first device and by measuring another of the second pair
of entangled photons using a third device. The first device
can be associated with a user. The user can be a person or a
machine in various methods. The second device can be
associated with a location and the location can be a bank, a
passport office, a licensing station, and/or a business. The
third device can be associated with a location. Some meth-
ods include certifying the location associated with the first
device and the location associate with the third device by
measuring entangled photons in each location.

The second shared secret random number is divided into
a second crypto key and a second nonce. The first crypto key,
the first nonce, and the credential is encrypted at the first
device, where the encryption is performed using the second
crypto key. The encrypted first crypto key, first nonce, and
credential are sent from first device to the third device. The
sent encrypted first crypto key, first nonce, and credential is
then decrypted at the third device using the second crypto
key. Then, the third device sends to the second device. Then,
it is determined at the second device if the first nonce sent
by the third device matches the first nonce stored in the
second device. Then, at the second device encryption is
performed for the credential stored in the second device,
wherein the encryption is performed using the first crypto
key, and sending the encrypted credential to the third device
if the first nonce received from the third device is determined
to match the first nonce stored in the second device. The
encrypted credential sent by the second device at the third
device are then decrypted. At a third device, it is determined
if the decrypted encrypted credential sent by the first device
matches the decrypted encrypted credential sent by the
second device. The credentials are certified if a match is
determined.

Various methods according to the present teaching can
include storing in the first device the second crypto key and
the second nonce and storing in the third device the second
crypto key, the second nonce and the credential. Also,
various methods according to the present teaching can
include generating a third shared secret random number by
measuring one of a third pair of entangled photons using the
first device and by measuring the other of the third pair of
entangled photons using a fourth device. At least some of the
generated third shared secret random number can be used to
certify the credential stored in the first device.

15

30

35

40

45

50

30
EQUIVALENTS

While the Applicant’s teaching is described in conjunc-
tion with various embodiments, it is not intended that the
applicant’s teaching be limited to such embodiments. On the
contrary, the Applicant’s teaching encompasses various
alternatives, modifications, and equivalents, as will be
appreciated by those of skill in the art, which may be made
therein without departing from the spirit and scope of the
teaching.

What is claimed is:

1. A method of generating a nonce, the method compris-
ing:

a) measuring a time-of-arrival (TOA) and a corresponding
first or second state value of a plurality of first photons,
wherein respective ones of the plurality of first photons
are entangled with respective ones of a plurality of
second photons in a first basis, which is time, and
entangled in a second basis;

b) generating a first ordered list of the measured times-
of-arrival of the plurality of first photons;

¢) measuring a time-of-arrival and a corresponding first or
second state value of the plurality of second photons;

d) generating a second ordered list of the measured
times-of-arrival of the plurality of second photons;

e) determining time-of-arrival matches between the first
ordered list and the second ordered list;

f) determining first or second state values that correspond
to the determined time-of-arrival matches between the
first ordered list and the second ordered list;

g) generating a shared secret random number using at
least some of the determined first or second state values
that correspond to the determined time-of-arrival
matches; and

h) establishing the nonce using at least part of the shared
secret random number.

2. The method of claim 1 further comprising associating

the nonce with a user.

3. The method of claim 1 further comprising authenticat-
ing a user with the nonce.

4. The method of claim 1 further comprising performing
verification with the nonce.

5. The method of claim 4 further comprising proceeding
with a transaction based on the verification.

6. The method of claim 1 further comprising associating
the nonce with a credential.

7. The method of claim 6 wherein the transaction com-
prises at least one of a purchase, a financial transaction, a
building entry, a country border entry or an exchange of
sensor information.

8. The method of claim 1 further comprising sending the
nonce over a classical communication channel.

9. The method of claim 1 further comprising encrypting
the nonce.

10. The method of claim 9 wherein the encrypting the
nonce comprises encrypting a portion of the shared secret
random number.

11. The method of claim 1 further comprising generating
a cryptographic key with a portion of the shared secret
random number.

12. The method of claim 1 further comprising physically
moving the nonce from a first physical location to a second
physical location.

13. The method of claim 12 further comprising verifying
that a user was physically at the first location using the nonce
at the second location to verify.
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14. The method of claim 1 further comprising establishing
a block chain with the nonce.

15. The method of claim 1 further comprising generating
a cryptographic key with a portion of the shared secret
random number and securely checking the integrity of a
block chain with the cryptographic key.

16. A method of certifying a credential, the method

comprising:

a) generating a first shared secret random number by
measuring one of a first pair of entangled photons using
a first device and by measuring another of the first pair
of entangled photons using a second device;

b) dividing the first shared secret random number into a
first cryptographic (crypto) key and a first nonce;

¢) associating the first nonce with the credential;

d) storing the first crypto key, the first nonce, and the
credential in the first device;

e) storing the first crypto key, the first nonce, and the
credential in the second device;

f) generating a second shared secret random number by
measuring one of a second pair of entangled photons
using the first device and by measuring another of the
second pair of entangled photons using a third device;

g) dividing the second shared secret random number into
a second crypto key and a second nonce;

h) encrypting the first crypto key, the first nonce, and the
credential with a second crypto key at the first device,
and sending the encrypted first crypto key, first nonce,
and credential from the first device to the third device;

i) decrypting the sent encrypted first crypto key, first
nonce, and credential at the third device using the
second crypto key;

j) sending from the third device to the second device, the
first nonce from the decrypted sent encrypted first
crypto key, first nonce, and credential;

k) determining at the second device if the first nonce sent
by the third device matches the first nonce stored in the
second device;

1) Encrypting at the second device, the credential stored in
the second device, wherein the encryption is performed
using the first crypto key, and sending the encrypted
credential to the third device if the first nonce received
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from the third device is determined to match the first
nonce stored in the second device;

m) decrypting the encrypted credential sent by the second
device at the third device; and

n) determining at the third device if the decrypted
encrypted credential sent by the first device matches the
decrypted encrypted credential sent by the second
device and certifying the credential if a match is
determined.

17. The method of claim 16 wherein generating the first
shared secret random number by measuring one of the first
pair of entangled photons using the first device and by
measuring the other of the first pair of entangled photons
using the second device further comprises sharing a comb
between the first device and the second device.

18. The method of claim 17 wherein the measuring one of
the first pair of entangled photons comprises measuring a
polarization value.

19. The method of claim 16 further comprising storing in
the first device, the second crypto key, and the second nonce;
and storing in the third device the second crypto key, the
second nonce and the credential.

20. A method of certifying a credential, the method
comprising:

a) generating a first and a second shared secret random
number by performing matching processes on a first
and on a second event list that contain correlated
quantum state values;

b) dividing the first shared secret random number into a
first cryptographic (crypto) key and a first nonce;

¢) associating the first nonce with the credential;

d) dividing the second shared secret random number into
a second crypto key and a second nonce;

e) encrypting the first crypto key, the first nonce, and the
credential with the second crypto key;

f) decrypting the sent encrypted first crypto key, first
nonce, and credential using the second crypto key;

g) determining if the first nonce matches the second
nonce; and

h) certifying the credential if the first nonce matches the
second nonce.



