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FIG. 5
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INFORMATION PROCESSING APPARATTUS,
SECURITY MANAGEMENT SYSTEM,
SECURITY MEASURE PROVIDING
METHOD, SECURITY INFORMATION
DISTRIBUTION METHOD, AND PROGRAM

TECHNICAL FIELD

[0001] The present invention relates to a technique for
assisting the selection of measures against security risks.

BACKGROUND ART

[0002] Apparatuses on a network may have security prob-
lems (security risks), such as vulnerabilities or threats
caused by external attacks. There is a technique for exam-
ining whether there is an apparatus having such vulnerability
or threat and providing a measure for the apparatus having
vulnerability or threat.

[0003] An example of such a technique is disclosed in the
following Patent Documents, for example. Patent Document
1 discloses a technique for calculating a risk value based on
the presence or absence of vulnerability on a system to be
managed and the confidentiality level of a document file
present on the system to be managed and, in a case where the
risk value exceeds the allowable range, providing a measure
for which various costs satisty predetermined conditions,
among measures allowing the risk value to be kept within an
allowable range. Patent Document 2 discloses a technique
for collecting the operation log of an apparatus to be
managed, determining whether or not the operation log is in
line with the security policy, and, in a case where determi-
nation as a policy violation is made, taking a measure of
blocking network against the apparatus.

RELATED DOCUMENT

Patent Document

[0004] [Patent Document 1] Republished WO 2008/
004498
[0005] [Patent Document 2] Japanese Patent Application

Publication No. 2008-198090
SUMMARY OF THE INVENTION

Technical Problem

[0006] There are a plurality of measures against security
risks, such as vulnerabilities existing in hardware or soft-
ware or threats caused by external attacks, in general, and
the security administrator selects an appropriate measure for
each apparatus from the plurality of measures and executes
the measure. However, each apparatus for which measures
should be taken usually operates under a different environ-
ment. Therefore, it may be difficult for the security admin-
istrator to select an “appropriate measure” simply by pro-
viding a measure against the vulnerability.

[0007] It is an object of the present invention to provide a
technique for assisting the selection of an appropriate mea-
sure from a plurality of measures for an apparatus having a
security risk.

Solution to Problem

[0008] According to the present invention, there is pro-
vided an information processing apparatus including: an

Oct. 25, 2018

identification unit that identifies a kind of operation infor-
mation corresponding to a measure applicable to an appa-
ratus to be managed having a security risk by using measure
information indicating the measure applicable to the appa-
ratus to be managed having the security risk and definition
information defining a correspondence relationship between
the kind of operation information of the apparatus to be
managed and the measure against the security risk; an
acquisition unit that acquires operation information of the
identified kind; and a display processing unit that displays
the acquired operation information in association with the
measure applicable to the apparatus to be managed having
the security risk on a display apparatus.

[0009] According to the present invention, there is pro-
vided an information processing apparatus including: a
definition information distribution unit that distributes defi-
nition information, which defines a kind of operation infor-
mation of an apparatus to be managed for each measure
against a security risk, to an external management apparatus.
[0010] According to the present invention, there is pro-
vided a security management system including a manage-
ment apparatus and a server apparatus. The server apparatus
includes: a definition information distribution unit that dis-
tributes definition information, which defines a kind of
operation information of an apparatus to be managed for
each measure against a security risk, to an external man-
agement apparatus. The management apparatus includes: an
identification unit that identifies a kind of operation infor-
mation corresponding to a measure applicable to an appa-
ratus to be managed having a security risk by using measure
information indicating the measure applicable to the appa-
ratus to be managed having the security risk and the defi-
nition information; an acquisition unit that acquires opera-
tion information of the identified kind; and a display
processing unit that displays the acquired operation infor-
mation in association with the measure applicable to the
apparatus to be managed having the security risk on a
display apparatus.

[0011] According to the present invention, there is pro-
vided a security measure providing method performed by a
computer, the method comprising: identifying a kind of
operation information corresponding to a measure appli-
cable to an apparatus to be managed having a security risk
by using measure information indicating the measure appli-
cable to the apparatus to be managed having the security risk
and definition information defining a correspondence rela-
tionship between the kind of operation information of the
apparatus to be managed and the measure against the
security risk; acquiring operation information of the identi-
fied kind; and displaying the acquired operation information
in association with the measure applicable to the apparatus
to be managed having the security risk on a display appa-
ratus.

[0012] According to the present invention, there is pro-
vided a security information distribution method performed
by a computer, the method comprising: distributing defini-
tion information, which defines a kind of operation infor-
mation of an apparatus to be managed for each measure
against a security risk, to an external management apparatus.
[0013] According to the present invention, there is pro-
vided a program causing a computer to function as: an
identification unit that identifies a kind of operation infor-
mation corresponding to a measure applicable to an appa-
ratus to be managed having a security risk by using measure
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information indicating the measure applicable to the appa-
ratus to be managed having the security risk and definition
information defining a correspondence relationship between
the kind of operation information of the apparatus to be
managed and the measure against the security risk; an
acquisition unit that acquires operation information of the
identified kind; and a display processing unit that displays
the acquired operation information in association with the
measure applicable to the apparatus to be managed having
the security risk on a display apparatus.

[0014] According to the present invention, there is pro-
vided a program causing a computer to function as: a
definition information distribution unit that distributes defi-
nition information, which defines a kind of operation infor-
mation of an apparatus to be managed for each measure
against a security risk, to an external management apparatus.
[0015] According to the present invention, there is pro-
vided an information processing apparatus including a dis-
play processing unit that displays measure information,
which indicates a measure applicable to an apparatus to be
managed having a security risk, and operation information
of a kind corresponding to the measure applicable to the
apparatus to be managed, which is operation information of
the apparatus to be managed and which is identified using
definition information defining a correspondence relation-
ship between the kind of operation information and the
measure against the security risk, in association with each
other on a display apparatus.

Advantageous Effects of Invention

[0016] According to the present invention, it is possible to
select an appropriate measure from a plurality of measures
for an apparatus having a security risk.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] The above-described object and other objects, fea-
tures, and advantages will become more apparent by pre-
ferred example embodiments described below and the fol-
lowing accompanying diagrams.

[0018] FIG. 1 is a diagram conceptually showing the
processing configuration of a management apparatus of a
first example embodiment of the present invention.

[0019] FIG. 2 is a diagram illustrating information indi-
cating measures applicable to each apparatus to be managed
against a certain security risk (vulnerability A).

[0020] FIG. 3 is a diagram showing an example of defi-
nition information of the first example embodiment.
[0021] FIG. 4 is a diagram showing an example of infor-
mation acquired by an acquisition unit.

[0022] FIG. 5is a diagram showing an example of a screen
displayed on a display apparatus by a display processing unit
of the first example embodiment.

[0023] FIG. 6 is a diagram conceptually showing the
hardware configuration of the management apparatus of the
first example embodiment.

[0024] FIG. 7 is a flowchart showing the flow of the
process of the management apparatus of the first example
embodiment.

[0025] FIG. 8 is a diagram showing an example of defi-
nition information of a second example embodiment.
[0026] FIG.9is a diagram showing an example of a screen
displayed on a display apparatus by a display processing unit
of the second example embodiment.
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[0027] FIG. 10 is a diagram showing an example of a
screen displayed on a display apparatus by a display pro-
cessing unit of the second example embodiment.

[0028] FIG. 11 is a diagram showing an example of a
screen displayed on a display apparatus by a display pro-
cessing unit of a third example embodiment.

[0029] FIG. 12 is a diagram conceptually showing the
configuration of a security management system of a fourth
example embodiment.

[0030] FIG. 13 is a diagram showing an example of
definition information distributed from a definition informa-
tion distribution unit.

[0031] FIG. 14 is a diagram conceptually showing the
hardware configuration of the security management system
of the fourth example embodiment.

[0032] FIG. 15 is a sequence diagram showing the flow of
the process of the security management system of the fourth
example embodiment.

[0033] FIG. 16 is a diagram showing an example of
information collected by each apparatus to be managed in
response to an instruction from an information collection
unit.

[0034] FIG. 17 is a diagram conceptually showing the
processing configuration of a management apparatus of a
fifth example embodiment.

DESCRIPTION OF EMBODIMENTS

[0035] Hereinafter, embodiments of the present invention
will be described with reference to the diagrams. In addition,
the same components are denoted by the same reference
numerals in all diagrams, and the explanation thereof will
not be repeated.

First Example Embodiment

[0036] FIG. 1 is a diagram conceptually showing the
processing configuration of a management apparatus 10 of a
first example embodiment of the present invention. The
management apparatus 10 is an example of an information
processing apparatus of the present invention. As shown in
FIG. 1, the management apparatus 10 of the present example
embodiment includes an identification unit 110, an acquisi-
tion unit 120, and a display processing unit 130.

[0037] The identification unit 110 identifies the kind of
operation information corresponding to a measure appli-
cable to an apparatus to be managed having a security risk
by using measure information indicating the measure appli-
cable to the apparatus to be managed having a security risk
and definition information defining the correspondence rela-
tionship between the kind of the operation information of the
apparatus to be managed and the measure against the
security risk.

[0038] Here, the “apparatus to be managed” is various
apparatuses that are connected to the management apparatus
10 through a network (not shown in the drawings) so that
their security states are monitored. The apparatus to be
managed includes not only communication apparatuses,
such as client terminals, server terminals, switches, or rout-
ers on the network, but also anything having a function of
connecting to the network or a unit that performs commu-
nication through the network (objects included in so-called
Internet of Things (IoT)).

[0039] The “security risk™ includes vulnerabilities existing
in the apparatus to be managed or threats caused by external
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attacks on the apparatus to be managed. The “measure
(response)” is a measure to eliminate, avoid, or reduce
vulnerabilities or threats, and the “applicable measure”
means a measure that can be taken for the apparatus to be
managed among measures against vulnerabilities or threats.
In the present example embodiment, it is assumed that
information indicating an applicable measure for each appa-
ratus to be managed is held in advance in a predetermined
storage unit in a format shown in FIG. 2, for example. FIG.
2 is a diagram illustrating information indicating measures
applicable to each apparatus to be managed against a certain
security risk (vulnerability A). Specifically, the information
shown in FIG. 2 indicates that measure A, measure B,
measure C, and measure D can be applied to an apparatus A
and only the measure B can be applied to an apparatus B.
Note that, a storage unit that stores the information indicat-
ing the measures applicable to each apparatuses to be
managed may be provided in the management apparatus 10,
or may be provided in another apparatus communicably
connected to the management apparatus 10.

[0040] The “operation information” is information includ-
ing at least either information indicating the history of
operations or processing actually performed in the apparatus
to be managed (operation history information) or informa-
tion indicating scheduled operations or processing to be
performed in the management apparatus (operation sched-
uled information). These pieces of operation information are
generated in each apparatus to be managed and stored in a
storage unit of the apparatus to be managed in accordance
with the execution of predetermined operation or processing
in each apparatus to be managed or the input of scheduled
execution of predetermined operation or processing. The
“kind of operation information” means a classification to
which each piece of operation information belongs. For
example, specific examples of the “kind of operation history
information” includes “patch application history”, “restart
history”, “continuous operation time”, “port use history”,
“process execution history”, “application use history”, and
the like. In addition, for example, specific examples of the
“kind of scheduled operation information” includes “sched-
uled patch application date and time”, “scheduled restart
date and time”, “scheduled application start date and time”,
and the like. However, the kind of operation information is
not limited to the examples mentioned herein.

[0041] In the present example embodiment, it is also
assumed that the definition information is stored in a pre-
determined storage unit in a format shown in FIG. 3, for
example. FIG. 3 is a diagram showing an example of the
definition information of the first example embodiment. In
the example shown in FIG. 3, measures (measure A to
measure D) against a certain security risk (vulnerability A)
and the kind of operation information of the apparatus to be
managed, which is referred to when whether or not to apply
the measure is determined, are stored in association with
each other. Note that, the storage unit that stores the defi-
nition information may be provided in the management
apparatus 10, or may be provided in another apparatus
communicably connected to the management apparatus 10.
[0042] The identification unit 110 identifies an applicable
measure and the kind of operation information associated
therewith for each apparatus to be managed based on the
combination of the information of FIG. 2 indicating the
applicable measure for each apparatus to be managed and
the information of FIG. 3 indicating the correspondence
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relationship between each measure and the kind of operation
information. Specifically, the identification unit 110 identi-
fies that “measure A”, “measure B”, “measure C”, and
“measure D” can be applied to the apparatus A based on the
information of FIG. 2. Then, the identification unit 110
identifies the kind of operation information associated with
“measure A” as “patch application history”, “restart his-
tory”, and “continuous operation time” based on the infor-
mation of FIG. 3. The identification unit 110 identifies the
kind of operation information associated with “measure B”
as “execution history of process ZZ77” based on the infor-
mation of FIG. 3. The identification unit 110 identifies the
kind of operation information associated with “measure C”
as “use history of port 1027” based on the information of
FIG. 3. The identification unit 110 identifies the kind of
operation information associated with “measure D” as “use
history of application XXXX” based on the information of
FIG. 3. Similarly to the apparatus A, also for the apparatus
B, the identification unit 110 identifies an applicable mea-
sure (“measure B” only) and the kind of operation informa-
tion (“use history of process ZZ77”) associated therewith.

[0043] The acquisition unit 120 acquires the operation
information of the kind identified by the identification unit
110. The acquisition unit 120 acquires the operation infor-
mation of the kind identified by the identification unit 110
from pieces of operation information of the apparatus to be
managed having a security risk as shown below, for
example.

[0044] For example, the acquisition unit 120 notifies the
apparatus to be managed of the kind of operation informa-
tion identified by the identification unit 110, and receives
operation information of the kind as a response from the
apparatus to be managed. The acquisition unit 120 may
acquire operation information stored in the apparatus to be
managed, and extract the operation information of the kind
identified by the identification unit 110, from the pieces of
the acquired operation information. Here, the acquisition
unit 120 may acquire required operation information from
all pieces of operation information stored in the apparatus to
be managed, or may acquire required operation information
from pieces of operation information within a predetermined
period (for example, one month).

[0045] Specifically, the acquisition unit 120 acquires
information such as that shown in FIG. 4. FIG. 4 is a
diagram showing an example of information acquired by the
acquisition unit 120. Based on the kind of operation infor-
mation identified by the identification unit 110 using the
information of FIGS. 2 and 3, the acquisition unit 120
acquires the operation information of “patch application
history”, “restart history”, and “continuous operation time”
from the apparatus A for “measure A” applicable to the
apparatus A. Based on the kind of operation information
identified by the identification unit 110 using the information
of FIGS. 2 and 3, the acquisition unit 120 acquires the
operation information of “execution history of process
7.7.77” from the apparatus A for “measure B” applicable to
the apparatus A. Based on the kind of operation information
identified by the identification unit 110 using the information
of FIGS. 2 and 3, the acquisition unit 120 acquires the
operation information of “use history of port 1027” from the
apparatus A for “measure C” applicable to the apparatus A.
Based on the kind of operation information identified by the
identification unit 110 using the information of FIGS. 2 and
3, the acquisition unit 120 acquires the operation informa-
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tion of “use history of application XXXX” from the appa-
ratus A for “measure D” applicable to the apparatus A.
Similarly to the apparatus A, also for the apparatus B, the
acquisition unit 120 acquires the operation information of
“use history of process ZZ77” from the apparatus B for the
applicable “measure B”.

[0046] The display processing unit 130 displays the opera-
tion information acquired by the acquisition unit 120 on a
display apparatus (not shown in the drawings) in association
with a measure that is applicable to the apparatus to be
managed having a security risk and that corresponds to the
operation information.

[0047] For example, the display processing unit 130 gen-
erates a screen shown in FIG. 5 using the information, which
is shown in FIG. 4, acquired from each apparatus to be
managed and displays the screen on the display apparatus.
FIG. 5 is a diagram showing an example of a screen
displayed on the display apparatus by the display processing
unit 130 of the first example embodiment. However, FIG. 5
is merely an example, and the screen displayed by the
display processing unit 130 is not limited to this example.
The display processing unit 130 displays, on the display
apparatus, a screen showing a measure applicable to each
apparatus to be managed and operation information (in the
example shown in FIG. 5, “reference information”), which
is referred to when whether or not to apply the measure is
determined, in association with each other. As illustrated in
FIG. 5, the display processing unit 130 may acquire infor-
mation, such as the name of the security risk and its outline,
and display the information on the display apparatus.
[0048] [Hardware Configuration]

[0049] FIG. 6 is a diagram conceptually showing the
hardware configuration of the management apparatus 10 of
the first example embodiment.

[0050] The management apparatus 10 includes a processor
101, a memory 102, a storage 103, an input and output
interface (input and output I/F) 104, a communication inter-
face (communication I/F) 105, and the like. The processor
101, the memory 102, the storage 103, the input and output
interface 104, and the communication interface 105 are
connected to each other by a data transmission line for
transmission and reception of data therebetween.

[0051] The processor 101 is an arithmetic processing
apparatus, such as a central processing unit (CPU) or a
graphics processing unit (GPU), for example. The memory
102 is a memory, such as a random access memory (RAM)
or a read only memory (ROM), for example. The storage
103 is a storage apparatus, such as a hard disk drive (HDD),
a solid state drive (SSD), or a memory card, for example.
The storage 103 may also be a memory, such as a RAM or
a ROM.

[0052] The storage 103 stores programs for realizing the
functions of processing units including the identification
unit 110, the acquisition unit 120, and the display processing
unit 130 that are provided in the management apparatus 10.
The processor 101 realizes the functions of the respective
processing units by executing these programs. Here, in the
case of executing each of the above-described programs, the
processor 101 may execute the programs after reading the
programs onto the memory 102, or may execute the pro-
grams without reading the programs onto the memory 102.
[0053] The input and output interface 104 is connected to
a display apparatus 1041, an input apparatus 1042, and the
like. The display apparatus 1041 is an apparatus that dis-

Oct. 25, 2018

plays a screen corresponding to drawing data processed by
the processor 101, such as a liquid crystal display (LCD) or
a cathode ray tube (CRT) display. The input apparatus 1042
is an apparatus that receives an operation input of an
operator, and is, for example, a keyboard, a mouse, a touch
sensor, and the like. The display apparatus 1041 and the
input apparatus 1042 may be integrated and realized as a
touch panel.

[0054] The communication interface 105 transmits and
receives data to and from an external apparatus. For
example, the communication interface 105 communicates
with an external apparatus (for example, an apparatus to be
managed or an external server apparatus) through a wired
network or a wireless network.

[0055] Note that, the hardware configuration of the man-
agement apparatus 10 is not limited to the configuration
shown in FIG. 2.

Operation Example

[0056] The operation of the management apparatus 10 of
the present example embodiment will be described with
reference to FIG. 7. FIG. 7 is a flowchart showing the flow
of the process of the management apparatus 10 of the first
example embodiment.

[0057] The identification unit 110 identifies an applicable
measure for each apparatus to be managed based on infor-
mation as shown in FIG. 2 (8101), and identifies the kind of
operation information to be acquired for the applicable
measure based on information as shown in FIG. 3 (5102).
For example, for “measure A” applicable to the apparatus A,
the identification unit 110 identifies the operation informa-
tion of “patch application history”, “restart history”, and
“continuous operation time” as the kind of operation infor-
mation acquired from various kinds of operation information
of the apparatus A. Then, the acquisition unit 120 acquires
the operation information of the kind identified by the
identification unit 110 from the operation information of
each apparatus to be managed (S103). Then, the display
processing unit 130 generates a screen (for example, the
screen shown in FIG. 5), in which an applicable measure and
operation information acquired for each measure are shown
in association with each other, for each apparatus to be
managed, and displays the screen on a display apparatus (not
shown in the drawings) (S104).

Operations and Effects of the First Example
Embodiment

[0058] As described above, according to the present
example embodiment, the screen in which a measure appli-
cable to the apparatus to be managed and the operation
information of the apparatus to be managed referred to at the
time of selecting each measure are associated with each
other is provided to the operator (security administrator) of
the management apparatus 10 through the display apparatus.
As a result, the security administrator can determine which
measure should be applied to each apparatus to be managed
by referring to the operation information displayed in asso-
ciation with each measure.

[0059] For example, according to the screen of FIG. 5, the
security administrator can make the following determination
on the apparatus A (note that, it is assumed herein that the
security administrator checks the screen of FIG. 5 as of May
27, 2015). Specifically, from the reference information of
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“measure 27, it is possible to read the evidence that the
process 7777 was used most recently. From here, the
security administrator can determine that “certain problem
may occur in a case where the process ZZ7Z7 is stopped”.
From the reference information of “measure 3, it can be
read that the port 1027 was used most recently and the
connection source was from the same network. From here,
the security administrator can determine that “certain influ-
ence may occur in a case where the port 1027 is blocked”.
In addition, from the reference information of “measure 47,
it can be read that application XXXX is periodically
executed every week. From here, the security administrator
can determine that “application XXXX should not be unin-
stalled”. On the other hand, from various kinds of reference
information of “measure 17, it can be read that the patch is
periodically applied every Thursday morning and the appa-
ratus A is restarted. From here, the security administrator can
determine that “it is appropriate to execute measure 1 for
applying patch AAAA, on Thursday morning” or the like.

[0060] Inthe above explanation, the effect in a case where
there are a plurality of measures applicable to a certain
apparatus has been described. However, in a case where
there is only one measure applicable to a certain apparatus
as in the apparatus B in the example shown in FIG. 5, the
following effect can be obtained. This effect will be specifi-
cally described with a case where only “measure A” requir-
ing restart of the apparatus is applicable as an example. In
this case, the security administrator can ascertain the execu-
tion timing of periodic restart (that is, the timing causing no
effect or less effect if measure A is taken) by referring to
“restart history” displayed in association with “measure A”.
In addition, the security administrator can grasp the appli-
cation timing of a periodic patch (that is, the timing causing
no effect or less effect if measure A is taken) from “patch
application history”. In addition, from “restart history” and
“patch application history”, the security administrator can
grasp the approximate time interval between restarts or the
approximate time interval between patch applications, and
predict the timing causing no influence or less influence if
measure A is taken, based on the time intervals and “con-
tinuous operation time”. That is, by referring to the reference
information displayed in association with the measure, the
security administrator can easily determine the appropriate
timing at which the measure A should be taken.

Second Example Embodiment

[0061]

[0062] The management apparatus 10 of the present
example embodiment has the same configuration as that of
the first example embodiment.

[0063] In definition information of the present example
embodiment, as shown in FIG. 8, in a case where there are
a plurality of kinds of operation information associated with
each measure, the priority is set in advance for each kind of
operation information. FIG. 8 is a diagram showing an
example of the definition information of the second example
embodiment. In the example shown in FIG. 8, priorities of
“second”, “first”, and “third” are set in advance, respec-
tively, for “patch application history”, “restart history”, and
“continuous operation time” that are associated with “mea-
sure A”. Based on the priority of each kind of operation
information, the display processing unit 130 of the present

[Processing Configuration]
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example embodiment controls at least one of the display
order and the display state of each piece of operation
information.

[0064] Specifically, the display processing unit 130 gen-
erates a screen such as that shown in FIG. 9 or 10 based on
the priority of each kind of operation information defined in
FIG. 8, and displays the screen on the display apparatus.
FIGS. 9 and 10 are diagrams showing examples of a screen
displayed on the display apparatus by the display processing
unit 130 of the second example embodiment. FIG. 9 illus-
trates a screen in which operation information is displayed
in order of priority (in order of “restart history”, “patch
application history”, and “continuous operation time”). FIG.
10 illustrates a screen in which the operation information of
“restart history” having the highest priority is emphasized
and displayed. Note that, the screen that the display pro-
cessing unit 130 displays based on the priority of each kind
of operation information is not limited to these examples.

Operations and Effects of the Second Example
Embodiment

[0065] As described above, according to the present
example embodiment, in a case where there are a plurality
of pieces of operation information of the apparatus to be
managed that are referred to when each measure is selected,
operation information with a high priority among the pieces
of operation information is displayed on the display appa-
ratus in an identifiable manner. As a result, the security
administrator can identify which is more useful information
at a glance at the time of determining which measure is to
be applied to each apparatus to be managed.

Third Example Embodiment

[0066] The management apparatus 10 of the present
example embodiment has the same configuration as that of
the first example embodiment. The management apparatus
10 of the present example embodiment may further include
the configuration of the second example embodiment.
[0067] The display processing unit 130 of the present
example embodiment determines operation information sat-
isfying predetermined conditions, and displays the operation
information satisfying the predetermined conditions on the
display apparatus in an identifiable manner. Here, the “pre-
determined conditions™ are conditions for narrowing down
the more useful information among the pieces of operation
information of the apparatus to be managed acquired by the
acquisition unit 120. For example, the “predetermined con-
ditions” are conditions, such as “operation information
within a predetermined reference time from the present” or
“operation information on a predetermined day of the
week”. Information indicating such conditions is set in
advance in the display processing unit 130, for example.
[0068] For example, in a case where the conditions
“operation information within one week before and after
from the present” are set in advance, the display processing
unit 130 generates a screen such as that shown in FIG. 11
and displays the screen on the display apparatus (here, the
screen shown in FIG. 11 is assumed to be displayed as of
May 27, 2015). FIG. 11 is a diagram showing an example of
a screen displayed on the display apparatus by the display
processing unit 130 of the third example embodiment. As
shown in FIG. 11, the display processing unit 130 generates
a screen in which the operation history and scheduled
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operation information of one week before and after May 27,
2015 are highlighted, and displays the screen on the display
apparatus.

Operations and Effects of the Third Example
Embodiment

[0069] As described above, according to the present
example embodiment, operation information satisfying pre-
determined conditions for narrowing down the more useful
information is displayed on the display apparatus in an
emphasized state. As a result, the security administrator can
identify which is more useful information at a glance at the
time of determining which measure is to be applied to each
apparatus to be managed.

Fourth Example Embodiment

[0070] In the present example embodiment, a security
management system 1 including the management apparatus
10 according to each of the above-described example
embodiments will be described.

[0071] [System Configuration]

[0072] FIG. 12 is a diagram conceptually showing the
configuration of the security management system 1 of the
fourth example embodiment. The security management sys-
tem 1 is configured to include the management apparatus 10,
a server apparatus 20, an apparatus to be managed 30, and
an administrator terminal 40. The administrator terminal 40
is a stationary personal computer (PC) or a mobile terminal,
such as a tablet terminal or a smartphone which are operated
by the security administrator. The apparatus to be managed
30 has been described in the first example embodiment.
[0073] The server apparatus 20 includes a definition infor-
mation distribution unit 210 that distributes definition infor-
mation, which includes at least information indicating the
correspondence relationship between the kind of operation
information of the apparatus to be managed 30 and a
measure against the security risk, to the management appa-
ratus 10.

[0074] FIG. 13 shows an example of definition informa-
tion distributed from the definition information distribution
unit 210. The definition information of the present example
embodiment includes various kinds of information classified
into three categories of “basic information”, “examination
method”, and “measures”. The “basic information” is basic
information including the names, outlines, and the like of
vulnerabilities or threats, which is provided from an appa-
ratus having security risks, such as vulnerabilities or threats,
a software vendor, and the like. The “examination method”
includes information indicating a prerequisite for applica-
tion of each method for examining the presence or absence
of vulnerability or threat, information collected from the
apparatus in a case where the prerequisite is satisfied, and
information indicating conditions for determining the pres-
ence or absence of vulnerability. The “measures” include
information indicating conditions for determining the appli-
cability of each measure, information indicating specific
measures for eliminating, avoiding, or reducing vulnerabili-
ties or threats, and information defining the kind of operation
information that is referred to when the operator determines
whether or not to apply each measure.

[0075] As shown in FIG. 12, the management apparatus
10 of the present example embodiment includes a definition
information acquisition unit 140, a definition information
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storage unit 142, an information collection unit 150, a
security risk determination unit 160, and the display pro-
cessing unit 130.

[0076] The definition information acquisition unit 140
acquires definition information such as that shown in FIG.
13 that is distributed from the definition information distri-
bution unit 210 of the server apparatus 20, and stores the
acquired definition information in the definition information
storage unit 142. The information collection unit 150 col-
lects various kinds of data from the apparatus to be managed
30 based on the definition information stored in the defini-
tion information storage unit 142. As will be described in
detail later, the information collection unit 150 also plays a
role corresponding to the identification unit 110 and the
acquisition unit 120 in each of the above-described example
embodiments. The security risk determination unit 160
determines whether or not the apparatus to be managed 30
has a security risk based on the data collected from the
apparatus to be managed 30. The display processing unit 130
generates a screen such as that described in each of the
above-described example embodiments, and displays the
screen on the display apparatus 1041.

[0077] [Hardware Configuration]

[0078] The hardware configuration of the security man-
agement system 1 of the present example embodiment will
be described with reference to FIG. 14. FIG. 14 is a diagram
conceptually showing the hardware configuration of the
security management system 1 of the fourth example
embodiment.

[0079] <Hardware Configuration of the Management
Apparatus 10>
[0080] The management apparatus 10 has the same hard-

ware configuration as in FIG. 6. As in the first example
embodiment, the storage 103 stores programs for realizing
the functions of processing units including the definition
information acquisition unit 140, the information collection
unit 150, and the security risk determination unit 160 of the
present example embodiment, and the processor 101
executes each program to realize each processing unit of the
present example embodiment. The storage 103 also serves as
the definition information storage unit 142 of the present
example embodiment.

[0081] <Hardware Configuration of the Server Apparatus
20>
[0082] The server apparatus 20 includes a processor 201,

a memory 202, a storage 203, a communication interface
(communication I/F) 204, and the like. The processor 201,
the memory 202, the storage 203, and the communication
interface 204 are connected to each other by a data trans-
mission line for transmission and reception of data therebe-
tween.

[0083] The processor 201 is an arithmetic processing
apparatus, such as a CPU or a GPU, for example. The
memory 202 is a memory, such as a RAM or a ROM, for
example. The storage 203 is a storage apparatus, such as a
hard disk drive (HDD), a solid state drive (SSD), or a
memory card, for example. The storage 203 may also be a
memory, such as a RAM or a ROM.

[0084] The storage 203 stores programs for realizing the
functions of processing units including the definition infor-
mation distribution unit 210 provided in the server apparatus
20. The processor 201 realizes the functions of the process-
ing units by executing the programs stored in the storage
203. Here, at the time of executing each of the above-
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described programs, the processor 201 may execute the
programs after reading the programs onto the memory 202,
or may execute the programs without reading the programs
onto the memory 202. Definition information such as that
shown in FIG. 13 is stored in the storage 203.

[0085] The communication interface 204 transmits and
receives data to and from an external apparatus through a
wired network or a wireless network. For example, the
server apparatus 20 distributes the definition information
stored in the storage 203 to the management apparatus 10
through the communication interface 204. In addition, the
server apparatus 20 receives the latest definition information
through the communication interface 204, and updates the
definition information stored in the storage 203.

[0086] It should be noted that, the hardware configuration
of the security management system 1 is not limited to the
configuration shown in FIG. 14.

Operation Example

[0087] An example of the operation of the security man-
agement system 1 of the present example embodiment will
be described with reference to FIG. 15. FIG. 15 is a sequence
diagram showing the flow of the process of the security
management system 1 of the fourth example embodiment.
[0088] First, definition information distributed by the defi-
nition information distribution unit 210 of the server appa-
ratus 20 is acquired by the definition information acquisition
unit 140 of the management apparatus 10, and is stored in
the definition information storage unit 142 (S200).

[0089] Then, the information collection unit 150 of the
management apparatus 10 reads the definition information
stored in the definition information storage unit 142 (S201).
The trigger of this processing is not particularly limited. For
example, a case where the security administrator inputs an
instruction to examine a specific security risk to the man-
agement apparatus 10 or a case where definition information
regarding a new security risk is distributed from the defini-
tion information distribution unit 210 and stored in the
definition information storage unit 142 are conceivable.
[0090] Then, the information collection unit 150 of the
management apparatus 10 transmits an instruction to collect
various kinds of information (information collection instruc-
tion) to the apparatus to be managed 30 based on the read
definition information (S202). In this operation example, the
information collection instruction transmitted from the
information collection unit 150 of the management appara-
tus 10 includes “examination method” and “measures” of
definition information in FIG. 13.

[0091] When the information collection instruction is
received, each apparatus to be managed 30 collects, for
example, information as shown in FIG. 16 using the “exami-
nation method” and “measures” included in the information
collection instruction (S203). FIG. 16 is a diagram showing
an example of information collected by each apparatus to be
managed 30 in response to an instruction from the informa-
tion collection unit 150. Each apparatus to be managed 30
determines an “examination method” satisfying “prerequi-
site”, and identifies “information for determination” to be
collected for use in determining the presence or absence of
a security risk. Then, each apparatus to be managed 30
collects the identified “information for determination”. FIG.
16 shows an example in which, as a result of determining
that the condition “application XXXX is installed” defined
by “prerequisite” of “examination method 17 is satisfied in
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the apparatus A that is the apparatus to be managed 30,
“Verl.9” is collected as “version information of application
XXXX” defined by “collected information” of “‘examination
method 17”. Each apparatus to be managed 30 determines
whether or not each “measure” is applicable based on
“applicable conditions” of “each measure”. Then, based on
“kind of operation information” associated with “measure”
determined to be applicable, each apparatus to be managed
30 identifies the kind of operation information to be col-
lected among pieces of operation information stored therein,
and collects operation information of that kind. FIG. 16
shows an example in which it is determined that “measure
A” and “measure B” are applicable in the apparatus A that
is the apparatus to be managed 30 and operation information
of the kind indicated by “kind of operation information” of
“measure A” and “measure B” is collected. Specifically,
operation information of “patch application history”, “restart
history”, and “continuous operation time” are collected for
“measure A”, and operation information of “execution his-
tory of process ZZ7Z7” is collected for “measure B”. Then,
the apparatus to be managed 30 transmits each piece of
information collected as described above to the management
apparatus 10 (S204).

[0092] Then, the security risk determination unit 160 of
the management apparatus 10 determines which apparatus to
be managed 30 has a security risk based on “information for
determination” collected from each apparatus to be managed
30 (S205).

[0093] For the apparatus to be managed 30 determined to
have “security risk”, the display processing unit 130 of the
management apparatus 10 generates data of a screen (ex-
ample: FIG. 5), in which applicable measures and operation
information collected as information associated with each
measure are displayed in association with each other, from
the information (example: FIG. 16) collected from each
apparatus to be managed 30, and transmits the data to the
administrator terminal 40 (S206).

[0094] Based on the screen data acquired in S206, the
administrator terminal 40 displays the screen, in which
applicable measures and operation information collected as
information associated with each measure are displayed in
association with each other, on the display unit of the
administrator terminal 40 (S207).

Operations and Effects of the Fourth Example
Embodiment

[0095] As described above, in the present example
embodiment, the definition information is distributed from
the server apparatus 20 and stored in the definition infor-
mation storage unit 142 of the management apparatus 10.
Using the definition information on the definition informa-
tion storage unit 142, the management apparatus 10 deter-
mines the apparatus to be managed 30 having a security risk
and various kinds of information to be collected from the
apparatus to be managed 30. Therefore, in the present
example embodiment, it is possible to acquire the latest
information regarding the security risk from the server
apparatus 20, generate a screen such as that described in
each of the above example embodiments, and provide the
screen to the security administrator.

[0096] Note that, although an example in which the appa-
ratus to be managed 30 determines an applicable measure is
shown in the present example embodiment, this determina-
tion may be performed by the management apparatus 10. In
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this case, the information collection unit 150 of the man-
agement apparatus 10 collects information, which is
required to determine whether or not “applicable conditions™
defined by the definition information are satisfied, from each
apparatus to be managed 30, and determines which measure
is applicable to each apparatus to be managed 30.

[0097] In addition, although an example in which the
security risk determination unit 160 of the management
apparatus 10 determines the presence or absence of a secu-
rity risk is shown in the present example embodiment, this
determination may be performed by each apparatus to be
managed 30. In this case, the apparatus to be managed 30
determines the presence or absence of a security risk by
comparing the “information for determination™ collected in
S203 with the “determination conditions”, and transmits the
result to the management apparatus 10 in S204.

Fifth Example Embodiment

[0098] [Processing Configuration]

[0099] FIG. 17 is a diagram conceptually showing the
processing configuration of the management apparatus 10 of
a fifth example embodiment. As shown in FIG. 17, the
management apparatus 10 of the present example embodi-
ment includes the display processing unit 130.

[0100] The display processing unit 130 of the present
example embodiment displays measure information indicat-
ing a measure applicable to the apparatus to be managed
having a security risk and operation information of the
apparatus to be managed, which is operation information of
the kind corresponding to a measure applicable to the
apparatus to be managed, in association with each other on
the display apparatus. Here, the “kind (of operation infor-
mation) corresponding to a measure applicable to the appa-
ratus to be managed” is identified using, for example,
definition information defining the correspondence relation-
ship between the kind of operation information and a
measure against a security risk, such as that shown in FIG.
3.

[0101] [Hardware Configuration]

[0102] The management apparatus 10 of the present
example embodiment has a hardware configuration shown in
FIG. 6, for example. The storage 103 stores a program for
realizing the function of the display processing unit 130 of
the present example embodiment, and the processor 101
executes the program to realize the display processing unit
130 of the present example embodiment.

Operation Example

[0103] The display processing unit 130 of the present
example embodiment operates as follows, for example. As
an example, an external apparatus communicably connected
to the management apparatus 10 performs examination of a
measure applicable to the apparatus to be managed and
collection of operation information of the kind identified
using definition information such as that shown in FIG. 3,
and the display processing unit 130 acquires the processing
result. In this case, based on the information acquired from
the external apparatus, the display processing unit 130 can
display a screen such as that shown in FIG. 5 on the display
apparatus, for example. The present invention is not limited
to this, and the display processing unit 130 may acquire only
the examination result of measures applicable to the appa-
ratus to be managed from the external apparatus. In this case,
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after receiving the examination result, the display processing
unit 130 identifies the kind of operation information corre-
sponding to the measure applicable to the apparatus to be
managed using the definition information such as that shown
in FIG. 3. Then, the display processing unit 130 acquires the
operation information of the identified kind from the appa-
ratus to be managed, and displays the measure applicable to
the apparatus to be managed and the operation information
corresponding to the measure in association with each other.
In a case where there is a storage unit that collects and
accumulates the operation information of the apparatus to be
managed, the display processing unit 130 may acquire the
operation information of the kind identified using the defi-
nition information, from the storage unit. The “storage unit
that collects and accumulates the operation information of
the apparatus to be managed” may be provided in the
management apparatus 10, or may be provided in an external
apparatus communicably connected to the management
apparatus 10. In a case where information such as that
shown in FIG. 13 is stored in a predetermined storage unit,
the display processing unit 130 can also execute an exami-
nation of measures applicable to the apparatus to be man-
aged by using the information. The “predetermined storage
unit” may be provided in the management apparatus 10, or
may be provided in an external apparatus communicably
connected to the management apparatus 10.

Operations and Effects of the Fifth Example
Embodiment

[0104] According to the present example embodiment,
similarly to the first embodiment, it is possible to provide the
security administrator with a screen in which a measure
applicable to the apparatus to be managed and operation
information corresponding to the measure are displayed in
association with each other. Therefore, it is possible to
obtain the same effects as in the first example embodiment.

[0105] While the example embodiments of the present
invention have been described with reference to the dia-
grams, these are only illustration of the present invention,
and other various configurations may also be adopted.

[0106] For example, an execution button or the like for
causing each apparatus to be managed 30 to execute a
measure selected on the screen illustrated in each of the
above-described example embodiments may be disposed. In
a case where the button is pressed, the management appa-
ratus 10 generates a command to cause each apparatus to be
managed 30 to execute the measure according to the content
selected on the screen, and output the command to each
apparatus to be managed 30. As a result, it is possible to
centrally manage from examination of a security risk to
execution of a measure.

[0107] In the flowchart or the sequence diagram used in
the above explanation, a plurality of steps (processes) are
described in order. However, the execution order of the steps
performed in each example embodiment is not limited to the
order of the description. In each example embodiment, it is
possible to change the order of the illustrated steps in a range
in which no problem is caused in terms of the content. In
addition, the respective example embodiments described
above can be combined in a range in which the content does
not conflict.

[0108] Hereinafter, examples of reference forms are addi-
tionally described.
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[0109] 1. An information processing apparatus including:
an identification unit that identifies a kind of operation
information corresponding to a measure applicable to an
apparatus to be managed having a security risk by using
measure information indicating the measure applicable to
the apparatus to be managed having the security risk and
definition information defining a correspondence relation-
ship between the kind of operation information of the
apparatus to be managed and the measure against the
security risk; an acquisition unit that acquires operation
information of the identified kind; and a display processing
unit that displays the acquired operation information in
association with the measure applicable to the apparatus to
be managed having the security risk on a display apparatus.

[0110] 2. The information processing apparatus according
to 1 which further includes a definition information acqui-
sition unit that acquires the definition information from an
external server apparatus.

[0111] 3. The information processing apparatus according
to 1 or 2 in which a priority is set in advance for each kind
of the operation information and the display processing unit
controls at least one of a display order and a display state of
each piece of the operation information based on the priority
of each kind of the operation information.

[0112] 4. The information processing apparatus according
to any one of 1 to 3 in which the display processing unit
determines the operation information satisfying predeter-
mined conditions, and displays the operation information
satisfying the conditions on the display apparatus in an
identifiable manner.

[0113] 5. The information processing apparatus according
to any one of 1 to 4 in which the operation information
includes at least one of an operation history and an operation
schedule of the apparatus to be managed.

[0114] 6. An information processing apparatus including a
definition information distribution unit that distributes defi-
nition information, which defines a kind of operation infor-
mation of an apparatus to be managed for each measure
against a security risk, to an external management apparatus.

[0115] 7. A security management system including a man-
agement apparatus and a server apparatus, in which the
server apparatus includes a definition information distribu-
tion unit that distributes definition information, which
defines a kind of operation information of an apparatus to be
managed for each measure against a security risk, to an
external management apparatus and the management appa-
ratus includes: an identification unit that identifies the kind
of operation information corresponding to a measure appli-
cable to the apparatus to be managed having the security risk
by using measure information indicating the measure appli-
cable to the apparatus to be managed having the security risk
and the definition information; an acquisition unit that
acquires operation information of the identified kind; and a
display processing unit that displays the acquired operation
information in association with the measure applicable to the
apparatus to be managed having the security risk on a
display apparatus.

[0116] 8. The security management system according to 7
in which a priority is set in advance for each kind of the
operation information and the display processing unit con-
trols at least one of a display order and a display state of each
piece of the operation information based on the priority of
each kind of the operation information.
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[0117] 9. The security management system according to 7
or 8 in which the display processing unit determines the
operation information satistying predetermined conditions,
and displays the operation information satisfying the con-
ditions on the display apparatus in an identifiable manner.

[0118] 10. The security management system according to
any one of 7 to 9 in which the operation information includes
at least one of an operation history and an operation schedule
of the apparatus to be managed.

[0119] 11. A security measure providing method per-
formed by a computer, the method including: identifying a
kind of operation information corresponding to a measure
applicable to an apparatus to be managed having a security
risk by using measure information indicating the measure
applicable to the apparatus to be managed having the
security risk and definition information defining a corre-
spondence relationship between the kind of operation infor-
mation of the apparatus to be managed and the measure
against the security risk; acquiring operation information of
the identified kind; and displaying the acquired operation
information in association with the measure applicable to the
apparatus to be managed having the security risk on a
display apparatus.

[0120] 12. The security measure providing method per-
formed by the computer according to 11, the method further
including acquiring the definition information from an exter-
nal server apparatus.

[0121] 13. The security measure providing method per-
formed by the computer according to 11 or 12, in which a
priority is set in advance for each kind of the operation
information, the method including controlling at least one of
a display order and a display state of each piece of the
operation information based on the priority of each kind of
the operation information.

[0122] 14. The security measure providing method per-
formed by the computer according to any one of 11 to 13, the
method further including determining the operation infor-
mation satisfying predetermined conditions and displaying
the operation information satisfying the conditions on the
display apparatus in an identifiable manner.

[0123] 15. The security measure providing method
according to any one of 11 to 14 in which the operation
information includes at least one of an operation history and
an operation schedule of the apparatus to be managed.

[0124] 16. A security information distribution method
performed by a computer, the method including distributing
definition information, which defines a kind of operation
information of an apparatus to be managed for each measure
against a security risk, to an external management apparatus.

[0125] 17. A program causing a computer to function as:
an identification unit that identifies a kind of operation
information corresponding to a measure applicable to an
apparatus to be managed having a security risk by using
measure information indicating the measure applicable to
the apparatus to be managed having the security risk and
definition information defining a correspondence relation-
ship between the kind of operation information of the
apparatus to be managed and the measure against the
security risk; an acquisition unit that acquires operation
information of the identified kind; and a display processing
unit that displays the acquired operation information in
association with the measure applicable to the apparatus to
be managed having the security risk on a display apparatus.
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[0126] 18. The program according to 17 causing the
computer to further function as a definition information
acquisition unit that acquires the definition information from
an external server apparatus.

[0127] 19. The program according to 17 or 18 in which a
priority is set in advance for each kind of the operation
information and which causes the computer to further func-
tion as a unit that controls at least one of a display order and
a display state of each piece of the operation information
based on the priority of each kind of the operation informa-
tion.

[0128] 20. The program according to any one of 17 to 19
which causes the computer to further function as a unit that
determines operation information satisfying predetermined
conditions and displays the operation information satisfying
the conditions on the display apparatus in an identifiable
manner.

[0129] 21. The program according to any one of 17 to 20
in which the operation information includes at least one of
an operation history and an operation schedule of the
apparatus to be managed.

[0130] 22. A program causing a computer to function as a
definition information distribution unit that distributes defi-
nition information, which defines a kind of operation infor-
mation of an apparatus to be managed for each measure
against a security risk, to an external management apparatus.
[0131] 23. An information processing apparatus including
a display processing unit that displays measure information,
which indicates a measure applicable to an apparatus to be
managed having a security risk, and operation information
of a kind corresponding to the measure applicable to the
apparatus to be managed, which is operation information of
the apparatus to be managed and which is identified using
definition information defining a correspondence relation-
ship between the kind of operation information and the
measure against the security risk, in association with each
other on a display apparatus.

[0132] This application claims priority from Japanese Pat-
ent Application No. 2015-205493, filed on Oct. 19, 2015, the
entire contents of that are incorporated herein.

1. An information processing apparatus, comprising:

an identification unit that identifies a kind of operation
information corresponding to a measure applicable to
an apparatus to be managed having a security risk by
using measure information indicating the measure
applicable to the apparatus to be managed having the
security risk and definition information defining a cor-
respondence relationship between the kind of operation
information of the apparatus to be managed and the
measure against the security risk;

an acquisition unit that acquires operation information of
the identified kind; and

a display processing unit that displays the acquired opera-
tion information in association with the measure appli-
cable to the apparatus to be managed having the
security risk on a display apparatus.

2. The information processing apparatus according to

claim 1, further comprising:
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a definition information acquisition unit that acquires the
definition information from an external server appara-
tus.

3. The information processing apparatus according to

claim 1,

wherein a priority is set in advance for each kind of the
operation information, and

the display processing unit controls at least one of a
display order and a display state of each piece of the
operation information based on the priority of each
kind of the operation information.

4. The information processing apparatus according to

claim 1,

wherein the display processing unit determines the opera-
tion information satisfying predetermined conditions,
and displays the operation information satisfying the
conditions on the display apparatus in an identifiable
manner.

5. The information processing apparatus according to

claim 1,

wherein the operation information comprises at least one
of an operation history and an operation schedule of the
apparatus to be managed.

6. (canceled)

7. (canceled)

8. A security measure providing method performed by a

computer, the method comprising:

identifying a kind of operation information corresponding
to a measure applicable to an apparatus to be managed
having a security risk by using measure information
indicating the measure applicable to the apparatus to be
managed having the security risk and definition infor-
mation defining a correspondence relationship between
the kind of operation information of the apparatus to be
managed and the measure against the security risk;

acquiring operation information of the identified kind; and

displaying the acquired operation information in associa-
tion with the measure applicable to the apparatus to be
managed having the security risk on a display appara-
tus.

9. (canceled)

10. A non-transitory computer readable medium storing a
program causing a computer to execute a method, the
method comprising:

identifying a kind of operation information corresponding
to a measure applicable to an apparatus to be managed
having a security risk by using measure information
indicating the measure applicable to the apparatus to be
managed having the security risk and definition infor-
mation defining a correspondence relationship between
the kind of operation information of the apparatus to be
managed and the measure against the security risk;

acquiring operation information of the identified kind; and

displaying the acquired operation information in associa-
tion with the measure applicable to the apparatus to be
managed having the security risk on a display appara-
tus.

11. (canceled)

12. (canceled)



