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(57) This application provides a control system, a
clock synchronization method, a controller, a node de-
vice, and a vehicle, and relates to the field of electronic
technologies in the automotive field. In the control system
provided in this application, a primary controller directly
sends a reference clock signal to at least one node device
by using a ring network, so that the at least one node
device can perform timing based on a frequency of the

reference clock signal. In this way, precision of clock syn-
chronization between the primary controller and the node
device can be improved to precision equal to a pulse
width of the reference clock signal. In addition, because
the control system includes the ring network, it can be
ensured that there are redundant paths during signal ex-
change between the primary controller and the node de-
vice, thereby ensuring reliability of signal transmission.
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Description

TECHNICAL FIELD

[0001] This application relates to the field of electronic technologies in the automotive field, and in particular, to a
control system, a clock synchronization method, a controller, a node device, and a vehicle.

BACKGROUND

[0002] With the development of vehicle intelligence, a quantity of electronic control units (electronic control units,
ECUs) included in a vehicle control system is increasing. The ECU may be connected to a sensor and an executor. The
ECU can process data collected by the sensor, and control the executor to perform a corresponding operation.
[0003] To implement precise control of the vehicle, clock synchronization among a plurality of ECUs needs to be
ensured. In a related technology, a precision time protocol (precision time protocol, PTP) or an Ethernet control automation
technology (Ethernet control automation technology, EtherCAT) is used to implement the clock synchronization among
a plurality of ECUs.
[0004] However, when the PTP or EtherCAT is used for clock synchronization, a primary ECU in the plurality of ECUs
may transmit a data frame to other ECUs, and receive data frames returned by other ECUs. The primary ECU may
determine a clock error between local clocks of the plurality of ECUs based on the data frames returned by other ECUs,
and then perform clock synchronization on the local clocks of the ECUs. In this synchronization manner, synchronization
precision is low.

SUMMARY

[0005] This application provides a control system, a clock synchronization method, a controller, a node device, and a
vehicle, to resolve a problem of low synchronization precision in clock synchronization among a plurality of control
devices that are in a control system and that are configured to control a sensor and an executor.
[0006] According to an aspect, this application provides a control system. The control system includes a ring network.
The ring network includes a primary controller and at least one node device. The primary controller is configured to
perform timing based on a frequency of a local clock signal of the primary controller and execute a task, and is configured
to send a reference clock signal to the at least one node device by using the ring network. The reference clock signal
is obtained based on the local clock signal of the primary controller. The at least one node device is configured to perform
timing based on a frequency of the reference clock signal and execute a task.
[0007] In the solution provided in this application, the primary controller directly sends the reference clock signal to
perform time synchronization, so that precision of clock synchronization between the primary controller and the node
device can be improved to precision equal to a pulse width of the reference clock signal. This effectively improves
precision of clock synchronization. In addition, because the primary controller and the at least one node device in the
control system can be sequentially connected to form a ring network, it can be ensured that there are redundant signal
exchange paths during signal exchange between the primary controller and the at least one node device, thereby ensuring
reliability of signal transmission.
[0008] Optionally, the reference clock signal may be the local clock signal of the primary controller, that is, the primary
controller may directly send the local clock signal of the primary controller to the at least one node device.
[0009] Optionally, the reference clock signal may be a clock signal obtained by performing frequency division on the
local clock signal of the primary controller. Because the frequency of the local clock signal of the primary controller is
generally high, the primary controller may perform frequency division on the local clock signal of the primary controller
to obtain the reference clock signal, to ensure that the node device can support the frequency of the reference clock signal.
[0010] Optionally, the at least one node device may include a phase-locked loop. The at least one node device may
be configured to: correct a frequency of a local clock signal of the node device based on the frequency of the reference
clock signal by using the phase-locked loop, to maintain a target ratio between the frequency of the local clock signal
of the node device and the frequency of the reference clock signal; and perform timing based on the frequency of the
local clock signal of the node device.
[0011] The target ratio may be a fixed value preset in the node device, and the target ratio is a ratio of two positive
integers. The node device corrects the frequency of the local clock signal of the node device by using the phase-locked
loop, so that the frequency of the local clock signal of the node device and the frequency of the reference clock signal
can achieve pulse-level synchronization.
[0012] Optionally, the at least one node device may be configured to perform timing based on the frequency of the
reference clock signal. In other words, the node device can directly execute a task based on a beat of the reference
clock signal, and does not need to correct the frequency of the local clock signal of the node device.
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[0013] Optionally, the primary controller may be further configured to adjust the frequency of the local clock signal of
the primary controller within a target frequency range, that is, the primary controller may perform frequency modulation
on the local clock signal of the primary controller, to implement frequency modulation on the reference clock signal.
[0014] Performing frequency modulation on the reference clock signal can effectively improve electromagnetic com-
patibility (electromagnetic compatibility, EMC) performance of a frequency sensitive circuit in the control system in a
task execution process.
[0015] Optionally, the primary controller may be further configured to send a synchronization signal to the at least one
node device by using the ring network. The at least one node device is further configured to correct time of a local clock
of the node device based on the received synchronization signal. In this way, not only frequency synchronization of
clocks, but also time synchronization, can be implemented between the primary controller and the at least one node device.
[0016] Optionally, the primary controller may be connected to the at least one node device by using a clock signal
cable. The primary controller is configured to send the synchronization signal and the reference clock signal to the at
least one node device by using the clock signal cable. The at least one node device is configured to separately obtain
the synchronization signal and the reference clock signal from a received signal based on an amplitude and/or a pulse
width of the received signal.
[0017] The primary controller transmits the synchronization signal and the reference clock signal by using one clock
signal cable. This can avoid an increase in a quantity of signal cables between the primary controller and the node device
in the control system, and simplify a structure of the control system.
[0018] Optionally, the primary controller may be connected to the at least one node device by using a clock signal
cable and a synchronization signal cable. The primary controller is configured to send the reference clock signal to the
at least one node device by using the clock signal cable, and is configured to send the synchronization signal to the at
least one node device by using the synchronization signal cable.
[0019] The primary controller separately transmits the synchronization signal and the reference clock signal by using
different signal cables, so that the node device does not need to parse the synchronization signal and the reference
clock signal from a compound signal. This reduces complexity of receiving the synchronization signal and the reference
clock signal by the node device.
[0020] Optionally, the at least one node device may be at least one secondary controller. The control system may
further include at least one sensor and at least one executor. The at least one sensor is connected to the primary
controller or the at least one secondary controller, and the at least one executor is connected to the primary controller
or the at least one secondary controller. A task that needs to be executed by the primary controller and a task that needs
to be executed by the at least one secondary controller each include one or more of the following tasks: a data transmission
task, a data processing task, a sending task of an instruction, and an output task of a drive signal. The instruction is
used to instruct the at least one sensor to collect data, or is used to instruct to output the drive signal to the at least one
executor.
[0021] In the solution provided in this application, the primary controller may cooperate with the at least one secondary
controller, to control the at least one sensor and the at least one executor in the control system.
[0022] Optionally, the primary controller may be further configured to: determine the task that needs to be executed
by the primary controller and an execution moment of the task, determine the task that needs to be executed by the at
least one secondary controller and an execution moment of the task, execute a task at the execution moment of the
task that needs to be executed by the primary controller, and send a task scheduling table to the at least one secondary
controller. The task scheduling table received by the at least one secondary controller includes the task that needs to
be executed by the at least one secondary controller and the execution moment of the task. Correspondingly, the at
least one secondary controller may be configured to execute, based on the task scheduling table, the task at the execution
moment of the task that needs to be executed by the at least one secondary controller.
[0023] Because the primary controller can schedule tasks in a unified manner, the primary controller and the at least
one secondary controller can execute tasks in an orderly and efficient manner, to avoid a problem such as re source
preemption or contention that occurs when a plurality of tasks are simultaneously executed.
[0024] Optionally, the primary controller may be further configured to: divide a general data processing task into a
plurality of data processing tasks, and determine, based on load of the primary controller and load of the at least one
secondary controller, a data processing task that needs to be executed by the primary controller and a data processing
task that needs to be executed by the at least one secondary controller. In this way, a plurality of controllers included in
the ring network can implement distributed execution of data processing tasks, and further improve, on the basis of
improvement of task execution efficiency, utilization of computing resources of the controller.
[0025] Optionally, the at least one secondary controller may further store a priority list, and the priority list includes a
priority of the at least one secondary controller. The at least one secondary controller may be further configured to: if it
is determined that the primary controller is faulty or any signal cable connected to the primary controller is faulty, determine
a new primary controller from the at least one secondary controller based on the priority list. Then, the new primary
controller may perform unified scheduling management on a plurality of controllers in the control system, to be specific,
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a primary control right of the control system may be handed over to the new primary controller, to ensure that the control
system can still normally run.
[0026] Optionally, the primary controller and the at least one secondary controller may be further configured to: send
target data to another controller in the control system by using the ring network, and if the target data transmitted by
using the ring network is not received, or received target data transmitted by using the ring network is inconsistent with
the sent target data, perform fault detection on the ring network, and/or resend the target data.
[0027] The target data may be data that has a high requirement on security and needs to be shared by the plurality
of controllers in the ring network. By using the foregoing method, it can be ensured that the target data can be reliably
transmitted to a receiver.
[0028] Optionally, the control system may further include at least one first router. A first port of the at least one first
router is connected to the primary controller or the at least one secondary controller, and a second port of the at least
one first router is connected to the at least one sensor and/or the at least one executor. A data transmission rate of the
first port is lower than a data transmission rate of the ring network, and a data transmission rate of the second port is
lower than the data transmission rate of the first port. A controller connected to the at least one first router may be further
configured to: perform frequency division on a frequency of the reference clock signal, and send a frequency-divided
reference clock signal to the at least one first router. The at least one first router may be configured to perform timing
based on the frequency of the received reference clock signal and execute a task. The task executed by the first router
may include at least: exchanging, through the first port, data with the controller connected to the first router, and ex-
changing, through the second port, data with the at least one sensor and/or the at least one executor connected to the
first router.
[0029] In the solution provided in this application, a sensor and/or an executor that have/has a high requirement on a
data transmission rate may be directly connected to a controller (which may be the primary controller or the secondary
controller) in the control system, and the controller sends an instruction at a higher frequency of the reference clock
signal, and transmits data at a higher data transmission rate. A sensor and/or an executor that have/has a general
requirement on a data transmission rate may be connected to the first router, and the first router sends an instruction
at a medium frequency of the reference clock signal, and transmits data at a medium data transmission rate. In this way,
the control system can be compatible with different types of sensors and executors. This effectively improves application
flexibility of the control system.
[0030] Optionally, the control system may further include at least one second router. A third port of the at least one
second router is connected to the second port of the at least one first router, and a fourth port of the at least one second
router is connected to the at least one sensor and/or the at least one executor. A data transmission rate of the third port
is equal to the data transmission rate of the second port, and a data transmission rate of the fourth port is lower than
the data transmission rate of the third port. The at least one first router may be further configured to: perform frequency
division on the frequency of the received reference clock signal, and send a frequency-divided reference clock signal to
the at least one second router. The at least one second router is configured to perform timing based on the frequency
of the received reference clock signal and execute a task. The task executed by the at least one second router includes
at least: exchanging data with the at least one first router through the third port, and exchanging, through the fourth port,
data with the at least one sensor and/or at least one executor connected to the at least one second router.
[0031] According to the control system provided in this application, the first router and the second router may be used
to gradually reduce a data transmission rate and a frequency of the reference clock signal level by level, so that the
controller, the first router, and the second router can execute an instruction based on different frequencies of the reference
clock signal. In this way, application flexibility and compatibility of the control system are effectively improved. In addition,
a plurality of routers of different levels are disposed. This can ensure smooth transition of the data transmission rate
and the frequency of the reference clock signal, and further ensure stability of data transmission.
[0032] Optionally, the at least one node device may be at least one first router. The control system may further include:
at least one sensor and at least one executor. The at least one sensor is connected to the primary controller or the at
least one first router, and the at least one executor is connected to the primary controller or the at least one first router.
A task that needs to be executed by the primary controller includes one or more of the following tasks: a data transmission
task, a data processing task, a sending task of an instruction, and an output task of a drive signal. A task that needs to
be executed by the at least one first router includes one or more of the following tasks: a data transmission task, a
sending task of an instruction, and an output task of a drive signal. The instruction is used to instruct the at least one
sensor to collect data, or is used to instruct to output the drive signal to the at least one executor.
[0033] In the solution provided in this application, the ring network may include only one primary controller, and the
primary controller may implement centralized control on the at least one first router, the at least one sensor, and the at
least one executor in the control system.
[0034] Optionally, a first port of the at least one first router is connected to the primary controller, to be specific, the at
least one first router accesses the ring network through the first port. The control system may further include at least
one second router. A third port of the at least one second router is connected to a second port of the at least one first
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router, and a fourth port of the at least one second router is connected to the at least one sensor and/or the at least one
executor. A data transmission rate of the first port is equal to a data transmission rate of the ring network, a data
transmission rate of the second port is lower than the data transmission rate of the first port, a data transmission rate of
the third port is equal to the data transmission rate of the second port, and a data transmission rate of the fourth port is
lower than the data transmission rate of the third port. The at least one first router is further configured to: perform
frequency division on a frequency of the received reference clock signal, and send a frequency-divided reference clock
signal to the at least one second router. The at least one second router is configured to perform timing based on a
frequency of the received reference clock signal and execute a task. The task executed by the at least one second router
includes at least: exchanging data with the at least one first router through the third port, and exchanging, through the
fourth port, data with the at least one sensor and/or the at least one executor connected to the at least one second router.
[0035] In a scenario in which the node device is the first router, the second router may be used to reduce the data
transmission rate and the frequency of the reference clock signal, so that a device (including the primary controller and
the at least one first router) and the second router in the ring network may execute an instruction at different frequencies
of the reference clock signal. In this way, application flexibility and compatibility of the control system are effectively
improved.
[0036] Optionally, the primary controller may include a primary control module and a secondary control module con-
nected to the primary control module. The at least one node device may include a primary node module and a secondary
node module connected to the primary node module. The ring network includes a first ring subnet and a second ring
subnet. The first ring subnet includes the primary control module and the primary node module in the at least one node
device, and the second ring subnet includes the secondary control module and the secondary node module in the at
least one node device. The reference clock signal is obtained based on a local clock signal of the primary control module.
The primary control module is configured to separately send the reference clock signal to the secondary control module
and the primary node module in the at least one node device. The secondary control module is configured to send the
reference clock signal to the secondary node module in the at least one node device. Alternatively, the primary node
module in the at least one node device is configured to send the reference clock signal to the secondary node module
connected to the primary node module.
[0037] In this application, functions of the secondary control module and the primary control module included in the
primary controller may be the same. Therefore, the secondary control module may also be referred to as a redundant
control module. Functions of the primary node module and the secondary node module included in the node device may
also be the same. Therefore, the secondary node module may also be referred to as a redundant node module. The
redundant control module and the redundant node module are disposed, to ensure reliability of the primary controller
and the node device during operation, thereby improving reliability of the entire control system.
[0038] Optionally, the at least one sensor in the control system may include a first-type sensor and a second-type
sensor, and a function (function) safety integrity level (safety integrity level, SIL) of the first-type sensor is higher than a
function safety integrity level of the second-type sensor. The at least one executor in the control system may include a
first-type executor and a second-type executor, and a function safety integrity level of the first-type executor is higher
than a function safety integrity level of the second-type executor. The first-type sensor is separately connected to the
primary control module and the secondary control module, or is separately connected to the primary node module and
the secondary node module. The second-type sensor is connected to one of the primary control module, the secondary
control module, the primary node module, and the secondary node module. The first-type executor is separately con-
nected to the primary control module and the secondary control module, or is separately connected to the primary node
module and the secondary node module. The second-type executor is connected to one of the primary control module,
the secondary control module, the primary node module, and the secondary node module.
[0039] According to the solution provided in this application, a device with a higher function safety integrity level is
connected to both control modules of the primary controller, or is connected to both node modules of the node device.
This can ensure reliability of data collection and instruction execution, thereby improving security of the control system.
However, for a device with a lower function safety integrity level, the device is connected to only one control module in
the primary controller or node device. This can simplify an architecture of the control system and reduce system com-
plexity.
[0040] Optionally, the control system may further include a first power supply and a second power supply. The first
power supply is separately connected to the primary control module and the primary node module in the at least one
node device, and the first power supply is configured to supply power to the primary control module and the primary
node module in the at least one node device. The second power supply is separately connected to the secondary control
module and the secondary node module in the at least one node device, and the second power supply is configured to
supply power to the secondary control module and the secondary node module in the at least one node device.
[0041] The redundant second power supply is disposed to supply power to the secondary control module and the
secondary node module. This can ensure that the two ring subnets in the control system can operate independently,
and further ensure function safety and reliability of the control system.
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[0042] Optionally, the primary controller may be further configured to: if it is detected that any task is not executed at
an execution moment of the any task, perform a fault response operation. The fault response operation may include
one or more of the following operations: restarting a device for executing the any task, where the device is the primary
controller or the at least one node device, restarting a sensor and/or an executor connected to the device for executing
the any task, and executing a security task configured in the primary controller.
[0043] When detecting that an error occurs at a task execution moment, the primary controller can perform a fault
response operation in time, to effectively ensure security and reliability of the control system.
[0044] Optionally, the control system may further include a gateway. The gateway is connected to the primary controller
or the at least one node device. The gateway is configured to: send, to an external device, data from a device connected
to the gateway, and send, to the device connected to the gateway, data from the external device. The external device
is a device independent of the control system.
[0045] In the control system provided in this application, the primary controller or the at least one node device may
further communicate with the external device by using the gateway. This enriches functions of the control system and
improves flexibility of the control system during operation.
[0046] Optionally, the gateway may include a primary communication module and a secondary communication module
connected to the primary communication module. The two redundant communication modules are designed, to ensure
function safety and reliability when the primary controller or the at least one node device exchanges data with the external
device.
[0047] Optionally, the control system may be a vehicle control system.
[0048] In another aspect, a clock synchronization method is provided. The method may be applied to a primary
controller in a control system. The control system includes a ring network, and the ring network includes the primary
controller and at least one node device. The method includes: performing timing based on a frequency of a local clock
signal of the primary controller and executing a task; and sending a reference clock signal to the at least one node device
by using the ring network. The reference clock signal is obtained based on the local clock signal of the primary controller,
and the reference clock signal is used by the at least one node device to perform timing based on a frequency of the
reference clock signal and execute a task.
[0049] Optionally, the reference clock signal is the local clock signal of the primary controller. Alternatively, the reference
clock signal is a clock signal obtained by performing frequency division on the local clock signal of the primary controller.
[0050] Optionally, the method further includes: adjusting the frequency of the local clock signal of the primary controller
within a target frequency range.
[0051] Optionally, the method further includes: sending a synchronization signal to the at least one node device by
using the ring network. The synchronization signal is used by the at least one node device to correct time of a local clock
of the at least one node device.
[0052] Optionally, the primary controller is connected to the at least one node device by using a clock signal cable. A
process of sending the reference clock signal and the synchronization signal to the at least one node device by using
the ring network may include: sending the reference clock signal and the synchronization signal to the at least one node
device by using the clock signal cable.
[0053] Optionally, the primary controller is connected to the at least one node device by using the clock signal cable
and a synchronization signal cable. A process of sending the reference clock signal to the at least one node device by
using the ring network may include: sending the reference clock signal to the at least one node device by using the clock
signal cable. A process of sending the synchronization signal to the at least one node device by using the ring network
may include: sending the synchronization signal to the at least one node device by using the synchronization signal cable.
[0054] Optionally, the at least one node device is at least one secondary controller. The control system further includes
at least one sensor and at least one executor. The at least one sensor is connected to the primary controller or the at
least one secondary controller, and the at least one executor is connected to the primary controller or the at least one
secondary controller. A task that needs to be executed by the primary controller and a task that needs to be executed
by the at least one secondary controller each include one or more of the following tasks: a data transmission task, a
data processing task, a sending task of an instruction, and an output task of a drive signal. The instruction is used to
instruct the at least one sensor to collect data, or is used to instruct to output the drive signal to the at least one executor.
[0055] Optionally, the method may further include: determining the task that needs to be executed by the primary
controller and an execution moment of the task; determining the task that needs to be executed by the at least one
secondary controller and an execution moment of the task; and sending a task scheduling table to the at least one
secondary controller. The task scheduling table includes the task that needs to be executed by the at least one secondary
controller and the execution moment of the task. Correspondingly, a process of performing timing based on the frequency
of the local clock signal of the primary controller and executing a task may include: performing timing based on the
frequency of the local clock signal of the primary controller, and executing the task at the execution moment of the task
that needs to be executed by the primary controller.
[0056] Optionally, the method may further include: dividing a general data processing task into a plurality of data
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processing tasks, and determining, based on load of the primary controller and load of the at least one secondary
controller, a data processing task that needs to be executed by the primary controller and a data processing task that
needs to be executed by the at least one secondary controller.
[0057] Optionally, the method may further include: sending target data to the at least one secondary controller by
using the ring network, and if the target data transmitted by using the ring network is not received, or received target
data transmitted by using the ring network is inconsistent with sent target data, performing fault detection on the ring
network, and/or resending the target data.
[0058] Optionally, the control system may further include at least one first router. A first port of the at least one first
router is connected to the primary controller, and a second port of the at least one first router is connected to the at least
one sensor and/or the at least one executor. A data transmission rate of the first port is lower than a data transmission
rate of the ring network, and a data transmission rate of the second port is lower than the data transmission rate of the
first port. The method may further include: performing frequency division on the frequency of the reference clock signal,
and sending a frequency-divided reference clock signal to the at least one first router.
[0059] Optionally, the primary controller includes a primary control module and a secondary control module connected
to the primary control module. The at least one node device includes a primary node module and a secondary node
module connected to the primary node module. The ring network includes a first ring subnet and a second ring subnet.
The first ring subnet includes the primary control module and the primary node module in the at least one node device,
and the second ring subnet includes the secondary control module and the secondary node module in the at least one
node device. The reference clock signal is obtained based on the local clock signal of the primary control module. The
process of sending the reference clock signal to the at least one node device by using the ring network may include:
The primary control module separately sends the reference clock signal to the secondary control module and the primary
node module in the at least one node device. The reference clock signal is sent by the primary node module to the
secondary node module. Alternatively, the sending a reference clock signal to the at least one node device by using the
ring network further includes: The secondary control module sends the reference clock signal to the secondary node
module in the at least one node device.
[0060] Optionally, the method may further include: if it is detected that any task is not executed at an execution moment
of the any task, performing a fault response operation. The fault response operation includes one or more of the following
operations: restarting a device for executing the any task, where the device is the primary controller or the at least one
node device, restarting a sensor and/or an executor connected to the device for executing the any task, and executing
a security task configured in the primary controller.
[0061] According to still another aspect, a clock synchronization method is provided. The method may be applied to
a node device in a control system. The control system includes a ring network, and the ring network includes a primary
controller and at least one node device. The method may include: receiving, by using the ring network, a reference clock
signal sent by the primary controller, where the reference clock signal is obtained based on a local clock signal of the
primary controller; and performing timing based on a frequency of the reference clock signal and executing a task.
[0062] Optionally, the node device may include a phase-locked loop. A process in which the node device performs
timing based on the frequency of the reference clock signal may include: correcting a frequency of a local clock signal
of the node device based on the frequency of the reference clock signal by using the phase-locked loop, to maintain a
target ratio between the frequency of the local clock signal of the node device and the frequency of the reference clock
signal; and performing timing based on the frequency of the local clock signal of the node device.
[0063] Optionally, a process in which the node device performs timing based on the frequency of the reference clock
signal may include: performing timing based on the frequency of the reference clock signal.
[0064] Optionally, the method may further include: receiving, by using the ring network, a synchronization signal sent
by the primary controller; and correcting time of a local clock of the node device based on the synchronization signal.
[0065] Optionally, the node device is connected to the primary controller by using a clock signal cable. A process of
receiving, by using the ring network, the reference clock signal and the synchronization signal that are sent by the primary
controller may include: receiving, by using the clock signal cable, a signal sent by the primary controller; and separately
obtaining the synchronization signal and the reference clock signal from the received signal based on an amplitude
and/or a pulse width of the received signal.
[0066] Optionally, the node device is connected to the primary controller by using a clock signal cable and a synchro-
nization signal cable. A process of receiving, by using the ring network, the reference clock signal sent by the primary
controller may include: receiving, by using the clock signal cable, the reference clock signal sent by the primary controller.
A process of receiving, by using the ring network, the synchronization signal sent by the primary controller may include:
receiving, by using the synchronization signal cable, the synchronization signal sent by the primary controller.
[0067] Optionally, the node device is a secondary controller. The control system further includes at least one sensor
and at least one executor. The at least one sensor is connected to the primary controller or the secondary controller,
and the at least one executor is connected to the primary controller or the secondary controller. A task that needs to be
executed by the primary controller and a task that needs to be executed by the secondary controller each include one
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or more of the following tasks: a data transmission task, a data processing task, a sending task of an instruction, and
an output task of a drive signal. The instruction is used to instruct the at least one sensor to collect data, or is used to
instruct to output the drive signal to the at least one executor.
[0068] Optionally, the method may further include: receiving, by using the ring network, a task scheduling table sent
by the primary controller. The task scheduling table includes the task that needs to be executed by the secondary
controller and an execution moment of the task. A process of performing timing based on the frequency of the reference
clock signal and executing a task may include: performing timing based on the frequency of the reference clock signal,
and executing the task at the execution moment of the task that needs to be executed by the secondary controller.
[0069] Optionally, the secondary controller further stores a priority list. The priority list includes a priority of at least
one secondary controller included in the control system. The method may further include: if it is determined that the
primary controller is faulty or any signal cable connected to the primary controller is faulty, determining a new primary
controller from the at least one secondary controller based on the priority list.
[0070] Optionally, the method may further include: sending target data to another controller in the control system by
using the ring network, and if the target data transmitted by using the ring network is not received, or received target
data transmitted by using the ring network is inconsistent with the sent target data, performing fault detection on the ring
network, and/or resending the target data.
[0071] Optionally, the control system may further include at least one first router. A first port of the at least one first
router is connected to the secondary controller, and a second port of the at least one first router is connected to the at
least one sensor and/or the at least one executor. A data transmission rate of the first port is lower than a data transmission
rate of the ring network, and a data transmission rate of the second port is lower than the data transmission rate of the
first port. The method may further include: performing frequency division on the frequency of the reference clock signal,
and sending a frequency-divided reference clock signal to the at least one first router.
[0072] Optionally, the node device is a first router. The control system further includes at least one sensor and at least
one executor. The at least one sensor is connected to the primary controller or the first router, and the at least one
executor is connected to the primary controller or the first router. A task that needs to be executed by the primary
controller includes one or more of the following tasks: a data transmission task, a data processing task, a sending task
of an instruction, and an output task of a drive signal. A task that needs to be executed by the first router includes one
or more of the following tasks: a data transmission task, a sending task of an instruction, and an output task of a drive
signal. The instruction is used to instruct the at least one sensor to collect data, or is used to instruct to output the drive
signal to the at least one executor.
[0073] Optionally, a first port of the first router is connected to the primary controller. The control system further includes
at least one second router. A third port of the at least one second router is connected to a second port of the first router,
and a fourth port of the at least one second router is connected to the at least one sensor and/or the at least one executor.
A data transmission rate of the first port is equal to a data transmission rate of the ring network, a data transmission rate
of the second port is lower than the data transmission rate of the first port, a data transmission rate of the third port is
equal to the data transmission rate of the second port, and a data transmission rate of the fourth port is lower than the
data transmission rate of the third port. The method may further include: performing frequency division on the frequency
of the received reference clock signal, and sending a frequency-divided reference clock signal to the at least one second
router.
[0074] For beneficial effects of the clock synchronization method provided in the foregoing aspects, refer to effect
descriptions of corresponding features in the control system. Details are not described again in this application.
[0075] According to still another aspect, a primary controller is provided. The primary controller may be applied to the
control systems provided in the foregoing aspects. In addition, the primary controller may include a programmable logic
circuit and/or program instructions, and the primary controller is configured to implement the methods that are provided
in the foregoing aspects and that are applied to the primary controller.
[0076] According to still another aspect, a node device is provided. The node device may be applied to the control
systems provided in the foregoing aspects. In addition, the node device may include a programmable logic circuit and/or
program instructions, and the node device is configured to implement the methods that are provided in the foregoing
aspects and that are applied to the node device.
[0077] According to still another aspect, a vehicle is provided. The vehicle includes the control systems provided in
the foregoing aspects. The vehicle may be an electric vehicle. In addition, the vehicle may be an autonomous vehicle,
a teleoperated driving vehicle, an airborne vehicle, or the like.
[0078] The technical solutions provided in this application include at least the following beneficial effects:
[0079] This application provides the control system, the clock synchronization method, the controller, the node device,
and the vehicle. The primary controller in the control system may directly send the reference clock signal to the at least
one node device by using the ring network, so that the at least one node device can perform timing based on the frequency
of the reference clock signal. In this way, clock synchronization between the primary controller and the at least one node
device is implemented. Compared with sending of a data frame, direct sending of the reference clock signal may improve
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precision of clock synchronization between the primary controller and the at least one node device to precision equal to
a pulse width of the reference clock signal, thereby effectively improving precision of clock synchronization. In addition,
because the primary controller and the at least one node device in the control system can be sequentially connected to
form the ring network, it can be ensured that there are redundant signal exchange paths during signal exchange between
the primary controller and the at least one node device, thereby ensuring reliability of signal transmission.

BRIEF DESCRIPTION OF DRAWINGS

[0080]

FIG. 1 is a schematic diagram of a structure of a control system according to an embodiment of this application;
FIG. 2 is a schematic diagram of a synchronization error between a primary controller and a node device according
to an embodiment of this application;
FIG. 3 is a schematic diagram in which an amplitude of a conduction signal or a radiation signal generated by a
frequency sensitive circuit changes with a frequency according to an embodiment of this application;
FIG. 4 is a schematic diagram of a reference clock signal, a synchronization signal, and a compound signal according
to an embodiment of this application;
FIG. 5 is a schematic diagram of another reference clock signal, synchronization signal, and compound signal
according to an embodiment of this application;
FIG. 6 is a schematic diagram of still another reference clock signal, synchronization signal, and compound signal
according to an embodiment of this application;
FIG. 7 is a schematic diagram of a reference clock signal and a synchronization signal according to an embodiment
of this application;
FIG. 8 is a schematic diagram of a structure of another control system according to an embodiment of this application;
FIG. 9 is a schematic diagram of a structure of still another control system according to an embodiment of this
application;
FIG. 10 is a schematic diagram of frequencies of reference clock signals according to an embodiment of this
application;
FIG. 11 is a schematic diagram of frequencies of reference clock signals and different rates of tasks according to
an embodiment of this application;
FIG. 12 is a schematic diagram of a structure of still another control system according to an embodiment of this
application;
FIG. 13 is a schematic diagram of a structure of yet another control system according to an embodiment of this
application;
FIG. 14 is a schematic diagram of a structure of yet another control system according to an embodiment of this
application;
FIG. 15 is a schematic diagram of a clock synchronization path according to an embodiment of this application;
FIG. 16 is a schematic diagram of a local structure of a control system according to an embodiment of this application;
FIG. 17 is a schematic diagram of another clock synchronization path according to an embodiment of this application;
FIG. 18 is a schematic diagram of a structure of yet another control system according to an embodiment of this
application;
FIG. 19 is a schematic diagram of a structure of yet another control system according to an embodiment of this
application;
FIG. 20 is a schematic diagram of a structure of yet another control system according to an embodiment of this
application;
FIG. 21 is a flowchart of a clock synchronization method according to an embodiment of this application;
FIG. 22 is a flowchart of another clock synchronization method according to an embodiment of this application;
FIG. 23 is a flowchart of still another clock synchronization method according to an embodiment of this application; and
FIG. 24 is a schematic diagram of a structure of a primary controller according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0081] To make objectives, technical solutions, and advantages of this application clearer, the following further de-
scribes implementations of this application in detail with reference to the accompanying drawings.
[0082] An embodiment of this application provides a control system. As shown in FIG. 1, the control system includes
a ring network, and the ring network includes a primary controller 01 (which may also be referred to as a central controller)
and at least one node device 02. For example, FIG. 1 shows three node devices 02. The node device 02 may be a
secondary controller, or may be a first router. Both the primary controller 01 and the secondary controller may be a
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control device including one or more processing chips. The first router may be a forwarding device including one or more
forwarding chips.
[0083] The primary controller 01 is configured to: perform timing based on a frequency of a local clock signal of the
primary controller 01 and execute a task, and send a reference clock signal to the at least one node device 02 by using
the ring network. The reference clock signal is obtained based on the local clock signal of the primary controller 01.
[0084] The at least one node device 02 is configured to perform timing based on a frequency of the reference clock
signal and execute a task. For example, the node device 02 may correct a frequency of a local clock signal of the node
device 02 based on the frequency of the reference clock signal, and perform timing based on a corrected frequency of
the local clock signal. Alternatively, the node device 02 may directly perform timing based on the frequency of the
reference clock signal. In this way, clock synchronization between the primary controller 01 and the at least one node
device 02 may be implemented.
[0085] Because the primary controller 01 and the at least one node device 02 can form a ring network, it can be
ensured that there are redundant signal exchange paths during signal exchange between the primary controller 01 and
the at least one node device 02. For example, it is assumed that a first interface of the primary controller 01 is connected
to one node device 02, and a second interface of the primary controller 01 is connected to another node device 02. If a
signal cable connected to the first interface of the primary controller 01 is faulty, the primary controller 01 may further
transmit data to the ring network through the second interface of the primary controller 01, so that the data can be
transmitted, by using the ring network, to the node device 02 connected to the first interface of the primary controller 01.
[0086] It should be understood that clock synchronization between the primary controller 01 and the node device 02
may mean that a ratio of frequencies of a clock signal referred to when the primary controller 01 and the node device
02 execute tasks is a target ratio. That is, the primary controller 01 and the node device 02 may execute tasks based
on a beat of a fixed ratio. For example, if the target ratio is 1, it indicates that frequencies of a clock signal referred to
when the primary controller 01 and the node device 02 execute tasks are the same. If the target ratio is n, n is a ratio of
two positive integers, and n is not 1, it indicates that a frequency of a clock signal referred to when the primary controller
01 executes a task is n times a frequency of a clock signal referred to when the node device 02 executes a task.
[0087] It should be further understood that, as shown in FIG. 1, the primary controller 01 may be separately connected
to two node devices 02. When sending a reference clock signal, the primary controller 01 may send the reference clock
signal to only one node device 02 connected to the primary controller 01, and then the node device 02 sequentially
sends the reference clock signal to other node devices 02. In other words, the reference clock signal in the ring network
may be unidirectionally transmitted in a clockwise direction or a counterclockwise direction. Alternatively, the primary
controller 01 may separately send a reference clock signal to two node devices 02 connected to the primary controller
01, and then the two node devices 02 forward the reference clock signal to another node device 02. In other words, the
reference clock signal in the ring network may be bidirectionally transmitted in parallel in a clockwise direction and a
counterclockwise direction.
[0088] In this embodiment of this application, in the ring network, not only the primary controller 01 and the node device
02, but also two adjacent node devices 02 may be connected by using a signal cable (which may also be referred to as
a signal link). Therefore, the primary controller 01 may send the reference clock signal to the at least one node device
02 by using the signal cable. A manner in which the primary controller 01 transmits a reference clock signal to the at
least one node device 02 by using a signal cable to implement clock synchronization may also be referred to as hardware
synchronization.
[0089] FIG. 2 is a schematic diagram of a synchronization error between a primary controller and a node device
according to an embodiment of this application. As shown in FIG. 2, because the primary controller 01 may directly send
a reference clock signal to the node device 02, it can be ensured that a synchronization cycle of clock synchronization
performed between the primary controller 01 and the node device 02 is a cycle of the reference clock signal. Corre-
spondingly, it can be ensured that an error (that is, a synchronization error) between time of the primary controller 01
and time of the node device 02 can be reduced to a level equal to a pulse width of the reference clock signal, in other
words, pulse-level clock synchronization can be implemented. For example, it is assumed that a frequency of the reference
clock signal is 1 gigahertz (GHz), that is, one clock cycle of the reference clock signal is 1 nanosecond (ns). In this case,
the reference clock signal sent by the primary controller 01 every 1 ns may guide the node device 02 to correct a local
clock of the node device 02, so that the synchronization error may be less than 1 ns. The ns-level synchronization error
can meet requirements of most real-time control scenarios.
[0090] In conclusion, the embodiment of this application provides the control system. The primary controller in the
control system may directly send the reference clock signal to the at least one node device by using the ring network,
so that the at least one node device can perform timing based on the frequency of the reference clock signal. In this
way, clock synchronization between the primary controller and the at least one node device is implemented. Compared
with sending of a data frame, direct sending of the reference clock signal may improve precision of clock synchronization
between the primary controller and the at least one node device to precision equal to a pulse width of the reference
clock signal, thereby effectively improving precision of clock synchronization. In addition, because the primary controller
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and the at least one node device in the control system can be sequentially connected to form a ring network, it can be
ensured that there are redundant signal exchange paths during signal exchange between the primary controller and the
at least one node device, thereby ensuring reliability of signal transmission.
[0091] In addition, in the control system provided in this embodiment of this application, precision of time synchronization
between the primary controller and the at least one node device is high. Therefore, it can be ensured that all time sensitive
tasks can be moved up by an ECU to the primary controller or the node device for execution. This effectively reduces
a quantity of ECUs in the control system, and simplifies a function of the ECU (for example, the ECU can be simplified
as a router). The control system has lower complexity and higher flexibility.
[0092] Optionally, the reference clock signal may be a local clock signal of the primary controller 01, that is, the primary
controller 01 may directly send the local clock signal of the primary controller 01 as the reference clock signal to the at
least one node device 02.
[0093] Alternatively, the reference clock signal may be a clock signal obtained by performing frequency division on
the local clock signal of the primary controller 01. That is, the primary controller 01 may first perform frequency division
on the local clock signal of the primary controller 01 to obtain a reference clock signal, and then send the reference clock
signal to the at least one node device 02.
[0094] Because a frequency of a source clock signal generated by a crystal oscillator in the primary controller 01 is
generally within an intermediate frequency range, the local clock signal of the primary controller 01 may be generated
after a phase-locked loop (phase-locked loop, PLL) in the primary controller 01 performs frequency multiplication on the
source clock signal based on a preset frequency multiplication value. In addition, because a frequency of the local clock
signal generated by the PLL in the primary controller 01 is generally high, the primary controller 01 may perform frequency
division on the local clock signal of the primary controller 01 to obtain a reference clock signal, to ensure that the node
device 02 can support a frequency of the reference clock signal.
[0095] In an optional implementation, the at least one node device 02 may include the PLL. The at least one node
device 02 can correct a frequency of a local clock signal of the node device 02 based on the frequency of the reference
clock signal by using the PLL, to maintain a target ratio between the frequency of the local clock signal of the node
device 02 and the frequency of the reference clock signal. Then, the at least one node device 02 may perform timing
based on a corrected frequency of the local clock signal of the at least one node device 02. The node device 02 corrects
the frequency of the local clock signal of the node device 02 by using the phase-locked loop, so that the frequency of
the local clock signal of the node device 02 and the frequency of the reference clock signal can achieve pulse-level
synchronization.
[0096] The target ratio may be a fixed value preset in the node device 02, and the target ratio may be a ratio of two
positive integers. For example, if the target ratio is 1, the node device 02 may trace and lock the frequency of the reference
clock signal by using the PLL, so that the frequency of the local clock signal of the node device 02 is equal to the frequency
of the reference clock signal.
[0097] In another optional implementation, the node device 02 may alternatively directly perform timing based on the
frequency of the reference clock signal. In other words, the node device 02 can execute a task based on a beat of the
reference clock signal, and does not need to correct the frequency of the local clock signal of the node device 02.
[0098] In this embodiment of this application, in a scenario in which the node device 02 is a secondary controller, the
secondary controller may include a processor and at least one peripheral device connected to the processor. The at
least one peripheral device may include an analog-to-digital converter (analog-to-digital converter, ADC), a timer, a pulse
width modulation (pulse width modulation, PWM) circuit, a communication interface, and the like. The processor may
be connected to the at least one peripheral device by using a peripheral bus, and can control the at least one peripheral
device to execute a task. Correspondingly, in this implementation, the processor in the secondary controller can directly
control, based on the frequency of the reference clock signal, the peripheral device to execute a task. In this way,
peripheral bus task synchronization of the at least one secondary controller can be implemented. This synchronization
manner may also be referred to as peripheral hardware synchronization (peripheral hardware synchronization, PHS).
[0099] Optionally, the primary controller 01 may be further configured to adjust the frequency of the local clock signal
of the primary controller 01 within a target frequency range. In other words, the primary controller 01 may perform
frequency modulation (frequency modulation, FM), on the local clock signal of the primary controller 01. Correspondingly,
the reference clock signal sent by the primary controller 01 to the at least one node device 02 is also a clock signal
obtained after frequency modulation. The target frequency range may be a fixed frequency range prestored in the primary
controller 01.
[0100] Frequency modulation is performed on the local clock signal of the primary controller 01, so that EMC perform-
ance of a circuit that is sensitive to a frequency in the control system (a frequency sensitive circuit for short) can be
effectively improved in a task execution process. The frequency sensitive circuit may include a communication circuit,
a drive circuit (which may also be referred to as a power output circuit), and the like. For example, it is assumed that the
drive circuit is a PWM circuit. Because the PWM circuit outputs a PWM signal based on a frequency of the reference
clock signal, after the primary controller 01 performs frequency modulation on the local clock signal of the primary
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controller 01, frequency modulation on the PWM signal is also performed. This effectively improves EMC performance
of the PWM circuit.
[0101] FIG. 3 is a schematic diagram in which an amplitude of a conduction signal or a radiation signal generated by
a frequency sensitive circuit changes with a frequency f according to an embodiment of this application. A unit of the
amplitude is decibel millivolt (dBmv). Refer to FIG. 3. It can be learned that before the primary controller 01 performs
frequency modulation on the local clock signal of the primary controller 01, an amplitude of the conduction signal or the
radiation signal generated by the frequency sensitive circuit is high, and a spectrum is narrow. After performing frequency
modulation on the local clock signal of the primary controller 01, the primary controller 01 can reduce the amplitude of
the conduction signal or the radiation signal generated by the frequency sensitive circuit, and broaden the spectrum.
This effectively improves EMC performance of the frequency sensitive circuit.
[0102] Optionally, the primary controller 01 may be further configured to send a synchronization signal to the at least
one node device 02 by using the ring network. Correspondingly, the at least one node device 02 may be further configured
to correct time of a local clock of the node device 02 based on the received synchronization signal. In other words, on
the basis of the solution provided in this embodiment of this application, the primary controller 01 and the at least one
node device 02 can implement not only clock frequency synchronization, but also time synchronization. A frequency of
the synchronization signal may be far less than a frequency of the reference clock signal, and the frequency of the
reference clock signal may be an integer multiple of the frequency of the synchronization signal. For example, the
frequency of the reference clock signal may be 1 GHz, and the frequency of the synchronization signal may be 1 kilohertz
(kHz).
[0103] For example, it is assumed that the frequency of the synchronization signal is 1 kHz, that is, the primary controller
01 sends a pulse of the synchronization signal every 1 ms. Each time after receiving the pulse of the synchronization
signal, the node device 02 may correct the time of the local clock of the node device 02 to a value that is closest to
current time and that is an integer multiple of ms. For example, it is assumed that when the node device 02 receives the
pulse of the synchronization signal, the time of the local clock of the node device 02 is 100.001 ms, the node device 02
may correct the time of the local clock of the node device 02 to 100 ms.
[0104] In an optional implementation, the primary controller 01 in the ring network may be connected to the at least
one node device 02 by using a clock signal cable. That is, not only the primary controller 01 and the node device 02,
but also two adjacent node devices 02 are connected by using the clock signal cable. In this implementation, the primary
controller 01 may be configured to send the synchronization signal and the reference clock signal to the at least one
node device 02 by using the clock signal cable. In other words, the primary controller 01 may send a compound signal
(which may also be referred to as a superposed signal) of the synchronization signal and the reference clock signal to
the at least one node device 02 by using one clock signal cable.
[0105] Correspondingly, the at least one node device 02 may be configured to separately obtain the synchronization
signal and the reference clock signal from the received signal based on an amplitude and/or a pulse width of the received
signal.
[0106] For example, refer to FIG. 4. A pulse width of the synchronization signal may be the same as a pulse width of
the reference clock signal, and the primary controller 01 may add an amplitude of the reference clock signal and an
amplitude of the synchronization signal to generate a compound signal. Correspondingly, in a process in which the at
least one node device 02 receives the compound signal, if a pulse whose amplitude is greater than the amplitude of the
reference clock signal is detected, it may be determined that a pulse of the synchronization signal is received.
[0107] Alternatively, refer to FIG. 5. A pulse width of the synchronization signal may be the same as a pulse width of
the reference clock signal, and the primary controller 01 may subtract an amplitude of the reference clock signal from
an amplitude of the synchronization signal to generate a compound signal. Correspondingly, in a process in which the
at least one node device 02 receives the compound signal, if a pulse whose amplitude is less than the amplitude of the
reference clock signal is detected, or no pulse is detected within a clock cycle, it may be determined that the synchro-
nization signal is received.
[0108] In other words, in a scenario in which the primary controller 01 generates a compound signal after adding or
subtracting the amplitudes of the reference clock signal and the synchronization signal, the at least one node device 02
may separate the reference clock signal and the synchronization signal from the compound signal based on an amplitude
of the compound signal.
[0109] Alternatively, refer to FIG. 6. A pulse width of the synchronization signal may be greater than a pulse width of
the reference clock signal. For example, the pulse width of the synchronization signal may be an integer multiple of the
pulse width of the reference clock signal. The primary controller 01 may add the reference clock signal and the synchro-
nization signal in a time domain to generate a compound signal. Correspondingly, in a process in which the at least one
node device 02 receives the compound signal, if a pulse width that is in a specific pulse cycle and that is greater than
the pulse width of the reference clock signal is detected, it may be determined that a pulse of the synchronization signal
is received. In other words, the at least one node device 02 may separate the reference clock signal and the synchro-
nization signal from the compound signal based on a pulse width of the compound signal.
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[0110] In the foregoing implementation, the primary controller 01 transmits the compound signal of the synchronization
signal and the reference clock signal by using one clock signal cable. This can avoid an increase in a quantity of signal
cables between adjacent devices in the ring network, and simplify a structure of the control system.
[0111] It should be understood that, in the foregoing implementation, the clock signal cable connected between two
adjacent devices in the ring network may be a signal cable that can transmit both data and a clock signal. For example,
the signal cable may be an Ethernet cable. Alternatively, for a time sensitive network (time sensitive network, TSN), two
adjacent devices in the ring network may be connected to both a data signal cable for transmitting data and a clock
signal cable dedicated to transmitting a reference clock signal.
[0112] In another optional implementation, the primary controller 01 in the ring network may be connected to the at
least one node device 02 by using the clock signal cable and the synchronization signal cable. That is, not only the
primary controller 01 and the node device 02, but also the two adjacent node devices 02 are connected by using the
clock signal cable and the synchronization signal cable. Refer to FIG. 7. In this implementation, the primary controller
01 may be configured to: send the reference clock signal to the at least one node device 02 by using the clock signal
cable, and send the synchronization signal to the at least one node device 02 by using the synchronization signal cable.
The at least one node device 02 may receive the reference clock signal by using the clock signal cable, and receive the
synchronization signal by using the synchronization signal cable.
[0113] The primary controller 01 separately transmits the synchronization signal and the reference clock signal by
using different signal cables, so that the at least one node device 02 does not need to parse the synchronization signal
and the reference clock signal from a received compound signal. This reduces complexity of receiving the synchronization
signal and the reference clock signal by the node device 02.
[0114] Optionally, as shown in FIG. 8, the control system may further include at least one sensor 03 and at least one
executor 04. The at least one sensor 03 may be connected to the primary controller 01 or a node device 02, and the at
least one executor 04 may be connected to the primary controller 01 or a node device 02. The sensor 03 may be an
image sensor, a speed sensor, a temperature sensor, a pressure sensor, a laser radar, an ultrasonic radar, or the like.
The executor 04 may be a motor, a valve, a switch, a relay, or the like.
[0115] In a scenario in which the at least one node device 02 is at least one secondary controller, a task that needs
to be executed by the primary controller 01 and a task that needs to be executed by the at least one secondary controller
02 each may include one or more of the following tasks: a data transmission task, a data processing task, a sending
task of an instruction, and an output task of a drive signal. The instruction may be used to instruct the sensor 03 to collect
data, or used to instruct to output the drive signal to the executor 04. Correspondingly, data transmission may be:
transmitting data collected by the sensor 03. Data processing may be: processing data collected by the sensor 03.
[0116] In this embodiment of this application, a controller (which may be the primary controller 01 or the secondary
controller 02) in the control system may directly generate a drive signal, and output the drive signal to the executor 04
connected to the controller, to drive the executor 04 to operate. Alternatively, the controller may be connected to the
executor 04 by using a drive circuit. When the controller needs to drive the executor 04 to operate, the controller may
send, to the drive circuit, an instruction used to instruct to output the drive signal. The drive circuit may further output
the drive signal to the executor 04 based on the instruction, to drive the executor 04 to operate.
[0117] Optionally, the primary controller 01 may be further configured to: determine a task that needs to be executed
by the primary controller 01 and an execution moment of the task, determine a task that needs to be executed by the
at least one secondary controller 02 and an execution moment of the task, execute the task at the execution moment
of the task that needs to be executed by the primary controller 01, and send a task scheduling table to the at least one
secondary controller 02 by using the ring network. The task scheduling table received by the at least one secondary
controller 02 may include the task that needs to be executed by the at least one secondary controller 02 and the execution
moment of the task.
[0118] Correspondingly, the at least one secondary controller 02 may execute, based on the task scheduling table,
the task at the execution moment corresponding to the task that needs to be executed by the at least one secondary
controller 02.
[0119] In this embodiment of this application, the primary controller 01 may uniformly plan and schedule, by using a
time division task (time division task, TDT) technology, the tasks that need to be executed by the primary controller 01
and the at least one secondary controller 02. Tasks that need to be executed by different controllers are allocated to
different timeslots. In this way, the primary controller 01 and the at least one secondary controller 02 may execute each
task in an orderly manner based on a preset task scheduling table, to avoid a problem such as resource preemption or
contention that occurs when a plurality of tasks are simultaneously executed, and ensure that each task can be executed
in an orderly and efficient manner.
[0120] For example, it is assumed that a task that needs to be executed by a specific controller (which may be the
primary controller 01 or the secondary controller 02) includes a sending task of an instruction and a data transmission
task, and the instruction is used to instruct the sensor 03 to collect data. In this case, an execution moment of the sending
task of the instruction recorded in the task scheduling table is a collection time point, and an execution moment of the
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data transmission task is a sending time point of the data. Correspondingly, when detecting that the collection time point
arrives, the controller may automatically send an instruction to the sensor 03 connected to the controller, to instruct the
sensor 03 to collect the data. In addition, after obtaining the data collected by the sensor 03, the controller may auto-
matically send the data when detecting that the sending time point arrives.
[0121] It should be understood that, if the control system includes a plurality of different types of sensors 03 that need
to synchronously collect data, the primary controller 01 may set, to a same moment, execution moments of tasks used
to instruct the sensor 03 to collect data. In other words, the controller in the ring network may send, to the sensor 03 at
a same moment, an instruction used to instruct to collect data.
[0122] For example, sensors that need to synchronously collect data in the control system may include a sensor that
collects a rotor position during field oriented control (field oriented control, FOC) of a permanent-magnet synchronous
motor (permanent-magnet synchronous motor, PMSM) and a sensor that collects a phase current physical dependency
signal, may include sensors for collecting convergent data such as a laser radar, an ultrasonic radar, and a visible light
image sensor, or may include a plurality of sensors for redundancy check.
[0123] Optionally, the primary controller 01 may be further configured to generate a general task scheduling table.
The general task scheduling table may include a task that needs to be executed by the primary controller 01 and an
execution moment of the task, and a task that needs to be executed by the at least one secondary controller 02 and an
execution moment of the task. In addition, the task scheduling table sent by the primary controller 01 to each secondary
controller 02 may be the general task scheduling table. In a scenario in which the primary controller 01 directly sends
the general task scheduling table to each secondary controller 02, it can be ensured that each secondary controller 02
can obtain a task that needs to be executed by another secondary controller 02 and an execution moment of the task,
so that when the primary controller 01 is faulty, any secondary controller 02 can uniformly schedule and manage, based
on the general task scheduling table, tasks that need to be executed by controllers in the control system, that is, any
secondary controller 02 can quickly take over operation of the primary controller 01 based on the general task scheduling
table.
[0124] Alternatively, the task scheduling table sent by the primary controller 01 to each secondary controller 02 may
include only a task that needs to be executed by the secondary controller 02 and an execution moment of the task, and
does not need to include a task that needs to be executed by another secondary controller 02 and an execution moment
of the task. In this way, when the secondary controller 02 determines, from the task scheduling table, an execution
moment of the task that needs to be executed by the secondary controller 02, interference by a task that needs to be
executed by another controller is avoided.
[0125] For example, it is assumed that, as shown in FIG. 9, the control system includes a primary controller E5 and
four secondary controllers E1 to E4. A general task scheduling table generated by the primary controller E5 may be
shown in Table 1. It can be learned from Table 1 that the secondary controller E1 needs to execute a task 1 at a moment
t1, and the secondary controller E3 needs to execute a task 4 at a moment t4 and needs to execute a task 5 at a moment
t5. In this case, the primary controller E5 may separately send the general task scheduling table shown in Table 1 to
the secondary controller E1 to the secondary controller E4, or the primary controller E5 may specifically send only a part
of content in Table 1 to each secondary controller. For example, a task scheduling table sent by the primary controller
E5 to the secondary controller E1 may include only the task 1 and the execution moment t1 of the task 1. A task scheduling
table sent by the primary controller E5 to the secondary controller E4 may include only a task 6 and an execution moment
t6 of the task 6.

[0126] Optionally, each of the primary controller 01 and the at least one secondary controller 02 in the control system
may be connected to the sensor 03 and/or the executor 04 that are/is physically close to the primary controller 01 and
the at least one secondary controller 02. Different controllers may be loaded with different software modules and operating
systems, but communication interfaces of different controllers may be the same, and computing resources of the different
controllers may be shared.
[0127] Correspondingly, the primary controller 01 may be further configured to: divide a general data processing task
into a plurality of data processing tasks, and determine, based on load of the primary controller 0 1 and load of the at
least one secondary controller 02, a data processing task that needs to be executed by the primary controller 01 and a
data processing task that needs to be executed by the at least one secondary controller 02.
[0128] In other words, for a general data processing task that requires a large quantity of computing resources, the

Table 1

E1 E2 E3 E4 E5

Tasks task 1 task 2 task 3 task 4 task 5 task 6 task 7 task 8 task 9

Execution moments t1 t2 t3 t4 t5 t6 t7 t8 t9
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primary controller 01 may schedule a plurality of controllers in the ring network to cooperatively execute the general data
processing task. This can implement distributed execution of data processing tasks, and can further improve utilization
of computing resources of the controller on the basis of improvement of task execution efficiency.
[0129] In addition, in this embodiment of this application, the primary controller 01 may further dynamically allocate
the data processing tasks based on importance, a function requirement, a security requirement, and a performance
impact degree of each data processing task. This effectively improves flexibility of task scheduling, and implements
proper utilization of computing resources of each controller.
[0130] Optionally, the secondary controller 02 in the control system may further store a priority list, and the priority list
includes a priority of the at least one secondary controller 02. The at least one secondary controller 02 may be further
configured to: if it is determined that the primary controller 01 is faulty or any signal cable connected to the primary
controller 01 is faulty, determine a new primary controller from the at least one secondary controller 02 based on the
priority list. Then, the new primary controller may perform unified scheduling management on a plurality of controllers
in the control system, to be specific, a primary control right of the control system may be handed over to the new primary
controller, to ensure that the control system can still properly run.
[0131] For example, with reference to FIG. 9, it is assumed that priorities of the four secondary controllers E1 to E4
in the priority list are: E4>E3>E2>E1, and when the primary controller E5 is faulty, the secondary controller E4 may
operate in place of the primary controller E5.
[0132] It should be understood that the primary controller 01 may also store the priority list. In addition, in addition to
the priority of the at least one secondary controller 02, the priority list may further record a priority of the primary controller
01, and the priority of the primary controller 01 may be higher than the priority of the at least one secondary controller
02. In this way, it can be ensured that the primary controller 01 can re-obtain the primary control right of the control
system after the primary controller 01 recovers from a fault state.
[0133] Optionally, a fault detection algorithm is configured in both the primary controller 01 and the at least one
secondary controller 02. The primary controller 01 and the at least one secondary controller 02 may detect, based on
the fault detection algorithm, whether the primary controller 01 or a signal cable connected to the primary controller 01
is faulty. For example, the primary controller 01 may periodically send a heartbeat message to the at least one secondary
controller 02 based on a preset periodicity. If none of the at least one secondary controller 02 receives the heartbeat
message in a specific periodicity, the at least one secondary controller 02 can determine that the primary controller 01
is faulty. If some secondary controllers 02 do not receive the heartbeat message in a specific periodicity, but the remaining
secondary controllers 02 receive the heartbeat message, the at least one secondary controller 02 can determine that
the primary controller 01 is not faulty. However, signal cables between the primary controller 01 and some secondary
controllers 02 are faulty.
[0134] In this embodiment of this application, after receiving data sent by another controller, the controller in the control
system (which may be the primary controller 01 or the secondary controller 02) may compare an identifier (identifier,
ID) of the received data with an ID of the controller. If the ID of the data is the same as the ID of the controller, the
controller may perform receiving processing on the received data. If the ID of the data is different from the ID of the
controller, the controller may forward the received data. In addition, to ensure that the data can be effectively transmitted
to a receiving end, the controller may further drive (for example, shape and amplify) the data before forwarding the data.
[0135] Optionally, the ring network may transmit data through a shared bus. That is, at each moment, only one of the
primary controller 01 and the at least one secondary controller 02 can serve as a transmitting end to send data, and the
remaining controllers serve as receiving ends to only receive data. For example, only the secondary controller E1 can
send data at a specific moment, and the secondary controller E2 to the secondary controller E4 and the primary controller
E5 all receive data. Alternatively, the ring network may also be a packet network, that is, the primary controller 01 and
the at least one secondary controller 02 included in the control system may be divided into a plurality of groups, and
each group includes at least two controllers. At each moment, controllers in different groups can simultaneously exchange
data. For example, it is assumed that the secondary controller E1 and the secondary controller E2 form a group, and
the secondary controller E3 and the secondary controller E4 form a group. At a specific moment, the secondary controller
E1 may send data to the secondary controller E2, and the secondary controller E3 may send data to the secondary
control E4.
[0136] Optionally, the controller (which may be the primary controller 01 or the secondary controller 02) in the control
system may be further configured to: send target data to another controller by using the ring network, and if the target
data transmitted by using the ring network is not received, or received target data transmitted by using the ring network
is inconsistent with the target data sent by the controller, perform fault detection on the ring network, and/or resend the
target data.
[0137] The target data may be data that has a high requirement on security and that needs to be shared by a plurality
of controllers included in the ring network. For example, the target data may include a vehicle speed. In other words,
after sending, by using the ring network, the target data that has a high security requirement, the primary controller 01
or the secondary controller 02 may detect whether another controller in the ring network correctly receives the target



EP 4 224 746 A1

16

5

10

15

20

25

30

35

40

45

50

55

data. In this way, it can be ensured that the target data can be reliably transmitted to a receiver.
[0138] For example, it is assumed that the ring network includes the primary controller 01 and m-1 secondary controllers
02, that is, the ring network includes m controllers in total. In this case, all target data sent by the controllers in the ring
network needs to be forwarded m times before being sent back to the controllers again. Herein, m is an integer greater
than 1. If duration for transmitting target data between two adjacent controllers is n clock cycles, after sending the target
data, the controllers in the ring network may detect whether data received after n3m clock cycles is consistent with the
target data, to verify data integrity. If the controllers receive no data after the n3m clock cycles, or received data is
inconsistent with the target data, the controllers may perform fault detection on the ring network, and/or resend the target
data.
[0139] A process in which the controller performs fault detection on the ring network may include: The controller sends
detection data to another controller in the ring network, and after receiving the detection data, the another controller in
the ring network feeds back response data to a sender of the detection data, and finally, the sender of the detection data
may determine, based on the received response data, a faulty controller or a faulty signal cable.
[0140] In a scenario in which the at least one node device 02 is a secondary controller, as shown in FIG. 8, the control
system may further include at least one first router 05. A first port 051 of the first router 05 is connected to the primary
controller 01 or the secondary controller 02. A second port 052 of the first router 05 is connected to at least one sensor
03 and/or at least one executor 04. A data transmission rate of the first port 051 is lower than a data transmission rate
of the ring network, and a data transmission rate of the second port 052 is lower than the data transmission rate of the
first port 051.
[0141] A controller connected to the at least one first router 05 is further configured to: perform frequency division on
a frequency of the reference clock signal transmitted in the ring network, and send a frequency-divided reference clock
signal to the at least one first router 05.
[0142] The at least one first router 05 may be configured to perform timing based on a frequency of the received
frequency-divided reference clock signal and execute a task. The task executed by the at least one first router 05 may
include at least: exchanging, through the first port 051, data with the controller connected to the at least one first router
05, and exchanging, through the second port 052, data with the at least one sensor 03 and/or the at least one executor
04 connected to the at least one first router 05.
[0143] Based on the foregoing description, it can be learned that the primary controller 01 and the secondary controller
02 may transmit data in the ring network at a higher data transmission rate, and perform timing at a higher frequency.
In addition, the primary controller 01 or the secondary controller 02 connected to the first router 05 may transmit data
to the first router 05 after reducing the data transmission rate, and may send a reference clock signal to the first router
05 after reducing the frequency of the reference clock signal. Similarly, the first router 05 may send data to the controller
connected to the first router 05 after increasing the data transmission rate.
[0144] Therefore, in this embodiment of this application, the sensor 03 (for example, an image sensor) and/or the
executor 04 that have/has a high requirement on a data transmission rate may be directly connected to a controller in
the ring network. The controller sends an instruction at a higher frequency of the reference clock signal, and transmits
data at a higher data transmission rate. The sensor 03 (for example, a sound sensor) and/or an executor 04 that have/has
a general requirement on a data transmission rate may be connected to the first router 05. The first router 05 sends an
instruction at a medium frequency of the reference clock signal, and transmits data at a medium data transmission rate.
Therefore, the control system provided in this embodiment of this application may be compatible with different types of
sensors and executors. This effectively improves application flexibility of the control system.
[0145] Still refer to FIG. 8. The control system may further include at least one second router 06. A third port 061 of
the second router 06 is connected to the second port 052 of the first router 05. A fourth port 062 of the second router
06 is connected to the at least one sensor 03 and/or at least one executor 04. A data transmission rate of the third port
061 is equal to the data transmission rate of the second port 052, and a data transmission rate of the fourth port 062
may be lower than the data transmission rate of the third port 061.
[0146] The first router 05 connected to the second router 06 may be further configured to: perform frequency division
on a frequency of a reference clock signal received through the first port 051, and send, through the second port 052,
a frequency-divided reference clock signal to the second router 06 connected to the first router 05.
[0147] The at least one second router 06 may be configured to perform timing based on a frequency of the reference
clock signal sent by the first router 05 and execute a task. The task executed by the second router 06 may include at
least: exchanging data with the at least one first router 05 through the third port 061, and exchanging, through the fourth
port 062, data with the at least one sensor 03 and/or at least one executor 04 connected to the second router 06.
[0148] Based on the foregoing description, it can be learned that the first router 05 may transmit data to the second
router 06 after reducing a data transmission rate, and may send a reference clock signal to the second router 06 after
reducing a frequency of the reference clock signal. Similarly, the second router 06 may send data to the first router 05
after increasing the data transmission rate. Therefore, in the control system, the sensor 03 (for example, a water tem-
perature sensor) and/or the executor 04 that have/has a low requirement on a data transmission rate may be connected
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to the second router 06. The second router 06 sends an instruction at a lower frequency of the reference clock signal,
and transmits data at a lower data transmission rate.
[0149] Based on the foregoing value relationship between the data transmission rate and the frequency of the reference
clock signal, it can be learned that the ring network may be referred to as a high-speed ring network, the first router 05
may be referred to as a medium-speed router, and the second router 06 may be referred to as a low-speed router. In
other words, the control system uses the primary controller 01 and the at least one secondary controller 02 in the ring
network as root nodes, and forms a tree structure through combination of cascaded routers of various levels. It can be
understood that the control system may further include more other low-level routers connected to the second router 06.
This is not limited in this embodiment of this application.
[0150] According to the control system provided in this embodiment of this application, the first router 05 and the
second router 06 may be used, to gradually reduce a data transmission rate and a frequency of the reference clock
signal, so that controllers (including the primary controller 01 and the secondary controller 02), the first router 05, and
the second router 06 in the ring network can execute an instruction based on different frequencies of the reference clock
signal. In this way, application flexibility and compatibility of the control system are effectively improved. In addition, a
plurality of routers of different levels are disposed. This can ensure smooth transition of the data transmission rate and
the frequency of the reference clock signal, and further ensure stability of data transmission.
[0151] It should be understood that, in the control system, the primary controller 01, the secondary controller 02, and
the first router 05 may all perform frequency division on the reference clock signal based on a preset frequency division
value. For example, refer to FIG. 10. It is assumed that a frequency of a reference clock signal sent by the primary
controller 01 to the at least one secondary controller 02 in the ring network is F 1, a frequency F2 of a reference clock
signal sent by any controller in the ring network to the first router 05 connected to the controller may meet the following:
F2 = F1/N1, and a frequency F3 of a reference clock signal sent by the first router 05 to the second router 06 may meet
the following: F3 = F2/N2. Both N1 and N2 may be integers greater than 1, and N1 and N2 may be equal or unequal.
For example, a value range of the frequency F1 may be 1 GHz to 10 GHz, a value range of the frequency F2 may be
100 megahertz (MHz) to 500 MHz, and a value range of the frequency F3 may be 10 MHz to 20 MHz.
[0152] Correspondingly, as shown in FIG. 11, the primary controller 01 and the at least one secondary controller 02
in the ring network may execute a high-speed task based on a reference clock signal whose frequency is F1. The at
least one first router 05 may execute a medium-speed task based on a reference clock signal whose frequency is F2.
The at least one second router 06 may execute a low-speed task based on a reference clock signal whose frequency is F3.
[0153] It should be further understood that a frequency division value configured in the primary controller 01, a frequency
division value configured in the at least one secondary controller 02, and a frequency division value configured in the
first router 05 may all be dynamically configured by the primary controller 01 based on a rate requirement of a to-be-
executed task.
[0154] In this embodiment of this application, the primary controller 01 may allocate, based on rate requirements of
to-be-executed tasks, tasks with different rate requirements to devices (including the primary controller, the secondary
controller, the first router, and the second router) of different levels for execution. In addition, an execution timeslot (that
is, an execution moment) of a task may be dynamically allocated by the primary controller 01. This effectively improves
flexibility of task execution. In addition, in a task execution process, the secondary controller 02, the first router 05, and
the second router 06 may further monitor running time of the task, and report a monitoring result to the primary controller
01. When the primary controller 01 needs to allocate a new task, the primary controller 01 may determine, based on a
time sequence in a general task scheduling table, the received monitoring result of the task, and load of each controller
in the ring network, a controller for executing the new task and an execution moment of the new task. In this way, dynamic
allocation of computing resources and communication resources in the control system can be implemented.
[0155] It should be further understood that, for any one of the at least one first router 05 and the at least one second
router 06, if an instruction received by the router is an instruction used to instruct to collect data, the router may directly
forward the instruction to a sensor 03 connected to the router, to instruct the sensor 03 to collect data. If the instruction
received by the router is an instruction used to instruct to output a drive signal, and the router includes a drive circuit,
the router may directly execute the instruction. That is, the router may output, based on a frequency of a received
reference clock signal, the drive signal to an executor 04 connected to the router. If the instruction received by the router
is an instruction used to instruct to output a drive signal, and the router does not include a drive circuit, the router may
directly forward the instruction to a drive circuit of the executor 04. After receiving the instruction, the drive circuit can
generate a drive signal, and output the drive signal to the executor 04.
[0156] It should be understood that, in this embodiment of this application, both the primary controller 01 and the
secondary controller 02 may be connected to one or more first routers 05, and each first router 05 may also be connected
to one or more second routers 06. For example, refer to FIG. 12. Each of secondary controllers E1 to E4 is connected
to two first routers. For example, the secondary controller E1 is connected to two first routers M1, and the secondary
controller E2 is connected to two first routers M2. The primary controller E5 is connected to a first router M5. In addition,
each of the first routers M1 to M4 is connected to three second routers. For example, the first router M1 is connected
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to three second routers L1, and the first router M4 is connected to three second routers L4. The first router M5 is not
connected to the second router.
[0157] Refer to FIG. 13. In a scenario in which at least one node device 02 is at least one first router 02, at least one
sensor 03 in the control system may be connected to the primary controller 01 or the at least one first router 02. At least
one executor 04 in the control system may be connected to the primary controller 01 or the at least one first router 02.
[0158] A task that needs to be executed by the primary controller 01 includes one or more of the following tasks: a
data transmission task, a data processing task, a sending task of an instruction, and an output task of a drive signal. A
task that needs to be executed by the at least one first router 02 may include one or more of the following tasks: a data
transmission task, a sending task of an instruction, and an output task of a drive signal. The instruction may be used to
instruct the sensor 03 to collect data, or used to instruct to output the drive signal to the executor 04.
[0159] In the scenario in which at least one node device 02 is at least one first router 02, the primary controller 01 can
implement centralized control on devices in the control system. Because most software functions may be moved up to
the primary controller 01, a conventional ECU may be transformed into the first router 02. The first router 02 only needs
to collect data and output a drive signal, or forward an instruction according to an instruction of the primary controller
01 and a strict time sequence. Therefore, compared with the conventional ECU, a hardware structure of the first router
02 can be effectively simplified, and costs can be significantly reduced. For example, the first router 02 only needs to
retain circuits such as an analog amplification circuit, an ADC, a timer, a PWM circuit, and a communication interface,
and does not need to retain a circuit for implementing data processing, for example, a processor.
[0160] Optionally, as shown in FIG. 13, the first router 02 may be connected to the primary controller 01 through a
first port 021 of the first router 02, to be specific, the first router 02 may access a ring network through the first port 021
of the first router 02. In addition, the control system may further include at least one second router 06. A third port 061
of the second router 06 is connected to a second port 022 of the first router 02, and a fourth port 062 of the second
router is connected to the at least one sensor 03 and/or at least one executor 04. A data transmission rate of the first
port 021 is equal to a data transmission rate of the ring network, a data transmission rate of the second port 022 is lower
than the data transmission rate of the first port 021, a data transmission rate of the third port 061 is equal to the data
transmission rate of the second port 022, and a data transmission rate of the fourth port 062 is lower than the data
transmission rate of the third port 061.
[0161] In addition, the first router 02 connected to the second router 06 may be further configured to: perform frequency
division on a frequency of the reference clock signal, and send a frequency-divided reference clock signal to the second
router 06.
[0162] The at least one second router 06 may be configured to perform timing based on the frequency of the reference
clock signal sent by the first router 02 and execute a task. The task executed by the at least one second router 06 may
include at least: exchanging data with the at least one first router 02 through the third port 061, and exchanging, through
the fourth port 062, data with the at least one sensor 03 and/or at least one executor 04 connected to the at least one
second router 06.
[0163] For example, as shown in FIG. 14, the control system may include a primary controller E5 and four first routers
H1 to H4 in total. Each first router is further connected to two second routers. For example, the first router H1 is connected
to two second routers M1, and the first router H3 is connected to two second routers M3.
[0164] It should be understood that, in a scenario in which at least one node device 01 is the first router, the control
system may further include at least one third router connected to the second router 06. Correspondingly, the second
router 06 may perform frequency division on a frequency of a reference clock signal sent by the first router 02, and send
a frequency-divided reference clock signal to the third router. The third router may further perform timing based on a
frequency of the reference clock signal sent by the second router 06 and execute a task.
[0165] For example, refer to FIG. 14. Each second router is connected to three third routers. For example, a second
router M2 is connected to three third routers L2, and a second router M4 is connected to three third routers L4. It can
be understood that the control system may further include more other low-level routers connected to the third router.
This is not limited in this embodiment of this application.
[0166] Based on the foregoing value relationship between the data transmission rate and the frequency of the reference
clock signal, it can be learned that the first router 02 in the control system may be referred to as a high-speed router,
the second router 06 may be referred to as a medium-speed router, and the third router may be referred to as a low-
speed router. In other words, the control system can use the primary controller 01 as a centralized controller, use the
primary controller 01 and the at least one first router 02 as root nodes, and form a tree structure through combination
of other low-level routers such as the second router and the third router.
[0167] Optionally, in this embodiment of this application, the primary controller 01 may further monitor an execution
moment at which the primary controller 01 executes a task, and monitor an execution moment at which the node device
02 executes a task. For example, the primary controller 01 may monitor an execution moment of a task by using a
watchdog timer (watchdog timer). The primary controller 01 may be further configured to: if it is detected that any task
is not executed at an execution moment of the any task, perform a fault response operation. The fault response operation
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may include one or more of the following operations:

restarting a device for executing the any task, where the device may be the primary controller 01 or the at least one
node device 02;
restarting a sensor 03 and/or an executor 04 connected to the device for executing the any task; and
executing a security task configured in the primary controller 01.

[0168] The security task is a task that can enable the control system to enter a secure state. A type of the security
task varies based on different application scenarios. For example, for a vehicle control system, the security task may
be a redundant switching task, a deceleration task, or a pull-over task. For another type of control system, the security
task may be a redundant switching task, a system diagnosis and protection task, and the like.
[0169] The redundant switching task may be: allocating, to another device, a task that needs to be executed by the
device for executing the any task. For example, if the primary controller 01 determines that a secondary controller for
executing the any task is a faulty controller, the primary controller 01 may instruct another secondary controller to execute
a related task of the faulty secondary controller. Optionally, the primary controller 01 may further determine, based on
a state of the restarted device, or a state of the restarted sensor 03 and/or a state of the restarted executor 04, whether
to instruct the restarted device to execute the any task again.
[0170] For example, it is assumed that t6>t5 in the general task scheduling table shown in Table 1. If the primary
controller 01 detects that the task 6 is executed before the task 5 due to an execution moment error, the secondary
controller E4 may be restarted. Alternatively, the sensor 03 and the executor 04 connected to the secondary controller
E4 are restarted. In the control system provided in this embodiment of this application, the primary controller 01 can
perform a fault response operation in time when detecting that an error occurs at a task execution moment, thereby
effectively ensuring security and reliability of the control system.
[0171] Optionally, in the control system provided in this embodiment of this application, the primary controller 01 may
include a primary control module and a secondary control module connected to the primary control module. The at least
one node device 02 may include a primary node module and a secondary node module connected to the primary node
module. In addition, the ring network may include a first ring subnet and a second ring subnet. The first ring subnet
includes the primary control module and the primary node module in the at least one node device 02, and the second
ring subnet includes the secondary control module and the secondary node module in the at least one node device 02.
In other words, the primary control module and the primary node module in the at least one node device 02 may be
sequentially connected to form the first ring subnet in the ring network. The secondary control module and the secondary
node module in the at least one node device 02 may be sequentially connected to form the second ring subnet in the
ring network.
[0172] Functions of the primary control module and the secondary control module may be the same, and the two
control modules may operate in parallel. In addition, each of the primary control module and the secondary control
module may be a processing chip. Similarly, functions of the primary node module and the secondary node module may
be the same, and the two node modules may operate in parallel. In addition, if the node device 02 is a secondary
controller, each of the primary node module and the secondary node module may be a processing chip. If the node
device 02 is a first router, each of the primary node module and the secondary node module may be a forwarding chip.
[0173] For example, refer to FIG. 9, FIG. 12, and FIG. 14. The primary controller E5 includes a primary control module
E5(A) and a secondary control module E5(B). In a scenario in which the node device 02 is a secondary controller, as
shown in FIG. 9 and FIG. 12, in secondary controllers E1 to E4, a secondary controller Em includes a primary node
module Em(A) and a secondary node module Em(B). In a scenario in which the node device 02 is a first router, as shown
in FIG. 14, in first routers H1 to H4, a first router Hm includes a primary node module Hm(A) and a secondary node
module Hm(B). m represents serial numbers of four node devices 02, that is, m is an integer greater than or equal to 1
and less than or equal to 4. For example, the secondary controller E1 includes a primary node module E1(A) and a
secondary node module E1(B).
[0174] Refer to FIG. 9. For example, the node device 02 is a secondary controller. The primary control module E5(A)
and primary node modules of four secondary controllers may be sequentially connected by using signal cables X15(A),
X12(A), X23(A), X34(A), and X45(A), to form the first ring subnet in the ring network. The secondary control module
E5(B) and secondary node modules of four secondary controllers may be sequentially connected by using signal cables
X15(B), X12(B), X23(B), X34(B), and X45(B), to form the second ring subnet in the ring network.
[0175] In the control system provided in this embodiment of this application, functions of the secondary control module
and the primary control module may be the same, and functions of the secondary node module and the primary node
module may also be the same. Therefore, the secondary control module may also be referred to as a redundant control
module, and the secondary node module may also be referred to as a redundant node module. Correspondingly, both
a signal cable between the secondary control module and the primary control module and a signal cable between the
primary node module and the secondary node module may also be referred to as redundant signal cables. The redundant
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control module and the redundant node module are used, to ensure reliability of the primary controller and the node
device during operation, thereby improving reliability of the entire control system.
[0176] It should be understood that, the primary control module and the secondary control module in the primary
controller 01 each have a local clock signal, and the reference clock signal may be obtained based on a local clock
signal of the primary control module in the primary controller 01. In other words, the local clock signal of the primary
control module in the primary controller 01 may be used as a clock reference of the entire control system. For example,
the reference clock signal may be the local clock signal of the primary control module in the primary controller 01, or the
reference clock signal may be a clock signal obtained by performing frequency division on the local clock signal of the
primary control module in the primary controller 01.
[0177] Correspondingly, the primary control module in the primary controller 01 may be configured to: send the refer-
ence clock signal to the primary node module in the at least one node device 02 by using the first ring subnet, and send
the reference clock signal to the secondary control module in the primary controller 01.
[0178] The secondary control module in the primary controller 01 is configured to send the reference clock signal to
the secondary node module in the at least one node device 02 by using the second ring subnet. Alternatively, the primary
node module in the at least one node device 02 may be configured to send the reference clock signal to the secondary
node module connected to the primary node module. In other words, the reference clock signal received by the secondary
node module in the node device 02 may be sent by the primary node module connected to the secondary node module,
or may be sent by the secondary control module in the primary controller 01 by using the second ring subnet.
[0179] For example, FIG. 15 is a schematic diagram of a clock synchronization path. Refer to FIG. 15. A primary
control module E5(A) of a primary controller E5 may separately send a reference clock signal to a secondary control
module E5(B), a primary node module E1(A) of a secondary controller E1, and a primary node module E4(A) of a
secondary controller E4. Then, the primary node module E1(A) of the secondary controller E1 may separately send the
reference clock signal to a secondary node module E1(B) and a primary node module E2(A) of a secondary controller
E2. Similarly, the primary node module E4(A) of the secondary controller E4 may also separately send the reference
clock signal to a secondary node module E4(B) and a primary node module E3(A) of a secondary controller E3. Finally,
the primary node module E2(A) of the secondary controller E2 may send the reference clock signal to a secondary node
module E2(B), and the primary node module E3(A) of the secondary controller E3 may send the reference clock signal
to a secondary node module E3(B). Thus, clock synchronization of the entire control system can be implemented.
[0180] It should be understood that transmission directions of signals (including a reference clock signal, data, an
instruction, and the like) transmitted in the first ring subnet and the second ring subnet may be the same or different.
For example, a transmission direction of a signal transmitted in the first ring subnet may be clockwise, and a transmission
direction of a signal transmitted in the second ring subnet may be counterclockwise.
[0181] With reference to FIG. 15, it can be learned that in the control system, when a control module (which may be
the primary control module or the secondary control module) in the primary controller 01 transmits a signal, there may
be three transmission directions: clockwise transmission in a ring subnet, counterclockwise transmission in a ring subnet,
and transmission to another control module. When a node module (which may be the primary node module or the
secondary node module) in the node device 02 transmits a signal, there may also be three transmission directions:
clockwise transmission in a ring subnet, counterclockwise transmission in a ring subnet, and transmission to another
node module. A transmission direction in which the control module and the node module actually transmit signals may
be controlled by the primary control module in the primary controller 01. Alternatively, in a scenario in which the node
device 02 is the secondary controller, a transmission direction in which the node module transmits a signal may be
determined by the node module based on a fault situation detected by the node module. For example, when detecting
that an interface of the node module is faulty or a signal cable connected to an interface is faulty, the node module may
turn off the interface, for example, may set the interface to an inactive (down) state, and transmit a signal through another
interface.
[0182] In this embodiment of this application, the at least one sensor 03 included in the control system may be classified
into a first-type sensor and a second-type sensor. A function safety integrity level of the first-type sensor may be higher
than a function safety integrity level of the second-type sensor. The first-type sensor may be separately connected to
the primary control module and the secondary control module in the primary controller 01, or may be separately connected
to the primary node module and the secondary node module in the node device 02. The second-type sensor may be
connected to one of the primary control module, the secondary control module, the primary node module, and the
secondary node module.
[0183] In other words, the first-type sensor with a higher function safety integrity level may be connected to both control
modules in the primary controller 01, or connected to both node modules in the node device 02. However, the second-
type sensor with a lower function safety integrity level may be connected to only one module in the primary controller
01 or the node device 02.
[0184] Similarly, the at least one executor 04 may include a first-type executor and a second-type executor. A function
safety integrity level of the first-type executor is higher than a function safety integrity level of the second-type executor.
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The first-type executor may be separately connected to the primary control module and the secondary control module,
or separately connected to the primary node module and the secondary node module. The second-type executor may
be connected to one of the primary control module, the secondary control module, the primary node module, and the
secondary node module.
[0185] In other words, the first-type executor with a higher function safety integrity level may be connected to both
control modules in the primary controller 01, or connected to both node modules in the node device 02. The second-
type executor with a lower function safety integrity level may be connected to only one module in the primary controller
01 or the node device 02.
[0186] For example, for a vehicle control system, the first-type sensor may include a speed sensor, a brake sensor,
a steering sensor, an image sensor, an airbag sensor, and the like, and the second-type sensor may include a temperature
sensor, and the like. The first-type executor may include a braking system motor, a steering system motor, and the like,
and the second-type executor may include a window lifting motor, a drive circuit of a sound box, and the like.
[0187] According to the solution provided in this embodiment of this application, a device with a higher function safety
integrity level is connected to both control modules of the primary controller 01, or is connected to both node modules
of the node device 02. This can ensure reliability of data collection and instruction execution, thereby improving security
of the control system. However, for a device with a lower function safety integrity level, the device is connected to only
one module in the primary controller 01 or the node device 02. This can simplify an architecture of the control system
and reduce system complexity.
[0188] Optionally, refer to FIG. 9 and FIG. 15. The control system may further include a first power supply A0(A) and
a second power supply A0(B). The first power supply A0(A) may be separately connected to the primary control module
in the primary controller 01 and the primary node module in the at least one node device 02, and is configured to supply
power to the primary control module and the primary node module in the at least one node device 02. The second power
supply A0(B) may be separately connected to the secondary control module in the primary controller 01 and the secondary
node module in the at least one node device 02, and is configured to supply power to the secondary control module and
the secondary node module in the at least one node device 02.
[0189] The redundant second power supply A0(B) is disposed to supply power to the secondary control module and
the secondary node module. This can ensure that two ring subnets in the control system can operate independently,
and further ensure function safety and reliability of the control system.
[0190] It should be understood that, in addition to supplying power to the primary control module and the primary node
module, the first power supply A0(A) may further supply power to other devices (such as a sensor and an executor)
connected to the primary control module and another device connected to the primary node module. Similarly, the second
power supply A0(B) may also supply power to another device connected to the secondary control module and another
device connected to the secondary node module.
[0191] As shown in FIG. 9, FIG. 12, FIG. 14, and FIG. 15, the control system provided in this embodiment of this
application may further include a gateway W0. The gateway W0 is connected to the primary controller 01 or the at least
one node device 02. For example, refer to FIG. 9, FIG. 12, FIG. 14, and FIG. 15. The gateway W0 may be connected
to the primary controller E5.
[0192] The gateway W0 may be configured to: send, to an external device, data from the primary controller 01 or the
at least one node device 02 connected to the gateway W0, and send, to the primary controller 01 or the at least one
node device 02 connected to the gateway W0, data from the external device. In other words, the gateway W0 may be
configured to exchange data between the external device and the primary controller 01, or between the external device
and the at least one node device 02. The external device may be a device independent of the control system. For
example, for a vehicle control system, the external device may include a mobile terminal such as a mobile phone, a
communication base station, a roadside data base station, another vehicle, and the like.
[0193] In the control system provided in this embodiment of this application, the primary controller 0 1 or the at least
one node device 02 may further communicate with the external device by using the gateway. This enriches functions of
the control system, and improves flexibility of the control system during operation.
[0194] Optionally, refer to FIG. 9, FIG. 12, FIG. 14, and FIG. 15. It can be learned that the gateway W0 may also
include a primary communication module W0(A) and a secondary communication module W0(B) connected to the
primary communication module W0(A). The primary communication module W0(A) may be connected to the primary
control module or the primary node module, and may establish a communication connection with the external device
through a primary channel D0(A). The secondary communication module W0(B) may be connected to the secondary
control module or the secondary node module, and may establish a communication connection with the external device
through a secondary channel D0(B). In addition, as shown in FIG. 9, FIG. 12, FIG. 14, and FIG. 15, the primary com-
munication module W0(A) may be connected to the first power supply A0(A) and powered by the first power supply
A0(A). The secondary communication module W0(B) may be connected to the second power supply A0(B) and powered
by the second power supply A0(B).
[0195] Two communication modules are designed, and the two communication modules are independently powered
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by different power supplies. This can ensure function safety and reliability when the primary controller 01 or the node
device 02 exchanges data with the external device.
[0196] In this embodiment of this application, when data is exchanged between two devices in the ring network (for
example, between the primary controller and the node device, or between different node devices), and a device in the
ring network exchanges data with the external device, a sender of the data may add a timestamp to the data based on
coordinated universal time (coordinated universal time, UTC). In this way, it can be ensured that a receiver of the data
can reassemble a data time sequence based on the timestamp, to check the data time sequence. In addition, adding a
timestamp can further enable the receiver to determine a transmission delay of the data to perform delay correction,
thereby ensuring that the receiver has good automatic control performance for the received data.
[0197] Optionally, in this embodiment of this application, each of the first router and the second router may include a
primary routing module and a redundant secondary routing module connected to the primary routing module. Functions
of the primary routing module and the secondary routing module may be the same, and each of the primary routing
module and the secondary routing module may be a chip with a forwarding function. A primary routing module in the
first router may be connected to a primary routing module in the second router, and may be connected to the primary
control module in the primary controller 01 or the primary node module in the node device 02. A secondary routing
module in the first router may be connected to a secondary routing module in the second router, and may be connected
to the secondary control module in the primary controller 01 or the secondary node module in the node device 02.
[0198] For example, refer to FIG. 16. A first router M1 in the control system includes a primary routing module M1(A)
and a secondary routing module M1(B), and a second router L1 includes a primary routing module L1(A) and a secondary
routing module L1(B). The primary routing module M1(A) is separately connected to a primary node module E1(A) of a
secondary controller E1 and the primary routing module L1(A) in the second router L1. The secondary routing module
M1(B) is separately connected to a secondary node module E1(B) of the secondary controller E1 and the secondary
routing module L1(B) in the second router L1.
[0199] In addition, with reference to FIG. 16, it can be further learned that both the primary routing module and the
secondary routing module in the router may be powered by independent power supplies. For example, the primary
routing modules are all connected to the first power supply A0(A), and powered by the first power supply A0(A). The
secondary routing modules are all connected to the second power supply A0(B), and powered by the second power
supply A0(B).
[0200] In a scenario in which a router in the control system includes a primary routing module and a secondary routing
module, the primary control module in the primary controller 01 or the primary node module in the node device 02 may
send a reference clock signal to the primary routing module. The primary routing module may further send the received
reference clock signal to the secondary routing module. Alternatively, the secondary control module in the primary
controller 01 or the secondary node module in the node device 02 may send a reference clock signal to the secondary
routing module.
[0201] FIG. 17 is a schematic diagram of another clock synchronization path in a control system according to an
embodiment of this application. Refer to FIG. 17. It can be learned that a primary control module E5(A) in a primary
controller E5 may send a reference clock signal to a primary routing module E1(A) in a first router E1 to implement clock
synchronization. Further, the primary routing module E1(A) in the first router E1 may separately send the reference clock
signal to a secondary routing module E1(B) and a primary routing module M1(A) in a second router M1, to implement
clock synchronization. Finally, the primary routing module M1(A) in the second router M1 may send the reference clock
signal to a secondary routing module M1(B), to implement clock synchronization.
[0202] In this embodiment of this application, a first-type sensor with a high safety level may be connected to both
routing modules in the router, and a second-type sensor with a low safety level may be connected to only one routing
module in the router. Similarly, a first-type executor with a high safety level may be connected to both routing modules
in the router, and a second-type executor with a low safety level may be connected to only one routing module in the router.
[0203] For example, refer to FIG. 16. A first-type sensor S1 may include a primary sensor module S1(A) and a secondary
sensor module S1(B). The primary sensor module S1(A) may be connected to a primary routing module, a primary
control module, or a primary node module. The secondary sensor module S1(B) may be connected to a secondary
routing module, a secondary control module, or a secondary node module. A first-type executor P1 may include a primary
execution module P1(A) and a secondary execution module P1(B). The primary execution module P1(A) may be con-
nected to a primary routing module, a primary control module, or a primary node module. The secondary execution
module P1(B) may be connected to a secondary routing module, a secondary control module, or a secondary node
module.
[0204] In the control system provided in this embodiment of this application, both the controller and the router have
redundant function modules and redundant signal links, and may be powered by redundant power supplies. Therefore,
function safety and reliability of the control system are effectively improved.
[0205] Optionally, a quantity of controllers included in the control system provided in this embodiment of this application
may be flexibly adjusted based on a requirement of an application scenario. For example, the quantity of controllers
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included in the control system may be comprehensively determined based on factors such as controller performance,
a communication rate requirement of a ring network, a quantity of sensors and executors included in the control system,
function complexity, and costs. An onboard control system is used as an example. Refer to FIG. 9, FIG. 12, and FIG.
15. The onboard control system may include five controllers in total: E1 to E5, where E5 is a primary controller, and E1
to E4 are secondary controllers. In addition, based on a setting orientation of each secondary controller, the secondary
controller E1 may also be referred to as a front-left controller, the secondary controller E2 may also be referred to as a
rear-left controller, the secondary controller E3 may also be referred to as a rear-right controller, and the secondary
controller E4 may also be referred to as a front-right controller.
[0206] Alternatively, refer to FIG. 18. The control system may include four controllers in total: E1 to E4, where one of
the four controllers is a primary controller, and the other three controllers are secondary controllers. Alternatively, refer
to FIG. 19. The control system may include three controllers in total: E1 to E3, where E1 is a front-left controller, E2 is
a rear controller, and E3 is a front-right controller. In addition, one of the three controllers is a primary controller, and the
other two controllers are secondary controllers. Alternatively, refer to FIG. 20. The control system may include two
controllers: E1 and E2, where E1 is a front controller, and E2 is a rear controller. In addition, one of the two controllers
is a primary controller, and the other is a secondary controller.
[0207] It can be understood that, in addition to being a vehicle control system, the control system provided in this
embodiment of this application may be another type of control system. For example, the control system may be a system
that has a high requirement on real-time control or a control system that has a high requirement on function safety. The
system that has a high requirement on real-time control may include: an aircraft power system, a steering system, a
telex system, an industrial control servo system, a cyclotron, an electromagnetic ejection system, an electromagnetic
gun system, and the like. The system that has a high requirement on function safety includes: a surgical robot control
system in a medical field, a remote control system, and a rail transport drive system, and may further include a drive
and control system of an autonomous vehicle, a teleoperated driving vehicle, and an airborne vehicle. In addition, the
control system provided in this embodiment of this application may be further applied to an automation industry field
that has a high requirement on security. For example, the control system may be a remote or remote control system for
a chemical industry, nuclear energy, a coal mine, or a wharf, or may be a fault locating and ranging system for an electric
power industry.
[0208] The control system provided in this embodiment of this application further has the following functions and
beneficial effects:
[0209] 1. All software functions are moved up to the controller in the ring network to implement software and hardware
decoupling, enhance flexibility of the control system, reduce test complexity of sensors and executors, ensure test quality,
reduce joint commissioning time of the control system, and reduce development difficulty.
[0210] 2. A transmission direction of a signal (namely, communication route) can be dynamically adjusted based on
a fault situation. In addition, an execution moment of a task, a physical carrier (for example, a primary controller or a
secondary controller) on which a software module runs and a function of each software module all may be dynamically
scheduled by the primary controller, to improve reliability and application flexibility of the control system.
[0211] 3. For a vehicle control system, based on clock synchronization and task scheduling functions of the primary
controller at a vehicle system level, implementations of conventional ECU functions such as sensor control and executor
control may be converted into an implementation of a controller, to effectively reduce a quantity of ECUs in the vehicle
and reduce ECU and harness costs of the vehicle.
[0212] 4. A high-level function safety algorithm (for example, a microsecond fast function safety protection overcurrent),
detection of a latent fault can be implemented by a controller at a top layer. A top layer function safety check and a model
check can effectively enhance security of the entire control system and reduce hardware and software overhead costs
caused by a bottom layer function safety mechanism.
[0213] 5. Each device in the control system adopts a redundant structure. This can degrade a function safety integrity
level at a system level. For example, for a vehicle control system, an automotive safety integration level (automotive
safety integration level, ASIL) may be degraded from a level D to a level B or below.
[0214] 6. EMC performance of the entire control system is improved through frequency modulation of the reference
clock signal.
[0215] 7. The primary controller schedules tasks in a unified manner, to avoid a problem such as resource preemption
and competition that occurs in tasks in the control system and ensure orderly execution of the tasks.
[0216] 8. The primary/secondary controller is dynamically adjusted based on a running state detection mechanism
and a fault detection mechanism for a plurality of controllers in the ring network. An adjustment principle includes a
priority and a fault state of a controller.
[0217] 9. Operations of related registers in the control system are synchronously performed based on a frequency of
a reference clock signal. In addition, in the primary controller, codes used to implement different tasks are stored in
different regions, and are independent of each other in time sequence and do not interfere with each other.
[0218] In conclusion, the embodiment of this application provides the control system. The primary controller in the
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control system may directly send the reference clock signal to the at least one node device by using the ring network,
so that the at least one node device can perform timing based on the frequency of the reference clock signal. In this
way, clock synchronization between the primary controller and the at least one node device is implemented. Compared
with sending of a data frame, direct sending of the reference clock signal may improve precision of the clock synchro-
nization between the primary controller and the at least one node device to precision equal to a pulse width of the
reference clock signal, thereby effectively improving precision of clock synchronization. In addition, because the primary
controller and the at least one node device in the control system can be sequentially connected to form a ring network,
it can be ensured that there are redundant signal exchange paths during signal exchange between the primary controller
and the at least one node device, thereby ensuring reliability of signal transmission.
[0219] In addition, in the control system provided in this embodiment of this application, precision of time synchronization
between the primary controller and the at least one node device is high. Therefore, it can be ensured that all time sensitive
tasks can be moved up by an ECU to the primary controller or the node device for execution, thereby effectively reducing
a quantity of ECUs in the control system, and simplifying a function of the ECU (for example, the ECU can be simplified
as a router). The control system has lower complexity and higher flexibility.
[0220] An embodiment of this application further provides a clock synchronization method. The clock synchronization
method may be applied to the control system provided in the foregoing embodiment. Refer to FIG. 21. The method may
include the following steps.
[0221] Step 101: A primary controller performs timing based on a frequency of a local clock signal of the primary
controller and executes a task.
[0222] The local clock signal of the primary controller may be generated after a PLL in the primary controller performs,
based on a preset frequency multiplication value, frequency multiplication on a source clock signal generated by a crystal
oscillator in the primary controller.
[0223] The task executed by the primary controller may include one or more of the following tasks: a data transmission
task, a data processing task, a sending task of an instruction, and an output task of a drive signal. The instruction may
be used to instruct a sensor to collect data, or used to instruct to output the drive signal to an executor.
[0224] Step 102: The primary controller sends a reference clock signal to at least one node device by using a ring
network.
[0225] The reference clock signal is obtained based on the local clock signal of the primary controller, and the reference
clock signal is used by the at least one node device to perform timing based on a frequency of the reference clock signal
and execute a task. The reference clock signal is the local clock signal of the primary controller. Alternatively, the
reference clock signal is a clock signal obtained by performing frequency division on the local clock signal of the primary
controller.
[0226] Optionally, the primary controller may include a primary control module and a secondary control module con-
nected to the primary control module. The at least one node device may include a primary node module and a secondary
node module connected to the primary node module. The ring network includes a first ring subnet and a second ring
subnet. The first ring subnet includes the primary control module and the primary node module in the at least one node
device, and the second ring subnet includes the secondary control module and the secondary node module in the at
least one node device. In a scenario in which the primary controller includes two control modules, the reference clock
signal may be obtained based on a local clock signal of the primary control module.
[0227] Correspondingly, in step 102, the primary control module may separately send the reference clock signal to
the secondary control module and the primary node module in the at least one node device.
[0228] Then, the primary node module in the node device may send the received reference clock signal to the secondary
node module connected to the primary node module. Alternatively, the secondary control module in the primary controller
may send the reference clock signal to the secondary node module in the at least one node device by using the second
ring subnet.
[0229] Step 103: The primary controller sends a synchronization signal to the at least one node device by using the
ring network.
[0230] The synchronization signal is used by the at least one node device to correct time of a local clock of the node
device.
[0231] In an optional implementation, the primary controller is connected to the at least one node device by using a
clock signal cable. In this implementation, the primary controller may send a compound signal of the reference clock
signal and the synchronization signal to the at least one node device by using the clock signal cable.
[0232] In another optional implementation, the primary controller is connected to the at least one node device by using
a clock signal cable and a synchronization signal cable. In this implementation, the primary controller may send a
reference clock signal to the at least one node device by using the clock signal cable, and may send a synchronization
signal to the at least one node device by using the synchronization signal cable.
[0233] Step 104: The node device corrects the time of the local clock of the node device based on the synchronization
signal.
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[0234] After receiving the synchronization signal, the node device may correct the time of the local clock of the node
device based on the synchronization signal, to ensure time synchronization with the primary controller.
[0235] In a scenario in which the primary controller sends a compound signal of the reference clock signal and the
synchronization signal by using the clock signal cable, the node device may separately obtain the synchronization signal
and the reference clock signal from the received compound signal based on an amplitude and/or a pulse width of the
received compound signal.
[0236] In a scenario in which the primary controller sends a reference clock signal by using the clock signal cable and
sends a synchronization signal by using the synchronization signal cable, the node device may receive, by using the
clock signal cable, the reference clock signal sent by the primary controller, and may receive, by using the synchronization
signal cable, the synchronization signal sent by the primary controller. In other words, the node device does not need
to parse the synchronization signal and the reference clock signal from the compound signal. This reduces complexity
of receiving the synchronization signal and the reference clock signal by the node device.
[0237] Step 105: The node device performs timing based on the frequency of the reference clock signal and executes
a task.
[0238] In an optional implementation, the node device may include a PLL. The node device may correct a frequency
of a local clock signal of the node device based on the frequency of the reference clock signal by using the PLL, to
maintain a target ratio between the frequency of the local clock signal of the node device and the frequency of the
reference clock signal. Then, the node device may perform timing based on a frequency of a corrected local clock signal
of the node device and execute the task.
[0239] In another optional implementation, the node device may directly perform timing based on the frequency of the
reference clock signal and execute the task. In other words, the node device may not need to correct the frequency of
the local clock signal of the node device.
[0240] Step 106: The primary controller adjusts the frequency of the local clock signal of the primary controller within
a target frequency range.
[0241] In this embodiment of this application, the primary controller may further perform frequency modulation on the
local clock signal of the primary controller, so that EMC performance of a frequency sensitive circuit in the control system
in a task execution process can be effectively improved.
[0242] Step 107: The primary controller performs a fault response operation if detecting that any task is not executed
at an execution moment of the any task.
[0243] The primary controller may further monitor an execution situation of a task in the control system. If detecting
that any task is not executed at an execution moment of the any task, the primary controller may perform a fault response
operation. The fault response operation may include one or more of the following operations:

restarting a device for executing the any task, where the device is the primary controller or the at least one node device;
restarting a sensor and/or an executor connected to the device for executing the any task; and
executing a security task configured in the primary controller.

[0244] Optionally, the at least one node device in the control system may be at least one secondary controller. The
control system may further include at least one sensor and at least one executor. The at least one sensor is connected
to the primary controller or the at least one secondary controller, and the at least one executor is connected to the primary
controller or the at least one secondary controller. A task that needs to be executed by the primary controller and a task
that needs to be executed by the at least one secondary controller each include one or more of the following tasks: a
data transmission task, a data processing task, a sending task of an instruction, and an output task of a drive signal.
The instruction is used to instruct the at least one sensor to collect data, or is used to instruct to output the drive signal
to the at least one executor.
[0245] Refer to FIG. 22. In a scenario in which the at least one node device is the at least one secondary controller,
the method may further include the following steps.
[0246] Step 108a: The primary controller determines a task that needs to be executed by the primary controller and
an execution moment of the task, and a task that needs to be executed by the at least one secondary controller and an
execution moment of the task.
[0247] In this embodiment of this application, the primary controller may determine tasks that need to be executed by
a plurality of controllers (including the primary controller and the secondary controller) in the ring network and execution
moments of the tasks. In other words, the primary controller may implement unified scheduling and management of
tasks, to ensure orderly execution of the tasks.
[0248] If a to-be-executed task includes a general data processing task, and the general data processing task requires
a large quantity of computing resources, the primary controller may divide the general data processing task into a plurality
of data processing tasks. In addition, the primary controller determines, based on load of the primary controller and load
of the at least one secondary controller, a data processing task that needs to be executed by the primary controller and



EP 4 224 746 A1

26

5

10

15

20

25

30

35

40

45

50

55

a data processing task that needs to be executed by the at least one secondary controller. This can implement distributed
execution of data processing tasks, and can further improve utilization of computing resources of the controller on the
basis of improvement of task execution efficiency.
[0249] Step 109a: The primary controller sends a task scheduling table to the at least one secondary controller.
[0250] The task scheduling table may include the task that needs to be executed by the at least one secondary
controller and the execution moment of the task. After receiving, by using the ring network, the task scheduling table
sent by the primary controller, the secondary controller may execute the task based on the execution moment of the
task recorded in the task scheduling table. In other words, in step 105, the secondary controller may perform timing
based on the frequency of the reference clock signal, and execute the task at the execution moment of the task that
needs to be executed by the secondary controller.
[0251] Similarly, in step 101, the primary controller may perform timing based on the frequency of the local clock signal
of the primary controller, and execute the task at the execution moment of the task that needs to be executed by the
primary controller.
[0252] Step 110a: The primary controller sends target data to the at least one secondary controller by using the ring
network.
[0253] The target data may be data that has a high requirement on security and that needs to be shared by a plurality
of controllers included in the ring network. For example, the target data may include a vehicle speed.
[0254] Step 111a: If the target data transmitted by using the ring network is not received, or received target data
transmitted by using the ring network is inconsistent with the sent target data, the primary controller performs fault
detection on the ring network, and/or resends the target data.
[0255] In this embodiment of this application, after sending, by using the ring network, the target data that has a high
security requirement, the primary controller may detect whether the secondary controller in the ring network correctly
receives the target data. In this way, it can be ensured that the target data can be reliably transmitted to the secondary
controller.
[0256] It should be understood that the secondary controller in the control system may also perform the method shown
in step 110a and step 111a. In other words, the secondary controller may also send the target data by using the ring
network, and may perform fault detection on the ring network, and/or resend the target data when detecting that another
controller in the ring network does not correctly receive the target data.
[0257] Step 112a: If the secondary controller determines that the primary controller is faulty or any signal cable con-
nected to the primary controller is faulty, the secondary controller determines a new primary controller from the at least
one secondary controller based on a priority list.
[0258] The secondary controller may further store a priority list, and the priority list includes a priority of the at least
one secondary controller included in the control system. If the secondary controller determines that the primary controller
is faulty or any signal cable connected to the primary controller is faulty, the secondary controller may determine, based
on the priority list, a new primary controller from the at least one secondary controller included in the control system.
Then, the new primary controller may perform unified scheduling management on a plurality of controllers in the control
system, to be specific, a primary control right of the control system may be handed over to the new primary controller,
to ensure that the control system can still properly run.
[0259] Optionally, the control system may further include at least one first router. A first port of the at least one first
router is connected to the primary controller, and a second port of the at least one first router is connected to the at least
one sensor and/or the at least one executor. A data transmission rate of the first port is lower than a data transmission
rate of the ring network, and a data transmission rate of the second port is lower than the data transmission rate of the
first port. Still refer to FIG. 22. The method may further include the following steps.
[0260] Step 113a: The primary controller performs frequency division on the frequency of the reference clock signal.
[0261] The primary controller may perform frequency division on the frequency of the reference clock signal based
on a preset frequency division value.
[0262] Step 114a: The primary controller sends a frequency-divided reference clock signal to the at least one first router.
[0263] Step 115a: The first router performs timing based on a frequency of the received reference clock signal and
executes a task.
[0264] After receiving the frequency-divided reference clock signal sent by the primary controller, the first router may
perform timing based on the frequency of the frequency-divided reference clock signal and execute the task.
[0265] It should be understood that the secondary controller in the control system may also be connected to the first
port of the first router. If the secondary controller is also connected to the first router, the secondary controller may also
perform the method shown in step 113a and step 114a. In other words, the secondary controller may perform frequency
division on the frequency of the reference clock signal sent by the primary controller, and send the frequency-divided
reference clock signal to the first router connected to the secondary controller.
[0266] In a scenario in which the at least one node device is the at least one first router, the at least one sensor in the
control system may be connected to the primary controller or the first router, and the at least one executor in the control
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system may be connected to the primary controller or the first router. A task that needs to be executed by the primary
controller includes one or more of the following tasks: a data transmission task, a data processing task, a sending task
of an instruction, and an output task of a drive signal. A task that needs to be executed by the first router includes one
or more of the following tasks: a data transmission task, a sending task of an instruction, and an output task of a drive
signal. The instruction is used to instruct the at least one sensor to collect data, or is used to instruct to output the drive
signal to the at least one executor.
[0267] The first port of the first router is connected to the primary controller. The control system may further include
at least one second router. A third port of the at least one second router is connected to the second port of the first
router, and a fourth port of the at least one second router is connected to the at least one sensor and/or the at least one
executor. The data transmission rate of the first port is equal to the data transmission rate of the ring network, the data
transmission rate of the second port is lower than the data transmission rate of the first port, a data transmission rate of
the third port is equal to the data transmission rate of the second port, and a data transmission rate of the fourth port is
lower than the data transmission rate of the third port.
[0268] In a scenario in which the at least one node device is the at least one first router, as shown in FIG. 23, the clock
synchronization method may further include the following steps.
[0269] Step 108b: The first router performs frequency division on a frequency of a received reference clock signal.
[0270] After receiving the reference clock signal sent by the primary controller, the first router may perform frequency
division on the frequency of the reference clock signal based on a preset frequency division value.
[0271] Step 109b: The first router sends a frequency-divided reference clock signal to the at least one second router.
[0272] Step 110b: The second router performs timing based on a frequency of the received reference clock signal
and executes a task.
[0273] After receiving the frequency-divided reference clock signal sent by the first router, the second router may
perform timing based on the frequency of the frequency-divided reference clock signal and execute the task.
[0274] It should be understood that a sequence of steps in the clock synchronization method provided in this embod-
iment of this application may be properly adjusted, or steps may be correspondingly added or deleted based on a
situation. For example, in the embodiment shown in FIG. 21, step 103 may be performed before step 102, step 106 may
be performed before step 103, and step 107 may be performed before step 106. Alternatively, step 103 and step 104
may be deleted based on a situation, and step 106 and step 107 may also be deleted based on a situation. In the
embodiment shown in FIG. 22, step 110a and step 111a may be deleted based on a situation, step 112a may be deleted
based on a situation, and step 113a to step 115a may also be deleted based on a situation. In addition, in the embodiment
shown in FIG. 22, the first router may also perform the method shown in step 108b and step 109b in the embodiment
shown in FIG. 23.
[0275] In conclusion, the embodiment of this application provides the clock synchronization method. The primary
controller may directly send the reference clock signal to the at least one node device by using the ring network, so that
the at least one node device can perform timing based on the frequency of the reference clock signal. In this way, clock
synchronization between the primary controller and the at least one node device is implemented. Compared with sending
of a data frame, direct sending of the reference clock signal may improve precision of clock synchronization between
the primary controller and the at least one node device to precision equal to a pulse width of the reference clock signal,
thereby effectively improving precision of clock synchronization.
[0276] It can be clearly understood by a person skilled in the art that, for a purpose of convenient and brief description,
for a specific operation process of the clock synchronization method described above, reference may be made to the
related description in the foregoing system embodiment, and details are not described herein again.
[0277] An embodiment of this application further provides a primary controller. The primary controller may be applied
to the control systems provided in the foregoing embodiments. The primary controller may include a programmable logic
circuit and/or program instructions, and the primary controller is configured to implement the steps performed by the
primary controller in the foregoing method embodiment.
[0278] FIG. 24 is a schematic diagram of a structure of a primary controller according to an embodiment of this
application. Refer to FIG. 24. The primary controller may include a processor 2101, a memory 2102, a network interface
2103, and a bus 2104. The bus 2104 is configured to connect the processor 2101, the memory 2102, and the network
interface 2103. A communication connection to another device may be implemented through the network interface 2103
(which may be wired or wireless). The memory 2102 stores a computer program 21021. The computer program 21021
is used to implement various application functions.
[0279] It should be understood that in this embodiment of this application, the processor 2101 may be a CPU, or the
processor 2101 may be another general-purpose processor, a digital signal processor (DSP), an application-specific
integrated circuit (ASIC), a field programmable gate array (FPGA), a GPU or another programmable logic device, a
discrete gate or transistor logic device, a discrete hardware assembly, or the like. The general-purpose processor may
be a microprocessor, any conventional processor, or the like.
[0280] The memory 2102 may be a volatile memory or a nonvolatile memory, or may include both a volatile memory
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and a nonvolatile memory. The nonvolatile memory may be a read-only memory (read-only memory, ROM), a program-
mable read-only memory (programmable ROM, PROM), an erasable programmable read-only memory (erasable PROM,
EPROM), an electrically erasable programmable read-only memory (electrically EPROM, EEPROM), or a flash memory.
The volatile memory may be a random access memory (random access memory, RAM), and used as an external cache.
Through an example but not limitative description, many forms of RAMs may be used, for example, a static random
access memory (static RAM, SRAM), a dynamic random access memory (DRAM), a synchronous dynamic random
access memory (synchronous DRAM, SDRAM), a double data rate synchronous dynamic random access memory
(double data rate SDRAM, DDR SDRAM), an enhanced synchronous dynamic random access memory (enhanced
SDRAM, ESDRAM), a synchlink dynamic random access memory (synchlink DRAM, SLDRAM), and a direct rambus
random access memory (direct rambus RAM, DR RAM).
[0281] In addition to a data bus, the bus 2104 may further include a power bus, a control bus, a state signal bus, and
the like. However, for clarity of description, various buses are marked as the bus 2104 in the figure.
[0282] The processor 2101 is configured to execute the computer program stored in the memory 2102, and the
processor 2101 executes the computer program 21021 to implement the foregoing functions of the primary controller.
[0283] An embodiment of this application further provides a node device. The node device may be applied to the
control system provided in the foregoing embodiment. The node device may include a programmable logic circuit and/or
program instructions, and the node device may be configured to implement the steps performed by the node device in
the foregoing method embodiment.
[0284] It should be understood that both the primary controller and the node device in the control system provided in
this embodiment of this application may be implemented by using an application-specific integrated circuit (application-
specific integrated circuit, ASIC) or a programmable logic device (programmable logic device, PLD). The PLD may be
a complex programmable logic device (complex programmable logic device, CPLD), a field-programmable gate array
(field-programmable gate array, FPGA), generic array logic (generic array logic, GAL), or any combination thereof.
Certainly, functions of the primary controller and the secondary controller may also be implemented by using software.
When the functions of the primary controller and the secondary controller are implemented by using the software, modules
in the primary controller and the secondary controller may also be software modules.
[0285] An embodiment of this application further provides a vehicle. The vehicle may include the control system
provided in the foregoing embodiment. For example, the vehicle may include the control system shown in any one of
FIG. 1, FIG. 8, FIG. 9, and FIG. 12 to FIG. 20.
[0286] Optionally, the vehicle may be an electric vehicle. In addition, the vehicle may be an autonomous vehicle, a
teleoperated driving vehicle, an airborne vehicle, or the like.
[0287] All or some of the foregoing embodiments may be implemented by using software, hardware, firmware, or any
combination thereof. When software is used for implementation, all or some of the foregoing embodiments may be
implemented in a form of a computer program product. The computer program product includes at least one computer
instruction. When the computer program instruction is loaded or executed on a computer, all or some of the procedures
or functions according to embodiments of this application are generated. The computer may be a general-purpose
computer, a dedicated computer, a computer network, or another programmable apparatus. The computer instruction
may be stored in a computer-readable storage medium, or transmitted from one computer-readable storage medium to
another computer-readable storage medium, for example, the computer instruction may be transmitted from a website,
computer, server, or data center to another website, computer, server, or data center in a wired (for example, a coaxial
cable, an optical fiber, or a digital subscriber line (DSL)) or wireless (for example, infrared, radio, or microwave) manner.
The computer-readable storage medium may be any usable medium accessible by a computer, or a data storage device,
such as a server or a data center, that includes at least one usable medium set. The usable medium may be a magnetic
medium (for example, a floppy disk, a hard disk, or a magnetic tape), an optical medium (for example, a DVD), or a
semiconductor medium. The semiconductor medium may be a solid state drive (solid state drive, SSD).
[0288] In this application, terms such as "first" and "second" are used to distinguish same items or similar items that
have basically same effects and functions. It should be understood that there is no logical or time sequence dependency
between "first", "second", and "nth". A quantity and an execution sequence are not limited. It should also be understood
that although the terms such as "first" and "second" are used in the following descriptions to describe various elements,
these elements should not be limited by the terms. These terms are only used to distinguish one element from another
element. For example, a first power supply may be referred to as a second power supply without departing from a scope
of the various examples described, and similarly, the second power supply may be referred to as the first power supply.
Both the first power supply and second power supply may be power supplies, and in some cases may be separate and
different power supplies.
[0289] In this application, a term "at least one" means at least one, and a term "a plurality of" means two or more.
Terms "system" and "network" may be used interchangeably in this specification. It should be understood that "and/or"
mentioned in this specification indicates that three relationships may exist. For example, A and/or B may indicate that
only A exists, both A and B exist, and only B exists. The character "/" generally indicates an "or" relationship between
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the associated objects.
[0290] The foregoing descriptions are only optional implementations of this application, but a protection scope of this
application is not limited thereto. Any equivalent modification or replacement readily figured out by a person skilled in
the art within a technical scope disclosed in this application shall fall within the protection scope of this application.
Therefore, the protection scope of this application should be subject to the protection scope of the claims.

Claims

1. A control system, wherein the control system comprises a ring network, and the ring network comprises a primary
controller and at least one node device;

the primary controller is configured to: perform timing based on a frequency of a local clock signal of the primary
controller and execute a task, and send a reference clock signal to the at least one node device by using the
ring network, wherein the reference clock signal is obtained based on the local clock signal of the primary
controller; and
the at least one node device is configured to perform timing based on a frequency of the reference clock signal
and execute a task.

2. The control system according to claim 1, wherein the reference clock signal is the local clock signal of the primary
controller.

3. The control system according to claim 1, wherein the reference clock signal is a clock signal obtained by performing
frequency division on the local clock signal of the primary controller.

4. The control system according to any one of claims 1 to 3, wherein the at least one node device comprises a phase-
locked loop, and the at least one node device is configured to:

correct, a frequency of a local clock signal of the node device based on the frequency of the reference clock
signal by using the phase-locked loop, to maintain a target ratio between the frequency of the local clock signal
of the node device and the frequency of the reference clock signal; and
perform timing based on the frequency of the local clock signal of the node device.

5. The control system according to any one of claims 1 to 3, wherein the at least one node device is configured to
perform timing based on the frequency of the reference clock signal.

6. The control system according to any one of claims 1 to 5, wherein the primary controller is further configured to
adjust the frequency of the local clock signal of the primary controller within a target frequency range.

7. The control system according to any one of claims 1 to 6, wherein the primary controller is further configured to
send a synchronization signal to the at least one node device by using the ring network; and
the at least one node device is further configured to correct time of a local clock of the node device based on the
received synchronization signal.

8. The control system according to claim 7, wherein the primary controller is connected to the at least one node device
by using a clock signal cable;
the primary controller is configured to send the synchronization signal and the reference clock signal to the at least
one node device by using the clock signal cable; and
the at least one node device is configured to separately obtain the synchronization signal and the reference clock
signal from a received signal based on an amplitude and/or a pulse width of the received signal.

9. The control system according to claim 7, wherein the primary controller is connected to the at least one node device
by using a clock signal cable and a synchronization signal cable; and
the primary controller is configured to send the reference clock signal to the at least one node device by using the
clock signal cable, and is configured to send the synchronization signal to the at least one node device by using the
synchronization signal cable.

10. The control system according to any one of claims 1 to 9, wherein the at least one node device is at least one
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secondary controller; and the control system further comprises at least one sensor and at least one executor, the
at least one sensor is connected to the primary controller or the at least one secondary controller, and the at least
one executor is connected to the primary controller or the at least one secondary controller; and

a task that needs to be executed by the primary controller and a task that needs to be executed by the at least
one secondary controller each comprise one or more of the following tasks: a data transmission task, a data
processing task, a sending task of an instruction, and an output task of a drive signal, wherein
the instruction is used to instruct the at least one sensor to collect data, or is used to instruct to output the drive
signal to the at least one executor.

11. The control system according to claim 10, wherein the primary controller is further configured to:

determine the task that needs to be executed by the primary controller and an execution moment of the task,
determine the task that needs to be executed by the at least one secondary controller and an execution moment
of the task, execute a task at the execution moment of the task that needs to be executed by the primary
controller, and send a task scheduling table to the at least one secondary controller, wherein the task scheduling
table received by the at least one secondary controller comprises the task that needs to be executed by the at
least one secondary controller and the execution moment of the task; and
the at least one secondary controller is configured to execute, based on the task scheduling table, the task at
the execution moment of the task that needs to be executed by the at least one secondary controller.

12. The control system according to claim 10 or 11, wherein the primary controller is further configured to:
divide a general data processing task into a plurality of data processing tasks, and determine, based on load of the
primary controller and load of the at least one secondary controller, a data processing task that needs to be executed
by the primary controller and a data processing task that needs to be executed by the at least one secondary controller.

13. The control system according to any one of claims 10 to 12, wherein the at least one secondary controller further
stores a priority list, and the priority list comprises a priority of the at least one secondary controller; and the at least
one secondary controller is further configured to:
if it is determined that the primary controller is faulty or any signal cable connected to the primary controller is faulty,
determine a new primary controller from the at least one secondary controller based on the priority list.

14. The control system according to any one of claims 10 to 13, wherein the primary controller and the at least one
secondary controller are further configured to:

send target data to another controller in the control system by using the ring network; and
if the target data transmitted by using the ring network is not received, or received target data transmitted by
using the ring network is inconsistent with the sent target data, perform fault detection on the ring network,
and/or resend the target data.

15. The control system according to any one of claims 10 to 14, wherein the control system further comprises at least
one first router;

a first port of the at least one first router is connected to the primary controller or the at least one secondary
controller, and a second port of the at least one first router is connected to the at least one sensor and/or the
at least one executor, wherein a data transmission rate of the first port is lower than a data transmission rate
of the ring network, and a data transmission rate of the second port is lower than the data transmission rate of
the first port;
a controller connected to the at least one first router is further configured to: perform frequency division on the
frequency of the reference clock signal, and send a frequency-divided reference clock signal to the at least one
first router; and
the at least one first router is configured to perform timing based on the frequency of the received reference
clock signal and execute a task, wherein
the task executed by the first router comprises at least: exchanging, through the first port, data with the controller
connected to the first router, and exchanging, through the second port, data with the at least one sensor and/or
the at least one executor connected to the first router.

16. The control system according to claim 15, wherein the control system further comprises at least one second router,
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a third port of the at least one second router is connected to the second port of the at least one first router, and a
fourth port of the at least one second router is connected to the at least one sensor and/or the at least one executor,
wherein a data transmission rate of the third port is equal to the data transmission rate of the second port, and a
data transmission rate of the fourth port is lower than the data transmission rate of the third port;

the at least one first router is further configured to: perform frequency division on the frequency of the received
reference clock signal, and send a frequency-divided reference clock signal to the at least one second router; and
the at least one second router is configured to perform timing based on the frequency of the received reference
clock signal and execute a task, wherein
the task executed by the at least one second router comprises at least: exchanging data with the at least one
first router through the third port, and exchanging, through the fourth port, data with the at least one sensor
and/or the at least one executor connected to the at least one second router.

17. The control system according to any one of claims 1 to 9, wherein the at least one node device is at least one first
router; and the control system further comprises at least one sensor and at least one executor, the at least one
sensor is connected to the primary controller or the at least one first router, and the at least one executor is connected
to the primary controller or the at least one first router;

a task that needs to be executed by the primary controller comprises one or more of the following tasks: a data
transmission task, a data processing task, a sending task of an instruction, and an output task of a drive signal; and
a task that needs to be executed by the at least one first router comprises one or more of the following tasks:
a data transmission task, a sending task of an instruction, and an output task of a drive signal, wherein
the instruction is used to instruct the at least one sensor to collect data, or is used to instruct to output the drive
signal to the at least one executor.

18. The control system according to claim 17, wherein a first port of the at least one first router is connected to the
primary controller; and the control system further comprises at least one second router, a third port of the at least
one second router is connected to a second port of the at least one first router, and a fourth port of the at least one
second router is connected to the at least one sensor and/or the at least one executor, wherein a data transmission
rate of the first port is equal to a data transmission rate of the ring network, a data transmission rate of the second
port is lower than the data transmission rate of the first port, a data transmission rate of the third port is equal to the
data transmission rate of the second port, and a data transmission rate of the fourth port is lower than the data
transmission rate of the third port;

the at least one first router is further configured to: perform frequency division on a frequency of the received
reference clock signal, and send a frequency-divided reference clock signal to the at least one second router; and
the at least one second router is configured to perform timing based on the frequency of the received reference
clock signal and execute a task, wherein
the task executed by the at least one second router comprises at least: exchanging data with the at least one
first router through the third port, and exchanging, through the fourth port, data with the at least one sensor
and/or the at least one executor connected to the at least one second router.

19. The control system according to any one of claims 1 to 18, wherein the primary controller comprises a primary
control module and a secondary control module connected to the primary control module; the at least one node
device comprises a primary node module and a secondary node module connected to the primary node module;

the ring network comprises a first ring subnet and a second ring subnet, the first ring subnet comprises the
primary control module and the primary node module in the at least one node device, and the second ring
subnet comprises the secondary control module and the secondary node module in the at least one node device;
and the reference clock signal is obtained based on a local clock signal of the primary control module;
the primary control module is configured to separately send the reference clock signal to the secondary control
module and the primary node module in the at least one node device; and
the secondary control module is configured to send the reference clock signal to the secondary node module
in the at least one node device; or the primary node module in the at least one node device is configured to
send the reference clock signal to the secondary node module connected to the primary node module.

20. The control system according to claim 19, wherein the at least one sensor in the control system comprises a first-
type sensor and a second-type sensor, and a function safety integrity level of the first-type sensor is higher than a
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function safety integrity level of the second-type sensor; and the at least one executor in the control system comprises
a first-type executor and a second-type executor, and a function safety integrity level of the first-type executor is
higher than a function safety integrity level of the second-type executor;

the first-type sensor is separately connected to the primary control module and the secondary control module,
or is separately connected to the primary node module and the secondary node module;
the second-type sensor is connected to one of the primary control module, the secondary control module, the
primary node module, and the secondary node module;
the first-type executor is separately connected to the primary control module and the secondary control module,
or is separately connected to the primary node module and the secondary node module; and
the second-type executor is connected to one of the primary control module, the secondary control module, the
primary node module, and the secondary node module.

21. The control system according to claim 19 or 20, wherein the control system further comprises: a first power supply
and a second power supply;

the first power supply is separately connected to the primary control module and the primary node module in
the at least one node device, and the first power supply is configured to supply power to the primary control
module and the primary node module in the at least one node device; and
the second power supply is separately connected to the secondary control module and the secondary node
module in the at least one node device, and the second power supply is configured to supply power to the
secondary control module and the secondary node module in the at least one node device.

22. The control system according to any one of claims 1 to 21, wherein the primary controller is further configured to:
if it is detected that any task is not executed at an execution moment of the any task, perform a fault response
operation, wherein the fault response operation comprises one or more of the following operations:

restarting a device for executing the any task, wherein the device is the primary controller or the at least one
node device;
restarting a sensor and/or an executor connected to the device for executing the any task; and
executing a security task configured in the primary controller.

23. The control system according to any one of claims 1 to 22, wherein the control system further comprises a gateway,
the gateway is connected to the primary controller or the at least one node device, and the gateway is configured to:

send, to an external device, data from a device connected to the gateway, and send, to the device connected
to the gateway, data from the external device, wherein
the external device is a device independent of the control system.

24. The control system according to claim 23, wherein the gateway comprises a primary communication module and a
secondary communication module connected to the primary communication module.

25. The control system according to any one of claims 1 to 24, wherein the control system is a vehicle control system.

26. A clock synchronization method, applied to a primary controller in a control system, wherein the control system
comprises a ring network, and the ring network comprises the primary controller and at least one node device; and
the method comprises:

performing timing based on a frequency of a local clock signal of the primary controller and executing a task; and
sending a reference clock signal to the at least one node device by using the ring network, wherein
the reference clock signal is obtained based on the local clock signal of the primary controller, and the reference
clock signal is used by the at least one node device to perform timing based on a frequency of the reference
clock signal and execute a task.

27. The method according to claim 26, wherein the reference clock signal is the local clock signal of the primary controller.

28. The method according to claim 26, wherein the reference clock signal is a clock signal obtained by performing
frequency division on the local clock signal of the primary controller.
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29. The method according to any one of claims 26 to 28, wherein the method further comprises:
adjusting the frequency of the local clock signal of the primary controller within a target frequency range.

30. The method according to any one of claims 26 to 29, wherein the method further comprises:
sending a synchronization signal to the at least one node device by using the ring network, wherein the synchroni-
zation signal is used by the at least one node device to correct time of a local clock of the at least one node device.

31. The method according to claim 30, wherein the primary controller is connected to the at least one node device by
using a clock signal cable; and

sending the reference clock signal and the synchronization signal to the at least one node device by using the
ring network comprises:
sending the reference clock signal and the synchronization signal to the at least one node device by using the
clock signal cable.

32. The method according to claim 30, wherein the primary controller is connected to the at least one node device by
using a clock signal cable and a synchronization signal cable; and

the sending a reference clock signal to the at least one node device by using the ring network comprises:
sending the reference clock signal to the at least one node device by using the clock signal cable; and
the sending a synchronization signal to the at least one node device by using the ring network comprises:
sending the synchronization signal to the at least one node device by using the synchronization signal cable.

33. The method according to any one of claims 26 to 32, wherein the at least one node device is at least one secondary
controller, the control system further comprises at least one sensor and at least one executor, the at least one sensor
is connected to the primary controller or the at least one secondary controller, and the at least one executor is
connected to the primary controller or the at least one secondary controller; and

a task that needs to be executed by the primary controller and a task that needs to be executed by the at least
one secondary controller each comprise one or more of the following tasks: a data transmission task, a data
processing task, a sending task of an instruction, and an output task of a drive signal, wherein
the instruction is used to instruct the at least one sensor to collect data, or is used to instruct to output the drive
signal to the at least one executor.

34. The method according to claim 33, wherein the method further comprises:

determining the task that needs to be executed by the primary controller and an execution moment of the task;
determining the task that needs to be executed by the at least one secondary controller and an execution
moment of the task; and
sending a task scheduling table to the at least one secondary controller, wherein the task scheduling table
comprises the task that needs to be executed by the at least one secondary controller and the execution moment
of the task; and
the performing timing based on a frequency of a local clock signal of the primary controller and executing a task
comprises:
performing timing based on the frequency of the local clock signal of the primary controller, and executing the
task at the execution moment of the task that needs to be executed by the primary controller.

35. The method according to claim 33 or 34, wherein the method further comprises:

dividing a general data processing task into a plurality of data processing tasks; and
determining, based on load of the primary controller and load of the at least one secondary controller, a data
processing task that needs to be executed by the primary controller and a data processing task that needs to
be executed by the at least one secondary controller.

36. The method according to any one of claims 33 to 35, wherein the method further comprises:

sending target data to the at least one secondary controller by using the ring network; and
if the target data transmitted by using the ring network is not received, or received target data transmitted by
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using the ring network is inconsistent with the sent target data, performing fault detection on the ring network,
and/or resending the target data.

37. The method according to any one of claims 33 to 36, wherein the control system further comprises at least one first
router; a first port of the at least one first router is connected to the primary controller, and a second port of the at
least one first router is connected to the at least one sensor and/or the at least one executor, wherein a data
transmission rate of the first port is lower than a data transmission rate of the ring network, and a data transmission
rate of the second port is lower than the data transmission rate of the first port; and the method further comprises:

performing frequency division on the frequency of the reference clock signal; and
sending a frequency-divided reference clock signal to the at least one first router.

38. The method according to any one of claims 26 to 37, wherein the primary controller comprises a primary control
module and a secondary control module connected to the primary control module; the at least one node device
comprises a primary node module and a secondary node module connected to the primary node module; the ring
network comprises a first ring subnet and a second ring subnet, the first ring subnet comprises the primary control
module and the primary node module in the at least one node device, and the second ring subnet comprises the
secondary control module and the secondary node module in the at least one node device; and the reference clock
signal is obtained based on a local clock signal of the primary control module; and

the sending a reference clock signal to the at least one node device by using the ring network comprises:
separately sending, by the primary control module, the reference clock signal to the secondary control module
and the primary node module in the at least one node device, wherein
the reference clock signal is sent by the primary node module to to the secondary node module; or the sending
a reference clock signal to the at least one node device by using the ring network further comprises: sending,
by the secondary control module, the reference clock signal to the secondary node module in the at least one
node device.

39. The method according to any one of claims 26 to 38, wherein the method further comprises:
if it is detected that any task is not executed at an execution moment of the any task, performing a fault response
operation, wherein the fault response operation comprises one or more of the following operations:

restarting a device for executing the any task, wherein the device is the primary controller or the at least one
node device;
restarting a sensor and/or an executor connected to the device for executing the any task; and
executing a security task configured in the primary controller.

40. A clock synchronization method, applied to a node device in a control system, wherein the control system comprises
a ring network, and the ring network comprises a primary controller and at least one node device; and the method
comprises:

receiving, by using the ring network, a reference clock signal sent by the primary controller, wherein the reference
clock signal is obtained based on a local clock signal of the primary controller; and
performing timing based on a frequency of the reference clock signal and executing a task.

41. The method according to claim 40, wherein the node device comprises a phase-locked loop; and the performing
timing based on a frequency of the reference clock signal comprises:

correcting a frequency of a local clock signal of the node device based on the frequency of the reference clock
signal by using the phase-locked loop, to maintain a target ratio between the frequency of the local clock signal
of the node device and the frequency of the reference clock signal; and
performing timing based on the frequency of the local clock signal of the node device.

42. The method according to claim 40, wherein the performing timing based on a frequency of the reference clock signal
comprises: performing timing based on the frequency of the reference clock signal.

43. The method according to any one of claims 40 to 42, wherein the method further comprises:
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receiving, by using the ring network, a synchronization signal sent by the primary controller; and
correcting time of a local clock of the node device based on the synchronization signal.

44. The method according to claim 43, wherein the node device is connected to the primary controller by using a clock
signal cable; and
receiving, by using the ring network, the reference clock signal and the synchronization signal that are sent by the
primary controller comprises:

receiving, by using the clock signal cable, a signal sent by the primary controller; and
separately obtaining the synchronization signal and the reference clock signal from the received signal based
on an amplitude and/or a pulse width of the received signal.

45. The method according to claim 43, wherein the node device is connected to the primary controller by using the clock
signal cable and a synchronization signal cable; and

the receiving, by using the ring network, a reference clock signal sent by the primary controller comprises:
receiving, by using the clock signal cable, the reference clock signal sent by the primary controller; and
the receiving, by using the ring network, a synchronization signal sent by the primary controller comprises:
receiving, by using the synchronization signal cable, the synchronization signal sent by the primary controller.

46. The method according to any one of claims 40 to 45, wherein the node device is a secondary controller, the control
system further comprises at least one sensor and at least one executor, the at least one sensor is connected to the
primary controller or the secondary controller, and the at least one executor is connected to the primary controller
or the secondary controller; and

a task that needs to be executed by the primary controller and a task that needs to be executed by the secondary
controller each comprise one or more of the following tasks: a data transmission task, a data processing task,
a sending task of an instruction, and an output task of a drive signal, wherein
the instruction is used to instruct the at least one sensor to collect data, or is used to instruct to output the drive
signal to the at least one executor.

47. The method according to claim 46, wherein the method further comprises:

receiving, by using the ring network, a task scheduling table sent by the primary controller, wherein the task
scheduling table comprises the task that needs to be executed by the secondary controller and an execution
moment of the task; and
the performing timing based on a frequency of the reference clock signal and executing a task comprises:
performing timing based on the frequency of the reference clock signal, and executing the task at the execution
moment of the task that needs to be executed by the secondary controller.

48. The method according to claim 46 or 47, wherein the secondary controller further stores a priority list, and the priority
list comprises a priority of at least one secondary controller comprised in the control system; and the method further
comprises:
if it is determined that the primary controller is faulty or any signal cable connected to the primary controller is faulty,
determining a new primary controller from the at least one secondary controller based on the priority list.

49. The method according to any one of claims 46 to 48, wherein the method further comprises:

sending target data to another controller in the control system by using the ring network; and
if the target data transmitted by using the ring network is not received, or received target data transmitted by
using the ring network is inconsistent with the sent target data, performing fault detection on the ring network,
and/or resending the target data.

50. The method according to any one of claims 46 to 49, wherein the control system further comprises at least one first
router; a first port of the at least one first router is connected to the secondary controller, and a second port of the
at least one first router is connected to the at least one sensor and/or the at least one executor, wherein a data
transmission rate of the first port is lower than a data transmission rate of the ring network, and a data transmission
rate of the second port is lower than the data transmission rate of the first port; and the method further comprises:



EP 4 224 746 A1

36

5

10

15

20

25

30

35

40

45

50

55

performing frequency division on the frequency of the reference clock signal; and
sending a frequency-divided reference clock signal to the at least one first router.

51. The method according to any one of claims 40 to 45, wherein the node device is a first router; the control system
further comprises at least one sensor and at least one executor; the at least one sensor is connected to the primary
controller or the first router, and the at least one executor is connected to the primary controller or the first router;

a task that needs to be executed by the primary controller comprises one or more of the following tasks: a data
transmission task, a data processing task, a sending task of an instruction, and an output task of a drive signal; and
a task that needs to be executed by the first router comprises one or more of the following tasks: a data
transmission task, a sending task of an instruction, and an output task of a drive signal, wherein
the instruction is used to instruct the at least one sensor to collect data, or is used to instruct to output the drive
signal to the at least one executor.

52. The method according to claim 51, wherein a first port of the first router is connected to the primary controller; and
the control system further comprises at least one second router, a third port of the at least one second router is
connected to a second port of the first router, and a fourth port of the at least one second router is connected to the
at least one sensor and/or the at least one executor, wherein a data transmission rate of the first port is equal to a
data transmission rate of the ring network, a data transmission rate of the second port is lower than the data
transmission rate of the first port, a data transmission rate of the third port is equal to the data transmission rate of
the second port, and a data transmission rate of the fourth port is lower than the data transmission rate of the third
port; and the method further comprises:

performing frequency division on a frequency of the received reference clock signal; and
sending a frequency-divided reference clock signal to the at least one second router.

53. A primary controller, applied to a control system, wherein the control system comprises a ring network, and the ring
network comprises the primary controller and at least one node device, wherein
the primary controller comprises a programmable logic circuit and/or program instructions, and the primary controller
is configured to implement the method according to any one of claims 26 to 39.

54. A node device, applied to a control system, wherein the control system comprises a ring network, and the ring
network comprises a primary controller and at least one node device, wherein
the node device comprises a programmable logic circuit and/or program instructions, and the node device is con-
figured to implement the method according to any one of claims 40 to 52.

55. A vehicle, wherein the vehicle comprises the control system according to any one of claims 1 to 25.
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