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(57) ABSTRACT

In the present invention, an information update system is
equipped with an automobile (10), a plurality of chargers (20)
and a server device (30). When a battery is charged, the
automobile acquires position information relating to the auto-
mobile, attaches a first signature and sends this position infor-
mation with the first signature attached to one of the chargers.
The one charger attaches a second signature to the position
information with the first signature attached. Further, the one
charger sends to the automobile identification information
relating to the one charger with a third signature attached.
Further, the automobile attaches a fourth signature to the
identification information with the third signature attached.
The automobile or the one charger sends to the server device
the position information with the first and second signatures
attached and the identification information with the third and
fourth signatures attached. The server device updates stored
position information on the basis of the transmitted position
information and identification information.
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INFORMATION UPDATE SYSTEM AND
METHOD, VEHICLE, CHARGER AND
SERVER APPARATUS

TECHNICAL FIELD

[0001] The present invention relates to an information,
update system and method which updates information asso-
ciated with a charging infrastructure for a vehicle such as, for
example, an electric vehicle.

BACKGROUND ART

[0002] As this type of system, for example, there is pro-
posed a system which receives position information indicat-
ing a position of a terminal apparatus and map update infor-
mation from the terminal apparatus, which transmits a request
for confirming the map update information to another termi-
nal apparatus if the received map update information is dif-
ferent from map information stored in advance, and which
updates the map information stored in advance if a confirma-
tion report for the confirmation request is received from the
another terminal apparatus (refer to Patent Literature 1).

[0003] Alternatively there is proposed a system which pro-
vides an electric vehicle with charging infrastructure infor-
mation. Here, in particular, there is proposed a technology in
which if it is determined, on the basis of charging detection
information associated with the electric vehicle and user
information of the electric information, that a charging detec-
tion point included in the charging detection information
satisfies a predetermined condition, then, the point is regis-
tered as a charging facility (refer to Patent Literature 2).

CITATION LIST

Patent Literature

[0004] Patent Literature 1: Japanese Patent Application
Laid Open No. 2007-147567

[0005] Patent Literature 2: Japanese Patent Application
Laid Open No. 2011-086020
SUMMARY OF INVENTION
Technical Problem

[0006] The aforementioned background art, however, has
such a technical problem that it is hard to confirm the genu-
ineness of information provided from a user (or each terminal
apparatus or each electric vehicle in the background art).
[0007] Tt is therefore an object of the present invention to
provide an information update system and method, a vehicle,
a charger and a server apparatus which can relatively easily
confirm the genuineness of information provided from a user
and which can update information associated with a charging
infrastructure for the vehicle on the basis of the information
provided from the user.

Solution to Problem

[0008] The above object of the present invention can be
achieved by an information update system provided with a
vehicle on which a battery is mounted, a plurality of charger
each of which can charge the battery and each of which can
communicate with the vehicle, and a server apparatus config-
ured to store therein position information associated with
each of the plurality of chargers, wherein the vehicle obtains
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position information associated with the vehicle when the
battery is charged by one of the plurality of chargers and
applies a first signature to the obtained position information,
the vehicle further transmits to the one charger the position
information with the first signature applied thereto, the one
charger applies a second signature to the position information
with the first signature applied thereto, the one charger further
transmits, to the vehicle, identification information associ-
ated with the one charger with a third signature applied
thereto, the vehicle further applies a fourth signature to the
identification information with the third signature applied
thereto, the vehicle or the one charger transmits to the server
apparatus the position information with the first signature
anal the second signature applied thereto, and the identifica-
tion information with the third signature and the fourth sig-
nature applied thereto, via a network, and the server apparatus
updates the stored position information on the basis of the
position information with the first signature and the second
signature applied thereto and the identification information
with the third signature an the fourth signature applied
thereto.

[0009] The above object of the present invention can be
achieved by an information update method in an information
update system provided h a vehicle on which a battery is
mounted, a plurality of charger each of which can charge the
battery and each of which can communicate with the vehicle,
and a server apparatus configured to store therein position
information associated with each of the plurality of chargers,
said information update method is provided with processes
of: the vehicle obtains position information associated with
the vehicle when the battery is charged by one of the plurality
of chargers and applies a first signature to the obtained posi-
tion. information; the vehicle transmits to the one charger the
position information with the first signature applied thereto;
the one charger applies a second signature to the position
information with the first signature applied thereto; the one
charger further transmits, to the vehicle, identification infor-
mation associated with the one charger with a third signature
applied thereto; the vehicle further applies a fourth signature
to the identification information with the third signature
applied thereto; the vehicle or the one charger transmits to the
server apparatus the position information with the first signa-
ture and the second signature applied thereto, and the identi-
fication information with the third signature and the fourth
signature applied thereto, via a network; and the server appa-
ratus updates the stored position information on the basis of
the position information with the first signature and the sec-
ond signature applied thereto and the identification informa-
tion with the third signature and the fourth signature applied
thereto.

[0010] The above object of the present invention can be
achieved by a vehicle in an information update system pro-
vided with the vehicle on which a battery is mounted, a
plurality of charger each of which can charge the battery and
ach of which can communicate with the vehicle, and a server
apparatus configured to store therein position information
associated with each of the plurality of chargers, said vehicle
is provided with: a position information obtaining device
configured to obtain position information associated with the
vehicle when the battery is charged by one of the plurality of
chargers; a signature applying device configured to apply a
first signature to the obtained position information; a trans-
mitting device configured to transmit to the one charger the
position information with the first signature applied thereto;
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and an obtaining device configured to obtain the position
information with the first signature applied thereto to which a
second signature is further applied by the one charger,
wherein the obtaining device obtains identification informa-
tion associated with the one charger with a third signature
applied thereto by the one charger, the signature applying
device applies a fourth signature to the identification infor-
mation with the third signature applied thereto, and the trans-
mitting device transmits to the server apparatus the position
information with the first signature and the second signature
applied thereto, and the identification information with the
third signature and the fourth signature applied thereto, via a
network.

[0011] The above object of the present invention can be
achieved by a charger of a plurality of chargers in an infor-
mation update system provided with a vehicle on which a
battery is mounted, the plurality of charger each of which can
charge the battery and each of which can communicate with
the vehicle, and a server apparatus configured to store therein
position information associated with each of the plurality of
chargers, said charger is provided with: an obtaining device
configured to obtain position information associated with the
vehicle with a first signature applied thereto by the vehicle: a
signature applying device configured to apply a second sig-
nature to the position information with the first signature
applied thereto; and a transmitting device configured to trans-
mit, to the vehicle, identification information associated with
the one charger with a third signature applied thereto, wherein
the obtaining device obtains the identification information
with the third signature applied thereto to which a fourth
signature is applied by the vehicle, the transmitting device
applies the fourth signature to the identification information
with the third signature applied thereto, and the transmitting
device transmits to the server apparatus the position informa-
tion with the first signature and the second signature applied
thereto, and the identification information with the third sig-
nature and the fourth signature applied thereto, via a network.

[0012] The above object of the present invention can be
achieved by a server apparatus in an information update sys-
tem provided with a vehicle on which a battery is mounted, a
plurality of charger each of which can charge the battery and
each of which can communicate with the vehicle, and the
server apparatus configured to store therein position informa-
tion associated with each of the plurality of chargers, said
server apparatus is provided with: an obtaining device con-
figured to obtain position information associated with the
vehicle with a first signature by the vehicle and a second
signature by one of the plurality of chargers applied thereto,
and identification information associated with the one
charger with a third signature by the one charger and a fourth
signature by the vehicle applied thereto; and an updating
device configured to update the stored position information
onthe basis of the position information with the first signature
and the second signature applied thereto and the identification
information with the third signature and the fourth signature
applied thereto.

[0013] The operation and other advantages of the present
invention will become more apparent from embodiments and
examples explained below.

BRIEF DESCRIPTION OF DRAWINGS

[0014] FIG. 1 is a sequence diagram illustrating a position
registration process in a first example.
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[0015] FIG. 2 is a conceptual diagram illustrating a concept
of an offset amount.

[0016] FIG. 3 is a sequence diagram illustrating a position
registration process in a second example.

[0017] FIG. 4 is a sequence diagram illustrating a position
registration process in a third example.

[0018] FIG. 5is a sequence diagram illustrating a position
registration process in a fourth example.

[0019] FIG. 6 is a sequence diagram illustrating a position
registration process in a fifth example.

[0020] FIG. 7 is a sequence diagram illustrating a position
registration process in a sixth example.

DESCRIPTION OF EMBODIMENTS

[0021] Embodiments of the information update system and
the like of the present invention will be explained.

(Embodiment of Information Update System)

[0022] The information update system in an embodiment is
an information update system provided with a vehicle on
which a battery is mounted, a plurality of charger each of
which can charge the battery and each of which can commu-
nicate with the vehicle, and a server apparatus configured to
store therein position information associated with each of the
plurality of chargers, wherein the vehicle obtains position
information associated with the vehicle when the battery is
charged by one of the plurality of chargers and applies a first
signature to the obtained position information, the vehicle
further transmits to the one charger the position information
with the first signature applied thereto, the one charger
applies a second signature to the position information with
the first signature applied thereto, the one charger further
transmits, to the vehicle, identification information associ-
ated with the one charger with a third signature applied
thereto, the vehicle further applies a fourth signature to the
identification information with the third signature applied
thereto, the vehicle or the one charger transmits to the server
apparatus the position information with the first signature and
the second signature applied thereto, and the identification
information with the third signature and the fourth signature
applied thereto, via a network, and the server apparatus
updates the stored position information on the basis of the
position information with the first signature and the second
signature applied thereto and the identification information
with the third signature and the fourth signature applied
thereto.

[0023] The information update system in the embodiment
is provided with the vehicle, the plurality of chargers, and the
server apparatus. The vehicle such as, for example, an electric
vehicle is provided with the battery, a global positioning
system (GPS), a communication apparatus, and the like.
[0024] Each of the plurality of chargers can charge the
battery mounted on the vehicle. The battery may be charged
via a charging cable or in a wireless manner. Moreover, each
of'the plurality of chargers can communicate with the vehicle
in a wired or wireless manner.

[0025] The server apparatus stores therein the position
information associated with each of the plurality of chargers.
The server apparatus is disposed on a wide area network such
as, for example, the Internet.

[0026] The vehicle obtains the position information asso-
ciated with the vehicle when the battery is charged by one of
the plurality of chargers. The vehicle applies the first signa-
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ture, which is a signature of the vehicle, to the obtained
position information. The vehicle transmits to the one charger
the position information with the first signature applied
thereto. Various known aspects can be applied to the “signa-
ture”, and thus, an explanation of the details thereof will be
omitted.

[0027] The one charger which receives the position infor-
mation with the first signature applied thereto applies the
second signature, which is a signature of the one charger, to
the position information with the first signature applied
thereto. Moreover, the one charger transmits to the vehicle the
identification information associated with the one charger
with the third signature, which is a signature of the one
charger, applied thereto.

[0028] The vehicle which receives the identification infor-
mation with the third signature applied thereto applies the
fourth signature, which is a signature of the vehicle, to the
identification information with the third signature applied
thereto.

[0029] Here, if the one charger is not connected to the
network on which the server apparatus is disposed, the posi-
tion information and the identification information associated
with the one charger are transmitted from the vehicle to the
server apparatus. In this case, the one charger transmits to the
vehicle the position information with the first signature and
the second signature applied thereto. The vehicle transmits to
the server apparatus the position information with the first
signature and the second signature applied thereto, and the
identification information associated with the one charger
with the third signature and the fourth signature applied
thereto.

[0030] On the other hand, if the one charger is connected to
the network on which the server apparatus is disposed, the
position information and the identification information asso-
ciated with the one charger are transmitted from the one
charger to the server apparatus. In this case, the vehicle trans-
mits to the one charger the identification information with the
third signature and the fourth signature applied thereto. The
one charger transmits to the server apparatus the position
information with the first signature and the second signature
applied thereto, and the identification information associated
with the one charger with the third signature and the fourth
signature applied thereto.

[0031] The server apparatus updates the stored position
information on the basis of the position information with the
first signature and the second signature applied thereto and
the identification information with the third signature and the
fourth signature applied thereto. Particularly in the embodi-
ment, both the signature of the vehicle and the signature of the
one charger are applied to each of the position information
and the identification information. It is therefore possible to
easily recognize forged information in the absence of either of
the position information and the identification information.
[0032] Therefore, according to the information update sys-
tem in the embodiment, it is possible to relatively easily
confirm the genuineness of information provided from a user,
and to update the information associated with a charging
infrastructure for the vehicle, on the basis of the information
provided from the user.

[0033] In one aspect of the information update system in
the embodiment, the vehicle further transmits, to the one
charger, identification information associated with the
vehicle with a fifth signature applied thereto, the one charger
further applies a sixth signature to the identification informa-
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tion with the fifth signature applied thereto, and the vehicle or
the one charger further transmits to the server apparatus the
identification information with the fifth signature and the
sixth signature applied thereto, via the network.

[0034] According to this aspect, for example, it is possible
to change weighting to the position information from the
vehicle which has large errors associated with the position
information. This results in an improvement in accuracy of
the position information, which is extremely useful in prac-
tice.

(Embodiment of Information Update Method)

[0035] The information update method in an embodiment
is an information update method in an information update
system provided with a vehicle on which a battery is mounted,
aplurality of charger each of which can charge the battery and
each of which can communicate with the vehicle, and a server
apparatus configured to store therein position information
associated with each of the plurality of chargers, said infor-
mation update method is provided with processes of: the
vehicle obtains position information associated with the
vehicle when the battery is charged by one of the plurality of
chargers and applies a first signature to the obtained position
information; the vehicle transmits to the one charger the posi-
tion information with the first signature applied thereto; the
one charger applies a second signature to the position infor-
mation with the first signature applied thereto; the one charger
further transmits, to the vehicle, identification information
associated with the one charger with a third signature applied
thereto; the vehicle further applies a fourth signature to the
identification information with the third signature applied
thereto; the vehicle or the one charger transmits to the server
apparatus the position information with the first signature and
the second signature applied thereto, and the identification
information with the third signature and the fourth signature
applied thereto, via a network; and the server apparatus
updates the stored position information on the basis of the
position information with the first signature and the second
signature applied thereto and the identification information
with the third signature and the fourth signature applied
thereto.

[0036] According to the information update method in the
embodiment, as in the information update system in the
embodiment described above, it is possible to relatively easily
confirm the genuineness of the information provided from the
user, and to update the information associated with the charg-
ing infrastructure for the vehicle, on the basis of the informa-
tion provided from the user.

(Embodiment of Vehicle)

[0037] The vehicle in an embodiment is a vehicle in an
information update system provided with the vehicle on
which a battery is mounted, a plurality of charger each of
which can charge the battery and each of which can commu-
nicate with the vehicle, and a server apparatus configured to
store therein position information associated with each of the
plurality of chargers, said vehicle is provided with: a position
information obtaining device configured to obtain position
information associated with the vehicle when the battery is
charged by one of the plurality of chargers; a signature apply-
ing device configured to apply a first signature to the obtained
position information; a transmitting device configured to
transmit to the one charger the position information with the
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first signature applied thereto; and an obtaining device con-
figured to obtain the position information with the first sig-
nature applied thereto to which a second signature is further
applied by the one charger, wherein the obtaining device
obtains identification information associated with the one
charger with a third signature applied thereto by the one
charger, the signature applying device applies a fourth signa-
ture to the identification information with the third signature
applied thereto, and the transmitting device transmits to the
server apparatus the position information with the first signa-
ture and the second signature applied thereto, and the identi-
fication information with the third signature and the fourth
signature applied thereto, via a network.

[0038] According to the vehicle in the embodiment, the
position information obtaining device, which is provided, for
example, with a memory a processor and the like, obtains the
position information associated with the vehicle when the
battery mounted on the vehicle is charged by the one charger.
[0039] The signature applying device, which is provided,
for example, with a memory, a processor and the like, applies
the first signature, which is a signature of vehicle, to the
obtained position information. The transmitting device trans-
mits to the one charger the position information with the first
signature applied thereto.

[0040] The obtaining device, which is provided, for
example, with a memory, a processor and the like, obtains the
position information to which the second signature, which is
a signature of the one charger, is further applied by the one
charger (i.e. the position information with the first signature
and the second signature applied thereto).

[0041] The obtaining device further obtains the identifica-
tion information associated with the one charger with the
third signature, which is a signature of the one charger,
applied thereto. The signature applying device applies the
fourth signature, which is a signature of the vehicle, to the
identification information with the third signature applied
thereto.

[0042] The transmitting device transmits to the server appa-
ratus the position information with the first signature and the
second signature applied thereto, and the identification infor-
mation with the third signature and the fourth signature
applied thereto, via the network.

[0043] If the stored position information is updated on the
server apparatus on the basis of the position information with
the first signature and the second signature applied thereto
and the identification information associated with the one
charger with the third signature and the fourth signature
applied thereto, it is then possible to update the information
associated with the charging infrastructure for the vehicle, on
the basis of the information provided from the user. In addi-
tion, it is possible to relatively easily confirm the genuineness
of the information provided from the user, because both the
signature of the vehicle and the signature of the one charger
are applied to each of the position information and the iden-
tification information.

[0044] Inone aspect of the vehicle in the embodiment, the
position information obtaining device has an offset detecting
device configured to detect an offset amount between the
vehicle and the one charger, and the position information
obtaining device obtains a value obtained by adding the
detected offset amount to coordinates of the vehicle, as the
position information associated with the vehicle.

[0045] According to this aspect, if a parking position of the
vehicle and a control apparatus of the charger are relatively
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separated from each other, for example, as in a large-scale
charging station provided with a plurality of chargers, it is
then possible to suppress a variation in the position of the
charger due to the parking position of the vehicle.

[0046] Inanother aspect of the vehicle in the embodiment,
the position information obtaining device successively
obtains the position information associated with the vehicle,
and the position information obtaining device sets latest
obtained position information as the position information
when the battery is charged by the one charger, if the position
information associated with the vehicle cannot be obtained
when the battery is charged by the one charger.

[0047] According to this aspect, it is possible to update the
position information stored in the server apparatus even if the
charger is disposed under the ground or the like in which the
parking position of the vehicle cannot be obtained.

(Embodiment of Charger)

[0048] The vehicle in an embodiment is a charger of a
plurality of chargers in an information update system pro-
vided with a vehicle on which a battery is mounted, the
plurality of charger each of which can charge the battery and
each of which can communicate with the vehicle, and a server
apparatus configured to store therein position information
associated with each of the plurality of chargers, said charger
is provided with: an obtaining device configured to obtain
position information associated with the vehicle with a first
signature applied thereto by the vehicle; a signature applying
device configured to apply a second signature to the position
information with the first signature applied thereto; and a
transmitting device configured to transmit, to the vehicle,
identification information associated with the one charger
with a third signature applied thereto, wherein the obtaining
device obtains the identification information with the third
signature applied thereto to which a fourth signature is
applied by the vehicle, the transmitting device applies the
fourth signature to the identification information with the
third signature applied thereto, and the transmitting device
transmits to the server apparatus the position information
with the first signature and the second signature applied
thereto, and the identification information with the third sig-
nature and the fourth signature applied thereto, via a network.
[0049] According to the charger in the embodiment, as in
the information update system in the embodiment described
above, it is possible to relatively easily confirm the genuine-
ness of the information provided from the user, and to update
the information associated with the charging infrastructure
for the vehicle, on the basis of the information provided from
the user.

(Embodiment of Server Apparatus)

[0050] The server apparatus in an embodiment is a server
apparatus in an information update system provided with a
vehicle on which battery is mounted, a plurality of charger
each of which can charge the battery and each of which can
communicate with the vehicle, and the server apparatus con-
figured to store therein position information associated with
each of the plurality of chargers, said server apparatus is
provided with an obtaining device configured to obtain posi-
tion information associated with the vehicle with a first sig-
nature by the vehicle and a second signature by one of the
plurality of chargers applied thereto, and identification infor-
mation associated with the one charger with a third signature



US 2015/0329005 Al

by the one charger and a fourth signature by the vehicle
applied thereto; and an updating device configured to update
the stored position information on the basis of the position
information with the first signature and the second signature
applied thereto and the identification information with the
third signature and the fourth signature applied thereto.

[0051] According to the server apparatus in the embodi-
ment, as in the information update system in the embodiment
described above, it is possible to relatively easily confirm the
genuineness of the information provided from the user, and to
update the information associated with the charging infra-
structure for the vehicle, on the basis of the information
provided from the user.

EXAMPLES

[0052] Examples of the information update system of the
present invention will be explained with reference to the
drawings.

First Example

[0053] A first example of the information update system of
the present invention will be explained with reference to FIG.
1. FIG. 1 is a sequence diagram illustrating a position regis-
tration process in the first example.

[0054] InFIG.1, an information update system is provided
with a vehicle 10, a charger 20 and a charger position infor-
mation server 30. In the example, the vehicle 10 and the
charger position information server 30 are connected to each
other via a network. On the other hand, the charger 20 is of a
standalone type (i.e. is not connected to the network).

[0055] The vehicle 10 is provided with a GPS 11, a battery
(not illustrated) for driving the vehicle 10, a storage apparatus
(not illustrated) configured to store therein a certificate and a
secret key associated with the vehicle 10, and a wireless
communication apparatus (not illustrated) which complies
with a standard such as, for example, 3rd Generation (3G).

[0056] The certificate of the vehicle 10 (e.g. refer to FIG.
1(4)) includes identification information (ID) associated with
the vehicle 10, a public key, a signature to the identification
information by the secret key, and a signature by a certificate
authority. The certificate and the secret key associated with
the vehicle 10 are issued after confirmation of accuracy of a
position information detection function by the GPS 11.

[0057] The vehicle 20 is configured to supply electric
power to the battery mounted on the vehicle 10, via a charging
cable or in a wireless manner. The charger 20 is provided with
a storage apparatus (not illustrated) configured to store
therein a certificate (e.g. refer to FIG. 1(b) and a secret key.
The certificate of the charger 20 includes identification infor-
mation (ID) associated with the charger 20, a public key, a
signature to the identification information by the secret key,
and a signature by a certificate authority.

[0058] The certificate and the secret key of the vehicle 10,
and the certificate and the secret key of the charger 20 may be
also used as a certificate and a secret key for another applica-
tion, such as, for example, a certificate and a secret key for
authentication for performing charging control data commu-
nication.

[0059] The charger position information server 30 is dis-
posed on the network and is provided with a storage apparatus
(not illustrated) configured to store therein position informa-
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tion about each of a plurality of chargers. The charger position
information server 30 may be a public institution server or a
private enterprise server.

[0060] If a charging start command is issued by a user
operating the charger 20 after the vehicle 10 is disposed in a
predetermined parking space of a charging station, the GPS
11 of the vehicle 10 obtains position information about the
vehicle 10 upon the issuance of the charging start command.
The GPS 11 typically obtains the position information about
the vehicle 10, successively.

[0061] Moreover, in a relatively large charging station, the
plurality of chargers (or charging spots) are controlled by one
control apparatus. In this case, the setting of the position
information about the vehicle 10 to the position information
about the charger 20 causes a relatively large variation in the
position information, which is technically problematic.
[0062] Thus, in this case, a value which is obtained by
adding an offset amount between the charging spot and the
control apparatus (“charger (AP)” in FIG. 2) to the position
information about the vehicle 10 obtained by the GPS 11 may
be set as the position information about the vehicle 10. FIG. 2
is a conceptual diagram illustrating a concept of the offset
amount.

[0063] Then, the vehicle 10 applies a signature (or “signa-
ture (vehicle) to position information™: corresponding to the
“first signature” of the present invention) to the position infor-
mation about the vehicle 10 obtained by the GPS 11. The
“signature” is obtained, for example, by hashing data (or
“position information” herein) with the secret key. The
vehicle 10 then transmits to the charger 20 the position infor-
mation with the signature of the vehicle 10 applied thereto.
The vehicle 10 and the charger 20 communicate with each
other, for example, by Wi-Fi (registered trademark) or the
like.

[0064] Here, if the charging station is placed in a building
such as, for example, a multistory parking space and an apart-
ment, and if the position information about the vehicle 10
cannot be obtained by the GPS 11, the vehicle 10 applies the
signature of the vehicle 10 to the latest obtained position
information about the vehicle 10 before the issuance of the
charging start command, and transmits it to the charger 20.
[0065] The charger 20 applies a signature (or “signature
(charger) to position information”: corresponding to the “sec-
ond signature” of the present invention) to the position infor-
mation with the signature of the vehicle 10 applied thereto.
The charger 20 then transmits to the vehicle 10 the position
information with the signature of the vehicle 10 and the
signature of the charger 20 applied thereto, and the certificate
of'the charger 20 (or “certificate (charger)”: corresponding to
the “identification information with the third signature
applied thereto” of the present invention).

[0066] The vehicle 10 applies a signature (or “signature
(vehicle) to certificate (charger)”: corresponding to the
“fourth signature” of the present invention) to the certificate
of'the charger 20. The vehicle 10 then transmits to the charger
position information server 30 the position information with
the signature of the vehicle 10 and the signature of the charger
20 applied thereto, the certificate of the charger 20 with the
signature of the vehicle 10 applied thereto, and the certificate
(or “certificate (vehicle)”) of the vehicle 10.

[0067] The charger position information server 30 updates
the stored position information corresponding to the charger
20, on the basis of the position information with the signature
of the vehicle 10 and the signature of the charger 20 applied
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thereto and the certificate of the charger 20 with the signature
of the vehicle 10 applied thereto.

[0068] Here, the update of the position information is not
performed by simply overwriting with new position informa-
tion, but a simple average or a weighted average of the stored
position information and the new position information is set
as the position information after the update. There is a varia-
tion in parking position of the vehicle 10, and measured
values by the GPS 11 have errors. It is thus possible to
improve the accuracy of the position of the charger 20 by
obtaining the average of the position information.

[0069] As described above, the signature of the vehicle 10
and the signature of the charger 20 are applied to the position
information. Moreover, the signature of the vehicle 10 and the
signature of the charger 20 are also applied to the identifica-
tion information (certificate) of the charger 20. Thus, if it is
determined whether or not there is the signature, whether or
not the signature applied to the position information corre-
sponds to the signature applied to the identification informa-
tion, or the like, it is possible to relatively easily determine the
genuineness of the position information and the identification
information.

[0070] If it is determined that at least one of the position
information and the identification information is forged, the
charger position information server 30 destroys the position
information and the identification information. In order to
suppress a load of the charger position information server 30,
aplurality of servers (not illustrated) may perform a variance
statistical process and a result of the variance statistical pro-
cess may be registered in the charger position information
server 30.

[0071] The “vehicle 107, the “GPS 11” and the “charger
position information server 30” in the example are one
example of the “vehicle”, the “position information obtaining
device” and the “server apparatus” of the present invention,
respectively.

Second Example

[0072] A second example of the information update system
of the present invention will be explained with reference to
FIG. 3. FIG. 3 is a sequence diagram illustrating a position
registration process in the second example. In the second
example, a repetitive explanation of the first example will be
omitted as occasion demands. In the example, each of the
vehicle 10 and the charger 20 is connected to the charger
position information server 30 via a network. In the example,
the position information and the identification information
about the charger 20 are transmitted from the charger 20 to the
charger position information server 30.

[0073] In FIG. 3, after the issuance of the charging start
command, the charger 20 transmits the certificate of the
charger 20 (or “certificate (charger)”) to the vehicle 10. The
vehicle 10 applies the signature (or “signature (vehicle) to
certificate (charger)”) to the certificate of the charger 20.
[0074] The vehicle 10 then transmits to the charger 20 the
position information about the vehicle 10 with the signature
of'the vehicle 10 (or “signature (vehicle) to position informa-
tion”) applied thereto, the certificate of the charger 20 with the
signature of the vehicle 10 applied thereto, and the certificate
of the vehicle 10 (or “certificate (vehicle)”).

[0075] The charger 20 then applies the signature (or “sig-
nature (charger) to position information”) to the position
information with the signature of the vehicle 10 applied
thereto. The charger 20 then transmits to the charger position
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information 30 the position information with the signature of
the vehicle 10 and the signature of the charger 20 applied
thereto, the certificate of the charger 20 with the signature of
the vehicle 10 applied thereto, and the certificate of the
vehicle 10.

Third Example

[0076] A third example of the information update system of
the present invention will be explained with reference to F1G.
4. FIG. 4 is a sequence diagram illustrating a position regis-
tration process in the third example. In the third example, a
repetitive explanation of the first example will be omitted as
occasion demands. In the example, the charger 20 is of the
standalone type.

[0077] In FIG. 4, after the issuance of the charging start
command, the vehicle 10 transmits to the charger 20 the
position information with the signature of the vehicle 10 (or
“signature (vehicle) to position information™) applied
thereto, and the certificate of the vehicle 10 (or “certificate
(vehicle): corresponding to the “identification information
with the fifth signature applied thereto” of the present inven-
tion).

[0078] The charger 20 applies the signature (or “signature
(charger) to position information”) to the position informa-
tion with the signature of the vehicle 10 applied thereto, and
applies a signature (or “signature (charger) to certificate (ve-
hicle”: corresponding to the “sixth signature” of the present
invention) to the certificate of the vehicle 10.

[0079] The charger 20 then transmits to the vehicle 10 the
position information with the signature of vehicle 10 and the
signature of the charger 20 applied thereto, the certificate of
the vehicle 10 with the signature of the charger applied
thereto, and the certificate of the charger 20.

[0080] The vehicle 10 applies the signature (or “signature
(vehicle) to certificate (vehicle)”) to the certificate of the
charger 20. The vehicle then transmits to the charger position
information server 30 the position information with the sig-
nature of the vehicle 10 and the signature of the charger 20
applied thereto, the certificate of the charger 20 with the
signature of the vehicle 10 applied thereto, and the certificate
of the vehicle 10 with the signature of the charger applied
thereto.

[0081] As aresult, for example, if there is a relatively large
variation in the position information measured by one
vehicle, the position information measured by the one vehicle
is destroyed, and a signal indicating “a possible failure of
position measurement” is transmitted to the one vehicle, by
which a user’s attention can be drawn.

Fourth Example

[0082] A fourth example of the information update system
of the present invention will be explained with reference to
FIG. 5. FIG. 5 is a sequence diagram illustrating a position
registration process in the fourth example. In the fourth
example, a repetitive explanation of the third example will be
omitted as occasion demands. In the example, each of the
vehicle 10 and the charger 20 is connected to the charger
position information server 30 via a network. In the example,
the position information and the identification information
about the charger 20 are transmitted the charger 20 to the
charger position information server 30.

[0083] In FIG. 5, after the issuance of the charging start
command, the charger 20 transmits the certificate of the
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charger 20 (or “certificate (charger)”) to the vehicle 10. The
vehicle 10 applies the signature (or “signature (vehicle) to
certificate (charger)”) to the certificate of the charger 20.
[0084] The vehicle 10 then transmits to the charger 20 the
position information about the vehicle 10 with the signature
of'the vehicle 10 (or “signature (vehicle) to position informa-
tion”) applied thereto, the certificate of the charger 20 with the
signature of the vehicle 10 applied thereto, and the certificate
of the vehicle 10 (or “certificate (vehicle)”).

[0085] The charger 20 then applies the signature (or “sig-
nature (charger) to position information”) to the position
information with the signature of the vehicle 10 applied
thereto, and applies the signature (or “signature (charger) to
certificate (vehicle)”) to the certificate of the vehicle 10.
[0086] The charger 20 then transmits to the charger position
information server 30 the position information with the sig-
nature of the vehicle 10 and the signature of the charger 20
applied thereto, the certificate of the charger 20 with the
signature of the vehicle 10 applied thereto, and the certificate
of the vehicle 10 with the signature of the charger 20 applied
thereto.

Fifth Example

[0087] A fifth example of the information update system of
the present invention will be explained with reference to FIG.
6. FIG. 6 is a sequence diagram illustrating a position regis-
tration process in the fifth example. In the fifth example, a
repetitive explanation of the third example will be omitted as
occasion demands. In the example, the charger 20 is of the
standalone type (wherein an authentication server 40 and the
charger 20 are connected to each other by a wired network).
[0088] As illustrated in FIG. 6, the information update sys-
tem in the example is provided with the authentication server
40, in addition to the vehicle 10, the charger 20 and the
charger position information server 30.

[0089] InFIG. 6, the vehicle 10 transmits the certificate of
the vehicle 10 (or “certificate(vehicle)”) to the authentication
server 40 via a network. The authentication server 40 con-
firms the certificate of the vehicle 10, and then transmits a
session key to the vehicle 10.

[0090] The charger 20 transmits the certificate of the
charger 20 (or “certificate (charger)”) to the authentication
server 40 via the wired network. The authentication server 40
confirms the certificate of the charger 20, and the transmits the
session key to the charger 20.

[0091] As a result, the vehicle 10 and the charger 20 can
perform encrypted communication using the session key.
After the issuance of the charging start command, the vehicle
10 transmits to the charger 20 the position information with
the signature of the vehicle 10 (or “signature (vehicle) to
position information™) applied thereto, and the certificate of
the vehicle 10 (or “certificate (vehicle)”).

[0092] The charger 20 applies the signature (or “signature
(charger) to position information) to the position information
with the signature of the vehicle 10 applied thereto, and
applies the signature (or “signature (charger) to certificate
(vehicle)”) to the certificate of the vehicle 10.

[0093] The charger 20 then transmits to the vehicle 10 the
position information with the signature of the vehicle 10 and
the signature of the charger 20 applied thereto, the certificate
of the vehicle 10 with the signature of the charger 20 applied
thereto, and the certificate of the charger 20.

[0094] The vehicle 10 applies the signature (or “signature
(vehicle) to certificate (charger)”) to the certificate of the
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charger 20. The vehicle 10 then transmits to the charger
position information server 30 the position information with
the signature of the vehicle 10 and the signature of the vehicle
20 applied thereto, the certificate of the charger 20 with the
signature of the vehicle 10 applied thereto, and the certificate
of'the vehicle 10 with the signature of the charger 20 applied
thereto.

Sixth Example

[0095] A sixth example of the information update system of
the present invention be explained with reference to FIG. 7.
FIG. 7 is a sequence diagram illustrating a position registra-
tion process in the sixth example. In the sixth example, a
repetitive explanation of the fifth example will be omitted as
occasion demands. In the example, each of the vehicle 10 and
the charger 20 is connected to the charger position informa-
tion server 30 and the authentication server 40 via a network.
In the example, the position information and the identification
information about the charger 20 are transmitted from the
charger 20 to the charger position information server 30.
[0096] InFIG. 7, the vehicle 10 transmits the certificate of
the vehicle 10 (or “certificate (vehicle)”) to the charger 20.
The charger 20 transmits the certificate of the vehicle 10 to the
authentication server 40 via the network. The authentication
server 40 confirms the certificate of the vehicle 10, and then
transmits a session key to the charger 20. The charger 20
transmits the session key to the vehicle 10.

[0097] The charger 20 further transmits the certificate of
the charger 20 (or “certificate (charger)”) to the authentica-
tion server 40 via a wired network. The authentication server
40 confirms the certificate of the charger 20, and then trans-
mits the session key to the charger 20.

[0098] After the issuance of the charging start command,
the charger 20 transmits the certificate of the charger 20 (or
“certificate (charger)”) to the vehicle 10. The vehicle 10
applies the signature (or “signature (vehicle) to certificate
(charger)”) to the certificate of the charger 20.

[0099] The vehicle 10 then transmits to the charger 20 the
position information about the vehicle 10 with the signature
of'the vehicle 10 (or “signature (vehicle) to position informa-
tion”) applied thereto, the certificate of the charger 20 with the
signature of the vehicle 10 applied thereto, and the certificate
of'the vehicle 10 (or “certificate (vehicle)”).

[0100] The charger 20 then applies the signature (or “sig-
nature (charger) to position information™) to the position
information with the signature of the vehicle 10 applied
thereto, and applies the signature (or “signature (charger) to
certificate (vehicle)”) to the certificate of the vehicle 10.
[0101] The charger 20 then transmits to the charger position
information server 30 the position information with the sig-
nature of the vehicle 10 and the signature of the charger 20
applied thereto, the certificate of the charger 20 with the
signature of the vehicle 10 applied thereto, and the certificate
of'the vehicle 10 with the signature of the charger 20 applied
thereto.

[0102] The present invention, is not limited to the afore-
mentioned embodiments and examples, but various changes
may be made, if desired, without departing from the essence
or spirit of the invention which can be read from the claims
and the entire specification. An information update system
and method, a vehicle, a charger and a server apparatus which
involve such changes are also intended to be within the tech-
nical scope of the present invention.
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DESCRIPTION OF REFERENCE NUMERALS

[0103] 20 vehicle
[0104] 11 GPS
[0105] 20 charger
[0106] 30 charger position information server

[0107] 40 authentication server

1-9. (canceled)

10. An information update system comprising a vehicle on
which a battery is mounted, a charger which can charge the
battery and which can communicate with the vehicle, and a
server apparatus configured to store therein position informa-
tion associated with the charger, wherein

the vehicle comprising:

a position information obtaining device configured to
obtain position information associated with the vehicle
when the battery is charged by the charger; and

a vehicle-signature applying device configured to apply
signature of the vehicle to the obtained position infor-
mation associated with the vehicle and charger informa-
tion which contains identification information associ-
ated with the charger and which received from the
charger through communication,

the charger comprising:

a charger-signature applying device configured to apply
signature of the charger to vehicle information which
contains the position information associated with the
vehicle and which received from the vehicle through
communication,

the vehicle or the charger further comprising:

a transmitting device configured to transmit, to the server
apparatus, the charger information with the signature of
the vehicle applied thereto and the vehicle information
with the signature of the charger applied thereto, and

the server apparatus updates the stored position informa-
tion on the basis of the charger information with the
signature of the vehicle applied thereto and the vehicle
information with the signature of the charger applied
thereto transmitted by the transmitting device.

11. The information update system according to claim 10,

wherein

the vehicle-signature applying device applies a first signa-
ture as the signature of the vehicle to the obtained posi-
tion information associated with the vehicle,

the charger-signature applying device applies a second
signature as the signature of the charger to the position
information associated with the vehicle with the first
signature applied thereto as a part of the vehicle infor-
mation, and further applies a third signature as the sig-
nature of the charger to the identification information
associated with the charger,

the vehicle-signature applying device a fourth signature as
the signature of the vehicle to the identification informa-
tion associated with the charger with the third signature
applied thereto as a part of the charger information, and

the transmitting device transmits, to the server apparatus,
the identification information associated with the
charger with the third signature and the fourth signature
applied thereto, as the charger information with the sig-
nature of the vehicle applied thereto, and the position
information associated with the vehicle with the first
signature and the second signature applied thereto, as the
vehicle information with the signature of the charge
applied thereto.
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12. The information update system according to claim 11,
wherein
the vehicle-signature applying device further applies a fifth
signature as the signature of the vehicle to identification
information associated with the vehicle,
the charger-signature applying device further applies a
sixth signature as the signature of the charger to identi-
fication information associated with the vehicle with the
fifth signature applied thereto as a part of the vehicle
information, and
the transmitting device further transmits, to the server
apparatus, the identification information associated with
the vehicle with the fifth signature and the sixth signa-
ture applied thereto as the vehicle information with sig-
nature of the charger applied thereto.
13. The information update system according to claim 11,
wherein

if the charger comprises the transmitting device, the trans-
mitting device as a part of the charger transmits, to the
server apparatus, the position information associated
with the vehicle with the first signature and the second
signature applied thereto, and the identification informa-
tion associated with the charger with the third signature
and the fourth signature applied thereto, via a network,

if the vehicle comprises the transmitting device, the trans-
mitting device as a part of the vehicle transmits, to the
server apparatus, the position information associated
with the vehicle with the first signature and the second
signature applied thereto, and the identification informa-
tion associated with the charger with the third signature
and the fourth signature applied thereto, via the network.

14. A vehicle in an information update system comprising
the vehicle on which a battery is mounted, a charger which
can charge the battery and which can communicate with the
vehicle, and a server apparatus configured to store therein
position information associated with the charger, said vehicle
comprising:

a position information obtaining device configured to

obtain position information associated with the vehicle
when the battery is charged by the charger;

a vehicle-signature applying device configured to apply
signature of the vehicle to the obtained position infor-
mation associated with the vehicle and charger informa-
tion which contains identification information associ-
ated with the charger and which is received from the
charger through communication; and

a transmitting device configured to transmit, to the server
apparatus, the charger information with the signature of
the vehicle applied thereto,

the charger information containing position information,
which is position information associated with the
vehicle with the signature of the charger applied thereto
applied signature of the vehicle by the vehicle-signature
applying device.

15. The vehicle according to claim 14, wherein

the position information obtaining device has an offset
detecting device configured to detect an offset amount
between the vehicle and the charger, and

the position information obtaining device obtains a value
obtained by adding the detected offset amount to coor-
dinates of the vehicle, as the position information asso-
ciated with the vehicle.



US 2015/0329005 Al

16. The vehicle according to claim 14, wherein

the position information obtaining device successively
obtains the position information associated with the
vehicle, and

the position information obtaining device sets latest
obtained position information as the position informa-
tion associated with the vehicle when the battery is
charged by the charger, if the position information asso-
ciated with the vehicle cannot be obtained when the
battery is charged by the charger.

17. A charger in an information update system comprising

a vehicle on which a battery is mounted, the charger which
can charge the battery and which can communicate with the
vehicle, and a server apparatus configured to store therein
position information associated with chargers, said charger
comprising:

a charger-signature applying device configured to apply
signature of the charger to vehicle information which
contains position information associated with the
vehicle with signature of the vehicle applied thereto and
which is received from the vehicle through communica-
tion; and

a transmitting device configured to transmit, to the server
apparatus, the vehicle information with the signature of
the charger applied thereto,

the vehicle information containing identification informa-
tion associated with the charger, which is the identifica-
tion information associated with the charger applied
signature of the vehicle.

#* #* #* #* #*
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